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t hat bu5|nes S era 25 tive that the objects (including code,
docunent s aﬂ é@ LQnythlng represented in digital form that are
stored and exchanged Ehdsthﬁvbﬁt&bh€¢buablateﬂetbypeamectamgedhmmhhsn t hose

b - b d_b d
conpan co WABCRa08 8% BOSHRerER:nall (RBFCEaRRBE. BE o REEd T Ess. ¢ here
is perm ssbyrrta detm@xkbh@pr¢anudarﬂg etosed exchepigashahat thdkte ri ght has
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have many cOnponents. e of these, “authenti cation, %’the process of
verifying the identity of a party request ing or sendlng i nformation. This
i's general | % e@HUND OF THE INVENTION
The Internet is now commonly used in the course
of business to search for information and exchange code,
15 documents, images, etc. among collaborators, prospective
business partners, and customers. The increase in busi-
ness conducted on the Internet has been accompanied by an

increasing concern about protecting information stored or
communicated on the Internet from “*hackers” who can gain
20 unauthorized access to this information and either use it
for their own financial benefit or compromise the infor-
mation or the system on which it is stored. Given the
enormous volume of business conducted on the Internet and
the corresponding value of that business, it is impera-
25 tive that the objects (including code, documents and
images - anything represented in digital form) that are
stored and exchanged and the intellectual property con-
tained within those objects are secure - i.e., they can-
not be accessed by individuals or companies who have no
30 right to them, they cannot be printed unless there is
permission to do so, they cannot be edited except where
that right has been conferred by the owner.
Protection of objects and object exchanges may
have many components. One of these, authentication, is
35 the process of verifying the identity of a party reguest-
ing or sending information. This is generally accom-
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st ol en. er aut hentication process uses dlgltal 3, |cates
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owner's nane, serial nunber, expirati 033 dates, and the digital signature

(data appended to a nessage identifyingand authenticating sender and
nmessage data using public key encryption (see 10 below)) of the issuing

authority. rt| 0. .con ert|f| r ubl i c
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RSA. The public key is published in one or nore directories containing the

certificates; the privatscRatar mithenddeadionveranpss wees ebgifaled using *
the reg pi e@eﬁﬁ‘i@dt%&%\htﬂ&h%é By oSual FARie eéat‘.l'?oﬁl\‘.{t“eci ory, and

decrypted using the 20 recipient's private key. To authenticdte a nessage, a
sender can é’ﬁ@rlyhﬁtl &%%%l%%%%@@%l%&@eke%r%% reci pi ent
can verify thebeedexgtaeiin dadis, de WHd Miditabi gNghsterad [datde

sender's public Aut hori zati on, determnes whet her. a user has any 25
privileges GHPER (ﬁfﬂﬁﬁﬁfg%n%é%nR& NARTeS FERENTLICREIRE. For
i nst ance, asanﬂaﬁﬂanﬂnmngﬁagﬁcnataﬂuskhgtpubmﬂﬁ{wwyc@nusypslhﬁvese@cess to
o verkihl n e 1R g e Ed A RTien ey, T g oRe PEERR L 6 2000
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access the apfezadures hom@hmduab$ lmwe@eblm keys and private keys
which are created simultaneocusly by the certificate au-
15 thority using an algorithm such as RSA. The public key
is published in one or more directories containing the
certificates; the private key remains secret. Messages
are encrypted using the recipient’s public key, which the
sender captures in a directory, and decrypted using the
20 recipient’s private key. To authenticate a message, a
sender can encrypt a message using the sender’s private
key; the recipient can verify the sender’s identity by
decrypting the signature with the sender’s public key.
Authorization determines whether a user has any
25 privileges (viewing, modifying, etc.) with regard to a
resource. For instance, a system administrator can de-
termine which users have access to a system and what
privileges each user has within the system (i.e., access
to certain files, amount of storage space, etc.). Autho-
30 rization is usually performed after authentication. In
other words, if a user requests access to an object, the
system will first verify or authenticate the identity
of the user and then determine whether that user has the
right to access the object and how that user may use the
35 object.
Encryption may also be used to protect objects.
Encryption converts a message’s plaintext into
ciphertext. In order to render an encrypted object, the
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must al s Oggjﬁ’gﬁ] the correct decryption key (see, for i @H@é’"‘t‘ﬁ

di scussion of the public key |nfrastru%ture and public key cryptography
above). Al - though it is sonetines possSrble to "break" the cipher 5 used to
encrypt an object, in general, the nore conplex the encryption, the harder
it is to br he i.th the ecr r

cryptosyste Eg%aéfenglar % rg%éegg%ap055| %eggmﬁgxﬁyﬁhl%%‘%i al nost

i npossi bl e iaeereéhrthBSCapnen bhetﬂysngsahbnpoﬁstheFm@ﬂhay$e¥A st rong

Cr ypt OSYSt e a8t 0c HIFNERH! BILALEYkeyOusLckpouBRIPERAR IOl gade br eaking
and wi ||l appear ranaon1to al stan sta stica ests her types of
security tothpegRcitt k8 §ﬁf“ﬁ|téme€oﬁﬁﬁﬁébl§y§9eﬁbﬁﬁ9kal §6190§1®1?1ﬁr0yed at the
cormput er 15,Lggat HoBScriRE 'a?§ %9%%1—. nmaRy Qﬂekaﬁss%ies?&oféﬁ nf]oq_l Jalls in

an attenpt to prevent URAULhori z8d Users from acce55|ng ness' data
or progransthroREeEYPLirRe- the harder B& éonproRreadk 4P dULBRAY guar ant ee

that a conputBbusY themawchrh e ot fk@f.r om ab&%hgnAWow%@Qﬁsem i's

that firewalls do not protect the systemor the stem s resources from
bei ng conpr 8nitaggepyangeostti Rosaidde keyst é@lb‘eh ashd ¥ ialavaat .
Transm ssi ORnRbsEREIR0LD Bl ThP @i er Vi RANT dowdipiRecurity

(TLS) .and Secure Sockets Layer 25 (S protocols are comonly used to
provi d& enciFted @oﬁn’fﬁﬂ%ﬁ%%%@éh TR | TSR PESET t hese

protocol s apbslyc knpwha et Hodo mﬁod&mx@am&sﬁ wmlmra@&r The
ggﬁxgnr§ht:og&%wéegyrlaﬁat V'ﬁfér&“@@é{lstlca é%iparately, or nore
- Other types of security to protect the entire
computer system may also be employed at the computer
15 locations. For instance, many businesses set up fire-
walls in an attempt to prevent unauthorized users from
accessing the business’ data or programs. However, fire-
walls can be compromised and do not guarantee that a
computer system will be safe from attack. BAnother prob-
20 lem is that firewalls do not protect the system or the
system’s resources from being compromised by a hostile
user located behind the firewall.
Transmission of messages can also be secured.
Transport Layer Security (TLS) and Secure Sockets Layer
25 (SSL) protocols are commonly used to provide encrypted
communications between servers and clients. Both these
protocols are incorporated into most Web browsers and
servers.
The above-mentioned security devices may be
30 used separately, or more commonly, in some combination.
In addition to these general devices, there are other
approaches to security in the prior art.
U.S. Patent No. 6,041,411 *Method for Defining
and Verifying User Access Rights to Computer Information”
35 discloses a method for authenticating and authorizing
access rights to electronically transmitted information.
A user requests information which the provider wraps with
digital information, or instructions, which must success-



in addition to these general devices, there are other approaches to
security in the prior agf U S. Patent No. 6,041, 411~ Met hod for Défi Mimnmgs

and Vérl | er Access’Rights to Conputer |nformation" CT%%E oses a
met hod fop QE%'}ﬁ’gntlcatlng and authorizing access rights to e egféghlcally

transmtted information. A user reques%§ I nformati on which the provider
waps with digital information, or instructions, which nmust success 0 4 MAR

2005 WO 02/ 23798 PCT/ US01/ 42147 -4 fully be answer ed bef ore the rest of the
i nformation R 2 esbOJENRER i |Q§%J es the
formof a dfﬁi XI toke%ﬁéﬁ%ﬁthQ%re Qﬁ@egggk of & 1 dly requeste

I'S assocl at wth val data and
i ndi cat es wh@tﬁéﬁeéééébs fhes “apswerrotpathese $nslrEmwetianE tAKXeS nf or mati on

may be  accessedounons’ WHiAARAY KAl whi b of %%%el%n%e%ﬁ@ and

i ndi cates the user may acce Phe At or mati on. tent 1's prlnarlly
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regardi ng access to that content, in a Digibox container, essentlally a

soft- ware SFHR S RAEGRTHY i9ANTaRRSD I aniEdng e By
contai ner, thidded Rfs ref | SOF tRrdord e PuncHiysed r&:exlim@ta:wftware Keys
are paﬁfed wi.th the en jgted 20, dat There is a need for an invention
t hat I Mk Qi% COARTRLT ¥ ?§i§ﬂnﬂtﬂﬁﬁfVWHch may be repre- sented
in digital forn) |ncIImhé@mr@@E Tecionuiegisss iTorpgest iemdhsof taar e
prograns, th V, gf n the r W uisri.ng authorized
requestors t%é r‘ﬁénf %%‘Z%’Ta TWaT e %fati%et:é]g%hn%n{ erséltggrﬁle?hg% access
management technology InterTrust’s Digibox container
technology enables the encryption and storage of informa-
15 tion, including content and rules regarding access to
that content, in a Digibox container, essentially a soft-
ware container. Once the information is stored in a
Digibox container, that information may be viewed only by
Intertrust software. ZKeys are passed with the encrypted
20 data.
There is a need for an invention that will
protect objects (basically, anything which may be repre-
sented in digital form), including code, documents, im-
ages, and software programs, that are available on the

25 Internet without reguiring authorized requestors to run
special software on their computers in order to access
protected information. (For instance, students are often

on a limited budget and, even if they have their own
computers, cannot reasonably be expected to buy extra

30 software which would enable them to download information
like course notes, schedules, etc. that schools are in-
creasingly making available to authorized users over the
Internet.) Additional desirable features for a digital
rights management system include passing most of the

35 protection “duties” to a third party in order to relieve
the object server of the processing burden of providing
security and providing one-time encryption keys that are
securely passed between the requestor and the “security
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requesgor. 5 SUMMARY OF THE | NVENTI ON This invention provides a nethod and
system for rotection of objects (anything represented in digital form

i e., code,smn‘?g, TF%&@@W& re progranms, 10 etc.) distributed over
a network. Protecti Ong‘_ﬂﬁ@ti@ﬁreﬂtﬂ_%hr b&b&a@ﬁ@ea; flethoidladid Gystein €or

view ng, printjing,._editing,. cqQpyin n _the object .cerf.ai,n _recipients.
An obj ect s@’th‘?gEbﬂf"ai""rﬁ r?&aﬁﬁ%ggt(é%ﬁ%ﬁgngprlﬁéﬁ’%%ﬁ&l Aoedcted, is
equi pped W formof fware tduade, Tomernymat dmagest, hesofaweanty gotogxiamsl, d be

pr ot eghed agde 1430y %ﬁté&%&%%” bR CY p&‘&&%%t%% e t3 g0l Pprotec-
tion e objéct sﬁoql & rece ve) Ts. 'Fhe securi ty policy ~may I1nclude
restricti onseghraasimey carteimhonsyaddons Hd . 4.i,f atliewing, tdrindiinget, the
nunber of tipesikhe YR %e Hened Blda@as i geol i cies
relating to actli %ﬁs St}?ﬁl%%)ovﬁgt her ﬁe obj.giafts rra;ga_\ble p%%\tﬁe%% ed- ited,
etc. Object controls Z¥t PREeRNI SHF/SHhinGaHsiag objects, both pro-

tected and unprotected, is equipped with software that
15 designates whether an object should be protected and, if

so, what the security policy (type and degree of protec-

tion the object should receive) is. The security policy

may include restrictions on who may view the object, the
lifetime of the object, the number of times the object

20 may be viewed, as well as actions policies relating to
actions such as whether the object may be printed, ed-
ited, etc. Object controls are mechanisms which imple-
ment the security policy.

When the object server receives a request for

25 an object, the software checks whether the requested
cbject is protected. If the object is unprotected, the
server will send the object to the requester. If the
cbject is protected, the software creates a new object
which includes authentication and time of the original

30 request as well as serialization, nonce, security policy,
and description of the requested object; all of these are
encrypted. The new obj ect is sent back to the requesting
browser in a reply, along with a redirect command that
points the requesting browser to a “security server.”

35 After the security server, which is equipped
with software for providing protection services, receives
and authenticates the redirected request, it obtains the
requested object eiti.her from its own cache or from the
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execut ed ort:aortdnxaltlsqs:teecmme:tmw ﬁxels@ctﬁritr}ﬁtpélﬂtypnam sxbedkz tion by
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15 decryption key which is sent via secure transmission to
the requestor upon satisfactory authentication of the
request. The decryption keys are one-time keys which may
be used only for decrypting the specific object in ques-
tion. If the mobile code executes successfully and a

20 decryption key is obtained, the requested object is ren-
dered subject to the constraints of the security policy
and object controls.

[—

The security server is used to execute most of

the activities associated with protecting and delivering

25 the requested object. Therefore, the object server is
not spending processing resources on security issues and
instead is dedicated to handling requests for informa-
tion. In addition, all set-up time and maintenance for
the security server is handled by that server’s system

30 administrators, resulting in further savings to the own-
ers of the object servers.

This method and system differ from other object
protection methods and systems in that common software
does not need to be installed on all computers involved -

35 in the request and provision of a requested object. In
addition, the keys used to encrypt/decrypt the object are

one-time keys and are not passed with the encrypted ob-
ject.
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di agram of the conponents of an_object, protectjon systemin accordance with
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object is gotec%ed i accordagﬁe wi t h, t.he inventiog.olo BEST MODE FOR
CARRY! NG TRE® | &R AFERTFEPEP YRR P2 HRVSRCL%Request or devi ce 10

(in this enbodinent, the device is a conmputer; however, the device
I ncl udes any &ngobga apARE Iﬁ% 8u I&ﬁﬁt #@EN@I i ent/server
relatﬁgnship§? an o jggg servgr 2, gon |sI alnlnghobjects 16 and protection
software 14 whi ch desWith reference to Fig. 1, a requestor device 10

{(in this embodiment, the device is a computer; however,

the device includes anything that can act as a client in

a client/server relationship), an object server 12, con-

15 taining objects 16 and protection software 14 which des-
ignates whether objects are to be protected, and a secu-
rity server 18 containing software 94 for providing pro-
tection services are all connected to a network, in this
embodiment, the Internmet 20. An object 16 includes any-

20 thing which may be represented in digital form, such as
code, a dbcument, an image, a software program, etc. An
adversary 22, a person or device such as a computer or
recorder which may be used to gain unauthorized access to
a protected object, may also be present. Although a

25 single requestor device 10, object server 12, and secu-
rity server 18 are discussed here, it is envisioned that
this method and system will accommodate a plurality of
requestor devices 10, object servers 12, and security
servers 18.

30 In this embodiment, the object server 12 and
the security server 18 are Hypertext Transfer Protocol
(http) servers. The requestor device 10 should be run-
ning a software program acting as a World wide Web
browser 24. Requests for objects 16 from the requestor

35 device 10 are relayed by the browser 24 to the object
server 12 via http requests., Similarly, replies to re-
quests conform to the http protocol.
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cies relating to whether the object may be printed, ed-
15 ited, etc. The actions that the requestor may perform on
an object may vary depending on the identity of the re-
questor. Object controls are mechanisms which implement
the security policy.
The security server 18 is also running software
20 94 which is an extension of http server software. This
software 94 provides the protection services for objects.
In Fig. 2, a requestor requests an object (step
26). The object server storing the requested object
receives the request (step 28). If the object server has
25 an independent authentication policy, the object sexver
will execute that policy and authenticate the request
upon receipt. The protection scftware examines the http
request to determine whether the request is for a pro-
tected ocbject (step 30). If the requested object is not
30 protected, the requested object is sent to the requestor
(step 32).
However, if the object is protected {step 30},
the protection software creates an enhanced request (step
34) that is included in a reply to the request and is
35 subsequently redirected to the security server (step 36).
The enhanced request is an object comprising encrypted
data including authentication and time of the original

request as well as serialization (ensuring only one ap-
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encryption here can also protect the privacy of the re-

questor. Other uses for encryption include non-repudia-

15 tion and detecting alterations. Protocols supporting
both strong and non-malleable encryption are used. (Pro-
tocols determine the type of encryption used and whether
any exchanges between the requestor and security server
are necessary before encryption takes place (for example,

20 a key many need to be exchanged so the recipient can
decrypt an object encrypted at the server).)

The enhanced recuest is included in the reply
to the requestor along with a command to redirect the
request to the security server. This redirection should

25 be transparent to the requestor.

The security server software decrypts the en-
hanced request (step 38). A shared key for encrypting/
decrypting the enhanced request is present at the object
server and the security server. The key is generated

30 when the software is installed on the object server.

The security server software then checks
whether the enhanced request meets the requirements for a
well-formed request {(step 40). If the requirements for a
well-formed request are not met, the security server

35 sends a message back to the object server indicating an
invalid request (step 42). (The object server may then
send a message to the reguestor about the invalid re-
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request is valid, the security server , software next authenticates the
r equest (Sté@qﬁ)t_o object server indicating unsatisfactory au-

thentication (step 46). If the request is authenticatedqd,

15 the security server software decrypts the reguest and
obtains the requested object either from the security
server’s cache or the object server (step 48). (The
protection software will pass the object on to the secu-
rity server upon request.) If the security server has to

20 obtain the object from the object server, the object is
passed via a secure transmission.

Once the security server has the requested
object, the security server software encrypts it using
protocols for strong encryption and non-malleable encryp-

25 tion and combines the object with mobile code (software
sent from remote systems, transferred across a network,
and downloaded and executed on a local system without
explicit installation or execution by the recipient), a
security policy with authentication contained in the

30 enhaﬁced request, and object controls (step 50). Encryp-
tion of the requested protected object serves to protect
the object, its requestor, and the provider by ensuring
integrity, privacy, authenticatiomn (where appropriate),
and authorization as well as being a tool for non-repudi-

35 ation (i.e., a party to a transaction cannot falsely deny
involvement in that transaction) and detecting alter-
ations. The resulting package is then sent to the re-
questor (step 52; see step B, Fig. 2b).
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object is decrypted (step 66). The key used by the secu-
rity server to encrypt/decrypt the object is a one-time
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key. The “seed* for randomly generating the one-time key
is determined at the installation of security server
20 software.

Once the mobile code is executed, the requestor
may view the object subject to any constraints imposed on
the object by the security policy or object controls
(step 68).
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the requestor’'s conputer (step 54). The nobile code executes tests to
determ ne whether the object controls were correctly instantiated. If so,
if the requestor needs a decryption %% (step 56), the requestor may re-
quest it fromthe security server (step 58). The secu 10 rity server

sof tware aut henticates the request (steg 60). If it cannot authenticate the
request, a nessage to that effect i S1a:R8 to the obj ect server (step 62).
However, if the nessage is authenticated, the security server software
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object from the object server, said device connected to
the network; and
Cc} a security server running another software

15 program providing protection services for objects
designated by the software program as protected, said
security server connected to the network, said software
providing protection services including:

i) means for receiving a redirected,

20 enhanced request for the requested protected object from
the requestor device, said enhanced request corresponding
to the requestor device’s original request for the
requested protected object and created by the object
server;

25 ii) means for obtaining said requested
protected object from a cache or from the object server
on which the requested protected object is stored;

iii) means for encrypting said requested
protected object;

30 iv) means for combining the requested
protected object with mobile code, a security policy, and
object controls; and

v) means for sending the resulting file to
the requestor device, said requestor device having to

35 execute the mobile code to render the requested object to



15 program provi ding protection services for objects designated by the
software program as protected, said security server connected to the
network, said softwar @®providing protection servifies including: ) Hmeams
‘for receiving a rediretted, 20 enhanced request for“the requested protected
object from the requestor device, said enhanced request corresponding to
the requestor device's original requeshsfor the requested protected object
and created by the object server; 25 11) means for obtaining said requested
protected object froma cache or fromthe object server on which the
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request ed olscemEsting Idevice ruppreshxacuwkeidnepfatheemodiileheodeguasdor device

to usg and view the | € b ect .phe securit | i . bject
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The system of claim 1 wherein the encrypted data of , the enhanced request
i ncl udes auth@hapEigFipn Pgnﬁh8f°QSeSFigPH&Fcaéth§4,s%ﬁﬁﬁé%qtfﬁﬁﬁon, nonce,

secur by pohifMent 2BEt48SCHIEPRI PBgRbst heore@dssd aekpr ot ect ed object. 3. The
system of claim1l wherein the object server and

2. The system of claim 1 wherein the encrypted data of
the enhanced request includes authentication, time of

15 original request, serialization, nonce, security policy,
and description of the requested protected object.

3. The system of claim 1 wherein the object server and
20 the security server share an encryption key for
encrypting and decrypting enhanced requests.

4. The system of claim 1 wherein the enhanced request is
25 an object containing encrypted authentication of the

original request.

5. The system of claim 1 wherein the enhanced request is
30 an object containing encrypted time of the original
reguest.



- 20 the security server share an encryption key for encrypting and ch%gﬁ$ng
enhanced requests. 4. @ system of claim 1l where@® he enhanced r uedt! s
25 am obj ect containi ng<&ncrypted authentication 0% he original request.
5. The systemof claim 1l wherein the enhanced request is 30 an object
containing encrypted tine of the oringqL request. ~ -14 6. The system of
claim1 wherein the enhanced request i an obj ect containing encrypted

serialization of the original request. 5 7. The systemof claim1l wherein

t he enhanced r e ' ' C I o t,

ori gi nal Séqug‘g‘% %@I‘%.m %{;Equyagt%er% %P&%%%%?%%ﬁ%rﬁ%ﬂ%ﬁh%&g request
is an obj ant obgeicdi marng aETtingtatyguied tgepidl Lyavion hef whe gi nal request.
15 9. The s tenqu claim.1 further including nmeans for strong encryption.
20 10. Theéﬁ}ﬁ} off SIHTAT L furt her i ncluding means for non-nalleable
encryption.

5

7. The system of claim 1 wherein the enhanced request is
an object containing encrypted nonce of the original

request.

10
8. The system of claim 1 wherein the enhanced request is
an object containing encrypted security policy of the
original request.

is
9. The system of claim 1 further including means for
strong encryption.

20 10. The system of claim 1 further including means for

non-malleable encryption.



