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15 can always attempt to playback an original disc, he can treat the content as if it were an
analog home recording and record this. Consumer recorders should be able to copy
recordings of consumer’s own creative productions without any limitation, but prohibit the
recording of copy-right material. Thus, the copy protection mechanism must be able to
distinguish between consumers’ own creations and content that originates from professional
20 music publishers. The equipment must make this distinction based on the content only, as
any reference to the physical source of content (e.g. disc or microphone) is unreliable. For
digital storage media such as DCC, "copy bits" have been defined, which bits indicate a
copyright status, e.g. "no copy allowed", "free copy” or "one generation of copy allowed".
Other copy bits may indicate that the medium storing the information must be a
25 "professional” medium manufactured by pressing and not a "recordable” disc.
| A system for copy protection of recorded information comprising a
recorder, information carrier and player, is known from EP-0545472 (D1 of the list of
relevant documents). The copy protection is based on a so-called medium mark, i.e. a
physical mark representing a bitpattern indicating the status of the medium, e.g. a code
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7. This'i's
the information can be recorded in its plain (descrambled) status and is not protected against

In

copying at all.
It is an object of the invention to provide a system in which copying is
30 better controlled and the copy protection cannot be circumvented by simple manipulation of
the copy bits.
For this purpose, the system according to the invention is characterized in
that the recorded information comprises a watermark representing a second bitpattern, which
second bitpattern has a predefined relationship to the first bitpattern, and in that the recorder



10 significant decrease conpared to a maxi mumrunlength of 9, as per the

prior art conversion apparatus. Thus, the reliability of the cl ock
recovery pweagssi7en the reconversion apparatus is | ar g %ed
resulting in a significant decrease in tghe occurrence of errors |n t

Fegener ated sequence of information wor

Prefer ablgy %Wm%s%?b%&it{r%ﬁll ?A&&na&"ﬂ? {]o?mhﬁ ?rﬂi graggiual s 15

mt1. ThIS resu S In nmalntain vantageo tlon
densi t y, medmarfor generatingcthel seognd Ibﬁpattmim hedoeding it thel predefmed eclatichshiprbetvesen

Th t | th leads to h
conver o U Hng thesSecR Ditegn, 408 et e BT SoRpries, Bt Bt o1 1 on
tabl e f%eﬂf?ﬁg the relﬁbasm lbbﬁvdaﬂ esectiid Bﬂpaueﬁpmemsmrpdﬁemaim@ough the

maxi nmum r un th was decreased 20 to

addi t onWatsTmark is indicative of thereopydehti stasus r>fnthe rerordedginformaten, Thie h%eﬁhe
requir e%&g{, eésxilea Brd RRedetifth £ Bt iRforh{Bfion @9&%@ foBfidtion suh%rrgygir@sr @k us

further conpr sync wor rator means
generati wgteanm'ymdmecbrﬂmrcaa el awdte of the copynght status of the signabofferediforve code

bei ng adeaBVEg, Baetsah B Sevaan patyk o U8 istRl BARERE 4Rk afERgRu e e

avai | ab|¢hanged or manipulated withoGd/diStuybifiglthe signal. ThelPistlaki dysleht using the medmm
10100 lllllllO 01100011111110and 11000100000001, t he sync word

gened@t onarkeasdeseramble key-griafixedcodeiisvuingmbledp aniilleggl cecpedable disc Madeeandence
f th
of the C%d ¢ais! Abdium rﬂﬁrka@%?rﬁgéxﬁlﬁlg, g{yt i'ﬂ?cfmﬁﬁﬂ??i#aﬁeéo % sciambled copy sync

wor d generafor nmeans for gene nc word tor a
consecutpretecied déscvaan de recordddconanl tillaalecbpyl aften (re-Ys¢trembling: using thegfixed; fidlser

TEANS 1 5 e i by, 8 VARLFE o TSP il S Bl AT

1110001 1thatlthé Ghedifid PR bit Lbiréltes Gﬂaklﬂﬁﬁlr&drhéd infforiia86R.1 RBRLAAGH system

01011100000001, WD 98/ 18208
PCT AP ppgrordinggto the invention a fixed, false medium mark cannot be used to make illegal cgpies.

pei ng adapi e ¢ DRl SR Upiied boreen (6 S ngfan) VGRS AR uiiging.

codi ng Siwatesmark) mask bitpattern, a strong copy protectionTis gealizad,cbesauserandtiggat cepyf t he

o the aiberneR e 3R ey R maRCcotimT o e rapeat alBhdife S pd | 7' O

whi ch:  predefined relation and therefore the fidliciods pdieis forced e geciold of k4id @élﬂﬁﬁd fon
and the correspondrng 10 sequence of code words, resulting in the

wor d
ToduPQ JRENIpYlAN. Choosing a sditable relation can creaty 3 BAEIes AGRIBHCSLCH BIBIPUIAEON ¢ h
the rel aFHeCHEt&ﬁB%? ('i)h(f[ WatetmidrR rxﬁr@ié ﬂ?yéﬁgg qaatxvely siftipie &Rffhe iofRatidn"read

dependence of the coding state,
Fi gure érmmxn&nmb@@amrdocmottwlmpmmapwhas escrambling. ng t o

conver o1 inAtaa I the plaver of the wptgpmark bitpfeR syt WS pRalREahER's de’ "¢

Fi gure Drelectich @amsconfpgmgs ia® meamarfamuanarks can be easily mampulated A fufthgure 6

sho ortions of a n | .an e corres
WSS P advantage is, that the veri 1cat10n tﬁm in tge ppayer can be xpe?atlvely slow, as the

verification of said predefined relationship needs to be performed only once when starting the
reproduction of the recorded information.

It is to be noted, that WO 97/13248-A1, which is filed before but
published after the priority date of this invention (PHN 15391, document D2) describes a

30 watermarking system for a video signal. The watermarked video signal is recorded on a disk

comprising a medium mark. However the medium mark only indicates the type of medium
and has no correlation with the signal or the watermark.

A preferred embodiment of the system is characterized in that the
relationship comprises a cryptographic one-way function. The one-way function prevents that
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30 technology is proposed for embedding watermarks into audio. A technical difficulty of
spread-spectrum methods is that retrieval or detection of such embedded data requires
substantial signal processing. Although this is not a problem for professional equipment used
in legal cases to prove the origin of the audio material, the computational effort appears far

beyond what is feasible and economically reasonable within consumer electronic products to
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but thxs will require long integration times for the detection. This implies that the record or
25 playback inhibit decision will be delayed. A watermark in the bitstream can be detected

within milliseconds and trigger copy protective measures immediately. Such fast detection

appears essential if bitstream signals are transferred over open busses (such as P 1394). In

summary, the method described in this document has the following properties:

- Bitstream or DSD signals with copy-right restrictions can immediately be distinguished
30 from home recordings.

- Traceability of the professional or consumer recorder.

- It can co-exist with other methods that also protect against other forms of copying (e.g.

analog). In particular, it appears of interest to add conditional playback using the method

proposed here to a conditional recording method which also checks for spread spectrum
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s14 ?{oaﬁiggnaal Rlayback, on the otlm_-M ?saﬁxat some peop(fe gglpge able to get the

b1ts of copy-righted DSD on a pirate disc anyhow.

Conditional playback will make sure that such a pirate disc can not playback on consumer
players. That is, pirates cannot commercially distribute illegal copies. In conditional
playback, a consumer DVD audio player will only play audio discs if certain copyright
25 conditions are met. The player identifies the audio content either as a consumer recording or
as professionally published audio content, by detecting or checking for a watermark in the
audio stream. In the latter case (professional content protected by copyright), the player
checks whether the physical disc is original and professionally mastered, rather than a copy
on a consumer recorder or consumer disc press. This requires both a marking method for the
30 content (watermarking) and a method for marking the physical storage medium that can only
be produced by a professional recorder or pressing machine.
Figure 1 shows schematically the conditional playback rules embedded in
the consumer player, which are applied after a watermark has been detected. As a first check
11 the presence of the medium mark, usually a physical mark, is detected by the reading



WO 98/ 18208

PCT/ 1 B97/ 01106 8

code wor dsWOMBK6cont ai ns a code word for each possibl e i nporAgysioagss\or d.
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PCT/ | Bo7toMill et playback (because of the watermark be absent). If he converts the signal tdanalog,
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whether a watermark is present on consumer discs, but also check whether a valid serial

number is embedded. Known cryptographic methods can be used for integrity checks, e.g.
30 concatenating a digital signature to the serial number. This avoids that a pirate can tamper
with serial numbers.
A second embodiment is similar to the first, but the bit stream of
professionally released audio does aiso contain a watermark. This watermark is used to
verify the medium mark in a cryptographic way. The medium mark now differs from title to
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calculate x. This system adds security to the copy protection scheme, particularly if we can
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bus 76. AHKNQYSU.7An players ficithercy nos x, leavesythe hasie enginp.sosit gemains hxdden for the
par abpel yggri al converter 66. The parallel/serial converter 66 converts the
n-bit code words received over bus 76 into a serial datastream which is
the nodul ated signal Eer thg abeyepémbmdiners aauhilﬂmedlaﬂdnrhntﬂ&n the watermark
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word applied to the inputs of converter.

convert eWWW&}“E%BﬁmeSéN 'rrP ﬂ) é@l f%ﬁ‘ Nycahe H%fhﬁf the data that isembisildes iorthel

| ogi 0@l -
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gener at eratio CIrCUIt 7./ eneratlon
T our t iy element 6 GE N BRE §id & skt Pl pghirt sy facdor.
circuit The, abbhe two fiplemeiatio bedf iRMiidvantSsec 0Bl ME sk of e sﬂgememe Ni.e., the
periods || Pﬁgllnverted by the inverter circuit 75 and the code’ wor ds

del i ver éH'"Wr eeded 40, be £3VFe, 49 QRits largre A BrACHEA] sysiem based onfewer bity ed
unch3mgedn b tb RBPISARY; éi{pkﬁfna@osecret-key encryption algonthm, e gnltl’ib beS t}d {k‘)
>converte I n

shown the nwcodln ate is directly delivefed
pri nci pl®x &MES is dllustrated im thecitopitpod Figure 3. lf’aalreﬂhhowemcodl ng state
i's

implementation of a one-way function generator based on secret-key encryption algorithm.
On the input 31 the medium mark bitpattern x is applied and processed in the encryptor 32
by using a key from a key input 33. The output of encryptor 32 is bitwise EXOR’d to the



25 derived by conmputing the digital sumvalue at the end of each delivered

code word and to derive the new codi ng state based upon the digital
sum val ue wbhuwgiss@gputed. In that case the device is toﬁ]@ﬁ@%&gsa uni t
for conputing the digital sumval ues as Il as a unit whic applies a

correspondi ng state word to the buffer nory 64 based upon the conputed
digital ; |l Ue.a,3 s . .

bl ocks o?p%toﬁggo%%g “?){? 3’[4 h smglﬁpg@t@%x(ﬂn d}e O%UPB: Fheq@fﬁgﬁ l\}\lg?‘gg%g' dan

pr ef er abbey made pubtlicsorvineludehint the watdsmiark; dred@bncatenated tmya r andom sequence of
i nformation signal pogtions. Equally preferably, parts of, the sync_words
together with a part Iglgure %Fh‘%\’% %Eﬁcﬁ’ifgﬁ?o‘i CANSY IR Teprdst R%?:{Mﬁlpg cannot

forma S%Winr‘ﬂ@u %d&.e&eafm QR 'eh&RIBP A8 Fort Eﬁmﬁ PCM aul® éRbfing whidh enddifer
C S

wor ds. The sy wor are Inserted into the sequence of n-brt code .
WO 985 18produces on the output a bitstream 47 to be recorded on recordable disc 48. The encoder 42

PCT/ 1 B97 . . . . . -
wor ds. AU watgERagk; il v e istsam 47 The Bpaert it regjed by Eenerator
pre- enm néfropn & bitparteie xf @hereas x isifocbe fepreserited by aaneddirh ndri @6 &ad enayor ds

shown in Fig, 2. 1 . .
11100011@3&% a number of bits derivedgfrom a prepressed physical mark op the recordable disc

1010001148l HipkOrecorder has a seed iftput 45 for a seed u connected to a génerator 44 for generating
01100011111110 6 4

010119 0gbe bipattern x. The recorder has assecond input 40 for a digital audio signal connected to a
1001110 . -
00011 108»8%818!8%k checker 49. The cﬂuker149116 also connected to genera%r 4.;.\ for receiving
11000100sifpatiérh y and verifies the presencé of a watermark. The basic recording cbaerof funetiorcof umm
of the tabl hows coding states. The secopd colym in . . the Table shows
the. syndRasheRkerictp Blockreperaing i a pEIEFRPRE] apescoPy cvateTmagk AIRiRREs hove ¢ he
codi ng Sprafepatiy ARVAREkirk 3 erhBRAdSY WhedVRb Gvdidiabe RMictRted g tﬁéidigibtﬁ input

e

.
The sync words delivered at the coding states S2, S4, S6 can
di st ihgusignabdf arwatpamask s presant dndicative of zppyshle coptent a xecording gan bevonade only

del i ver ' . St L O QE@ R t he
code m?gﬁ:om n% aé té;%e? #elggﬁélg%ﬁﬁg&%%?ggﬁggg' fn hrz'M%‘I'e;’g%tisés I ngul éﬁzed. At
t he codicogswhert resortiér oflg has theSfigital Snput 40@nd thes watetmarkrohdckep 49 vhereas the

| ogi cal vaJue of the bits x1 and x8 is the sane, In the sync rds

del'| vor dAFaloE s aadratyaek Secddisare sof pieseprg Eufher, borgngrLE ot P8 rerordse ¢ ne
bits x| z8equd th the'@ovk bAt &Rt provided with an external input 45, @ Kavd'sh fxdihalnor ds
| i sted above, it is clear that Some of themare the I nverse of ot hers.
A sy#@ \gsneratsifer ut e.2. aagndomy sumberrgegenatasd In that case also generaton ¢4 gpaycnatcdeds
1110001?};%&}0, 10100011111110, 01100011111110, and 25 11000100000001.
Wth the addi'ti on of sync words to the sequence of codewords, the matrix
T given above wi || cHarigepure form, a conditional recording stenatibaloemhot perforinadhecks

each el epent rr,] ,den s the, nynber of differe 30 code words wth
o ch | (orge AR SEEsat SRbaliRes e sripimet DS retprler sSheB meAelotnay i ng
sync Worsihal, pos$iBlyScvmtiitionsl 16 some dRNBE ¢6py information check. The on-board DSD

25 encoder embeds a watermark into the stream. This mark consists of two parts: copy

protection data and a serial id. number of the recorder. The consumer DSD recorder accepts
a digital DSD stream only if it can recognize valid copy control data. This copy control data
should state that this material may legally be copied onto a disc. Such a recorder is similar to
the recorder shown in Figure 4, but does not have the seed input 45 and generator 44.

30 The consumer DSD recorder does not accept a DSD stream that contains
Copy Control Marks that prohibit recording. In an embodiment of a strong form, the absence
of Copy Control Information is interpreted as "no copy allowed”. In a weaker form, signals
without copy control information are automatically resampled and watermarked. This
weakens the copy protection, but leads to some quality degradation.
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PCT/ 1 B97/ 01106 Figure 5 shows a player 52 for reproducing information from a£opy

compar odPEATSRERRUSEER S TR RIRYR iPrUMed gl AR S B AHLRE 1 vo

95/ 27, ZBﬁrocessmg means of urUsmqy;b: such as adbbﬂceméab glideietiobUd LiRinnéll deBSd¥r and

runl ength distribution of
10~ an error decoder of a CD or DVD optical disc player. The player comprises watermark read
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means 53 for detecting a bitpattern y represented by the watermark in the recorded
information on the information carrier 51. The bitpattern y is coupled to a logic unit 54,
which operates the enabling switch 56. The logic function of unit 54 has been discussed with
reference to Figure 1 and the conditional playback rules. The player is provided with means

15 50 for detecting the medium mark and deriving the bitpattern x from the medium mark, e.g.
by demodulating the wobble modulation as known from D1. The player is provided with
verification means for verifying a predefined relationship between the bitpattern x and the
bitpattern y. The bitpattern x is coupled to a function unit 53 for performing a predefined
function F(x), e.g. a one-way function. The output y’ of the function unit 53 is coupled to

20 logic unit 54 and compared to y. The enabling switch 56 passes the recovered audio signal to
the output 57 if the bitpatterns x and y do show said predefined relationship.

It is noted that hybrid solutions using conditional recording and
conditional piayback can co-exist. Of particular interest is a scenario in which (despite
technical difficuities described in the introduction) a watermark check in the analog domain

25 should be performed by recorders. If a pirate manages to modify his recorder to bypass this
conditional recording check, and put professional DSD on a disc anyhow, the copy protéction
schemes described here can prevent playback on players in the market.

Although the invention has been explained mostly by embodiments using
DSD audio, several embodiments of the watermarking of audio and/or video can be used.

30 Watermarking is also possible for PCM audio. An example is hiding data in the LSB’s,
possibly including a spectral shaping of their effect. An implementation for such embedding
scheme has been presented by Oomen et al. in 1994 (document D4). For our application, we
preferably would only embed data in a limited number of preselected samples, with one bit
per selected sample. Such embedding scheme can be implemented within the same device
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paral |l el / seri ar converter 66 Ts connected to a second i nput of the
swi t ch urdcorde06. The conversion apparatus is controlled by the control

circuit 77 adapt fo ' I E@?&- Y ' .

conver si on appar at us ?’ﬂfhg @@?@?@%Q@%&B@&%n m%é?wmg?%%%ﬁétbu%de,
a predef ameodthericdrfier 6dn berhsedrin ttheoinventions such ape or bemkdeast, as long asithewor ds
whi ¢ aree‘sieri ally, appljed to the signal line 70 via, the sw,tch unit 106.
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At t1#Q  medium mask isi YRPUGh & Yay Mhich;canpot bg cHEther i 1pvTRieR diedn o
i nf or mat {PehROLESvbry novel feaftr€bf Ehthidatiintoft fe@ufe¥nc word established by the
state word 1s deliv re(ylbythe menory 103 and applied to the signal

line 70 via the parallel/serial converter 105 and switch unit 106. In



10 addition, at the transition fromthe second to the first node, the
buffer nenory 64 is | oaded, under the control of the control circuit
77, with t NNOSII®odi ng state determ ned by the del i veped/msysropossor d,
after which the conversion frominfornmati3on words to code words is

resunmed until the conversion apparatus is again brought to the second node
by the clistroflrelated documentst 77. 15 Figure 5 shows an
enbodi ment for a reconversion apparatus 150 according to the
invention, for reconverting the nodul ated signal obtained by the

i npl emenipiy on of gplg54¥ayH ePINGB9gs) bed above to a sequence of information
wor ds. The reconversion apparatus conprises two series-arranged shift
regi sters to whi ciClesed informationesystem with iphysical opy peatgstiped. Each of the
shift reghsj ers 1 h corresponding to the 20 |ength of
an n-bit c%%le vvory 13%21%23)‘%@ s oflg?gfe) shift registers 111 and 112 are fed
to respect i véNaeneakihg 2neoded kighalshr ough paral | el outputs. The

reconver sj appar, (AFR).=L-Q- it converter 115. A
the n bii@ggvalla exﬁﬁaﬁﬁghgiEEFS izngWQEQ%ﬂéqégggplied to inputs
of the converter Wﬁeﬂﬁékﬁ?%f@i‘ﬁtré&l@ &’USD—@%&[sr QA RN EBhRKES BAL. P' reuit

110. From the n bits available in the shift register 1Il, the p bits

that tog@Pfer wit VS patent 564%054(RENE 1470t 25 register 114 uniquely
establish an info ! re applied to the converter 115. In this
exanpl e they are Fﬁgb%??? x%ﬂaﬁd x8. The converter 115 may conprise a
menory wWb$) a WOdBB?A@;bliGaﬁ?}H\ItIMSZ)cont ains an mbit information word
for each permtted bit co t he n |ts of an n-bit
code word and theq'ﬂ bQ’?%a‘H’f“’ %ﬁ"ﬁgﬁﬂgsrspgr fol | owi ng
this codg)%)or d. T'N%wﬁD&!&idn@'in Ehypptagrapidy Gﬂfﬁ@aﬁd)Hemﬂa:b}’IEEEQ‘rﬂshé‘dﬁnE%n

however . As the controllabl e inverter circuit is inserted between
the outputs of reéffermationtheaty,VehE-22, No, ﬁpﬂ@@l@eftlﬂ'éﬁ,dbﬁ%ﬁi‘br 115. the
converter 115 only needs to be capable of processing code words from
the sets VI to V7. For that matter, the code words in the odd periods I are
inverse to the code words in the even periods Il. The reconversion
apparatus is then to conprise nmeans for alternately activating (in the
even periods) and deactivating (in the odd WD 98/ 18208
PCT/ 1 B97/ 01106 16
periods) the inverter circuit 110. The inverter circuit 110 is of a
customary type which, in deactivated state, transfers the code words
received on its input unnodified to the converter 115. In active state
the inverter circuit 110 transfers the received code words in inverse form
to the converter 115. 5 The control of the inverter
circuit 110 and the conversions carried out by the converter 115 may
be synchronized in a customary manner by a synchronizing circuit 117,
so that each tinme a code word as a whole is loaded in the shift register
112, the informati on word corresponding to the bit conbination applied
to the inputs of the converter 115 is avail able on the outputs of the
converter. 10 Preferably, a sync word detector 116
connected to the buses 113 and 114 and detecting the bit patterns
corresponding to the sync words is used during the synchroni zati on
process. In order for the sync word detector 116 to
function properly, a clock signal which has a relation to the
bitfrequency may be applied to the sync word detector 116. 15 This clock
signal is supplied by a clock signal recovery circuit 118, which clock .
recovery circuit generates the clock signal fromthe incom ng

nodul ated signal 7. In general, it can be said that for all other
functions in the apparatus, such as the bit detection itself, the clock
recovery by the recovery circuit 118 should be very accurate.

By way of illustration, Figure 6 shows a signal which can be obtai ned



20 with the invented nethod descri bed above. The signal conprises a

sequence of g successive I nformati on signal portions 160, where q is
an i nt eger wogs/asmepor ti ons represent q i nformation wor germseéigessCr ds.
of which Figure 6 shows one, referenced {61, are inserted bet ween

bl ocks of codewords. A plurality of information signal portions 160 are
shown ir‘%LAHﬂSftail' Each of the information signal portions 160 contains
n bit celTs, Tn this case 9, which 25 have a first (low) signal value L or
a second (high) signal value H The nunber of successive bit cells
havi ng the sanme signal value is equal to 1 at the |l east and equal to 7 at

t he nost. Due to the digital sum val ue-dependent sel ection of the code
words the running val ue of the di fference between the nunber of bit
cells having the first signal value and the bit cells havi ng t he
second signal value at a random point -in the signal is substantially
constant i.n the 30 sigﬁgk Eﬁﬁf IR edoded iREY : ks rgati on

si gnal p&%tion'160 res It?ﬁgﬁin epﬁﬁgﬁsgfﬁ ﬁ?ﬁgﬂg?%F?gﬁﬁgﬁﬁgégfﬁgs -3
or '4', nfogmation easriemeampristngam mediugr mark tepresentihg Eficsh bitpatterti (f)pa mextorder

Sum P B P R o BB 8 e G2 bRyl oR P rBopeiad g o

uni quel y recordda infdremation from thei informatidn carrie rollaracterized in that the recoifad98/ 18208
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and 160b-bit§£&iﬁ‘hh@ﬁ%é&ﬁhé&‘réétﬁﬂﬁlip@&?ﬁé&@@bitﬁa%ﬁﬂ%ﬁ iNtHab tHelYecditidr Cel 1S OnN

the first and ei ghth positions of a next signal portion, establish the
i nf or mat CBMPHsASRNCEdeFi mrans 123)\{er embedding, the watermgik inathg infogmationzand generator

Figure 7,540 : | i

according t oy\@?g l%l&h é%%f@% R G"X‘%%bﬁ% 8@?%% C a?‘%?fedr?ﬂ% ﬁ’o&vﬁ (ill%sézgrﬁ]%{ %ﬁlﬁ{oﬁéﬁg

magnet i cbetween dhefitshlahd the secortdylyitpattding and érthdt therplayer comprise desifiestional so be
of a g{fferen yvpe, for exanple, a optical detect ab type. The
recorﬂj cé’?@%kzgé r{gwﬂm@msa%ﬁfe%w%ag’s@mm #ﬁ%ﬁe?d b{‘??é‘thVEL £ Sty

al so be »ppattepdl, t 0 di sk-1ike record carriers. The record carrier 120
contains tracks T1, T2, 10 T3, ... running parallel to each other in the

| ongi t udiZnal direct i offy8emtaseclaimed inj claim (1, haragterized in thatithe relatiophhipt he

nodul at e ' I E@Bﬁp _qug, . Figure 8 shows a
recordi ng°‘§ %ggaat u rplmr%?&(;{erm iféquc?%néordi ng, in which t he conversion
appar at us. accor di ng t System asrclaimed dn claim @5 eharaéterizeeinniudtahe tdeond bitpattes on
appar at us_,140 sho in Figure 3. In_the recqgrding, apparajus the signal |ine
for deli @r?ﬁﬁ“‘?’ﬁg‘]f’g 3 %P@‘Hwé_?'é.%ﬂmp@ gﬁrﬁfégp'gg’%ﬂ‘ é‘ control circuit
141 for g, wite head ¥fstemadsMEmeliis bladn 1, 2 or X CRhRceArdd A thdidBe cond
inscribable type is_noved in a direction indicated by the arrow. The

wite heaapﬁwzﬁi@n&ﬁ%@n@nmemw-head which is capable of witing the
modul at eg signal in "J‘Recorgett fo?%e Rpﬂ%@ﬁ%éﬁcnﬁ*éfaiﬁlaf,ri,ei of-4or @&dﬁfg;'\; rol
e o stomary type g

circuit 141 may |ikew se a cu enerating a-wite
si gnal f iformationran an inferthation carsien cemptising b anediuin Insdrk depresgnting afissti ed t o

t he ircuit 140,. that the wite head 142 realises a netic
ot t b SR 0, pftthdreried o e i techesRr Sompiset Siéhcet Eneni T for embeRitng
Fi gure 9asiumymaik irethedfifoematon IR walerfiark repiebdilting a RESHEVSitpatlten @pPaidat us
according to the invention is used, for exanple, the_ reconversion apparatus

150 showgenerator means (43} forgenamating therssernd; bitpalipmp-acserdingctopredefined read head
152 of ar&éh%fn%ﬁ?%&&ééﬂﬁh% fifst 2nd teP@EoqPbitpattem0r d carrier according to the
r

I nvention on ch an information patte " corresponding to the
nmodul at efl. si gnal i s wRecarder. as\ilaiimed tin iclaémrSe atiatacterizetbia thatatie cecorden

anal r ' | which i verted a binary, sigpal .in the circui
155, % Eertie Mokt it Rach WY SN rR ofeablon Blaki By W rieRhabid§ shleS vt
appar at uin thaOthe gefierator Ghdahs ¢SrHpriRtymemisI(#4)sfor generatirfgothe €itgtripatterd fioim faer med
parti al geeeﬁponse detector.. . )
(u) according to a further predefined relationship.
7. Recorder as claimed in claim § or 6, characterized in that the generator

means (43) are arranged for generating the first bitpattern (x) by combining a first part (x.)
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30 Wi | st the present invention has been described with

respect to preferred enbodi nents thereof, it is to be understood that
these are M9¥3I6& ati ve exanpl es. Thus, vari ous nodi f pCRIBRABOSERY
becone apparent to those skilled in the &#rt, w thout departing from

t.he scope of the invention, as defined in the appended cl ai ns.

Furth ;ar represented byt a prepl-esm! narkeaiC & revofdablecinformation cdreiet bidca 8&6dnd part (x,)
WD 98/ 18208

PCT/ | Bo7EBYETYgd from the seed (u). 18
conbi nat igon of feat ur &corder as claimed in claim 6 or 7, &ﬁﬁcﬁéﬂ%é&ﬁﬁuﬁﬂ eSapfiger st on
appar at.uses descri bed are very well suitable In mu trac

recor di n@mdeﬁn@ﬁmqoaﬂunppmpammptasmwgmm functiem. pat appl n. no.

ot . aoplh. 5 o, os3upmsdl @it fee fine Sian ot Uy (X 4 b155 o

docunent ifformatibnisarmiert (51) comprising m&de&ﬁ&‘ﬁﬁﬂﬁﬁnhnddmwmtmﬂﬁ (50 the list

of related docu_rren Furt her | nvent | 0 y well ‘applicable
in trans g ??&Pétp?@’rmtq‘)a tefizrgd in h‘ga n‘B?i lg}ognamowmses a

transmi smawﬁmaﬁdrepﬁser&ufgfh ol bibfiefiPly) Whick se@ifl bilPadbrt fad @ redififi™nt DY

in the |ist_ of rel at ed docunents.
PCT/ | BO7F&lationship to the first bitpattern. 19 Related

docunpgnt (D1) ( t. .appln.
ho. 99205926, 2 ( PHN 1?%)63%@ ((fgfﬁu“‘%é‘ dam ?@3‘“’“""‘“ ;a%f“sgppl n.
T e e V= L "‘r’ “g““f*‘i“g AT Ga " pay T adon calehdid a 20, 1
no. il e pat. appln.
no. 9520%‘8" éa'?ﬁmd% ﬁg'gt%fh frmagqri. 1 9o ( D6) EP pat. appln.
no. 9520BR80.1 (PHN 1pjagérifor u§¢ i the s9§éxﬁ d¥ clalm- B2, (30 4 for reprdalicifig ® 7+ 763

WO 98/ 182% . . . . ..
PCT/ | B97 on from an information carrier (51) and comprising means (50) for detecting a

15 medium mark representing a first bitpattern (x), characterized in that the player comprises
watermark read means (55) for detecting a second bitpattern (y) represented by a watermark

in the recorded information, and in that the player comprises verification means (53,54) for
verifying a predefined relationship between the second bitpattern and the first bitpattern.

12, Player as claimed in claim 11, characterized in that the verification means
20 comprise a cryptographic one-way function (53).
13. Player as claimed in claim 12, characterized in that the verifications

means are arranged for generating a verification pattern (y’) by applying a one-way function
to the first bitpattern (x) and comprises means (54) for comparing the verification pattern (y’)
and the second bitpattern (y).
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20 CLAI Ms: 1. Apparatus for converting a
sequence of mbit information words into a nodul at ed digital signal
where m i swemssstreger, the apparatus conpri sing PCT/IB98/0008S put
means for receiving the sequence of mbit information words,

mto-n bit converter means for converting the sequence of mbit information

5 words into a sequenca 2f n-bit codewords, where n is an
i nteger larger than m / t he sequence of codewords form ng
t he nodul at ed signal, which signal conprises bhit cells

having a first signal value and g R4 a second
si gnal val ue, b eterm ning neaps for determ ning a coding
state related to a digital sum Vvalue 10 at the end of a

nodul at ed signal portion, which digital sum¥al ue denotes for
sai d nodul ated signal portion a rdnning val ueNof a difference between the
nunber of bit cells having the ff/rst signal val\ye and the nunber of bit

cells havi ngyt he second si gnalgval ue, the mto-n bit
converter means ¢onpiising | selection neafps {or sel ecting
for the conversid#éajcode word fromja set of 15 — 18 0dewor ds
that depends on the CoOrmg Srate, at | east Ome of e oargttal sum

val ues determning a d a second coding statle, the first and second

codi ng determ to the
i nformati on word 18+#&f corresponds t t he i ous
codeword, wher e hp=—t-h i s adapi-ed—two—if-ciia dul at ed si gnal

t he nunber of consecutive bit cells in
t he nodul at ed si gnal ng t si gnal val ue does not exceed 7.

2. 1.Agbaratus a in claiml, wherein n is odd and
equal s m+l. é. paratus as clainmed in claim2, wherein
mis equal to 8 and n I s equal to 9. 25 4. . Appar at us
as claimed in claiml, 2 or 3, the apparatus further conprising

sync word generator mnmeans for gener g sync word for a block of p
consecutive code words in the nndulj?“&%s?bnal, the sync word generator

satisfying the requireggff t hat |20

s cl ai

nmeans bei ng adapted to generate said sync word fromthe
foll owi ng set of available sync wor ds:

WD 98/ 18208
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11100011111110. 101000¥¢111110, A10011111110 and 11000100000001, t he
sync word gener at or ahs being adapted to select one of the sync words in
dependence of the coding stafe. 5 Appar at us as

. . - N ' .
claimed in claimml, R or 3, the apparatpus further conprising 5 -
sync word genergtor neans forIgeneratin; a sync word for a block of p

y
P y=F¢ {-29
st F 30
2
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—-L—b G e

u \

X : Q:: ?

26 7 28

FIG. 2



consecutive code words in the nodul ated signal, the sync word generator

nmeans bei ng adapted to generate said sync word fromthe
fol | owi ng S¥P9%P3136ai | abl e sync wor ds: PCirEE9d/dobdd 1 10,
10100011111110, 011000111121110, 11000100000001, 01011100000001, 10 1001
1100000001, and 0001 1100000001 the sync word generator neans being
adapted to select one of the sync morggﬁ%n dependence of the coding
state. 6. Appar at s claimed in claim5, the sync
wor d generator neans bei ng adapted to generate the follow ng sync
words: 15 1 1400011111110 6 2

10100011111110 01100011111110

6 4 01011180000001 120 5
10011100000001 00011100000001
1 7 1100 1 wher e
the value in the first colum i ng ysF} e after having

converted the 25 information
added, the bit sequence in the

rdfdirectly eceding the sync word to be
second col'um indicates the sync word
generated in response to said codi

state and the vEl i the third
columm indicates the coding state quired to obtain the qumdgd directly

foll owi ng the sync word. 7. Apparatus as clained in
claim4, 5 or 6, wherein the sync words 30 generated present bit patterns
that cannot occur in the bit sequence of the codewords. 8.

Apparatus as clained in anyone of the p4§ceding clains, wherein the sets

of code words bel onging to each palr of odlng states of the first type are
di sj unct. 9. ras clainmed in claim8, wherein
the sets of code words : fre—p®rs of coding states of the
first type are mutual ly disti, rersed WO 98/ 18208
PCT/ 1 B97/ 01106 42 |47 22

upon the |ogical values of bits pr—p—t aed [positions in the code
words, where p is an i nte r equal to n. 10.
Apparatus as clained in claip v o-n bit converter neans

are adapted to convert mbit into n-bit codewords in
accordance with the 5 conversion taghlles givenjin figure 2. 11.
Recordi ng apparatus for recordin

) ated sijgnal in a track on a
record carrier, conprising the convé n appa&#tus as clained in anyone of
t he preceding clainms, f@ther coffprising iting means for witing the
nodul ated signal in said tradk ' thex re carrier. 10 12.
Met hod for converting a seq ok T Tf ion wo into a
nodul ated digital signal, where Nt ege t he netFﬁqs rising the
st eps of recei 44 ng the sequenje of mb Af drmat i on
wor ds, converting the sequence of mbit |nfornat|on wor ds
into a sequence of n-bit codewords, where n is an integer
| arger than m the sequence of codewords
5 54
52~ ] 37
—»t FiX) Fy I >
= Je
55
X
58
50 j . 51

FIG. 5
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