i SYSTEM AND METHOD FOR ENHANCI NG THE SECURI TY OF THE
Bl LLI NG DATA I N VI RTUAL CHANNEL TRANSACTIONS 1. Field
of the Invention The filed df the invention is to
enhance the security of the billing data in virtual
channel transactions. Especi all relates to the
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Besi des, due to lots of fake cards in the
business behaviors have already changed tremendously, and the consuming
model also has a revolutionary change. The consumers need not to go to
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However, the communication network is not secure enough. More ovef,

the consumers’ billing data might be stolen or leaked out by virtual channel

merchants. These situations make the consumers be unable to trust the

transaction security of virtual channels. Besides, due to lots of fake cards in the

market, some snide consumers might use the stolen credit card on virtual
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card account nunber and expiration date are required
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The specification of the smartcard is defined by 3 major credit card
organizations: Europay, MasterCard and Visa, and they are being implemented
gradually and widely in physical acquiring system. The physical acquiring
system architecture of credit/debit card is shown as in Fig.1.

The conventional configuration of internet transaction is similar to that

of the physical transaction, except there is a Payment Gateway (PG) allocated
at entry of the acquiring system, as shown in Fig. 2, for processing the internet

transactions. In conventional virtual channel transaction, only the card account

number and expiration date are required in a transaction. However, the defect

is that the issuing bank can hardly identify whether the consumer is the lawful

cardholder. If the card information is peculated, the virtual channel merchants,
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from being leaked to the internet merchants, some aware technical solutions,
such as: the authentication scheme of Visa “3D Secure”, or similarity as of
MasterCard “Secure Code”, are proposed to let issuing bank be able to
authenticate the cardholder directly during internet transaction processing.
Nevertheless, the defect of this solution is that the cardholder has to register to
the issuing bank in advance. Usually, the consumers own many credit cards
from different banks, and they might be issued with new credit cards from
other issuing banks very often. If they want to be able to use every credit card

they own conveniently, they must register to each bank for every card. This

will cause inconvenience, and therefore its popularization of applying is quite

low.
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billing data. Except this, with the system and method of the invention, the
consumer can utilize high secure smartcard to make the transaction which will
significantly reduce the situations of using the fake credit cards or of

- peculating credit card data. The risk of virtual channel transaction can thus be
lowered down greatly.

One object of the invention is to provide the system and method for
enhancing the security of the billing data in virtual channel transactions. It is
applied to the conventional physical transaction configuration with only
building a front end processor at entry of the acquiring system, and therefore

the user can use the high secure smartcard in a virtual channel transaction. This

will greatly enhance the security of the billing data in virtual channel, and also

reduce the situations of using fake cards or of peculated billing data. Herewith
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having to develop an extra system or software. Thus, there is no the extra cost
and the handicap for building a virtual channel platform.

Another object of the invention is that the system and method of the
invention can farther be applied in variant virtual channels for different
transaction types. The user can use the various smartcards, readers, networks,
and terminals in virtual channel transactions securely, so as to boost the
development of virtual channels.

One feature in accordance with the invention is that the invention

provides a system for enhancing the security of the billing data in virtual

channel transactions, which comprises an acquiring system, a commerce

system, and at least one user device. The commerce system communicates with
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order data to the commerce system when it receives the control component;
and the commerce system transmits the encrypted billing data to the front end
processor, and then the front end processor decrypts the encrypted billing data,
transmits it to the acquiring system for payment process, and sends a response
message back to the commerce system when the payment process is finalized. -

Another feature in accordance with the invention is that the invention

provides a system for enhancing the security of the billing data in virtual
channel transactions, which comprises an acquiring system, a commerce

system, and at least one user device. The commerce system communicates with

the at least one user device via a first communication network, the acquiring

system communicates with the commerce system via a second communication

network, and the commerce system is accessed by the at least one user device
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provides a system for enhancing the security of the billing data in virtual
channel transactions, which comprises an acquiring system, a commerce
system, and at lcast one user device. The commerce system communicates
with the at least one user device via a first communication network, the
acquiring system communicates with the commerce system via a second
communication network, and the commerce system is accessed by the at least
one user device to initiate a virtual channel transaction to make an order and
sends an activated message to the acquiring system. The system is

characterized in that: the commerce system transmits the order data to the at

least one user device that initiated the virtual channel transaction, and makes a

hyperlink to a front end processor that is set up on the acquiring system; the
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order and sends an activated nessage to the acquiring
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system for enhancing the security of the billing data in virtual channel
transactions.

Another feature in accordance with the invention is that the invention
provides a methdd for enhancing the security of the billing data in virtual
channel transactions, which is implemented by an acquiring system, a
commerce system, and at least one user device. The commerce system
communicates with the at least one user device via a first communication
network, the acquiring system communicates with the commerce system via a
second communication network. The method comprises steps of: the at least

one user device accessing the commerce system to make an order in a virtual

channe] transaction and the commerce system sending an activated message to

the acquiring system; a front end processor being set up on the acquiring
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Another feature in accordance with the invention is that the invention

provides a method for enhancing the security of the billing data in virtnal
channel transactions, which is implemented to an acquiring system, a
commerce system, and at least one user device. The commerce system
communicates with the at least one user device via a first communication
network, the acquiring system communicates with the commerce system via a
second communication network. The method comprising the steps of : the at
least one user device accessing the commerce system to make an order in a

virtual channel transaction; the commerce system transmitting a control

component with the order data to the at least one user device that initiated the

virtual channel transaction; the user device confirming the order, reading a

smartcard by a card reader, running the control component to encrypt the
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and the nethod conprising the steps of: the
network, the acquiring system communicates with the commerce system via a
second communication network, and the method comprising the steps of : the
at least one user device accessing the commerce system to make an order in a
virtual channel transaction; the commerce system transmitting the order data to
the at least one user device that initiated the virtual channel transaction, and
making a hyperlink to a front end processor that is set up on the acquiring
system; the front end processor sending a control component to the at least one
user device that initiated the virtual channel transaction after hyperlinked; the

user device confirming the order, reading a smartcard by a card reader, running

the control component to encrypt the smartcard’s billing data, and then sending

the encrypted billing data with the order data to the commerce system when it

receives the control component; and the commerce system transmitting the



at | east one user device accessing the comrerce system
to make an order in a virtual channel transaction;
the commerce systemtransnititing the order data to

the at | east one user device that initiated the

virtual channel transaction, and making a hyperlink
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control conponent to encrypt the smartcard' s billing

t ] : ypted billing data
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the front end processor, and then the front end
coprmugisation detvorktis tige $dme e dreyfitse dobinhlriegid@atework in the
transmitting it to the acquiring systemfor paynent
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user device n ayment cess 1s finalized.

Anot her feature in accordance with the invention is
trangagtiqnSe second conmuni cation network is the same as

the first comuni cation network in the nethod for

enharddierfgrageing endiptliey object)@spedts and) adedrdagas will beibktter

channel transactions. The foregoi ng and ot her
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illustrates the aware technol ogy of the system
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Fig. 1 illustrates the aware technology of the system configuration of
physical credit/debit card acquiring system;

Fig. 2 illustrates the aware technology of the system configuration of
internet credit/debit card acquiring system;

Fig. 3 illustrates the configuration diagram of one implementation
system of the present invention;

Fig. 4 illustrates the configuration diagram of another implementation
system of the present invention;

Fig. 5 illustrates the flowchart diagram of one implementation method

of the present invention;

Fig. 6 illustrates the flowchart diagram of another implementation

method of the present invention.




physi cal credit/debit card acquiring system Fig. 2
illustrates the aware technol ogy of the system
configuration of internet ieredit/debit card acquiring
system Fig. 3 illustrates the configuration diagram
of one inplenentation system of the present

Fig..4 illustrates the configurati

i nvention; n . .
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present invention; Fig. 5 illustrates the flowhart
butiheigiodimafthe meventiphenent ati on net hod of the present
invention; Fig. 6 illustrates the flowchart diagram of

anot 1L ihVEHRRES h?éi?@ﬁegﬁé%r Uirtb 1 hRARS S nsactions. It

invention. 12 The ng i nstances are the

exanpl es .for,_descrjbing,this inventi.on not to
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for virtual channel transactions. It especially
tel aplpiriceshopping, cablst TG meyw otk andthe pemmenopplargpecifie
shoppi ng, tel ephone shopping, cable TV network, and
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the inventihon, s that the user can e ma ard
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by applying a control conponent to encrypt the
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coxcl:tcl)'o cc?rlnf):glgén% ri!o encrypt the billing data that is read from a user’s
smartcard. Although the user’s billing data would go through communication
network and virtual channel merchant, it will neither be recognized nor
peculated, so as to enhance the security of the billing data.

The system architecture of the invention is shown in Fig.3. It
comprises an acquiring system (10), a commerce system (20), and at least one
user device (30). The user device (30) communicates with the commerce
system (20) via the first communication network (40) to make the virtual
channel transactions. The commerce system (20) communicates with the
acquiring system (10) via the second communication network (50). In another

system architecture as shown in Fig.4, the second communication network (50)

1s the same as the first communication network (40). That is, the acquiring

system (10), the commerce system (20), and the user device (30)

communicates in the same communication network (40). The system



network and virtual channel merchant, it will neither
be recogni zed nor peculated, so as to enhance the
security of the billing datd. The system architecture
of the invention is shown in Fig.3. It conprises an
acquiring system (10), a commerce system (20), and at
| east one,  user device (30). The user device (30)
arglgtacinme oftthe myepfon Ax siwalarde dhat oficonymmtionnl miemathe
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tramisactive] systeansihe ineams diffdrencesmare it thy atquirhg@ystem (10)
communi cates with the acquiring system (10) via the
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arcnitecture as shown I n

co ni cati on petwork (50 LS. the sa the first
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system (10), the conmerce system (20), and the user
maleesi aca(sddlion byacoedstsg e dommbreesyrent (@andasadothe
network (40). The system 13 architecture of the
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transaction system The main differences are that the

acquiri syste connects wth front en
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a control component for encrypting the billing data
thewared orcthe serelassmatwotig Buchmakisderact, legd area matwioyk,

accessing the conmerce system (20) and reads the
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The above-nentioned first conmunication network (40)
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present transaction system by the physical credit

resdod, thekiata ofthehasdit pavindbgassmiteditd teancpdiangbaak. After
which links to an acquiring bank to

primary judgment and verifying, the acquiring bank transmits the data of the

credit card to the issuing bank to request for authorization. When having been
authorized, the authorized message is sent back to the terminal and then the
transaction is finalized. The system configuration of tﬁe Invention is similar to
the description above. However, a control component will be sent to the user
device (30) when the user device (30) communicates with the commerce
system (20) via first communication network to request to initiate a virtual
channel transaction. The control component is executed in the user device (30)
automatically to encrypt the data of a smartcard (such as a credit card) that is

read by the card reader (302) of the user device (30).

As shown in Fig.3, the commerce system (20) generates an order data

and transmits a start message to the front end processor (102) when it starts a



read out the data of the credit card and transmts it
to the acquiring bank. After primry judgnent and
verifying, the acquiring baak transmts the data of
the credit card to the issuing bank to request for
aut hori zation. When having been authorized, the
aut hori zed ssage .i s sent back t e termnal an
tranfEiqoyaroce ‘Eﬁsigf’ ifsmt £8 PF‘?Fzﬂsﬁ‘%re(g Qﬁﬁﬁén%l%tf éﬁPnﬁOP
configuration of the inventionis simlar to the
codgmmenptol tha cabmuerceHysene(20) anddh¢ comneanp eystemn (20) then
be sent to the user device (30) when the user device
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encrypt the data of a smartcard (such as a credit
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user device (30). As shown in Fig.3, the comerce
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start nessage to the front end processor (102) when it

stayts 14 transaction, procedure. .The front en
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conmer ce system (20) and the commerce system (20) then
transagiing isdnitlaeebbyl dhe wrer sleicg (BAkwbentt edmuvwmieaiehwithghe
the user device (30). Another application is that the

cofffiérce sy St Mia Fisstopiradnichtidh 8 cBAGMEOR to ftfiesta
(20), and the comerce system (20) transmts the order

. t r cQ nen i.ce-

vift Rl o CRE Phe CRIPRRELNSI N 28 HAEE a3t Eliion,
One nore instances_as, shown_in Fig.4, the, virtual

- PregishiRe| encralpsa Fdss data, isends i thayser devigedPOhandc e
(30) when it communicates with the comrerce system
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virtual channel transaction. The commerce system (20)

frotlt¥nlSroedssBNERRY kRh delivers a control component to the user device

-

(30) directly via first communicétion network (40).

When vser device (30) receives the order data and the control
component, a consumer can confirm the order data via the user device (30),
and inserts a smértcard into the card reader (302). Under the control of the
control component, the card reader (302) reads out the billing data of the
smartcard such as: credit card account number, expiration date, cardholder’s
personal data, and PIN code, etc, and encrypts them. Then the user device (30)
transmits the order data and the encrypted billing data back to the commerce

system (20). The commerce system (20) processes the order data and transmits

the encrypted billing data to the front end processor (102) which can decrypt it

and then transfer it to the acquiring system (10) for payment process. Another



procedure, generates an order data, sends it to the

user device (30), and hyperlinks to the front end

processor (102) of the acquisring system (10). The

front end processor (102) then delivers a contro

conponent to the user device (30) directly via first

communi cation network (40). W user devi.ce (30
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(20). The comrerce system (20) processes the order
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that the user device (30) can transmts the order data

Fog gxampie, dbpraeqang pystem {lé)o)caarb@ a $ysRIRite pragess either
encrypted billing data to the front end processor
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can process the order data and the front end
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The billing data will be verified whether the payment can be finalized.
For example, the acquiring system (10) can deliver the credit card data to its
issuing bank for authorization, deliver the ATM card data (or banking account
data) to the issuing bank for transferring money, verify whether there is enough
points or virtual money in the stored value card/virtual money account/e-
wallet/e-purse, or connect to the systems of the agent (e.g. telecom company,
channel stores) to verify if the bill can be paid. And then, the payment process

is finalized means that the credit card has been authorized by the issuing bank,

the money in bank account has been transferred, the value in the one of the

stored value cards, e-wallet, and the virtual money account has been deducted,

or the agent for the collecting and paying has confirmed.



systemw th the virtual noney account or the
e-wal |l et/ e-purse. The billing data can be the
i nformati on of credit cardsle ATM cards, stored val ue
cards, the e- wallet/e-purse, the bank account, the
virtual noney account, or the account of the agent
for e collecting an aying. The hilling data, w I
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exanpl e, the acquiring system (10) can deliver the

for thedvirtuahtransratians suchtes: eishopiongthbamferriaiy phone-order system,
aut hori zation, deliver the ATM card data (or banking
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noney, verify whether there is enough points or
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noney i n bank account has been transferred, the val ue

ﬁrl 'zEHe one of the stored value cards, e-wallet, and
€ Virtual noney account has been deducted, or the

agent_for the collecting and paying has confirned. 16
The Leréwéané@?@mp@mtm heatranmsnigied trithelussr deyite30pby
of platformfor the virtual transaction, such as:

the {fiohopnd prodessomiieznet by piotemeteles s wt&hq00) irdidodding to
shoppi ng system etc. The main function of the
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devi ce (30) by
communicated to the commerce system (20). It decrypts the encrypted billing
data, and then forwards the data to the acquiring system (10) for payment
process.

The user device (30) which sets up a card reader (302) or links to an
external card reader communicates with the commerce system (20) via the first
communication network (40). The user device (30) is used to browse and to
choose the merchandise or service provided by the commerce system (20), then
to start a transaction procedure. The user device (30) can be a personal

computer, a notebook PC, a PDA, a mobile handset, a public ATM, kiosk, a

shopping device, and a public PC/server, etc. The smartcard can be a IC credit

card, a IC ATM card, and a telecom SIM card, ete, which stores the billing data.

The personal data of the cardholder might be included in the smartcard too, and



the front end processor (102) or by the comrerce
system (20) in according to the start nessage of the
conmer ce system (20), and iy can be an ActiveX
software or other designated software, program or
conmponent to control a card reader. The front end

processor élOZ) set on the ac& rin systems
bessawiedi vt Bigh SouHy werharsm tC@FFi readst (302) de F1915110§ that
the encrypted billing data, and then forwards the

caflataess antlteamauiheibillingyddte of (dO3mbgcardaymeritcan be an I1C
process. The user device (30) which sets up a card
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or servi ce provi ded by the commerce system (20), then
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the internet, the comrerce system (20) is_the
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The user device (30) is usually a personal conputer,
crédie camipddis af theHY cleditavard & ei@gptedeakidhedelivired oritld the

reader (302)

order data to the transaction processing system of the internet e-shop. The

transaction processing system then transmits the encrypted IC credit card data

to the acquiring system (10) of an acquiring bank, and the acquiring system (10}

and the front end processor (1 02) Will take care of the following process.
Generally speaking, different internet e-shops coopefa‘te with different

- acquiring banks. That is, the different commerce systems (20) usually link to

the different acquiring system (10) with different processing procedures,

different security mechanism, and different authenticating billing data. Hence,

each acquiring system (10) might connect to the different front end processor

(102). Another advantage of the invention is that the front end processor (102)

of each acquiring system (10) will provide its own control component to the

user device (30) via the communication network, when the user device (30) is



may be a personal I C card reader. Wen the user
initiates an internet transaction, the internet
e-shop can downl oad a contngl conponent to the
consuner's personal conmputer to access the personal IC
card reader. The consuner inserts an IC credit card
into the personal |IC card reader, so_as to the f %g‘#t
maERg tr@asa&h@ns im different eemmezes system eResapse dherais ifthegitort
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Fig.5is a flowmhart of the nethod proposed by the
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.data in virtual channel transactions, which applies

syHRuRRbrREA A DG AKE HEade EOMIRLGE LA RmANd at

in step S504, a front end processor being set up on the acquiring
system transmitting a control component to the commerce system when the
.agquiting system receives the activated message, so as to the commerce system
transmits the control component with the order data to the ﬁt least one user
device that initiated the virtual channel transaction;

in step S506, the user device confirming the order, reading a smartcard
by a card reader, executing the control component to encrypt the smartcard’s
billing data, and then sending the encrypted billing data with the order data to

the commerce system when it receives the control component; and

in step S508, the commerce system transmitting the encrypted billing

data to the front end processor, and then the front end processor decrypting the




devi ce, and wherein the commerce system conmuni cates
with the at | east one wuser device via a first

communi cati on network, the Rcquiring system

communi cates with the commerce systemvia a second
conmuni cation network, and the nethod conprising the

T t 02, t. t | east one,us devi ce
engh{iRgd Bliing Mot Hdmiined0 s B e OHneBicts Hhepivhed
virtual , channel transaction and the comerce system
Preessd; #yl semding f vesnsasesiessage baskithdhe comingrag systemenhen
in step S504, a front end processor being set up on
the peymenuproces isfitslliesdt ransm tting a control conponent
to the commerce system when the acquiring system
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data to e at | east ser device that initiated
depiibed 24 bolloEher resice A eopmerehsyiep teapattingthe order
- user device confirmng the order, reading a smartcard
daknytcethe ait deastanie nseredevied ihagiritigted tid vivtual chpeme ntankction,
encrypt the smartcard's billing data, and then
: _ . . ¢
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(of0) nept: and in step S508,.the co rce system
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504, the _commerce systemtransmitting the order
encrypted billing data, transmitting it to the acquiring system for payment

process, and sending a response message back to the user device when the
payment process is finalized.

| Fig.6 is a flowchart of another method for enhancing the security of the
billing data in virtual channel transactions, which applies to an acquiring
system, a commerce system, and at least one user device, and wherein the
commerce system communicates with the at least one user device via a first
communication network, the acquiring system communicates with the
commerce system via a second communication network, and the method
comprising the steps of :

in step S602, the at least one user device accessing the commierce

system to make an order in a virtual channel transaction;

in step S604, the commerce system transmitting a control component




data to the at | east one user device that initiated
the virtual channel transaction, and hyperlinking to
a front end processor that 20s set up on the acquiring
system so as to the front end processor transmtting
a control conponent to the at |east one user device

that initiated the virtual channel transactjon after
with fherqripkdata to shgjat lsasiang @eege‘flﬁ@ thaf it @l&éﬂ%‘ﬁ%ﬁ
transmtting the encrypted billing data to the front
chemt] prapsatsor;,, and then the front end processor
decrypting the encrypted billing data, transmtting
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sendi ng response message to the use I ce
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system and at | east one user device, and wherein the

thé OR{er e Wﬁélﬁ%ﬁ&{m%é}%ﬁhe\%hﬁd ESm%bnEﬁ?ﬁﬁd one
user device via a first comunication network, the

acquirin tem conmuni cates with the OMMEr C s
Syst BhiOP SURs Bt crmtston tteln Monswirttie h Clryblodbilting
method conprising the steps of: in step S602, the at
datactost fronkend procgesarset vp ondks aequinagsyaivatcad thegnthenfront
to make an order in a virtual channel transaction; in
enﬂ%‘@ceﬁ@&%edr?ptiﬁ%’ ey sied bellink! dubs, rddshiifling 1€ e tHeo!
conponent 20 with the order data to the at |east one

. o i- |
ool S g I o bl MRS, dEschlid RhomEloeBiomaas g o
the order, reading a smartcard by a_card reader,
thecemmereySyHemcshen Bie Raymysv drecass ivfaplgd. t ne
smartcard's
As stated above, the advantage of the invention is that the systems and

methods of the invention can significantly enhance the security of the billing
data in virtual channel transactions, and lower the situation of forging and
peculating the billing data. The above purpose can be achieved in a relative
lower cost. More over, the user do not have register to any issuing bank in
advance for using any smartcard provided by any issuing bank. The invention
has the advantages of high security and excellent practicability both.

In a word, the invention is better than the prior art no matter in the
purpose, means, or effect. Nevertheless, please be noticed that the instances
above are the examples for the invention only. The scope of the invention will

be claimed as follows, and should not be limited to the above implementation

instances only. Generally, any decoration or modification in according to the

invention, and the combination or separations of the portions and steps in the -




‘billing data, and then sending the encrypted billing
data with the order data to the comerce system when
it receives the control component; and in step S608,
the commerce systemtransmtting the encrypted billing
data to a front end processor set up on the acquiring

. system _and then the frqnt _end processor decrypting
iny¢pgiam, éh@Sﬁeﬁﬂbqu Wrﬁeln&atla,thq seapsrRtthe gyrentiong” t he
acquiring systemfor paynment process, and sending a
response nessage back to the commerce system when the
paynment process is finalized. As stated above, the
advant age of the invention is that the systens and

met hods of the invention can significantly enhance the

security of the billing data in virtual channel
transactions, and |l ower the situation of forging and
pecul ating the billing data. The above purpose can be

achieved in a relative |ower cost. Mre over, the
user do not have register to any issuing bank in
advance for using any smartcard provided by any

i ssui ng bank. The invention has the advantages of
hi gh security and excellent practicability both. In a
word, the invention is better than the prior art no
matter in the purpose, neans, or effect.
Nevert hel ess, please be noticed that the instances
above are the exanples for the invention only. The
scope of the invention will be clainmed as foll ows,
and should not be limted to the above inplenentation
i nstances only. Generally, any decoration or _
nodi fication in according to the invention, and the
conmbi nation or separations of the portions and steps
in the 21 invention, should still be contained in the
scope of the invention. 22 CLAI M5




1. A systemfor enhancing the security of the billing
data in virtual channel transactions, conprising an
acquiring system (10), a caoamerce system (20), and at
| east one user device (30), wherein the conmerce
system (20) communi cates with the at | east one user
deCLAIMS0) via a first comunication network (50),
the acquiring system (10) conmuni cates with the

CONMMYT, A€y B R FEMRAIBALING BeRe8BSOUF the BIMAL Rt Bivirtual
network (*50), and the Commerce “system (20) is

accessed by the at .| east one.user devi (30). to
CHAR e B AcH TS OIS DA SRR SYUETH Obh iRBrezse System
order and sends an activated nessage to the acquiring
(28} sindmat fer3) pnanseraleNicec38), whereimtherepmmardersystena (20)
processor (102) is set up on the acquiring system (10)

cobirBifivatdsivigh theCatEds®one eRBPASHEE [30)Vig adRBT @R uNication
system (20) when the acquiring system (10) receives

neb Iy i o WRreod {1 R Bl Vip e sBIEeR

data to the at |east one user device (gga t hat

sypteim (2 ada aisecand ¢eramuaneaiion natvers 620);, and therronymisree
device (30) confirns the order data, reads a smartcard

syben (2098 hecgye E By (B0 lcatpeuises deviee (B0 todhitiate a virtual
conmponent to encrypt the smartcard's billing data,

o b .
S BB SERER eSSBS LRSS b0
[ th trol t; dth
acgyEing#YsHoR (PR ASHharaCHEZEARBRed bi | i ng data to
the front end processor (102), and then the front end
pr ocesfont ¢ridjocdmor Ypi2) it set uenn typaeghiting lsystgmodiCa,

transmts it to the acquiring system (10) for paynent

tréi‘{sﬁﬁ&ﬁ?ea g%?m@&%wa{esﬁmﬁﬁﬁw sRaf 6 PwhBe the

conmer when the paynerit process Is
finalize?.

acquiring sys em2(rl)'0) receives the activated message, so as to the commerce

system (20) transmitting the contro] component with order data to the at least
one user device (30) that initiated the virtual channel transaction;

the user device (30) confirms the order data, reads a smartcard by a
user device (302), executes the control component to encrylﬁt the smartcard’s
billing data, and then sends the encrypted billing data with the order data to the
commerce system (20) when it receives the control component; and

the commerce system (20) transmits the encrypted billing data to the
front end processor (102), and then the front end processor (102) decrypts the

encrypted billing data, transmits it to the acquiring system (10) for payment

process, and sends a résporise message back to the conimerce system (20)

when the payment process is finalized.



2. The systemas clainmed in claim1l1, wherein the
second commruni cation network (50) is the sane as the
first conmuni cation networks (50). 3. The system as
claimed in claim1, wherein the billing data is the
i nformati on fromone of the group consists of the
credit cards, ATM cards stored val ue_ cards,
e- walZ- dbe sygisr acelsimed iy clatmal, Whsweip the sersnd  and
account adm ni stered by agent for the collecting and
copayumgatiod acwiorkt(56) coimeane wytht fnst(cAMmiisication aktw bk
group consists of the TV shopping, telephone
(Sﬁgopping, cable TV network, internet shopping, and
bile shopping, and wherein the paynent process is
frnalr neans t t edi t . has. ..been .
aut hor (19 cryagf;nt wellae 95 {?étﬁ ﬁstﬁﬂﬁﬁgmls the
account has been transferred the value in the one of
infdrmasivorfesin vcalewd thagdsyp consadth of thearrddit lcerdsy A M ghrds,
noney account has been deducted, or the agent for the

strel Vakld AFaaRdwaRay bask BaSo iR ﬁPHﬁtonéy afedit! £ E&fount

enhanci ng tHe security of the billing data in virtual

channel ,transa onpr i sr an _acquiring system
adpygistergd é’rﬁggpﬁﬁ) 3‘5‘%98@? ﬁm D%t 1east one user

device (30), and wherein the corrmerce system (20
conmrhereindbe wontmense sasteneEXY) ivnae ofére greupcongp)of the
via a first communication network (50), the acquiring

TV ¥BbEPihg 1R)ephoRBdRbEFNSS caBlE TV REtw AR B SGRet SHHRIS, and
(20) via a second conmiini cati on networ k (50), and ‘he

m&&w&ﬁn%%y em (20) is accessed by the at |east one

user ) toinitiate a virtual channel
transaction_to nake an order _and sends an acti vated

mess dgeereig the @ayg@@g progegs yinaliged rogansdhat the credit card has
characterized in that:

been authorized by the issuing bank, the money in bank account has been
transferred, the value in the one of the stored value cards, e-wallet, and the
virtual money account has been deducted, or the agent for the collecting and
paying has confirmed.

4. A system for enhancing the security of the billing data in virtual
channel transactions, comprising an acquiring system (10), a cortlmerce system
(20), and at least one user device (30), and wherein the commerce system (20)
communicates with the at least one user device (30) via a first communication
network (50), the acquiring system (10) communicates with the commerce
system (20) via a second communication network (50), and the commerce

system (20) is accessed by the at least one user device (30) to initiate a virtual

channel transaction to make an order and sends an activated message to the

acquiring system (10); and characterized in that:



24 the comrerce system (20) transmts a control
conponent with order data to the at |east one user
device (30) that initiated Zhe virtual channel
transaction after the virtual channel transaction is
initiated; the user device (30) confirns the order

data,, reads a snmartc a _.user device (302),.
exec e PmeTeS AR CONURSRIS A goBfiE! yRppRGIT with order
smartcard's billing data, and then sends the

dagnier iprabieast bhe nepralevicad 30N toatdniiatiet thaateualcstangel
comerce system (20) when it receives the control

trapRaRsIeAter tABWiriMe HAAREY tBehsayRbe® indihted;r ansm ts the
encrypted billing data to a front end processor (102)

set the.acquirin em4{1 nad . then th

fro n#ﬁ %ﬁgﬂpi}:g%%s@g b c?ﬁﬁgﬁ( gliec?ggi%{ 82&{% geagﬁ &s)%&rgcﬁd bya

billing data, transmts it to the acquiri n%ﬁsaystem i
usen dovie (3 (Fay ereaeuigs tbe eopirohpempenery ta cnesips thesmageardes

back to the commerce system (20) when the paynent

bilbingakas, dndl thef séndieilie eherypied billihg datSwith dheelidrdata to the
claim4, wherein the second conmmunication network

£0) o . . . 0 K
copiifjrobyb iy CRIR i deciid g BHRINLGRP RSO BAT ¢, e
billing data is the dznforrmtio from one o{,th gr oup
consit8¢ SOMMarpeSYien (20 Hpasmitathy enaryrted balinestpty 10 ae
cards, e-wallet, bank account, virtual noney account,
franeéndqrocessor @d2) sesteordhdycageang sistent () cald dehithg
and payi ng; wherein the comerce system (20) is one of
I [ .
G RSO0 e Bptithe YThoRBIINGg i, FRSRARS t to the

bi | | N, d wh in th t '
oSBT B 0 e BBMEDL RIOCERS (5 ook

to the commerce system (20) when the payment process is finalized.

5. The system as claimed in claim 4, wherein the second
communication network (50) is the same as the first communication network
.(5 0).

6. The system as claimed in claim 4, wherein the billing data is the
information from one of the group consists of the credit cards, ATM cards,
stored value cards, e-wallet, bank account, virtual money account, and account
administered by agent for the collecting and paying;

wherein the commerce system (20) is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and

mobile shopping; and

wherein the payment process is finalized means that the credit card has

been authorized by the issuing bank, the money in bank account has been



been aut horized by the issuing bank, the noney in bank
account has been 25 transferred, the value in the one
of the stored value cards, B-wallet, and the virtua
noney account has been deducted, or the agent for the
coIIecting and paying has confirmed. 7. A systemfor

trRiRtT 10 ko 28 P o e ihsrstSiel e Shson o PaLlob et i

@/ll) a conmerce s stem (20), and at |east one user
vide memésaaqqounhéﬂ% eett ded ¢he sgantdnr fhejollecting and

communi cates with the at | east one user device (30)

pavVir Bad ddnFimi@mmuni cation network (50), the acquiring
system (10) comTunl cates with the comerce system

comrdh £ R EBRTE Tt Ry briua oy L FirbE

user. device (30) to initiate a virtual channel
chapneldrmspefionse cABIRSISIE At aequiriag dystaen( 193 ricommpsee system
data in the virtual channel transaction to the at

(20 aat o ieistions ust\devted 30), whekeieiHéscomimatdd ateasl (20)
nmessage to the acquiring system (10); and

co SRR 5 VR R TR ) AR S Hpypicacn

deV| c§@§3 ) that.initiated the virtual channel
& acgnaing systam AkQ) egnmynigags with dhe Fomaeser
(102) that is set up on the acquiring system (10); the
systennf209 vila p secesbormii®)atioharswotls (30)camd tha commerce
component to the at |east one user device (30) that

syhtehd 2@)? a&!'é%s %ser baangk u%%f&é\ﬂe Kﬂ?}s‘t@f ﬁﬁ{a‘ce gvn‘tual

hype ['Tn eV|ce con

cha%%ﬁre?%@a FEKS i CBiTe ik Fcpeais PYgAT debid the virtual

smartcard's billi ngﬁdata and then sends the
channelytramedctin to thg af dtast wine hserhdeviced@0) dataends amectivated

message to the acquiring system (10); and characterized in that:

the commerce system (20) transmits the order data to the at least one
user device (30) that initiated the virtual channel transaction, and hyperlinks to
a front end processor (102) that is set up on the acquiring system (10);

the front end processor (102) transmits a control component to the at
least one user device (30) that initiated the virtual channel transaction after
hyperlinked;

the user device (30) confirms the order data, reads a smartcard by a
user device (302), executes the control component to encrypt the smartcard’s

billing data, and then sends the encrypted billing data with the order data to the

commerce system (20) when it receives the control component; and

the commerce system (20) transmits the encrypted billing data to the



commerce system (20) when it receives the contro
conponent; and the commerce system (20) transmts the
encrypted billing data to tie 26 front end processor
(102), and then the front end processor (102) decrypts
the encrypted billing data, transmts it to the

acqui. i ng sys (10) ,for nt r ocess sends
fr%flt?e@&&aﬂé’@%%@@%earﬂ%@wnﬂeg fiont gud progesrord 19383@%{8# the
- the paynent process is finalized. 8. The system as
en@rsa?tngbllhng clatd, imansmids at i the acquisimgorydtens OHulor payinent
network (50) is the sane as the first comrunication

pro&é80and sdndl)a reSponsRansssat s BhAs iR u¥eH dbvice (20 YWien the
wherein the billing data I's the information fromone

f t [ sists of the credit cards, ATM cards,
pagrpbepggr(%ggﬁgs ﬁ%‘ 6756% e-wal | et, bank account, virtual
money account, and account_ adm nistered by agent for
the Joilibesyrisn ahlayaydm@plame%evhﬁrmeth@@mcge system
(20) is one of the group consists of the TV shopping,

congrhenitatién sBoRE: @O? ¢Pfhleamyé dxehvirks cdriin@hitition network
shoppi ng, and nobil e shopping; and wherein the

(SQ?ynent process is finalized nmeans that the credit
card has been authorized by the issuing bank, the
noneé Hgﬁbank account has been transferred, the val ue

e

int Systen peclymedin glaime/, vahegein the hallngidata pthe

the virtual noney account has been deducted, or the
infigematiohdrorhlomeaxf] the gtdutgcanists phtiengedasasd3nAlliMiedrds,
- 10. A nethod for enhancing the security of the billing

SIS Sl ) Sk 0 ey RSO
administered by agent for the collecting and paying;

wherein the commerce system (20) is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and

wherein the payment process is finalized means that the credit card has
been authorized by ‘thc_s issuing bank, the money in bank account has beén
transferred, the value in the one of the stored value cards, e-wallet, and the
virtual money account has been deducted, or the agent for the collecting and
paying has confirmed.

10. A method for enhancing the security of the billing data in virtual

channel transactions, implemented by an acquiring system (10), a commerce

system (20), and at least one user device (30), wherein the commerce system

(20) communicates with the at least one user device (30) via a first

communication network (50), the acquiring system (10) communicates with



system (20), and at |east one user device (30),
wherein the commerce system (20) communicates with
the at |east one user devic¥ (30) via a first

conmuni cati on network (50), the acquiring system (10)
communi cates with 27 the comerce system (20) via a

' QL ..and th d

(h8 S £ TUUBLECI) R FRESHI s bmidp ol gt 10 b
a%cf:)gssi ng.the co rce system (20) to initiate a

mEthog COMRIHAREG §1SPE CAnsact i on and the commrerce system
(20) sending an activated nessage to the acquiring
syst ehe @fllbast and namtdesivd (BOPacssOihg(the 2pnbrdrad s$atmuUR0)
on the acquiring system (10) transmtting a control

o Tt i R o ¥4 B O Nl (20, sping
so . as to the comerce .system (20) transmts the

a“c?ﬁﬁ]tvlafﬂdo‘@&ﬁ%ﬁéﬂtth‘%\ﬁ?%m gSy5tgBr (i a to the at |east
one user device (30) that initiated the virtual
chanreefront emdb prtciessor (102) hing setenp or tB8)quiring isystemg(10)
the order, reading a smartcard by a user device

trdn3BditingeX @M&%ﬁﬁ?&ﬁ RS b cé‘r&?ﬁgﬂ@ esrtl%? r%@fﬁfé@ﬁ thde

smartcard's billi data, and

encrypted billing data with the order data,t t he
oA 05 1 0 FsbfEs Mo e P st £ 1 fhe cqimerce
conponent; and the commerce system (20) transmtting
system 6HDriygnsmitsihe icontyolieemponenttwidh theotdee ddtaptodhe st least
(102), and then the front end processor (102)

omdagey gevics (B0pthan it e dhdivirhid) Shodidl transadsei:t ting it
to the acquiring system (10) for paynent process, and

Syt Y P SRR e PO PRET Brort e SO AT Bt by 5

The nmethod as clained in claim 10, wherein the second
user device (302), executing the control component to encrypt the smartcard’s

-

-~

—)

billing data, and then sending the encrypted billing data with the order data to
the commerce system (20) when it receives the control component; and

the commerce system (20) transmitting the encrypted billing data to
the front end processor (102), and then the front end processor (102)
decrypting the encrypted billing data, transmitting it to the acquiring system
- (10) for payment process, and sending a response message back to the
commerce system (20) when the payment process is finalized. |

11. The method as claimed in claim 10, wherein the second

communication network (50) is the same as the first communication network

(50).

12. The method as claimed in claim 10, wherein the billing data is the

information from one of the group consists of the credit cards, ATM cards,



comuni cation network (50) is the sane as the first

comruni cation network (50). 12. The nethod as cl ai ned

in claim10, wherein the bi?8ing data is the

i nformati on fromone of the group consists of the

credit cards, ATM cards 28 stored val ue cards,

e-wal_k et ank_a Vi rtua account
s R R R SR S5 e W,

payi ng; wherein the commerce system (20) is one of the
acg%mpamsftg@ tot agamé formlie sioblispiing and phpiigone

shoppi ng, cable TV network, internet shopping, and

nobi |whahﬁpmertgnnmefbev§wem R3S oRaHIehd gﬂf@%ﬁ&skaﬁof the
finalized neans that the credi't card has een

e
T shORbinen el s Srop Bty SPEaTY By BT iPhipe,
the stored val ue cards, e-wallet, and the virtual
m @%B&lﬁn%as been deducted, or the agent for the
col l ecting and paying has confl rmed. 13. A nethod for
enhanchergirt the et pyodeks is@nilizdd meakathat the ctedit uald has
channel transactions, inplenented by an acqui ri ng

beBH Sy SeOTRE Bank WS LA el Blnr BT

user evi ce rern € Co rce

n wi.t h t he east on user deV| (30)
tf%ﬂsg}ge% %ﬁ%{f § eng Pgﬂlerﬁé?ﬂ%l Q%@%rdsat wail@a@mi.th@
system (10) communi cates with the comrerce system
vixted) mehey acemus hds boemdeducaed, ar the hgentifot B8 colkuting had
nmet hod conpri sing steps of: the at | east one user
'E% éctirngressi ng the commerce system (20) to
iate a virtual channel transaction to nake an
order

3. A method for enhancing the security of the billing data in virtual
channel transactions, implemented by an acquiring system (10), a commerce
system (20), and at least one user device (30), wherein the commerce system

(20) communicates with the at least one user device (30) via a first

- communication network (50), the acquiring system (10) communicates with

the commerce system (20) via a second communication network (50), and the
method comprising steps of: o

the at least one user device (30} accessing the commerce system (20)
to initiate a virtual channel tranéaction to make an order;

the commerce system (20) transmitting a control component with order
data to the at least one user device (30) that initiated the virtual channel

transaction;

the user device (30) confirming the order data, reading a smartcard by

a user device (302), executing the control component to encrypt the



the commerce system (20) transmtting a control
conponent with order data to the at | east one user
device (30) that initiated 2%he virtual channel
transaction; the user device (30) confirm ng the order
data, reading a smartcard by a user device (302),

s ne to_en the 29 .
sn%é‘? c?: aﬁllfn@gdeﬁ? r%ﬁuéiofbg]e ge %CQB?P&%‘J}BH}% ta with the
ncr ypted billing data vvlththe order data to the

Org a b@ the caramercryysigm 120 when é reseives thecemiad|
conponent; and the commerce system (20) transmtting
coniporent;rangt ed billing data to the front end processor
(102) set up on the acquiring system (10), and then

encr yht SATBREe RETEER0) madntl TRy BhorSBid Rine data o
L bR Geo0eRaaDE) bucib b oG FEdiey Db Aoy the

when the paynent process is finalized. 14. The nethod
fra ecldgirveckson( 2y idectytingtthe ehorypbed bitlingdata, transmitting it
conmuni cation network (50) is the sanme as the first

d
to %&gﬁﬁﬁ §9ﬂﬁhﬁg¢ rf&' %E(eﬁ@é?tl ;Iilrgaes éﬁnﬁéﬂﬁﬂ%g%éﬂo@sge
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e-wal | et, bank account, virtual noney account, and
finaligednt adni ni stered by agent for the col | ecting and
payi ng; wherein the comerce system (20) is one of the

gr oun 4C ghsirfétho@hs themed Yn SLARPL Y gwhé&ir?fﬂ%%@ond
shoppi ng, cable TV network, internet shopping, and

communication network (50) is the same as the first communication network
(50).

15. The method as claimed in claim 13, wherein the billing data is the
information from one of the group consists of the credit cards, ATM cards,
stored value cards, e-wallet, bank account, virtual money account, and account
administered by agent for the collecting and paying;

wherein the commerce system (20) is one of the group consists of the
TV shopping, telephone shopping, cable TV network, internet shopping, and
mobile shopping; and

wherein the payment process is finalized means that the credit card has
been authorized by the issuing bank, the money in bank account has been

transferred, the value in the one of the stored value cards, e-wallet, and the

virtual money account has been deducted, or the agent for the collecting and

paying has confirmed.




nobi | e shoppi ng; and wherein the paynent process is
finalized neans that the credit card has been

aut hori zed by the issuing b#nk, the noney in bank
account has been transferred, the value in the one of
the stored value cards, e-wallet, and the virtua

col o Pr o R s A REINE it on IS data B i

for enhancing the security of the billing data in
chanpel franseptiente implearsnded by, adqupliegreyste (bY), arcommerce

acquiring system (10), a commerce system (20), and at

sybRas (20nend seleastdticaset 38yice(BOY, Sitkréinahs ROARA&Re system
system (20) comruni cates with the at | east one user

i ' i.f el nigatio et work .(50),
CHFE Ry B dpe of oy SRS IeR0fFiar Bete
comeyce system (20) via a second conmuni cation )
CoREpyBicRtieD @?W@ﬁk&%piéhe gedwsm BRI ¢l Grommwpaicstes with
at |east one user device (30) accessing the commerce
the getrmmerce QY stetno( 20N vid @beccndvidorhmmdhicakion Retwoika(FPacindthe
to make an order; the comrerce system (20)

Ittt £ .data to the at |east one user
m%t'lg@lﬂce !I%; g%’??%iti ated the virtual chagnel
transaction, and hyperli to g front end processor
( 102)%? ﬂgﬁaﬁf@@é{s@ﬁ BG‘&?CRE@ BRFSHIRE fbe cyrmmerrq Ttem(BE)
front end processor (102) transmtting a control

to ¢nifiatena wirtuad chimenel dtankacsin wmaks an odidart ce (30) t hat
initiated the virtual channel transaction after

7P S OO MER 0P ) N AT ot
usEX§SHEL ?%)t tﬁgt oS lthecefml%rf %ﬂ&tlm{e? tr%%ge{c%i%tn, Eﬁllﬁg hyperlinks to
a front end processor (102) that is set up on the acquiring system (10);

the front end processor (102) transmitting a control component to the
at least one user device (30) that initiated the virtual channel transaction after
hyperlinked;

the user device (30) confirming the order data, reading a smartcard by
a user device (302), executing the control component to encrypt the
smartcard’s billing data, and then sending the encrypted billing data with the
order data to the commerce system (20) when it receives the control
component; and

the commerce system (20) transmitting the encrypted billing data to -

the front end processor (102), and then the front end processor (102)

decrypting the encrypted billing data, transmitting it to the acquiring system

(10) for payment process, and sending a response message back to the user




smartcard's billing data, and then sending the

encrypted billing data with the order data to the

commer ce system (20) when i#! receives the control

conmponent; and the comrerce system (20) transm tting

the encrypted billing data to the front end processor
t I ssor (102)

d ecr 8??{11‘%11#&@%3 cr%?éﬁgdg:eggﬁd@ﬁ{gl&%gt a, transmtting it
toth uiring system_(1Q), for paynent process, and
sendi gﬁl r@%tlf)‘@aé‘é W‘g@@klﬁow greythersegand devi ce
(30) when the paynment process is finalized. 17. The

comanhintatien aletworko 50N i< thei samidas thisdirel corbmeniationchetwork
comuni cation network (50) is the sane as the first

(sepnmuni cation network (50). 18. The method as cl ai med
in claim16, wherein the billing data is the

i nfor Lon from one .of the gro consists .af.th X

or a1 - Al ductadoR Clrited Ml Go by he thedSling Gata is the
_e-wal | et, bank account, virtual noney account, and
inforowtion frerimngi oftthe etolyy comasts of dhe ¢leditcatdse AT gasdsd

payi ng; wherein the conmerce system (20) is one of the

st@e@YRIEPaTHS eSwaflet Bank BY-SRAPRIRRI n{cﬁﬂeg%laeg@nt, and account
shoppi ng, cable TV network, 1 nternet shdpping, and

nobi | e I_.ng:; d erein the paynent process is
W?T'5%?§§Egﬁggﬁgﬂyﬁﬁ?C$ﬁ80%q%gg p@ﬂpé=ha5 been

authorized by the issuing bank, the noney in bank

acc oumiergiksthg semmerncgsystem 62) is bae v thegionptdoasisteobthe

the stored value cards, e-wallet, and the virtua

T Vieheppiagseilephdnashbpsingd esbie (T netorkhiit@genshding had

col l'ecting and paying has confirned.
mobile shopping; and

wherein the payment process is finalized means that the credit card has
been authorized by the issuing bank, the money in bank account has been
transferred, the value in the one of the stored value cards, e-wallet, and the
virtual money account has been deducted, or the agent for the collecting and

paying has confirmed.




