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| NCORPORATI NG SECURI TY ASSOCI ATI ON PROCESSOR v 5 FI ELD OF THE | NVENTI ON The
present i W@MAWGMR4rel ates generally to data communi cati on BywiE®2A20d nore
particularly relates to a mechanismfor inplenenting virtual private

networ ks (VPNs) incorporating a security association database and

associ ated proce years, the
world has wt ness “’Hgf gg:%gﬁmw&%éﬁéjﬁgyear many
nore hosts are added whi l be grow ng w t hout

limt. The Internet enabl es conununications using different techniques
i ncluding renote conputer login, file transfer, world w de web (WW
browsing, enmmil, etc. Various protocols have been designed and are in use

on the gnt ernet to handle vari %ﬁﬂ%?WEﬁlﬁ ni cations. For exanple,

file transfer protocol (FTP) fO ster ypertext markup | anguage
(HTM.) for web Thapfesant 1ﬂieﬁtlorﬁﬁaiﬂésagdnyr,ally h@ dpﬁ’ao&o&ﬁmimdaebratsﬁthntsmddrhh&fenet
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protocol s aicoidfakiaLs sécayBrSso0fatibh@dDie 260 BIFBEIAE@pioBRSorst ack. 20 A key
feature of the Internet is that it is a public network that is accessible

by nearly anyone with a co I nt ernet service
provi der (ISP) account. %%QGW@EW% public accessibility
is thatoit per nintl‘éc&a%/m@@lﬁ‘e?ﬁﬁrld Bashﬂlﬁié&l’e@ t}&r@cpﬁkﬁ@rgﬁo\ﬂ"tﬂbﬁﬂie Ialemear kachng out

mal i ci ous activities agai nst one or s on the Internet. ||l egal
conduct s ud¥RT RATE CRRAF | FS GFe e ahilp ﬁ’feorﬂﬁ‘ﬁlef 8 UgfEs f%élsd‘élbétgif%n%fmtﬁ‘ﬁﬁor t ant

files by ajgg mrhd GhiOMst stf6les icEmRAZSIRLE ubig AifkRedtatchhliats FRRAAE SehSebr eak
into a conputer of a renote network and succeed to tap conununi cation dat a.

The need f éempEerulogtny filydrapger awslddwidy Wabe (W) hsdwsiipg Ismadc elgr e VBEREEd

(1 AB) by 'gﬁk&gh NGve ekl idbHadeq AL £ 1§H§éhorf"§heefﬁ@errﬁlemtb W PO Fads hERL iggat i on
in |Pv6 th ermt secure ransacti ons over th Internet. To co at the
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or gani zat i enpl oys sorre formo
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system t hat 10% (f(?lefIglsqu G d%}t%clpgettnxpﬁpuctl%ﬁrktggﬁ al! e%]nour li? ercgfhtge ST

or gani zati 8 obal I'ng ot all
dat a comrumrﬁmﬁmanrsns stack. WO 03/ 007524

20 A key feature of the Internet is that it is a public network that is accessible by nearly
anyone with a computer, telephone line and Internet service provider (ISP) account. A
downside to this wide scale public accessibility is that it permits easy access to hackers and
others intent on carrying out malicious activities against one or more hosts on the Internet.
Illegal conduct such as steéling of secret information or the deletion of important files by a

25  malicious user is possible by a hacker that manages to break into a computer of a remote
network and succeed to tap communication data. The need for security was addressed by the
Internet Architecture Board (IAB) by including security features such as encryption and
authentication in IPv6 that permit secure transactions over the Internet.

To combat the threat of hackers and to secure private networks, it is common today to

30 place a firewall at the entrance of the private network in a company or organization. The
firewall employs some form of packet filter that functions to enforce a user defined security
policy. The firewall is a system that sits at the boundary between the local network of the

organization and the global Internet. It implements the filtering of all data communications
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PCT/ 1 B02/ 02720 in order to prevent |eakage of information out to the
external network and to prevent unauthorized access of the internal network
fromthe wamides24A deny/al | ow decision is nade for each pagk@hbi¥aé 1S
received by the firewall. ' At the sane tinme, the world is w tnessing

i ncreasi ng demand for mnreless services (i.e. 5 cellular phones, two way
pagers, cordless devi ces, etc.) .and personal conputing devices such i as

| apt ops, PBAgIdeRte prqvarrrylee}fag% H’éé@foﬁ’éﬂ”@é it te dhpatierg! dewodednd i argyeitat e
wirel ess CQﬁHﬁ'tH&hEéHch&§ ofthk %Hér%il)fre%rl@ﬂ@rﬁ'tﬁ‘e SEM. 10 aGRIAMeR %&tien Ys' rﬁade
W rel ess networks (e.g., cel ar or other broadband schenes) to

net wor ks sfmha(é@aﬁkﬁethlahlﬁe@cnl&dbﬂﬂw:ﬁle%re and nore PDAs and cel | uI ar
t el ephones are i o b

dovi os to seour bheraRE T g 0 phiRshphEEAGh: hlima BAPRIADSIIERTLES,
firewal § t celiplaopbates, agarwwnaagmwfdbss deggenettosnd pcrsaﬂaecqmmntmgdevmassuch
firewalls to ver, tware and re

conputi ng % gaBUP%QEﬁ% < % n|yr°e 3gsek$e S%%af Qomlﬁ%ftmg dewf?s mco‘? eéerwﬁelessr n a
portable cmuﬁnlmodeutwmysueﬂmbw1mtd amlrrmiurmcetee«pdnwrrelmrneﬂmmv(eray celngdrl y or

can bo casPt S EETERIA BT RapARCre e o 4 & Biend 7R B mie 11

i ncor por at PDAs i add Sd¥Bkikr wwmastearelbemg [ QRhEAO NP Whd Nerfl@VinGe sxsodinh e
cellular tel ephones and wrrelieF onn ﬁted PD, 2 WO (,13/ 00752
€

PCT/ | B&%/ 09875 SUMGEIRY risies- TRie vites cpploy SAme .trr\réﬁtfr%a RS a

novel and ps&fstimainotisedl achdsh YAk dea&e/vomsst(ﬁ{EMErre@ﬁamv%%r Qfe iRpR¥edieAg the
necessary security related parangters to perfornrencryptlon/decryptron and

aut hent i caitj sefwarprad VeoNirprhe AP SIS T8SOREPSH PR nfiranisslsiap eyppuers Ppking their

| mpl ement afdeof) & N, halid B Budls BEHA!L bk! &eqmraptea&phwy%l @iﬁ@'vb&gceﬁgﬂox
effective I ncorporation o the Invention in to portable elechonic
connunlcathHgmd@vrce such as cellular telephones, personal digital

assi stants (PDAg), %&95&? %.rarrm ﬁfe%raﬂ%& gacléepfl?e?%?(é% B‘egeafslfjfy}nﬂo? nditdnpet or
ot her mnde area network, T resent ention can be use conj unction
With a harbhsdware dn sseiltsicer entblals dar 210®pbnarletwat kmalh ppdatiia bleetragnpertpuigs

devi ces sucgh.a nnect ed PDAs that are
adapt ed to&%gﬁggﬁ afolfk“&ﬁﬁﬁﬁgﬁgf wﬁﬂgmek&ﬁh%§ﬁgﬁgsnrof t he present

invention may al so be inplenented in software or a conbinati on of hardware
and software. Thus, the VPN nmechani sm can be used to achi eve, for exanple,
secure branch office connectivity over the WAN, secure renote access over
the WAN or securing e-comrerce 15 transactions over the WAN. The VPN
mechani sm conpri ses a security associ ati on database (SAD) and rel ated
circuitry that is adapted to provide the necessary paraneters to inplenent
the I PSec group of security specifications for encryption/decryption and
aut henti cati on. Each security association (SA) entry in the database
conprises all the paraneters that are necessary to 20 receive and transmt
VPN packets according to the | PSec specification. The invention perforns
security association (SA) related processing on an input packet stream
Note that the input packet stream may conprise both i nbound and out bound
packets. Typically, the invention is positioned between a WAN (i.e. the
Internet) and a local LAN. In this case, the VPN nechanismis openative to
filter both inbound packets sent from25 the WAN to the LAN and out bound
packets sent fromthe LAN to the WAN. The VPN nechani sm of the present
invention is operative to maintain a security paraneter table referred to
as the SAD for storing the security related paraneters related to a one way
connection. For a two WAy connection, two SAs need to be created. New
security associations are added to the SA database and, once created,
subsequent packets associated Y 30 with this SA are processed in accordance
with the paraneters stored in the database for the particular SA Depending
on the packet and the SA paraneters, the packet may be encrypted,

decrypted, authenticated or dropped. Note that a packet is allowed only if
t he packet conforns to the security as specified in the SA database. 3 WO
03/ 00752 PCT/1B02/0272U Al though the invention is especially suited for

inpl ementation in hardware, it can also,be inplenented in software. In one
enbodi ment, a conputer conprising a processor menory, etc. is operative to
execute software adapted to performthe VPN nmechani sm and




security association processing of the present invention. 5 There is
provided in accordance with the present invention a security association
processorwa ;I3mai4 conpri sing a security associ ati on dat abasm/Borozteri ng
security related data for a plurality of security associations, each entry
conprising security association related data corresponding to a uni que
socket, neans for opening a new security association upon receipt of a

socket not found in the SeCUéUWﬁﬁ%%ﬂf‘ﬁf{;?ﬁvgﬁ&ﬂﬂé_se, nmeans for searching
y assocla

for and 10 recogni zing a securi i'on associated with a packet in
accordance wi t IThet gesoic ketptioneaneddsor noed rhéwsefg firtoah grivetesetworkt (¥ PN)
associ ation database a plurali of security.rel d paraneters and neans
for forwar¥FHE e ng u?%i"’]iaflﬂg ot%’é/s TPy SF%%&E e’i??%%r ﬁé%eitegstgo 2 ual
Privat e Neénspmpkbmi@ecyyBRd) aseaiitidntiyatiph.0OTRS VBN rhevharfisi isaidapted tooseesuldsblertn: e

security pr ogesses therew th. 1? Tq§re is also provided fj n. accordance wth
‘the prebentHTRABREPD M BATGIE Fhrelasry 437 Chit FRB{‘%WStéf PEAYP tRCBIPEIIOR i ng
security asspgimbiRn ifled phase JRass: tarmstitiongddsaednid 3 krliatedpidata for a
plurality of security associations, each entry conprising security

associ at i opfrioafladigitp] datigans (R4 0 [HRIOR FOmBUiETSy AiCqieCaBRqtiag to dheplntgrigtiory of
security efngiREs. ,-EA8RwSRCUrity engi ne adapted to performa security
process, neans for opening a new security association 20 upon receipt of a
socket not fourideipreseiidneation fanybeawediri enjvaetiatavittiba badweams sofvean baskdr

searching §af,fRd 851‘?420? Borhfifle BeTES Wb Ese ?ﬁﬁl@&?ité}%ﬂ g?sa&ﬁ%i‘réésﬁ% lebfdd at”

i nput packet T h accordance Wwth its soc , hean retrreving from
security oBBsgitat iaonadiptedtas®nmsars the Jotemes| iThy PN seechanisny of ghapeeent
paramet er s, fEaN%al Ao bOTALANG & A8k LA dobbirafo PGS 18 Bhod.
paraneters to at 88¢ "one of the Secur y engi nes for peref ormng a
security procesBu®ihd WENamtchimiandarplacised tdachieds, fgr axeapks, sdapbesich office

construct an out put k i.n_accordance with_ i cul ar .security node
QLT 2i ng SHBRUEYE ik ST RGPS oS O DbV, §F FEyFiE GEuuetod ey o

i s furtheripPe@vioaaset fie FCANr dance with the present invention a portable
conputing device conpri sjng conmuni cation_nmeans adapted t nnect. the
device to a 30 @Sﬁﬁl{'ﬂl’%ﬂ& ?"gﬁ% CWBP%?R,SCW%?V"%%?H a@%?ﬁ?r@éﬁi@n a¢'4¢d | e and
non- vol at i diRuiBR Ys adapted RPfroViak 8leink@sdiB Birymada B igfhldn@nbihe TeSep gRap am code,
a processor coupled to the nmenory neans and the comrunication nmeans_for

execut i ng AEIHr BGFERTOBE e foaNEnAYPIPYerarPtipr i it euiligrtigation. ( VibRgh cSerEiy ¢
Conpri si NGy §REMbh (FARSHBE i e AdtBReARADAXBAN fhe FfaFantledd HAD 1ROy t6 €l at ed
data for a plurality of 'security associations, each entry conprising
securi?ly asedrs adtensiat VPWDagsssaeaorng tp trdf Seewesibgatign. rel ated data

cor respondi ng tﬂe?n%’ti%‘%eﬁ@ﬂ%%ecu&yFh'séérci%{ibﬁ XS rR&H btdo¥ssER U &S ingCh
security engine adapted to performa security process, neans for opening a
new secur i papkeiseessi. aNplerthai geninpwpetlst stegpmamasbeorerishbeth finhgnerd #nd quthwusdcurity
associ at i g I I : j Zi

ceourity ARoER OB e R on R A AR A LEEA I 1

i fs socketLANeanthisfase, thet Y wieppnismomopdrativsde fittért bptlaisbomid packsts sduitfedpase
means pl.ural it f [ kS ang fpx forwarding the
pl ur allfst y tg? %%%ﬁ%@?%irﬁg gt%%%ﬁ%%r%%e@?%%t% %agﬁ onéﬂ\gf the security
engi nes for perfherVitMgnahseourof tthe preeane swebtimr igwipehaiive &c keintdiuial sdewigy neans

adapted to _construct an t pu t in accordance wi,th a particular
seour ity o S AR B s BT pbnEfE B0 Rtk blaBp BRI
process. ldheWgroentestial. SBorfr towi vytonmeciag owel 8AS @cadi th Ive tckeatedr dengciritvent i on

a security associatio rocesser, circuit conprising a security association
dat abase {BIOLHGHS G 204 IP RS SR eletebs 087 Breeted SHEPAtent DAcket aBeciried y
assocCi 3y | gmh tHRRSA affrodesSedrp abrdgcesSwii ﬂietpyraﬁ&&espé‘taég @nthe atllaﬁbﬁé fétahe
corresponding to_a uni que socket, a agenent unit adapted to open a new
security a%ag&féia%ﬁo Y eﬂfﬂ'ﬁjﬁ“gr%g‘? Batdcﬁfa“ng%é gé‘k@f&r’i‘?&“’fﬂ&ﬁ?@%’: ray ?‘I%e@éﬁ’ﬁﬁdi ty
associ at i ofecHpleabAgRentidatdd of REAPEA.t INdle Wik ta PERRL BhIlGe8 RARCIHT thopadRd
recogni ze a security associatign associated with an input packet in

accor danc e“ORforRs forthe sespiiEes SP&"‘@&?H”E‘?%Q%%W&unit adapted to retrieve from
the security association database a plurality of security related
paranmeters and forward themto a Virtuad Private Networking (VPN) security
processor for performng one or nore security processes therewith and a
hash unit conprising a hash function and associ ated hash table for 20
facilitating the search for stored security associations. There is further
provi ded in accordance with the present invention a nmethod of security
associ ation, the nmethod conprising the steps of establishing a security
associ ati on

he



dat abase adapted to store security related data for a plurality of security
associ ations, each entry within the security associ ation dat abase

Corr esponwongg/ves2a socket, opening a new 25 security assogr@El/iBoBOMEN

recei pt of a socket not found in the security association database,
searching for and recognizing a security association associated with a

packet in accordance with its socket, retrieving fromthe gsecurity
associ ation dat 1gh the fpygptien ‘Pﬁslﬁflagyes(’:'f}? #"{/1 Fragieopdr B?Fa‘f"%rﬁs‘t SRl

forwar di ngud h@pRibktad iid ¥o@kars ECHI bieY erhifddh&f] PREAPRELE EompShinky ¥iprddddor,
Private Networﬁl ng (VPN) security processor for perform_ng one or nore

security phEEEDses. IPPeERErela egcutypeffarg adapied do pridvpgbe YEN Bedsriganm®e wit h
t he presengecm&g‘&%&gﬁb rg&gg;ﬁgng{thgﬁggaqh@enﬁ&grage medi um havi ng conput er
e

readabl e program coc ans enbodied therein for causing a suitably
progr anired conplieesr ist provided dupsooydanesswith e prasent civapiiosng whRIFItysassdrigiiongr am

‘i s execute . - ef '

compr ot ngPeomstEe b Ry Eine § 16,00 Wk ol GRARR B SHAREREMI IR dae e

means for Gaaplngity hEsecwitpatseciatians,esthadritiyshmarisersecurity asesienatlhed detat abase
for stori ng secur,i t of. securi.ty associ gt i ons,

o ﬁrelated attag;orfoa QIiHraIité X % [
each ent ry ¥BAPIEERY? SBAHT PR aBEBR Y0P M aY ST TR RS CHI PR ERBHETH) to a
uni que socket,sog@put &und éadadkeupityogsantion databaanmeddr fof aetsihng fddend
conput to open a new securi.ty associatiqn 5 n recej pt of a socket not
found [ 1 FEOHEE b SGPouBeHErSaoB FUREA L 2 B8THRL (b FOAPERRCROMER JF SEFEm code
means for geusi B rdheiOrhut @ sE@ri%e&l’séﬂihtfoﬁrdaﬁBEber@ﬁI@@MBZbﬂﬁbcﬂdtﬁ%@l{eﬂt y
associ ation associated with a packet in accqordance with its socket,

conput er r RHYAHE 23 BEsfrclharerding e Fyplity ofi sicHEtYrlated BrrTEtEr o 8 ikl eve

fromthe spgyd ki%wdRSOLHaiN)QBc R foaser FodelbAhihf ¥nObr BECUELLTYy frebaled
paraneters and conputer readabl e program code 10 neans for causing the

conput er t&eredithard the plurality of security related paraneters to a

Virtuals Privat t : i 0 perf: i ne or
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THE DRAW NSSWRGT(VIBOYIGR ZomPhisung seewily iaseciatiorhdateliape nieansriphstoringosgowity of

exanpl e on i : i i . i.n. Fig.
e e b oletteglabitol EbRRENLGE bl Racoi AR TRAMLD Sl RIS oML Bl
virtual 5 platadadas cvetesppmidingec aamigmsodket, helpaléy ©f sedurityesnigines) cach teh@itgont ext
of a WAN or_Llnternet: bl ock diagram.il.lustratinag, an ex

e _ada e& t Felrg 2a sI gung)hg'oces an opening a new secu%%y assoma?igﬁ)l €
network co I SI rPg a0|%08. ana r ]te F_’)&Rf gndn'ﬁl af’ up user
conmun2@ at upeg rededpt\dfrd seeketprot faing inehaverckrityesdvantisandatbbasé enepiise aemis for
i nvention; . . . . . . . .

searching for and recognizing a security association associated with an input packet in

accordance with its socket, means for retrieving from the security association database means

a plurality of security related parameters, means for forwarding the plurality of security

related parameters to at least one of the security engines for performing a security process

25  therewith and packet building means adapted to construct an output packet in accordance

with a particular security mode utilizing the input packet and the results of the security
process.

There is further provided in accordance with the present invention a portable

computing device comprising communication means adapted to connect the device to a

30 communications network, memory means comprising volatile and non-volatile memory, the

non-volatile memory adapted to store program code, a processor coupled to the memory

means and the communication means for executing the program code and a Virtual Private

Network (VPN) circuit comprising security association database means for storing security

related data for a plurality of security associations, each entry comprising security association
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Fig. 3 is a block diagramillustrating the virtual private network

mechani sm of the 10 present invention in nore detail; Figs. 4A and 4B are a
fl ow di agmaomadobszstrati ng the nain SA processor nethod of pdweigresant
invention; Fig. 5is a diagramillustrating the hashing technique of

determ ning the SA associated with an input packet; 15 Fig. 6 is a flow
diagramillustrating the hashing nethod of the SA recognition process of

t he presentelatef/eait porpsPeding tp 4 wnige FpAGH ralwplity Of seRiRgeRenssaeh secapay

W ndow ImecBamlSH.ped %&gmm%gebﬁlﬂy PRREK] ehnb Yorl dpEnifB L MewReRiRF £35%tion F1 9 8
is aflowdiagramillustrating the anti-replay w ndow nethod ‘of the present
20 i nvent i opon RBegpt o 4 socketdheidgirend inl the secpHlyi asgpciatien |detgbase mesantmiganyfed | i nk
1ist struc . US -1 h St : i ol . fl.0 l.agram

i [1ustrati %@ o %gtahgcf%"%ﬁ%%%af f%élh?h%gﬁﬁﬁgﬁiaﬁ@é’gtﬁdil&*h 3‘1631%{"# é’gérﬁi i on of
a SA asSoca@beldnos with @socigpuheapa itk edtrievitty frangthe Sdcurity @sdciaban datagpsameans

‘illustrating,t pr.ocessi ng of the SA manag t dul.e of the bresent
i nventi on; a%’ﬂ‘&%ﬁ fi S§°‘§ﬁ¥ Ir%\%edipgﬁpﬁ%si XIS gjgffllg lr%a?@?% ﬂrﬁ?r Olgreailg'i %fgseﬁ‘é‘#%r med
by the SA rexpaigeimndtersndut Ragfont e therseaeing eriginee ior genfolrving mesgcaitdAoctkssg. 13

Is a flow diagrami]lystrating the ocessing perfornmed by the SA 30
management tﬁ{‘}g’&ﬁepaﬁ et'tg’ﬂgdlw ér?gﬁ"ﬁa Fﬂ%{aﬁ‘?tﬁoﬁssztgancq“&&‘g pg&gt - aﬁ‘foé‘?ea'“i?lw}ﬂé 2a

di agram i | pagéulatsbdigitg M6dd @siking BRNnRessakannd tehéslts dRBOGCaigdosksh each SA
record; 7 WD 03/00752 PCT/1B02/02720 Fig, 15 is ,a djagramj}llustrating
the pré¥ious antheffellse@aaidsd pareAtiancs Wdbeiesant igerSRD GOPTIISY 2spapationr e
associ at ed?x‘%ésEerf%ﬁﬁt SEAPHE 4 QLR assbbittion dhtdbisedfof BAR A BChty Yahk@bhRg an
exanmpl e rel ati onship between a single session _and ' single SA record; 5
Fig. 17 isfoaaplugitanf secumfy pesaeintinns.2AchesoimnsPRPTiEtereHE MSpCipianelated Ak ti pl e
SEssSl ons a%eg%o%'dﬁ | 8 DAnf Q%géet,a@%aﬁéggmeﬁt&lﬂ@ afly @doﬁ)koﬁiénag @ security
illustrating an exanpl e conhputer gqrtocesm ng syster% to platformadapted to
per f or m t hessadjoneetvaniessiptantl ar sickat et Jeundr int {he aseswdly aassasintipn cetebastny of

the pr £5 en}ec&ﬁl\{t?o%td.nﬁr&daﬂtgd 1% search for and recognize 2 security association associated with an

input packet in accordance with its socket, a main processor unit adapted to retrieve from the

security association database a plurality of security related parameters and forward them to a

Virtual Private Networking (VPN) security processor for performing one or more security

processes therewith and a hash unit comprising 2 hash function and associated hash table for
20 facilitating the search for stored security associations.

There is further provided in accordance with the present invention a method of
security association, the method comprising the steps of establishing a security association
database adapted to store security related data for a plurality of security associations, each
entry within the security association database corresponding to a socket, opening a new

25  security association upon receipt of a socket not found in the security association database,
searching for and recognizing a security association associated with a packet in accordance
with its socket, retrieving from the security association database a plurality of security related
parameters and forwarding the plurality of security related parameters to a Virtual Private
Networking (VPN) security processor for performing one or more security processes

30 therewith.

There is also provided in accordance with the present invention a computer readable
storage medium having computer readable program code means embodied therein for causing
a suitably programmed computer to a security association mechanism when such program is

executed on the computer, the computer readable storage medium comprising computer
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Wde Wb Detail ed Description of the Invention The present invention

provi des a novel and useful virtual private network (VPN) nechanism for
provi ding the necessary security related paraneters to perform5
encryption/decryption and authentication. The VPN nechanismis adapted to
be suitable for inplenentation in hardware at relatively | ow cost thus
enabling cost effective incorporation of the invention in to portable

el ectroni ¢ conmuni cati ons devi ce such as cellular tel ephones, personal
digital assistants (PDAs), |aptop conputers, etc. in connecting to the
Internet or other wide area network. The present invention can be used in
conjunction with a hardware 10 or software based firewall in portable
conputing devices such as cellular tel ephones and wirel ess connected PDAs
that are adapted to connect to the Internet. The VPN nechani sm of the
present invention may al so be inplenented in software or a conbi nati on of
har dwar e and software.. The VPN mechani sm conprises a security association
dat abase (SAD) and related 15 circuitry that is adapted to provide the
necessary paraneters to inplenent the | PSec group of security
specifications for encryption/decryption and authentication. Each security
association (SA) entry in the database conprises all the paraneters that
are necessary to receive and transmt VPN packets according to the |IPSec
specification. Note that the SAs are initially negotiated during the

I nt ernet Key Exchange (I KE) procedure. Although the 20 invention nay be

i npl enented in software, the nechanismis particul ar adapted to be

i npl enented in hardware that can provide greatly accel erated security
processing. |Inplenmenting the SAD and rel ated processing in hardware enabl es
all 1 PSec encryption/decryption and authentication processing to be
performed in hardware. Note that this applies to VPN sessions wherein the
SAs have already been established. It is noted that 10 WD (13/007S2.1
PCT/ 1 B02/ 01272() VPN sessions whereby the SA has not been established are
.very rare and thus woul d have a negligible effect on system perfornmance.

| PSec provides security services at the IP layer by enabling a systemto
sel ect the




required security protocols, choose the algorithnms to use and place into
use the keys needed 5 to provided the services. Two protocols are used in
| PSec to piooas/ides2decurity including an aut henticati on protrcoiBogierves ed

Aut henti cati on Header (AH) and a conbi ned encryption/authentication
protocol denoted Encapsul ating Security Payl oad (ESP). The security
association or SAis used in both the AH and ESP nechani sns. The SA is
defined as a one-way rel at] i 0. hetwe a receiver that
affords security servi cegﬁfé@%ﬁ@%ﬂ.@f@@@gﬁ@’ﬁ@% it. Note that for a
t wo-way secur e BExchaggion if WoredAfesaited,l Bwhy @€ exabige oflye Mith aBfefRtd & B
security association (SA) related processing on an input packet stream
‘Not e that IHEVPHIINE BAYERE: WEEFBam nay conpri se both i nbound and out bound
packets. Typicatikyl it REblbEW eRALIaRNITuSAHAS isbvedd eftaRBle WP HcalioWADF (He- Grtudihe
Internet) and a Tocal LAN, In this case, the VPN nechanismis operative to
filter Dot eItk precheaiss ofdhr presepiipvestiphi heeenicyt efifeWANNPrdnemstit bound
packets sent frgm{ he, bt Gade iAbdNOILelddRle bG ol RpriShE SRS ATBMd
conprise any type of input data in accordance wth the particul ar

appl i cat i onmotuehNaWAN anddial yraedee eanmpyeasing tppugual grigate pgwoikl mesharismi on
pur poses o ' data streamis considered a sequence of packets.
It is not e%lt%(%%{%gﬁﬁé&%g{gp’nechani smand related nodule illustrated are
presented as arFi2(B exabjpclk dagtayn diustrating tieovirtualtpeivelechetvoork inechanisne oS thepe of
the in Oenti on.t.O‘;eﬁskiI I epel cfeﬁili he el ectrical arts can construct other VPN
nmodul es, eV TIEr T A RAMMATE “sof tware or a combi nation of both to perform
security rel at edggppracmd 4Bnge afldw \dRYrannilusraging deirmain Aipagretsempthbaief hk es  of
the present invention described herein w thout departing fromthe scope of
the i nvent¥8IF™ BESPHAR VPN mechani sm of the present invention is operative
to maintain a SREW ik bYidganaiaitering dbheshirgfieshhRde bodefEmihipeie!S A taysociated
associ ati on_dat abase (SAD) for storing the security related paraneters

rel ated t o"HP gh@PHRFSnnection. For a two way connection, two SAs need to
be crepded. Newiseriuhifiow ASSARHALIARS 1R RBMIRENbO of 118 SRASBLBBRASRAT,
once created, subsequent packets associated with this SA are processed in
accor danceofifie preseReinpentiapet ers 30 stored in the database for the particular
SA. Depending G the Pagh&atinaldiddRe %‘1—%&9%ﬁﬂv@me@lﬁﬁisﬂ%i‘ﬁﬁnéﬁ%ﬁdﬂ%
encrypted, decrypted, authenticated or dropped. Note that "a packet I

al | owed onghgcking bihde prirkh prooess@i ns to the security as specified in the SA
dat abase. The c IS he. i t '

appi i oati ons. i & Bens S PF ey S BEEDRD ok SUD e At AAEE en
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constri ct eile 8Adtalesesh; i n conbi nation with a firewall to prevent unauthorized
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firewal | l@cdgationioa SA associated with an input packet;

25 Fig. 11 is a flow diagram illustrating the processing of the SA management module of
the present invention;
Fig. 12 is a flow diagram illustrating the processing performed by the SA
management module of the present invention to open a SA;
Fig. 13 is a flow diagram illustrating the processing performed by the SA
30 management module of the present invention to close a SA;
Fig. 14 is a diagram illustrating the last open session pointer associated with each SA

record;



i npl enented in a personal conputing type device 12 in a wired or wireless
comuni cation with a network 10 which nmay be a WAN or the Internet for
exanpl e. Woeosperaeonal conputing device nmay conprise any dexgmme2/eireh as a
Personal Digital Assistant (PDA), e.g., Pal mhandheld, a cellular

t el ephone, wireless handset, etc. In this exanple, the VPN 10 nechani sm and
associ ated firewall function to performsecurity processing bidirectionally
on packets fl ovilhdSHee g REstalRg Sthesaats a6 aottisessgaporiers il Batgipgng
exanpl e, t@@p&%ﬁkHBPQ@QQ@&M@@wkﬁmMﬁ%Qﬁbﬂwﬁ&ﬂp'”at'on with a firewall 22
whereby both are inplenented in a cable plug adapter 18 in wired or

Wi rel ess conmudiig dbiion disgtam ilhsrativenngxainpleaplaiéqnship betwigen g eipple éessignnod mal | y
Sits betmqﬁﬂﬂigﬁr%%nyANllnternet and a broadband nodem 24 whi ch functions
to connect & LAN to the WAN I ntenet. The VPN nechanismin the cable plug
adapt er5 funct i dils If7ois pedifigrammibwstatingt an proplsislatignsbip ipacdeat rsuls@ntsedsioom t he
'MAN/InterQ%;at90k§§ E@Nﬁ%?% vi ce versa. The broadband nbdemis adapted to
nodul at e an8 8RS d%at 2 Pr oadband signal such as xDSL, e.g., ADSL, HDSL,
VDSL, etc., satRy |igtB,a badddbgeedillBiating an erausle cempute?Prokéssiag tsipidh exanpl e,

t he VPN ne ni s 0,]s used w a firewal I. 32 erein both are .

ol efrent U BTSRRI R DR e, Pertab B tod golte SRSy BesoRitst feesringy

| apt op, etdfihe présedd inRehtion. Wi rel ess communi cation with the WAN or |nternet.
The co&Puter containing the firewall is |ocated between the WAN I nt er net
and the' LAN 34 to be protected. The VPN nechani smfunctions to perform
security processing on packets sent fromthe WAN Internet 25 to the LAN and
vice versa. A block diagramillustrating an exanple network conprising a

| ocal and renote LAN, WAN and di al up user conmmunicating the virtual
private network nechani smof the present invention is shown in Figure 2.
Thi s exanpl e network scenario, generally referenced 40, conprises two LANSs,
one local 42 and one renote 52. Three conputers A, B and C are 30 connected
to the network and conmuni cate with one another. A B and C may conprise
hosts, stations, users, etc. A VPN gateway 48 and firewall 46 sits at the
entrance to the local LAN and a VPN gateway 56 and firewall 58 also is
situated at the entrance to the renote LAN. The two LANs are connected via
the WAN Internet 50. 12 WD 113/(10752 PCT/1B02/ 027211 User Cis also
connected to the WAN I nternet via suitable neans such as dial tip nodem
xDSL npbdem access, etc. and may conprise a VPN end user in which it

i ncorporates a VPN gateway or may be a non-VPN connection. In accordance
with the present invention, the VPN nechanismis adapted to performb5 the
security processing including creating, storing and managi ng the security
paraneters needed by one or nore security processors in performng
encryption, decryption, authentication, etc. The VPN nmechanismis operative
to process both i nbound packets received fromthe WAN I nt ernet destined for
t he LAN and out bound packets the originate in



LAN and are destined to the WANIInternet. 10 In operation, plaintext

out bound fromthe LAN is encrypted by the VPN and transmtted over the WAN.
Sim | arl ywooisphen4t ext i nbound fromthe WAN i s decrypted trcipiBazat7ext by
the VPN and forwarded over the LAN to the recipient. In accordance with the
invention, the VPN nechanismis adapted to provide the necessary security
paraneters for inplenmenting the | PSec specifications. 15 The invention
conprises a VPN nodul e % I x\gﬁ gl ements that

toget her function to inp enerﬁlFlP? thecg}gﬁﬁb (glgrrl;lf_lgm l'ock di agram
illustrating the VPN nodul e of the present invention in nore a detail is
shown in Figu r a 3. The VPN no#fgtadion HesdleFlapughoytef er enced 70, conprises a

‘bus interface 72, bufferlregisters 74 a security association processor
{SAP) 75 VPN sebBirrfpllgwipg setationgs ud thipeeheudhisdomimenter 92. 20 The security

associ at i WWWM SA

‘processi ng pcute 3 N _.. Cmgi—ﬂmrm—?@—eﬁ—nﬁﬁagenent nodul e
80, hash tat d (LRU) circuit 84 and SA dat abase

86 all of Whai

J ?rﬁ% é: bus with the security engi nes
in the VPN, 15%%?}1% Bui | der. 25 The VPN security
processor Euitprises a 3%5“3 'i”fg%tﬁ SGPFt Y €ngi nes 90 each adapted and
configured perform ub P ecurl ty related operation. For exanple,
t he VPN se

ity proces® ﬁf“Ps C%‘ﬁsepar ate security engines for
per forni i ng™&ncryption y ﬁj?“ ¥t henti cation, the DES al gorithm
Header Mes§BHe Aut hent FiPhetit] i T8VAC), etc. The VPN nodul e comuni cat es
with a hosPEdevi ce/ CPUPY8 n?Fé;‘%FH’é‘rStﬂ’éE‘@der | 00, 30 static filter 102,

dynamic fiPAdr 104 andDidakAuiko S&&rch unit 106 over a bus 107 via the bus
interface. DRBte that tRigJagH®E Prorssordocunent, it is assuned that the VPN
nmodul e is R8Fmal |y | ochicdel Jvbsspberise WAN and LAN and is operative to
perform seP¥D ty proceBigitalgVesmtilsddipk i nbound and out bound packets. | nbound
packet s r eEBPROM pack eElectrieadlyiByasable Prograpeablgiiead Dnly Memod/ 007S2. 1

PCT/ | BO210BEROM owar dsElettacalixfrasakle BeadOundigpmeket s refer to packets

recei ved fEGH t he LAN EleotemipsCadaoodAN. Thus, the input packet stream may
conpri se bBSP i nbound Bmdpwiatibgbadoadadekeits. The i nput packet stream 98 is
recei ved b¥Dt he host dénarypsiblPebrgpithnt he contents ' thereof are forwarded to
t he header EBROMOer whiEdasabierRrogranmattle ReéaicOug Meatorpar se) the header 5
portion of FRG& packet .Figkd@réppanesbldGatoderayi s operative to extract the
fields of Fnkerest thaFiledlensfis@ebttiypl t he VPN nodul e. The data extracted by

t he header Higgoder i s Hexdeaviesabetuthdadcaivh€obdéerodul es i ncl uding the static
filter, dyAasic filterHhditVRNDigELSwsaiver Linbe bus. The data includes two
hash val uegTMIWO sockelgpet Tae Mkl faagudgbe dynanmic filter and the SA
processi ngJAmnd type ObtepaeKedhitecturg BoadCMP, ARP, TCP, UDP, etc. The socket
for SA andidyfN 10 pr ocB&sicnQomtIMess86PoRcol RI P and the protocol. The
socket formihe dynam Cinferlet Eby EUlRideses source and destination | P address,
sour ce andrpdesti nati onmpedet pRMEoPr ot ocol . Note that dependi ng on the

i mpl ement aggipon, t he heggelet 9g¢Rslerviy be constricted as an external nodul e
or may be pntegral W thidaleedvdtN nodul e. I n operation, the VPN nodule is
operative fpgeopen new BAehit, Udi ng establishing 15 connections to the LRU
and hash |jpked |ists,;detrecddpitRgat o Wiich SA an input packet

LAN Local Area Network

MTU Maximum Transfer Unit
MAN Metropolitan Area Network
MRU Most Recently Used

NIC Network Interface Card
OSI Open Systems Interconnect
PB Packet Builder

PC Personal Computer

PDA Personal Digital Assistant
PDU Protocol Data Unit



corresponds to, updating the state of the SA after successful processing of
a packet and renovi ng unused SAs fromthe connection table. Note that the
SA dat abaw® 0307zl emrent ed and arranged such that SA recogdmiBozozER@
poi nt er managenent can be easily and quickly perforned. 20 The main SA
processi ng nodul e functions as the main processing block of the security
associ atio rocessor. |t opens n SAs, processes existing SAs and tracks
the state M sa 1t dfeadom g §1°E3ircwtry adapted to inplenment an
anti-replafﬂWechanlsn1|RﬁﬂWﬁﬁP updatlng the anti-replay w ndow for inbound
packets, irRP¥menting thfed SakMers@Ynunber on out bound packets/ updating on

i nbound pac¥kets, det ectseﬁ‘gl% ifEel nunber 25 overflow. The main SA

‘pr ocessi ng FRiul e is al Sseuiy AprosigtieoPiggristte the status associated with a SA
i ncl udi ng riht ai ni ng degwity BelicyiRagpbasesequence nunbering, decrenenting
lifetine vaiBlabl es and Sgpatdy Pargmetesinddxus regi ster after processing each
‘packet . ThelGRi n SA pr dusssssioo fentitldsotpepla cyclic fashion for each

recei ved pddRRt. The cydeeBatagrathPdeogokt ri evi ng SA paraneters 30 fromthe SA
dat abase, pr8lessi ng t héerphigk it raté Diitaldiubsoyibei g decrypting, etc. and
updati ng t HePXSA dat abasdrteaiPevge dewsslki ng i s conpl ete. Note that the SA

dat abase i swapdat ed onlwidetheen Ndreokecurity processi ng of the packet did not
result in auwwrror s axield Wedepdlelkket was not rejected. 14 WO 03/1107S2. 1
PCT/ 1 B02/ 027211 The main SA processing nodule also 1s adapted to count the
nunber of bytes transferred on each SA per packet and generate a
notification when the lifeti f.or fr ws.. Upon an overfl ow

det ected, the manager cl osesrfi3 aﬂngﬁ?CIUPg‘}n? ﬁlée]%ﬁemwnThe SA recognl tion
modul e functions. to recei ve and earch t or a
SA mat ching t he 106 oREE @Gy EREEE b FRL SRal ey o SRR TIEN ces”a
security patammiien iferdeptoi&Rk) ther am‘)etsearj/ Psdchtify) ralatédt Iperaﬁﬁfeusr itby peifeocol
identifier. The SP. es.,a 32.bit m numnber. d he CPU
aftor tHe IRETHISAEEIP AT PRI ErEAids TeapRFPEGR o Heapp F blieor e
in the AH aﬂlgleﬁﬁﬁ}ah&aﬁhedasdvme gneltieely ey ERCRINY bBlisd adst Offectie SRbBELtsNE SA
under which a received {())acket wll be processed. The 10 renpte IPis the IP

addr ess of ¥/ BEFPH R fodertable plsFinicoronmpmicaiiongierine s apselifrréilephassr or a

VPN gat ewayyeRbnA Mgt ¥ist@anW¥ {piDAR) IENoS 30RaRtkks t de. E%m%%ﬁh'g kd YhePRREHRE B
identifier indicates whether the SA is an AH or ESP SA, for exanple. The SA

managenent OHsamHide AemRetY ks ThoPiesanhiapHionsen kused ingpaiactiomuitopbardvabase i s
managedq gusi ﬁ%% tbagéacmm it 9EHatid- B ARl t&eymés' KR s kil PR pl e aieSSed

using 15 a table. In addition, the manager functions to I hsert new SAs
into the dawﬂmeoneﬁct%%ﬁﬁalafama@nte@é%mmwé«fé@ Ifti¢rogh Tie & PhiemeshanisapSo

avar | able oy o aeL g e AR B T S PR oh 0 RS, e

in terns ofsoftware- f or one or nore SAs and when deleting a SA, update the LRU

and hash Iinked tnfo ! o - n i at ed
20w th the Sa 1Bt Ba N R GAAG LA CldddBh dhidfesf ISEDPUR RRIRC, L
and ot Hér Skcuigy dtaed adagitead toipnolidedthe gecBary parameters to implement the IPSec group of

security specifications for encryption/decryption and authentication. Each security

association (SA) entry in the database comprises all the parameters that are necessary to
receive and transmit VPN packets according to the IPSec specification. Note that the SAs are
initially negotiated during the Internet Key Exchange (IKE) procedure. Although the
20 invention may be implemented in software, the mechanism is particular adapted to be
implemented in hardware that can provide greatly accelerated security processing.
Implementing the SAD and related processing in hardware enables all IPSec
encryption/decryption and authentication processing to be performed in hardware. Note that

this applies to VPN sessions wherein the SAs have already been established. It is noted that
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state and current status, for use by the various processing nodul es of the
VPN nodul e. The hash table is used to accelerate the recognition of SAs.
These conwonsnis2are described in nore detail infra. 25 MegrnBée/@dracessi ng
The main SA processing will now be described in nore detail. A flow diagram
illustrating the main SA processor nethod of the present invention is shown
in Figures 4A and 4B. The VPN nodul e and security association processor are

const r uct e PNosepriensahsrahy dhectA dag votibrenesishlived areagy e thugiequdd bavea dat a
associ at ed )é‘%]fgﬁbléé}?ecp Jg,gsc[,sm;% 1‘?1?ang”0m 30 the SA database in one stage,
secon

the data the processe stage and the results of the processing
witten back t olPShe pSAidds sethEtyeseiicea at Hier & lsyesdwy. enBolirignay syskee mmg theng

stage, one ¢ securjt cedur he d the
T s B L S L o N
PCT/ | BU2/ 02/ iotided thesefvicest Twhqmd;te(ﬁblwremhmlrmﬂh%ecpacpk@mersecmtymdludmOam

‘i nbound or out hound packet 110 I n o oun packet,,. it is

t hen checké‘&Hﬁﬁé#W& %{oéﬁ?l en?tgg] é‘%ﬂ? {l%goﬁyr]l%ﬁﬁ%é f ?stepq Hged

Nor rkral I y,h Eﬁt@ypﬂhbﬁ@.ﬂ%@nrt]ﬂcchﬂidnemoﬁ@ar abitedi gﬁcaﬁai&aaings&cﬁ@ﬂy Bag&ﬁ&S@EGP) vvn'ﬁia a
socket that nmtches, that t he rece ved, pac For eac essi .o ere is
stored a 5SEHRPESHSHEPTE §h i Tregipbch e %ﬁé%alféﬂawhﬁaﬁalﬁﬁe ed] ¢t er |
Upon fi ndi Rga andssFitiaNSnshRpSetiitn alsbiRlc£AIINE8RORE thabaffAdd ScilrBPsbrAtds tad | nput
to the SA processor. The operation of the dynamic filter is described in

mor e dé9a| afifig cried omfip NoteaRatdor adwpivey sayre Gohaess, tye SAS pleregiRhy 9, 2001,
entitled Dynaen’(rjﬁ‘e RReitRh é?rfohﬁg sé&h@gaé@&ﬁfoﬁrtfs}i'j 8:9151eaqaroce§gu§g b@rahym@t%s' gned

and i ncor por at hereln i Its entiret f ound

packet (st pyrkatbarpamt Noteptheikthe inpyt paskes étr@@l gy é@iam)b@ lnb@nﬁi led pratbiued
cannot be 50%9@5 ?gﬁ Mﬁ}}/t n%effi‘ho‘ﬁﬁs g&%&r@@b%@%@“ﬂ&g Ll%t ﬁl%k‘ltgrrr]l%}?% §B041 step

146) . Int I's cas I'S operative to open a store a
poi nter toLthe IBAis pasettbe YENgneshadan stpsetivatotiier bythanound packedy senThiempacket

then re .G fd [ ni zes the se on
Ia?\d passesﬂ{e E%,&ggj QT%NS@&&%E% éscgfas Qéégﬁ%(ﬁée fé&\]&%%l ?@%ﬁdl Zt?le oneso?SI
nore security pdstamhat thesnpat greamt mayooegrife amtyfeef ﬁaﬁudmmasa)r@mb witiethpacket
maxi mum t ran unj.t d upper. fl tranfer to one or nore
Conurt Ty CaBRotE PRiRab e cohimre Pesey 208, PDlut 45 Fob ol phigoss

represent soﬁlﬁ,&hétﬁpﬁtmams&ba?:ms&fonil@@edxaﬁqmwé tfadacliess. al | ovved to be transnitted
W t hout fragrre pt| o/ decryption (E nd. Header Nessage

Aut hent i cati on %FM% ‘2]8[& ha@%@&‘rﬁﬂdéé&ﬁ? “?8@653‘1:“)’7&"‘84@? RErSeniqoAs aBer form
a secunpt yetanifd b2 a8 ateiot PREKRE t6l Bk thd b@bp@l QF el ihPdrsiber 1089 skiled BEHED
security engine conprises the |PSec node, the parti cuI ar encﬁgwtl on

al gori t hm pl&stgcal gasseamspmstrugh other \ERE medujssy e“’b‘?ﬁdﬂ‘l HeFdeeiee s ¥pe(P. e.

zeros or i pGhaRRIGhiABbth tbfp%rfsﬂrm&uﬁffy 181860 p¥eSssing APEBN eRSIEMMiHBR ukipt i al
vector (N) (only fox CBC node), the encryption |c O[Ui/gand e encrypt/decrypt

st ni ct i OHCRFBHPIER ! e RERBPIGRISaHET desgipet ey HIEY 4FREREe B {16 StORe ENAC
security epg@ine.&Rprises the | PSec node,

25 The VPN mechanism of the present invention is operative to maintain a security
parameter table referred to as a security association database (SAD) for storing the security
related parameters related to a one way connection. For a two way connection, two SAs need
to be created. New security associations are added to the SA database and, once created,
subsequent packets associated with this SA are processed in accordance with the parameters

30 stored in the database for the particular SA. Depending on the packet and the SA parameters,
the packet may be encrypted, decrypted, authenticated or dropped. Note that a packet is
allowed only if the packet conforms to the security as specified in the SA database.

The VPN mechanism of the present invention has widespread applications in many

different types of systems. A block diagram illustrating several example applications of the
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aut hentication algorithm(e.g., SHA1, MDS, etc.), authentication header
size (i.e. 96 or 160 bits) and the authentication key. The socket is then
passed t owchs/opaaket buil der (PB) for assenbly as a packetpdrsmsepor28) . The
data passed to the PB conprises the particular |IPSec node, the renote IP
(the 30 gateway IP if tunnel node is inplenmented), the SPI, the sequence
nunber increnented by and the path MIU. The sequence nunber ﬁ )
lifetime f|8@1’1}5gneahaéu%eﬁﬁﬁeepaeerrtrwmwemehe a%&t%aééq?é%ﬁ et ISA‘% EfRék of
both the segugnge nGeK, ARA/IN RkhABRn & oRAf/RACREHONIERHin( &dnfhatibL hwithFPX the
sequence number, it s checked whether an overflow has_occurred. A sequence
nunber 16 TfirewrlDsy DEVSE upaioriBed A 20 aqvelestPhuetiask, Be ishdown o cabfaf the f a
‘hard overfl oTelollly A is closed (step 164), the packet rejected
(step 168) g}r%{ léS%qﬁlﬁsH%eelgl ster updated accordingly (step 146). If a
soft overfl ow odrube Sdst exhmeplEPtiei ¥PN nhieshemaan By imoded wiithga thhevadlotq tlsleqsuence
‘(SEQ bit i.n r r ) ntin If no
Sequence. ndnBLAEBGET T oo s Ba RHEIRY PO 12 BLA LE By Vil (o5
lifetine, iwith a mhmrkem whéhhany aelal WaﬂtNrm tbe/dxrtélhemfohaaampkeur'ﬂ&dpermiae that

the main SA oces onI checks .t he

o Tel T creBipSie it et chwbRE 568 i Bichah® BorsomD BT AR IR ER. 44 o1 2o

of the recara%ﬁc}laam&eta icsmﬁatbﬁereplcdnedwirelem hdhdseg,ugte.entn thal evanile, tthe VPN et i me
A result of | ess than 10 zero

and the result check fQr er
i ndi cat'¥s dRcCoIIR P Ssswte%ew %‘nﬁw g @A eaRIE grocessing biiRchogalli st £ | ow
occurred, t&&e&%dwﬁnﬁé@&@&tﬁm@w&@eﬂaaﬁ&@e@@@d@et rejected (step 168) a-.zd
the status register updated accordingl ‘?e(ﬁ 63 If a soft overfl ow

B useff |

occurred, the CHURPEOPdExAmRad thy VR anee nﬁs@l qorpbaatipp Witkp firewalt i n
the | over fhagfedhd HBHOGRS Shem&ReH DU SnM %thgs aeete;&f% il fwiR@ b Gekieoe

overfl ow occurred,” control %zlisses to ste the recei ved packet is
an i nbound Cpa@kletcai(l@t wigh the WAN ear Unterngt 3 s&&l?eﬂﬂnemlﬁeveegaﬂn sigrbetvegep dbef or med

on the pac K@M&%%ﬁﬁ é&(t?%]a br %%ﬁbgrf‘ds fHohdde 94 ﬁ&hlé?ﬁ%ct%%}s gb an%&{o%@ 1AN86 90 phe

i denti f| ed renot e at eway e protocol. The
resul ts of Whelﬂmem nThe MHNam®h¢Iettlmmrtbdcatblr plegadapien i@etiqes de pufoon sedufitno

mat chi ng SA enLs d rd i o e c

rej ected (§ ém}é ?%é)ag%%e %ef%lo g]A&Ig&ée%%%%to @Q%gﬁyi@) VIIC?%{%% kg%i
recogni t i orbréadbaisl raodeat is iadapgedSAmctdhletepati Kehodubtaleboyditiad sigi enclyanabBL,
filter recogni p t _as irs ens a new session and
connects tIf ’s@%m%mﬁ s%?ﬂl H&nq%éee‘}?@wﬁa%fgmﬁ &6 (step 114), the
packet 40s rej eclheﬁj tt(:ﬁ:lt@m&Z)hea\mi\I infechanisat 30sisuegi witeh flrpekdl mwﬁ&élﬁmoﬂﬁG).
If it did not. f the upper .flags are passed to the sec ﬁay engi nes,
o g ED AMEPHIEIE HBRAOws FTEar 1t ep IO CTRRBAE LI frer

functions tvAred or wireless communication with the WAN or Intermet. The computer containing the
firewall is located between the WAN/Internet and the LAN 34 to be protected. The VPN

,\

mechanism functions to perform security processing on packets sent from the WAN/Internet
25  to the LAN and vice versa.
A block diagram illustrating an example network comprising a local and remote LAN,
WAN and dial up user communicating the virtual private network mechanism of the present
invention is shown in Figure 2. This example network scenario, generally referenced 40,
comprises two LANS, one local 42 and one remote 52. Three computers A, B and C are
30 connected to the network and communicate with one another. A, B and C may comprise
hosts, stations, users, etc. A VPN gateway 48 and firewall 46 sits at the entrance to the local
LAN and a VPN gateway 56 and firewall 58 also is situated at the entrance to the remote
LAN. The two LANSs are connected via the WAN/Internet 50.
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25 assenbl e the plaintext version of the packet for forwarding over the
LAN. The data transferred to the ED security engi ne conprises the |IPSec
node, encwygpisivors2al gorithm (e.g., DES, 3DES, etc.), CBC orpdadBn2/psdei ng
stream type, class of each DES in the case of 3 DES, the encryption key and
the encryption/decryption instruction fromthe |ieader decoder (i.e.

whet her encryption or decryption is to he perforned). 30 The data,
transferred to Y%e Os e} p4t4%y toethy aNARIRHFS %‘ésm’ct%}r’ée P’Pgﬁcsu%ﬂ%,gml up

aut hent i cafb@m, k90K i héi¥h{ Gedss, &Ahd MBP codlfisd a TENheM usatihonnhgager and
t he authentication keﬁ. If an error is generated by any of the security
ga

engi nes ( elngorporpiesinVPhegatemyay pr mavien mepns BEN enngstiony om t he HVAC | f

-aut henti cati on i t . i . WO
087 00750 4 pon/th BssTdsgod ki lnd RERATKRNod, e PEAChEHnth Bhakd to pbftory VO

(st ep 1918)the deweity bredessingnineladivie tcegating, sforiag anfl minaging dhd veruriyeppuaandias nunber
‘i s beyond i -replay wn - A’M (TS ed 81%1” .0 adj ust
for the re%egﬁ%dgg)ysgégeﬁcgnoﬁ%n%g%&I ' eﬁsem%ﬁl\hi ggﬁ%nﬂ eeg i ; ({e%gpé&%’keys
ar e transfaiheatication,t ¢te allteh¥ANi medhhmism Se epeiative B progess ebofls inbpurtidBicketnd
control passes ,to ste 40.  The . SA e n AH only, single SA or (2)
o an sacpaapt e RN dnrepdbas Tt @R N ooy s PR ettt dh

duri ng t heLANrsd aipdssinkdtoahgiv ANTaitdieitthod, the pointer points to the ESP
portion of the bundle and during,the secopd .is set to the portion
DF" ¢ helby mal o TF oPETREoRAD POIASE REOtin oS LA, 15 fucr et B Loy VEN B
packet is drdhbaiRd op&t @p WAR) sindardy) cEBEr kst @Pound4tom ke WAN fshRcdyMed 3o passed
to the ED security eg}%i ne (step.126). If the paclcet is not inbound or not

CBC, the HBpnieayRy the &Y ahfsioaradyd ¢v6r thadARbiostae diomispt- fyfGqerdinge ety the) . |
the recei viggenRag kel VPR ABCHEERHAY 283688h ptdvaRR ik hBcedddhN @B BhiaRBkrs(B} €P

130), the AH keys are transferred to the authentication security engine
(step 148)implemening thy RPee srecHigelia®s. i s not an ESP {step 132) and is an

i nboungy packet ”I(h? mnﬁo%gc)?omp}@% M@'ﬁw{aﬁ)ﬂé tebRubed f‘r;émpa LIRLES of QlehnBits B and

AH type packets (step 137) "and control subsequently passes to step 118. If
t he packet togsthes daristiomép, imndemend the )ARNs mschapismy efp blogle diapfam Hustratiegihe dPpacket

out bound. pagis 7 BRGE R, phafioh M grs BBl SRR Wil 3 PR PRl
is stored genernliye r&Arederdafos eoririsep al 8@ .intérface h&2, padfedtegiserari4i nbbeuniy packet
(58P 139 o N T A PO ST AEP Rl SR e vpdt o
20 The security association processor comprises a SA recognition module 76, main SA
processing module 78 incorporating a CPU interface 79, SA management module 80, hash
table 82, SA Least Recently Used (LRU) circuit 84 and SA database 86 all of which are in
communication over a bus with the security engines in the VPN security processor and the
packet builder.
25 The VPN security processor comprises a plurality of security engines 90 each adapted
and configured to perform a particular security related operation. For example, the VPN
security processor comprises separate security engines for performing encryption, decryption,
authentication, the DES algorithm, Header Message Authentication Code (HMAC), etc.
The VPN module communicates with a host device/CPU 96, header decoder 100,
30  static filter 102, dynamic filter 104 and content search unit 106 over a bus 107 via the bus
interface.
Note that throughout this document, it is assumed that the VPN module is normally
located between a WAN and LAN and is operative to perform security processing on both

inbound and outbound packets. Inbound packets refer to packets received from the WAN
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flags are updated (step 144) and the status register is updated (step 146).
Foll ow ng the status register update, an interrupt nmay be raised signaling
t he conpl wta @moenf24t he main SA processing to the CPU or ot herr/isost29¢vi ce.
Security Association Recognition 25 The SA recognition process will now be
descri bed i n rmre detail. A diagramillustrating the hashing technique of
determ nin 50| ed with an acke re 5.
Each SA co \r”%lspo QL §"a u&f unﬁlep 1§1(<)E(t: re{e& %Dpag}& Smcel& ﬁOI%SlQPV\QANQ%%A;%%%rAfng t he
socket of WANCEhuspite p@mk;mbkdt strdabremsokiptise lﬁiﬂlsmbbl&ﬁdeﬂdmﬂbhuqdmwkefws| y
opened SAs stored in the SA dat ghase. eed. the rec of a SA a
hash table is L}@@dmﬂ}ﬁl RAGkE} (FITEqTp 15H8°§h“"6§’§ ‘S‘éthg‘“t%v@ﬁ c o dggl i RUERE sA

-dat abase afagrepRArBidrHrarda@kdithb Qekldpdarbddr RichAusiohe HPREsieNgr bAsed tHedRedered
socket. New SAs are stored in the SA database and a _hash on.the socket is

cal cul at edeordy 9fdhe PAFketh dhe/pradadrgpder SSRemafiviosEmact die fealls ofintgreshihgbarm
‘poi nter i syl ey el VN fobQeatrhOftd Bkttabed bBthe hW¥ef ER6QR (PR rar&akh BQMH2720

hash table 170 (Figure S) pointed to by the hash result. |If nore than one
SA is storggdugs ltlﬁa@mg hreattatigrilter Hynapic |f%tewmie}ﬁl’1ﬂdnqslulei Fee thel st Thadeta t hat

initially,aa6R btk bEh valhed, *ae bakbls gﬁs@ L&hifsr thd H}trdaﬁ‘ld A4 Mm@@k@&&%

recei pt of a pa t he soc et 172 is input to the hash cal cul ator
whi ch 5 fidndcttymnsf mpkg'erﬁeg,al@’lBOndRBuﬂ"ﬁBI U@Pha@h Toe sbeket 78, SA Had NERR

o ural 14y BRSSO R Bk (1R 28, Sl Al ORI EBhiec o

poi nts to suice rdnédddsinmtxomﬂP Sxddreiss 2omtme tahtb dSeﬁmdiactrabtas end RagbcobA Nae cblnatﬂ in

t he dat aba e C es. previ ous 6 ext Qi nters 4 t.hus i ement i ng
 Goubl y L TRREIP A T ARty B R QKD B0 vE Spdlicu Mg’ BB ke
li st nust xbedmm@amdaeumﬁegfalmmmewmaomah t he soclcet of the received
packet is found. Preferapl ash function is ch oduce as even
o pread as. podtioBPEITH TR RN BEUH & SREBSE L Resnah Spair ook heehiatng
ftinctiopn dmapeclsnsAtdyths UiRIARhE hbdhEile@NistsS d&bmaAging o XARK S Ghi laﬁthJaclssRC. hi

one enbodi nent, perfornmance can be_ i nproved over sinpl.e XOR h nction
by using aCOFEFRIAHS (e EPERINg 7he siatecef e IS4 g Sluﬁ“(?s?fg]sli’foi: 8¢ togRrPaa 6P ance

15 with t hembehb Qwhdag B4 YRk BB cornzlekdtbnmhible. R¥ote Y3 the SA RYNGAT is hhte@ RY3

RY4 ... RYN ~OUTZSOCKSDRY3 RY4 RYS ... RYN-zOUTS(1)SOCKN xn, RTfn R T R+ R
t rs+z ' .andpgrapgeNUPEOSARICCIENHOe aBH POME TRPeERNDE CFY bes casily a@fbama@ly
fol | ows G- _ (Ril~ AND SOCKS ) O (R I!z AND SOCK, ~D. . . D (R

V,. N AND SOCKN ~ (2) and OUT, represents the i~h byte of the output matrix;
SOCKk 2(epr esentldetheinkis Hogoeesing mofde ifstionsat HexmaiR progessiapdivskrafsthe he i,

| byte of stetgﬁg(% I NEFL QLo B lobehis néw SRs agg}gééj;&%& %ﬁstﬁr@esz%cﬁd éx'd&l&ttheoé?ate The

I nput socke ta 1s generated thus gener usi ng the random vector and
the i nput ofozléet. datalso d@nprises circuitry adapted to implement an anti-replay mechanism

including updating the anti-replay window for inbound packets, incrementing the sequence
number on outbound packets/updating on inbound packets, detecting sequence number

25  overflow.
The main SA processing module is also adapted to update the status associated with a
SA including maintaining a set of flags, sequence numbering, decrementing lifetime variables
and updating a status register after processing each packet. The main SA processor operates
in a cyclic fashion for each received packet. The cycles include retrieving SA parameters
30 from the SA database, processing the packet, i.e. encrypting, decrypting, etc. and updating the
SA database once processing is complete. Note that the SA database is updated only when
the security processing of the packet did not result in any errors and the packet was not

rejected.
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WO 03/ 011752 PCT/1B02/ 112720 A flow diagramillustrating the hashing nethod
of the SA recognition process of the present invention is shown in Figure
6. The fiwsiosxweps4is to obtain a hash pointer (typically pavisdgoh7y the
header decoder), the socket and sequence numnber of the received packet from
t he header decoder (step 190). The hash value is generated by the hash

cal cul ator 176. EAIter ativel%, th heﬁder ecoder or ot her ‘?ntig%@may

cal cul ate the ha%h ™59 ReProcxsigdRoqs 815 thd9tiech 4 SBIPE thes PpBPs ¥, & and
the hash pehfdfated sh ERRGA paMatke sh@bberdte haptifiGlibn when tthelifaasb HOi Bher s
equal to NULL, (step 192), the packet is rejected (step 200). 1f the hash
poi nter i s oKBHloRRILYDonmOVRHSN dsisriad.dhe managegclpsefipddld) 5 irst SA in the

linked 1ist assegd aheguidithnt RedaHhdBRhsNierecaPd aSQRkE ehd CRELESRAEAY t O
the SA (step 194). 10 The SA's socket is conpared to the soclcet in the

recei ved paeirease fartact 1@Bhing|the sopkets dbk eacketrinuieh t¢ dleptify laPA) androgmripastach i s

found (ste i . S0C 0 not
match (ot o P TR By pand Rt [P a B LGRS hrotol |UAECHRL TP C1 o
198) and t kempmxehad 32 e eandorh riombst gpnefdRi tptthe (AU her theellFagtockmasthat
pointer pol e rsenc,te(s-)aI\slué‘cli'ﬁcogA.a 1%'3‘ S'ﬁltisctrr]an's Soriegli'rg%e A‘ﬁ I\QIE%Fth%g&ers flfll!':lgle ghpar e
on the socketr 15 &l t[/)vays per f'ormed even 1 n the event on y “one A8 Stor ed

i n the | i nkedivingsdatioblab eclattsthe SAatndehehib opeceted: peekétnviiniel mocessdndlhe
limtedq,by which entity dat.es d intai.ns the linked |list, i .e. either
the Sa 1pr oEdt b Sl R 2otBs b T aBizali SEBURENRSHA PRERE AR shedifr Fosi r e
v?l i se. Tyt@)iVBMgétevda?V@V&ly,der/ide veleph Ve cS@}E:ilitﬁb?IQﬁosi’eﬁlaﬂﬁ@%bdoh iddﬂe?érihunlﬁer
of SAs to be mmintained sinultaneo . Prefer y, the nunber 20 of has
entries i srateswhetier ?%é“tnhéeHﬁﬁggééAogl Pfince it is not desirable to

have many duplitrd 83 ddfadeehtnBolill&EukBBRH Rhidtah Uhe SAf dhdieast Ul thesggket
conpare. Security Association Database The SA dat abase 86 (Figure 3) wll

now be des&¥pbaselisimenagidaisingtlensi recently yeed(F-RH doubliplinded fipfeand js a¢asaasasme

functiqBs 1 a8t phR. SRCMddY iR Ribrdah@ichOto fedt HER!IAYingQf hS QEMEAst ¥n25
associ ations. The size of the SA database may vary dependi ng on the

i mpl enent airbopndand quiwung sackeh flasguThemenresr alsriangtions dsmpleadha §Aassosiater
Fecord T el'gs raraRaeieE MR A TS, QAL {B0Re b plR St jp BEHm aRE T
Path MILT dén@dReheok éhel ifeiduiel iretssnGal @we jor Aud oe sorg A ai®bwhen dejetiPgrdifet er
I ndex (SPI 11pt§a%e %Q LRU and hash linked lists and inform the dynamic filter the sessions associated
20  with the SA to be deleted.
The SA database functions to store the socket and other SA related data, including SA
state and current status, for use by the various processing modules of the VPN module. The
hash table is used to accelerate the recognition of SAs. These components are described in

more detail infra.

25 Main SA Processing

The main SA processing will now be described in more detail. A flow diagram
illustrating the main SA processor method of the present invention is shown in Figures 4A
and 4B. The VPN module and security association processor are constructed to process
packet data in a three stage manner wherein SA data associated with the packet is read from

30 the SA database in one stage, the data then processed in a second stage and the results of the
processing written back to the SA database in a third stage. During the processing stage, one
or more security procedures are performed on the packet and the SA state is tracked in

accordance with the processing.
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WO 03/ 00752 PCT/1B02/ 02720 5Next SA bundl e poi nter166Previ ous SA btul dl e
poi nt er 167Next Hash poi nter 168Pr evi ous Hash poi nter 169Next LRU

poi nt er 16WoRB@uTsaus LRU poi nter1611Lower Fl agsl6l2Last matpeiViBg2/62sEi ON
poi nt er 1613Sequence nunber 3214Anti -replay w ndow (127:0) 12815Encrypti on
Initial Value (63:0)6416Encryption I Cey ( 191:0)19217Aut henti cation

Key/ Hashed Itey.l.npL : 6018 Out 9 f rd
et imose Fiof e Rikistia el AERERIE Rt ) R R T
whi ch conprlil8e JAitpd arr adtbdupd phcket, #hs el cheskalesietliche Al wasrfonrel byehadymaiif r a.

The path MIU is_ st d.in fjel and represents. the nmaxinumsi.ze rmtted
for a packét™f Zséeipug{‘ﬁg %%Tafrlpéég%ﬁga%gﬁ%e%? eSSHSI'ﬁfﬁ%bé‘tsee Vi Teﬁgl%&}ﬁtgsas in
field 3 andodidse t}?ﬂ?lnait&eﬁitﬁhtdoﬂ théB.kdﬂeiUcﬂi bhﬁeﬁA FopCdsel sedsivnOtheret 19 sztc?edlad
security protocol identifjer. T ext.a revi gus SA poi.nters ields 5
and 6) are cOEERORdNL S 1 iesamagﬁﬁaafﬁ i B s iy Gnd RO & e
"associ at ed sWistd, thd SorsapEnd PR istdadBal dnaYndat AHBDSS SrdcSRE) - THeloBératfonoramd 8
store the next and pr evious hash pointer s within the hash [inked |ist
descri bed slpaeic fifteeistdessrited ik awrq fefall insU gs dppiiatipm §orgh N 98GA1 1% filsk a
packet. 10 b}féfé,dz%o% &ﬁgedl%si&saﬁfi@p&%t FROIURREYLRME TriRinR® B dshighed RU

linked Iist Uséd to order SAs in terms of staleness. The LRU l'i'nked Ii st
oper at i on iagd teswpictsddetein imifs entbelyai | infra. A pointer to the |ast open
session,w th thi i ! ! T . er for
t he SArliOs stor eg‘%}oﬁ :V%F Zéu%g?gr tb?gir’dgggl@eét% 8¢)ét§\gtp%e ei%&% Jﬁﬁtg&lggbﬁs ?l%rgj;%F%y

wi ndow usedhd prckdi caniiBVbeproteasadsvithootra $4 jaad the ngtus eqdistsyr ipaeslated §stepri4e).dInl 5
stores a 64 .bit rryption initial fiel t.or,es _a.l 92 bit
encr ypt | on tRegsee FPEH Bierle kP e d el A fd dofd mante % 8 AR T Fadinad ey

i nput  ( HI Cldatabise ldthd Syisinge @ftert Mehe potkehiashvade ksctaduptiis rht 0 ynatic filteri el d

19 stor es the .soft/hard Iidfetisrrrtﬁ E&rt {hhg SA which is used to determ ne
when to cl 6¥85YZ85APe JeeTRnAnd SASesR SO SAPRHB % al ues are i nternedi ary

resul t g5gener at gth gUrvR0ohie tiRusleedttheratseity2ehrphaee ste refthoad /60 thosh

stored in the table to save processing ti on recej pt of sybsequent
packets. B&RRPERAHRE PAHE! PREE BYerngs Aredlmaimperlobice Hransipaed fofmet he

aut hent i caty} afdrdk@¥urd) endnddlif dRIVING dechAG pYatess6r (s sEII THéATE répSessht@fRd i N
pl ace of the authentication key. in the SA dat abase because once it is

cal cul at ed maxiene pizg;phiihs paekst t‘i‘% ispHeWRbioRE draasiyHiest withoaf fragmentalion| v, t he

authentication ¥gye, ioR/a&k 'Qn\(ﬁﬂ)jJé‘r@ BN edQesh r&ﬂh@r@i@ﬁfoﬁ?@dd&‘ (liINIAId)e 21
WD 03/ 00752a PCT/ 1 B0O2/ 02720 dat abase. The SA dat abase recei ves the HKI and

HKO val2Qes atpperamplee of ssoyrityiengings thehperfmunfar gyt dundlipecos daeupacksf defab Fre. As
descri bed %Q@vgans%et}l@d 36 fﬂ@tg@as%&lﬁ rgagané e&nhsgpe%r th@nﬂ»s%%@adef LR9S. Al

conveying status related information to and fromthe . The upper ?rl ags
st at us conpscris algopthuy(ead.,.iRES, SPEB ats), B CsidivB, bedding strearT &ipk é.e2zergor

incrementing), the class of each DES in 3DES, encryption initial vector (IV) (only for CBC
mode), the encryption key and the encrypt/decrypt instruction from the header decoder.

25 The data transferred to the HMAC security engine comprises the IPSec mode,
authentication algorithm (e.g., SHAI, MDS, etc.), authentication header size (i.e. 96 or 160
bits) and the authentication key.

The socket is then passed to the packet builder (PB) for assembly as a packet (step
158). The data passed to the PB comprises the particular IPSec mode, the remote IP (the

30 gateway IP if tunnel mode is implemented), the SPI, the sequence number incremented by
one and the path MTU.

The sequence number and lifetime fields are then read from the SA database (step
160). A check of both the séquence number and lifetime is then performed (step 162). For

the sequence number, it is checked whether an overflow has occurred. A sequence number
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WO | 13/ 007~2~ PCT/1B02/ 02720 Table 2: Upper Flag Bits Flag Definition Size
Val ue 0000 0001 0010 001l 0100 A A 1PMIPSec node 4 bits A 10 0111 1000
1001 1010wipdsiooksk@0 | 101 DET DES type 1 bit O 1 Descri pti opcisoyiN20
Transport AH Tiumel AH Transport ESP Tunnel ESP Transport ESP/ AU Tunnel

ESP/ AU Transport ESP Transport AH Tunnel ESP Tr ansport AH Transport ESP

null (AU on Tunnel E nul | T.only) Auth tlc I on Cr ti /. Check
Encrypt i onPf%%!?‘Wﬂa?" g’ﬁ I’E%cp?rysﬁf‘l (#n &8 PB’rPCQu ﬁAI ’ézﬂ‘is %2%
DEMDES nodgdcikbi fefEeB m@dg%@ RDeterds RiglsQESBdRarisichdint a4es LESRopaddi n
W th incr ergrentl ng valjéues 000EE IéOO1EEDO1SEDEgIigté@g’deEg%%I1 asyts@teé o ~ob ’

bi t s011EDDPYRIBRE PO et 8 (SFEL 151 fsomesr Ry madxine he enft jegnpere KERQ) Wt iy ghe of

Tcey 1 bitfelHags iafid tp?&:eWcéﬂﬂMues \i‘ﬂtlFlsfeﬁtl’Mselﬂ)ﬁo tsbuBndeeNuntbef oo @gwHKI
and HKO AHS AH size 1 bit O AHsize is 1 AH size is 160 AH AH or ESP 1

bit O Thi soSAEg cpgml paspefitg sigp 126 AH DI R Direction 1 bit 0 SA for outbound
‘packets 1 SA fgxfort A qulg%ﬁécﬁecﬁw)et tn&‘etﬂnebdv%rf% s%céée§ SNbR @tht 4RA 1S

valid) 1 This SAis enp Is tnvalid) A the upper flags are set by
t he CPU andlarlE%x‘tiPtWCStSiﬁe 0319( qiipd@@sssld’ptlma'fmetemwf&yfeb ad ldatimarthkeok ndtegmst ofby t he

SA process LS_enpty,
e T rval e iop LARE SR thard kol 113 ot RS ABMs bltiaat ba®Th Y
bits 23 HE)c(ﬂﬂbﬂtIv]thEMﬂuﬂﬁﬁnﬁaéi@ﬁ&ﬂ@%’@]lﬂchemdd dat evetfloey. speeduftiof 1dsPBem node,
i.e., P, ESP/ AU, AU onl hans e tluee | PSec
rodes S B0 HEHEE PN BERiy K0o TR LRERPS AHACE FGhalt UREPTIUL P,
SECh as gemarEAF] BoclkRSstp ) 64), ﬂﬁ&ha)okethege@fjtb(smtléa)@mﬂﬁlsmﬂsl ﬂe@steﬁﬁ;ﬁnateﬁnl g

t hese nodes, the VPN e I s_.used, stan € t hout t et bhuilding
funct i onal FegRER, GRS VR SAgMACOR et SrCEll i Bimad B BoGiis Heor

i mpl ement i et DieSm3 QEBTEBE iy Bhd et Eagy Md p’lﬂc@ﬁﬁg ta@nt{m@bew(th R 1200)1¢ no

SHA- 1/ MD-5_aut henti_cation engi ne node (I PM:=1011) or both encryption and

aut hent i califelime e¥giLAY CRPETEd(PPRRLI PR t0 StPREZBET bit i ndicates the type of
DES ei ther DES 19te3b%Red phkeiENL i}ibbudd%bl&@ts?e% tbg s@ﬁ&y"ﬁ@%mﬁéﬁﬁ@% EGR or

CBC. The PAM bit indicates either ESP padding with zeros or 10 |ncrerrent| ng

val ues. Thi redprnisdton;thripacketésfen hie2) p?éld?ficéh‘?dalﬂ nypEdetel mdg. TindAAHenified
i ndi cat es %ﬂﬁasﬁ%?%ﬁ:‘gﬂ%}n@%\t )g h&@fP‘ 28yl ﬂl%éol MpBe f%'éul@%-ﬁle rg_cjagme\gﬁn@ t

i ndi cat es e size of the 96 or 160 bits, the AH bit I cates
the SA is umiturhasrto igPmain SA;—plamgsqrhéf 10 Ratching SA entry is found during the recognition

process, the packet is rejected (such is the case when the SA does not exist yet). If the

20  recogunition finds a matching SA, the packet is decrypted. The dynamic filter recognizes the
packet as a first packet, opens a new session and connects the session to the SA.

If the IPSec mode failed (step 114), the packet is rejected (step 152) and the status
register updated (step 146). If it did not fail, the upper flags are passed to the security
engines, e.g., ED, HMAC, and the packet builder (step 116). The packet builder functions to

25  assemble the plaintext version of the packet for forwarding over the LAN.

The data transferred to the ED security engine comprises the IPSec mode, encryption
algorithm (e.g., DES, 3DES, etc.), CBC or ECB, padding stream type, class of each DES in
the case of 3DES, the encryption key and the encryption/decryption instruction from the
header decoder (i.e. whether encryption or decryption is to be performed).

30 The data transferred to the HMAC security engine comprises the IPSec mode,
authentication algorithm (e.g.,, SHA1l, MDS5, etc.), authentication header and the
authentication key.

If an error is generated by any of the security engines (e.g., from the ED if padding

failed or from the HMAC if authentication failed, etc.) the packet is rejected (step 114).
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bit indicates whether the SA is for outbound or inbound packets. The SA
dat abase al so conprises a |lower flags status register for conveying status
15 rel at eggigghersppti on to and fromthe CPU. The | ower fl aggTaBedn2s20
conprises a plurality of bits as shown below in Table 3. Table 3: Lower
Flag Bits FI agDefi ni ti onSi zeVal ueDescri pti on0O0AnNt i Repl ay di sabl edARVWA. RW
si ze2 bitsOLAntj, Repl a Wnd Repl ay , W n nti Repl ay
W ndow = 128 SHDF % E‘) % "Nadat ef?“ﬂ hemsps o %eprixgl} é?ﬂ%l S mAge
HAt1Thi s i gethihRfrd. ﬁttheQr‘Pecbﬂe& E‘éqﬁelﬁéﬁkﬂn@dﬂﬁd’ ebhd ik dati-Ript) Wikw tAReh et g this

sessi onMANmanual keyl bitONo manual keying for this SA . 1Manual keying for
Chis SASA HrdRisrpbESted ip pERpfer e RAUHFPEINFSEEbNds S-mode] bi t 19A

lifetime is nmeaguleh 1sr}5.ﬁ‘%st% ﬁ.ﬁﬁ tﬁpkhske%%faﬁsf&{edhgrtﬂ- iltﬂhﬁﬁggﬁséchﬁﬁt I e

inthis SAis softlifetinel fetime’in. this i's hardSLT
lifetinkl #ideise 4Pand ﬁenmgasse@eht@a 140f tTh@SérnﬁaydeEmoAH ogblcﬁm&ﬁcéé bitO

‘1 SA sequepcg, ipEE s 4 o800k PUES LN AN TR Blilcd od DAL Brelillt ST 26

of the-.anti-replay wn owbi exi st |ca to del ete
a parti cul pass &@ouoﬁhhesmfaﬂhag, the poietet goiats SAtherﬂSﬂ’ypci’cmnmfblm mopditeiné tdedngdthe 24

WO | 13/11(1752. 1 PCT/ | BQ2 th ocessor hardware. The MAN bit
i ndi cat es %\eﬁ%rfdrPass 't ﬁeetrtoe%l s%nﬁ?{d%ﬁl Ofﬁrééjtl’b\]ﬁlgfef or the SA. If manual keying is
configured, thdfge§ucisother thhh an A¥ESA \Whie nhdckddHEHHephtket 18 inbeandh@dp I2PHcad manual

k | | l.et ed . L bit. .
et o "CReTHEP MG e A0 o B kI, PR R g TR B i
seconds or ndi4nbdMiiEs HdhCBE, tthP‘ieﬁ@té tednkfelrBdlioaBd ED swduityvagint (eepl i2Bpt i me is

a soft or hard Ilfetlme e SLT bij ndi.ca at soft overflow_ has
occuzzed in thdf %F?Ce}‘iefié’ﬁ‘f%ls apfel %Aébp E%‘%W&‘g’t hepfication) dstep {¥Br e ow has

occuzxed i AHt B§s BrerARAHRAGS - thMitﬁentlsaill% tsé&nw Hd- (ke ﬁ%tam fhe OH
flags ar a sett@%y the CPU and read by trﬁe SA rooéesgto? EtI§'?1e SLT and SEQ

flags are Basketiynetpa ESR (stepcldds and inad inhonrd pasketr{atermbbs), b 1At SAtnetiqaid or
MAN f1 ag 'ﬁoﬁc@& to fop%8§%n5m%@tp§9(eHR%p 497)%9%85}%? sEBLdeh b4 FE B IFEF)

Anti - Repl a%/ W ndow Mechani sm™Tn  accordance 'wth the invention, the

processi ngli8s Iadwmeelpt ivouthpndneonirolaaswntq step & aly thﬁe@%‘mdmlwh@r@bynr epl ay
packets ar

nambers | e naUgREkE ey [0) TPELRSh PINLORED 1 PP Rl AE fod BRuSEI RS,

15 tlian t@BCprekehistep j@8ihetcadyptindy agiterd il thm&&databaag(stelpema)ntl -repl ay

wi ndow nechani erfo nied _duri Ki A e

shown in Fi gurZIm}lB kee ?%lxlflsourmel ?%%Qﬁ% Fg})élaéﬁ&}gg’ 1lg)es{r?(r:eed nu er WI? e

M ni MU2O s e@teprde), treapdeted b&luag:emuﬁfba%@fwemdhd e dmkasmmps etpehe v rrber

?i::\,\r;\? (Os(gg F{;r'é;xfﬂébt\e dq\ﬁléjp%ngg{é%i t esg’g 1%#3{1? gécﬁgedt(sc,)tepa ?46;51 anlpowmo t%g sta WI ndow

register update, an interrupt may be raised signaling the completion of the main SA

processing to the CPU or other host device.

Security Association Recognition

25 The SA recognition process will now be described in more detail. A diagram
illustrating the hashing technique of determining the SA associated with an input packet is
shown in Figure 5. Each SA comesponds to a unique socket. A SA is identified by
comparing the socket of a received packet to the sockets associated with previously opened
SAs stored in the SA database. To speed the recognition of a SA, a hash table is used which

30 stores hash pointers to SA records in the SA database and permits rapid lookup of the SA
corresponding to a received socket.

New SAs are stored in the SA database and a hash on the socket is calculated, either

by the VPN module, SA processor or the CPU. A hash pointer is stored at a location in the
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20 sequence nunbers. Packets received whose sequence nunbers are bel ow the
w ndow are rejected (segnent 210). In addition, only one packet is all owed
per sequewoasngrsgber. Thus, the ARWconprises a bit for eachnsemuence
nunber that falls within it. As packets are received, the corresponding
sequence nunber bits are set. A packet received with a sequence nunber

whose bit js already set is rejected: 25 A flow diagramil]ustrati t he
anti-repl abasvb\jtq]? o@%r@fﬁﬂbedbd?mntt tobygéeelﬁfﬁlieﬁ'\l}tn&/ o] ¥ @gn SHovn ' 5%01?4 61[}?‘3 8.
The sequenpeati/MdeSA B dddébto 4 Badd fistondid that RaRily edclipaaken thesiRp tad80)k. The
current position of the anti-replay windowis retrieved fromthe SA

dat abase (%t@ﬁizefé? ULl the sequence nunber is within the w ndow (step

284), it is thegpmheskpborhpickar i spaek etz wihputtihde HEHLSBERNUTRShicAas
al ready been received (step 2865. If so, the packet is rejected 30 &p;t ep

200). 1§ nBestioni geReveirsH QHipahd bash Bt 1 e Thadretresulris pyed a5 g drder & Manber
‘in the recgiyediPROKEL: dom ﬁggssd' lﬂ@raﬁtp%f\eﬁrﬁ&oygo(e%@po&ﬁﬁh%amashlp%hﬁé}e%ﬁd
hi an the ARW foit -l t

whet her it 1s bel ow. or er tl W (step 288). ower than the
Wi ndow, 25hash\pEinG3/H0BRER-a HRET LisBYHO2iB20nttheeSHaelebese; SagleShoeend i theit is

cequonte notay e PUEE RSB (p S R TRE RISy Bl s

accor dancelisti fiha hihen ithevenkét@acurs, kechSHA imatha diekehlist mydubeechiesked metilad maht o 5

mai ntaih a bly.lj d li.st, for stori.ng the SAs in | east recently used
or der . ﬁé}hewgﬁﬂﬁﬁﬁ%ﬁ%e?%ﬁ?reﬁ%ﬂe&lp@&g&’sff ¥ several functions relating to
mai nt enance andrefennblypthe bhsht faectioA isthbt b asgroddde as SAnnapagd aEsvksitie dfhah

finmctions to check the validity of eptries (i.e. lifetines) of SAs in
e Sa_dat SRAEESTbHECHRARE. 1 LRty Ik ok s bls T woe AoeR
lifetimes KoR ga&ionesdt CROE 1hichekmPBdihb®] plafodhareChn beeap@dvidodeha le

dat abase are_10 exam ned. Soft |ifetinme overflows are reported to the CPU

and in t heXORJushhiunglignhygsingpdpndem Geer 1o calewatingdhs hash g3salt Hgpeaprdange

del etegs LifietiemBuohigstdubtich.i s performed on the SAs in order to flush SAs

t hat have beconme stale and that were not noi-~nally closed for sone reason.
For exanple, a SA nmay age out if it corresponds to a packet that violated a
security rile. When a SA is deleted, the SA managenent nodul e functions to
mai nt ai n and upddt¥Odk SA buRidl eRVby R nt-ai niRGg, t he LURRUENd hash pointer
rel ationships and gg¥irm t hezdynami c ki | ter modul e Whighr,gor r espondi ng
session should b Spdﬁor@e i de:llggio insure t:}?’ sessi 0(212 tihat utilbée this
SA will be closeq. A agenent nodul € af'seé2f unct|i Q to provi

unused (i.e. enptly and @avai|l abl e):SAs to t+e CPU upon |requgst. In

operation, the CRYoregu uﬁt Bne pF, "ke new py. | | OUT, ]
wherein the operator ® is defined as follows
20 OUT, = (RV,, AND SOCK,)® (RV,, AND SOCK,)®...® (RV,y AND SOCK,,) 2)
and
OUT, represents the i™ byte of the output matrix;
SOCK; represents the k™ byte of the input matrix;
RV represents the i, j byte of the random vector matrix;
25 @ indicates the XOR function,;

The input socket data is generated thus generated using the random vector and the input

socket data.
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20 SAs and the SA managenent nodul e searches and returns the one or nore

i ndexes to the CPU. SAs are obtained fromthe LRU |list by disconnecting the
| east recwotdsporszed SA bundle (i.e. SAs for both transm t pormdBoBES2VWE
directions) and all the associ ated connected sessions. Simlarly, the SA
managenment nodul e al so graceful Iy disconnects SAs that are no |onger in

use. The SA mana t no SO, PRENS n W, S erein.LRU pointers and
hash 25 poi ntet}\sg argéar%gﬁ"ﬁmttglﬁ Iée%{’ﬁ n%}i‘e a?Aﬁ‘ée\el,\ﬂéfeéo%tbqé‘t% CSSAO%F‘?s\gram
i1l ustratipeechhavégionts seeanh [Fguwsed Tat B step ktol dbsdin & hashChoidter (hipadlly O
track SA use is shown in Fjgu 9. Security association_entries are entered
into the Sﬁoﬂéﬁdag)éébé’ Wﬁert‘i’fg J@%U&iﬁﬁtgﬁkeé S?‘%‘e@ﬁéﬁ‘@‘é’ %g‘e%l‘fe dq3Ests a SA
i ndex frongdheheINadR ABGRBERLp O e hidtevan@XE s@BfhtdArS hOsh SAchspdl &
pointers are used to connect SAs that relate to 30 each other. To insert a

SA int o t hdltematiyplasthe header forgdsr Qypothenentity 41V selcudpte the hnsh goinkri Asler’ UB he new
‘SA into thg tlhBHash'tEblél@LdpeHo%ed dlagndRish %ﬂné‘e&"hﬁ%@éﬁ&ﬂ?&@bl\é%&t&ﬁélﬁr e

socket of the new S wites it 1nto a register king I'ts val ue.
26 WD 03msipgiser 19@an|1 Bd)beIzmep N ethe pegketiisreiepied é»?@r%@p)e enbodi rrent

present ed herei N‘U‘f n f ot | at ed
paranet ers of tLﬂthegg% POQ &Er@ O? Ezikgllle hgﬁll‘i?]&ﬁgl %gﬂé F%@ﬁf St %_tﬁ?

etc., dur ilirgedl he dst@lapadowels ishe hﬁlsiep@mbuaid $oqles mbmmomlﬁng togh&BA| (stepé94)or med
by the ement, upon conn CPU.o S SAis
r ecognl zed r@gs s cclz‘gtelgs?gﬁ?mandrﬂ efl‘gtdflgkéesrﬁgeﬁ‘éedr? 9% 15 éﬁ(eé’t 5%2 }é E‘e S°§]‘%ct ed by
t he SA pr cmasls@fep lvh)ea SA maclpis doed (stép zm amdaneborcmfd tcbhﬁntaEUSAlpfdced [ftsd which

represents ent | sed SA oubI d,l

r ef er enced™® ?l?‘gs clb%ﬁ‘ﬁ Cg‘e(éteElX%ﬂu S Ppytya P lﬁ &Lﬁé'%?l“rﬁ%l 5 {9%i)0| nt er
222 and a fEeNd MeiGodedpbite frod2dep [Phainbieittier th@ast Hash p@fnteh eintsRY NUIIketh | i st

is pointed to b _tfhe contents of a 10 tail LRU index_reg register 228. The

SA poi nt ecﬁﬁ‘BW?él AP regi ster represents the nost recently used SA. The SA

at thepshead of No*f&ﬁthht%lllcﬂﬂﬁgﬂe bh $e sbékePR a9 pdrdrRYd §438 L AR ERRE Sn1pbnd head
LRU i ndexyeg regi ster 227 he LRU |linked list is used to determne, in the

event t he Aot a thejlaked fist. Npie glio gt thy scaproictboiuantionHs wogimited Bitided.
1~1 this casg, eﬁtﬁﬁuﬂxﬁ?e%tanﬂ%%?5ﬂ1§’th9§i§ﬂed%t'1% ckRs afd saeog oééss&m tﬁepéﬁ@ i's

used to store the new SA |agran1ll ustratin he nmeth

updating tHe dmb of ithreidiagh tabbtcamb@hnw@éwin\iameor’fmﬁalb @-WQ}’G]S@@ @p@ds wt ith an

i nput pac | ery
Sl G A L s RS R s A )
Wth raf er@ﬁm@x ¢ntrigFiig eneum t9o times Peernumbet @erAsosmchet isast deaiable Ryemagus SA,
Mat ched

duplicates due to the time consuming nature of the full socket compare.

Security Association Database

The SA database 86 (Figure 3) will now be described in more detail. As described

supra, the SA database functions to store security related data for a plurality of security

25  associations. The size of the SA database may vary depending on the implementation and the

system requirements. The fields making up each record of the database is listed below in
Table 1.

Table 1: SA database record fields

Field No. Field Description Length (bits)
1 Upper Flags 16
2 Path MTU 16
3 Remote I[P Address/Gateway Address 32
4 Security Parameter Index (SPI) 32
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20 SA and Next SA, the matched SA is noved fromits location in the list to
the tail to becone the nost recently used SA. The matched SA is renoved by
(1) settiwpamwernnext LRU pointer of the Previous SA to thegrash24d3eb poi nt er
of the Matched SA and (2) setting the previous LRU pointer of the Next SA

to the previous LRU pointer of the I\/Iatched SA (step 230). The Matched SA is

t hen nade the nobst re entI ugg ét setting the next LRU1 5 pointer of
the Matched SA to NUL % HE revious LRU pointer gf the Matched
SA to the contents of the trﬁYl?usL Bty register and (3)%etting the
tail LRU.index reg regl st ¥ext Fatemtsidex of the Matched SA (s¥ep 232). A
flow diagramillustrati ng fﬁ‘éo rI'B‘é BUNRG of the SA managenent!®nodul e of the
-present invention is Showd gxhL {11, The SA managenent prlfcessing
begins in the idle BOosterPl?ﬂ@LuS PAYES to the next step depénding on the
event. In the case oflla " dewenRlaged' instl-uction fromthe CAY, the status
‘of the |east recentl }2used-agangtehifgsessipadoftrep 242). 1f the 4R is in use
(step 246), the SA andd al |Sefednas mgnbeonnect ed sessions are cl d2ed (step
244) . |f the SA is nd# in Amdieteplghwindewd1A7/) i ndex_reg is set I12®% the next
LRU pointer of the |édast rEcentidtyhiisbdal8N63M) t he next (previ dds LRU
pointer) is set to NURL (<ArepypldBiey (TBEOnext and 27 WO 03/ 09752. 1

PCT/ 1 B02/ 0272U previ dls LRuktimnticdtion XeptHatheé KSAImpen@yed) are t héh set- to
NULL, thereby renoving thdldskaiKeyGamni(15¢:00sed SA fromthe LR | i nked Ii st
(step 250). The unused sa SearHadldetinge set to the SA just di sgannected and
the flag to informthe CPU accordingly 1s set to "1" (step 252) The

process then rehuns to Idle (step 254). 5 A "check lifetime' conunand from
the CPU causes & Smndahhagiere ts upegi %Pdcll‘?é’é’knﬂﬁ@* FESPEtivRis WHICh fOMPEFfe2 act | ve

SAs. The ingaxyCRYRLRMbit AedcAEEEIBRY:S Hethib I8, %Q}Jatﬁmﬁlh@st&te@twﬁel@fz MAdSA 1S
fetched (i.e. the index_counter) (tghgg 262). I1f the SAis currently in use

(step 264)1epqeﬁetssﬂ\e|m4>emmeslze Deray r ﬁrﬁfﬁkqt Heclajing) a¥l disadess. ( Jhepemate) . | f

t he | f i o es
(e the Teohaty EhiBie a3 igle SRS P lTE O pOd Pt 1 el

SeSSI ons aseeunﬁ' odarol Hlenf 16271}16 ngAt apdh pregiqup §Armpinters epldsy 5 pid G)rae 8&kdHas not

aged out . Lohhls SRERHEHNbPHATE SASNOPHLCONOLES il deSsd SalubiRlast

i ndex (step he 1n ex counter 1s increnente
t he net hochtdma (APEY. \Wields 3 tep 8282¢ thefneit ardspraGoys hable pGRtdrs witliothe hesld vi a

the main S| modul &, { i.f.eti cheek |Ls conplete (step
288) and t c@é E§th i r?%d Supra. ﬁl’ge ?Qstn Iy ced {,1sst 5 useg‘éﬂx)m %K rF%)\%Inglnig f 3 pa c(keg
il ustta@t |}F1g1d$ Elencpm)me&snengarﬂqxréwnusmﬁmj ;ln:ynttr’em SAR[ﬂialnﬂtchHﬁMedﬂtodtﬂeeSM t he

present inv t|o t.o ope homn 8 SA is opened,

P oS e b achdths SF bRy TRl Rl B St Sefinine sa | o

al so placed in A Peintepps oy lastt @eplsasion iwitht thes Sasdhstotedkedield $2. [Thé eprend?) .

The met hod t hen retur he ldle.s (ste 4). 20 A fl.ow di agram

1T ustr at | B e MR RS I B TOFREDE) 12 hor &t Hafuise M {28 RiEtEaR ¢ he

plr ese Blt [ nwma?]w Qbed i@ tBd ARAV gneSfanisth @P;ﬁ%@ttﬂﬁ@ rdf)izgl#aﬂceﬂsg I?élfi 1Bh§>£e§& 6451?]1t oA

cl osabl e or the se er. averflo as occurre t he is
ol ear obf i TREBEOTBHRS T2 &lb}}amfllafd lorseresp a&#ﬁpwoeéﬂﬁmgﬁ;? 17 ﬁ@rfs £heo

sessi ons assaghertiOfion k!ega/hhénb& k@%n@ﬁte(}nmnmldwse@to(es &1@01@4Ha)shedﬁkeg Juhod
then returns to the ldle state E& . 25 | f the SA cannot be cl osed

and no sec{ﬁ%@@evahl?nb%?ldd\?eﬁtq‘lf’%w é?:fél riié’ée“(“set fop the A0y Whighds used to determine

when to close a particular SA.

)

The HKI and HKO values are intermediary results generated during the authentication

20  process. They are both stored in the table to save processing time upon receipt of subsequent
packets. Both the HKI and HKO values are calculated from the hash of the authentication

key and a predefined pad value. The HKI value is stored in place of the authentication key in

the SA database because once it is calculated, the original key is not needed anymore.

Alternatively, the authentication key, HKI and HKO values may be stored separately in the
21



the request to close was due to a lifetime check (step 346), the SA is not
closed (step 358) and the nethod returns to the Idle state (step 359). If

t he cl osewpeguests was not due to a lifetine check, the nepCTSBO2RAI0US
pointed to by the |least recently used list is fetched (step 348). If this
SA cannot be cl osed (step 350), the nethod continues mﬁth step 348 and the
process 30 repeats until a SAis found that _can be clo If a SA that can

be cl osed faiatagunthe Méia@,haﬁegﬂ@w Fbﬁd'iﬂ‘éIcFm&sHIfﬂé’aLW‘l(oélttéb ﬁ%?ﬁe oftheSAA i s
t hen C|earﬁ9mQﬁ£ﬁﬁf(f&%mh?%n&ﬁp pointers (step 354), all sessions
t

associated w SA afe Cleared (step 356) and the method returns to
the Idle state Asdespril@ggpoveythe Smt@lslﬁmme& uperrindeow s for cagveyingt ed
-above, the t n the
I S e S S s
i Il ushad i nof tifaes stmsin tepenindebkei2on poi nter associated with each SA record is
‘'shown in Figure 14. Each SA entry may conprises a pointer that points to a
different | ast open session. This pointer is 5 updated each tinme a session
is opened. Note that the | ast open session always is at the head of the

rel ated session |ist. The session database in the dynamc filter is adapted
to store several pointers including LRU, hash, famly and SA pointers. The
SA pointer functions to point to the SA that this session uses. A diagram
illustrating the previous and next session pointers and | O matching SA

poi nter that are associated with each session record is showm in Figure I5.
The session record in the session database conprises a pointer to the

mat ching SA to be used for that session and previous and next famly
pointers to sessions that use the sane SA. The next and previous pointers
in the session entries are used when a SAis closed and all the sessions
related to the SA are to be closed as well. The | ast open pointer in the SA
entry is used to 15 point to the list of one or nore sessions that use that
SA. Wen the SAis closed, the related sessions nust also be closed. Note
that when a SAis closed, both the transmt and receive SAs are del eted and
all the connected sessions are also deleted unless they are part of a
famly. In this case, they are marked as candidates to be killed (i.e. the
PSV bit in the session database flags is set). 20 A diagramillustrating an
exanpl e rel ati onship between a single session and single SA record i s shown
in Figure 16. In this exanple, only one session entry uses the SA The
previ ous and next pointers thus point to NULL. The SA entry conprises a
pointer to the |ast open session for that SA. A diagramillustrating an
exanpl e rel ationship between nultiple sessions and a single 25 SA record is
shown in Figure 17. In this exanple, three sessions use the sane SA. Thus,
the matching SA pointers of all three sessions point to the sanme SA. The
next and previous pointers of each session are configured to forma doubly
linked list that includes the three sessions. The linked list logically
connects the sessions that use the sane SA . The SA entry conprises a
pointer to the |l ast open session for that SA which points to the head of
the Iinked 30 list. Conputer Enbodinent In another enbodi nent, a conputer
is operative to execute software adapted to performthe VPN nechani sm of
the present invention or any portion thereof such as the 29
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WO 031 00752.1 PCT/1B02/ 02720 security association processor. A block
diagramillustrating a.n el anpl e conputer processing systemto platform
adapt ed t wQeydoos2zn t he VPN nechani sm of the present |nventp@nmo§/0m@m
Figur a 18. The system may be incorpor ated within a comuni cati ons device
such as a PDA, cellular tel ephone, cable nodem broadband nodem | aptop,
PC, network transm ssion or 5 switching equi pnent, network device or any
other wired or wireless communi cations devi ce. The device nay be
constructed using any combi nati oﬁ%@’ﬁé@é\/\%ﬂ@%d/ or software _The corrput er

system generg S Ao 00 ‘
i npl enent ed as—amrcrocontrotter—m M T Ut,unput er—ASHC—core,
'FPGA core, central processing unit (%glgt) 71@ Eidr% si gnal processor
(DSP). The system 10 furt her corrprl staItumg1 onIy menory (ROV) 302

and dynami c nain menory (e.g., é’gmnlcatlon with the
‘processor. The processor is al so |n via a bus 326, with a

1ans

nunber of peripheral devices that ar S uf”ilu in the conputer system
The device is connected to a WAN 31 ch @S rnet via a WAN i nter
face 316. 15 M enpgddiv&ley, t4hﬁtsnetv&)1 31 rise an_Opti cal

Et hernet based MAN or other type of o aP?Pé?l [“o¢ation. The
interface conprises wired and/or W|r ss deaspost HHe or nore WAN

comuni cati on channel s. Communi cati of$8!1 /@%ﬂs %1? l@dhonlyansfers data
bet ween the WAN interface and the pr]@é@sséﬁ‘mnel'ﬁ&é ¥eplysystemis al so
connected to a LAN 312 via a Networ kiOLh terﬁﬂlét@éﬂ@&%c(qau?q/@ecgl 0 adapted to
handl e the 20 particul ar network pr01t16@ol B@éﬁm@n@@wpt@ng . one of the
varieties of_copper or optica herdé FoReyptiqry lPeerypéipe + Autesiins

conput er syst 3) %@tl ve fg dynanfi’ cal IBESilter inbound packets fromthe
WAN to the L an ound_pac ets from t3IRESLAN to the WAN as descri bed
supra. An optj mterfg.ge 3200 resi®ids to user inputs and provides
f eedback and otI?] g?at <i s information.CBE host interface 322 connects a
host conput i e 4t syst@m 'Bse phddiig with adept ed to configure,
control and %l\at &"Aﬁffnﬁé operg{’l‘?on of1the my%&mi%ﬁ@imﬁcﬁ&h@{g@h&@

conpri ses nmagneti c storage device 30fgF or geOr i ng application progranms and
data. The system conpri ses conputer pgadalgg® st orage nmedi um whi ch may

i nclude any suitable nmenory neans ingjudi rgpgbut not limted to magnetic
storage, optical storage, CD 30 ROM gyi vegpf P drive, DVD drive, DAT
cassette, sem Qﬁ)hé%&a%ol ati%& or pgn-velmiile menory, biol ogical nenory
devices, or any other nenory storagegevi ggp Sof tware operative to
inplenent the functionality of the VPN megiyni smof the present invention
or any portion thereof such as the seguritpp@ssoci ation processor is
adapted tn =T

within a di siARFi veltmet or 30bit WO U3/ 00%4 .4

KEY 1% use of key Lbit (1) gﬁlsi itfste::hzfs g?seli(eify— create HKI and HKO
AHS AH size 1 bit 0 ﬁ; sz i: e

AH AHoOrESP  1bit 0 T gi e
TR

EMP Empty [t ) T Sh is gty (SA I8 el

All of the upper flags are set by the CPU and read by the SA processor. The EMP
5 flag can also be set by the SA processor. The SA. processor sets this bit to a one when the SA
is empty, i.e. invalid. The CPU sets this bit to zero when the SA is valid. The IPM bits
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PCT/ 1 BO2/ 02720 any other volatile or nonvolatile nenory. Alternatively, the
conput er readabl e nmedium nmay conprise a floppy disk, Flash nenory card,
EPROV| EBEROM3/0EERROM based nenory, bubble nenory storage, PR@MBSi/@r72ge, etc.
The software adapted to performthe VPN nmechai usm of the present invention
or any portion thereof such as the security association 5 processor may

al so reside,. in whole.or in part, | ati.c or dynamc in_meppries or
01T ean BT HEDERE BSbemBah ok RSP AAY Gy aRE B P e R

m crocont rgltl tRkee IPEe6 AT CRS SPionall BE Q&Q@Uﬁlﬁfemeﬂsﬁdﬁ%@l- sebutite kAadaraEeNory) .
lii alternative enbodiments, the nethod of the present jnvention nmay_be

appl i cabl eUPbas PEsHEoskelt Lerss (SﬁL){tHén?Wé‘rﬂeftﬁ)‘ﬁ 16y efont B dhese éﬂ’d?,sr Fh_ec iX's,
field pr Ogerngmﬁ@hs%d 98h& aBhE Wouk Qnel FREASNiIiED R Gk BtyOrThaR Rhd VAN eBBine
specific infegrated circuits (ASICs), DSP circuits, wreless _

i npl enent dnegiess ahdobvaer acedpaten impampymesPESBRESr enguptie/decryptien jepgiapded
‘that the n G184 V- k| et a al s .of e

i nventi onar'g2 %t qgglllllll\%))‘[’rﬁlsﬁgt ze s%)i a‘r@#ﬁgﬁg&zc%@o tﬁeg%fmélé}gn ioﬁvbeértlIFi on.
As numer ouscryptidrf and anthentsatencengiramyds TAMFL 1¢lg¢adi | y occur to those skilled
inthe art, it sddnte i LON. be. | i . e
o e umbor 15F DEABEAAaI R, dddarbrd ﬁ’éﬁ%@k@@%?'d?ﬁ%w BfiiRalelE
appr eci at etle DE&tmaalk leitlsari BGEhOreCRG@r Tiat PAMDit indidatés aithty B3R paldoigedthizemsent s may

be resgrted to, fallin it hin-the. spirit, and,.sco he es .

i nvent ilon. PFFReNtRE, ﬁg‘?ego%lf iﬂgéﬁ f“%%ﬁ%ﬁé%@a%‘é?p?%giIc(iﬁsf*fegfl}esgﬂ%. bify
security asgiesésathé 8Pe pf AHes®efticatisrcaiihtr, MDO P SHAIINThe A HSEsitihdicytesaths gigd at i on
dat abase faor, stori secyrjty rel d.data for, a plurallt securjty
associ at i dfidhe ‘éﬁ&ﬁﬂ%ﬁﬁﬂﬁ&% #‘?i“ﬁ%g’é {Faes th3§‘°’6\’§§8’&‘??§?&?‘1 A?'{e?“&tﬂé"dﬁh%t as
cor r espondiifigditAePwhiltied U SYORKSoutbdBRI ifRIndRRREEY a new security

associ ation upon recei pt of a socket not féund in sajd security association

dat abase; nmeandbf i deabasnilig CPBPTIRRG IPEEOHSATHY HESEE i PPV AEEEME i on
associ gt edefel MnfBmPAick & add ¢ HR (PR Crrebdl flabSstB0s khprisda BARS JrBlts
retrieving fromsaid security association database a plurality of security
rel at ed paasahevebelow gnkeblehns for forwarding said plurality of security

rel ated paranmeters to a Virtual Private Networking (VFN) security processor

for performng one or nore securify 3prRKeFBeBikherewi th. 15 2. The circuit
according to claiml, further conprisin f [in he contents of
sai d securit ¥lassociRefingiondat al¥asse iVelwccor dance wesariptemults of said
security processes. 3. The circuit adfor AmigRdptayclisabled 1, wherein paraneters
associated w said,,security oci dili orAmarReptayrWingoweB2by an entity
external to é‘gp%l ?‘.PSXG%ZF and \Azz’?fsei n 19ai dAnti ReplaytWindoprH &es neans for
storing in said security associ ati on ldat ahasRepdayCMinddby =ri@Bat ed data 20

coi Tespondin gL d new security as§ociTid iohotthe SafAl isRBHAIY e®5S0CI ati on
ot abace and g 18 HASH to i the 1% SA in this HASH entry

HLD Hold 1 bit 1 Don’t 'delete this session
. 0  No manual keying for this SA
MAN  marnual key L bit 1 Manua] keying for this SA
SAL SA lifetime 1 bit 0 SA lifetime is measured in seconds
mode 1 SA lifetime is measured in 64 bytes units
SOH soft or hard 1 bit 0 The lifetime in this SA is soft
lifetime 1 The lifetime in this SA is hard
o ) 0
SLT  soft lifetime I bit 1 SA lifetime has reached soft overflow
) 0
SEQ  soft sequence ! bit 1 SA sequence has reached soft overflow
20 The ARW bits indicate the size of the anti-replay window if it exists. The HLD bit

indicates not to delete a particular SA. This flag protects a SA entry from being deleted by
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hash val ue cal cul ated on the socket associated with said new security
association. 4. The circuit according to claiml, wherein said security
associ at iwo osmom@pened by an entity external to said circuPCTABaR/02BN €i n
said circuit conprises neans for inserting a pointer to said new security
association in a Least Recently Used (LRU linked list. 25 5. The circuit
accor di ng the S& @beassor Haimtahee r TheoWip A &t mdicatenwbetharthere froniungl kayingdldr Becuri ty
associ ati ops from sajd.securi clLat.ion. i '

nccor ding 15 o AHRE R Filob iSRS AL A HEL AR el L Bk
associ at i odirscefrmammmidalydas aoudliowed as soddlatd gnthe §AghvasesoupBie BAIC bt didigitea

maxi mrum tinequt . 32, .. WD 03/11117S2-1. PCT/.1 BQ2/ 02720 7. Ci rcyi

.accor di ng ‘E’Tget@qré?%g‘f‘,hf‘?tﬁ?et ﬁé?eaﬁ‘gﬁ%ﬁ é’inﬁﬁr s frbsrec?r@ﬁﬁfllyrqutﬁ% gdL@Ecuri ty
associ & i oseHMitaRNis@ETwh@EHthd MBS BCd aiff @Matlialifafdns.e THPONT SitiRRektdigha

maxi mum byte count. 8. The circuif accordj n% to .cl [

) J iml, whet eipn said
‘means for WEMERITGhPSCourrd 1B theee diffitirten of g SEECHIF 1"%&5’“8%@6@10 qv@ﬁﬂ(‘i‘b}ﬁ‘f}ri ses:
neans for &aledd iathd'9A dehidste. Wt GraOfhe WREW SOCH S/ A SO AOIIAGY drbiet
security association to be recszé){gnl zed; neans_for | ooking up Sa hash poi nter
t

in a hash WabreCRIdiang readshy fhesit wrogsssam Thaek! areatRQ flags waisel by fikgSat a
fiomsaid el byd ggg%u@%m Qﬂ&&t%ﬁémbrbrmrfﬁgﬁgc&t,mééh%sodeﬁe?edqg@ﬁlsh

poi nter; and nmeans fecogni zing said security association if th
retrielded wanencorenectieys (AxKEF @t associated with the packet. 9. The
circuit according to claiml1, wherein said VPN security processor conprises

nmeans for performng encrypti gk ReRad Windbhavi&nhGtht according to claim 1,
wherein said VPN security processor conprises neans for performng

decryption. 11 I0@rdahéLHith 1RGHRAGHN) thelnhif B AipRAckssid e h@ipRdainkbIMEN: ggCUr i ty
processor conprises nmeans for perform ng authentjcation. 12. The circuit
accor di ng ang-replay meghanige FEPRDYS EPHY \PRRKSSeRTE FiESfehr doe SsaRaniBhBInPlaEs to0
means for tpa.%¥cftlﬁ%rs oA firhtieRBh n8RRclkd bto 36EY bRets WhoseldGudabd Siider RGGQT di NY
to claim1, nmeans for applﬁ_/‘l ng an anti-replay nmechani sm

i zrther conprising ne ) . . !
t 0 i nbbundhjadiceminimum, pepitted rd iagrane dbstitng the gnéireplan windeyrmevdanism

The ci  cu i e R e e T or est abl | shi ng
and mai nt ai ni ndha X-eas tepresadnihk PAusgerntd Rimber ¢obihy mitimkedelieste mrantieng a
head, an bl WOBGGIPo TERL FGATLYoHBSE, ARGALLLY, DIPPRISHLOD i I O1 o,
head. 33 cr3Rd)IEEATR ot alPGEi-leBRR MARIBR((ARW) (segment 212) that represents permitted
20  sequence numbers. Packets received whose sequence numbers are below the window are
rejected (segment 210). In addition, only one packet is allowed per sequence number. Thus,
the ARW comprises a bit for each sequence number that falls within it. As packets are
received, the corresponding sequence number bits are set. A packet received with a sequence
number whose bit is already set is rejected. ‘
25 A flow diagram illustrating the anti-replay window method of the present invention is
shown in Figure 8. The sequence number is first read from the received packet (step 280).
The current position of the anti-replay window is retrieved from the SA database (step 282).
If the sequence number is within the window (step 284), it is then checked whether a packet
with that sequence number has already been received (step 286). If so, the packet is rejected
30 (step 290). Ifnot, the ARW mechanism allows the packet.
If the sequence number in the received packet is outside the window (step 284), it is

checked whether it is below.or higher than the ARW (step 288). If it lower than the window,
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16. The circuit according to claim15, wherein in the event said LRU |i st
is full, the security associations at the head is deleted and a new
security was@gioz32ton i s added to the tail. 17. The circui tpG@umBoz/di7Rg t O
claim1l1l, wherein said socket conprises a Security Paraneter |Index (SPI],
remote | P and Protocol conponents. 5 18. The circuit according to claim1,

wherein said security association related data conprises any one or

conbi nat i ofhedrckehis reistedwil igs bighaiehe paciosdtallied an‘gﬁ’éw ioRustegowite Him
encryption key. .J2. ngllﬁgerciggﬁmgd@q&q{o%ng to claim1, wherein said security
associ at i on reqat ed data’conprises any one or conbi nat| on of the follow ng
val ues: |PSec node, authentication 10 algorithm authentication key. 20.

The circuit according to claim ISAMaP‘F&eﬁ’éFtM@%?l sing neans for rejecting
said packet if an error is received fiomsaid VPN securi t?/e1 processor. 21.

The circuit acddr#cAgares Bithi the invepHem dhf S iTprnagsmenf Medyle) ffpPRefdiveeld in an
Appl i cat i opBReE hf ddublyNiRQE alse Gor Qb the (AR 1) leasl Fecdtly 2@ ShdrCUTHe SA

accordl ng to claim1, "Wherein said circuit is inplenented in a Field

Pr ogr ammbtr@na@ament/mcwe pEfeany sevzgl fupghions relating toameisicaingg) and cerltrgl af the

pherein. sasd dbab! b %;amglﬁ%mgdmy o) BlecObNal ldlgrgﬁae&%es@eﬁp)

24. A Virtual Private circurt, conprisin curity
associ at i ohfedaegrd Sé sre dresSA dataws@upong:omnd froyn the CaUethkat the Egmmand to
plurality of rity.a i to a ry.c i cur i

associ at i o((r?lherC elei;fc%{lmdﬁ Saat %%éé‘c’)rd?eti%e %tﬁml% f;{lgseg? ue\‘ﬁ?h 8%81?0%1(2% §E atl}%%él f‘ of
securi 1§ ea;g:mml Se&dtfemmuven-ﬁqpvmgrepmadda;ﬂte@PU endorthocase af asmmhfehme

process; ans, for_openj.n .n secur, ciatio pt of a
Cocker ot SYERG TSRO £ o8 SRBEC it 35565, b etRES: FESRh,

sear chi ng b@er 8ffsi 84S @iat Five ge@n&esmwa'nuyhammnoahmmlmslsmm feout s@che\hedsbn. an

i nput packet in gance vmt its socket z} (g §0752.P /1B02/ 02720
means for F&tTHE Fnagg: F@?hagea‘?‘ﬂ E‘E?EF?H"?dSatQ 3paskst haviardh Selritls a
plurality of sewuéd 4 gArieliakrd, hasAMRnessientBoMe fiRktide ovaatitangarsidipdate
plurality of security rel at ed paranmeters to at |east one of said security

engi nedd f oPAhupdley by Fginiainiag theilRF pidoeels Boipise Fedafioptiipsad inform the

bui | di ng nﬁﬁ&%n@éamgféhtcenssg&ﬁu{u ShsiGNsHOHIANI4L c1RBE h‘rfs&délntoeﬁd’a% theleRGEond th a
particular security node utilizing said input packet and the results of

sai d secur theutilipetessA wilkbe gtpsedci rcuit according to clai m 24, wherein at
| east one of Sang gﬁcm#oxm&ﬁ%aaﬁe agofﬁggmg tb GrbyTi SHRBE (. Ei&ﬁp& ungel

node servi ces € clrcult acco a| m 24, wher east
one of sai avageBeriAsytoethgiGisurios reqtapt du Op@atllqmﬂ@r@if rqqp@éscomrfamso@@n@w nmode

ser vi % Lo ale UL SlbLAREPLOLR 008 Bldhs WOSEELNRL: haSH ofe sai d

securi ngine 1I's ada orm encryption. e circurt accor di ng
t o cl ai m 2¢PUwiiés enembmmddefm thohBUsl'&th@e@umiCtiya élngdasteeqestljanﬂafbﬁédma&et o
perform degry 8. Th CII‘CI C i.n 4 rein at | east
one said ségug‘éf 5‘”38%‘. tﬁaélsrlns a gec wg d‘?%?gnss o‘?rar%tl gnu |e§c n%gdg@g?mﬁe
circuit acSafidiinghd SAcrhmagerﬂem mmﬂele elso gmbeﬂxéyaé&camn&ts&ﬁﬂthsmmm toyxgt&ngi ne is

adapted to or In one_or eC service CUIt ording
Lo 6l af m oW v SRR el T TR Bt harea AP g & ac 11 ¢
Tnt egr 2§ edpdintessin the hASH tehle atﬂilSAE[ditﬁba@d erreupdateaccor ding to claim 24 vx/ner ein
said circuit is inple tedl Field . te Arra . 32.
The circuit accdrHPHRE nﬁ@“‘ﬁ“ﬁ‘g ast KiFEpte] ézﬁd@ﬂ ﬁ%ﬁ%t g\l%t"rle ?detﬁéﬁlf d ina
Digital 25g8ugs |shd¥'hDEﬂE§.ﬁé 9 %Bhly association entries are entered into the SA database via

the CPU when a SA is opened. The CPU requests a SA index from the SA management

module. The next and previous SA bundle pointers are used to connect SAs that relate to
30 each other. To insert a SA into the database, the index of the leading SA is used to insert the
new SA into the LRU. In addition, the CPU calculates a hash value for the socket of the new

SA and writes it into a register marking its hash value.
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33. A portable conputing device, conprising: comunication neans adapted to
connect said device to a conununications network; 35 WO (13/1107SZ.t

PCT/ 1 $02/ ed/doreawory neans conpri sing vol atil e and non- va@tighgoeiresory,
said non-vol atile menor y adapted to store program code; a processor coupl ed
to said nenory neans' and said comuni cati on neans for executing said

programcode; and ' S.a Virtual Private Network (VPN) circuit, co ri sing
security associte Wtd%tt%é’?@%élﬁ@dﬁ%?méﬁ%mﬁ‘bh@é’éu fetBpst e steeldaby for a

plurality Eﬁnﬁﬁﬁ‘éyﬁﬂets¥cuﬁ§_,sx‘éﬁte%tﬂaﬁéﬂw%tels%ﬁfillfh SRS b)Y kKPRELILAT, BRSYEF IIMAC,
associ ation rél at ed data correspondi ng to a uni que s6cket: a plurality of

security e]P?glrjms,sefG eduring el prycesn gheachiakipeesipntad tseh4 travrfarmed bydbubA t y
process; s %Qr[tuB@r? A PBW SREWHLLY association upon receipt of a
n

socket not I n°sal ecurlty assocl ati on dat abase neans; neans for
sear chihg for diwdry BmeogniZiintpcogmsaed (i.d. tagceasedp canéttheownamdmgmedcewa fotan

| nput pacl L etcted% at?lgc%&jg%%%swatthe 5‘& ?a%ggtaf he§a1 frﬁs ]frlg{l 111&%(5 eVI Hﬁgf rom

sai d securi® y assocl a base medns a securl y rel at ed
par anmet er s:,epmnsthé anost aeosatlyd umg SAai drhel d.uulallyl Itrgkeabﬂmts g&wral]tyytefe&lnaédedZO
parameters to at ast.. o of securlt n erformn
security p‘f‘%@é’é%”t 8’@@% quﬁ,AS% Fahayn gﬁlnle ﬁ%@%én(gaa%ﬂ’é’as (Bnt(?gn?tl ~. ct
an out put ueeclsa: at Nthac el danke MRU hliskepalisti &ulpditede U byt shembglRensd idfi 2i ng
said in g{_;lcketﬁcfmd the results_of said securl‘it]i%/$ process. 34. The device

accor df g T iipdesares TRRsEn 728 otk SO ML i Pofhs REFRhFPTSHtpiiedBSsta W de
Area Net WogekentWalNh-S 2 STIRS A dthBe RN bEBe RREOeM GstiPpoiltdd 163 3he WRRAGIRa Sai d

comuni cations network conprises a Local Area Network (LAN). 36. The device
accor di ng #e8d. B -Ande3 regrgiéid2%ai d corrttnunicati ons network conprises the

Internet. 37. The rdaYiifiedaGERNELNG deRrfilal iliR3ve e §Araaésas@| is Wﬁ‘ﬂcﬁat' ons
net wor k conX)rl ses a 30 Public Swi tched Tel ephone Network é WO

113/ 1111753A fOEmope #herpd pow 88. is Fdied.cIorthigicaseathe dnasfirergntisoused Sns QJQS,CdWhérel n
at | eapd %gﬁgegggghﬁgﬁyg*gxevgggi nes is adapted to perform encryption. 39.

The circuit according to clarm 33, wherein at | east one of said security
engi nes is adarﬁ e"tdmt dlqgmm oﬂustrd@@ t,hpt linehhod »f apdatifigethei ERUi linkad dist dlipmg to
claim33,_ |n5|s d

per f orm aut he l|méa | on. a%%oc e léh ir cw ggég{%{r Shgw? 1@3%8%189%? n at

| east one méthechlsdaeﬁenmanl-evbzy tga neshing S&dﬁpb@dseﬂmnqb&fefo@frpamﬂlﬂﬁS&ketser Vi ce.

FARUCRSHETRR S TR SRR SR N SV
20  SA and Next SA, the matched SA is moved from its location in the list to the tail to become
the most recently used SA. The matched SA is removed by (1) setting the next LRU pointer
of the Previous SA to the next LRU pointer of the Matched SA and (2) setting the previous
LRU pointer of the Next SA to the previous LRU pointer of the Matched SA (step 230).
The Matched SA is then made the most recently used by (1) setting the next LRU
25  pointer of the Matched SA to NULL, (2) setting the previous LRU pointer of the Matched SA
to the contents of the tail LRU_index_reg register and (3) setting the tail LRU_index_reg
register to the index of the Matched SA (step 232).
A flow diagram illustrating the processing of the SA management module of the
present invention is shown in Figure 11. The SA management processing begins in the idle
30 step 241 and moves to the next step depending on the event. In the case of a ‘get unused’
instruction from the CPU, the status of the least recently used SA is fetched (step 242). If the
SA is in use (step 246), the SA and all related connected sessions are closed (step 244). If the
SA is not in use, the head_LRU_index_reg is set to the next LRU pointer of the least recently
used SA and the next(previous LRU pointer) is set to NULL (step 248). The next and
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43. The circuit according to claim 33, wherein said VPN circuit is
inplenmented in a Field Programmable Gate Array (FPGA). 44. The circuit
accor di ngwoasmbmkm 33, wherein said VPN circuit is inplenpgtradoderssy D gital
Si gnal Processor (DSP). 15 45. A security association processor circuit,
conprising: a security association database for storing security related
data for a plurality of security associati ons each entry conprising

security a8e6RUsARGROIRISISAILEE ShTmREE PEsBEnt oY bL-dherrbhgaoLins e le'l%
managenent o4t w@dapt &9m' Be QROMirtked BY §EF Y50 m@m@&u%wﬁmmr@ef fagé pt of
a 20 socket not found in said security association database; a recognition
uni t adapt¥djusolisearestedfaod therfldg teintymi theCRU seordinglyissetdoé] dstewAsAs 3bei at ed
with an i e with its socket; a main processor unit
adapt ed t?%gs&ﬁ%\}%ﬁﬁs@ﬁ@%ﬁgﬂ%&u“ ty associ ation database a plurality of
securityy rel at @d‘cba:kahfettm sommdnd fromdnedCR B emstsdha SXimanagdr t@bemacleclﬁﬁv

‘Net wor ki n ur so far performn n Lty

pr ocessesqffgg?eévﬁ ﬁ?h &iye Q‘%Sas C[ef( con Ao 1Ssu|1°ﬁemen%ﬁgsqﬁ° ?gor)l th‘ﬁ Stgn of
associ at ech frashfetcabd @.ef e ihdegi douﬁtaxt)l(stg) 26129 mae SA if owresitlg e dses@Rp 264)y

associ ati ons Z . WO U3 52~ BU2/ 4 circuit ccor din
o o af m 48 SPFeies SCERT Srndeact Al SRty [RupLRea] PYRGEa ot
adapt ed t GitpéQMdati@ed@by tifik o Guibber LRBytEy @EUBNBY hod adés eu{std ), IRCIU by

associ ations stored i'n_sai.d securlt%/Féqpss ciation dat abase. - 47. The
circui ) acdidriaied gonngcted ssHensgre qloget hprising a packet builder adapted

to 5 constrict jakt $A1i§ bt Lisdaagktind BAARGOFA FS@OVM tmlsacﬂaazeul Whitr tBecurity
nmode utilizing said input packet and the results of said one or nore

security présgespsaisr isiess thppdheclastdnder (Hercdfitdi Hdt i dhacindgxnramter jHaeramentehi d VPN
security Qg g[$§§8§oalhd ‘%%Eﬂhé@éorﬁﬁé‘é%%ﬁ%eﬂ)%zf Olrf'i‘E' 99 e OMRY iOnifidP via HAE

circuit acc di‘ng to clarm 45, wherein said VPN sécurity processor

conpri ses nlaon Pdaprocdsging p@dﬁbrthﬁtrﬁlg: lfedmy gheckns cqupletyifsierc 238 uind thecmethed ng t o
cl ai mAas, | %ﬁ s(gg gzy N seci uity processor conprises neans for

perform ng a hen a 51. The circuit according to claim45, wherein

said VPN s ecur it igrovp ldzag@ssﬂ;lnst@@ng) thememrmrﬁmedmﬂmdma@mehmm
servi ce.

o oo SR X el BEF RS A3 B B a, WRSLESA bl Ry 15
met hod acqudced atgghé tmlodfathKH 1thbM£(snepsE|0§j Cher $AI ustalsosplaiae@ luetine apEdpriate a

Field P X 5 ! 45,
wher ei - oo g1 e brep e T Psmne bt te mediad i B s w Sficr e fkeaal, °\ Doy

55. Aguet hod ofp 8&¢diaiiayh maman@thle@mcesaigcbem&ﬂwdwcmm inShfgrdeftemsdugps of
est abl i shi ng x security. asso

i ati on. dat abase adapted to store securjty
rel ated dattdhg piesent gy %“ltf’)??oé‘? 2 Séciir Wn&%g’@&‘ie lt% ﬁ%he e Clgﬁglrefr\}iﬁwt hi n
sai d securseduién@Ssiaiedbiedilovl BisaRasRdcay BRRANEAG ddare whgekehodiR&tiopeni ng a
new security association upon recel pt. of a socket not found in said

security d8SBRUAomHs fitratitide: 1§E%1F*E§HP?fgasf%iate§n"8‘tk\f BBoth A e dosedésien ty
associ at i 4R GheM RGN tiirnd thRe KA sthid (@gLBvHance with its socket;

25 If the SA cannot be closed and no sequence number overflow occurred (step 340), and
the request to close was due to a lifetime check (step 346), the SA is not closed (step 358) and
the method returns to the Idle state (step 359). If the close request was not due to a lifetime
check, the next SA status pointed to by the least recently used list is fetched (step 348). If
this SA cannot be closed (step 350), the method continues with step 348 and the process

30 repeats until a SA is found that can be closed. If a SA that can be closed is found, the SA is
configured as the LRU (step 352). The SA is then cleared except for the LRU pointers (step
354), all sessions associated with this SA are cleared (step 356) and the method returns to the
Idle state (step 359).
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38 WO 0310117i 2.1 PCT/1B02/ 112720 retrieving fromsaid security
associ ati on database a plurality of security related paraneters; and
forwar di ngos@irod7ykural ity of security rel ated paraneters termpvbaoioal
Private Networking (VPN) security processor for perform ng one or nore
security 5 processes therewith. 56. The nmethod according to clai m55,
further conprising the step of updating the contents of sajd, security

associ ati on datAba8Edjaho%e esrHhHEB2ERMER TR 3l Bretiogs & walaliy # YoiBEpEesses.

57. The meyogh 3esse g pbifts Gh MM dpedR8hisH fhed 3h theS§ £P A0kia@RENI NG afind €W
security 10 association conprises: SFOI’I ng security rel ated data

cor r espondihegast epesaieshionenoinferassdciajedamigorarabAaeror his skavp indugne 14 BashSd ati on
‘dat abase; i . : j d wi:t h.sald new
cocur ity athofitapbufids JIRhUAHCR, (N8 REElPSIATRAA Yl Do & 12

The met hod updatwir @ibingme @ sebsiinnms SBenedh dlotsi thatdlad ldstspepsesfiomnpeaysig anthadwad
‘'security asisgl(e:ireq&ti 0.E9 1srti ses inserting a pointer to said new security
associ atiof I'n & redst Recent | y Used (LRU) linked list. 59. The net hod
accordi ng to cl @hans&sSionf dutdbaer irc olrgp dyrminiixg filthkre iss haxptedf tor gomvieneralipoiaess 20

security associ at.li fr aid curit sQci at i on dat abase. 60 e

ot hod acoSTAEig MLt AR e SRRBIC) 5 SK aginis S hbB B poie fobe g
unused Secuat this 9&5i0f iuséd. OASAihgra iHaitAtise el présioRSHAGIeRt bedflond pbiakkas gndupon
exceeding a rrgxi mum ti meout. 61. _Tgi [TE'[ hgd accor di({;jg to c) %i_m 5? further
conpr i 4P ngMeHEINgEpPIReF BAATS A§OGIRES BHh 935 Setien eoprais shasnaniFamee 3 oRhesai d
security asseph achNindRd ABASLIHRAL QNGRS \Dider T8 X THIRIYE SA GOYOhsedGer The
met hod according to claim5S, wherein said step of searching for and

recogni zi n§easesERLIAR ARG AexIGRMIEORANFS Exserins shag pie th samsGA. Thqgext
03/ 00752 PE{ hBRZO%040s GRlHe Uk RidnNdRs Ratled il D0istdiGed KA oS3 Q6kat ed

wth the security association to be recognized; | ooking ug a hash pointer
in a hash tad¥edtoube ¢ drashbe elesddtasaeella nlhiereid gpen pointera thiyS 4 gnty Srused wai d
securi ty assQci afl [ p t [ i ;4 and
r ecognil}z{i n 3@2‘203%12%8?%@%ﬁ%gg%g@?%ﬁgﬂggﬁﬁé%éwlﬁg&edé] %3{%&&%@? i(x:eﬂlteeg?l&%dhe
socket asseswhianedustise Hehdospdc Rete. thg3ybeThaeS Arist dhepdd, drothothd itragsntiband] ra¢eive55,

el Saggs \zlllr:é:'\ldeslgt%c'iJ r;cxlné YuRhO <5mkd isgssiggsagrteea%ot $leted unless they are part of a
family. In this case, they are marked as candidates to be killed (i.e. the PSV bit in the session
database flags is set).

20 A diagram illustrating an example relationship between a single session and single SA
record is shown in Figure 16. In this example, only one session entry uses the SA. The
previous and next pointers thus point to NULL. The SA entry comprises a pointer to the last
open session for that SA.

A diagram illustrating an example relationship between multiple sessions and a single

25  SA record is shown in Figure 17. In this example, three sessions use the same SA. Thus, the
matching SA pointers of all three sessions point to the same SA. The next and previous
pointers of each session are configured to form a doubly linked list that includes the three
sessions. The linked list logically connects the sessions that use the same SA . The SA entry
comprises a pointer to the last open session for that SA which points to the head of the linked

30 list

Computer Embodiment

In another embodiment, a computer is operative to execute software adapted to

perform the VPN mechanism of the present invention or any portion thereof such as the
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perform encryption. 10 64. The nethod according to claim55, wherein said
VPN security processor is adapted to perform decryption. 65. The nethod
accor di ngwbasebmkm 55, wherein said VPN security processorpcrapesi@pioed to
perform aut hentication. 66. The nmethod according to claim55, wherein said
VPN security processor is adapted to 15 performan |PSec specified service.
67. The nmethod according to claim55, further conprising the step of

applying an antirepl nmechani t ackets received froma renote network.
68, The metiibi ZCPBPITHEOTE T & Hrdatatrty RS a b FraTg S P e
tracki ng segueneeldfrhadsmtalopaghel the VeNehdtRshidni 6Mtha pfeedi® i®ethWosHown20 69.
The nmet hod_according to claimb55, further. conprisin

i . the step_ of
‘est abl i shi FEU&RAE- n&f SYE MRy ba ncemer el b & gprlagléraca%e evis s Rl e d
l'ist havi ngsiRiah eaebrdns] dablle! mydRar, drdadbaRa tmdRHE MHpkdp, WEL AetsRA frhds¥hission or
associations are stored at the tail and | east recentfy used security

‘associ af i offeitding eguipment, aetweredayicaqr ampther jdred©f HYElegcOBnigtions devigs-m 69,

wher ei n i nTihe RUeRY 18 Bbibirk&bl hdifd anh Bothibthdtion bPRardwars 86 oftweSOCI ati ons at
the head is deleted”and a new security association is added to the tail.

71. The met hod Hecempuiry syder] sdnmalls refofracei3R0.sedmprisesc k @rocesap 4 which
Security P, t PA, . P | ent WO
U3/ 1111752 BCTi |§@i§“@%og%ﬁnﬁcﬁ§%%%cf“§% Borlgéﬁgﬁrgq@é’mgﬁﬂa%&meg}srs}fﬁghcéb?%i n

sai d secur FRGAasspcemtal procesingtuwd (@RU oc digirli Sgwl ampessore(AP).c Gibisgsieon of
the follow.ng val ues: | PSec d encrypthen,al gorith encryption key. 73.
The rrelllgo\é\hétgﬁro?od?%ﬁest %tatéci ficlamoggf, m\?\ﬁ%?'e(?‘trqh@a%@ %‘élc%a{q%i/c B4 o%llgrg?liyo Bpel at ed
data 5 conRAMESES aliyn aien@iicationtyith dicippsteabr. tThe ptarkdsomis aigo tadon@Sinidai?&e C

de, authenticat,] i th thenticatign key, 74. T t hod
accor ding T8 01 Tesn APTRE Of BHBPR S e Dot Bt o Uy S packet

i f an errogysiefa. r ecei ved fromsaid VPN security processor. 75. The net hod
according to claimb55, wherein sai od is_inplemented in. an_10
Appl i cat i on Speﬂlefraeﬁw? mceaﬁmgfegao a!“?f‘cﬂﬁ?iuﬂ%ﬁtﬁhéggwetﬁw ﬁwﬁaﬁﬂ'éﬁeeé}%i ng to

claimd, whengsivelys tlethetRirk 003 ity ichRpRRBAIRMicAl EtRerdt Bhstd RIANT R HRP HRe Gat e
Array (FPGA). 77. The nmethod according to claimb55, wherehl said nethod is

i mpl ement e®f YANdeppagiinggn the fpcaionprle é e pquagmises Wisedzamd/on wirgleringriagegadabl e

storage megdi go RBAVRY WARP YL ShuhieARA eI RmnaRdaHsRaDS fBkedhed kherein
for causing a suitably programmed conputer to a security association

mechani sm Wmsfersdaihbgiveyr @mWANeRisteend die Brasessosorfpatcerputealysiendaplie er
readabl e s{or, TR Al 3 PR | NeRhric %ﬁ&?a‘é%?farcf W%G a@%;ﬁ&lf AMAndREpIeans

for causing said conputer to establish a 20 security association database

for st2®i ngriadametwerl phbtceldetgtvacd og., anepiftireaarietyes of ceppennriopiicahBthewett i ons,

each entry, i Si securd as$socl at | C i to a

uni que socE@%ﬂp%%gm%? 'erﬁlr g}?é%%fl’e%r %dgﬁ’yr??g 8%%11 ﬁégoﬁgxq oe?toc ggrgalﬁﬁ%ﬂgg@%g

conput er t nbapdnpaakateometherWAN wste CiAdt arghoutipomd medetspfrorofthea Ladictoethe not

found in sw@ge&uribteé(s% associ ati on dat abase; conputer readabl e program
r

S desSCri upra.
code neans causing td conputer to search for and

An optional user interface 320 responds to user inputs and provides feedback and

25  other status information. A host interface 322 connects a host computing device 324 to the

system. The host is adapted to configure, control and maintain the operation of the system.

The system also comprises magnetic storage device 306 for storing application programs and

data. The system comprises computer readable storage medium which may include any

suitable memory means including but not limited to magnetic storage, optical storage, CD-

30 ROM drive, ZIP drive, DVD drive, DAT cassette, semiconductor volatile or non-volatile
memory, biological memory devices, or any other memory storage device.

Software operative to implement the functionality of the VPN mechanism of the

present invention or any portion thereof such as the security association processor is adapted

tn recide on a computer readable medium, such as a magnetic disk within a disk drive unit or
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recogni zing a security association associated with a packet in accordance
with its socket; 41 WO 03/ 00752 PCT/ 1 B02/ 02720 conput er readabl e program
code neanwofe@noaalsi ng said conputer to retrieve fiom sai @ecTaBR/2730

associ ati on database a plurality of security related paraneters; and

conput er readabl e program code neans for causing said conputer to forward
said 5 plurality of security related paraneters to a Virhial Private
Networlting {VPN) security processor for perform ng one or nore security
processes tfyertieanivolatile4R nopyolatile memory. Alternatively, the computer readable medium may
Ui@ﬁfgiLfS%@Ig\ W%’%%'py %LSkAEf%al %mory 66‘ m‘ E%EIO YééchM&%EﬁkgMa‘%ased rrll‘en'lac‘)l1:3|/‘ 9. A@9
L. A L9. A LbwkBle. AeonyASStadd, RO RoAge, .eAl . Aht shftwahk . alhptddBo Pbrioknl thAYOPNAQ.. AL
no, t <=MpD

<=>U} xsnhc PHIFEED) e B0F Th IR  Taf iy EA1H0R) BT U AP ehichf SaiEs] #59%aiva) ca)
‘a] ca] caj capoadssarlne] Ax] ﬁﬁh@&r} %bl@@} Qﬂﬂa@'tain ey QMT@HM{M main memories or in

m | 7##%88&a&zupkf a\ W ca] ca] ca] ca t%ca cal ca] ca] ca]ca] cal.ca] ca] ca] ca] ca] caU
] ca] ca] ca] %_1}%23_? C‘gljﬂe}aU]heaPE?ﬁTSé%ﬂ 8&] %_quo@puter systtm {i.e. “within microcontroller,

a] ca] cal a&mimo;{roc(esseﬁ(rﬁe&)v&ﬂx uterED S, W, PG whhéAB333334{ val gb\ VU] cal] ca] ca]
ca] ca] ca] ca] ca]ca ca] cal ca] ca] ca] ca] ca] caj ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca
U] ca] ca] ca] ca] dgr e,a‘x;qtg/ega;rg)gglg]egg hq methogjok the present invention may be applicable to

, Us<<=#= Z-Er?ﬂﬁéﬁe(n?a'ég{ls‘j’%if ]994 KehGs ﬁialn@@g}a@al& gl & C}?&&%&Qﬂl@% gléca] ca]

cal 7?77?77

ca]ca]ca]ca ca] ca) ca] ca] ca] ca] ca] cal] ca] caU] ca]'ca] ca

ceeel ﬁPPPﬁ%ﬁ@@j@B wpl%md\%gb]pmﬁcm}ﬁgsﬁ]@a]mal] SEa)catR ciaduits Y iceldss a] ca] c

55PN STR E S RO Hel] SRR VO LET U1 ] £ el cal cal cal ca

] ca] ca] ca] caU] da]soatu]l@d]tha]thea]tppax]dm]ctaa]ma]v@af]lbal]chae]auaésczm]dcaa]rm&]geabﬁﬁ]aca] ca]
IX f U, th

gg] gg] gg] ca ca tﬁ% aﬁ ggfdtg? SB {J]sco ca] 5‘8]36?%5 ajnéafj 1(?3] cgf %ﬁ%&g]ﬂcg]’ﬂc

a] ca] ca] ca@o@ﬁcai]msahﬂdmhmmmmpx mickmqtblrtlsms 8killed in the art, it is intended that the

S R e L st s lspap s e =
| [11}e}} g~AMAdiAgly, it Whrbodfptdctaddandt an stitbkadagiagds) lﬁadlﬁ@lh@ﬂd &d]egaivaigitgal caj ¢
calUl.ca] ca] ca! | uh&nkvdi y5{ vgkf a\ W

ajcalca]calc ca al cal cal

c!a] c!a] c!a] c‘]%}fl)]a%‘a‘]e%f’ét]e&éﬁ %?;f‘l ‘]’@]‘gﬁ]s]ﬁ‘a“ %QW%P&]Oéﬁr@aqS@a]nag}l%%{] ca] ca] ca] ca] ca] ¢
a] ca] ca] ca] ca] ca] cal] ca] ca! <ds-viKPV@w }w mhc”*YU] ] ca] ca] ca] ca] ca] caU] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca
L'y #nx/9L; D

u}xsnid_ZU]]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]calca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 5#! (7EU) } ~xsni cAYTni d_] ca] ca] caU] ca] ca
] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] c
a]J ca] ca] ca]ca] ca

2KLOLj u$gi {vqgl fa\W c] ca] ca] ca] c*a] ca] ca] cal] ca] ca] ca] c*a] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] ca]ca]ca]ca]ca]ca' Way. MjptU Mvpkf [U]c”ra]c
aJ c”Ma] ca] ca] c™a] ca] ca] ca] ca] ca] ca] ca] ca] caU] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca]
caj] ca] ca] ca] ca] ca] ca] ca! () H { & RXgx;
} xrmhc”YTkf "[] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] c”a] ca] c”a] ca] c”a]ca] c”a]ca] c?
aJ ca] ca] c™a] ca] c*a] ca] cha] ca] c”a] ca] ca] ca] ca
boc~. 0()|>? ytni cAYTKf "[] ca] ca] ca] c™a] ca] c”a] ca] cMa] ca] c™a] ca] c™a] ca] c™a] ca
] cha] ca] c™a] ca] c™a] ca] cMa] ca] c”a] ca] ca] ca] ca] ca] ca] ca] ca
“fwL?L4B! z1' }] {vgkfa\ W c] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c
a)J ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]cal cal ca] ca! F] f C<18069CR\ } xr ngb] X] c
]]1ca] ca] caU] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca
"]ca] ca] ca] ca] ca] ca] ca] ca] ca!\ 6f D\B] cq
m vql gb] X] c]] ca] ca] ca] ca] ca] caU] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
~ca] ca]ca]ca] ca]ca]ca]ca]ca]ca]ca]ca]cal mALG
RXgwX[ 1r { vgl gb] X] c] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]calcalcalr,ZVW ¢
$<H>| wrmhc”Y] c] ]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]c
a) ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! >#"j, | nkTq' z2zupkf a\ W c] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca
U] cal] ca] ca] ca] calz2 12" L"
% WOREEEEM ' 8(()"*ztoje [V]]ca] ca]ca] éé] ca] cal] ca] cal] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] calcal cal] ca]lca]lca]ca]lcalcal "**V++& ,./.8.G ./
00" 112333r 444455a55A7V7: : : X;

; zupkfa\W]]ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] caU] ca] caU] ca] ca] cal ca]ca]ca!;
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1011 & 109 ()-2z9'109%& ()-Y" 109 ()-L10%& ()- 10 10 10; .
s109&' ()-W)* +Preangy g5 opening a new security association upon receipt of a socket not found in

1011 f F@¥10%&' () - 3&! L0%& (ir¥sthQ i Bakbast! 109& ()-2z"109%& ()-y& 109& ()--/W/
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10 means for retrieving from said security association database a plurality of security
related parameters; and
means for forwarding said plurality of security related parameters to a Virtual Private

Networking (VPN) security processor for performing one or more security

processes therewith.

15 2. The circuit according to claim 1, further comprising means for updating the contents

of said security association database in accordance with results of said security processes.

3. The circuit according to claim 1, wherein parameters associated with said security
association are configured by an entity external to said circuit and wherein said circuit
comprises means for storing in said security association database security related data
20  corresponding to said new security association in said security association database and a

hash value calculated on the socket associated with said new security association.

4. The circuit according to claim 1, wherein said security association is opened by an
entity external to said circuit and wherein said circuit comprises means for inserting a pointer

to said new security association in a Least Recently Used (LRU) linked list.

25 5. The circuit according to claim 1, further comprising means for removing unused

security associations from said security association database.

6. The circuit according to claim I, further comprising means for removing unused
security associations from said security association database upon exceeding a maximum

timeout.
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8. The circuit according to claim 1, wherein said means for searching for and
5  recognizing a security association comprises:
means for calculating a hash value on the socket associated with the security
association to be recognized;
means for looking up a hash pointer in a hash table using hash result as an index;
means for retrieving data from said security association database in accordance with
10 said hash pointer; and
means for recognizing said security association if the retrieved data matches the

socket associated with the packet.

9. The circuit according to claim 1, wherein said VPN security processor comprises

means for performing encryption.

15 10.  The circuit according to claim 1, wherein said VPN security processor comprises

means for performing decryption.

11. The circuit according to claim 1, wherein said VPN security processor comprises

means for performing authentication.

12. The circuit according to claim 1, wherein said VPN security processor comprises

20  means for performing an IPSec specified service.

13. The circuit according to claim 1, further comprising means for applying an anti-replay

mechanism to inbound packets.

14.  The circuit according to claim 1, further comprising means for tracking sequence

number of inbound packets.

25 15.  The circuit according to claim 1, further comprising means for establishing and
maintaining a least recently used (LRU) doubly linked list having a head and tail wherein
most recently used security associations are stored at the tail and least recently used security

associations are stored at the head.
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16.  The circuit according to claim 15, wherein in the event said LRU list is full, the

security associations at the head is deleted and a new security association is added to the tail.

17.  The circuit according to claim 1, wherein said socket comprises a Security Parameter

Index (SPI), remote IP and Protocol components.

5 18. The circuit according to claim 1, wherein said security association related data
comprises any one or combination of the following values: IPSec mode, encryption

algorithm, encryption key.

19.  The circuit according to claim 1, wherein said security association related data
comprises any one or combination of the following values: IPSec mode, authentication

10 algorithm, authentication key.

20.  The circuit according to claim 1, further comprising means for rejecting said packet if

an error is received from said VPN security processor.

21. The circuit according to claim 1, wherein said circuit is implemented in an

Application Specific Integrated Circuit (ASIC).

15 22,  The circuit according to claim 1, wherein said circuit is implemented in a Field

Programmable Gate Array (FPGA).

23.  The circuit according to claim 1, wherein said circuit is implemented in a Digital

Signal Processor (DSP).

24. A Virtual Private Network (VPN) circuit, comprising:

20 security association database means for storing security related data for a plurality of
security associations, each entry comprising security association related data
corresponding to a unique socket;

a plurality of security engines, each security engine adapted to perform a security
process;

25 means for opening a new security association upon receipt of a socket not found in
said security association database means;

means for searching for and recognizing a security association associated with an

input packet in accordance with its socket;
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means for retrieving from said security association database means a plurality of

security related parameters;
means for forwarding said plurality of security related parameters to at least one of
said security engines for performing a security process therewith; and
-5 packet building means adapted to construct an output packet in accordance with a
particular security mode utilizing said input packet and the results of said

security process.

25.  The circuit according to claim 24, wherein at least one of said security engines is

adapted to implement IPSec tunnel mode services.

10 26,  The circuit according to claim 24, wherein at least one of said security engines is

adapted to implement IPSec transport mode services.

27.  The circuit according to claim 24, wherein at least one said security engine is adapted

to perform encryption.

28.  The circuit according to claim 24, wherein at least one said security engine is adapted

15  to perform decryption.

28.  The circuit according to claim 24, wherein at least one said security engine is adapted

to perform authentication.

29.  The circuit according to claim 24, wherein at least one said security engine is adapted

to perform one or more IPSec services.

20  30. The circuit according to claim 24, wherem said circuit is implemented in an

Application Specific Integrated Circuit (ASIC).

31.  The circuit according to claim 24, wherein said circuit is implemented in a Field

Programmable Gate Array (FPGA).

32.  The circuit according to claim 24, wherein said circuit is implemented in a Digital

25  Signal Processor (DSP).

33. A portable computing device, comprising:

communication means adapted to connect said device to a communications network;

35
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memory adapted to store program code;
a processor coupled to said memory means' and said communication means for
executing said program code; and
5 a Virtual Private Network (VPN) circuit, comprising:
security association database means for storing security related data for a
plurality of security associations, each entry comprising security
association related data corresponding to a unique socket;
a plurality of security engines, each security engine adapted to perform a
10 security process;
means for opening a new security association upon receipt of a socket not
found in said security association database means;
means for searching for and recognizing a security association associated with
an input packet in accordance with its socket;
15 meauns for retrieving from said security association database means a plurality
of security related parameters;
means for forwarding said plurality of security related parameters to at least
one of said security engines for performing a security process
therewith;
20 packet building means adapted to construct an output packet in accordance
with a particular security mode utilizing said input packet and the

results of said security process.

34, The device according to claim 33, wherein said communications network comprises a

Wide Area Network (WAN).

25 35.  The device according to claim 33, wherein said communications network comprises a

Local Area Network (LAN).

36.  The device according to claim 33, wherein said communications network comprises

the Internet.

37.  The device according to claim 33, wherein said communications network comprises a

30  Public Switched Telephone Network (PSTN).
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a recognition unit adapted to search for and recognize a security association
associated with an input packet in accordance with its socket;
a main processor unit adapted to retrieve from said security association database a
plurality of security related parameters and forward them to a Virtual Private
25 Networking (VPN) security processor for performing one or more security

processes therewith; and
a hash unit comprising a hash function and associated hash table for facilitating the

search for stored security associations.
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, dQF z#10%K& The method according to claim 55, further comprising the step of applying an anti-

replay mechanism to packets received from a remote network.

68.  The method according to claim 55, further comprising the step of tracking sequence

numbers of packets received from a remote network.

20 69.  The method according to claim 55, further comprising the step of establishing and’
maintaining a least recently used (LRU) doubly linked list having a head and tail wherein
most recently used security associations are stored at the tail and least recently used security

associations are stored at the head.

70.  The method according to claim 69, wherein in the event said LRU list is full, the

25  security associations at the head is deleted and a new security association is added to the tail.

71.  The method according to claim 55, wherein said socket comprises a Security

Parameter Index (SPI), remote IP and Protocol components.
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FSFEES n5C]_Ng$[S)I}_ %% Tl ér L £E 1];1? ldﬁ%%é%ﬁ?ang security related data for a plurality of

security associations, each entry comprising security association related data

corresponding to a unique socket;
computer readable program code means for causing said computer to open a new
security association upon receipt of a socket not found in said security
25 association database;
computer readable program code means for causing said computer to search for and
recognizing a security association associated with a packet in accordance with

its socket;
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said security association database a plurality of security related parameters;

and
computer readable program code means for causing said computer to forward said
5 plurality of security related parameters to a Virtual Private Networking (VPN)

security processor for performing one or more security processes therewith.
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