Met hod and System for GSM Aut hentication during W.AN Roaming The invention
presented here relates to a nethod and system for automatic roam ng between
di fferent WLANs and/ or GSM GPRS/ UMIS networ ks, where for authentication a
nobil e | P node requests access to the 5 W.AN through an access server via a
wireless interface wwthin the basic service area of a W.AN, whereby the

basi c service area of the WLAN i ncl udes of one or nore access points
assigned to the access server, and whereby the nobile IP node is

aut henti cated by neans of an | MSl stored on the SIMcard of the | P-Node.
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such a as for example PDAs, cellular phones and laptops are beginning to change our

idea of the Internet. An analogous transition from fixed nodes in networks to
more flexible requirements based on higher mobility has just begun. In mobile

20 telephone use, for example, this tendency has shown itself, among other
things, in new standards such as WAP, GPRS or UMTS. To be able to better
understand the difference between the present reality and the IP connection
possibilities of the future, one can take as a comparison the development of
telephony during the last twenty years in the direction of mobility. The demand

25 in the private as well as in the business sector for a worldwide independent
wireless access to LANs (e.g. in airports, conference centers, trade fair
grounds, cities, etc.) using laptops, PDAs efc. is enormous. However the
WLANSs based, for example, on IP today do not offer the service, such as
provided e.g. with GSM/GPRS, which would permit free roaming of the user.

30 These services should also, apart from security mechanisms such as in
GSM/GPRS, include facilities for service authentication and for billing, i.e.
inclusion of billing for the service provided etc. On the other hand, such a
service is also not being offered by existing GSM/GPRS operators. It is not only
the roaming between different WLANS that is important. Through the enormous



service is also not being offered by existing GSM GPRS operators. It is not
only the roam ng between different WLANs that is inportant. Through the
enormous 2 growh in information technology with WLANs (with | nternet

access, etc.) and also the great growh in nobile tel ephone usage, it is
useful to conbine both these worlds. Only the conbination of both these
wor | ds makes possible easy and autonmati @ roanming for wireless LANs, as the
user of nobile telephone 5 technology is accustonmed to. Thus there exists
the denmand for service providers enabling standard-spanning roan ng between
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and the radio devices, in particular mobile radio telephones, using an appropriate
interface, in a local computer network. The mobile nodes are equipped with an
adaptor including a transmitter/receiver as well as a controller card (such as
20 e.g. aninfrared (iR) adapter or a low frequency radio wave adapter). The
advantage of such mobile nodes is that they can be moved freely within the
range of the wireless LAN. The mobile nodes either communicate directly with
each other (peer-to-peer wireless LAN), or send their signal to a base station
which amplifies the signal and/or passes it on. The base stations may also
25 incorporate bridge functions. Via such base stations with bridge functions, the
so-called Access Points (APs), the mobile nodes of the wireless LAN can gain
access to a wired LAN. Typical network functions of an access point comprise
the transmission of messages from one mobile node to another, the
transmission of messages from a wired LAN to a mobile node and the
30 transmission of messages from a mobile node to a wired LAN.

The physical range of an AP is called the Basic Service Area (BSA).
If a mobile node is located within the BSA of an AP it can communicate with
this AP, providing the AP is also within the signal range (Dynamic Service Area



30 transm ssion of nessages froma nobile node to a wred LAN. The physi cal
range.of an AP is called the Basic Service Area (BSA). If a nobile node is
| ocated within the BSA of an AP it can communicate with this AP, providing
the AP is also within the signal range (Dynamc Service Area 3 (DSA)) of the
nobi | e node. Normally several APs are assigned to an access server that,
anong ot her things, nonitors and adm nisBers the authorization of the

nobi | e nodes via a user database. The total area that is covered by the APs
of an access server is known as the so-called hot spot. Mbile nodes are 5
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With mobile network usage, an existing IP access to the mobile node

by applications should not be interrupted if the user changes his location within

20 the network. On the contrary, all connections and interface changes, such as
e.g. changes to different hot spots and especially different networks (Ethernet,
maobile radio phone network, WLAN, Bluetooth, etc.), should be able to be
performed automatically and not interactively, so that the user does not even
have to be aware of the change taking place. This also applies, for example,

25 during the use of real-time applications. True mobile IP computing exhibits
many advantages based on a stable access to the Internet at all times. With
such an access, work can be organized freely and independently from the desk.
The demands made on mobile nodes in networks distinguish themselves in
various ways from the initially mentioned development in mobile radio

30 technology, however. The end points in the mobile radio system are, generally
speaking, human beings. In mobile nodes, however, computer applications can
perform interactions between other network participants without any human
actions or interventions. Extensive examples of this can be found in airplanes,
ships and automobiles. Thus especially mobile computing with Internet access



The demands made on nobil e nodes in networks distinguish thenselves in
various ways fromthe initially nentioned devel opnent in nobile radio 30

t echnol ogy, however. The end points in the nobile radio system are,
general ly speaking, human beings. In nobile nodes, however, conputer
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a dynamic care-of address, which designates the current location of the mobile

node within the network. The assignment of the two addresses makes it

possible to reroute the IP data packets to the correct current address of the

20  mobile node.

One of the most frequently used protocols for authentication of a
user within a wireless LAN is the open source protocol IEEE 802.1x (in the
current version 802.11) from the Institute of Electrical and Electronics
Engineers Standards Association. The IEEE 802.1x authentication permits

25 authenticated access to IEEE 802 media such as, for example, Ethernet, Token
Ring and/or 802.11 wireless LAN. The 802.11 protocol generates for wireless
LAN, i.e. for wireless local networks, a 1 Mbps, 2 Mbps or 11 Mbps
transmission in the 2.4 GHz band, whereby either FHSS (Frequency Hopping
Spread Spectrum) or DSSS (Direct Sequence Spread Spectrum) is used. For

30 authentication, 802.1x supports authentication EAP (Extensible Authentication
Protocol) and TLS (Wireless Transport Layer Security). 802.11 also supports
RADIUS. Although the RADIUS support is optional in 802.1x, it is to be
expected that most of the 802.1x authenticators will support RADIUS. The IEEE



25 authenticated access to | EEE 802 nedia such as, for exanple, Ethernet,
Token. Ring and/or 802.11 wireless LAN. The 802.11 protocol generates for
wireless LAN, i.e. for wireless |local networks, a 1 Mps, 2 Mps or 11 Mops
transmssion in the 2.4 G4z band, whereby either FHSS (Frequency Hopping
Spread Spectrun) or DSSS (Direct Sequence Spread Spectrum) is used. For 30
aut hentication, 802.1x supports authenti dati on EAP (Extensible

Aut hentication Protocol) and TLS (Wrel ess Transport Layer Security).

802. 11 al so supports RADI US. Although the RADI US support is optional in
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ISP system. The reason for the widespread use of RADIUS lies among other

20 things in that network units cannot generally cope with a large number of
network users each with different authentication data, since this would exceed,
for example, the storage capacity of the individual network units. RADIUS
permits the central administration of a multiplicity of network users (addition,
deletion of users, etc.). This is therefore a necessary prerequisite of the [SPs

25 (Internet Service Providers) for their service because their number of users
often amounts to several thousand to several tens of thousands. RADIUS
further generates a certain permanent protection against hackers. The remote
authentication by RADIUS based on TACACS+ (Terminal Access Controller
Access Control System+) and LDAP (Lightweight Directory Access Protocol) is

30 relatively secure against hackers. Many other remote authentication protocols,
in contrast, have only temporary or insufficient or no protection against hacker
attacks at all. Another advantage is that RADIUS is at present the de-facto
standard for remote authentication, whereby RADIUS is also supported by

nearly all systems, which is not the case for other protocols.
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above-mentioned authentication server, that is based, for example, on

20 RADIUS. The authentication server allows the Access Point to recheck the
identification of the user. The AP collects this authentication data from the
supplicant and transmits these to the authentication server which terminates

the authentication method.

With EAP an arbitrary authentication method generates a remote
25 access connection. The precise authentication scheme is respectively
determined between the supplicant and the authenticator (that means the
remote access server, the Internet Authentication Service (IAS) server, or
respectively for WLAN the access point). As mentioned above, EAP thereby
supports many different authentication schemes such as, for example, generic
30 Token Card, MD5-Challenge, Transport Level Security (TLS) for smart cards,
S/Key and possible future authentication technologies. EAP permits an
unlimited number of question/answer communications between the supplicant
and the authenticator, whereby the authenticator or respectively the
authentication server requests specific authentication information and the
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term nates the authentication nethod. Wth EAP an arbitrary authentication
met hod generates a renote 25 access connection. The precise authentication
schene is respectively determ ned betweem the supplicant and the

aut henticator (that nmeans the renote access server, the |Internet

Aut hentication Service (I1AS) server, or respectively for WLAN the access
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o o o Bt Adipe SR ST Stk ARSI ol URRORSE b
Bot h si des, iEAR, whugipbfiferatne poskibitityofeendingEAP, messages ippdtADIUITe same EAP
type so that gaHlhentication can be carried out. As nentioned, this is
determ ned at the start between supplicant io and authenticator.

Aut henti cati on servers based on RADIUS normal |y support EAP, which offers
the possibility of slarthe stpt€EaPthesst &gfdsbasedomBhbDis®r ssdhendicatiomotahe st at e of

the art, EAP, t f al | ocati on
of sess! on ku@@tsé’r% W%h@ﬁlohﬂfgéi’%&?ﬂég}sqathé’ﬂséi‘w@the”@glgleﬁu’];%tcfﬁ%b dul e (SIM

are al so Rﬁoiﬁf"nt%lgogﬂﬁ’l §ﬁ‘ﬂh@rﬁtqli°quwp i getéé@d’ 'catﬂﬁib'étqaé 3 O Sner
met hod, the gaestadn-atwerahdthod dh&espalhabChvaltengd-Respoase Method. As a

challenge (question) the authentication algorithm of the SIM card is given a
128-bit random number {generally known as a RAND). Then a confidential
algorithm, specific to the respective operator, runs on the SIM card, which

20 algorithm receives as an input the random number RAND and a confidential
key Ki, stored on the SIM card, out of which it generates a 32 bit response
(SRES) and a 64 bit key Kc. Kc is designed for enceding the data transfer via
wireless interfaces (GSM Technical Specification GSM 03.20 (ETS 300 534).
"Digital cellular telecommunication system (Phase 2); Security related network

25 functions", European Telecommunications Standards Institute, August 1997).
Used in the EAP/SIM authentication are several RAND challenges to generate
several 64 bit Kc keys. These Kc keys are combined into a longer session key.
With EAP/SIM the normal GSM authentication method is extended by means of
the RAND challenges additionally having a Message Authentication Code

30 (MAC), to generate mutual authentication. To perform the GSM authentication
the authentication server should have an interface with the GSM network. The
authentication server operates consequently as a gateway between the Internet
Authentication Service (IAS) server network and the GSM authentication
infrastructure. At the start of the EAP/SIM authentication, with a first EAP



chal | enge (question) the authentication algorithmof the SIMcard is given a
128-bit random nunber (generally known as a RAND). Then a confidenti al

al gorithm specific to the respective operator, runs on the SIMcard, which
20 algorithmreceives as an input the random nunber RAND and a confidenti al
key Ki, stored on the SIMcard, out of which it generates a 32 bit response
(SRES) and a 64 bit key Kc. Kc is designed for encoding the data transfer
via wreless interfaces (GSM Techni cal Specification GSM 03.20 (ETS 300
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together wit sk MehaagitioAW&ROd Fret the GSM R dis FAhd witdledtagues possi bl e
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clients, provided the user has an IMSI with a GSM provider. It is also possible in
principle, by means of e.g. mobile IP of the IETF (Internet Engineering Task
20 Force), to reroute (route) data streams to the respective mobile remote access
client registered with an access server via an access point. By far not all the
problems of mobile network usage allowing a really free roaming of the user are
thereby solved, however. One of the problems is that in the IP network the
prerequisites, required in the GSM standard, with respect to security, billing and
25 service authorization are no longer there. This is intrinsically connected with the
open architecture of the IP protocol. That means that in the IP standard a lot of
data are missing which are absolutely necessary for full compatibility with GSM
networks. Moreover an access server based for example on RADIUS supplies
a single data stream. This cannot simply be mapped to the multi-part data
30 stream of the GSM standard. Another drawback in the state of the art is that
today wireless LANs are based on individual hot spots (i.e. the basic server
area of the access points of an access server), which are on offer from various
software and hardware developers around the world. This makes difficult the

combination of the two worlds since such gateway functions must each be



The state of the art does have a wi de variety of disadvantages, is however.
Ln fact, it is possible, for exanple, wth an EAP-SI M aut hentication to use
t he aut hentication nmethod fromthe GSM networks in the wirel ess LAN

technol ogy for authentication of supplicants or respectively of renote
access clients, provided the user has an IMSI wth a GSM provider. It is

al so possible in principle, by neans of 9e.g. nobile IP of the |IETF
(I'nternet Engi neering Task 20 Force), to reroute (route) data streans to the
respective nobile renbte access client registered with an access server via
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to the speci fihepifif Lgérgee ammrlgmmeﬁﬂ@clflcatlons for the GSM
aut hentication interface nmay be referenced’in MAP (Mobile Application Part)

GSM 09. 02 Phase 1 VerS|on 3.10.0. It is the object of this invention to
propose a new net hodThese oljbcts @re Scedksbadcordimy &r thgemesant indeAlisn | n

parti cul ar, tﬁro%@ﬂ%%el@ﬁxg’ﬁ@&ftﬂ@ﬁe?kﬁd rﬂ %r‘ﬂ@ ‘Fﬁﬁﬁ rt;S’refH?Péﬁiobet ween

di fferent hot roam ut having to
bot her about qn@mdémémtﬁrf@“%mor W&rfr%‘rﬂ?ﬁgépﬁfﬂﬂ%ﬂ""i’ﬁ? Pof fremetheat  t he

vari ous WiANspecificationpr ovi ders, i.e. enjoy the same convenience as he is
accustonmed to from nobile radio technol ogy such as GSM The invention shall

I 0 guarantee for the_user and service provider in W.ANs the required
conponent s These objects are achieved through the invention in particular in that

between heterogeneous WLANs and/or GSM/GPRS/UMTS networks, for
authentication, via a wireless interface within a basic service area of a WLAN, a
mobile IP node requests access to the WLAN at an access point, which basic

20 service area of the WLAN includes one or more access points assigned to an
access server, in that upon request from the access server, the mobile IP node
transmits an IMSI stored on a SIM card of the mobile IP node to the access
server, and in that by means of an SIM-RADIUS module the IMSI of the IP
node is stored, based on the IMSI and by means of information stored in an

25 SIM user data base, the logic IP data channel of the WLAN being user-
specifically supplemented towards corresponding GSM data for signal and data
channels of a GSM network, by means of a SIM gateway module, to perform
the authentication of the IP node, the necessary SS7/MAP functions
(authentication and/or authorization and/or configuration information} being

30 generated based on the GSM data, the SIM-RADIUS module carrying out the
authentication of the mobile IP node at a HLR and/or VLR of a GSM network by
means of a SIM user database and SIM gateway module, based on the IMSI of



for billing, service authorization and security. These objects are achi eved
according to the present invention through the elenents of the independent
claims. Further preferred enbodinments foll ow noreover fromthe dependent
claims and fromthe 15 specification. These objects are achieved through
the invention in particular in that between heterogeneous W.ANs and/ or

GSM GPRS/ UMTS networ ks, for authentication, via a wireless interface within
a basic service area of a WLAN, a nobile |IP node requests access to the
W.AN at an access point, which basic 20 service area of the WAN includes
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downl oaded at the means servi ce authorrzation of
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convenience as hefshe is accustomed to from mobile radio technology such as

e.g. GSM. At the same time it is possible in a completely new way to combine
the advantages of the open IP world (access to the worldwide Internet etc.) with

20 the advantages of the GSM standard (security, billing, service authorization,
etc.). The invention also makes it possible to create a method for roaming in
WLANSs without a corresponding module having to be installed in each access
server. On the contrary, by using RADIUS the infrastructure (WLAN/GSM) can
be taken over unchanged.

25 In an embodiment variant, for authentication of the mobile IP node
the IMSI stored on the SIM card of the mobile IP node is only used up to one or
more of the first authentication stages and for all further authentication stages
the IMSI is replaced by a generated temporary IMSI (TIMSI). This has the
advantage, among other things, that the security during the authentication or

30 respectively authorization can be increased.

In an embodiment variant, the authentication of the mobile IP node is
performed with an Extensible Authentication Protocol (EAP). This has the
advantage, among other things, that, in combination with RADIUS, a method is



Is (end user profile) at the HLR and/or VLR The nentioned variant has the
advant.age anong ot her things that an automatic roam ng between different and
het er ogeneous WLANs and GSM net wor ks becomes possi bl e. Through the

conbi nati on of the WLAN technol ogy, especially the IP networks, with the GSM
technol ogy, the roam ng of the user becones possible, without his having to

I s bother about registration, billing, sérvice authorization etc. with the
different W.AN service providers. This nmeans that the user enjoys the sane
conveni ence as he/she is accustoned to fromnobile radio technol ogy such as

e.g. GCSM At ' o [ | ggﬂq conbi ne
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aut hori zat i onauth@&iticalion.The i nvention al so makes it possible to create a

met hod for roaming in WANs w thout a correspondi ng nodul e having to be
installed in each access server. On the contrary, by usi nglz; RADI US t he
g

infrastructure (WANTGESVEMPRAIMend verarinthg\data gireara o e mebile W aefenbodi ment
variant, fer quingertesaio the WEAN@NDR dRetPpointie direbRdl Wbh nsdeegdien t he

authent | cat | JIFTePeciod, rVRie? fiis RES el 3RGntdle) SmBlg offler (TBGE P2t A, (il i
repl aced by angkilegadiodietwerprpwder hadshe compiste comiieloventhe: dala sligamninage,
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b . d, | nb
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that, in conmbiipfwigney tHe IRRPh&SVitratheRIdNastabss b therGaMeforkOMHiehss ¥

I ndependent of hardware and uf act r . (yendor). P especially offers

t he necessar f'%y@aﬂ P@JOWBEQa%Bﬁ%SHBSF{Og?@g'& "rsﬁlﬁes)o?f tﬁgrov&fﬁ'ﬁéﬁgw ion. In
an enbodi nentvendoi, @apeciallyeedently. st ream of the nmobile | P node 5 during access
to the WLAN fromthe access point is directed via a nobile radio network

Tobi | o acl 0 net wor KA BRIERE b 12 BC00R (209 EVETE beRteRat & ot r eam
I n 15 provider, based on the authentication by means of the IMSI, issues the

respective service authorization for use of different services and/or performs

the billing of the service availed of. This embodiment variant has, among other

things, the same advantages as the previous embodiment variant.

In a further embodiment variant, the SIM user database is connected

20 to a sync database for changing or deleting existing user datasets or for
inserting new user datasets, the comparison of the databases being carried out
periodically and/or initiated by changes in the sync database or through failure
of the SIM user database. This has the advantage that, for changing or
deleting existing user datasets or for inserting new user datasets, the mobile

25 radio network operators can proceed in the same way as up to now with their
user databases, i.e. without their having to purchase or maintain additional
systems.

In an embodiment variant, by means of a clearing module for the
billing, the billing records of the heterogeneous WLANs are synchronized with
30 the user data and processed based on the GSM standard TAP. This has the
advantage, among other things, that service providers can use the usual



this way he/she can specifically assign service authorizations, perform
detail.ed billing, incorporate security mechanisnms and/or offer personalized
services. to Anong other things he can thereby conbi ne the open,
difficult-to-control IP world with e.g. the Internet with the advantages of
the GSMworld. This has played a big role, e.g. with respect to liability

i ssues of the provider or service vendor2, especially recently. In another
enbodi ment variant, the nobile radio network service 15 provider, based on
the authentication by nmeans of the IMSI, issues the respective service

The ser vi ce. diaatngde Mind i 0t nd S SERARE WifhoBPhC8IRod diny, || 09 ©f
the same adva&oftwgessang/ot hardpaes;ilp partietas dheemaining kigakdawn ef thediP Heta

enbodi ment  vajtieadt intd & SM Mhtisafeatnbrbagies Hacomeatiyed 20 to a sync
dat abase for changing or deleting existing user datasets or for inserting

new user datasets, the conparison of the databases being carried out
periodi cal ly and/ or Itsheuldibedstisgseh hergdbal, in additirytecthe ametbed eceardingr ough

failure of tiheneSnVemesy, titaprabasnveliibh altdsreldies RAY fHia@ ot Bbyind &5t changi ng
or deleting ﬁ.m stbag user datasets or for inserting new user ‘datasets, the
mobi I e 25 rads HEPGSr Kk operators can proceed in the sane way as up to now

with their user databases, i.e. without their having to purchase or
mai ntai n addi tional ggetRRENt vhRa@s of RROSHEBMnVEMibR Wi bd e §BMRE iPihed

clearing nodyle for the _billing, the biling recor of the heterogeneous
VARS ace oy ot with Pelefinos st BkamaBs, et AT te SEtedaeEn St ne oM
st andar d TAP.illuElratedHastheHellovanly entlesgsl figumesig ot her t hings, that service
provi ders can use the usual 12 clearing and billing nmethod of the GSM

standard, w thout nodificatjon of thej.r software d/ or hardware. In
particul arr® the remal9Hy Blf‘%‘%{%amkcd‘aﬁrﬁ@ qc%ealgﬁgaall}sjﬁq%@ﬁpg RtBERO®SM dat a
stream al so tamkdessystem actdrdingliy the invehtar for betostatiessadingayetwedrat , in

addition to tr{égerHEérﬁHb%%FgNQiaRS/or%él\W/éF‘WSMﬂh‘?é‘hEﬁ?rléé_, W@n@ggﬁ%heé nventi on

al so rel ates a systemfor carrying out this netho Lent variants
of the preserfQ ReiREFRNNSKFIEH Vi@ e gihguipgicantagts. to an SIM card 201
and/or ESIM (Electronic SIM), and accessing by means of a wireless

15 connection 48 access points 21/22 of the WLAN. An access server 23 of the
WLAN authenticates the mobile IP node 20 based on an IMSI stored on the
SIM card 201 at an HLR 37 and/or VLR 37 of a GSM mobhile radio network.

Figure 2 shows a block diagram likewise illustrating schematically a

method and system according to the invention for automatic roaming between

20 heterogeneous WLANs and/or GSM/GPRS/UMTS networks, mobile IP nodes
20 being connected to a SIM card 201, via an interface having contacts, and
accessing a WLAN by means of a wireless connection 48. The WLAN is
connected via an access server 23 to a GSM mobile radio network, in particular
to an HLR 37 and/or VLR 37, to a GGSN (Gateway GPRS Support Node) 50

25 via a GRX module 51 (GRX: GPRS Roaming eXchange), via an Internet
service provider 52 and via a clearing provider 53 for the clearing of the utilized
services via a clearing system operator 54, <and> to the corresponding billing
system 55 of the Internet service provider 52. The reference numbers 60-64
are bi-directional network connections.



following with reference to exanples. The exanples of the enbodi nents are

Il lustrated by the follow ng enclosed figures: 10 Figure 1 shows a bl ock

di agram schematically illustrating a nethod and a system according to the

i nvention for automatic roam ng between heterogeneous W.ANs and/ or

GSM GPRS/ UMIS networ ks, nobile I P nodes 20 being connected, via an

I nterface having contacts, to an SIM care 201 and/or ESIM (Electronic SIM,
and accessing by nmeans of a wireless 15 connection 48 access points 21/22 of
the WLAN. An access server 23 of the WAN authenticates the nobile |IP node

20 based on an I \VB! $i@5£d ABukhioS MyGane il AR Apdlen VLR 37

of a GSM nobile radio
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(Gateway GPRS Support Node) 50 25 via a GRX nodule 51 (GRX: GPRS Roanmi ng

eXchange), via an Internet service provider 52 and via a clearing provider
53 for the clearing &fgurhé showsiaddack disgraimcidestudtingscbematically tey setam oper at or
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e
connecti ons. A%SCES GIF ésg%ﬂﬂ%&“ Eerls)qcagqg ‘tﬁ‘aarﬂam‘%“ 'F?IQEP € atHStatical ly a
met hod and &g&ﬂ&rrmfairanaauthmﬁtcanom samenzs, bbe%eq&Nbeingrha'gedemUEEELANs and/ or
GSM GPRS/ UMI'peiqwor ks, the open | P world being connected to the nore
restrictive GSM worl d, by nmeans of the method and system according to the s
I nvention, via interfaces for the authentication 371 and authorization 372
(SS7/MAP), service aHigacx bzabwsa B6ck diagrabi llustraging 3ZherfRatically adpassiles a bl ock

diagramill usérﬁ@édu?lg tsﬂ?ﬁ'ﬁ?fdr%‘?&lll éﬁtﬁé}ﬁlcﬁﬁén %me%s %PE&@EEF%W 1x port-based

aut henti cation access client 20 being

icant _or
aut henti cat edqqih%ﬂ@ﬁt'%{: F@H??'éEﬁBP %@S%Pﬁﬁeé’ ch@allgage-response method being

15 used.

Figure 1 illustrates an architecture that can be used to implement the
invention. Figure 1 shows a block diagram illustrating schematically a method
and system according to the invention for automatic roaming between
heterogeneous WLANs and/or GEM/GPRS/UMTS networks. The reference

20 numeral 20 in Figure 1 pertains to a mobile IP node which has the necessary
infrastructure including hardware and software components at its disposal to
achieve a described method and/or system according to the invention. To be
understood by mobile nodes 20 are, among other things, all possible so-called
Customer Premise Equipment (CPE) that are provided for use at various

25 network locations and/or in various networks. These include, for example, all
IP-capable devices such as e.g. PDAs, mobile radio telephones and laptops.
The mobile CPEs or nodes 20 have one or more different physical network
interfaces that are also able to support a plurality of different network
standards. The physical network interfaces of the mobile nodes can include, for

30 instance, interfaces to WLAN (Wireless Local Area Network), Bluetooth, GEM
(Global System for Mobile Communication), GPRS (Generalized Packet Radio
Service), USSD (Unstructured Supplementary Services Data), UMTS (Universal



lo server 21 at an authentication server 23, the WAN being based on | EEE
802.11. Figure 5 shows a block diagramillustrating schematically a possible
enbodi ment variant for SIM authentication by neans of Extensible

Aut henti cation Protocol (EAP), a GSM based chal | enge-response mnet hod bei ng
15 used. Figure 1 illustrates an architecture that can be used to inplenent
the invention. Figure 1 shows a bl ock disaagramillustrating schematically a
met hod and system according to the invention for automatic roam ng between
het er ogeneous WLANs and/ or GSM GPRS/ UMIS networ ks. The reference 20 nuner al

20 in Figure r '
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communication can, for example, take place over the LAN for instance by
means of special short messages, e.g. SMS (Short Message Services), EMS
(Enhanced Message Services), over a signalling channel such as e.g. USSD
20 (Unstructured Supplementary Services Data) or other technologies, like MEXE
(Mobile Execution Environment), GPRS (Generalized Packet Radio Service),
WAP (Wireless Application Protocol) or UMTS (Universal Mobile
Telecommunications System), or over IEEE wireless 802.1x or via another user
information channel. The mobile IP node 20 can include a mobile IP module
25 and/or an IPsec module. The main task of the mobile |IP consists of
authenticating the IP node 20 in the |P network and of correspondingly
rerouting the IP packets that have the mobile node 20 as the destination
address. For further mobile IP specifications, also see for example IETF
(Internet Engineering Task Force} RFC 2002, IEEE Comm. Vol. 35 No. 5 1997,
30 etc. Mobile IP especially supports IPv6 and IPv4. The mobile IP capabilities
can preferably be combined with the security mechanisms of an IPsec (IP
security protocol) module to guarantee secure mobile data management in the
public Internet. IPsec (IP security protocol) generates authentication
/confidentiality mechanisms packet-wise or socket-wise between network hubs
35 that both utilize IPsec. One of the flexibilities of IPsec lies especially in that it

system




standard, provided that the features according to the invention are present,
but to can be achieved with any LAN. The interfaces 202 of the nobile IP
node can not only be packet-switched interfaces as are used directly by
network protocols such as e.g. Ethernet or Token Ring, but can al so be
circuit-switched interfaces that can be used with protocols such as PPP
(Point to Point Protocol), SLIP (Serialidine Internet Protocol) or GPRS

(CGeneralized Packet 15 Radio Service), i.e. those interfaces for exanple
that do not have a net wor k address such as a MAC or a DLC address As
partially rrentl ef o conmuni pI ace
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the destination address. For further nobile IP specifications, also see for
exanple ETF (Interpet Engi neering Task Force) RFC 2002, | EEE Comm. Vol . 35
No. 5 1997, 30 etc. MRIGE® \@%ae?ﬂ@ ffage @qymg)%qrgathaemllpﬁmodqﬁg mobi | e
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Security ArclwLARL NS alredpy Gestriked | thaarfferéhtWLARE oS diffbldnt $3Pssuts Aard echni cal
Cuide to | Pse%brggen‘ﬁgte%getnegus he% staﬁagrds and protocols such as, for
example, WLAN based on the IEEE wireless 802.1x, Bluetooth etc.. The basic
service area of the WLAN encompasses one or more access points 21/22
20 assigned to an access server 23. The mobile IP node 20 transmits to the
access server 23, upon request of the access server 23, an IMSI stored on the
SIM card 201 of the mobile IP node 20. The IMS! of the mobile IP node 20 is
stored using a SIM-RADIUS module 30. Based on the IMSI, the logic IP data
channel of the WLAN is user-specifically supplemented towards corresponding
25  GSM data for signal and data channels of a GSM network by means of
information stored in an SIM user database 34. The GSM System
encompasses data channels, the so-called traffic channels, and control signal
channels, the so-called signalling channels. The traffic channels (e.g. GPRS,
GSM-voice, GSM-data, etc.) are reserved for user data, while the signalling
30 channels (e.g. MAP, S57, etc.) are used for network management, contro!
functions etc.. The logical channels cannot be used over the interface
simuitaneously, but only in certain combinations according to the GSM
specifications. By means of a SIM gateway module 32, to perform the
authentication of the IP node based on the GSM data, the required SS7/MAP



5 LLC, 12/2000, etc. Although IPsec is used in this enbodi nent exanple as an
exanple in describing the use of security protocols on the IP level, al

ot her possible security protocols or security nechani snms or even the

om ssion of security protocols are conceivable according to the invention.
Furthernore, via an interface having contacts, the nobile IP node 20 to is
connected to a SIMcard 201 (SIM Subscridger ldentity Mdule), on which the
| MSI (International Mbile Subscriber Identifier) of a user of GSM networks
is stored. The SIM can be achieved both through hardware in the formof a
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configurati O%y'nQiﬁ(er@Efooerrvice providers, without adaptation of their billing system, for
further use for their customers. The Transferred Account Procedure is a
20 protocol for accounting between different network operators, version 3 (TAP-3)
also handling the billing of value added services in GPRS.

As illustrated in Figure 5, the authentication of the mobile iP node 20
can be performed by means of the Extensibie Authentication Protocol (EAP).
The following challenge-response method can be adopted, for example, for the

25 EAP-based method for authentication of a user and for allocation of session
keys to the user by means of the GSM Subscriber Identity Module (SIM). The
authentication algorithm of the SIM card is given, as a challenge (question), a
128 bit random number (RAND). A confidential algorithm, specific for the
respective operator, then runs on the SIM card that receives as input the

30 random number RAND and a secret key Ki, stored on the SIM card, and
generates therefrom a 32-bit response (SRES) and a 64-bit key Kc. Kc serves
to encode the data transfer via wireless interfaces (GSM Technical
Specification GSM 03.20 (ETS 300 534). "Digital cellular telecommunication
system (Phase 2); Security related network functions," European



are generated, the SIM RAD US nodul e 30 carrying out the authentication of
the nobile I P node at an HLR 37 (Hone Location Register) and/or VLR 37
(Visitor Location Register) of a GSM network, by neans of SIM user database
5 34 and SI M gateway nodul e 32, based on the IMSI of the SIMcard 201 of the
nobi | e node 20 As an enbodi nent variant, wth successful authentication, in
addition to the location update at the HUZR (37) and/or VLR 37, an

aut horization of the nobile I P node 20 can be performed, a correspondi ng
user profile based on the IMSlI being downl oaded fromthe HLR 37 and/or VLR
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' Based on the trlpgf]ets the access server 23 is able to receive a message

20 authentication code for n* RAND and a lifespan for the key (together
MAC_RAND) as well as a session key. In a 3" EAP step 3 (Figure 5) the
access server 23 then sends, for example, an EAP request of type 18 (SIM) to
the mobile IP node 20, and receives the corresponding EAP response 4. EAP
data packets of SIM type additionally have a special subtype field. The first

25 EAP request/SIM is of subtype 1 (start). This packet contains a list of the
EAP/SIM protocol version numbers which are supported by the access server
23. The EAP response/SIM (start) 4 (Figure 5) of the mabile |IP node 20
receives the version number selected by the mobile IP node 20. The mobile IP
node 20 must select a version number specified in the EAP request. The EAP

30 response/SIM (start) of the mobile IP node 20 also contains a lifespan
suggestion for the key and a random number NONCE_MT, which has been
generated by the mobile IP node. All the subsequent EAP requests all contain
the same version as the EAP response/SIM (start) data packet of the mobile IP
node 20. As mentioned, to perform the GSM authentication, this embodiment

35 variant possesses a SIM gateway module 32, that serves as a gateway



system (Phase 2); Security related network functions,"” European 17

Tel ecommuni cati ons Standards Institute, August 1997). For authentication
several RAND chal l enges are used to generate several 64 bit Kc keys. These
Kc keys are conbined to a | onger Session Key. Figure 4 shows schematically
the set-up between the nobile I P node 20, the access point 21 and the access
5 server 23 in an | EEE 802. 1x port-basedisaut henti cati on nethod, the nobile

| P node 20 (renote access client / supplicant) being authenticated via the
access point 21 (authenticator) at the access server 23 (authentication
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the RAND value is received together with the message authentication code

20 MAC_RAND, the mobile IP node 20 can ensure that the RAND is new and was
generated by the GSM network. If alt checks have been correct, the mobile IP
node 20 sends an EAP response/SIM (challenge) 7, which contains as an
answer the MAC_SRES of the mobile IP nodes 20. The access server 23
checks that the MAC_RES is correct, and finally sends an EAP success data

25 packet 8 (Figure 5), which shows the mobile |IP node 20 that the authentication
was successful. The access server 23 can additionaily send the received
session key with the authentication report (EAP success) to the access point
21/22. With a successful authentication, a location update is carried out at the
HLR 37 and/or VLR 37, and the mobile IP node 20 receives a corresponding

30 entry in a customer database of the access server, the WLAN being released
for use by the mobile IP node 20. As was mentioned, this has the advantage,
among other things, that automatic roaming between different and
heterogeneous WLANs becomes possible. Through the combination of WLAN
technology, especially of the |P networks, with GSM technology, roaming of the

35 user becomes possible without his/her having bother about registration, billing,



suggestion for the key and a random nunber NONCE_MI, which has been
generated by the nobile I P node. Al the subsequent EAP requests all contain
the sane version as the EAP response/ SIM (start) data packet of the nobile

| P node 20. As nentioned, to performthe GSM authentication, this

enbodi mrent 35 variant possesses a SI M gateway nodul e 32, that serves as a
gateway 18 between the access server 23 wnd the HLR 37 or respectively the
VLR 37. After receipt of the EAP response/SIM the access server 23
receives an n GSM triplet fromthe HLRNLR 37 of the GSM network. Fromthe

triplets the esgi key K
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mobi l'e 1P noqﬂ\@IQJSPmﬂﬁﬁaﬁﬁhﬁtuéﬁwm/@hﬁ}&aﬂ@m\@h 'é@epund%ﬁb&Wﬁ%e' s equal

to the received there.i s _not $ correspondence between

the two vaf ué%ve"%/ﬂ%%%%‘f na ?fﬁpﬁf&lefﬁ APRNS ARG PHWEE cat i on net hod and
does not for wetetogeneousfWtANS JGENe MARRSBNGWMES netwvarkd. cul ated by the SIM
card to the network. Since the RAND value is received together with the
message aut hentication code 20 MAC RAND, the nobile |IP nod can ensure
that the RAND is new 'GH® %EO%MB'SA‘&QW%Q@M%QWW ?'F?|%al<|”>czhecks
have been comnethod anthsystein dceotding toatte irR@ntiem deowathe Bfenr Bsyoidss 8eM
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final ly séhddhegutbapticalion 44 andraythosizgtion 3¢2 GSF(?#M@JPTeS%y‘ce@H hoRzalithns t he
mobi | e | P noda120dtdilvig 532 aTihdmiticaet hombendsd trruelmeindicates differeniccess server

23 can addit in%bﬁlalr¥di8%@ﬂ~c§rp%eﬁﬁ€ee[.5r\69ﬂers with assigned HLR/VLR 37. As an

embodiment variant, it is conceivable for the data stream of the mobile IP node
20 during access to the WLAN to be directed from the access point 21/22 via

20 the mobile radio network service providers 38. This allows the mobile radio
network service provider 38 to grant, based on the authentication by means of
the IMSI, user-specific service authorization for user of different services and/or
to carry out user-specific billing of the service availed of. For the service
authorization, after authentication of the user, apart from the location update at

25 the HLR/VLR 37, a user profile {(end user profile) is downloaded, from which the
corresponding information regarding the service authorization of the user can
be ascertained. Based on the user profile, the corresponding authorization flags
for release or denial of certain services are set in the mobile IP node 20. The
service release could in principle also be performed, for example, by means of

30 a module 214 directly at the access point 21/22 or, if the data stream is
redirected, be carried out at the mobile radio network service provider 38.

It remains to be mentioned that, in an embodiment example
extended from the above-mentioned embodiment example, the SIM user



session key with the authentication report (EAP success) to the access point
21/ 22. Wth a successful authentication, a |ocation update is carried out at
the HLR 37 and/or VLR 37, and the nobile I P node 20 receives a
corresponding 30 entry in a custoner database of the access server, the WAN
being released for use by the nobile I P node 20. As was nentioned, this has
t he advantage, anong other things, that2fautomatic roam ng between different
and het erogeneous WLANs becones possi ble. Through the conbi nati on of W.AN
technol ogy, especially of the IP networks, with GSM t echnol ogy, roaning of
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(SS7/ MAP) , service cg}t Zatlrﬁ 531 and billing 532. The reference
nunber 38 thé?aérﬂ)g?"\% tf: gysa? Perent robile radio network service

provi ders with assigned HLRNLR 37. As an enbodi ment variant, it is
conceivable for the data streamof the nobile I P node 20 during access to
the WLAN to be directed fromthe access point 21/22 via 20 the nobile radio
network service providers 38. This allows the nobile radio network service
provi der 38 to grant, based on the authentication by neans of the |IMSI,
user-specific service authorization for user of different services and/or



to carry out user-specific billing of the service availed of. For the
service authorization, after authentication of the user, apart fromthe

| ocation update at 25 the HLRNLR 37, a user profile (end user profile) is
downl oaded, fromwhich the corresponding information regarding the service
aut hori zation of the user can be ascertained. Based on the user profile,
the correspondi ng authorization flags f¥dr release or denial of certain
services are set in the nobile IP node 20. The service release could in
principle also be perforned, for exanple by neans of 30 a nodul e 214
directly at the access point 21/22 or mkhe data streamis redirected, be
carried out at the nobile radio netmorE serV|ce provider 38. It remains to
be nentioned that, in an enbodi nent exanple extended fromthe
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sane way as before vvlth thel r user dat abases, i.e. without having to

purchase or nmaintai n t| on . 1. Method. for, automatic
roam ng between het e'ln Kl%'ﬂ%ﬁ%?g'&%ﬁaﬁﬁﬁowgﬁ%‘?m in which
met hod, for a&eh&molmly anpplennan@d towarnds eogesporstingaGeMlataifor slgrhﬂiand servi ce

area of a W Afdta &éﬂ?@lé&d@sﬂpﬁ'&%ﬁ@ﬂy RehRSILERIFMRAGER SPréPin dIesMi bkat an
access point 6%?‘#&5 the basic service area of the WLAN i ncl uding one or

nore access e((%di)IZZ) assigned to an

15 in that by means of a SIM gateway maodule (32), to perform the
authentication of the IP node (20}, the necessary SS7/MAP functions are
generated based on the GSM data,

in that, by means of a SIM user database (34) and SIM gateway
module (32), the SIM-RADIUS module (30} performs the authentication of the
20 mobile IP node (20) at a HLR (37) and/or VLR (37) of a GSM network, based
on the IMSI of the SIM card (201) of the mobile node (20), and

in that with successful authentication a location update is performed
at the HLR (37) and/or VLR (37), and the mobile IP node (20) receives a
corresponding entry in a customer database of the access server (23), the
25 WLAN being released for use by the mobile IP node (20).

2. Method for automatic roaming between heterogeneous WLANs
and/or GSM/GPRS/UMTS networks according to claim 1, characterized in that,
with successful authentication, in addition to the location update at the HLR
(37) and/or VLR (37), an authorization of the mobile |IP node (20) is performed,



access server (23), in which nmethod, upon request fromthe access server
(23), the nobile IP node (20) transmts an | MSI stored on a SIMcard (201)
of the nobile IP node (20) to the access server (23), and the IMSI of the

| P node (20) to is stored in a database (31) of a SI M RADI US nodul e (30),
characterized in that, based on the IMSI, the logic |IP data channel of the
WLAN i s wuser-specifically suppl enmented towards correspondi ng GSM data for
signal and data channels of a GSM netwotk by nmeans of information stored in
an SI M user database (34), 15 in that by nmeans of a SIM gateway nodul e
(32), to performthe authentication of the |IP node (20), the necessary

SS7/ MAP functj neans of
a Sl M user daait&gz‘:"sS bhd i%gg'r%ﬁ% ﬂ&%@%n"(ﬁemgl N%Q%Gvﬂloa'ﬁgdtg:?ﬁem%l?(us nodul e

%1 SI'M gateway no
(30) performs( ?h%ndéi!ﬁ {$@ation of the 20 nobile | P node (20) at a HLR (37)
and/ or VLR (37) of a GSM network, based on the IMSI of the SIM card (201)

of the nobile node [
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HLR (37) andtages\th&INISI s replacédibhargenstatentedipdrag imMsil e | P node (20) is
performed, 22 a corresponding user profile based on the | Ml being

downl oaded at the HLR (37) and/or VLR (37). 3. Method for automatic roam ng
bet ween het er ogeneoud NEHRE foraidpmaticantpRbewars heserpeprecuscdbAbSng to one

of the cl ah Mand/®GIV/CPREAMTES eetwirks hecdrdiag to beé of the daiiizentoi 3;ati on of the
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5. Method for automatic roaming between heterogeneous W{_ANs
and/or GSM/GPRS/UMTS networks according to one of the claims 1 to 4,
15 characterized in that the data stream of the mobile IP node (20) is directed via a
mobile radio network service provider during access to the WLAN from the
access point (21/22).

6. Method for automatic roaming between heterogeneous WLANs
and/or GSM/GPRS/UMTS networks according to claim 5, characterized in that,
20 based on the authentication by means of the IMSI, the mobile radio network
service provider issues the corresponding service authorization for use of
different services and/or performs the billing of the service availed of.

7. Method for automatic roaming between heterogeneous WLANs
and/or GSM/GPRS/UMTS networks according to one of the claims 1 to 6,

25 characterized in that the SIM user database (34) is connected to a sync module
(35) and a sync database (36) for changing or deleting existing user datasets or
for inserting new user datasets, the comparison of the databases (34/36) being
carried out periodically and/or initiated by changes in the sync database (36) or
through failure of the SIM user database (34).



4. Method for automatic roam ng between heterogeneous W.ANs to and/or

@SM GPRS/ UMTS net wor ks according to one of the clainms | to 3, characterized
in that the authentication of the nobile IP node (20) is performed by neans
of an extensible authentication protocol. 5. Method for automatic roam ng
bet ween het er ogeneous WL.ANs and/ or GSM GPRSI UMTS networ ks according to one
of the clainms 1 to 4, 15 characterized i¥ that the data stream of the nobile
| P node (20) is directed via a nobile radio network service provider during
access to the WLAN fromthe access point (21/22) 6. Method for automatic
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15 of information stored in an SIM user database (34), the logical IP data channel
of the WLAN being supplemented user-specifically towards GSM data for signal
and data channels of a GSM network,

in that the system includes an SIM gateway module (32), by means
of which to perform the authentication of the mobile {P node (20) the necessary
20 SS87/MAP functions are able to be generated based on the GSM data, and

in that the access server (23) includes a customer database, in
which authenticated users of the WLAN can be entered by means of the SIM-
RADIUS module {30), during the entry a location update of the IMSI of the
mabile IP node (20) being performed at the HLR (37) and/or VLR (37).

25 10. System for automatic roaming between heterogeneous WLANs
and/or GSM/GPRS/UMTS networks according to claim 9, characterized in that,
with successful authentication, in addition to the location update by means of a
user profile of the HLR (37) and/or VLR (37) an authorization of the mobile IP
node (20) can be performed.



communi cation with nobile | P nodes (20) and which nobile I P nodes (20)

I.ncl ude an SIMcard (201) for storage of an IMSI, characterized, in that the
access server (23) includes an SI MRADI US nodule (30) wth a database (31)
for storage of the IMSI, based on the IMSI and by neans 15 of information
stored in an SIMuser database (34), the logical |IP data channel of the
WLAN bei ng suppl enent ed user-specifical |3 towards GSM data for signal and
data channels of a GSM network, in that the systemincludes an SI M gat eway
nodul e (32), by nmeans of which to performthe authentication of the nobile

| P node (20) the nec | r er at ed
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W.ANs and? ordefeiatesbREMadns ohatRAWe according to ciaim9, characterized in
that, wth successful authentication, in addition to the |ocation update by
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12. System for automatic roam ng between heterogeneous W.ANs and/ or
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15 14. System for automatic roaming between heterogeneous WLANs
and/or GSM/GPRS/UMTS networks according to claim 13, characterized in that
the mobile radio network provider includes a authorization module, which,
based on the authentication by means of the IMSI, issues the corresponding
service authorization for use of different services, and/or includes a clearing

20 system (53) that carries out the billing for the service availed of.

15. System for automatic roaming between heterogeneous WLANs

and/or GSM/GPRS/UMTS networks according to one of the claims 9 to 14,
characterized in that the system includes a sync module (35) with a sync
database (36), by means of which the SIM user database (34) is connected for

25 changing or deleting existing user datasets or for inserting new user datasets,
the comparison of the databases being carried out periodically and/or initiated
by changes in the sync database (36) and/or through failure of the SIM user
database (34).

16. System for automatic roaming between heterogeneous WLANs
30 and/or GSM/GPRS/UMTS networks according to one of the claims 9 to 15,



whom t he data stream of the nobile IP node (20) is able to be rerouted from
the access point (21/22) during access to the W.AN. is 14. Systemfor
automati ¢ roam ng between heterogeneous WL.ANs and/ or GSM GPRS/ UMIS net wor ks
according to claim 13, characterized in that the nobile radi o network

provi der includes a authorization nodul e, which, based on the

aut hentication by neans of the IMSI, issues the corresponding service
aut hori zation for use of different services, and/or includes a clearing 20
system (53) that carries out the billing for the service availed of. 15.

Systemfor a i ] .

aint Grrsy U el TR ey RSB 2 gAY RO e b te il the

char act er i zediliing tegatdstafdhe Petecraangers MésANS argmblertribe synawonizgd Withy sync

dat abase (36)he hyermAdandfare\Bbieno bEerédddses BassthbmBRsESiBdthndardammect ed for
25 changing or deleting existing user datasets or for inserting new user

dat asets, the conparison of the databases being carried out periodically
and/or initiated by changes in the sync database (36) and/or through
failure of the SIMuser database (34). 16. System for automatic roam ng

bet ween het erogeneous WLANs 30 and/or GSM GPRS/ UMIS net wor ks according to
one of the clains 9 to 15, 25 characterized in that, by neans of a clearing
nodul e 533 for the billing, the billing records of the heterogeneous W.ANs
are able to be synchronized with the user data and are able to be processed
based on the GSM standard TAP.



