WO 2019/170167

160 _l 17

Off-blackchain
communication

Node A
{e.g., lighbweight node)
A

{eg

PCT/CN2019/089486

Node B

., lightweight node)

A

Blockchain nodes in a blockchain system 112

\/

Il

C

MNode 1§

Node 2

N
]
—
aaaassssaay

Node §

FIG. 1



WO 2019/170167

Node A {client device}

User-end
Application 211

Biockchain | Blockchain
fransaction A| coptract for
deploymaent

Y
RPC interface 213

PCT/CN2019/089486

i

Node B {client device}

User-end
application 221

Blockchain ig;‘;i’ig’;ﬁ
i1 ction B ¥
ransaction blockchain
contract

RPC interface 223 |

Blockechain nodes
y Y
G v o - O
Node 1 Node | Node 2
{e.q., ull node} {e.g., id node) {a.g., full node)
Local VM 1 tocal VM tocal VM 2
t“ 1. i ’I' ‘;n i
Verification Y Verification Y
Computation je—| Computation fa—| Computation
Y Y Y
{ ocal Local Local
Blockchain Blockchain Blackchain
Copy 1 Copy i Copy 2




PCT/CN2019/089486

WO 2019/170167

€ 'Old

_ _ _ (s)uonorsue s _ _
(| L—uieyoyzolg puosos—ml |
L SOOI MO | opdieoergrg ||
| T opiaush s 1 I
L _ | |
_ | (syuonsesues | I _
| ja— uwieyoyooy — | |
“ _ pUCORS ‘gL | sajped 1 _
_

| |
_ |

_ _ dnob iesibal igLe _
| | wesuos paiodep ayoay) |
R U FE U

_ HOO] Mo
_ ajesousl g1

ed/Aned puooas
uonoesues; aeaud - Ha
{s)apou Jaquiap

ongnd 3o
Sapou WeYHoo|g

_ uoIoRSUe] _

F—  UIBUDROIG e
| Isdplopideon) ipie |
_

| UoITBSUE] |
j—ureyo300)q —
| s ZLe | ;
_Alasc.,m 81eau0 1| L g——

_ wwwhodep peiusn) _

|||||_.|

{Aued 1sq) uonoesuel
ayeaud “H'9)
apou Jesodald

{soindwos B )
JOIBNSIULLDY

{suoyd
apgowt - 69)
1850




PCT/CN2019/089486

WO 2019/170167

4/7

(sonediAped puonss
uonoBsuel aieAud T 6H'9)

¥ "Old
i
i I I | I
| i —uonorsues ajeaud sy 1o) xheoal ”wmmlv_
|
' | ! _ _
FOO0iG MBL | NOOIG Mau | |
Mllm#m;mcmm wgeze | sesoueb ”mmwmlv._ | |
m | _ _ |
' w | ! _ _
N “ uooBSUE] _ _ |
m _Alc_msﬁuaﬁj _ |
N _ I HZE _ _ _
: | _ _ _
m S _ _ _
{s}omeufis 12— _ |
m 3
' | _ _ _
: ! ! _ _
je————sjeiop uompesue) gz — I “
“ _ I I
: ! _ _ _
| _ dnosb sy Buowe pnpuos |
M | _ 80 0] UOHOBSUBS Qmwca B pUSS 1176 |
______________________ I N A S
UELON DO {Aued say uousesues e {auoyd
algnd jo ajeaud “H o) A,_M:mmrmmmé 69) ajgow G9)
S3ROU Ueyinoolg apou Jesodoid HEASIUILPY JEs

{s)apou Jagquiap




WO 2019/170167 PCT/CN2019/089486

5‘3@‘&

11: determining one or more second blockchain nodes o the
private transaction according to a blockchain contract in a public
blockchain

512: transmitling transaction details to the one or more second
blockchain nodes, the transaction details comprising one or more
senders of the private transaction, one or more recipients of the
private transaction, and one or more {ransaction amounts of the
private fransaction

513: obtaining a signature from each of a number of the one or more
second blockchain nodes cerifying receipt of the transaction details

514 in response to obtaining the number of the signatures over a

threshold, storing at least a representation of the private transaction
and the signatures in the public blockechain

FIG. 5
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