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WD 2004/ 043092 PCT/ CA2003/ 000875 METHOD AND SYSTEM
FOR MAI NTAI NI NG A W RELESS DATA CONNECTI ON
WOROSS4BEFERENCE TO RELATED APPLI CATI ON [ 0001] PATiCa2003/000875
application clains priority fromand is related to the
foll OWI ng pr| or 5 appl icati on ! I\/ETH(I) AND SYSTEM

!, s o dv, E ‘,_
St ates r0VISI ona p |cat|on
November 4, 2002. Thi&ﬁ&&ﬂ%l i cation, incl udi ng
the entire witten description and draw ng figures,

CROSBEREIYRENCE/ TO RELXTED APPLIEATIONeNt appl i cation by
reference. FIELD OF THE | NVENTI ON 10 [ 0002]- The

[opogsent Mhiseapplication ehiadsgriogientomlany id elarsinaghafpllowing prior

nnect i, W, [.el rii
e e METHAPA PO S e M NI EN 6 2 WaRELESS Hara
cgigKMm&g gJ&:ﬂtegl_ E'céuals ?Edvisl\%hg\l @ppgcc:)a\ggﬁ H\k;vemz}zdm 12 findtNeyEkber 4,
GROU el ess ta, .
2002¢ WB}S@O&PHPWWB&PQV & H%W@@é‘et"i’f“{?@ dpecHBE® 36%%&:?@&65’
is hekebyl McSiPbmicd Bfto Sld lbsers agiiRhtdontySéfetehes. | ON and
i nt er net " br owsi ng w t hout connection to a

interface. Many publicly

F‘iﬁﬁég’?’éﬁﬂﬁﬁé@ﬂ@ﬁm ks that can function over a
[Om)%g ar eg‘gﬁ: Pi§ %/egtj f?lggng?n fe tclesmelale[r lllyntforrgﬁsn%élg%&\l),‘lé}eecth ngtoavgi%less
ned@SBE. |Me@ danitelaiy, Vths pmﬁbnMﬂvEmthIn&e]Atee &s mit{laGhp/M)d maintaining a

cel | tu ar m‘rg1 ns and the d obal System for
“Rowire %Pfﬁ% gtlaln . Each 20 cellular protocol

has a conpani on data pr ot ocol . For GSM communi cat i ons
BAEEKGROUNPROK SHIRENYVBNBEONiI ce (GPRS) is the packet

dat a conpani on protocol, for 1S-95 networks the "One
[OODfﬂes RadVigeldss alnig mes‘slrksnallﬁ@/cmﬁmISG@yIC%ROdeQm@IteM%RIEP)Cd to

ser 1£ésn§u%hl zﬂs El?%] d%q\ﬂ%%g @%ﬁe‘twlvﬁt&% connection to a

npani on a protoco rovi
ccﬁ@hﬂtﬂ)ﬂﬁl@ompnter nnteefacfealyhnﬁmhhcleglcws sible datp activotks lizs eah fum'mon
O\Eelr gﬁ’glflﬁs grrg:}ll Ire epééﬁat cehhzlﬁamgraskﬁugm?g at{(} a? htléjdatt %ellul.?rﬁ)rotocoés such
asToISH9% Wwhichi atiescina neimiie o immsﬁn e Miiltipded vancteexg e(CMApe cellular

IXRTT s st e ngt wor urces suc
CRRP B ORT oS, B o AT R MEAF (RGP e gp. Bach
cdluhe rpmseol HaB &ctdnviRnidoa ndrec ptotoesl. Foii GSM Scoptmidilicatiadsi General
for many carri as _res es such.as the | ress
paciiobiaiy ST (GERSITG aRor d68 caRReitonbtRe for FEE petSSres
the aFFrie€THn s ORAMN TyandhBBion “Technology” standard (1XRTT) defined in the
CDMA2000 specification is the companion data protocol.
[0004] IXRTT provides CDMA2000 air interface devices with a packet based

radio service that is capable of high data transmission rates, and supports both simple IP

and mobile IP data connections. One disadvantage of the 1XRTT system is that network
resources such as IP address are consumed simply maintaining a series of otherwise
inactive connections. This is problematic for many carriers as resources such as the IP

address space are finite and cannot be extended. As a result, carriers commonly drop
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WO 2004/ 043092 PCT/ CA2003/ 000875 inactive data
connecti ons when networks becone congested to rel ease

wWo@ecowupidm resources. Additionally, carriers oPCEOAZNG000875

connections-that have not been active for a fixed
period of tinme regardl ess of network usage |evels, so
ihdvtive d?&& canne@idnawen@twdtkd K2eathe forleBstd V8 GE1EAME occu ie%l TESOUICES.
‘%‘ﬁl po%g Qns.. A tolev i ce that hals1 been di sconnect eg ‘rom
SIS AP FrqprioRaClonsythas hayqynet deen aqtiae Easefixed period
dsmaga@dl%tdﬂ@éﬂ%ﬂ@ﬁ@?ﬁ R0&ls, 30 tha® MsYurt &GRY H&%ﬁléca\ﬁéherg inactive
t he useerf th e device attenpts to access data
QG s - fi?)’éﬁ%ﬁhatl has egny diveempeged ifrony the retvearks dlue tth@nactivity
ty;ﬁédﬂy&a&ﬁeﬁﬂtﬂ R6ighRhehort REoFRRIhE ofﬁ?‘f SfmecB wWhen the user of the
3sed Thus upon reconnecting to”the networ E t'he.
I?PE’HF BV IGFAT RS t%achsgggtpgfpf@@es resources, which it

(60081 cal | yirtah@hnd 881 ﬁttgrﬁﬁn Pt : :
However . bet ween 10 i r?enlteﬁgﬁyfégsg%l}ogéeg o tY’e iobile device
afeeteleasedd Big upR rqqopmec@@g Whﬁhé hlethk rtea ompbile ddwce is reass1gned
dsBHeLY, GRRhf | ce.l s .not _avai l

rfsor servi ce. @%'lcglggtlh Eﬁ%{s Hk oe r Of)ﬂe%weéh NET etween
t ea‘l“%ﬁ)f’@ @Pﬁur@é\ﬁrft:@iﬁasqdrmld th® nm(}tlm ﬁe eeacqnﬂﬁfﬂtraf&u'ces are

[ | ve data
o3 fe B P BRI BBl T 4 RSy dorioh gl
“pvaysen”\devistesiace danaticnare dhp@nni Sr b6 ting it dotnuRiddbns,
rver 1o evi ce, the 15
AR G KSR EuRERLS L AR Gt Ees, 1R Hre
dafe comnectpamin dting assteotputindaa Foi 4 Rmoteisinee td: haloblib Bevice, the

h di_ sconnect Such a device requires an
o s B BRGeEd anhdtesto rom Hagnet KRpRTE ke agrobil
dazunecthatthmdtw_mkrm GiQInergedl BRI LdHcE GRRELAT WvaykQROPkRTT
dﬁygtnrﬁgcrn lem%é{% esfent ed by present 1XRTT devices

oCCUrs of ARttty Free e frope dispeneticton| v
[08B6lai ned An'BE‘heS pRBRmOSEited 8 Brefdnt U RR T d¥HicAL oc\%ljs %eﬁ Bata
ce | nltJdallzed and at the tine that

°°d‘8%‘iq‘é’8 cates Alely gb@tmpd-elhis @@mq@mbp@nat thbytpnﬁzzai Whjich the

ddvﬁtfe ifl eMtiiRedyi dnll a€iHeNBfe G@NE
for la C(;nngd(l:ylt InOI;l lo Whe ﬁl\% lhb%ﬁi%ééﬁfea Ixeﬁg&lblﬁgta%ﬁlrectmn

TYRieale s dryicsryill eibes cprsitgpesly polbitee @etvorlefor aivatneation, or it will
mﬁWﬁﬁHdl bR Shnechéh é?tmn@is rﬂ)@fé)réaitt dg@lhrﬁ%sttﬁﬂg conneV\ﬂon cannot

k user interaction. The first
F?t“?idplabd’ﬂéf}} vilne gt j willy seske aisae s interaationk The afifsi Cmethod is

cdﬁﬁﬂeﬁﬂodu@ﬁl\l‘éc%slttlngre&@so ﬂé‘t{VB%( %ﬁflc,d\%h@h édu% ggﬁc‘]a%,?&y P 2 data

resul many net wor ks conti nUOUS
chappely eéﬁ e ressltp anang ok frirohgbit topnmmone qiollfng tIf) thdadevice

ex\ﬁfbﬂé?lt:@sséfﬂﬁh? C&ﬁk}g\ﬁ{gktb i€ w(ljef: %e&lzﬁ C ?(tlwg%ke % gt Llsprolrlilteractlon

merely notifies t user o
meraly nobifies e s itist laginoff @aoeptibn,i and doésenot aess &€ fdalbiring the
C&Q&gg& It is, therefore, desirable to provide a nobile
device for connecting to a 30 1XRTT data network that

[0067] Capab[tss,otﬁlerﬁﬁ}rd‘;tchslmbl&go gtovidd Waysdile deviskafd connecting to a
1568PP 5L h&@oﬁé t&ltli} is capable of maintaining an “always-on” data connection with
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-2 WD 2004/ 043092 PCT/ CA2003/ 000875 automatic
di sconnect recovery to mnimse the anount of tine

w0 banti/os300mt a connection is not avail abl e. SUMMARRYALNE3/000875

THE I NVENTI ON [0008] It is an object of the present
invention to obviate or nitigate at least one 5

afofafy aRéAaeet Qcoldr§ b ASimIR IROSR8E of f—ifn@kﬂldt SHaB g&o@lﬂ&uon is
mai nt ai ni ng data connections in wreless netwo
mpedPblan a first aspect of the present invention,

there is provided a nethod of establishing a dat a
SUMMRARY OF THEINVENTO3S data network. The met hod
conprises the steps of deternmning that no data

[OIIQ)BDeCt | apid &n bject o ! @eendiaientibe tovebKatk Sr mitigate at least one
abllsh 10 |n|t|allzhﬁ% a back off tiner based

CBROGTBESOT BiryicHtAABIO% O cOHBEEE R resfigig data commectons in
varleomdiwe@s |l y transmtting a connection request to the

wi rel ess data network upon expiry of the back off
[000%r; arfd aeglfsélﬁ*”ﬂe%‘h?fn'@e RTeaet dneaitfe i s provided a method of

eEtElﬁﬁﬁlﬂg hlued c6RRPEG I wirdl QG UAS Betbv%rka ERERERHd PImp¥Es the steps
Wi reless data network. In an enbodi ment of the present

of dgterpings, thetheo Wakeresectigntta hetwitrldes idgtagnatmmo§oBtablished;
ineiRiEkKa BRE S Qinkk e@s&f off J?Fé%ddﬁ% Nty (df8lonBQ 8 tr@ Eqyests;

connection 1s established in es receiving are
apipmgeqally érenmﬁ@a@ecmn@ﬁpn reneeshior thé evirsleshadata mwwd;rdppn expiry

d, f
e A e T SEC e
reQuelbris @aekpledt by d@lere}:@edatarmsmgesInoan embdvtbmelftamﬂ the QJresent
1&\41%&15 the I\xyfre%gp?a% ﬁ[—:‘?@&% 1M81’)§/[Af(580 ng Fi’ C an do tién e, e%%fl cﬁa‘fa'ermmmg

nmessage i s nn
thaeqfu dx4 compectiva 1mstetbtm1ted am:lddys ma‘nﬁm tdfMl oﬂ:semce message from

t
e WintsalaBntogP BN SoRT R Dt o, et fame i
inghidirtg Rery Otder,i ReléasaOrdee,dRécdde Giﬂén.lzﬁldblatbﬁfépo()rc&r h@SAeEs or

and i onal | estric t.o a. val ue reater
oTREBF St BbaFon kS te £hfaorbrfis® oy S goercen
n&:ﬁstagdf tiie donBdctios teabdst Sdnedt adehatical9 tAeGhitt@NupdnleiBiion of a new
r enbo?l(t nt of th resent invention,

e G NG Hampeierpiodinnt o by BrfEs BCigiohein ichpft tme

igialtRyzaInec fdedblyd bhe rhefofyseed, A, is Whinllf P@trl@@b@lkto (ﬁf Yalue
timer is 25 optionally initi alized to a tine

at e
gteflsh 1BR & GO " gnY Beekyff Pylelaemsyalcvlﬁteéﬁ&@m fasCestablished data

cSaHnMBN Yot ahbBerCHMMRRANOBE the PRt ihwenAbh, hitigliA t'h@ Back of
Message in CDVA 2000 and Activate PDP Cont ext uest

timgr @ﬁgged POB 1YY Jelavaspeeifichby Hepeer oxger, W’éfeptﬁl@‘l‘?@qkt off timer is
obtOHaIN uﬁﬂahz%@ &6& 'tlﬁlep%x@é/térdﬁl% Q)rr@c:c;l Lhog Bk ret _delay. In gnother

aut omati ca re-establishi ta connection”on
empedimants tt@agchnpfémgpquesrmeamgmgmuon Message in CDMA 2000 and

Activate PDP Context Request in GPRS.
[0010] In a second aspect of the present invention, there is provided a method of
automatically re-establishing a data connection on a wireless data network. The method

comprises the steps of determining a data connection status upon the expiry of a service
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30 conprises the steps of determ ning a data
connection status upon the expiry of a service -3 WO

wQo4ohB48092 PCT/ CA2003/ 000875 check timer; PCT/CA2003/000875

automatically transmtting a connection request if the
data connection is determned to be |ost; and

chekeghab ishian@ly hﬁtn@fﬂﬁtﬂlgceo BoRSEH A rellest tfeth& 1330S BnhdcBbhn is
reques cepted by the wirel ess data

connec t
dRlstiige tooﬁer%“ér?né e el ﬁﬁmg B¢ datp eor@ee@ﬁdf the parsmittediconiggtion
rédMeQns hdeBpted Bf-‘th‘étvﬁﬁbl&g dﬂ@h@c@vﬂ}kn iDgh EAGHALA of BRNE Hq ect

status is preceded |n|t|aI|2|ngthe service c

of j thg inventiony {bg Kep Cé thet dpta spmngetish status is preceded by
uﬁtﬁl&ﬂ%{ !h@ akhyce dHe@D ﬁfﬁlelt tIh ngﬁlgeerﬁ?daﬂn&ltt' f0 Vaﬁ%fea?h"t r%a%cally
perfornmed upon expiry of a back o g

tgpENtipefthe cepapctios refplestoﬁmrfoymedwmqnaﬂxu)ze of b back offikimer, where
tlmzdgg offlrhn?er E@%}ft%ﬁﬂ{?’l 1@1}&%&%'& ﬁ%gn %/ﬁﬁl Qz%sﬁdaon g?e Iciéfﬁy sl%%hf el by a
r¢cqivedh tRegni, Ondae Intae furthr emeCbmmtmfn@)e t}in@.’sentamaentlon the step of
dERMG tl‘l)échaﬁ %H%elfo { ?r?c}u%lgs S Iaﬂ %gsss}sgggcg Peggor resources to

resour ues,
defanip anliesg whpiei tanstby gt cqnqiaungesptdnﬁlﬁlr mlndasgietehﬁmmgahﬂabalata

t. st.abl i shed ass d . nterne
é%ggogl()% gﬂ%})él?kéegiswhen ag élss1g[118<¥\,§ffe5ne8 esa 1555} rtoﬂ)e(ﬁ 0.0.0. In
aciiriiati amgotlimenh ethergdetod inclodes desern of lﬂﬁ@m@ fprdnitet ré@plry of the

ure.expiry of t service check tjnmer up
SFUBERBHCHEF i, Reabpter FEiFesS COREr Bt FuRgiafs of te
intviastion] niwe Relemse, Otdbe isRe [ Poas-o- Elildtell’roto‘éolatermmatlon request and the
-Protocol term patjon request and t

he 15
cQ BRI PRIt B 40 LETREoh Mebipt (G VPR S8h e el PP Conten
R@@M&Zﬁ@@R@nd Activate PDP Context Request in GPRS.
@ﬁ q &?lrd aspect of the present invention,
e i s Prd e OhihBiPresery éveREon, theke iggHoxided & ohie device
faxRetabBshitgahd hdghtAnid@h datd ORMESIN S a t\)@reﬁss’\ﬁart@ﬁ&@?r#(d’?ﬁealnobﬂe
networ k. -The nobi|le device conprises
deYicpatompaisesey back @ffctﬁeeéka sqrvier chepkl timer edrieeanentionamagger.. The
baddR€of2 Qn‘@ﬂ?skfoigftlﬁmﬁg MBhck St fp&‘iedt PIm: REvRe RAGK Bhd: P85 tﬁxqil‘r(xg a
The service check timer 1S for timng a service chec
SETEIFS ehgck Teréode Bhmeanecgan rmn@gets forglefeninghegt that i dafaregnitelion to
R Wad18ss GRANGE tis QtaliRhedt 118 r{r Rk G5 SJI]%E %k tﬁner resettmg the
establ ished at expiry o The’ servi ce
sqreiseeheck leeh @0119@ rewpieyeif @lvendectiomie ﬁstwlpirsh\ed trsnsempng yonnﬁctlon
BUERIORE Bl hebERon IR s loR DR Bt FERREH] Bffer and
uppGivtesRiptign it thhestdbligid dith c@nnnﬁrona)as:lbezﬁ lesp@nd for resetting the
%eteoﬁf Q‘QF lré)sﬁ d;&Sh gé retcel ta'lt Cﬁ’gllletcﬁgne%begg?? %C OQ]?qeﬁjté!?lgqlg ﬁlggvork
Iy espmh@emtm af ehrepqekenofnvantmnnthe otitedsss deth eetwonlt islf 4 QDM AZD00
I $S, N r N embodi nent of the present
o b AR oo el BF o Bt ety B fSpRSSp manager
inaktigwondans tcnreaam diclback effrtimeli ir@esbob td e rfEPESINH Retry Order, such
tha{] \{16 q)ta!:l? gff t}nl;e?' 1§: grregtgg %hlar?,norneaqﬂﬁgto, a retry delay specified in the Retry

Order. In a further embodiment of the present invention, the connection manager includes
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i ncludes neans to reset the back off timer in response
to the receipt of a Retry Order, such 30 that the back
w@Rdo4niazoer is greater than, or equal to, a retPgI/dab@my/000875
specified in the Retry Oder. In a further enbodi nent
of the present invention, the connection manager
bothcdnudesmulatér MO&Z(Q@{-E &ﬂ&@&&e@@&ft@ﬁ; st%é\g&g %Ycﬁme&g?(bre@é} the
bq@fggulator for tracking consecutive rejections o
48T U CEICT dhACToEHRS b fismben of consequting fejedtinmy aridnmeans for
canapplanaee wkhity s RHRahe! tilﬁé?%?egwnké/ & tﬁ@}ﬁgé} t #3Release
and neans for causing premature explry of the Service
Qfiick timer in response to. the recei pt of a Rel ease
[601dET . S5 OERbectd MBTeaARRER R A0 1ﬁ@JnH{n? %il%ecgrpmea apparent to
resent invention will becone apparent to ose
tlg)F%I FARarily, skilied ineidie jart upe review whdlre fodlowing dehcriphien of specific
efnBbdiRWAS Of @6 FHEARNIP o 4 AL s, of the
[ nvelnti on i n conj uﬁcﬁng{%lcw&}eﬁté ﬁga%?gc i énnrﬁlet? (fjes'
iigures. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0013]
B%ﬁ%dfﬁi%%@éﬂwg THERBBAWINME®Nt i on wi || now be
ri be by way o 10 exanple only, with reference
5] e bt ibe esciiamanien Rilion b deserbrbax way of
exting Q¢ A1y, 0fithreRiatd © teMb ORI Mbufes Wi hlifSS data
envi ronnent ;_ . FI%. 2 is a _block diagramof a nobile
devi ce off1§Hds pPlekdipsamwenamobie devicg in 8 wirgless datagneivamient;
i 1| ust ratiina ioh bRBHANE RS FRBA AF: RIBOGH IR ©f -
t he presen% fnven?ioﬁ? 1§ Fig 4 ?%K§Q¥ﬁ%$k agﬂh@%mm
i |1 ustrathitg a2 favehse istreting of pesedrod abepeding focn embndiment of
theipgbséntlivedidn; OWchart illustrating a method of the :
present invention. DETAILED DESCRI PTI ON [ 0014]
Gener al | g ¢ st firsbanillustrating o imothop obthe gesena inveitvagamand
system f g%, 5 &St hshi kntakning a data.
connectiong%etdggkhgpwg%F@ggaggpggogﬁﬁp&??%ﬁgggmﬂata
. 20 network. For nobile devices that rely upon being
DESMEEDIESCRIPTION ti e, nmintaining a data
109 necti to the wireless data network is an -
| ﬁ%ort antoeggally _nthF eljEichk ARiFRUONHGYRNAss , 2 mathqds and system for
esgdlieting Ay tkisleSingakla® c%ﬁﬁecﬁ&?bé?@éemrrﬁoﬂ?llgsl%ﬁg?gntdtv%rele@fs data

al | %w data connectjons to be permanent nt al ne
nGEPrealor ehile dewicesNgatRly kgon baine pshéd detasinnpdl dinre thinthinifg a
ddtad&ﬁhhécfti)éh Rothél @%E%ﬁiafanﬂiwdﬂ@ﬂ%h riIﬁP&laWeﬁljg? ?&fq%lierelﬂglt. However,

. connections, and a sinple neans to prio
it 4% gpregallyo dssirablenor tmmstworle opwris (@ rBowlelsiagemtedtions to be

parsheRfty | kARl Yol HC AOARE! NIRRILE 12 BEY6 65 (Hnder
_ nu_rrb.ery of circunmstances to pr evélﬁst laé):g ?oé |ae\?3npqe mg}h(’d of
1d@5ﬁ§gg dpdees that reguire elays-on connections, and a simple means to prioritize
device connections. Thus, networks are designed to indiscriminately disconnect mobile
devices under a number of circumstances to prevent or relieve congestion. As a result,

even if a mobile device is able to secure an initial data connection the data connection may

be severed by the network at a future time. The present invention mitigates the problems
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even if a nobile device is able to secure an initial
data connection the data connection may be severed by

W b@4netoonr k at a future tinme. The present i nvBOIL/CAR03/000875

mtigates the problens -5 WD 2004/043092
PCT/ CA2003/ 000875 of the prior art by providing both

ol the piibreard &y Iﬁ‘revu’:hﬂg bt hasbyilerdeQit aind i fidhd ﬂﬁtcﬁ)tammg a data
ConneCt| n an nH|nta|n|n t he connection once it

RS And npapAIBE W@Pﬂeﬁ%‘?‘\@%&ﬁe‘ﬁ@&%p, a nobile

[0015] ce OfAftéiQ)eﬂfg%Ql%d P VLRALbIR I ¥R IoE Q’Jelp\{esefftqg\;%ﬁtl& typically
00 data network to connect to and negoti at

CDVA20
sgike 11, CPMALYLR datgrngtwork He compepleigoanidancigotiate edih| Ifssuucwssfhle the
nBEIAREK rR8%d SN iHR glewftﬁ"k ql@@éﬂlﬁg HRVinGhie 8Kid2e K)votrlﬁ resources

resources reqU|re for a data connectlon
rpdedifees dgseapnestion.sAmang pheadypwss asmaned Lsnmq[[lélayldress that

u?g@gg rlg‘éngi%ggr EH% o@gﬂlléngﬂ% F[?ﬁi gl e%? sétérg‘lgsce Pheaipghy the
mobie tdegine rrgugho Ifheolfranam@arpa das eleitamaa;egu QagingionMeflessage to the
e
Vglglr‘]%%%t? }é\éﬁ@lsﬂsk ég%eth% ﬁatﬁ 8(%}1‘4@%%{1 s‘fe% 1§tre§ éggantr%féc ﬁﬂ‘s‘i’?e@mhed
oo 4 seover &o the mbile deyidelhy trmhmlttmgdhtm paekelnyto ttliealPdilfctd a36igned
t(g@lgﬁlogﬁ\g%g,ﬁ)c% to the I P address assigned to the nobile
devi ce 6] [

Figure 1 illustrates the connection of
[Qﬂlﬁbbl | e Iﬂguecleﬂhfstritéretmr as@edtion | gTVE midbile de®ic@ of the present
o Net o rk capabl e r ovi di th v0| ce andp

in % DL ess net bI%fo i g&ﬁbo
at a teI dphony: IEROYT &ebdle O pgyiding veicq #ad diinisieplony
sayviees. & mbbikl c%si ggm koﬂn@ctaom&&mﬁdrl]@ﬂ H6et0/£bass mﬁ@e@v&%ystem
serves as both a transpitter and
RIS L FaE e i B Sl e o o SretAnae begween
ndbile doeceMl 0@ la8S Shen @irdlEsKnetBdR. BGR 102 %%&Qlllédegy BYse station
bas @gg gﬁ% cogbr oller (BSC) 104, which in a
ﬁ%rr ) i choRa ReiTHEE mbediment copiestsite y Mrality o& BTSs.

TTH@I ﬁloazlshﬁ&ﬁlenwﬁdeel(ﬂet‘é' £8yel BRsii thD Yo W ShFE 105 ednfl remain
range of BTS 102 and remain connect e§ to the wreless

COPBESHES fo B Witsless neéwork sp domgpstitis in tha gange fof araskerATSBBSC 104

oS M EALUIR R e SR8 v

veigs Raserbislpriaony|calls te bplagidde peblicswisdisditdephnane urteotk (PSTN) 108
oft &loaRb %ﬁm@@hé’%& @Etss-%%n)]'% 4 A09 E&%&tty\%rogteﬁgwce 100 to

networ k (not shown S0 connec
Phbig spvétcheglodatizo netyyoul] (PEDANNi 18 @hRYDM A8 aHewsvdatk tl(aFffém:bm mobile

der}cQ IOB% ilt;u%dqgln?ir’f% r\ﬁqu S Mt@gﬁfk t5 aL(gtﬁ) T conrt?c&eg ngtﬁv \ih &wh as

100 to route e wmreless ne
Ingasnpid 2. é@nmmkto ktersatd b2 s da6 skrvice rlmetwmdhzis a@mﬂﬁ@toeﬁbbue

1
R G el B BT e M Brerien i an e
addizgss zmdmlmonalkyna dmnmnl rengeMabile H8Gcd 10 mmlthﬂaﬁcbomdch t@data
seg‘g ice gfgﬁd;[gﬁs’to pu hr% ttfg%nc%éacy $%b1%2£¥‘1{]:e Q&STB data serv1ce 114 simply

addresses data packets to the IP address provided, and transmits them through Internet 112

and the wireless network to mobile device 100.
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service 114. Thus, to push real tine data to nobile
devi ce 100, data service 114 sinply addresses data

wW@aoket®91 o0 the | P address provided, and transPCT/€A2G08M00875

through Internet 112 30 and the wireless network to
nobi | e device 100. -6 WD 2004/ 043092 PCT/ CA2003/ 000875

[0017] Fi Bigie 231lisrhids bt prbeasly ?re@é’r%ﬂ%ﬂibbflﬁnﬁgﬁff%cfbﬁ% 8%VICC 100.
bile evli ce |1 S

r%od nment_ aof nmobi |l e device
NS e 10D sy tirelts CRTTBEieGen Fticy &¥eteqeivige diatagfrom, and
thah@hitingNdhta fof B'IS“]!OQt "I‘ﬁgcaﬁi@ttﬁe téhne&libn 4GS TUPisCaﬁzlhleVed using

t he connectign S 102 is achieved using antenna
agigang 184 te%trlis’é A déta 65%@316h@ﬁgiethetaﬁr1@i9@%emh§1@ﬂ fayer. Reference

rhddk @6 EiRERnP B Sieddon! @bé@ﬁt wiZg! 1?15 g1lét1§@1]g§r tb Qhecc!?)ﬁﬁli%f NQfers

a connecti on, except wher e mad
9 HefeiEping Af § datp ghaamel is i Plaes @rlﬁglnalkygattaﬁh zobikt devidealeb the

nbfvdi ufh A G @pﬂﬁﬂhlcl%érX1nﬁtﬁ C&nHJ[%BFJl ?taf&?‘{é ﬁ/&lcg']%g% ovided to

the network u5|n8 sl ca ayer
t‘@o‘ﬁﬁ’éﬁt@@ﬂe devigeuid0 by ntegrs Qfalwsyalpncbwtme dn thsplay h%0. Mhestatus of

\ARSUE:
SRR AR 0SB Sl B 50 v
armmstlmh@@om)ané orsetbiestablivh a agerectiditon polviectp. p?roﬁhﬁcd&ﬁmanager

di c and is .used
1% IQHLeglsnt a%ﬁ]tﬁg gﬂgg%gnh%lg? gStaathlied %(/\E'esﬁ?hp Ishig A-coppscgfn, using the
cnmatgmr estdifiShmenit mahails dfhthe caeseeiC invemtionpMhen the connection is
?qﬁtg(pl i shed, by re-establishing a connection, using
connection establishment nethods of the present

[0018ENt i orﬁomhﬁi@ntMenagem 166 tde@Bnings theeke@s ad. the Wdhdction, as
56 determ nes the status of the

EEREE b BROR B i 0 ST et P e BiFot oL teiypeaisgneluce

rabhipn ofl aVRMlERE YOradr, fMEPt 5f 8 PRI Terhi@Gi6n %é@ﬁhtsﬁ a8 GhdEiry of
recei receipt of a

SR Clap Shrm G ELT S Sy i 1t R "OH apimerive dest ottt feilure

evdntedan (6BG thusk 28nncofiéh Slasberbel H dbRBniAL theWranls of the connection.
ggp}ém ate t hat other failure events can also cause
S 415 BifdniRneitswe halscomseqiionempnager 15 checks (ke epnnepiion at

nfiRARECHQNntervafe] CodRfectich MeRUerd B5680R3 Lé'Is% rER‘@SC?‘%ﬁ%e‘n %ﬂher

manaaer 156 checks the connéction at m ni num f1 X
Sthtlef gapiees orsprigeainof et agtic 4séeseabfsdan delowespn d8ETnining

16!3’536f Mh%@ct%ht &%ﬁech%aﬁ%or g%@is&gﬁ a¥onieidh rr%%ét%esggge to the

dat a traf descr el ow, upon ermn
netyeek yip W%é‘l‘a ond BISnHBc I da conrrstien reli5Gt nwsiags 1sarejected

c&ﬁ@&%tmﬁl@%& q44! ?ect{ ?ﬁ%ﬂatgﬁert(g OtL[‘FI §52, 084 \Oﬁ)lﬁ% pre%erab% bs Qrﬂl?ned

and B t he connecti on’reques
by & eantlen se@@nﬂm expirymefh B§9r lizsﬁccmaetcsomandnagfrf 136 reeiksues a

C&QQJ ont2 %egggﬁgfm Olilgn %ﬁf ngﬁ ‘%@f’x?det ermned 25 by a

dom's on exp 8% connection
[Q%ﬁhger MgBeless -nbs@mlessaradescgnm dtandin comgsimtin iamutnber of ways.

n inati qn Mess
Tgrﬁge{ﬁy if 4 negvorg is ove y congesfaeg when a connection request message is
received, the connection is refused, no network resources are assigned, and a Reorder
Order or a Release Order is issued to mobile device 100. The Reorder Order serves to

notify mobile device 100 that the network is busy and therefore cannot provide service. In
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[0019] Wreless networks are designed to handle
congestion in a nunber of ways. Typically, if a

woeawmos39i s overly congested when a connecti onPCEGARBB/000875

nmessage is received, the connection is refused, no
network resources are assigned, and a Reorder 30 Order
1tsr1nmaReﬂ1;ﬂaﬁeﬁta@bﬁi @rRécBder Crd&@0wisOddihed & A8 GeusdO0F a mless
ﬂ@r Order serves to notify nobile device 100 t
H@e { themrMoLk BaS iPo£9Reesiee R RGSERE AchaThBICTPappeatien. Use "ot the
Reefdet @i‘der”ﬁs bedn U@e&ﬁ@%yomggen?ﬂ/ (%1%?3@(9@49 38’3(? %s aI 1tef6ctlon
initi npl enent at i on Reorder Order esl ghed
Hotaef OIaPaE?sS@FVI@F Hha%lt#féll teggice gavicer Fonzica basedeannertions, the
YRHtlPA RERELSHAG: ORRGG!
rUsg of . the Reor deE})%(%ra ?&mt@nﬂg\&a\{@% Tk §}ﬂ‘§§ de91ces do not
PEYdRohie wseinatenesvhes asReayder £yder is ejoeived ona remek sﬁgd’arllendrdata
Gﬁﬁe@t e ek ed! G voi. c
c Piticd é{ X gnnggt%ivongaad&jévwequés%n&? b ﬁrip%ﬁe weo\rg 1ng ng Jo indicate
theyispeirg| af y Reergt Prder fn @Smmuomgfatlmta Mangcude,w Bamprotical to

. eRfYet tthraOIYsleld@f Jn@l@za)%glg%e()lge eg@gaglf:ae\%geo (ﬁ)e 81111 g}%t?urally retry

received as a res
tarecampet unhacgonidction Yeobtamed. s designed to provi de the

ing t 0 ingdicate he recei pt .of a Reor
[mgj;r in Iggagr‘)’%lges e BS’ ‘}rgjl?melﬂ‘iatlan’d%tu CTCSRRARL T of t?ml?t§ to re-
initigte dbet icomection byexqkiadling, hat they wiseddss Ofev1adﬂ pativd@ytsly Ofttempts to
manual ly retry

rélg}{%e%? Fgé%aﬁrﬂ%@ tanu ﬁ{%valyse 89 E%OHH%C&IP? brha \éﬂgta SBYnéﬂnﬁ)gBt nto@ée? é«}vwe

100 mﬁstvtmlnsrmt capeated eqpinestion tréubn mnes?ﬁbbslﬁfnl b )é@t{lrféé\ﬁdn)k/)is established
ter ,tte ts tore- initigte €. connecti on

o GPEr P g G e et ebt. AbweadeTiga ik Fyes on push

te&hmc&dfgytls feivel @ERMARSE frohQ A Bk ahd) n&ﬂzorl@h‘ﬁ@yﬁalﬁﬁm the data
con ect gon i np&gdat? envi ronnent, nobil e device 00

HRETI SRuint &y TEBHORE di Fisepuraegd égtcawesssaégéss counter-
prodidtive Ané GMRE Tcd)ri%ﬁmb§ bﬁﬁmﬂl |tf§lh %Qul&- %tlﬁﬂ)qse By %ﬂﬁ teeg 484 &ive

can be received. An "al gs on" devi ce that
R FOnPRGERDS. (CORRMILE Gy Regiofie cralling fonfleferming dhe Ryadiabitity of a

chpsétioaNnéBRed) ﬁét%fﬂ‘cdﬁ%&ttloﬂ%f%ﬁ'lsn C&ﬂlﬁit{% &we to establishing a
connecti on. Constant polling

CHERSr BRsedecisgses dhe Pféchvebatrery hfﬁ @fotbmmbﬂe deGehu othiohecannot
redidh §i APbVWerCQARS Y FRsle %[éﬂ‘%a‘ﬂ&xﬂuﬁr%t | oﬁ&%hgg%@grc\# rgc%lvtflleg the

all ocated to acfive data conne I nuou
feﬁ@?ﬁté&e@ polling to determine the availability of a 20

[0pennect i @RybAGLE "i’rrc'gswi?&&‘é\qehv@? nas Sais ORau MY &2 temgﬁaamn of

count er pr oductive to estab ConneC 1 on
alady eyahdishadrdataefonaestionse Iib@t: tnmbgle Ichh@ vfcotivetedpit Inet actively

ugl?él i€ Shan%{\ﬁ l'flg' n&%ﬂ?ﬁan ik congges i él?l\é\geugnrgsa? )églg%e r{ﬁ'gert W@lch

when transmttin ack
causgs| themobits QBMEMO I[CIBMZII]IG: ﬁmw&sh]lmated o A Wpﬁcﬁllﬁ&@on receiving

a MRS Brd%far}nggll%ode(f ee lﬂ){) rdsBts 1pseasts1gne ? rﬁ resources to a default

value. In a presently preferred embodiment, mobile device 100 resets its IP address to
“0.0.0.0.0". These congestion management features, along with events such as the

mobile device entering a region of poor coverage and service option rejections due to
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25 already established data connections. If the nobile
device is connected, but not actively wusing its

w@eb@nnedo92 t he network can reduce congesti on byPCEEAR00§/000875

a Rel ease Order, which causes the nobile device to

rel ease the resources allocated to it. Typically, upon

ipeopribiliy betwdRe! tha s®bilk device seabigh andléhd £twd Q0 c4rLSRLS moblle
n eso rces to a default value. In

de%‘g?g@zth Q?Le é‘#"cf’%ea WEHS nobi | e device 100

[0@2%t s | tBe&yFOﬁldﬂraﬁl&lom iBhe" a@t an@ areds datPbas@d anaU@Q§§ Reﬁrder

nt featu al ong wth event's suc
G Fb Ry REBHBHREL RATER Robworeds an Coieingbor Message if the

neowoelt eap@oEptdvide b \ComRcOi | Dyhidaly SRtk
£9944043083 \IgCT/ O OOTL Al REh00 ieg%?le‘}@y ity fh hac
MhEe HEie 100 gt wat bdpreiTrpansigsteblish ke saansetion Rety Qrdes can

alvobé krensutd@ad 16 enoblO dévacd WO Line:r 6 ti the
et wor kS [0022] Re ’ O decr’ siﬁg}; e@%(ﬁgl\?\ﬁ%%%ﬁﬁ&l&%%lyé) igvided

Retr
etime-g Jf 2 fﬁ'ggbéa °h %6@ devices qme 6H dwevided Betry OFgqns dmt kypire
simuRelidolsrdey nrsb@rrfai@a&%
Qi gi r? aSt ﬁt)n I\/\gssage i f Oh@nﬁcﬁlzﬂagoﬂr%k O%Igeﬁ ﬁgrfs 4 o5 e Og the
IS REEXRIT:  Typical |y, Ret ry Orders speci fy a ret ry

[06028E t hatSeU&Qﬂ éﬁrogseﬁr&%orlggue %bhm@ ale%f Cé)gﬁec é%eraagmg

to establish the connecti on.
initiaklyd ?ﬁ‘%efié(fotﬂtﬁc'ﬁ@b or - Qﬂ@bﬁl&hmgmeas&d dith hﬁmecﬁ(ﬁaTraﬁHrmttmg a

séri%@ Bﬁﬁﬁ&da&pm Efin djﬁ)lrﬁfe %Sﬂegﬁgﬁ, L %13/? b ne%{el%e/\V@ 19 tg go

nmber of nobi eV|c s are
Hrtmpowrﬁﬁrleg H@dﬂm thaiesUustweeh hmnectwml tequeet mm&@&ﬁﬁﬁmssmns

YoXale) r |on ttetlrreofthe 10
PRI S bR SRRRBEH BB e
C@Swlhﬁtronest ablishing a data connection after being

or re-establishing a

tiall d elely I on
[dOE‘?]e asedeJ b?l : ld?:‘g“r:}enectpr% rag{?’rgﬁﬂ%rﬁtﬁ f PoRgegiondequegignessage data
cablplbradt detents cmlm%moo is@mice FipRsd 3 MRSSAGES meADd oﬁgétﬁwslﬂﬂg a
evi.ce to nt o ower, savi ng node in
oRQof s il et et MBS € s e powered on in step
1%6r & pait 9§ itosart 1p r@ﬁtﬁl\él ﬁ@ﬁleadeﬁlﬁéiﬂ@ ahes a%ﬂﬁgéﬁorprequest to the
Wugggectlog establl and prevents excess battery

cons u 214? % 5 Pressady i mreferrerd epbedisealbpfy the present
ingenion, ahceSonaedlmﬁ A&kt @Nal O ﬁﬁﬁion%@s‘%@é}‘% @MAZ%' dnd \Mz:?r()ate

Servi ces. ure | ustrates
P %Fﬁataxtgéeq&r ﬁ%}’%ﬁu féranwﬁweélgq @mn@m]@@ retiungy in 618, _hm)bﬂe
depice SﬂmtypicﬂlV}Er@§d1€H§ the'\ﬂéhzl'drﬁ rdfsE s@eg)ole Stn Q%ﬁﬁéf qh%mfplonse is

Ité{%p 20 116. part of its start rout
angl¥§rdda detgaming gfl}@gccgln@cdrqﬁ dag basn eﬂ@dlﬁb@t ag 3 wdlleknown in the art
Whtd Bk eSHeéidh eferse

e \i\péslt(ablr§h6§ §PReplisd: 2 Lvidh ﬂrreglf ﬁ eérc(é(ﬁ‘ﬁg B ag and

enbodi nent of the present i“hvention
UPOR ¢S §ERILY; 18 sigR 124, the Haeddoss Mstmady® inobilERZ60 100 Bl"r@mpared to

“0Atol.¥aketo determine if the connection still exists. In a presently preferred
embodiment, the service check timer is started after mobile device 100 enters an inactive
data mode. As is well understood in the art, mobile device 100 resets its IP address to a

default value, “0.0.0.0.0” in this implementation, when a connection is no longer
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PDP Context Request in GPRS. After transmtting the
connection request in 118, nobile device 100

wao ypioedoby recei ves the network response in stBEI/CAZ003/000875

In step 122, the response is 25 anal ysed to determ ne
if the connection has been established, as is well

akfitible. Oﬁe Elhﬂecﬂhtthe artYEDNrehiBy HBRORAG! AN dudntRS Bia&hér%gﬁr%ctlon
a service check tinmer (SCT) is start

b?ﬁ!fmgd quP?%r%&rtﬂ“ﬁ’y andrag pg pubstitated ferehis esppihans departing from
tl&?éS §1*e§hﬁhf—‘ thveRrid M iR daMdchen 108il ssepeRar &¢ 1b Oa.dihiegs wilPnot be

0" to determne if the connection
éxfi -8t % 0" 4qd éhedprggeémepynsdp éep AP df the gervdétinarhas beenalropped, the

pPREMIr&EmE BEGd T18RE 1sku°es %.tn@\!;/% e@tﬁc&ggqﬁab' | e device 100

enters an inactive 30 s wel |l understood
D0RS5, he ark in pepil22 ltd%@¢t@ré1111€@(frque etretwark rdspormel deceivsd 110120

tl@at tlféffisﬁéﬂ Jon}{&ltl’:h? mu&t mgssa du? not%stablrkh ah:opnerc]tlon a ba<§< %lmer

np enment at | on, ection 1s no
ivintiglized 30928 ml@ﬁmowmoms #Bp owly atduadif ehe f@me l$>k>lohﬂeedis not

PP |ateth
dg&? rt]c;e ?%c%% et\éY%fl An fn?e?%g r g ‘{ g sent a/ Lpé%fa g?(g n}?ﬁg&?f h&ﬂ(ﬂmg an
interaenh erdsiis Sltﬂctlbftde@ldvo fn a hiesentlg ;Dtefaﬂeﬂ Rmbbdithepatht bk off timer

- 1} nt| | f t e con ectlo .
o ol MR Bl BEERE BBtk R f e fave grpirea
iQﬁwgﬂNkﬁmpandmmhempknm@QSSreturns to step 124, if the

ecti q0 has b en the 5 rocess returns to
IGRRE°7% & I s S et R e 1o e aciner St 35 in 128
u$ifig arbackt eff alopAthint piosidde b Elr’ﬁnﬂ:e Anifi&108%, thFerABll \WRE Keeded with a

0 _that the issued connection
3 A, RO rard 6 et LY 4 RiHete of pwe demekb
hotef all istultandohisly Mbekh adidca@dcied t%zﬁrovidta thé RHERILHWAR Spread out
that this step only qccurs if ot failure to connect

"o O PERYENGIEITECT Eeipin SYluadfickrsctepreagestaressaes. In a

fiupthes efbddymextehe riae offedI e AnA fpeham ey ngcdLked ﬁ} cﬁxgp &Plime
order i s described below. In a reséntly preferre
bERieHRt ThushobiiecdeviseLop irefes for ¢ @nmctleld abfjxed intervals that

inerth§eUAtad bﬂ:ﬁet@mﬁﬂ&ﬂ(ra@g Fongd ﬁ'%mplefmehgﬁ t? %8&1&{1&&%& ga%mgs

determned to have expired in step
Batgary bifdis exjerded jn meg cages hompise] whea Imbels dmwequorc@ﬁmt eggblish a

1
(gﬂgé;%& Hg?fa seﬁ&g)rf ?ﬁmﬁgéég{\é :']1(t:I gsdﬁglsr tl'la% eﬁ'l%‘i tﬂe& 1} networ eprgblem
ohepile gpyige dA@ hoedefe dnvired wath lllﬁparamlmn \Ial eumher case, sending
f I l3pBsS I Iurah

BT Y GR DS B AP, S o
es@,b@@lgmm acoatkction gpicklyi 8 indreasimet the rtima/vidtehrvaﬂp betvderd Hﬁempts,

; congestion d g t.a .an. an :
nSBESES 06 8,815V s SOIAEPLL ), ARl bl
[002E back Ilofaffuahegj (nmlxohlmepe rafteldbeﬁﬁ?é Inytidliney ﬁxaﬁqs 128)@he backoff

nt_of ti e, n retr E@ il e deyvice
o spRush Bope ARG o ioel e 6By 18y vERE Kty Orcer
spzaflesnac nmamema’etrﬁpﬂtcﬁd&lh ®adh 6fe dmeaisdjudBd So that it is not less than
Vi n
the '} elrarc%%he&ihls en uge%vt at mo tetd%\rnze lb(I eoessanol: at%empt to re-establish a

connection until after the retry period has expired. Alternately, the timer is always set to
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Battery life is extended in nbst cases because when
mobi | e devi ce 100 cannot establish a connection after

w@2®en0i4332 of rapid requests, it is |ikely thatP&/CA2N03/000875

there is a network problem or nobile device 100 has
| eft an area with proper service. In either case,

thetidé RPue EROITRE Ih €} KAGURAES 1fscﬂ@q§9roeide@| a)ﬁd %&%tthéj&@c%lated
stically increase the chances of

t st
Vg]g‘? g%lp’ ?é‘h?rﬁ & 10 YR sPeifiedn eheiRetry Bydarncr e as ing the
[0028F | Nt eV¥BilesS dRAENVERD isPlybR AT %@ntro'ﬂg@wk eanﬂ S%rﬁ?lg 153!Qellnsthat

able to wait in a power saving node
PEYite e pier evith grpinerface fo ghef fupetivaslitinivolliaseneil difttilgition, of

n*ib%il@ ge\hd'é' 1o alln'azlfr&eht ﬁ&f@ﬁed]%%odh{b? g&%ﬁgﬁ kﬁor%lér'&gfrs Pesult in

onpared to the |nf mat 1 on provi
apf‘ eYCRE thgitip passpd ke the Qplétcﬁtﬁqnelgyea ofrinpibite deviet 160. fﬂae lappil,catlon

14yBeis hagk..q ot

e gt A A RIS oS58 v

aproprisée Wl qi’beescqnmct algodtipt tot ot the-tesk affl tinsdr. When the back off

ti ?gg lgeltsgrh %%L(I:au?ﬁt er tsgl?easlr'c\z?r\}tg[h\ér gg{ﬂe{;)tgonhraeiﬁfesé\%egsgge If re-

cOR4I D439 Qnm'ﬁfh@ﬂgﬁﬂdb’r a8 Yfrecdl\had driother taadldie back off perlod is
rovi ded, and

SBEE, 1 aihere iyl BERRFL ool el St Pediat (g v hm
thbaﬂrueows ﬂbad{ 6ﬁf @drlodn sd thet tﬂ?eldhgth@fdiﬁfe befvaR 8dtriddab hblﬁdecreasmg

L cal Q an operating ‘
PPV, DR Spidlh s ey Na ove et B 1 gsplaved
ob m dsemmterfacfbaéﬂ rh<yq1leSidﬁbe 200 @Bt théliet kﬁmtth&mata%mc'é is not

bj | evi ce 100 In presently preferred
g WORY = SPuti oty HBbIhED it BVire 0 prefesmbiindicates the
aVaMBility'of Ub@lseri e RAGS 86r bthb Reer ARkt i on | ayer of
ile ds&hce 100. The application layer is designed
‘F’g mpl enbRT f HEPTLBIAET bfaseided & aspenst g ngconnection request
R SARE el BYT 10N¢pies B/ §p§‘<§flésr&‘%etr}aﬁ@£ﬁﬂ§13@ﬁlg Riefil? rfkfr V\E this case,

re-connect algorithmto set timer.
therppplicadipn daer of jmabile gleyipe 480 C{ﬂh‘éataﬁaplbaelatoffofﬂin¢raz}8ebef0re but

rdq8944aRat FOEN&G o BOERELT @ fhE el g‘?ﬁé@ﬁdak n th& cBR1A2000

connection fails, and anot her
spegidisptipacpan alig ingbide inderenskothahort ehdr sprvice ogitions thaa pielaivaithble. If

tHefb AteaBSERViYe gﬂtﬁfﬁ 51%%??{)%&@@ q\h&)ﬁg devife P(ﬁf% Afiq $ ?onnec(:%lon

i's equal to or reater € previous
ToqBest gressage Withaalteriadve e¢rgrp¢1 opffionis | deing élheneseny deehtyr iIfesnyi of the

c&fﬁ@c’tgﬁ c%ﬁ%' lﬂ&,saﬁof Bgl{sﬁlrl x%!:h M[}a‘i‘nate gelg\g eCO fg)sg}s s%ccess%ul the

esta eerce I ndicati
bapk s tiperdis poaferabiy carselled byt e fapglizatidn l’c[pebl ()Ghed)ava meblllSOdkwce

Kk
e Ty e SRS Rl R B ey essae
wdbmewgm@memcmfo@na:bl y i nd| cates the availability of
: a service to the user on_the u nter 0029
B8 5 ° Rl f SePat oS AR Ry B PHEF i iSetely o soro- This
isato Mmkxatel o wmlese&lhta dewss hgetheie HenBRay Ithyt thaaﬂtémy Order is

eci.fies . a retry ?Ia inside the Retry Order.
rﬁrp%nl% )cll%e by carriers to clear grevmusly set retry delays.”"When a Retry Order with
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the application |layer of nobile device 100 cal cul ates
a back off tinmer as before, but 20 requires that the

WaQ 20981043001 be shorter than the retry del ay. ReP€TCA2003/000875

orders in the CDMA2000 specification can also include
i nformati on about other service options that are

| réedelakero zkio is tRESEI B} 4 RORRL deVRe SBE dﬂpﬁ@atf&ﬁtlé}@f‘%l%rgferably

nobi | e device 100 can send a connéecti on

rted
C?I&aﬁaé@tpe?ﬂé%réaé degly Hmen and irymedigialy setrapsmais ap Prigipagon Message.

~ [6031] N9t hgneehbdildehRY 100 %ov@?syugpits P R1drds O3 Qﬁﬁéa’llg [Pmtlahzed to

Jegeust nmessages transmtted with alternate ser
Bft-P ohe”iMokilecdexise A} may have 3 IBaddecssiréset forthis addgess, or another

dE’Fa@lft ShRD) ¥ mq@i ggf#snﬁ% 4 ﬁglg%gwgdl)ﬂtdgﬁ @PF#

herw se nobi | VI ce t he
Wlieﬁélﬂdb@(fﬂ%@é is racmiveﬂ;mmhen dheswivics cndt teer e@urcgt mmstep 124,

nMBﬁé ﬁg\ﬁce YM gahﬁ%s Qs &E 'aﬂ@e%ss ﬁrtg: a&Rg 98, set[tg gtg’ g%fag{) t value,

net wor k can SO sen er mn h retr
mobile deyigeekdd. startyidgta gognectior mqluasaarel RRP mne/gonaioas,sas dadcaibed in

S48 08 U P BRIV gy U D5 o O

1nat on efquest

arr
trpmsniitesh slopils deviceck00ywitl etaitysitil thherpisy fethe yaléxsted bavktoff timer
b?%érmg %QQ%g%4§9§2 PCT/ CA2003/ 000875 retry del ay set
1% °reRel Ved by a nobile device, the
[a03D] i cat IE)g'urb ayitlustrateb lan prefigargRinbodiaRACS a MBYoP 6 the Hesent

retr d i nmedj at.el ra
g B B ik i & Bt OSSR e G b B o 100pitiatizes
Sﬁmvlsusn upp 162. ?rdfaalagl (the EtialiSatiol PF Sair! 184 inbibp 862 i ?ﬁac&&d by
bil e device 100 may have its

e ar B i P Guliieud Y 2GRN Coohaek alsius of o

cotmbetn thit iIBTSudd) AVadnasIMIES ehilde heASE 163 &nectintHar Eg 156
Tei;m nati on Re&uest When such a request is received

SUNE FORIPELLLIRPE B Hea108. ﬁltﬁg}pu%,cpwctl%mpwggq B checks

thb%é fiGithiBs HENBGLa ROPasE XRM NG Sthek §
themllelg addr esss IS s%t t%s |tsrdef ffuf tuc{[/]a uga%é%sl%%awefdm 166.

Ingengi cerbodiperns plathe STealt invewipneeron spceidrg roBeleasn @ri@pn step 166,

He TEY
LTSI ST B By Sy o

128400\ 30pigecarried outpsdessribedi in redesionieBighe 3devi ce 100 wil |
[00@3]t unt 'Fjlglfré]% ﬁfﬁ@t’r:{teys QJ %ﬁ%@)lﬁ? %xgdé)?h%% %@Cthe %ersm en{Te {tach

beflore returning to step
miethpd, of (et presean invrrsippl Mopile divdet Hadnis mvfwea:dmnt inmﬂepoilﬁ; had a

cERRA e L'legi}/ ?sngslsl%'& TG%QIP l?ﬁt Fﬁbl I SQslen%' f&gerre i ?rpt%ﬂd mgeng, the

connection I n Ste eVl C
COATCLDE 4equastsis @.ﬁ)ﬂ@ﬂatloﬁ’ﬂ\ééswga bh DM AZO0ONntli AadtnvStatBDPnCﬁftext

' t ceded b 15 t
RELs Hideldd B GRS Ofhel RePiE FERGTE W iRt HERIAL 1P Jrep g2z
mohlm:dlevtch d 08 tlettmsnesfif aconoaine hid ean edieblished. lf it isl 3@ermMedthat
er 156

nne]hont}%)é IS%}(:S ilf%ﬂegftﬁl’ 3& ’|rﬂ&§]gtéjﬁwf% p ceeds to step 160,
wﬂich eambd haedlay theCoaiBC poigrof MRN@Aa6d 65@1;;@1’6&6 KfSa connection is not

established, BOT 156 is initialized in step 128, and upon its expiry in step 130, a

connection request is re-issued in step 118.
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the connection status in 168 if a Rel ease Order, or
ot her such nessage is received in 166. In one

weredizoent of the present invention, upon reckPCWCAZ03/000875

Rel ease Order in step 166, 20 the SCT 154 is reset to
O to cause the connection check in step 168. Steps
[01%] 118 22, nunibB oanﬂrcilﬁ&aﬁfeﬁ ﬁl@ﬁ rdsetbafitle 8% an unauthorlzed

gé q;q n reg@tlo? 0 . .[0033] F| gure

“F “f° fHobile devigp | "é %/nf‘é cﬁuw@mcamn ?hﬁBeI}séf@u ﬂéﬁ eigpt of a

faitetd &hehvorlfmitﬁ@dceﬁﬂcon cheleideC H10Bile dlemég Abé Fé@elvé\ébiﬂ'tlht@rcgﬁ\@r@& In
and a connection

t
srseiul BEETd Smbip e e ieaice A0 donpmenesnit ack off tmer, bu
VRS LRH1N i€ HasCabRQE U B ndrli&ik %@f&@f@l@%ﬁﬂﬁ%cfnﬁ%%%&du@st BDuring

Qrigination Message in tivate
tep Retdod of g ks isepsats hg aotifiedgbmStherghie anlacinof kervies fwengb an

1ﬁc§caf1§1§ Sh\ed disBla§ {2 Rhrd@dh ad Budid %Ea;@%esﬁi)ekal 1%11etg QY \9? readily

O determ nes if a connectlon en es i she
apHreqlqte that g avrebariof teghmidwes knwrcio et ¢xas fdralstebiimarthe presence of
a%gagghbﬁped in step 122, nobile device 100 proceeds to
stef 160, which can be used as the starting point of
[Q035] net hoBheobacki affiplgodthm| fleseritedrabeed iisoprefesaboemBdyed in the

nitialized in
u%% ltnél{hgg r%\ld (?0@'@ |d%§g? ep qlelé I H{es th@éﬁﬁgg?l}gSﬁEaE@q%?Sas‘fonF‘%Ctlon
ag m-stepsi2ddIn znplsseaply be8ured Eﬁlbmnaﬁlaﬂis @ABDGhined by the verification

of b S elhels A0 a0 Q0L e Ot o Rorindigtes that the

ci rcunst anc es,
ctm@t:W:mlhas nmhlebmnﬂm\‘ﬂmbé It @lﬁs dearnfindd th& a%hﬁ&ﬁkn 1s not avallable,

ntlc enge the of
oSSl SR SRREh i P ISy g ewedy inoaem B15. I the
casrmecﬂwmémlmcbsbfhl, ﬁfeﬁ eRtprddeshds corhpleted afd @5 ARt/ wRlGhEhE @ﬂnry

oS e TR b Yo 5o B0 S5 o e e i

clivek ek ishl yose afi@-daBisidting hs sRBHIESS 5o 1243@ Lﬂ)?ecférably greceded
bDﬁglq% th%s Perlod of tinme the user can be not

Y Hig corpligneptidata frapspupsiosy atécs dyta @ghivipy hasisjpppsd. If p ﬁ@nn@qtqnosnnot
edbAblibig, &5 ERirAihe@lin §tEqul20 Bn@ @223% Bspoe frc%ﬂu gbestl&vlz(#rﬁ qe&eﬁ‘ved

the art wll readil appreci ate that a
in; e bty de s amipsth 1 Piletrﬁi@%ﬁetfr@& ithet netwerkdloee oot presctibe when a

reREIRSQHAHE at@impt AwiMC Ve NALVEL, Kitie Tfcll Q)Qfs %%ﬂep— I]? Bﬁ&lk{zegf h a value
enp

al gorithm descri bed abové is prefera oye
deteraninedobaserhion gtheremymber. ofviptsivicas détompte o Oc@)nnl@t eamdi tluesnetwork

cctn'ﬂﬁfoné tas B&CHARGRco Qrft:tl@'? dih %gﬁ qgg %Lén t'ﬂet: b%cifj]‘c oft Qmer exPires in

In a present prererre
St%létl%(? A pEdedipntraquesicls irtiswad ianth theoproeﬂas IreFRJrasJIdcr elsg 118 If this

refss &R c%%@ectlét{ml%ﬁges mﬁgqﬁ §%§ n%gtlonC{hen the Proses& r1]s completed and the

I ndi cat es connec I'on ‘has
deviderreting el step f124 tIf ithe chabeetion [Be.dlsildzredsfua th® fimecisireinitiaized in

L L T N—

setting the back off timer and requesting a connection is continued until the connection is

established, or the device is powered down.
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connection is successful, then the process is
conpl eted, and the device waits for the expiry of its

w@etnewIrheck timer in step 124. In a presentPEI/CA2003/000875

preferred enbodi nent, the service check tinmer is only
set after data activity has stopped, so step 124 is

[0036{ er abl i ippeeadRGhatite BOT GRS 3R tioQkss MandRd alue of a prev1ous
transni ssion. after data act|V|ty has stopped. |f

HEsh B thad A the ceRt they adiaiyfPidenwacifiessa gayareHphebe Jonger of the
r§thyeRFiod 28d aRtad@ddly %&ﬁra’iﬁ%@ﬁ off tfn{e?qg ﬁs@& a§ Bl WRieKuntil the next
received in step 1 i's exam ned t he response
%%%om t he network does not prescrlbe mhen a
o@gpnnect | :
g I brBeh G Pettien cmGu B kiR A el s ar
Praselcwaiet & avrid pendirigoaerests abimtareals eo freqmetcthat watwork feengestion
I t
BSR40 e PP Bhe SEREL IREES o) ROMARED BRI one
emgdlmanfcqf ritrerresenininy aatjom she hagk pHfitiswn escflrandltlallmd pxr maﬂecsof 30
t hi |ssu d.connec
L ERAL B0 hreRlol By S0 ekl e (BRI RS B s g vith he
ass(gmptlet @t if apchntdton mlepaamdlyrlefuwdihe ﬂ@/lcstlebkelﬂﬂi anlafeatwighout

dgtg Qgr%g%l ng téelz {nll,fl] 1rvaLII &C S‘%grgﬁjceblflgg godt({?gle srﬁré'llc%rcrag 2 g%tlﬁlgled ngmut

aqjvembl efffects. Hyls tfilly anEidilpde(that'ﬂm wef @pattéhptefmahuall§ @ilﬁdt@g:rvwe
back tinmer and reguestin nnecti.o

(8038 Do Pt e RERHESh method 60 B K pticpstapfishing

ah hawal@vonC dath Scopaweoe do CBJ\Nanoﬂa- ?0pr P20 4809 Anethod and for

PCT/CA2003/O% pref erabl e that the

TEBRIYRE (e i ﬂ‘gzﬁé’@ 003 tl?IhBy JeiPrminiae the fRNBRALIgY Status at the

eiplmi‘bﬁ a 38lick tagck tﬁnérh Q‘h@\#ﬁﬁﬁblé bk-off Babr Yse@bdeen connection
ecifies g¥retry eriod, the longer of the retry

7 BaVideiior eerraseribiery Gnwithaub giepiicantlor delayingegonhection re-

a&tjil%’ihcﬁhs Ohe skill d®inUME iake Mi‘lereﬁ‘(ﬁfs'ta fpfe%fafey thaﬁmbﬂ%?’géwéenl(ﬁ will

Fresently greferred enbodi nment the i nventi on,
ilissehe vagiahle bagh-eff tipep @&ﬁ%ﬂ%ﬂdeﬂéo‘feo duringiits isisinkivation i m response

td ERURASORLr | I BfYRbSORR:, ff RIHER Orddh S ROGY b?c[eE . or in the event

congestion arises from the requests and so
thehthe @efvark deesingt nqmon@einrmmvwaoﬂ rpceqfifige Reldase [Qrdeyrvgth service

?tmqgjemtw&fre A S cg stﬁ ?ttdtl‘n)eF Jé)tep& (%gaciér&tes, tge device

iner is first initiralize secon
heldgioff date eaglestlwnsb@nqun@wml1sfoand dmthh csartt sEgue@ving a Release

Rk QTR serllh Bplich AR0RGH! +d b0 %ch0s BESUIBbLD Bl Blneh fop Fara

connectlion IS repe use ce IS
s¢ryicesn nznbde deltﬁhlﬁﬁ Wllblp@&r%r vitepept aagodndction iwithediffertnt serv1ce

k fo e vi.ce be ex ten
gﬁ"ﬁeﬁgﬁgd@eé@gmgf P e s A ey uﬁ @ ARPPEP o8t E%I coIpgEtion
rdqinest npesage anam Intengpt Grdbrnﬁlbbllai Ugyideni00i referablyT shie€ld. for a new
8], .The rovi des, a net hod and
STt P o B P B ek i il RGP grgontection ifa
new mesatrk das beenaidagifiadr Kn e avepe kst ab eedpofisetis YeddBed Fbm the

nd for. . . . :
ngtwork, it is likely that mobile device 100 is out of service, and another connection

request message is transmitted when a network is detected. Additionally, one skilled in
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10

15 mai ntaining the established data connection by
determ ning the connection status at the expiry of a

waeoniemIrheck tiner. The vari abl e back-of f ti PET/CA®E/000875

bet ween connection retries provides for increased
battery life without significantly del aying connection
th@art @QDAppsdciateRat thWariakle bh@bft fmédvt tﬁU Predhd ﬁan%@ﬁj hll&éides an
&{gﬁlate that nobile device 100 wil utilise
i FRANGLLOR Tesoyery ifipgy the seceipb ek leéeﬁeékécarewnld BPP tegmination
réduSstl Dthdtivailk ahdrR} tiinlr é)&ﬁp QP8 Redrler @rd@r Fﬁ!u? f’h%%{ egéﬂ%ventwn
an I ntercept Order, a Reorder Order, Retry
ProYideR e mpelignismt iy aeduch dheamamnt of disess smot owtesfpesrdee. | i will be
abﬁ%ﬁ"erﬁ\{@ Rhe Qltﬂl&f}ﬁxe aﬂgthgt \.@%la q@c%ﬁne(& ge [‘noml% He\ﬁg Ydﬂc preferably
option rejection ere evice does Ro
checke Wltilyb@setwﬁrkdatdatemn@ iwbetber artiet alevdvents v\rmd nhssse:d during the
pgfq&@wgﬁduggepﬁgé on until a new network is found. In the
event of receiving a Release Oder with service
[00301 on r eT@cﬂbbmﬁdesamdtenboawnts ef thogsessnt pmnﬁoroztrh @ftended to

d
88 L YRR RN S04 0 it 0
perticulangpbadossisiiyythosa ofieldil i e ait ovithbwe dspaaehafi6n kRLstype of the

e BB D1 B R ao bGPt erabry

checks for a new network at the expiry of the

vari abl e back-off tinmer, and only attenpts a
reconnection if a new network has been identified. In
the event that no response is received fromthe 30
network, it is likely that nobile device 100 is out of
service, and anot her connection request nessage is
transmtted when a network is detected. Additionally,
one skilled in -14 WD 2004/ 043092 PCT/ CA2003/ 000875
the art will appreciate that the variable back off
timer of the present invention provides an inproved
connection recovery fromthe recei pt of a Rel ease
Order with PPP term nation request, a network
dormancy timer expiry or a Reorder Order. Thus the
present invention provides a nechanismto reduce the
anount of tine spent out of service. It will be 5
apparent to one skilled in the art that upon
reconnection nobil e device 100 preferably checks with
the network to determ ne whether or not any events
were m ssed during the period wthout service. [0039]
The above-descri bed enbodi nents of the present
invention are intended to be exanples only.

Al terations, nodifications and variations may be
effected to the 10 particular enbodi ments by those of
skill in the art without departing fromthe scope of
the invention, which is defined solely by the clains
appended hereto. -15
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WD 2004/ 043092 PCT/ CA2003/ 000875 What is clained is:
1. A nmethod of establishing a data connection on a
woweehews2 dat a network, the nethod conpri si ngPCT/CA2003/000875
determi ning that no data connection to the wirel ess
data network is established; 5 initializing a back
Wit iddidmed Rased on a previ ous nunber of connection
requests; automatically transmtting a connection
request to the wreless data network ypon expiry of
1t e Betech ot ishiie s SohRaRoneah el 4pi ne Do i rgthod
cbipfidigg:t ransm tted connection request is accepted by
the wireless data network. 10 2. The nethod of claim
1, wHEFEHRNg fhat Rg dafa qorrection &9 thieviRlpse dp ngtworiviapggdished;
5  net Wlitklizidg a bRk JIEfiNQDaSld onlaFhdVichs nRBL S Qorﬁigﬁioﬁtrﬁﬁxeﬁg;
determ ning that no data connection is establishe
i ncl efeBaticalle [risHgfting p spunsaliongpqusalto itheewiitless dgie vk upon
ev\%}{sy HitheleR SrrdateR apgt Wor k. 4. The nethod of claim 3,
erein the refusal of service nessage is a retry
or defstablishing a Hfa conspeiise ibthe dlandmitta] conhestien requént is accepted by
theShsak ook nsebMl ce nmessage is a reorder order 6. The
met hod of claim 3, wherein the refusal of service
message is an intercept nessage and the connection
10 2y equéliy method pfosieimy amhgreiny tha swireless dlatppbeiwarkt sca i@IMAL000
n&wdew W reless data network. 7. The nethod of claim
1, wherein initializing the back off tinmer is based on
a 20 random seed. 8. The method of claim7, wherein
3the Bhcwesed of Glapy 2, wherey the sEp sbdpterarining thatnoglatragoapection is
e$thRhA in@EMR kecbQindAYeMBE bt Qficelhd¥8ge HoBnE Rlrtl@h 8 etwork.
after a last established data connection. 9. The
neth?d of §£%jn14, wherein initializing the back of
t i mefhq Betholelayy 3awhaeinyhe rgiupal of sepvieq messagersa fofiy order.
retry order. -16 WO 2004/ 043092 PCT/ CA2003/ 000875 10.

15 5The Tied hettloddt ctdirai3nwRereinkiies efubal bh@rhackesodde i$ & ABFdet Srder
initialized to a tinme greater than or equal to the

4

retry del . 11, . The thod of .cl.aiim 2, wherein the
6 onn L' Refba of biaind " RO Tenfar b Reice e iy o ptercept
nEeshpoehdohe aoinectivhireqiecbtys htodstically irsddgdaipdatigection of a new

WG R QR @ Wi reless data

7. - The method of claim 1, wherein initializing the back off timer is based on a

20 random seed.

8. The method of claim 7, wherein the back off timer is initialized to a time greater

than or equal to any back off timer time calculated after a last established data connection.

9. The method of claim 4, wherein initializing the back of timer is based on a retry

delay specified by the retry order.
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5 network, conprising: determning a data connection
status upon the expiry of a service check tiner;
wa@uiogmedopral |y transmitting a connecti on requeBCT/CA2008/000875
data connection is determned to be |ost; and
re-establishing the data connection if the transmtted

100nn&h¢ imethod efjigisi 9] wherdif) tRCERbEinkY if MQialkddeb@SEne greater
ata ne The met hod of claim 12, wherein the

td EmoEk. 13.1

gy el WbuE AFAY the data connection status is
preceded by initializing the service check tinmer. 14.
IThe Wad inetHoddf atdimi AywheinwlesorhdttibhRqsdseR afOrigination Message.
automatically transmtting the connection request is

f i f K off ti .. 15 15. . Th
et B BE ARG 85 Bl SR S o

5 nptwiotk, abmpisihg 0 a val ue based on a retry del ay
speci,fied .b recei ved -Rel ease, Order. .16. The t.hod
of - cPAPTATIEE 2 (i FNPECIOR S0t BROTHhe GBI oRF RrHige ek HiRea
conneabdmafvally atansmitiiiC laudemmetUTPaéqueg &S HiegAeEd BRIMAIK is

r esaur ce o default values. 17. The method of claim
di%‘}“ngth’FﬁPS{?ﬁg step of conparing includes deternining

t hat re-2Qbhdhirgatia GQRN@fhécEbn ii6 B tirbRbhiShe Lonh@BoR Nequest is
10 assngrge I nt gﬁrn t Protocol address is set to

agFepied D thg WIEPEss eaiangti¥eKod of claim 12, including a

step of forcing premature expiry of the service check

18 meThaupethod efatiifpti2ofhaeilRtleatper @ietatinind fe dARoARERR S tatus

.of clajm.18 wherein th el.ease Order 1s a :
15@6?%994%-15‘3?%935?‘85%‘&‘8‘” e;St“in%rr mination request. -17

WO 2004/ 043092 PCT/ CAZOO3/ 000875 20. The net hod of

1¢1 ai Thel Zyethatl eofetlaint N2, ehemiactheodtey ©fjUeSMaticallgNtransmitting the

rigination. Message. 21. A ile device for
cgd e%bqnir%%eﬂés %ﬁ@"ﬂ%ﬁ%ﬁ?’fﬁlﬁ@'}g%ﬁﬁg%ﬁnem on to a
: wirel ess data network, the nobile device conprising:

15 15 a Packetbdd oft dlaimr 14 ehereinnthaback offatirkerdf fnitpdivédd;a Alue based

rVIiC heck. timer for timn servi ce check peri od,
sz\%r\{r d%% rﬁ%ecci<f }egkyﬁ&%cgaggkplg?seg)ége&m- ning a data
connection to the wireless network is established at

lexpi Tie oéthedwed chin i 2.ogherdie Gl step wedsterfiing ths dbth icomettva status
imftla¥d c%%p%gl?gpﬁsi%ﬁeﬁen%tvyoqg fsources to default values.

17. The method of claim 16, wherein the step of comparing includes determining that

20 no data connection is established when an assigned Internet Protocol address is set to
0.0.0.0.0.

18. The method of claim 12, including a step of forcing premature expiry of the service

check timer upon receipt of a Release Order.

19. The method of claim 18, wherein the Release Order is a Point-to-Point-Protocol

25  termination request.
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its expiry if a connection is established, for

transmtting connection requests to the 10 wirel ess
woedwosIooupon initialisation, upon expiry of tPer/bazto3/000875

off timer and upon determ nation that the established
data connecti on has been lost, and for resetting the
2ack ThorhethddBf clain ! EX PRIRS&N A [cBRRcBdn Adqust CR NI ShrigRBtion
rejection fromthe wrel ess network. 22.(%he nobi | e

eV4&€e of claim 21, wherein the wreless data network

is a CDMA2000 network. 15 23. The nobil e device of
2| ai W AdbilevdRiceifdt dstaBlidh@id e inhDitailp A0REa tdAEEEAR T a wireless

ans to  reset the back off tinmer in response to the
‘ggd‘é‘&‘wk’él?e obRe P VICT WRFISIngch t hat t he back of f

ti Mep badk B @ArT6r AR o bk EOpEAbdL 0, a retry del ay
specified in the Retry Oder, 24. The nobile device of

cl ai APZYice Gk BMAT fonEmigrterice Sheckwerernd ncl udes an

ac CcURWbiHeonf ina bdr 36 RIMMASLEME doviRedibh EFthk A1 network is
service, and neans to reset the back off 20 tinmer in
calaklishered cxpiny efiihe srevienehoek timer, & mselding ipscivise sbedkdimer upon
i Oexpit) 1if 2" RioHGY !e@t@‘)l%gecf | ﬁPaHs%u%qu &ofhdbiibd Fequests to the
connection manager includes means foF causing
viredash tngiveotle xypion yinisiplisakien, segoni ex@ing hefc ket baelr off niimer and upon

ERIRANRA R tlStabRGEY Blta Qénngctioﬁﬁllsel?eﬁﬁ log: qg& for 're]sgtting the back

off timer in response to receipt of a connection rejection from the wireless network.

22. The mobile device of claim 21, wherein the wireless data network is a CDMA2000

network.

23. The mobile device of claim 22, wherein the connection manager includes means to
reset the back off timer in response to the receipt of a Retry Order, such that the back off

timer is greater than, or equal to, a retry delay specified in the Retry Order.

24, The mobile device of claim 21, wherein the connection manager includes an
accumulator for tracking consecutive rejections of service, and means to reset the back off

timer in accordance with the number of consecutive rejections.

25.  The mobile device of claim 22, wherein the connection manager includes means
for causing premature expiry of the service check timer in response to the receipt of a

Release Order.
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