WO 2009/115207PCT/EP2009/001681 1 Method and Apparatus for Identifying, Authenticating,
Tracking and Tracing Manufactured Items The present invention relates to methods and apparatus
for identifying, authenticating, tracking and tracing manufactured items. In particular, the present 5
invention relaté? ¥ 11&t6ds and apparatus for identifying manufactured itBRFEER2ESHIAArs, each
container suitable for containing two or more units, and methods and apparatus for authenticating,
tracking and tracing those units. Contraband and counterfeiting cause significant loss of revenue to
producers of Methedyand Apparatusttarddentitiitgs Autheotinating i Boudidale afddinaciigted 10
goods of inferior quality is detrimental to tmmgaﬁgm%éme manufacturer. Legally produced
goods may also be illegally imported or traded, for example in order to evade taxes or national
regulations. Alsol #is REgs@RicuRYRHRPorialates: dthenpibadetsandctenpamaiuamdesuidentifyinaddition,

regulatiomgﬂﬂemﬁ@n%a@@ BREPdHsaAd ORI A fRgnerspnshristibrtar i Rasghie to
track such goods as they move t ro%a 15global market. The problems of contraband and
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products. ddregmebicmsch s aRido s amyeotbe tdimam bl ededrasikctnaal Yy mdtiens Brrnd
value, in particular for internationally traded products, such.as perfumes, alcohols, watches and luxury
goods 20 W%@W&&?%&Wg 'ngldlgeéa@ﬂg%ﬁ@rér%‘@%ﬂ ,“iﬂ\ﬁorters, national authorities and
other authorised@artiesaretdno e witer teitireyibaeasilyidnifiqeatitidargjoedsrare geprodeand tef be
able to tr sily as they are transported. Many internationally traded products, including
tobacco g%&%%%aga(r?gs sf%B%e@w%aﬁ vr\lncﬁeal%eé EE'SF?\'Q l\élggee%}f%'agh%r{%&%lb Sc%ge%/pﬁggﬁkleﬁ?ﬁ{% sa
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products. meaéemqb%éernﬁgwga BRSSP RAPoT BRI SR80 Weg%?ét@g &Y 8@%?'%&&%%830*‘

carton may contain 10 packs, and each pack ' may contain 20 smoking ipping cases are

usually labBiRY ifF Bpndlcingitatiense Atlse Hoisisapasiisuiaty ArsuBI0B &Y othrrserskicts nsegiod and
apparatusaip pRaRkie AchRUTAEAIGRIBNY R MARHS G ecHE A I VHARTY ther i nificalinsyaades of

cartons do not need to be central!%’éstored. uch an identification code may provide information
regarding BROMREHe AN A BERIOgR d R Iete IR oStste e ssasdheyomaye dhepugh a
authemticafiebaermsaekiucts contained within the shipping case. WO 2009/115207PCT/EP2009/001681
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implemeniidgraetienpliydirded nred wishsewhorsipeppmaswaiseholgtovaigbasiianddiukendgeeds, or
onto,gackaoishgraA '@#?E'}néﬁxﬁéefh@g%@f%@%,pH%iHBﬂ%}QP%nmEOHAQSHW%hiﬁ&ﬁﬁ@s Each

carton identifler is sent to a database stored on a central server. Then, a lo plurality of cartons Is

packed inf9'd SHigpiAgtbadecH RaTtign g dakeieBisolR ok saslydhy easticuERBpegs el

having a gfinging sageddrnibins tH\sSachciiRRinginase tieay asdiaREpduelion line, the shipping case
identifier is readégnd sent to the de@bas . h%#[oductjon line monitors which cartons are packed into
which shipping d488Y JRFINEURGAE géai%ﬁ-’t s GRGRG dQ08%5enRIRIYG e ARuRNIRPEF carton

identifiersvidridivide caghippipackeses Becshghippingasssd tyscélly eaehabastamdhtbesspeinigibr
shipping ne jdentified and, for, each shipping case, the assogiated cartons can be,identified.
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cartons to racked and 1dentified via r
identificatfoer cotdemple, for tobacco products, each shipping case may contain 50 cartons, and

each carton may contain 10 packs, and each pack may contain 20 smoking articles.
Shipping cases are usually labelled with an identification code. For example,
WO-A-2006/038114 describes a method and apparatus for marking and authenticating
30 manufactured items, in which the identification codes of cartons do not need to be
centrally stored. Such an identification code may provide information regarding
production, and can be used to track the shipping case as it is transported, and to
authenticate the products contained within the shipping case.



There exists a need for an improved method and apparatus for identifying, 20authenticating, tracking
and tracing manufactured items. According to a first aspect of the invention there is provided a
method for identifying manufactured items in containers, each container suitable for containing two or
more units, tﬁ%grﬁféf B mprising the steps of: agsociating each unit with’& URIGA& Uit entifier;
uniquely identifying each unit; allocating two or more units to be contained 25 in each container;
uniquely identifying each container; for each container, determining one or more ranges of unit

identifiers of the fvenér MBhodmte dyetaiapasrddontimereanttaonticamt gashanie) padiediner
identifier igfemch Cé?ﬂﬁftﬁgc%%@ ROMaHIflamsiHgr Q%E&&?%Bl&%ﬂ@ﬁhw&{a&%@gﬁ thesgng or
entifi

more ranges of unit i ers of the two or more units allocated to the container. 30In the context of

this inventintifiRciifinGaénRIPEING Ga88 tifpniiietnd ceruirpinglpbasy SiolRg FShiEAINg, units
or items, ﬁaémmma%@a@pabmﬁm@ng% Fﬁiﬁ@ﬁtimrtﬁésmﬁi%é@,uwbﬁr@ag&dﬁéﬁﬂﬁ&?hsﬁnhe
container, upit or it rom another and to allow supseguent authentication, tracking or tracing, The
term TWOIBBEE 19 456 AT HEH (ORI PAS HRBHIEEANG: RAGReSPRRGSARE REERTIG f5at a
particular limkiedricahtainesdsiatait eatitoriHdersfie msSudpiraiedivons g genutey dseiingplangitadt a
counterfeit product. .The term "tracking" is used to mean the monitoring of mov nt, location and
time as & S ogheiaf e BECh ARG TS SBAlRE W & R g Rt e etthe
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allow8 indpldabiy pfitedons igaranrafdniptrasRiPing case. theghssiiapisgaselis mtigsowdrsalivide
and mix thgiaHg e RRNINRESIADEI RGN SHIKRGaske T BRARUSA SRERE ANRINAR dgadfier is

linked only to ran{ges of unit identifiers for the units it contains, rather than to all the individual units' unit

identifiers'SRECSIREEILLCHIY IRGn L 8 SipRE; sasrdlentian v 1ershans) senhilo the Aslabasgstems,
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tobacco products, in which each shipping case typically coptains 50 cartons, that requires 50 carton
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identificaties idettiEedrcHly sitred. THiidieahcdrtsnadiberitieckatioasdtiifisriidiesusia tthe dasdanorage

requiremests (e gﬁ%g -cgggq%_ﬂﬂf%%ﬂ%éé’é&?ms’ for authenticating the cartons, the actual carton

identification code must be transmitted across a network, which may not be particularly secure. In the

method of the inVBRIBrEXfESaduReed ioR BsidERafRuasbimealbedice¥ingpratius Hertidestfiiag.
Eachginit sn@yeRacakmaclivishiangnany fasting dhritansadlaapiuaiy, each unit may be a smaller container

for manufactured itema_. In one embodiment, each unit identifier c_omd%rises production details
associated with (ARGS9 FrifSin 25PERbALITE SNEBHRN SRR MRS iR metipgofor
encryptedaensipmgimsodéationedekaiis iss octatedannethshresarative sulth b that embosingenio
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more of: unit identifier; uniquely identifying each unit; allocating two or more units o be contained

25 in each container; uniquely identifying each container; for each container, determining
one or more ranges of unit identifiers of the two or more units allocated to the container;
and storing, in a database, a container identifier for each container, each container
identifier being coupled, in the database, to the one or more ranges of unit identifiers of
the two or more units allocated to the container,

30 In the context of this invention, the term ‘“identifying” is used to mean the
classifying or categorizing of containers, units or items, for example at the production
line. The identifying is carried out in order fo distinguish one container, unit or item from
another and to allow subsequent authentication, tracking or ftracing. The term



WO 2009/115207PCT/EP2009/001681 4 production location, production date, production time, and a
counter value of an incremental counter. The production details are unique to each unit. In order
to achieve this, in one embodiment, the production details comprise only the counter value of the
incremental B'BAIEI5H#7an alternative embodiment, the production detaif& E8THMYEIHY the
production time. However, in a preferred embodiment, the production details comprise the production

location, the production date, the production time and the counter value of the incremental counter. In
that embo@isheentigrdingcréismesesl doumesnmiiebehegidnaattatimensestivdan omite Proguidainelotsation
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Generator Identification. The Code Generator Identification is an identifier uniquely identifying the point
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may be spiasifiad afagsisainly ssrispieed ans taissyilaablseseanden tbespeafply Weeful
production of the units. For exam%e, the E@)ﬁgction time magfbe specified in terms of hours only.
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into the protiEdneA s deebeiauiitkead inwmedier: sivive snshrobaiiscagnteiie dranotaingrss toebe
containeddg-eaeh FARIPEIS {ratRe GOBRESERASKIN MMIRAR SRR AR 1R FRRUIARGF -t 12Rg&xemplary

embodiment, the container is a shipping case for tobacco products. In that embodiment, preferably,

the unit isY0EaRERRUIEHPryaliedt mantets sHAHR Bk inaglbiharindiddus! nenits ouittons.

Each cartpieAtifiiee eastershto Reldiddd nackR o savidadiariislafeEArhPACKDAY RERERRIEH tO
hold 20 smoking articles. Preigrabg, G%Chau?it identifier is_a 12-dir$it alphanumeric code, which is an

encryptedPV8IBh BRI Sinft 596 ol AR FEniication FRgRrAus i dentinspe iR each
20(1%/ 11 520G aR2009/68168de Sof ibaligih uotluets, in which each shipping case typically

contains 50 cartons, that requires 50 carton identification codes to be stored for each
shipping case. The method of the invention allows the required data storage to be
substantially reduced. In addition, it is unlikely that such prior art systems could be used
for identification of each pack within a carton, as this would require even more storage:
20 10 pack identification codes for each carton, in addition fo the carton and shipping case
identification codes already stored. The method of the invention allows this, because the
data storage requirements are reduced. Thirdly, in prior art systems, for authenticating
the cartons, the actual carton identification code must be transmitted across a network,
which may nct be particularly secure. in the method of the invention, the actual carton
25 identification code does not need to be transmitted. |
Each unit may be an individual manufactured item. Alternatively, each unit may
be a smaller container for manufactured items,
in one embodiment, each unit identifier comprises production details associated
with the respective unit. In an alternative embodiment, each unit identifier is an
30 encrypted version of production details associated with the respective unit. In that
embodiment, preferably the identifier itself is not stored; preferably, only the production
details and an encryption key used for the encryption are stored.

Preferably, the production details for each unit comprise one or more of:



According to the first aspect of the invention there is also provided a method for identifying cartons of
smoking articles in shipping cases, each shipping case suitable for containing 50 cartons, the method
comprising the steps of: associating each carton with 5 a unique carton identifier; uniquely identifying
each carton; glfb?:%ﬁ?ﬁé”%%?cartons to be contained jn each shipping case; BRI EBRHEHER)ing each
shipping case; for each shipping case, determining one or more ranges of carton identifiers of the 50
cartons allocated to the shipping case; and storing, in a database, a shipping case identifier for each
shipping ddseuetien Jnfbian, cassittiaiciaieinpesiusken idine datshascaories Medue of more
ranges ofgarpRddentificrsgf the 50 cartons allocated to the shipping case. According to a second
aspect of the invention, there is provided a method for tracking a unit contained or formerly contained

within a containerTBrRiRsAiRRuAEtRlS AES dENRHEa ‘a7 RING o IO THBHsUasiRNe thinsheel®f the
invention dh@oaaind, ces prsieibe seRAOtsaRHiss snithderiifirepdhr Withandsensdingdetails

of the 15unit identifjer to a host including the database. Preferably, the host is arranged to store
the IGbatiGR T le (R Ao TREL ol aEMy 5‘?%@[99%%%??%@%%%%gt e
arranged pociootian kiast theneneioins dopaiiened thebadi shetet tiregriontiineastiisecprapiuds
reading of,the unit identifier. This js advantageous because the individual units can be tracked from 20
location téqggﬁgIH%jgﬂﬂgO&aé'?fr‘fit{ﬁc?eHfﬁg sc,'%‘i’ Hegﬁ?%tf?‘nea\?‘ageg 122 gﬁ%@ﬂ%&?o?guc%{%il‘éa ¥he
movementfofrénenitmientekampiethdrrdogd srkbodisnend, thi betrepesniat attamde thediynisethesetit was
to be four%eﬁ%lg@rg%wg&location, and other details useful for tracking. Preferably, the method further
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comprises the step of receiving, from the host, 25 details of the at least one previous location of the
unit.’he method ReapRAUSSOBIRGHISN tREY 6P OPTiSCeRNAgTroRttINS Hishihstagitionf deatrsoathent of

the unit. the BFRiGIRDIIOHIMASTISAERNEE IR ISEMIRS IF IR iR CERE I FH it iR HigT - thg range

in which falls the unit identifier of the unit and, hence, the container containing or formerly containing
the unit, JA8FHsaHNShamsendifigrnRisyely sepatiyiRgdheneoind whateils meitidaalifer is

containingenéesraarly. cossainiig dhartpib, ThE2sbleysIsade anmngsdislere driaiisalthe
movement of tl?e ontainer containing or formerly containing the unit, for example the route taken by

the contafRF SRR RRGHBIRY 1R e HRY ntafiis WAL RIeRARMndeReRd s RREDPTand
othersdetaladseiohfaf MEOUAREOANSRAROIE/ERY QOSMREIOE tihtranknGe spelifdarabbarihe snethod
further comprises.the of receiving, from the hqst, details, of the at.least gne location of the
containermrlt%iﬁﬂﬁig' cgr or?r%'r"f)?(igbmé% |rﬁ%a:lﬁé¥'aﬂi%r?ﬁemrﬁ¥tﬁgds %%'Iffﬁr Her 85%%r?£§‘t%lg%t%'adof
receiving,MiorfebeAltamaltalys tifeoptedowigniine ohdyebeoapsinifieddntdéming of fanmeriyicoiésining
the unit. 5, qAceidig to the second aspect of the invention, there is also provided a method for
tracking a container for manufactured items identified according to the method of the first aspect of the
invention, the metREdSERIPridMguely deptifyingcaaniyait cneitendmsiserieaskinaeeeshtainié wiind

sendig dpidilmalihaanatainesddaniier tna hnehialp e dingthe,JRhARS basdforr#iRoJRiAthird
aspect of the invention, there is provided a method for authenticating a_unit_ contained or formerly

contained Wit aPEBREHRS A5 (AXATIRIG PEYSIERh O RARIMISR A BESREIG To e ritsRcf sniFkalist

aspect of intifyeifie@ndhecnetingrcamaprising phestansiaig castho conmindeniifier an dbrtamsrand

155endingdg%%iési__oflmgng'ﬁvig@r‘ltiﬁ% t%gnr%glsnteip C!’Hggrngotgeudn%%% ? eidentified based on the
container's intrinsic properties, for exampie physical or chemical properties.

25 The method may be incorporated inio the production process for units and
containers. The step of allocating two or more units to be contained in each container
may comprise packing two or more units in a container.

In one exemplary embodiment, the container is a shipping case for tobacco
products. In that embodiment, preferably, the unit is a carton for tobacco products. Each

30  shipping case may be arranged to hold 50 cartons. Each carton may be arranged to
hold 10 packs of smoking articles. Each pack may be arranged to hold 20 smoking
articles. Preferably, each unit identifier is a 12-digit alphanumeric code, which is an

encrypted version of the unit's production details. Preferably, each container identifier is



Preferably, the host is arranged to determine, from the received unit identifier, the range in which falls
the unit identifier of the unit and, hence, the container containing or formerly containing the unit. This is
advantageous because the individual units can be authenticated, using the unit identifiers, as
originating frok? 2YEMTHE container. If the 20 unit jdentifier cannot be recE§HEEA 8¢ A#ot be
matched to a container, there may be a suppositio?l that the unit is not genuine. Preferably, the
method further comprises the step of receiving from the host, confirmation that the unit is authentic.
The configrfdligigihaymtade an indication of the container containing or formerly containing the unit.

25According to tﬂeé&%@%ﬁ&ﬁ?@@é@ﬁ%ﬁ%@ tRBSHR/SHakP m@%i%egaemmgéarﬂ#%fﬁm a

container for manufactured items identified according to the method of the first aspect of nvention,
the methdBeBiERR GRS SEpIBKiIngATHig/as dofhiprRing eatas: trthahippiRgneasa Ry kRRIaIfY details
of the cordainaimengfieitondantingunsd bbMsrAnahnsatdpiesosdintigmdostnasres efihe

invention, there is provided a method for tracing units contained within a container for manufactured

itemsSiderRiHBPHECERERY M Hle YU HId A YREREET SRIPRAIRFEYRE MR FRIACESHB NG the
Steps/ of: detﬁar:ﬂe/mgdr@u/nitéﬁ@rpﬁiﬁ@rasﬁﬁhmnmﬁﬁatp hieHagad (w@mﬂﬂipgiﬁgoﬁhﬂ?(?sﬁwéiéﬁwgf '
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to be tracetipeatedorating shipplate nasee dicdreiriegpincardatabese, a sfippistepasfdddatitifethior
determin iner qr tai - rse. ing. from a database, delivery and,destination
Cetale for T B R B A R BRI,
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containing two ok BagriHgity 8a5kLBRl HRIpEASSIORRIGLHILA, UHEHE W KlRaUles, MaRRpastus 10
compr|5|2(g: means for uniquely identifying each unit; means for allocating two or more units to be

contained RGNS BoHRA e IABRSS 961 ToRTRRRY FakiRmc Witk cdrramainedassmangéstwadng one
or more raagesiakHiilddeidiramef herHwaetbarsrunisliosairdtethccaRiainen, and meafghase for

storing a container id%rlétifier for each container, each container iden_ti_fier being coupled, in the
database “RSTRESHR BESERS SFIfading: Arintidderiisrop b a8 8r ANstSeniivafniailsobtive
contegnerunit ifeaifiesacadioedincindinigtniitietapdsied only to ranges of unit identifiers for units it

contains, rather to.all the individual units' identifiers, the, data storage requirements are_.smaller
than in known S)%t%e%:%rs%.b? ’ogﬂg g%%o' i?ﬁ-é%?,geegi% l?r%ﬂr%é “l%?af%pori%s ﬁl%%ﬁ%%m?gilgom
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preferably the identifier itself is not stored; pre e production
key used ipniBesndisidn advamiaggous because the individual units can be tracked from

20 location to location, using the unit identifiers. The host may also be arranged to store
details of the movement of the unit, for example the route taken by the unit between
locations, the time the unit was to be found at a particular location, and other details
useful for tracking. ‘

Preferably, the method further comprises the step of receiving, from the host,

25 details of the at least one previous location of the unit. The method may further
comprise the step of receiving, from the host, details of the movement of the unit.

Preferably, the host is arranged to determine, from the received unit identifier, the
range in which falls the unit identifier of the unit and, hence, the container containing or
formerly containing the unit, and preferably the host is arranged to store at least one

30 location of the container containing or formerly containing the unit. The host may also
be arranged to store details of the movement of the container containing or formerly
containing the unit, for example the route taken by the container between locations, the
time the container was to be found at a particular focation, and other details useful for



Preferably, the production details for each unit comprise one or more of: 25 production location,
production date, production time, and a counter value of an incremental counter. The production
details are unigue to each unit. In order to achieve this, in one embodiment, the production details
comprise onV &Y value of the incremental counter. In an alternatiVE ERBEMIHEH! the
production details comprise only the production time. However, in a preferred embodiment, the
production details 30 comprise the production location, the production date, the production time and
the count&@@KI08- of the incremental counter. In that embodiment, the incremental counter may be

reset each time pegiedadibe MeaRstRILRiAkel pATAEEY aRchtsPULIMRGISHEReIRS fasdnarking
WO 2009/115207PCT/EP2009/001681 8 each unit with the unit identifier. The means for unl%l:ely
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identifier. unit. ThesapRARBHISTBRY I BICOOPaASARS téOsiep RIPELtEIoN@PRaM el PoYn i§edits of
container%The means fomgllocart&if%%};[wo or more unit]§ to be contained in each 5 container may

comptise MeHRVRIPRIERIESS8 rEUNRNIRG YRR ContRiiBriiig Hthe first aspect of the
invention, there Bcaisriipiy Widte: apparat es fercidehtifyiny cationstivéeniokikg arislieshshipfind cases,

each shipping.c suitable for containing 50 carfons, each cartgn being. assocjated with a unique
carton ide{é{if?rearaﬁwgegagp%aoa%g b%eéc%rﬁpr%?ng?#%'gﬁ}sl o'?hﬁr{%eurg@? ean?ﬁ?/fﬁbnggeh ‘}%Hb#‘%gﬁ %or
allocatingfirst 5Erasiont tacbimventiaincdhén roatiroshqurimgishe thmestepsorflumzadingide stifyimigarach
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allocated to the shipping case; and a database for storing a shipping case ident or each shipping
casé,oeadlﬁ"?s!HFﬂiBng‘é d@asffier being coupled, in the database, to the one or more ranges of carton

identifiers of the Ag-eaitAgstaliacaipg BspatiestinBingvedifn, thAFSAUinGinbe serandashset of

the invention, there is also provided apparatus for tracking and authenticating a unit contained or

formerly SHPEREGANRAING JoRitaifePTBING AN Gacioree ¥ msqntainged ¥etirdiry EaRBIRRTh&RY of the
first aspeehafidfectovedtinami cidtiieius cOPRE NG aHeaastrasdin afyait enidiepprbe unit;
20and a transrrggittner E)r se%%%wq? details of tgaungeeigen ifier I‘%%a host incl ding the database.
Preferabl) {RE S h AP S G e UBRTIHG 08, BIRGPT S Qﬂliﬁd‘ﬁ%@%@ %8t Yikand
Accosding tovdirggidedaitionf the renis idisutifie\tnlachastinthirindahonaaataatared 25 items identified

provided a cont e EMe oS, oA eATFo eTEhh, TR el TR iices o
unit contaiRR@eon it {alds ftenmitvdentiteconhthimanibenthrheaceu e itemtaidentbothadogrding to
the methgerafdhp sshaming Rk RN TRIINN ACEAIGL IR BedaNea R s RRRpA gl a unt
identifier 30for such a unit. Features described inrelation to one aspect of the invention may also
be applicAiBedisRintkrusipecherynd idostiiiers. Tk JRGRAIROIP Hed BaIRR SESRIBEHY e of
example QRly idHiifiefeEaRRBtIBe recognised or cannot be matched to a container, there may be

a supposition that the unit is not genuine.

Preferably, the method further comprises the step of receiving from the host,
confirmation that the unit is authentic. The confirmation may include an indication of the
container containing or formerly containing the unit.

25 According to the third aspect of the invention, there is also provided a method for
authenticating a container for manufactured items identified according to the method of
the first aspect of the invention, the method comprising the steps of: reading a container
identifier on the container; and sending details of the container identifier o a host
included in the database.

30 According to a fourth aspect of the invention, there is provided a method for
tracing units contained within a container for manufactured items identified according to
the method of the first aspect of the invention, the method comprising the steps of:

determining the unit identifiers of the units to be traced; determining, from those unit



WO 2009/115207PCT/EP2009/001681 9 Figures 1 to 5, in which: Figure 1shows a shipping case
having an identifying label including a shipping case identifier; Figure 2shows an embodiment of the
method of the invention, for applying carton 5identifiers and shipping case identifiers at the production
line; Figure LR K example of carton prodyction in which the inverftfoHFREYH¥1iblemented;
Figure 4shows a second example of carton production in which the invention may be implemented,;
and 10 Figure 5shows a third example of carton production in which the invention may be
implemeritantifiergiffigecne iswaaishigs|sing ehswil ddentifierg invduekifa dhasel us idediissipping
case 103 iz puiaRiedOrGRNARIA0IHE QS MRCSAIANS W SAsh SR BB AR AGIHE IR Hfigk101a.

In this exemplary embodiment, the shlpplng case identifying label 15105 comprises two portions: a

machine-Fas@shRNShippAtH S Ake dRtRtmEetosoRtRinehORRANIREEDle shipping case identifier 109.

In this embodimeRg thepusta-EaadgblasipinarrRe KanHivr 169 ioatdthdigit ki eimprgto digit
number is encoded. into an EAN-128 (also known as GS1-128) barcode which forms the

macHine-FEa8Rgte EBhidg gﬁﬁmtlﬁj&l'ﬁw THEiGERRHRESY 18%falRd REntReHESRBRRr07, are
unique foteaieinpasticular shlpplng case 103. In this embodiment, the identifiers 107 and 109 typically
identify informatipn in udl (}:Ilmlte a? the productio ‘Eldate (YiYMMDDﬁ] éw rod ct| ntlme
(HHMMSS), the*l"gur%%lr n‘*?uré’S RRRE AR PRI SR eI &;f%ﬂ‘i

shipping cdssdifping atmbéamiemmmmhaireadythnmm &nbecdlﬁammmtabl@?carmb&mmgmﬁy 25the

same InfoHioR lsTHal e BierRabfoma el gngstelted lesnercall apsligLo case

identifier As discus above; t e shipping case i can e use ing

the SBipPRRIRIRINGOMERNH 50, @W@em&wmeumkeﬁa@méw@ﬂmhggm oF laioeds of the
particular HiHBRING £ LM RAFESHS SILFIUALREOTHEE 990TRiqLAS identifying each container;

means for determining one or more ranges of unit identifiers of the two or more units

allocated to the container; and a database for storing a container identifier for each
container, each container identifier being coupled, in the database, to the one or more
15  ranges of unit identifiers of the two or more units allocated to the container.

Because each container identifier is finked only to ranges of unit identifiers for
units it contains, rather than to all the individual units’ identifiers, the data storage
requirements are smaller than in known systems.

In one embodiment, each unit identifier comprises production details associated

20 with the respective unit. In an alternative embodiment, each unit identifier is an
encrypted version of production details associated with the respective unit. in that
embodiment, preferably the identifier itself is not stored; preferably, only the production
details and an encryption key used for the encryption are stored.

Preferably, the production details for each unit comprise one or more of:

25  production location, production date, production time, and a counter value of an
incremental counter. The production details are unique to each unit. In order to achieve
this, in one embodiment, the production details comprise only the counter value of the
incremental counter. In an alternative embodiment, the production details comprise only
the production time. However, in a preferred embodiment, the production details

30 comprise the production location, the production date, the production time and the
counter value of the incremental counter. In that embodiment, the incremental counter
may be reset each time period.

The means for uniquely identifying each unit may comprise means for marking



30 allows the customer, the manufacturer and any intermediaries to constantly track the location of
the required goods. This may be achieved using scanners for scanning the identifiers 103a and
communicating with a central database. Alternatively, the identifiers can be read by a human, who can
then manuallly @3MMUAEAte with a central database. WO 2009/115207PESTEBZIBEHE 681 10

The shipping case identifying label may also be used by customers, national authorities and other
parties, to verify that a particular shipping case contains genuine articles. For example, a party may

use a scafRfdl upitasidtiecdevtifieniiiga dhearsrRMsigoarisyeitidedidyiftbeash pereiRPpYEhuman,
as discusggghShyRedhe ot W%?ﬂﬁ%réjﬁﬁi&mé%gﬁﬁﬁmﬁ% OsnesnbAlRghase. The central

database can then lookup the identifier details, determine the shipping case production details and

send those detall88APRASIMTBIYHRRSHF ARIIARAITED SR RIGRUATARARRAFING dasanita ik

products ggpiained thergines 86 NN libctihg vVams thrt Hgreettiat dejabasedingmaat iecegmse the
identifier, the party may suppase that the articles in question are 1Qcounterfeit. ,  The shipping case

identfyinGORINRT YL B 88 FYOP ISR S AR L 2L LEORD HRYS AL AR flanufacturer needs
to recall the progucisriiomts ietefisidaspetierf dhshipeingoeasiesrdliostsshippingechapparatubddraced

using their,identifying labels. As discussed previously, the present applicant.has already proposed a
method o ST e B R LT B e e S ST A SHIATE Bhee. I
that methoohiaaehg aftaraitiersifierch aateratidndigis shoraind méticac odgiu@ rcdrooddentifise|filthe
12-digit a r may. j ' f { [ . 12-digit
code may B B e e B s
40-digit nbfhbarorsTieuRe feptRinegste Badashitoing Casthdntaad ek ynighebeiderdiivng aagtable

CARTON&%@M%%%%-%%@@HH? H‘t@n%%&z ORE T HhdkdrdRgas SRt ddntifers of the 50
0107623900507450200411071123100215222123 7S6UAIBL3U62

010762358060 #48H2%R124 1197 1o $iRRing 2923%i3a¢ ) exdaidsgHfor storing a shipping case
0107623980564 52 050 @ hibind UAEE 2225 3Kl vhlleA MéKlifier being coupled, in the

0107623%%?28:@&5%%% glolr?g %%2%%;%0%%5923282(1}? ga%(GD%YI <¥15t| géBc?f the 50 cartons allocated to
15  the shipping case.

According to the second aspect of the invention, there is also provided apparatus
for tracking and authenticating a unit contained or formerly contained within a container
for manufactured items identified according to the method of the first aspect of the
invention, the apparatus comprising: a reader for reading a unit identifier on the unit;

20 and a transmitter for sending details of the unit identifier o a host including the
database.

Preferably, the apparatus further comprises a receiver for receiving messages
from the host.

According to the invention, there is also provided a container for manufactured

25 items identified according to the method of the first aspect of the invention. According to
the invention, there is also provided a container identifier for such a container.
According to the invention, there is ailso provided a unit contained or formerly contained
within a container for manufactured items identified according to the method of the first
aspect of the invention. According to the invention, there is also provided a unit identifier

30 for such a unit.

Features described in relation to one aspect of the invention may also be
applicable to another aspect of the invention.

The invention will be further described, by way of example only, with reference to



0107623900507450200411071123100215222123 HVD31USQOUOV
0107623900507450200411071123100215222123 DBJ2UBX5RWCC
0107623900507450200411071123100215222123 ELQU4CJINALS7

0107623900387 448260411071123100215222123 WO 2009/115207PCTREPEFAGUEMEE 11
PWA2E2TZYCWK 0107623900507450200411071123100215222123 9UBIASGG20F6
0107623900507450200411071123100215222123 U26V5VKG8WCH
010762390a8074 5023041 #d7ah:23100215222123 ... ... Table 1 Thus, each carton identifier 101a (in
this case g; igit alphgpyaeyi S el 10 the i i iRRI f.! this
case a 40?I |gai;gn%mbeg to wh%ﬁﬁgg%c%%%@éﬁsﬁ%%“ g@@?ﬂ?&%‘]‘ijﬁ %@%ﬂéﬁﬁﬁnﬁ' irgked to
the carton identifiers 168&0@NtHGartons contained in the shipping case.

Figure 2 shows an embodiment of the method of the invention, for applying carton
5 identifiers and shipping case identifiers at the production line;
Figure 3 shows a first example of carton production in which the invention may be
implemented;

Figure 4 shows a second example of carton production in which the invention may
be implemented; and
10 Figure 5 shows a third example of carton production in which the invention may be
implemented.

Figure 1 shows a shipping case 103 having an identifying label 105. Each
shipping case 103 is suitable for containing two or more cartons 101. Each carton has a
carton identifier 101a. in this exemplary embodiment, the shipping case identifying label

15 105 comprises two portions: a machine-readable shipping case identifier 107 and a
human-readable shipping case identifier 109. |

In this embodiment, the human-readable shipping case identifier 109 is a 40 digit
number. The 40 digit number is encoded into an EAN-128 (also known as GS1-128)
barcode which forms the machine-readable shipping case identifier 107. The identifier

20 109, and hence the identifier 107, are unique for each particular shipping case 103. In
this embodiment, the identifiers 107 and 109 typically identify information including, but
not limited to, the production date (YYMMDD), the production time (HHMMSS), the
production centre, and the case packer number. The customer recipient of the shipping
case may also be identified if already known. Since the identifiers 107 and 109 identify

25 the same information, but simply have a different form, they will be referred to
generically as shipping case identifier 103a.

As discussed above, the shipping case identifying label can be used for tracking
the shipping case. For example, a customer order may be linked to the identifying label
or labels of the particular shipping case or cases containing the ordered goods. This

30 allows the customer, the manufacturer and any intermediaries to constantly track the
location of the required goods. This may be achieved using scanners for scanning the
identifiers 103a and communicating with a central database. Alternatively, the identifiers
can be read by a human, who can then manually communicate with a central database.



Consider the above described example used for tobacco products. In this case, each shipping case
103 contains 50 cartons 101. Each shipping case 103 has an 10 identifier 103a which comprises a 40
digit code. In one example, because of repetition of certain digits and redundancy of certain digits (at
least for this PUPFELEIIHIE can be compacted into 8 Bytes of storage. EachCO#FBA091HES an
identifier 101a which comprises a 12-digit alphandr‘heric code. Each alphanumeric digit requires 1 Byte
of storage. So each, carton identifier 101a requires 12 Bytes of storage. Thus, each 15 shipping case
requires 50 x (12 he8rhigniog Bases kibkifytamiahelageysaise the ddadigitcodsinnstosechébivaabry

alphanumerigaode). S Shte Juged B berme hamakngiatidesaiuseduiotanide, e datgbase

size required e enormous. In the presentinvention, the require a storage Is co ly
reduced. RitiHESmbodigxaIrSCcE d2@itn HaKtiEee & ranteyptedrvatsitie ofigrtfisiioniidg 2on a

informatioghiierePdaILTs e IRRmLIeRsRales IbsCages theRmdusiondaeandimg. prehan

incremental counter reset at the start of each minute (seé, for example, WO-A-2006/038114, already

mentnedietifigndetriisiavrinstie e canbal idalahasas ThereRipbdaaknss sadrdoRRtion

details of {heiigspestiveradiierickhis, Redaiias tHentiipbiniprasdoncighidie dstahowRdnséable 2.
25 CART%N IDENTJFIER CODE GENERATOR ID PRODUCTION DATE & TIME COUNTER WO

2009/115 §I8REENe% IRRSeRM AIRYREANE $33Y1 1D Y65 §rp1SBEPPing case, and

the products contained therein, as genuine. in the event that the central database does
not recognise the identifier, the party may suppose that the articles in question are
10 counterfeit.
The shipping case identifying label may also be used for tracing shipping cases.
For example, if the manufacturer needs to recall the products from a selected number of
shipping cases, those shipping cases can be traced using their identifying labeis.
As discussed previously, the present applicant has already proposed a method of
15  linking the shipping case identifier to the cartons contained within the shipping case. In
that method, each carton identifier may be a 12-digit alphanumeric code. On the carton
itself, the 12-digit alphanumeric code may be coded into a 2D barcode in the form of a
datamatrix. The 12-digit code may also be printed onto the carton. As already
mentioned, each shipping case identifier may a 40-digit number.

20 Thus, for that system, data storage in the database might be as shown in Table
1.
CARTON IDENTIFIER 101a SHIPPING CASE IDENTIFIER 103a
L73Q2M5JQC47 0107623900507450200411071123100215222123
7S6UAJIBL3UG2 0107623900507450200411071123100215222123
4XJLKTND82CH 0107623900507450200411071123100215222123
CSYBKVHK4MTC 0107623900507450200411071123100215222123
C6SYSV53CXB6 0107623900507450200411071123100215222123
HVD31USQouov 0107623900507450200411071123100215222123
DBJ2UBX5RWCC 0107623900507450200411071123100215222123
ELQU4CINALSY 0107623900507450200411071123100215222123




7S6UAJBL3U6G2 116 23/11/2007 10:11 87 4XJLKTND82CH 116 23111/200710:11 88
CSY6KVHK4AMTC 116 23/11/2007 10:11. 89 C6SY9V53CXB6 116 23/11/200710:11 90
HVD31USQOUOV 116 23/11/2007 10:12 1 DBJ2UBX5RWCC 116
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15

20

25
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PWAZEZTZYCWK 0107623900507450200411071123100215222123

SUBSASGG20F6 0107623900507450200411071123100215222123

U26V5VKGBWCH 0107623900507450200411071123100215222123
Table 1

Thus, each carton identifier 101a (in this case a 12-digit alphanumeric code) is
linked to the identifier 103a of the shipping case (in this case a 40-digit number) to
which it is allocated. Each shipping case identifier 103a is, in turn, linked fo the carton
identifiers 101a of all the cartons contained in the shipping case.

Consider the above described example used for fobacco products. In this case,
each shipping case 103 contains 50 cartons 101. Each shipping case 103 has an
identifier 103a which comprises a 40 digit code. In one exampie, because of repetition
of certain digits and redundancy of certain digits (at least for this purpose), this can be
compacted into 8 Bytes of storage. Each carton 101 has an identifier 101a which
comprises a 12-digit alphanumeric code. Each alphanumeric digit requires 1 Byte of
storage. So each, carton identifier 101a requires 12 Bytes of storage. Thus, each
shipping case requires 50 x (12 + 8) = 1000 Bytes =1 kByte of storage (since the 40
digit code is stored for every aiphanumeric code). Given the huge numbers of smoking
artictes produced worldwide, the database size required will be enormous.

In the preseht invention, the required data storage is considerably reduced.

in an embodiment, each carton identifier is an encrypted version of the following
information: the code generator ID that generates the code, the production date and
fime, and an incremental counter reset at the start of each minute (see, for exampie,
WO-A-2006/038114, already mentioned). That is, in this embodiment, each carton
identifier is an encrypted version of production details of the respective carton. Thus, the
carton identifier information might be as shown in Table 2.

CARTON COBE PRODUCTION COUNTER
IDENTIFIER GENERATORID DATE & TIME




23/11/2007 10:12 2 ELQU4CJINALS57 116 23/11/2007 10:12 3 PWA2E2TZYCWK 116 23/11/2007
10:12 4 9UB9ASGG20F6 116 23/11/2007 10:12 5 U26V5VKG8WCH 116 23/11/2007 10:12 6

WO 2009/115207 . PCT/EP2009/001681
L73Q2M5JQC47 116 23/11/2007 10:11 86
7SB6UAJBL3UB2 116 23/11/2007 10:11 87
4XJILKTNDB2CH 116 23/11/2007 10:11 88
CSYBKVHK4AMTC 116 23/11/2007 10:11, 89
CeSYOIV53CXB6 116 23/11/2007 10:11 80
HVD31USQOUOV 116 23/11/2007 10:12 1
DBJ2UBXS5RWCC | 116 23/11/2007 10:12 2
ELQU4CINALSY 116 23/11/2007 10:12 3
PWAZE2TZYCWK | 116 : 23/11/2007 10:12 4
SUBSASGG20F6 116 23/11/2007 10:12 5
U26V5VKGBWCH 116 23/11/2007 10:12 6

Table 2

Note that Table 2 shows the connection between the encrypted carton identifier
5 and the production details. Since, in this embodiment, the carton identifier is the
production details, in encrypted form, there is no need to store both the carton identifier
and the production details, as long as the key used for encryption is known (see, for
example, WO-A-2006/038114, already mentioned). Thus, Table 2 does not represent
what is actually stored in the database.
10 Because of the counter, the production details for each carton are unique, even if
several cartons are produced each minute.

Each carton is then allocated to a shipping case. Depending on which cartons
are allocated to a shipping case, ranges of the production details of the cartons
allocated are defined. For exampie, if the 11 carons identified in Table 2 are all

15  allocated to a single shipping case, two ranges are defined. The first range will be
cartons produced on date 23/11/2007, at time 10:11 on the Code Generator 116, having
Counters 86 to 90. This will cover the first five cartons. The second range will be cartons
produced on date 23/11/2007, at time 10:12 on the Code Generator 116, having
Counters 1 to 6. This will cover the final six cartons. Thus, for a shipping case

20 containing these eleven cartons, only two ranges would need to be stored, as shown in



Table 2 Note that Table 2 shows the connection between the encrypted carton identifier 5 and the
production details. Since, in this embodiment, the carton identifier is the production details, in
encrypted form, there is no need to store both the carton identifier and the production details, as long
as the key uskg f8P%HER)Ption is known (see, for example, WO-A- ZOOGIOQ@WP%{IQ’%’QW%enUoned)
Thus, Table 2 does not represent what is actually Ytored in the database. 10Because of the counter,
the production details for each carton are unique, even if several cartons are produced each minute.
Each cartbA¥tBen allocated to a shipping case. Depending on which cartons are allocated to a
shipping case, ranges of the production details of the cartons allocated are defined. For example, if the
11 cartops-identified in Tahle 2 are all 15 _allocated ta a single shipping case . two.ranges are defined.

The first|rERBRING E&stlonSPBEuced on datd PRPDPOIAON RAd Ed: CRMMhe codOGenerator
116, havinoeeristgrs 86 to QQENE'RMH@QV@ the firghfive cartons. The @@gﬁg’@ag ewlikeeartons

producet-ondate 23/11/2007 at time-10:12 onithe Code Generator 11 %ﬁamug@mie:s_l_to_& This
will covelr A8 firfddix cartons1.1ﬁ1us, for a shippi@&@é@%é@nﬂéining these eleven C%Qtons, only two
ranges would. need to be storeds as shown in WeR2P09(H20:A2CT/EP2009/001681513 Table 3,
SHIPPING-GASEIDENHEIER-CODE GENERATOR 1D PRODUCTION DATE & HMEFROM
COUNTER TO COUNTER 010...123 116 23/11/200710:11 86

Table 3

5 Because the production details for each carton are unigue, each range defines a

precise range of cartons. In this case, the production details are unique because, for
cartons produced within the same minute, the incremental counter is different, and the
incremental counter is reset each minute.
As will be discussed further below, on average a shipping case will contain two
10 ranges of cartons, if the production details and ranges are suitably defined. As before,
each shipping case identifier requires 8 Bytes of storage (in one embodiment in which
certain digits are repeated or redundant). The production date and time requires 2 Bytes
of storage, the Code Generator {D requires 4 Bytes of storage, the From Counter
requires 1 Byte of storage and the To Counter requires 1 Byte of storage. Thus, each
15  range requires 8 Bytes of storage. Thus, each shipping case on average requires 2 x (8
+ 8) = 32 Bytes of storage. Compared to the previous system, this has reduced the
storage required from 1000 Bytes to 32 Bytes: a vast reduction.
Figure 2 shows an exemplary method for implementing this embodiment of the
invention at the production line. Each carton 101 is applied with a carton identifier 101a
20 (either directly or onto packaging or a label). As each carton 101 exits the production
fine 201, the carton identifier 101a is read. Each identifier 101a (or more likely the
production details associated therewith) is sent to a database 203 stored on central
server 205.
Then, a plurality of cartons 101 are packed into a shipping case 103. Each
25  shipping case 103 is applied with a shipping case identifier 103a. As each shipping case
leaves the production line, the identifier 103a is read and sent to the database 403. The
production line monitors which cartons are aliocated to which shipping case. Once the
cartons associated with the shipping case have been established, one or more ranges
of production details can be stored for that shipping case. That is, at 207, for each



90 010...123 116 23/11/2007 10:12 1 6 Table 3 5Because the production details for each carton are
unique, each range defines a precise range of cartons. In this case, the production details are unique
because, for cartons produced within the same minute, the incremental counter is different, and the
incremental cBEMEP$1F&&Et each minute. As will be discussed further beldkf; TORPAYEALIE8% shipping
case will contain two 10 ranges of cartons, if the &oduction details and ranges are suitably defined.
As before, each shipping case identifier requires 8 Bytes of storage (in one embodiment in which
certain digitiririegegass ddentifiedutida ) deisegsritienitied adintbtade Togaires D8 ytambistorage,

the Code GirperaicEid idanet 5SS oL sfereae (T OMGIBHRIAE SahiE ct BYifaLsigrage and

the To Counter réquires 1 Byte of storage. Thus, each 15ra equires ytes o rage. Thus,
each shippiie§ églienofeiats fcthegemiens oagked) in YreRspPiiGerage Toempmbdrtetirangesious
system, thisdiedarlcbinRarmAgRAEaYIRA) Bt OBy IRF PR diyies: a vast reduction.

Figure 2 shows an exemplary method for implementing this embodiment of the invention at the

prodution line. EX198 HiRoAMRAING £5Rsy Meth SAETSNNaNALIReRN ddantiediardgrethedMitho

packaging&fepleheth Ageach sadion iR lcanin i sanred ueiinaina Rl itheea inyidaptbiesLQin is
read. Each ide tifg%loﬁ%a or more likely the production details associated therewith) is sent to a
database 28% 8P G PEntral server 205. Then, a plurality of cartons 101 are packed into a shipping

case 103. Each 25cssippiag daseblas jsafiphed authaishippitgecasatidestitiepdi®paads@ackhshipping
case Ieav!edsem% grroodu%tignrjti(g]e,,ltg?i g]stif(i:%r %913%is {I%ad iﬁq sent tg the %atabagiﬁl 3. The |
production Tine MoMtors Which cartons are allocatedto whi éf‘hl%%r?n 2lse® SR ﬁBHga
assolatedatéthase 203 firgeive detabaseiltsablictiotedsbippimp easancars bé dedtiiidnThetails

can be stosgi {9 gt shiaBing ARafe IR e Aaflfy f06EAGM VPRRD M IRA0 g HREARANI01 681

14 shipping case identifier, the ranges are stored. Thus; In se, a shipping

case idenff8HINEREYNSkatdoMAR appnalivaReckagdbprangrrubienshipingcte e <Rfilsovi she iEartons
gacked inthe AHBRINGEFRRE TRAUERN BRI IPAUEMHH ssrlmﬁe@rwg@msﬁ?%w%!;aet_ e
iscussed further below. 50nce the shipping cases and cartons have been identified as described with
supposition may be that the carton is counterfeit. In addition, for tracking purposes, the
15 location of the carton can be stored when the carton identifier is sent to the database
203 and this data can be used to track the movement of the carton, for example, the
route taken by the carton. That information can also be used for tracing individual
cartons, for example for product recail.

Three examples of particular circumstances, in which the invention may be

20  applied, will now be described.
EXAMPLE 1:

Example 1, illustrated schematically in Figure 3, is an example in which individual
cartons exiting the production line are packed into a shipping case in the same order in
which the carton identifiers were applied. Carton identifiers are applied at 301 and read

25 at 303.

Within the context of this example, the case when 50 cartons are packed intc a
shipping case is now discussed. If at least 50 cartons are produced each minute (i.e.
there are at least 50 counter values for each minute of production), each shipping case
will only need to be linked to 1 or 2 ranges. If all the cartons in the shipping case are

30 produced in the same time period, the shipping case will be linked to only a single range
of production details. if the carions are produced across two time periods, two ranges
will be required in this example. If fewer cartons are produced each time period, of
course more ranges will be required, requiring more storage. Thus, the precision of the



reference to Figure 2, individual cartons can be authenticated, tracked and traced as will now be
described. A customer, distributor, national authority or other authorised party can read the
identifier on a carton 101. This carton identifier 101a can then be sent to the central 10 database 203.
From the dat¥fa&¥*tHé%Esociated shipping case 4an be identified. This cEhEFeEEdty8uthenticate
that the carton is genuine and has indeed originated from a genuine source and was originally packed
into a genuine shipping case. Of course, if the carton identifier is not recognisable, or if it cannot be
linked to d%IGiRsifeccase hnchospiv siipansiag e thet e cdmspdudisumieeinimisel dwostokageacking
purposes4hgirég.location of the carton can be stored when the carton identifier is sent to the database
203 and this data can be used to track the movement of the carton, for example, the route taken by the

carton. That infoRREERGEAR HiSo Heraged ssiiraEmsG ihdinauss ed iy eoi sxarpibRpiptogaserecall.

Three exagipreaDartislse CMEBStAISORIlINoAYICR g VEN IBREB Y haRaaaD genVill Rawbe
described. EXAMPLE 1: Exama%le 1, illustr t%({dg_‘ﬁhematicall in_Figure 3, Is an exam_éjl_e in which

individual XHRRIRE SRR SRIREBITH AR AR e P 5 e hiREA9Em LR d& An
which thevesitimgcersifiers oestappbadqGiasioententittesspete applied at 301 and read 25at 303.
Within th?gg}{ﬁ%lt‘gf his example, the case when 50 cartons are packed into a shipping case is how
discussed:'IT at least’50 cartons are produced each minute (i.e. there are at least 50 counter values for
each minute of graaiongtieny, dbicstrstiishischeasatinalllpnity Ragpadodeidinke et ple2iramdesh Itiad the
cartons i Jole) rogiuced,i i er ipping.case will.be linked
o oy & S G B L e o B B  SeiRS

rangés wiiase r&qitest inemisarzaaipleprirgvet 48torrdareastcd el dah arrioe ARl nokeduate

more ranges WihREHRAHEaHafQUHENE MARSIBREECUINS cHItoR IR e N¥Ppacked into
2009/115207PCT/EP2009/001681 15 time period can be chosen depending on the rate of production,

to minimidB&HRMRBIRG SASGuRsecutivelye fiti§ (S tRerealisie P5AMRn SRS Rl kidivish b pBUENE each

shipping ¢asg FeiRRNeemOBIad ERIEIE HNEONE! ankl FRAFS, Wh Bitesdplsrareakoies) hagaed
shipping case, reference two ranges, this will onlg re#/%% IIZB;{tes of storage. This is a vast
rart " ExXA

improvenRIRY ¢S B8NS P8 RIRAHEN0D ifinfR AR RiFtgween stages, e the;iRrefytien

schematitially in Figure 4, is an example in which the cartons exiting the production line are mixed up

before being pa N shippi ..Carton identifiers are applied at 401 and read gt 403. The
cartons are _mixggﬁﬁlﬁé%?aﬁ%}é?%ga%rf&ﬁga%%aa?@%r;ti%%iﬁasceowgee& |@ecgz§?8r? i%FeGnﬁﬁgrése %r' of
packed ingbifinshizgsirgcasmcoissscsevelin Thinis situsdists exanhsegsinoetiedicoges csiltdms may

well be eV OF g alhiRcis, a6 Ruliers whishJapidel (Re:caRRU= Ry BsRloyidadbgrween

production lines and packing or between stages in the production 15line. In th texf of this

example, e rgieal renosowil ssih darealid cRegangs £LarppInG tadevdl sElvalife nddded inaihe
situa@on%m%mhgr&%éo HwaRGeR WaERs et Famoes R¥RIpREIlP oA M Ts lard RiREY g If
O 2 s ARy hevw 1 9ns g et DS dea Ta4he Soorel 2ass. scanarion ° ¢
included iMoke \ ge may nee arte st case scenario,
that is, with maximum mixing, each shipping case will need to reference 50 ranges. This
corresponds to each carton in the shipping case falling within a separate range (that is,
a separate minute of production or non-consecutive counter values within the same
25 minute). However, less mixing is likely and the shipping case may then reference a
small number (but greater than one) of ranges. _
Referring to the storage requirements discussed above, even if each shipping
case references 50 ranges, this will still only require 50 x (8 + 8) = 800 Bytes of storage.
This is less than the 1000 Bytes required in the prior art. And, in most circumstances,
30 the number of ranges required will be less than 800 Bytes.
EXAMPLE 3:
Example 3, illustrated schematically in Figure 5, is an example in which a
shipping case contains cartons from two separate production lines, A and B. Carton



20 shipping case. However, if cartons are removed completely, or the cartons are mixed up more
substantially, a new range may need to be started. In the worst case scenario, that is, with maximum
mixing, each shipping case will need to reference 50 ranges. This corresponds to each carton in the
shipping cas& MY WHh a separate range (that is, a separate minute offSrEEERHBHBFEL
non-consecutive counter values within the same 2% minute). However, less mixing is likely and the

shipping case may then reference a small number (but greater than one) of ranges. Referring to
the storadearigfisreratnapglissss&d dbcnd &0dR iffenproshipiinngivase’y eddhcesBaiinalyesnghis will

still only reguire 36X (Gt S99 BMRR ofRIARdIS ThiSSRilIRGRa J000 Bidrsreadirpa, i the

prior art. And, in most circumstarices, 30 the number of ranges requifed will be less than 800 Bytes.
EXAMPLEVG: rangesiafiifte fepmutpstectioph BRgatic ARdiropydrans, rsasvehiamneiBwhivera Witping

case CO”H@:‘%&@W@%%H%} M@ SENBHIE RISSLIGHAN IRMGS AN B r@idpRe iOmaximum of 50
2009/115207PCT/EP2009/001681 16 identifiers are applied at 501A and 501B, for production lines A

and B red5RGRRAP BHa¥@RA8:503. Without any mixing, this will require the shipping case to
reference at Ieaﬂéﬁé@t@@&ﬂ@%@ﬁ@f@mt@éﬁéﬁ& Alradsyeel f@bﬁ@p@fﬁ@mﬁr@&g&mwith
maximum mixing, the shipping case will gnly peed to reference a maxiynum of 50 5 ra as i
Erample SE ST TONE R oL A e i G B P i okt vl
referencesequimadeZirByiddradustorndandOn dhd aittaegbdran iPrivdushdrpingedasthiseveterenuite 32
Bytes of . e r if the,shippin se refergn ranges. some from .Production
Line A an%) égrghgé gé}rﬁ%rfg%ct%%?ﬂﬁgég, %Fjinsgjwliiﬂ %ér%q%}l'rﬁ% ?&ﬁﬁ%@ggﬁ s%grj@‘g% stll Irgpgg t ér] prior
art requireassined |8 aBytes ik slateget stilideagdhvan hwisoraswhgtirsatarden ihaveaticeydhees.

In the ab%&ﬁﬁ%m%fé@ﬂmﬁssﬁw&\ﬁ%‘?@ Hegekiohwhich each shigring case contains 50 cartons,

but the shipping case could contain any number of cartons. The 15 unique identifiers - in the described
examples, production details - can be defined appropriately depending on the number of cartons to be

packed in each ghipRingh6asRIASEHRRABRIMMFRAIRH0S AR AR REISR SR guggments.
The princ‘if%f could also be applied to cartons and packs, rather than shipping cases and cartons. The

principle CANRRRPBEARPNEd IR SRR BRRRGCONR CARtRIR 2 Me 'HHRBRICH 899 e &plied

wherg anyiitigots atersifieed inior thie afedaiieig, easmpibwhisihéootiainsdaeils thaghanbdtersfpregmaller
containers of items, The i ventiorghprovid sa umRer of a vanta%%f Firstl asgalready discussed,
4 ¥

the amoufP Bfod}ér{%t%%%e eePecm(r]reod1 i Conel erea{b(fy S tﬁanetﬁg 463 H’tﬁpé% ?r??)?ior art
systems. Sutdhellyatthefrpdodedidatasstanfe neqgumsmdats rsieaagebrdmiitameyiehef phiadipiention

could easiy e 4Rt p eaicaliog ol SRAlereman [ EXATRIS RAcLAAGkal Pking Aigles

within a carton or even each smoking articie \?\E&Iiln a pacé, wit SsSive storage requirements.

Finally, therifwide eusidifids@me apstedddbealetsmnteshimungcasssiwofoathdeitidnsinhg meacked.
At alj pthesdimesicanihitie BIRShNG K VREING R RISSHAHMIE, BSERSIARRHBABIREdgRH not

the 30carton identifier itself. This means that the system is potentially more secure. WO

2009/1155RPeF ERBEUGIOMRIES containers of items.

The invention provides a number of advantages. Firstly, as already discussed,
the amount of data storage required \is considerably smaller than the data storage
required in prior art systems. Secondly, the reduced data storage requirements mean

25 that the system of the invention could easily be applied to identification of smaller items,
for example each pack of smoking articles within a carton or even each smoking article
within a pack, without excessive storage requirements. Finally, the carton identifier only
needs to be transmitted through a network when it is being checked. At all other times,
only the range or the key of the encrypted range, needs to be transmitted, and not the

30 carton identifier itself. This means that the system is potentially more secure.



17 CLAIMS 1.A method for identifying manufactured items in containers, each container  suitable for
containing two or more units, the method comprising the steps of: 5associating each unit with a unique
unit identifier; uniquely identifying each unit; allocating two or more units to be contained in each
container; untjBeYPidditi/ing each container; for each container, dBtd/FTHPY8HElor more
ranges of unit identifiers of the two 10 or more unitd allocated to the container; and storing, in a
database, a container identifier for each container, each container identifier being coupled, in the
database GbM¥i8ne or more ranges of unit identifiers of the two or more units allocated to the
container. 15 2.A method according to claim 1, wherein each unit identifier is an encrypted version of
production details associated with the respective unit. 3. A method according to claim 2, wherein the

productior] detailédPelias ufef csppif¥ingneanrfFtd pisaustith sudalierprogeeioRainer

production tiasieff ScAlAaHBIRIY JLmEFadrns! eraaniaheauwRip iy Tatkashioptracking a unit
contained or formerly contained within a container for manufactured items identified according to any

of clafins 1 to 3, BFEGREHH LR SHEHY RE SRIFYSHISIRRRAG A unit identifier on the unit; and
sending details afdfia@elpitdeattifieg teaathostijncluding the database. 5. A method for tracking
according to cla rein the host is ﬁrrgc?ged to store the location of the unit determined from the

im 4, whe
reading of the ur‘%ﬁ?&g\ﬁﬁﬁe 1o Al o ) Ft%’&'ﬁmﬂeaq:gb?cﬁﬁ fé’@iﬁ‘ﬂ?ﬁ or claim 5, wherein the
host is arrangeduoigetyrndertifyog gaehexwitaidarmit identifier, the range in which falls the unit

identifier of the it and, REAEANKIS FORIAINTHGORRUP hardIURGHY CRURINIAZ R the two
10 or more units allocated to the container; and
storing, in a database, a container identifier for each container, each container
identifier being coupled, in the databasé, to the one or more ranges of unit identifiers of
the two or more units allocated to the container.

15 2. A method according to claim 1, wherein each unit identifier is an encrypted
version of production details associated with the respective unit.

3. A method according to claim 2, wherein the production details for each unit
comprise one or more of: production location, production date, production time, and a
20 counter value of an incremental counter.

4. A method for tracking a unit contained or formerly contained within a container
for manufactured items identified according to any of claims 1 to 3, the method
comprising the steps of:
25 reading a unit identifier on the urﬁt; and
sending details of the unit identifier to a host inciuding the database.

5. A method for tracking according to claim 4, wherein the host is arranged to store
the location of the unit determined from the reading of the unit identifier.

30
6. A method for tracking according to claim 4 or claim 5, wherein the host is
arranged to determine, from the received unit identifier, the range in which falls the unit
identifier of the unit and, hence, the container containing or formerly containing the unit,



WO 2009/115207PCT/P2009/001681 18 and wherein the host is arranged to store at least one
location of the container containing or formerly containing the unit. 7.A method for authenticating a unit
contained or formerly contained within a 5container for manufactured items identified according to any
of claims 1 to"% M&H&Mdd comprising the steps of: reading a unit identifiBf EERHEUHSHNd sending
details of the unit identifier to a host including the thtabase. 108.A method for authenticating according
to claim 7, wherein the host is arranged to determine, from the received unit identifier, the range in
which fall€fite whizrelentier idshduritrangeteteesittre cainlamsr coatdodatias fof ntkeelyacoteseing the

unit. 9. édn%t{p‘%fe; mgg%é}%@?gg lyyjmin a container for manufactured items 15identified

according to any of claims 1 t0 3, the me comprising the steps of: determining the unit identifiers
of the units to be traced, determining, from those unit identifiers, the one or more ranges of unit

identifierszn whigh fediéeseoyniudsmiiiititng a unitSSHRIAEY: SO '8BERMENE RRRTRIRET or
containers containing the units 20 to be traced; and locating the determined container or containers.

10. APpparZRIABR I EHtfRRMRARRL tirsasRa iR RSAREANE A6h eBKtah&fiMRtletf Pedhining
two or mangathits ceagitising Beingassoetiated with a unique unit 25identifier, the apparatus comprising:
means for uniquel identif%in , acpfunit; ans for allocating two or more units to be contained in
each container; Fﬁégﬁ]sgfa u %éﬁ%})} f&éﬁ’ﬁ%ﬁ%ﬂ%ﬁ'& ntainer, means for determining one or
more ranges of seitditentiadoditiectwoitid srdited tw nitsoal dezitetirtg the datatiémer; and a
database for storing a container identifier for each container, each container identifier being coupled, in
the database, to the one or more ranges of unit identifiers of the two or more units allocated to the
conttiner8. A method for authenticating according to claim 7, wherein the host is arranged to

determine, from the received unit identifier, the range in which falis the unit identifier of

the unit and, hence, the container containing or formerly containing the unit.

9. A method for tracing units contained within a container for manufactured items
15  identified according to any of claims 1 to 3, the method comprising the steps of:
determining the unit identifiers of the units to be traced;
determining, from those unit identifiers, the one or more ranges of unit identifiers
in which fall those unit identifiers;
determining, from those ranges, the container or containers containing the units
20  to be traced; and
locating the determined container or containers.

10.  Apparatus for identifying manufactured items in containers, each container
suitable for containing two or more units, each unit being associated with a unique unit
25 identifier, the apparatus comprising:
means for uniquely identifying each unit;
means for allocating two or more units to be contained in each container;
means for uniquely identifying each container;
means for determining one or more ranges of unit identifiers of the two or more
30  units allocated to the container; and
a database for storing a container identifier for each container, each container
identifier being coupled, in the database, to the one or more ranges of unit identifiers of
the two or more units allocated to the container.



19 11. Apparatus for tracking and authenticating a unit contained or formerly contained within a
container for manufactured items identified according;to any of claims 1 to 3, the apparatus
comprising: 5a reader for reading a unit identifier on the unit; and a transmitter for sending details
of the unit identifier to a host including the database. 12. Apparatus for tracking and authenticating
according to claim 11, further 10comprising a receiver for receiving messages from the host. 13. A
container for manufactured items identified according to the method of any of claims 1 to 3. 1514.A

containey identi rfor h a|n ! fcla n|t contained or. formerly contained |th|n a
contalnei 1or m'gﬁ pfaacﬁurse(ﬁ tems id¢ éﬁ fried ai@&'&?ﬁg a2 Weisd's %%yg cy émn%ﬁ %EE A
unit identifibirfos thentmivef thaimafifactured items identified according to any of claims 1 to 3,
the apparatus comprising:
5 a reader for reading a unit identifier on the unit; and

a transmitter for sending details of the unit identifier o a host including the

database.

12. Apparatus for fracking and authenticating according to claim 11, further
10 comprising a receiver for receiving messages from the host.

13. A container for manufactured items identified according to the method of any of
claims 1 to 3.

15 14, A container identifier for the container of claim 13.

15. A unit contained or formerly contained within a container for manufactured items

identified according o the method of any of claims 1 to 3.

20 16. A unit identifier for the unit of claim 15.



