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[0006] One such operation is ciphering, whereby the manipulation of

encryption keys and the actual encryption of data increases required processing
capacity in proportion to the amount of data being manipulated. Within the
security architecture of a 3GPP system, there are two standardized algorithms: a
confidentially cipher algorithm "f8" and an integrity cipher algorithm "f9".

[0007] A means for efficiently performing ciphering calculations while data

is being moved from one memory (i.e., layer) to another is desired.

[0008] SUMMARY

[0009] A data processing system ciphers and transfers data between a
first memory unit and a second memory unit, such as, for example, between a
share memory architecture (SMA) static random access memory (SRAM) and a
double data rate (DDR) synchronous dynamic random access memory (SDRAM).

The system includes a ciphering engine and a data-mover controller. The data-
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share nenory architecture (SMA) static random access
menory (SRAM and a double data rate (DDR) synchronous

walymami 29 andom access nenory (SDRAM) . The sySPENUS2005/016026
i ncl udes a ci phering engi ne and a dat a- nover
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data to _be transferred by the data-nover controller.
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[0016] The register may include yet another field which specifies a value
embedded in a cipher header and processed by the ciphering engine.

[0017] The register may include yet another field which specifies an
encryption length.

[0018] The register may include yet another field which specifies a value
embedded in an encrypted header and processed by the ciphering engine.
[0019] The register may include yet another field which specifies a key
used by the ciphering engine for ciphering the data as it is moved. The key may
be a 128-bit key.



[0018] The register may include yet another field

whi ch specifies a val ue enbedded in an encrypted
whemda173and processed by the ciphering engi ne. p¢D03IBP5/016026

The register may include yet another field which
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a register defining a count value enbedded in a cipher
address for destination accesses to SMA memory;

[0028] Fig. 7 shows a register defining the number of blocks to be moved
between SDRAM and SMA memory;

[0029] Fig. 8 shows a register specifying the mode of the data-mover
controller;

[0030] Fig. 9 shows a register defining a count value embedded in a cipher
head; ‘

[0031] Fig. 10 shows a register defining a fresh value einbedded in the
cipher head;

[0032] Fig. 11 shows a register defining a bearer and direction value that
must be placed in the encrypted header and the total number of bits to be
encrypted;

[0033] Fig. 12 shows a register defining a 128-bit key used for ciphering

during data movement; and



head; [0031] Fig. 10 shows a register defining a fresh
val ue enbedded in the cipher head; [0032] Fig. 11
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that nust be placed in the encrypt ed header and the
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shows a regi ster which provides a cal cul ated Message
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[0040] The present invention is applicable to communication systems using
time division duplex (TDD), frequency division duplex (FDD), code division
multiple access (CDMA), CDMA 2000, time division synchronous CDMA
(TDSCDMA), orthogonal frequency division multiplexing (OFDM) or the like.

- [0041] The present invention, like many other modem implementations,
has hardware modules (accelerators) to implement data processing functions.
The present invention uses a shared memory to reduce the number of existing
memory instances. Hardware modules and a proceésor access this memory.
[0042] By using a single memory versus many small dedicated memories,
the die size of an Application-Specific Integrated Circuit (ASIC) version of a
circuit, such as for a modem or the like, is reduced. This memory typically needs

to be very fast. Fast memory (SRAM) is typically very expensive and is not as

dense, from an area point of view, as other forms of memory, i.e., DRAM. See,
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mul ti pl e access (CDMA), CDMA 2000, time division
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o R N P ARt 5 To A8 T et 58 B o

"SaweaYe! PhrdfiRterdzabl@ €6ntFEINMBELO FRIUIR tihe p}glmel Phyer

exi sting menmory instances. Hardware nodul es an
Pmceeeeg,o whiel tssiacenposated rbarlyfer{am@@@]lf Byllyusatderth. si ngl e

ry v e
SI z of glﬁ?'eAB ({Lﬁggtn?%@ﬁlt pec| ﬁga Iﬁtthegr a%ﬁlgﬁyoawqalﬂb %o the
pftokEido) ty 8tk dargef armomits afidata.s This menfopy isimpliatented by an

the like, is.r duce al ly_needs to
eHeru fopmerciafugyanenr s M p DR B T hproengg Queues

aRIRRASH \beﬂem fans sﬂﬁsg@%f GRS Deihg %&@s&f %r aapmatfafns are
VIeW as ot her forns of nmenory, 1.e

eea@anblsef the wsesfar this laxger istexaranemnery. 10/ 414 125 f| | ed

g e SR R T L Al St

habbedn ¢onfigneal 04 hawkldrg ac@lanenrda the mokefneht yf duta between

fo th. 043 The esent so, has ther
hotast w%ay.ar BrEsHiB m@mﬁ%g@gﬁ? éﬂlﬁ S1u8Ty eeser memory
(Enmmt SNef hawihg thd Rk fdwWRR cYelbfatbROERERALES thit tehe processor
external, comrercially avail abl e DRAM or SDRAM chi p.

wRels} biave toquss reseftwanedoon prevhusfle ﬂeff datagaroynd, thye ezpending a
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functionality with ciphering and demphermg in a single hardware accelerator,

whereby a data-mover controller not only moves data, but also ciphers or
deciphers the data blocks during the data moving process. This saves time since
there is hardware assistance and the data is already in the process of being
moved. Thus, fewer accesses are required than if separate hardware accelerators
were implemented.

[0047] In some implementations, each hardware accelerator has its own
internal and interface (buffer) memories. The proliferation of many instances of

memories increases the size of ASIC implementations of these designs.



Service Data Units (SDUs). These bl ocks can be

encrypted per the 3GPP standard. The process of
wenwsypBeng and decrypting i s also very demandPdimyusnos/016026

the processor. It also requires that the data be

ssed rocessed, and then witten back, to nory.. .
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Vi ng process since
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f_ hei d, T f
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t(lp%}?%%msohgred menory to fetch incom ng data and where

[0050] he sHaat@ommetnios motve)d Hetrazntthisdowen dessiztse mmhdry and

Th ent invention provides ccel erators. for
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communi cate with layer 1 and to provide the data to be
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G2 or FaPiREateR I S RIRE SRR e b0 BHbE bl been
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" expensive process of moving and ciphering the data.

[0052] When the data is moved between layers 1 and 2 or 3, additional

layers of control must often be “wrapped” around the data packets. This is often
represented in the form of a “header” that is attached to the data packet. The
addressing scheme of the data-mover controller accounts for this by permitting
the source and/or destination addresses to include an offset. This permits the
processor to move data from one memory space to another, but offset the
destination data by, for example, 3 bytes. Once the movement has completed, the

processor can write the appropriate header information into the area that was



to applications. [0050] Data nust be noved between
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cf@%ﬁﬂ%%ﬁkﬁﬁﬂ&m&? attached to the data packet. The

g ressing schenme of the data-nover controller
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afq?édﬁ%c@go% pa%if%mﬁﬁiqﬂquﬁ@eab Bfm hs PEesenh Daysdion. AR Sva

ey BhirgNet MPsdibes 24 84 it cHBSHRRATHE EMASRANN05 and
pur pdbse through the offset. This reduces the data

tlhddtilproeessingisystemet00re4n SERANM m¢raoryf onbeller hé staves as an
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can al so noye d [om location i a M
SYFEINA0, F%é%ﬁw it M Aaneppz)fon fleE 1 Bathe SDRAM 110
aR8itRE SHREY. méhofAtbnRfollek 1260 Programed, passed

through | ogic that perforns cipherh;g cal cul ati ons.
[0654] FiThe daterpracessing syskendilf§rinetudes aasaarmpyencyntroller

158 S BRPRE SRR iR RENGHS = 15808 1k Rt e fefgers
1a5, 150 irgAatentltiphexelr IMEIX)NG5psutgat MUNEN60aridefitktia first-out
(FIFO) register 165.

[0056] The data-mover controller 128 is programmed by writing the
SDRAM 110 address register with the address of the initial word of data to be
accessed in the SDRAM 110 memory space. The SMA SRAM 105 address

register is written with the address of the initial word of data to be accessed in a
memory space in the SMA SRAM 105. A "Num_blocks_to_move" register is
written with the number of data blocks to move. The mode register determines
. the direction of data movement (i.e., "0" = from SMA SRAM 105 to SDRAM 110,
"1" = from SDRAM 110 to SMA SRAM 105). The size of each block is also
defined, e.g., the number of 32-bit words per block. The total number of 32-bit

words transferred is designated as "num_blocks_to_move*block_size". A mode
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accordance with a preferred enbodi nent of the present
i nvention. An SMA nenory controller 115 serves as an
wo miosnimee bet ween the SMA SRAM 105 and t he dap@r/UsS2005/016026
processing system 100. An SDRAM mam)ry controller 120
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ibicdteowhettdr dagd siicaild be trankfeptedalifyctlyloe whatleer the data should
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includes a data-nover controller 128, a ciphering
pravgiluee. ¥¥ben dafatranferis cemplated, enig@rrapds optaenally s¢tibythe

Lsters 4 , input multiplexer (MJX) 155,
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rogr witing DRAM 110 address regi ster
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Wﬁ‘ﬁ\éea cdigolsloek fne@ tlsd SMAC&R&M’TIO&% STHdwnéhtol bhiick Qﬁlntﬁins all of
data novenent (i from SMA SRAM 105 to

the parampeters fqe@ﬁ?%éman igyre shedatamagyer aypirolice é 8r the
1&En§é’tf$bé?hﬁﬁﬁ THe gfo%gss@?fm@@\gbpugs $ia ?rgﬁ%r%mrﬂ@gperatwn,

bit 'words per he total nu of 32-b
awgntj‘gl signaki.er, pstaitpulises mcgﬂget datagmover controller 128 to initiate a

SR REHGE Dbl A8 PEIT o PRIAD BB e
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aQéé%ihé req¥idstd AQnd {1 SMACMERBE 165 vEAHRESMIA Riemory controller
dat a- nover controller 128 to initiate a data noving
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[0058] Once the associated control parameters have been received, the

information contained therein is interpreted to further direct the data-mover
controller 128 as to what type of function is to be performed. In this example,
data is to be moved from the SMA SRAM 105 to the SDRAM 110. If appropriate,
the data-mover controller 128 causes the cipher header information contained in
the associated registers to pass through the input register 135, input MUX 155,
FIFO 165, ciphering engine 130, MUX 160 and out to the SDRAM 110 via the
output register 150 and the SDRAM memory controller 120. The data-mover

controller 128 continues to sequence through the appropriate states to transfer



[0057] A step-by-step exanple wll now be descri bed

showi ng a procedure used by the data processing system
wde@stuonseve data fromone nenory (e.g., the SMCBBEIWS/016026

105) to another nenory (e.g., the SDRAM 110), while

n e ci phering engi ne..130.
BE P VA RAM B Sl B RO BRBL Tty pagbeen
trdhstdreedSMA SRAM 105 t ot he SDRAM 110. The processor 125
then wites a control block into the SMA SRAM 105. The
QAN r ol Ui seguestnds an iterrupt ifgenpeatpd by Aegister witkip the data-
r {
fVRL O ST o6 B AT REE e M e Sorkbrt Has Bien, completed.
Tiheodptamekr | doftmiler 428 dhen achedis tm’sesﬁgnwlth@ ccmtrolablock is
start. pulse) t he da er contr er 128,t
¥l ibe e d, Te8G U RLE faoR & ShBroyEt RiceisR i initiated.
[60BU] I Ol | EThel@dta-hevdrashireBby 128 ﬁée@ttﬁnr@wdaegseé to transfer data
recei ves the control signal and sequences thrqu

te/EronpthepDR-SPBAM 410 apdjacssjngle yrord ggeass o/ Bloabtber%h% SRAM
18P RN gﬁtheTEfc%r?r il f@f@lﬁmﬁﬁ% hat ch:ggﬁ&éw sizp and DDR

asserting request menor y Vi a
SitaMyl Ifomtdresd e sefl SuchDdias nbstnrgle BORAM hwsﬂmope@@ll @0ss

[ to the 3 ster 115 and passed to the
a&ﬁ%ﬁw ratlonregister within the
[0G813- mov emgc:@ Bl&dv@é deéxehgSlary €RBEhr{dvBOf theregttasi2ab edss in

control paraneters have_been received, the information
the data-mever sooitrallerle8iohFig dreted to further direct the

(6583 ”Dvem C @h&@é L Gbgiltd 2% defin HRE-REver'd rbﬂé} 128
| Pt hel

Is to be orrred is exanple ata 1s to
stating a‘dldoeﬁstfbuesoﬁim BREdded (5. tren e tSDRARDRAM 110 for initiating

BPERERSHEL o THEN HRANE A5 s B RERDRAN A0 ARy v o

bﬁfﬁegia&d&EéSaﬁ@nﬁﬂﬁ%etamﬂ’gﬁ@@bo hh Qdirges thae@nSéreds t’b&&ae block size
I nput . MUX 155, FIFO 165 her| n%eengl ne 130,

spevifiedin ths ‘eMideSrrginier. §ho valterer ppothe @@%{emela@e %o the
b@glql tlﬂ? |0§%Mm Ya&HRBL rsggéeer Thé Gddf f%&&e aeyr only be

I nues to sequence throu
va}umemprbeatthe datat-mmm:ontmﬂsf la?fbllaudilef Thmledsé SGlmiﬁ@RAMts are

105 til a iate itenrs ha ee

igand Parpaane pEBoPor pfy Gyl dia s Mierind Pappis tetsetof the
dge;pq;ﬁﬁﬁﬁdh@w(,adregl ster within the datanover

[0063] Fig. 4 shows a register 215 defining the data-mover controller

starting address for destination accesses (i.e., writes) to the SDRAM 110 for
initiating data transfers from the SMA SRAM 105 or from the SDRAM 110. The
address is a byte address and must be aligned to an address that conforms to the
block size specified in the "mode" register. The value written to the register
relates to the beginning of the SDRAM address space. The address register may
only be written when the data-mover controller 128 is idle. The least significant
bits are ignored during the access, but are used when ciphering to specify the

offset of the data within the word.



controller 128, indicating that the data novenent has
been conpl eted. The data-nover controller 128 then

webhwsks3bo see if another control block is avapdEDE®05/016026
tobe rmoved. If so, another data-nover controller

r ocedur initiated 0] _The dat a- nover
[ ol | dHig pehoea rwt@fgigéé@e@gfgsd@rﬂ%wsr cepiroller 128

séa%lhgqadkég% fRPSomiRAV kLl fl.réd Radb)N9! the' WA SRARFI05. The
to/fromthe SMA SRAM 105. It is up to the progranmer

valvegrrittente the tegistetweldties b the beginmidg DOEh cki_:ess space.
ddr,ess are set suc hat ngl ur st g .

THE PRARGEs Bciali® ATy b Wi P Ve SRR Hb R BhedfiEe T8 is

ide. E‘lﬁe mfsasignﬁmaht pits aié Tg:ﬁofé‘d dthengf i massba@&[ e-uséd when

t.he dat a- cont r er of. Fi 1. [0062]

lp?larms tQ ﬁB%%g’g poffsetofit gést%mt?lm e ’t"%’éi dat a- mover

[omi roll %51@&1&\1@5 %%&eaddo @%ﬁnfr&rth%%'i;& FdeF EaRealler 128
(1.e., rea to the SDRAM 110 initiatin

starrangfaddsessdon ﬁ@tmosmwm%(lm wthShéo S 10$h dhe
SGHnE B30l o R AR Lo g BHHRRE o g
c&ﬂtiifoﬂéfDm%oraﬁgesgtthé SMA SRV l.lﬁ5v\ll'll‘Het\eﬂué gzritbén teGiesegister
relates tq the eglnn e SDRAM spage.
refgtesdqdhe 3@%}@@?& pEth errﬁlg%ﬁqi ep SRRcet tﬁ’r? %ffirﬁS% Fggister may
o WRYEH vARR!the b &l-mbd8r dontidlle? 128 REdl& AR e least significant
sifgnificant bits are ignored during the access, %n

bits aredgubrod dnriogrsherdicersst butspecused when eiphetingd spmfy the
%a Ha{‘aw?;ﬁ [0y odd0063] Fig. 4 shows a register

I Nl Ag at a-‘mover controller starting
(GoBB] ess fRig. dedbiveat refistet @25 skeinihg €he nwhibee Hf blerkk e be

SDRAM 110 f initiati t f f t he SVA
mapnsvesecs e IR ML i Rod Pads A B ATk o Whes itigied. the
défjéjfn%§§r m@rdmw%a%feg H?@nﬁxﬁbéz%f%%ék@?e%ré&%ed Ly the value

conforns tothe block size specified in
in gy semster. TEech/ldbdewvH ¢anistsit of Ghetrhvambergif §2émt welrdatsegclﬁed in

Lhe b N SDRAM addr ess space. The
thed$%§§ﬁ?gg¥%€éhd%re§ﬂ§%|y be witten when the

(@078 - OV FigC®3howk lachodd Bedistetr @B@ whilkle sp&idfiés the mode of the
Aot & roller 128, Various fields 805, 810, 815, 820, 825, within the
mode register 230 may be written to control the activity of the data-mover
controller when in operation.

[0068] An “f” field 805 is read-only and indicates to the processor 195
whether or not (i.e., logic 0 for not complete or logic 1 for completed) the data
moving operation has been completed.

[0069] A “c” field 810 may be written to indicate whether or not data should
be passed through the cipher engine, and if so which variety of ciphering to
perform. When the “c” field 810 is “00”, no ciphering is performed and data

simply passes from the source address space to the destination address space.

When the “c” field 810 is “01”, data is moved from the source address space to the
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bits are ignored during the access, but are used when

ci phering to specify the offset of the data within the
wowood/1§1B8064] Fig. 5 shows a register 210 defi nP@muUsives/ 016026

dat a- nover controller 128 starting address for source

aGHRETER adidrp s snpist BUE by bispd Eiolh Tk einleing (i 146 and

el d¥¢ptelParabiel @éi:iyﬁﬂéd(iﬂmg-rﬂfb SGHPESS ¢ipBéshkpority aihe data
be witten when the data- rmver“controller 128 is idle.
mpn@mpefa@,qcugﬁ gihen tlmc Held 194 10grintads %R9P$Sﬁ§ frogpthe source

e
cwhewmlgantlug; butethe2lz0a dehotratompdt I"Iﬁledz}plmrmg/mgine 145 uses the
ke Sasosippteontiyf reaidr PHVERR calntbaalte e lpenticgtion

Cadsivaiss thet isthedsladdtaphy & t}ﬁqﬁbéésbbxemﬂel& the regietar256d
for the data-npver controller 128 to access the SMVA

[08@Al\ 105 Amfiefield 818 gy bq @wgr%mm?é tp ggnesiate an Pyterapt pden
tﬁefﬁoveergémmt&pag Eﬁn@w %héﬂaﬁgléi 6is 206 $fterrupt
Itt en en the

register may on at'a- noveér
iscgemeratiefle NVlié/lﬁthes“l’i fi¢ld 81%he "1"e bl indegnpt iscgemerdtied svhemethe
d t%Inored tt.he a cesle ut are used when ci phering

2 BRI G LA Tt ot i i e word,
[d0Q9P6] Fixg“d”isl ®B2D idertifésSéy or2mdrd gidnrivg tolR Wedlkarthe
of bl ocks to be noved between the SDRAM 110 and .t he
sayee grdvdesfinatigne addrass spages andespegitiespiige direction of data

mfo98inkt.! Por é%f)a!rﬁ]%ﬁe rw@ﬂ e td“?ieﬁl"@@@ {s '90" 05 lfs?'mov%d from the

represent ed ue in this register. Each
SMA SRa“d‘tisll%ttod&letSiéRAhhﬂ;é@ oWheR-thiet"divdretts 82@&:!'10"edata is

L% PR 1 S5 RS RR RS | mnd R oo i

"a1h edad;atlslmasw&fmﬁmien@ddtﬁm td 3Bothéarwithia the SDRAMAI0. The "d"
810 815, 820, 825, within the node, register 230 nma

figld 929 13 e&e«i tp determine wlheqemwwweqswla%&ra tadyegke via
2GR § when in operation. [0068] An "f field 805

IS rea -onf and i ndicates to the processor 195

(0078t her ok “bsiﬁﬁel(di 825. detémgihes thefsize of eack aenebehleclothat is to be

movgtl.l CTllle f'l())s" f%?crirgbg Led be se (():j g t\r‘;flllues per block access that indicates
one word ("00" = four bytes), two words ("01" = eight bytes), four words ("10" =
sixteen bytes), or eight words ("11" = thirty-two bytes). The number of words to
be moved and/or ciphered is predetermined by programming the "bs" field 825
and the number of blocks to move. The total data movement is calculated based
on the product of the value represented by the "bs" field 825 and the number of
blocks specified in register 225.

[0073] Fig. 9 shows a register 235 defining the count value embedded in the
cipher head.

[0074] Fig. 10 shows a register 240 defining a “fresh” value embedded in
the cipher head.

-11-



novi ng operation has been conpleted. [0069] A'c" field
810 may be witten to indicate whether or not data

webhoshdrsbe passed t hrough the ci pher engi ne, ar/U$2089016026
whi ch variety of ciphering to perform Wen the "c”

field 81 no ciphering.is perforned_and data
(0781 y p%égelsl FIMYﬁ % FRislst Cde dafipingsx begyst and dijegion value

tlgﬁ%hé}%é PRcaf ﬁ&sexﬁpﬁ%d h0&&r ddiPtheCtotdll RlHb&1 ik to be

, data is noved fromthe source address space
enm'ntede sRegmerso%%c?&ﬂeesd §pé@enttam valiep sbsleare Writheniby the

the ci r r /

PlREr R a7 0BRSS AR b ALAEN Y include fp the

cipataheaiee MiWkherocipHeting W\ﬂmldd@d in G:he tael ﬁoﬁéhﬁemts thése' v,alues
data is Sd fromthe squrce ddress ace and

app, mserfed Yoﬁtﬂw ThagmeyPheant 1eéﬁ§| & appLo tﬁglOf*ﬁé"nﬁGPlThe

enér%gnsh RAfSth 3@ eg ddRs ot nids SRS Brd & Pk tﬁm{g@ﬁnheT

Cl phering 'engi ne 145 uses the key and associ at ed
enginer ol Thee giumher oﬁlhlmétst and atheunamben ofeswade per block is
entlc |on alue that i vail a Ie to
of Lgee'gea%lesssgr bygarGrfR HEd P ey I A6 AME S
[0076] d 81T igny2bshaws0gr pogiater 2500defaiiag ca A28 bit el{elyumed for

ciEPEREE AVEREatpmovpgenhBe kR i ?ﬁ%f%%f@g R thhgGPP
standaf‘d &odeRdypt/decript dalf WRLE PHVrmis %e rte0 \Wedipher

the data novénent Operation has conple [0071] A
algdtithingl d 820 identifies one or nore nenories to be

[ as tﬁ]ghe Hows anglsge ?%g wéhﬂ:h ngrow%r ?i%csdfx_:upa%&f RIA value

Spefl fies I rec ata or examnp
THeef® dipteer adgorithed credPdd 4 sighnfflire udiigahe kepwuhk értd)lﬂietvlames

SRAM 105 to the, S 110. Wen the " el
1$ e dag stragm prisenio Bt m%@tmmww%ﬁe%éor use
dﬁggn_When the "d" field 820 is "01", data is
ane fromone | ocation to another Wi thin t he SDRAM )
[00778) The Thy d¢scaiptios 2§ the regietbrs distiased eneinyiiexmplary in
mr essypoi nters t C
B0 RORLT ol gk e MURLE hfh CBSGyLERES n o
c@ﬁbﬂ&$1oh|0®'eknﬁrblaﬁeld§td pé)@omﬂmjsan'ﬂé‘lﬁmcbﬁmaflt}el d 825

be S val ues | o ccess t ndi cat e
[OO e\}\’h le tﬁe present 1nventk1)on een descrtﬁ) {n terms ot5 the

preferred embodiment, other variations which are within the scope of the

invention as outlined in the claims below will be apparent to those skilled in the

art.

-12-



one word ("00" = four bytes), two words ("01" = eight

bytes), four words ("10" = sixteen bytes), or eight
wownds173241" = thirty-two bytes). The nunber oPCTIOSIB5/016026

to be noved and/or ciphered is predeterm ned by

programm ng the "bs" fiel and the nunber of

bl ocks to nove. The totalC novenent is cal cul at ed

based on the product of the value represented by the

"bs" field 825 and the nunber of blocks specified in
Wlegiis tlefmedss: [ 0073] Fig. 9 shows a register 235

defi pi he count val ue.enb dded | the e d.

[0072-])’1%?‘ ! PIPGCSHIR R ST i LRtiering pd geatistc %‘f”? bjcena

I'ning-a res

fivétliemersbesit addiansecbred ﬁieﬂhﬂy ulnaadhé Ofxterh coirgprisldg:shows
er. 245 defjnipng a _bearer andhﬂrrect on val ue

a reg
that(aknﬂs‘flpb%r%g KBRS, tgrtcrrél%gt pechHedtds bging trpasterred

bg@t&htﬁgmﬁogfulgtstgngo be encrypted. Registers 235,
40, and 245 contain values that are witten bgﬂthe

pr 0cb3 s stata-Bsovien gontaplerdiatluding bY lealrb oBGrYBisten hauingsa first
fiel% ﬁpﬁag%ll%%u dlge%hep of het ﬁlep trgn fg ﬁe(fa‘ta \éﬁﬁ nldclgep Qgﬁé&g by the

I'nc t A% hovenen

ciphedhg edgine. t he dat a- nover controller in the
appropriate | ocations. The encryption length field
specifies how many bits are to pass through the cipher

engi ge. THN gy JtbEH c18fm bl %!@%elart@ thQ Girt Mkl sﬂémﬂar fisat the
per block i's predeterm ned ramrer and nust

Hapefourad fiske sihiubd Iberpherefl OB ir¢H el 1ot hpevatios the type of
2 for ciphering
- clgffhinh thars S abloped nh HHs isbifRY diBER 0 o
described in the 3GPP standard to encrypt/decrypt dat a

when_performng the 8 and f9 cr her al gorithns .
(0073 Pt syataty b sz SEherely theSYSiRPE S gy HiFdgeneration

paAtherhah §HPBFEPR) sdtem gnslﬁaee I&O&*ﬁ&%g rtﬁ'a\t % 14 be
si gnaturé using the key val ue and he val ues of

peiforamed hyathep cipheningdenging tis arrﬂ‘t@,nctargrzadumﬁ.dgnnally cipher
akmpgﬁ t% as the MAC for use by the system

4. The system of claim 2 wherein the system is a third generation
partnership project (3GPP) system and the type of ciphering that is to be
performed by the ciphering engine is a standardized integrity cipher algorithm
9. '

5. The system of claim 4 wherein the register includes a second field which
specifies a message authentication code (MAC) value calculated by the

standardized integrity cipher algorithm f9.

-13-



[0078] The description of the registers disclosed

herein is exenplary in nature, whereby other arbitrary
waledosniBeons coul d be derived based on a conbi PeElt/US009616026

control fields to perforn1the same functionality.

[ 0078 ] ’IW&I %y%{; m of Q:{ ﬁlei]t X%n%ﬂ opeﬁpﬁgr ?xﬁ ?Hdéjseac’ %5 ol?ﬁdﬁeld

in terms of the pre erre er varla
whithcdpesifies wileblher ddta ismoped from the ﬂrst/ﬂremam uat to the second

outlined in_the clains belowwl| arent to those
meRjory #gt, AT fiom therseepnd %Wt‘mﬂtsméﬁﬁ?ﬁgﬁmie?”![ Unidat a

processing systemfor ciphering and transferring data

between a first nenory unit and a second nmenory unit,

t he GyEhesystesnpf ¢laimd wheaginghe regheter inglusieg aﬁecorﬂdrﬁeld which
I
s;ﬁ%m%rthg glzg %% QPM gﬁ%dt%b ﬁeé g%h?%ntrﬁ) \é}gf:tfhg (r()i:] -gﬁgéfr/\&%&oller.
|nclud|ng at | east one register having a first field

spec mhet t th transferred daja uId
DO bt Bty dleie T HOerein (hhaAobloak Sipg 65 bee BUFAY,

cIa|n11 mhereln if the first field specifies that the

transferred data shoul d be ciphered, the first field

al sd.sPbe s¥stem dficlnimy/pwhetein itgh datablock sizejis eight betes.

performed by the ciphering engine. 3. The system of

claim2 wherein the systemis a third generation

par t 1er Thé pygpem) of elailm3GRReredly she datanslotlnaizé ypsixtafen bytes.

ci phering that is to be perforned by the ciphering

engine is a standardized confidentially cipher

al gofj 1w §3terft of dBfn IWPh&RIPThedath mo%k\m%ﬁ@ tiiréyN8vo bytes.

systemis a third generation partnership project
(3GPP) systen1and the type of ciphering that is to be

f h
Per {81 Mo Bl oF BISTY HoRRA'ERE rbifisfhr ShARA! 1 4E8hd feld

which specifies the number of data blocks to be transferred by the data-mover

controller.

13. The system of claim 1 wherein the first memory is a share memory

architecture (SMA) static random access memory (SRAM).

14. The system of claim 1 wherein the second memory is a synchronous

dynamic random access memory (SDRAM).

15. The system of claim 1 wherein the first and second memory units

differ in processing speed.

16. The system of claim 1 wherein the register includes a second field
which specifies whether an interrupt pulse should be generated when the

transfer of data is completed.

-14-



5. The system of claim4 wherein the register includes
a second field which specifies a nessage

waiokermseeat i on code (MAC) val ue cal cul at ed bypd1es2005/016026
standardi zed integrity cipher algorithmf9.6. The

syst em qfhecsld@téﬁl bewhene] thte;]&nrt‘flg'r%%ﬁ dealjt AG dﬂ%gsa saeaond field

second field which specifies wheth a
whigmspeaifies asvalpe rml}eddndtlnta) cipher Jeader amrflnpn’oyessﬁd thy the

ﬁﬁmg%%¥h%$ﬁ second nenory unit to the first nenory

é systemof claim lwherein the register
i ncl udes a second field which speC|f|es the size of a
bl oc data tobg transferred by the data-nover

cont lF<fc";| e sygteryg clsﬂgf@tlemhsrelmthp Fegistiraneludes Besegondafield

WHiGf petifi dlﬁeﬂ&&‘l%lgykg gth.9- The system of claim 7
wherein the dat | ock Size is eight bytes. 10. The

syst em of cIa|n17 wherei n the data block size is

si xt een 11, ,The cl al re|n t he

dat a Bl ocK S| tzeén 0f et f )ﬁ’te &%‘f’ &§81s e%?sﬁeé?ﬂdoﬁeld

wilich spetifidser eilne ehtbedagi B & ena%waqseaaeﬁ 8R8 @%Jes@éd%y the
ich specifies the nunber of data bl ocks to be

HOBEMBEY- by t he data-nover controller. 13. The
systen1of claiml wherein the first nmenory is a share
nennr architecture (SMA) static random access nenory

.. Tha syStem of clagm bwhetedn thé regieteriincludes aesecod field

R T M

- mawdd.second nenory units differ in processing speed.
16. The systemof claim 1l wherein the register
i ncludes a second field which specifies whether an

|t G UPke BYhER o RUPRHGRASER! Bl WPTaA B it anst er

of data is conpleted.17. The system of alm I"wherein
the register includes a second field which specifies a

v 4, SRR o 50 R B RFSRR e
a firet memiosy anitiaial alskednad Iﬁeﬁﬁmdnflt,&hd IC comprising:
(a) a ciphering engine for ciphering data while it is being transferred
between the memory units; and
(b) a data-mover controller including at least one register having a first
field specifying whether or not the transferred data should be ciphered by the

ciphering engine.

23. The IC of claim 22 wherein if the first field specifies that the
~ transferred data should be ciphered, the first field also specifies the type of
ciphering that is to be performed by the ciphering engine.

24. The IC of claim 23 wherein the IC operates in conjunction with a third
generation partnership project (3GPP) system and the type of ciphering that is to

-15-



whi ch specifies an encryption length. 19. The system

of claim1l wherein the register includes a second

wo ebdiiske ch specifies a val ue enbedded i n an mDUyPLBE 6026
header and processed by the ciphering engi ne. 20. The

syst em of, m.1 wherein. the re ter. incl S.a .

bg SR £ At Ehiefe Breirecs 4 RepRaBlizt CotiliERey cipher
algopitBmi f89 engine for ciphering the data as it is

noved. 21. The system of claim 20 wherein the key is a
128-bit key. 22. An integrated circuit (1C) for

ci phes i g ANGE ctlailﬁ{@é @heldig tﬁ@f@oﬁ&ﬁU@QH cénjlihétién %Wt}ﬁlrd
unit and a second menory unit, the I|C conprising:

gsnenaplhe partgpersigp geolg e 3GPEh esrsnterg agidithe tytielof ciphering that isto
ing t h
bR PR A {1 G Pl ey A Fre At b ity Mgt laofithmm

~fhaving a first field specifying whether or not the

transferred data shoul d be ciphered by the ciphering
engi ne. 23. The I C of claim22 wherein if the first

fiel gs SPREIE bfSall2b v&ﬂb%efxft%@%ﬁ%fe‘%%&ﬁ&és :§ E&ldlné d%fd which
ci phered, the first field al so sgec Ies the

ype
speopfies iangnessage |aslthentb@tmr fcoderel )tVlaéue::lqehmlamg by the

I wh h C
P et he e B & orat i on partnorship

project (3GPP) system and the type of ciphering that
is tobe perforned by the ci er|n neis a
st andér Eﬁ% &4 of glatm 2 herein theirggiste rapéaﬂ?% #igqopd fiptd which

sptefidvRdthel 84tR i AhotBE Bt HelFR st freRBEY G4i€ o ﬂH& second memory

conjunction wth a third generation partnership

upitp pefrom( @:@myomm mait edhe fizst memorphaiti ng t hat

is to be performed by the ciphering engine is a
standardi zed integrity cipher algorithmf9. 26. The IC

of cb&i The5iCvhenih 22tWwieeregoihetregisterdheld@ss asseadfidld which

field which
specifies the size of a block of data to be transferred by the data-mover controller.

29. The IC of claim 28 wherein the data block size is four bytes.

30. The IC of claim 28 wherein the data block size is eight bytes.

31. The IC of claim 28 wherein the data block size is sixteen bytes.

32. The IC of claim 28 wherein the data block size is thirty-two bytes.
33. The IC of claim 22 wherein the register includes a second field which

specifies the number of data blocks to be transferred by the data-mover

controller.

-16-



specifies a nessage authentication code (MAC) val ue

cal cul ated by the standardi zed integrity cipher
wabg@enistem f 9. 27. The 1 C of claim22 wherei n REEBUS2005/016026

regi ster includes a second field which specifies

whet veg, from.the first nmenory unit tothe

st Mot of R s Wit e isd snEBARAT: § et SeFory
atdh@tebiurs (SHRA)BEtidRtindon’Secedd @ eforp (ISRAMI) M 22 wher ei n

the register includes a second field which specifies

the size of a block of data tobe transferred by the

dat a I [

the it a5 SR ST wiSreil Mo sl Sy R £ piebhous
dg@amivarapidomt dreestanembiyoGORANB. i s ei ght bytes. 31. The

I C of claim28 wherein the data bl ock size is sixteen
bytes. 32. The I C of claim 28 wherein the data bl ock

Si 2e36.SThdIC bfc1dinw2Dyhefein Bite firdd @nt Gecndahéhbydihits differ in
wherein the register includes a second field which
Prgsessing gReadne nunber of data bl ocks to be transferred

by the data-nover controller.34. The IC of claim 22
wherein the first menory is a share nmenory

ar ch37.eChe/l@ of Ghit) 28 tveltereinrthn degister deduderemercpnd SRy hich
35.. The, | f _clai 2 ' h '

Bt Ehoic® ap R E oY o Soag b BsBRERPY rERRARY triner of
ddtieislcompleted.ai m 22 wherein the first and second menory

units differ in processing speed. 37. The IC of claim
22 wherein the register includes a second field which

specsd | PRe yﬁ 6f Hﬁfm 22 vévHHr&Ht%@He@Hie? ¢n Q088 &s8%Bnd ﬁe}?’dswhlch

gener at ed en the transfer of data is conplete
sfévifidsCa yhluel enbedeted\iner ciphert headez gingt procéssed baidbe giphering
second field which specifies a value enbedded in a

er header and processed by the ciphering engine.
39. The I C of claim22 wherein the register includes a
second field which

39. The IC of cla1m 22 wherein the register includes a second field which

specifies an encryption length.
40. The IC of claim 22 wherein the register includes a second field which
specifies a value embedded in an encrypted header and processed by the

ciphering engine.

41. The IC of claim 22 wherein the register includes a second field which

specifies a key used by the ciphering engine for ciphering the data as it is moved.

42. The IC of claim 41 wherein the key is a 128-bit key.

-17-



speci fies an encryption length. 40. The 1 C of claim22
wherein the register includes a second field which
wepmwsiliizes a val ue enbedded in an encrypted heedBUSANE016026
processed by the ciphering engine. 41. The IC of claim
22 wherein the register_includes field whjch
spect¥i e§ awwékﬁsﬁstéanwlqlﬁ%elﬁ? pWéﬁtl ﬁg%gﬁg fr fciphering  and

t&hlfé@ﬁhgglaﬂ‘ Seg’@ée% PArdttmbRoPPURH- arfiZa sdddfd |Iﬁ\erﬁf>r)ﬁﬁ§1|t Mhe
wherein the key is a 128-bit key.43. A wreless

VTP&HSﬂﬁHWﬁ@@EIVG unit (WIRU) for ciphering and

{2 & AR RS NE el b BB YOk hafsterrea

sSeco
béﬂwﬂmrthlgnaﬁw’lmlfsmndi phering data while it is being

ot A g@gﬁéﬁgﬁq@wgﬁﬁﬁ&%aa leavhalt resier Dgvings first

fiIERVe Rt Fink! wRdthbt 61 qoﬁﬁf&traﬁsfe&ema Shold B¢iphéfed by the
transferred data shoul d be ciphered by the ci pﬁerl ng

ciphgiing engine. The WIRU of claim 43 wherein if the first
field specifies that the transferred data shoul d be

ci phered, the first field also specifies the type of

ci phet.i MhetWARU of t:lanhe433w&1feﬁer1ﬁﬁ'ﬁ thetfirstTiedd \§pBtifies that the
cl ai m 44 mhereuﬁ%hp RU o tes ' [ Wi th

transferred datfeshauld be cipher lﬁtofl%l@t ﬁ?@%ﬁ' v % hype of

c@n@nhg%hwﬁqoqg,fep@mpﬁ@ang that is to be performed is a
standar di zed confidentially cipher algorithmf8. 46.

The WIRU of claim 44 wherein the WIRU operates in

cont ECTAEAN ki MERETELLORIR I ppocion

with tofkérd gehaation pa'tﬂexshqnﬁmjéhtz(edmmt@gterm yandli ﬂhaetype of

algorit n1f9 4 of cl ai in th
ciphgrIngethatnis) Emi’g '2%‘8’6?%5 i9 1 % SEARGRT 3we§h pfideptially cipher
aQﬁ,ﬁﬁgﬁgauthentlcatlon code (MAC) val ue calculated by
the

46. The WTRU of claim 44 wherein the WTRU operates in conjunction
with a third generation partnership project (3GPP) system and the type of
ciphering that is to be performed is a standardized integrity cipher algorithm f9.

47. The WTRU of claim 46 wherein the register includes a second field
which specifies a message authentication code (MAC) value calculated by the

standardized integrity cipher algorithm f9.
48. The WTRU of claim 43 wherein the register includes a second field

which specifies whether data is moved from the first memory unit to the second

memory unit, or from the second memory unit to the first memory unit.
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standardi zed integrity cipher algorithmf9. 48. The

WRU of claim43 wherein the register includes a
waeemoendrzte el d whi ch specifies whether data i s POWES2005/016026

fromthe first nenory unit to the second nenory unit,

or fromth ond nmenmory unit to the first nenor

uni 4o TheNETpred c&mbn?%wh%%%srremtw@dﬂlésf &rsgfond field
whitdl $islefied theGRRbH Blotk Whisth ®PGCirhhsRridds ikt fh-Bover

bl ock of data to be transferred by the data-nover
covnalles! | er. 50. The WIRU of claim 49 wherein the data

bl ock size is four bytes. 51. The WIRU of cl aim 49

wherein the data bl ock size is eight bytes. 52. The

WIRb 0 Thé WTRY S elagiheiwhéeinl thiad dtladdéckssizeis four bytes.
si xteen bytes. 53. The WIRUof claim 49 wherein the
data block size is thirty-two bytes. 54. The WIRU of

cl ai gy 4BphMAEFRIND LRS! ROV AL RCAMAS ok SEEANHh Bi}es.
whi ch specifies the nunber of data blocks to be

transferred by the data-nover controller. 55 The WRU

of claim 4 reifn:th i 1St ' . r

ar criF entt e PR FRubaf whidn BRI MGt B SR es.
56. The WIRU of claim 43 wherein the second nenory is

a synchro ypam c random access Ly (SD :

57. %JWO&%@&%%PZM&%&%&%é?@%@%@%we&
menory units differ in processing speed. 58. The WIRU

of claim43 wherein the register includes a second
fi el @t.wihhe WEBEcoffdlaisn dB ethiereingthej negisteruiprludes gesecond field

N

corggolddrer i ncl udes a second field which specifies a
val ue enbedded in a ci pher header and processed by the
ci phering engine. 60. The WIRU of claim43 wherein the

regi §4.eThé WPIROGT chinClPRetdif the Mt GhemBRLisTd §frdemory
encryption | ength.

architecture (SMA) static random access memory (SRAM).

56. The WTRU of claim 43 wherein the second memory is a synchronous
dynamic random access memory (SDRAM).

57. The WTRU of claim 43 wherein the first and second memory units

differ in processing speed.
58. The WTRU of claim 43 wherein the register includes a second field

which specifies whether an interrupt pulse should be generated when the

transfer of data is completed.
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61. The WIRU of claim 43 wherein the register includes

a second field which specifies a value enbedded in an
wenosyped header and processed by the ci pheriPQr/us2005/016026

engi ne. 62. The WIRU of claim 43 wherein the register

i ncl udes a_second field which %%zcifjes_a key usedlgy
t he 29 phbe WERE i ckaing 43 whegein thegegisterdaclndgs ajsecond field

w%_eglla%cgﬁeesy; hen ¥ Brinlidsd 34 M 6pneh eleqisy hhE pr8deskdd By the

ciphering engine.

60. The WTRU of claim 43 wherein the register includes a second field

which specifies an encryption length.

61. The WTRU of claim 43 wherein the register includes a second field
which specifies a value embedded in an encrypted header and processed by the

ciphering engine.
62. The WTRU of claim 43 wherein the register includes a second field
which specifies a key used by the ciphering engine for ciphering the data as it is

moved.

63. The WTRU of claim 62 wherein the key is a 128-bit key.
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