1 SYSTEM AND METHOD OF PREVENTI NG THE TRANSM SSI ON OF
KNOAN AND UNKNOWN ELECTRONI C CONTENT TO AND FROM
SERVERS OR WORKSTATI ONS CONNECTED TO A COVMON NETWORK
FI ELD OF THE | NVENTI ON The present invention generally
relates to a nethod of preventing unauthorized access
to Servers or Wrkstations conpected to a common
networ k medi um such as the Internet. More
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Today, the Internet is a public, cooperative, and self-sustaining facility accessible to
hundreds of millions of people worldwide. Physically, the Internet uses a portion of the total
resources of the currently existing public telecommunication networks. Technically, what
distinguishes the Internet is its use of a set of protocols called TCP/IP (for Transmission Control
Protocol/Internet Protocol). Two recent adaptations of Internet technology, the intranet and the
extranet, also make use of the TCP/IP protocol.

For many Internet users, electronic mail (e-mail) has practically replaced the Postal
Service for short written transactions. Electronic mail is the most widely used application on the

Net. You can also carry on live "conversations" with other computer users, using Internet Relay
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speci algkic§Sh 9RAkf dworking closely with a router (a logical device that routes the
network information across networks, for example, routing network packets from private
network to internet) program, examines each network packet to determine whether to forward it
toward its destination. A firewall also includes or works with a proxy server that makes network
requests on behalf of workstation users. A firewall is often installed in a specially designated
computer separate from the rest of the network so that no incoming request can get directly at

private network resources.
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to enable two-way communication between the network node inside the firewall and with the
outside, which otherwise is difficult. But the method does not do the verification of contents of
the messaging protocol for compliance, leaving room for the attacks to the application
environment. There is a need for a method for interpreting the complete contents of the
messaging protocol or the application network protocol and checking for its compliance with the
protocol specification at IETF, thus preventing attacks to the application environment.
Examples of published documents that disclose technologies that deals only the

operating system level verification but do not do application level packet filtering are:



environment. There is a need for a nethod for
interpreting the conplete contents of the nessaging
protocol or the application network protocol and
checking for its conpliance with the protoco
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docunent s that disclose technologies that deals only
the operating systemlevel verification but do not do

appl i cafion |EEE bbnm@burﬁént &1 4N 9thahBual Gombuter Sty A
publ i shIed docurrgnt part of 1%th Anndal uaOoomb g1 Seeffity Applications

nmput
sdeqnfarenge MSACCHE) Bﬁ@“’@@fn%ef Ehdeo7 RasReEgo 9(76,,Tntleeé eeference model
0 f
fgf?r re\ﬁaélv\%?rﬁ%{ogfﬁrﬂ% otg Q@ coﬂpﬁ{\e&rg/b\rorcgeoe nrgs Aesac )82740133
htabp.hinf;conput er . or g/ pr oceedi ngs/ acsac/ 8274/ 82740133

abs. ht i1) | EEE published docunent part of 2000 | EEE
Synposn m orlEZedyPlished derymenr pajtaely200S4FER Symposiumpn Security and

a Ifr&\a/\g%?@l@m(ﬁg M%g'ﬁiép]éféggd feg{k§||e@’0aﬁorﬁ%lé7o1ff‘ﬁ%gal Fltgull Analysis

Ertgigine, Titlent/e Finetall URialysis Engine, Internet URL: http://computer.org/proceedings/sp/

ht r.. org/ proceedi ngs/ sp/
é@@?@@g’@w?‘bﬁ%@ ht mp i) LS Pat ent 5, 832, 208
di scl os@s arU@Pétent\@%E'?O@(ﬂ?d’Hsé adt'lg)ﬁ% g{elﬂt G%J@W%ﬁtabases and

and nmai|l servers that principa S an
c ongilsemersinat D@r@@allycd@acfe@nd renmesauompelnt §ruses |ecatedi dattachments to e-

%Ii@?s%age{ Sc@ée gﬁtsprg tnoﬁrgﬁ{rﬁfﬁ\gg fr\cl)gllrjg cl%ng the systems in the
Ilrmwoatl ons are often used as an advant age by
attackers to attack the servers by exploiting the
flaws iSHohdniaians areplteisad as Aoadyadiaoe lmeattaﬂkee& festtack the servers by

( %E‘bﬁ ?ﬂﬂ%‘ﬁé’ "b% Eﬁﬁ‘%"ﬁb @Of%é#ﬁleq&%‘ [ng %ﬁpﬁ%ﬂe%;ﬁromco—[such as but

Prrmghrate)j to BEFP (l&‘w.')eﬂ eﬁt Trapisket P)etco&ﬂFW‘?Fne Transfer Program), SSH (Secure

ﬂ)ﬂg f%)f Tex nsf er Protocol The

il P% extaTﬁmeeégfqt%ﬁl ﬁevm@me%aﬂe@mfdme application
ar t t V) I
Tt
i rttaekde tasks such as but not linmited to stealing

rivat I m trade crets, and ot her ; ,
rpor t S AR ok ehas § et & %iefr“ﬂg pifygte information, trade
Prseyials€and NP infpoREnt ifforiaBon WRTRe oo Yn $fe ghvRe network or in the
I NVENTI ON To provide security for the connunlcatlon
bdoeen t he applications, a new nethod of filtering
is used in the invention. The method i ncl udes
processing and interpreting of application

SUMMARY OF THE INVENTION

To provide security for the communications between the applications, a new method of

filtering is used in the invention. The method includes processing and interpreting of application
network protocols used by the application across the network. It also prevents any information
from reaching the application if it does not comply with the protocol specification.

The invention acts a proxy receiving information from the server, interpreting and
verifying, then sending information to the client application like web browser and vise versa as
shown in Figure 5.

The invention uses the protocol specification available at Internet Engineering Task

Force (IETF) - www.ietf.org. The organization has various RFC (Request For Comments)



network protocols used by the application across the
network. It also prevents any information from
reaching the application if it does not conply with
the protocol specification. The invention acts a proxy
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[0007] The invention discloses a system for preventing the transmission of known
and unknown electronic contents to and from servers or workstations connected to a common
network comprising a means for interpreting contents of a messaging protocol or application
network protocol; a means for checking compliance of the electronic contents with the
messaging protocol specification or application network protocol specification; and a means for
filtering the electronic content based on its functions. The system further includes a means for
preventing attacks on the servers and/or workstations without knowing details of the attack.
The means for interpreting contents of the messaging protocol or application network protocol
comprises one or more servers, one or more workstations or combination thereof and
intermediate verifier with protocol specification maintain therein. The means for interpreting

contents of a messaging protocol or application network protocol comprises one or more



and unknown el ectronic contents to and from servers or
wor kst ati ons connected to a commopn network conpri sing
a means for interpreting contents of a nessaging
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[0010] The invention further discloses a method of preventing the transmission of
known or unknown electronic content to and from servers or workstations or combination
thereof connected to a common network comprising sending response information from one or
more servers or one or more workstations or combination thereof to a designated recipient;

verifying the response information by intermediate verifier before the information reaches the
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connected to a common network comprises verifying requested information by an intermediate

verifier before information reaches the designated server or workstation or combination thereof:
dispatching of verified information to a designated recipient and receiving requested
information by one or more servers or one or more workstations or combination thereof from

one or more servers or one or more workstations wherein the method of verifying includes the
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conjunction with the accompanying drawings in which:

[0018] Figure 1 is a flow diagram of the process of proxying between the application
server and application client and vice versa without any verification;
[0019] Figure 2 is a flow diagram of the process of filtering the unauthorized content:

[0020] Figure 3 is a flow diagram of the process of filtering of the application network
protocols;



[0014] The programinstructions are distributable

t hrough a comon network such as the internet |oca
area network or wide area network and are installed
and/ or executable in any conputing device. The
conput er readabl e nmedi umincludes one or nmore CD rons,
DVD, nmagnetic tapes, backup mgdia or any media which
i s capabl e of storing conputer program instructions.
The nmedia is connected to one or nore servers, one or

mEd021}vor kst aFigoms 4oflustaebi npidr oart téxamptefl of [OW&Rork configuration
These and ot her aspects and advant ages of the present

i MFRRPIEEN qiirewall §¥cone apparent upon study of t he
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Thee intammetrand applicang eftehtopewtindgisybiemt her advant ages

thereof, may be best understood by reference to the
foll owi ng description of preferred enbodi nents taken
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Figure 3 is a flow diagram of the process |
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adenveri pségranh osuldbe &HTIPESkiveRdr WetSerldie The client referred to herein is also
the “application program” or “client program® that receives information from the server and

optionally displays it to the user. An example of the client program could be a Web Browser.

[0027] In this process the invention acts as a proxy between the client and the server
and relaying information between them. The information is referred to here as the “network
packets." The network point or the point refers to the connection to a server or the client. The
process starts with the waiting for information on a network point in step 101. This point could
be a server or the client that sends the information.

[0028] The *waiting" referred to here can be a timed wait, that is, waiting for a
specific number of seconds then checking for the information receipt, or event driven, that is,
being notified by the Operating System on the information receipt. The waiting is indefinite

unless interrupted by the users such as the people operating the personal computer and the



system The manual configuration is done in the
facilities provided to admnistrators and is mainly
used when the two network points are trusted and the
information transferred between themis also trusted.
The network point is either a Server serving
information to the client or e Cient receiving
information fromthe Server. [0026] The Server usual |y
has an application program also called "server
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S s the eo | e operatin the personal conputer and

H@}ig rece pt IocE’Ia tehe ThaMaNSHRE A6 fist of higank &8dgsr{zerpes and ones)
s ¢ t
pigﬁﬂ?@%fg?dnﬁ‘#éa‘{eﬁ‘?'sﬁi (OREAoR daZodI pShms s Bpaetforams tat
i fmayIsprepchyiisessandonay |demag£dbe filesipregentin reqpesssal canyiutenues
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The information about the other network point coul

b&ORPUterPThAks &9y alsa cerdain suh-steingsrinasehinghparise Ver il name given to the
cognutier location or DNS (Donmmin Nami ng Systen) name
that will have to be mapped with an | P address or any

ot[lmsB] knovvn m):on‘ptstcmenthtmadndommnaﬂenmle‘ ligt @bhteins the formats and the
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network point. After ste rocess term na
unauthorized/restricted data.

[0034] iv)  functions - This list contains the functions that are identified to be
damaging such as (but not limited to) erasing files without user's instructions, automatically
sharing important files, corrupting the files in the personal computer by scrambling them to a
state from which the file cannot be retrieved to its original state.

[0035] The database will be maintained correctly and all necessary actions will be

taken by the invention to keep the list with the latest information. The actions include but are



[0030] Figure 2 is a flow diagramof the process of
filtering the unauthorized content. This is the
process that verifies information in the network
packet before being sent to the other end. To
acconplish this a list of unauthorized content will be
mai ntai ned in the database. Thg database will have
predefined |ist of the criteria of the unauthorized
content and actions that the content is restricted
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limted to) erasing the information stored in

pesesAlied ” Wb@f?@fﬁms "I eapplicgtionegesver pragremelethatae lnfstmqttm:ssto send the
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i chpedifichtioadArt exatmple ofithrBgieT@rayremcoail el T TPBerler b WetsiServer.
[ t hout user's instructions,

gﬂ%‘lﬁ%ﬁ ﬂ:g% Eﬁgﬂfﬁ@fﬁdn@om@mls pispelie “anphicalion ipregramieor “client
f " r

i i
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C e ik i Behveb B ent dihe, ierand i gy oy 1 authorzed
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limted to automatically updating informati on
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daumbersd seaonds$ then fekecking tferrtee fnlfdrma'ro'n negeipt, or event driven, that is, being
notified by the Operating System on the information receipt.
[0041] The waiting is indefinite unless interrupted by the users such as the people
operating the personal computer and the receipt of the information is checked in step 202. If
the information is not yet received, the process immediately continues at step 201. But if the
information is received, the process continues from step 203. In step 203, the program (part of
the invention) connects to the other point as defined by the sending network point or a
predefined location.
[0042] The information about the other network point could be an IP address, a dot

notation of the network computer location or a DNS (Domain Naming System) name that will



[0037] The network point is either a Server serving
information to the client or the dient receiving
information fromthe Server. The Server usually has an
application program also called "server prograns” or
"application server prograns”, that has instructions
to send the information to thg clients that connect
to it and communi cate based on the network protoco
specification. An exanple of the server program could
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|n receive t he
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conputer location or a DNS (Domai n Nami ng System) nane
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AR L AT B
p%?rﬁg@%gt 15 grgg:rﬁgrdgsﬁrﬁrhw&n@r@ derl e tHBF BnGich WaRkd Phstocol (TCP)
software layer in your computer identifies the port number of 21 (which by convention is
associated with an FTP request) in the 16-bit port number integer that is appended to your
request. At the server, the TCP layer will read the port number of 21 and forward your request
to the FTP program at the server. Some services or processes have conventionally assigned
permanent port numbers. These are known as well-known port numbers. In other cases, a port
number is assigned temporarily (for the duration of the request and its completion) from a

range of assigned port numbers. This is called an ephemeral port number.



with any of the criterionin lists, in step 205, the
information will be bl ocked without sending to the
other point. But if the content is authorized with its
criteria not in the predefined lists, the information
will be automatically sent to the other end in step
206 and the process term natesjz normally. [0043]
Figure 3 is a flow diagram of the process of filtering
the application network protocol. This is, the
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t hisg mfcﬁmamne@dh?eikécpmyﬂeﬂ 302, efHe SriformAtiont Behob §&tViBEsive! hﬂﬁe process
wi|l read the port nunber of 21 and forward
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t thave losbebmppngd wétbcani I8 dddress DIf arefobther known computer location identification
patterns. Upon connecting to the other point in the step 303, the process continues at step 304
where the information received at step 302 is checked for compliance with the specification
defined by IETF for the protocol being used. If content does not comply with the specification,
in step 305, the information will be blocked without sending to the other point. The compliance
to the specification is verified by checking the Format of the data as required by the IETF

specification; Process flow as required by the IETF specification. But if the content complies



and the comuni cation is checked wth the respective
specification defined by IETF. The network point is
either a Server serving information to the client or
the Cient receiving information fromthe Server. The
Server usually has an application program also called
"server prograns” or "applicatjgon server progranms”,
that has instructions to send the information to the
clients that connect to it and comuni cate based on

t h/ethmm smmfmapcrrﬁh@mfmkmat@pwmlbfelaQt@hllamﬁll ANt BXRME ehd mtsﬁa% 306 and
ver 9ran1cou|d be a HTTP Server or Wb Server

@?“ﬁﬁ?r@PW@ﬁW“m@Werred to herein is also the
QM !/cat | on Fpipg ra?tﬁ'au Rlhe 16 eg&&mve%(?rgﬁ Beeh H%écni)eid in some detail

recel es i nf ormation Prom rver a opti
difemdueppses df claotytohmdesmﬁdmg-\m wnebaaamblentqﬁattcbﬁalmbhaﬂgﬁs modifications,

m cou wser th ocess t
P eai05 M be Paced Wilicihe sspe of bt sy The Grsaeghambodiments, the
bebowerArdriieing |afcﬁ:@ctu?é‘c§* tﬁehsg/st%ﬁrsﬁﬁfld 9@@%&' a%qu’.%f?étﬁé( SndPflt Yestrictive.
the audthorized inform bet ween em e
i niherimenticorshpwd netfher limitdd tootha sletatiseor paedmeterk giperc kertia, But should be

The.networ oint, or the point refers to the
c3§3§§6$§ﬁhﬁﬁwgggéwver or the client. The process
starts with the waiting for information on a network
point in step 301. This point could be a server or
the client that sends the information. [0047] The
"waiting" referred here can be a tinmed wait, that is,
waiting for a specific nunber of seconds then
checking for the information recei pt, or event driven,
that is, being notified by the Operating System on
the information receipt. The waiting is indefinite
unless interrupted by the users such as the people
operating the personal conputer and the receipt of

the information is checked in step 302. If the
information is not yet received, the process

i mredi ately continues at step 301. But if the
information is received, the process continues from
step 303. In step 303, the program (part of the

i nvention) connects to the other point as defined by
the sendi ng network point or a predefined |ocation.
[0048] The information about the other network point
could be an I P address, a dot notation of the network
conputer location or a DNS (Domai n Nam ng System nane
that will have to be mapped with an | P address or any
ot her known conputer |ocation identification

patterns. Upon connecting to the other point in the
step 303, the process continues at step 304 where the
i nformation received at step 302 is checked for
conpliance with the specification defined by |IETF for
t he protocol being used. If content does not conply
with the specification, in step 305, the information
wi Il be blocked without sending to the other point.
The conpliance to the specification is verified by
checking the Format of the data as required by the

| ETF



specification; Process flow as required by the | ETF
specification. But if the content conplies 14 wth
the specification the information will be
automatically sent to the other end in step 306 and
the process term nates normally. [0049] Further,

al t hough the foregoing invehbi on has been described in
some detail for purposes of clarity of understanding,
it wll be apparent that certain changes,

nodi fi cations, adaptati of$AS be practiced within
the scope of the clains. The descri bed enbodi nents,
the flow diagrams and architecture of the system
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fol I ow nﬁe&r{s%rrmerpr%ﬁr‘gncog\}\hﬁﬁtg@ d&m@fﬁ%ﬁ%&ﬁﬂo ?r hﬁc\éﬁ&ti ng

the transm ssi on of
connatwark protecoland from servers or work stations

connect ed to 0 networ k .conprising of: neans fo
i nt er pr eTFAY '€ BofeaHG Cg?pllgnﬁqu%p%gro’gpoq%@as Wih the messaging
appproeed] bﬁé&lﬂcaﬂl@ﬁ licRBEArRER p r%@“%e@ﬂéat;ﬁﬁ%ﬁ&' ng

conpl i ance of ectroni ¢ contents Wt
messagi nf@eafﬁﬁ%tﬂﬂﬁﬂﬂg theséecirdniacantientrbased uppp binecertmicomof the following:

net wor k proto ans for
filtering thegag%%‘c‘fﬁ'ﬁﬁl/e&@%w@% het?%gfém G fEBE Sne or
nore of the fednefitteelectrgrd dofitent, of binary codes within

the el ectronic contents, nane of the el ectronic
content, ori epleatlienandfametaf fhaelesironiarenienteert r oni c

content, or quagﬁbﬂﬁecﬁécterg &teem:tromc content. 2. A

system as cl ainme rt’her conprising of
means for preventing attacks on the servers and/or

vvor statio svvlt ut k vvin detai|s of the attack.
- &@%@ P aet i d Trhecra RSIG olyReansifor Praventing atiacks on the
fOrsér\ié?seérﬂfoﬂvbrﬂgtaﬁ&@tmﬁ%ﬁ&ﬁkrﬁm deIRSFHY Aoy ot ocol or

application netmork prot ocol conprises of one or nore
servers, one nore wor k st atl ons or conbi nati on
t hey eof, and nterms ate, v r w th praotocol
 Speni el o HARER F SAE heteran Te Mo, B difa&ieg somans of 2
in fibs%{ag”mgl?romﬁﬁbﬁémhdahﬁ MERAINS pro@Eol chhHsBE 6dnB8r more servers, one
contents of a

or more work stations or combination thereof and intermediate verifier with protocol

specification maintain therein.

A system as claimed in Claim 1, wherein the means for interpreting contents of a
messaging protocol or application network protocol comprises of one or more work

stations and intermediate verifier with protocol specification maintain therein.

A system as claimed in Claim 1, wherein the means for interpreting contents of a
messaging protocol or application network protocol comprises of one or more servers and

intermediate verifier with protocol specification maintain therein.



nmessagi ng protocol or application network protoco
conprises of one or nore work stations and
internmedi ate verifier with protocol specification
maintain therein. 5. A systemas clainmed in Caim1l,
wherein the nmeans for interpreting contents of a
nmessagi ng protocol or applid¢ati on network protoco
conprises of one or nore servers and internediate
verifier wth protocol specification maintain therein.

6. 16 Apystansstlaimedhy elam dewherain dhaimeans fontshecsing comeliance of the
nmea [ ' ectronic . .
Cong el FHRAS I, BERALSAORE oD oEisEbE R vt networ

appprotoed! ispecificetonamokprises @f 0o br MPRCiehietaloh®Br BRFPHHIR &%tions or
ervers, one or npre work stations or
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! heSSBRE e 985 PEMOIB MR AP SOBPINRGRETereRt #5kihe Risraesate verifier
andsthB@ ini CMiR 3R lebSartBl Inbibhdert ated in G aim 3 or
are separately independent. 7: A systemas clained in
Claim6, wherein the internediate verifier checks
co [ : ! 2| ect,roni ¢ contents between one or
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condléstahic wontehte rietieen Sne Aorsvsreednass 6F 8hd™®f nidie WoRl Qations or
1, V\Og%(rei_n the means for the filtering the electronic
cont ”at'%t’r‘ﬁ?@fses of a network of one or nore servers
and one or nore workstations or conbination thereof
and at | east one internediate verifier wll

8. f unksystem agclaimedinf Claimet, wh&einAhesiyisdrgioraise fiegmRél eleftronic content
Caiml V\hferei {1 the, work station is selected from one
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or any apparatus wth conputing capa y connec
to a network. 10. A systemas clainmed in Claim1,

wherein the kno nd ,unkno el ectroni.c content is

O de‘?\SYSﬁ"ias %l?lmsw@ @?‘mﬁnwﬁef‘a‘m%of* SIS PRIECIIoMeens asmore of
bi nae Yiolo@ehgs palsbritl niidithle agisemt 1(PDAK &%ﬁﬁf‘foﬁipute@%bﬂé cellular
the el ectronic content such as name of file;
or i BIRPRANE N amepPAGiuAMIth edmputieg espalility econhectaddeb eeftvoskuch
as plain text file, imge file or data files;
function of the electronic content such as but not

10. 11 mA sgstent @s elamsdrie Clainh éswiéréiRahe known and unknown electronic content is
identified by one or more of the following:
pattern of binary codes within the electronic contents:
name of the electronic content such as name of file;
orientation and format of the electronic content such as plain text file, image file or data
files;
function of the electronic content such as but not limited to erasure files without

users knowledge or instruction, automatic sharing of files and corruption of files.



1.

12.

13.

14.

15.

users know edge or instruction, automatic sharing of

files and corruption of files. 17 11. A system as

claimed in Cainms 1 and 10, wherein the patterns,

nanes and orientation and format are used for

filtering known content and the functions are used for
filtering the unknown contént. 12. A system as

claimed in Caim1, wherein the unknown content once
identified to have a danmaging function, its nane,

pat £ 8ystenaariclainedintCiaims i aath %0 wgerﬁ?attha/watternb,mamae and drieatdtion and

and ed. .| he . se far_further.or futur e

i1 o 35 B ol MEGRAERRVESSubl angch? AREsE v ey o he
t heurikdemt dohieatat i on and storage is done autonmatically.

14. A nmethod of preventing the transm ssion of known

or unknown el ectronic content to and from servers or

Wor [ : ; ' [ QL cted tQ.
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Wor tations or_conbination thereof to a designate

r ec&ﬂ?@ﬁ‘t ;e&@??%/fphfﬂﬂh%éra@'@éeﬂ@?fﬁ‘é- i nformation by

internedi ate verifier before the information reaches

desi gnated recipient; relaying the verified

i nf &rsyateinoss tclaimedeind Ekiny riat wbkreie ctheiidentificatiah aierseraye is done
t he t.h ld of verifying includes the filtering of the
kno%gﬁg?ncﬁﬁ'knom electronic content is based on its
functions, patterns, nanmes and orientation and formats

of the electronic contents. 15. A nethod of '
pr b 8iethoA §f preeentingaihe rifaasmissionasl krevewer upknawniatrsteenic content to and

St ot S8 O DRRTNARE o Bl kBRRL B et 38 S, netvon

net ounpkisingafnpri si ng of : verifying of requested
i nf or mat i OH, by an internedi ate verifier before
i nf or mat $E9ANT 1RSREIHESNAMAAN HPratoaa Of Eaje SErErs \aboRe or more work

st aét?t_%ﬂs & co@BiH?tioﬂ ﬂ{eiré?)'f‘totat}%éigﬁ’é‘téd @?@@ﬁt ching the

verified information to a Sl gnha reci pient; and
recei vi nerifyiag uless tespante infaamnation bgyntermediate vemifice bsferevite siformation
or onﬁwga nore work stations or conbination thereof

f r offf BYINREH ECPEPler s or one or more work stations.
18 relaying the verified information to the designated recipient and wherein the

method of verifying includes the filtering of the known or unknown electronic content is
based on its functions, patterns, names and orientation and formats of the electronic
contents.

A method of preventing the transmission of known or unknown electronic contents to and
from servers or work stations or combination thereof connected to a common network
comprising of:

verifying of requested information by an intermediate verifier before information
reaches a designated server or work station or combination thereof:

despatching the verified information to a designated recipient; and

receiving request information by one or more servers or one or more work stations

or combination thereof from one or more servers or one or more work stations.



16.

17.

18.

16. A nethod as clainmed in Cains 14 and 15, wherein
the nmethod of verifying the information includes one
or nore of the follow ng steps: checking the presence
of known patterns in the el ectronic contents; checking
t he presence of known nane of electronic contents such
as nane of file; checking ®8ientation and format of
the electronic contents such as plain text file,

image file or data file; checking function of the
el ectronic content such as but not limted to erasure
fil - 1.0S

aut el oy Bdnelt S A 1P A RS AR s8R tge omatin
17. mo,qudmtoh@d mrfre pfrthaa/felrdwmggstdpbe transmn ssion of known
or unkno el ectronic contents to and from servers or
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informati o VEer or one
wor k st atheoking mrrentammmammhofttheelectfoni‘c&oﬁterﬁi@Suc@rmt;ﬂa'.in text file,

I eci fying the response information by an
|nt'5{?a @?QE%%{/@% fier before information reaches the

desi gnat @féck"r?gcﬂjﬁﬁt@r%f thé thﬁbbhlegoﬁt&ﬁ sbﬁfﬁrésfﬂu? tli V\ﬂlted to erasure files

information to the designated reciplent

t hewitheptuserd kaW@ﬁ of ipstrugtians,clutadretic shaeng oiu‘lies pmdartoa‘uptmn of files.
of the nessagi ng network protocol or application

net wor k protocol and checking its conpliance with the

appA inedhod onprentvey the traiserlisdion lof Rid@A ok U%bWr@@le&Mﬁi’c'c&%rﬂs to and
at I ETF by the internediate verifier programed wt

sucFPm ERNRIBIOr Workesiationg or gomkinatien thereop pannedted foga Wfémon network
W nq gn of known or unknown el ectronic content to
and servers or work stations or conbi nation

t her eof sandln@cﬂsmw irfoemationfrom onebvsTE ser@d BPériesdr ABredficrk station
verlf?g Bﬂ f 1(é]dienforrratlon by an internediate
ver {TeP@p! i‘)t@f‘ éeo Regeraratestieciigdches the desi gnat ed
server O\Yengfhgktheﬂe% dn@@ ? tlh@ﬁnédﬂ?er %ﬁ?ler before, information

despat chin f verifie t1on a des
recﬁemi‘eathedaﬂmatedcrmlwermg requested informati on by one

or nore servers or..one or r rk . stations or

conbi nat TG ﬁ'ier fie r‘%‘?ﬂ“@% E)ry\nﬁoﬁl%'g @?({/é@?‘eﬂ aphavhgrein the

T @ethed 6t Sérfinge Meluded thé\hﬁél‘ﬁfe'ihtlbrli‘ Qf Rt H\@%aﬁﬁg ‘ﬁ@fvdofky Er%%col or

includes the interpretation of the nmessagi hg” networ
application network protocol and checking its compliance with the application/network

protocol specification available at IETF by the intermediate verifier programmed with such

capabilities.

A method of preventing the transmission of known or unknown electronic content to and
from servers or work stations or combination thereof connected to a common network
comprising of;

verifying requested information by an intermediate verifier before information
reaches the designated server or work station or combination thereof;

despatching of verified information to a designated recipient; and

receiving requested information by one or more servers or one or more work

stations or combination thereof from one or more servers or one or more work stations



protocol or application network protocol and checki ng

its conpliance with the application/network protoco

speci fication available at I ETF by the internediate
verifier programmed with such capabilities. 19. A
conmput er readabl e nediumfor verification for known or
unknown el ectronic content 19ransmitted between one or
nore servers or one or nore work stations or

conbi nati on thereof conprising of program

i nsyhaieit ittgnmethed of wenifying mgluddsethelinserpretatior ot thet messagiyg network

chegcki n wn patterns in the ,
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nameppiidativriiestedrie orotaedl Specifctiom bvailsikes At FSTFNRNBe Ofternickila® verifier
checking orientation and format of the electronic

conkregrad@med, with ssh panabifiesext file, inmge file or data
file; checking function of the el ectronic content such
as but not limted to erasure files wthout users

19. kn o cenigeteroread abéet meditm dorsverifuationntat keowmher ankgowdl elbdtlodis content

20.

21

22.

23.

and _corruption of files and/or programinstructions
f or"%ﬁ@@ﬁ& h@twp?ns OREAPMPTE FEREIRi & 19NE 19E more work stations or combination

appih LBt Ik L-opavatl.abl e

R R o R Pl e

pr ogr am ¢heskinaibe presenas ofdhawmeatteing inGhaélestrbic contents;

di stribu l.e through a common network such as the

i nt er net &\%g&r}ﬂ tE%PrgﬁgW%P(/\lg’PW” B?m%\ﬁ)f&%e elpani @Qq}\%ﬁ%m@ gs name of
Thefilggr ogram i nstruction as claimed in Caim19 which

is installed and/or executable in any conputing A

devi ce. @eckinggfisntatian anderast ef the electipnigsortents weah dsrplain text file,

C aj i.n the nmedi umincludes one or nore CD
R@M%@?O%S‘ﬁg

'ic tapes, backup nedia or any nedia

whi ch i scheelpragoiliection of thé electrogic comteriisedh RrRGRGMited to erasure files
i nstructi on%{ngﬁlg@@%%m er readabl e medium as cl ai ned
, |

in WNHLYses Yectivetiedtomaticcdrprgcatéipstapd caustion of files
t”ﬁ;?‘néjﬁ)? Mof6yram ifREctBhs T8 EelBid<itS LBHPIRAG Hith SRITBbARL oA etwork
protocdl specification available at the IETF programmed with such capabilities.

The program instruction as claimed in Claim 19 distributable through a common network

such as the internet local area network or wide area network.

The program instruction as claimed in Claim 19 which is installed and/or executable in any
computing device.

Computer readable medium as claimed in Claim 19, wherein the medium includes one or
more CD ROM, DVD, magnetic tapes, backup media or any media which is capable of

storing computer program instructions.

Computer readable medium as claimed in Claim 19, wherein the media is connected to

one or more servers, one or more work stations or combination thereof.



