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BACKGROUND 5 1. Field This disclosure relates to virtual machi nes and,
nore particularly, to real-tinme conputations within virtual machi nes. 2.
Backgr oundobnfssozati on 10 Virtual conputing nmachi nes, whi drTarssiosusson y
referred to as virtual machines (VMs) have typically been enployed in a
nunmber of specific situations. A virtual nmachine may enmul ate, for exanple,
a processor or mcroprocessor. VMs, at a high level, are typically
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VMs are typically enployed in batch-processing, tine-sharing 15

applications and security applications. O her uses of VMs include emulating
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time and CoSt for the hardware that is being emulated in software. In this
regard, a prbdiesisstosurthietdients voyatmerRings pnhenpie RSVl laprentrealdsng d be

i mpl emept ed a5,% Whpyviﬂggﬂ RYLNHed Ssystem that enbodies a prior generation
e

processor. Prior 1 nplementations of VMs nmay be referred to as
non-real -tinme. "Non-real- tinme," in this context, neans that a VM operates
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f oryssucppipRlidrzaddOsseutiey hpiehiions. setres Lisgd or VMe. indings efraringa need
hardware that may still be in development and not yet implemented. Such a use of a
VM may be useful in debugging hardware during its development prior to actual
implementation. This use of a VM may reduce development time and cost for the
hardware that is being emulated in software. In this regard, a processor, which may

20  currently be in development, could be implemented as a VM by employing a system
that embodies a prior generation processor.

Prior implementations of VMs may be referred to as non-real-time. “Non-real-
time,” in this context, means that a VM operates without any requirement that any
specific computation or operation is accomplished by a well-defined deadline.

25  Contrariwise, “real-time” means, in this context, that computations or operations
upon data available at one substantially predetermined time are to be completed by
another substantially predetermined time, which may be referred to as a deadline, as
previously indicated. Typically, real-time applications comprise a hierarchy of such
deadlines.

30 Emerging technologies, such as, for example, multimedia applications,
typically contain real-time subsystems. These subsystems may include software
components that employ such real-time deadlines. These deadlines, typically, would

need to be met for such applications to function satisfactorily. Therefore, a need
1



1 WD 01/ 75602 PCTIUSOL/ 08066 may exist for virtual machi ne configurations

that nay be enployed for use with such technol ogies. BRI EF DESCRI PTI ON OF

THE DRAW NGS 5 The subject matter regarded as the invention is particularly

poi nt ed oMO oam02 di stinctly clained in the concludi ng por trRcmusui/o86%6

specification. The invention, the however, both as to organization and

nmet hod of operation, together with objects, features, and advant ages
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description when read wth acconpanyi ng drawi ngs i n which is a

bl ock dieggrelpgies] ustrati ng an enbodi nent for determining i nt errupt

periodicity, Y, in enbodinents of virtual machine (VM configurations in

accordance wth the invention. FIG 2 is a block diagram of an enbodi nent

of a stBREFMEICRIBTIONAOFME DBAVWINGESOyed by the enbodi ment of FIG 1, for

exanple. 15 FIG 3 is a block diagr ﬁmlllustratln an enbodi nent of a
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illustrating an enbodi nent of a virtual nachine configuration in

accor dahewevirt hothas fonwreatirdien agl methodsof| @oetr%ttﬂrbéogqth@rswrtatqutan

embod! Teatudl dhd SRntdolE SEOSLINE, b beSTRRAILEENDY Herdflch i dhe TCN e

configurations I n accordance with e inventlon LeR 4s "i€trated in

FI G 4, folllowirexderplled dﬁcﬁptlﬁn wshea rbhd elthdaczgragianyint wiss wimlgs g wahigdt:i or art
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l n or de&rida@ify! YV iiemBoliRhedighviradenst@ngig) ebnlidifatishERtdcebrdabioyever, it

will be understood by those skilled in the art that the present invention

may be YiAAHe FBENEON W t hout these specific details. In other instances,

wel I -known nﬁhh(%d@ 'a tﬂf)&gngaﬁ‘?of an embodiment of a state machine that may be

employed by the embodiment of FIG. 1, for example.

15 FIG. 3 is a block diagram illustrating an embodiment of a feedback loop that
may be employed for determining VM resource requirements in accordance with the
invention.

FIG. 4 is a block diagram illustrating an embodiment of a virtual machine
configuration in accordance with the invention.

20 FIG. 5 is tables illustrating an embodiment of a real-time schedule for
embodiments of virtual machine configurations in accordance with the invention,
such as illustrated in FIG. 4, for example.

FIG. 6 is a block diagram illustrating a prior art embodiment of a virtual
machine configuration.

25
DETAILED DESCRIPTION

In the following detailed description, numerous specific details are set forth in
order to provide a thorough understanding of the invention. However, it will be
understood by those skilled in the art that the present invention may be practiced

30 without these specific details. In other instances, well-known methods, procedures,
components and circuits have not been described in detail so as not to obscure the

present invention.



conponents and circuits have not been described in detail so as not to
obscure the present invention. 2 WO 01/75602 PCT/USO /08066 As was

i ndi cat ed above, virtual nmachines (VMs) have typically been enployed in

ti me- shavoayg7sased bat ch processing applications. Additi onadyysoviBochave
been enpl oyed in security applications as well. The use of virtual machines
is, of course, not limted to these situations and the foregoing are

provi ded onlys RyusWedic&bd 2b6¥&nkieal rﬁ%ﬁrﬁrﬁ‘é}t(v‘ﬂ@ hallQWENBElly @ée% ém{sloag@quat e
to support real-time applications. t he processing capability of

comput ungww%émg andi batgd mpcerSémmnmatmpt i Additiomally, VMschavesbeen! ti medi a

applic r e es oo
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enp oyed in batch or sharin cations, previ ously di scussed.
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el ectronic hardware. This hardware may be capabl e, for exanple, of
execut i syghas FB'#'ﬁﬁ@éradawdié?%ﬂﬂsn@%W@e?ﬁc(ﬂﬂﬂ}le%ifOfa?fvplpvlﬂalVMﬁéW ¥&e noni t or

(VM) SHED RS rr@elg’pph%gtuﬁ’r’scgeade\! et hough typically inplenmented in
softvvare, may export a

re mac ne interface, such as an enmulation, to
hi gher |evelFIGOBtiI\hBItBIesSaIphohargfeededEWMt 5001 wlas girtushynachimer i se a st andar d

rea Ithouhth i nventi nis not lLimted in scope in this
ST T S e L R R AL

top of ,prame@éwrd.swgéedebmér&rf.aﬂwemwu'ﬁ\aht fpd HaRinaed Of smspiiaRal ity are
wel | 20 known by those skilled in the art and may be inplenented, for

exanpl eommitissfriaiere, suEh cempuEng lasioras s mysieas RIcHlY ¢amPEss t echni ques.

| dul th
S BT AR RER Sof A Bop ! A TUlhol B Sobdrpafiec e Lhe
for emamiaed obe:raengaakmene(cm)mr Hvictalsohedod mmgntps(\lMM)calndryaath@ WI t h
ter ned atl on,se nces For exa
be 5l | obienan VBB BeRalnSer i ha i RESERE may e o breuBEftas and vK/I
B 630 rmtérfi@ee, ﬁthogsaéreélmZénae,rfoemgh@flemrseftmeéli 8ac® hiyher ROBPsLftISre

resources. However, the , _ o o
may comprise a standard or real-time OS5, although the invention is not limited in

scope in this respect and, alternatively, for example, a VMM may be run within, or
on top of, another VMM. VMMs and their typical features and functionality are well-
20  known by those skilled in the art and may be implemented, for example, in software,
firmware or by a combination of various techniques.
In such prior art embodiments, a VMM, at a minimum, typically schedules the
VMs. This scheduling may allow the VMs to share the computing resources of, for
example, bare machine 610. Such scheduling is typically done with static or
25 predetermined allocation sequences. For example, VM A 620 may be allocated 25
percent of bare machines 610’s computing resources and VM B 630 may be
allocated 75 percent of bare machine 610’s computing resources. However, the
actual allocation may vary and depend, at least in part, on the particular embodiment
and the applications being run within the VMs. In such an embodiment, the actual
30 computing resource requirements of the VMs are not accessible to the VMM.
Additionally, VM A 620 and VM B 630 are typically configured such that the VMs

would not interface with one another. In this respect, the VMs are configured such
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actual allocation may vary and depend, at least in part, on the particular
enbodi nent and the applications being run within the VMs. In such an
enbodi ment, the actual 30 conputing resource requirenents of the VMs are
not acces¥WOMESER the VMM Additionally, VM A 620 and VM BCBYB0148866
typically configured such that the VMs would not interface with one
another. In this respect, the VMs are configured such 3 WO 01/ 75602

PCT/ USO#H4380i6 6ot tabpireht td Ssachov Magppatienbart onaxhirte rdbbirbas atehigeib@sieargachi ne

resources are being shared.  _As r f..scheduli VM A VM B 630 in
this enbSdeRed SChofUELEV; 4 629%&3"&' 'gpi)dgﬁgﬁcﬁ dHH%”tV%&H?&Pai ni ng
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to the current Vit V r . rior
suspons B8 5 SR SRty idhiets AE RS RE G EFH et G o

ba[1 ed lrraﬂ:hé detabrkRited cotheuddrregt mesdties eb VM Aré62Mirsstexadpbeaelakigivevar |

schedul in ercenta ' uch enbodi nent ar t ant eed ,over an
Speci 11 ENG% HBPTOR RPT GH 174 Fics SFeeiot Scrge ne K b O e AP or VM B
My Nnot {2RRk\E P9 ¥omplanE redbuRak erdvRERIRamBID' Bo®eUBHIELINGIUR§OUr CES over a
specific period of tine due to, for exanple, contention for various

r esour cB8rCesiagRs E5SuehRnsRMEPFiTENt A5 ReTedUaEKHAR BYCTIanVLINESTISITE cul ar

ebpdll MRfaq CACHi Pspe] FhrLARTLUIARERE UM R SIERLE HayP@iGecdite BRENI N 610 s
conputi Ng resources to any user applications running in that particular
VM suckha@s odbjatd mathiaa 61 06tEorapatirapsbemes oner2a §5ifioperidd & 626 ,dukor
exanple. In this context, user applications are software that may be used
for exdiPES*HYPIE: HUHELH Foédﬁﬂglfsewsﬁgré:ﬁs' %Whe%?ai?wﬂ'lsg% Vestth™a user

appl i catifnpery be a word processing program as one exanple. As was
previously indicated, 20 because VMM 615 typically does not have access to
i nformation tetdy Bertigulapameadimentagash) \Ylarewdithen dipgate B8 sbammitiam

i o ay RS Bl B o o e o R R e tai - per | od
of ti nepaitigulpr Ml esuehias. appliGatioh 1 BROsAndadpescatione2r668i foeiiv] AT, fof a
virtual e;raanqglier]?n (%I'?igfcio %Jerx%ttﬂs%p aE)Qlilactations are software that may be used for
example, by a personal computer user. An example of such a user application may
be a word processing program, as one example. As was previously indicated,
20 because VMM 615 typically does not have access to information regarding how each
VM allocates its share of computing resources, scheduling of the VMs to achieve
real-time deadlines, such as displaying a certain number of frames of a video clip in a
certain period of time, is problematic.
FIG. 4 illustrates an embodiment, 400, of a virtual machine configuration that
25 may be employed by embodiments of methods of real-time scheduling in accordance
with the invention. The virtual machine configuration illustrated by embodiment 400
comprises an interface, which may be implemented in software. This interface may,
for example, couple OS 1 425, application 1 450 and application 2 455 to VMM
415. In this particular embodiment, this interface further comprises a resource
30 management application, such as 475 or 480, although the invention is not limited in

scope to use of such resource management applications, and embodiments without

such a resource management application may exist. Resource management
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25 may be enpl oyed by enbodi nents of methods of real-tinme scheduling in
accordance wth the invention. The virtual machine configuration
illustrated by enbodi ment 400 conprises an interface, which may be

i mpl enentwed 01/7568Df t ware. This interface may, for exanpl e PcougthesdEs 1 425,
application 1 450 and application 2 455 to VMM 415. In this particular
enbodi nent, this interface further conprises a resource 30 managenent

appl i Caéddﬁ@att&iécéieaﬁelﬂzrﬁvﬂf i3@, arfhAd HGRvER RN 1B VRRTiPRAIiS s@&ge Id tHeted in
scope to use of such resource managenent applications, and enbodi nments
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5 415, 44®mg @ébr%ph@mloapatheé’édu%b m@ﬁgg@ﬁ@mwpnwt@hf ace (APl); such as APls
430 and 445, a user application, or resource managenent application. In

embodi ment s B fERPosimans sush aed00amn, O%s/épl HPY ARPHEFUNR O repew6ar ce
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used by a schedul er enbo in a such as to's VMs such
that 10useddly- @ soheddeacimbodgedon aayidiM,catch gisst idéxecathedglew Mhisacla thddl may be

For _such an hod in_accoydance with
Thei nSREHER JBPHIRY o7 qeBTHRIAnY AXTe BRI AG LhETaY PAtet nFd RUCORE ar e
t ypi cal drybgii@Bht, diheregmploded Bata me@\bHGe abdbreaidedivEh ah& idvweptisal ik ¥s t he
root -1 evel events upon_whi ch such conputin activities are, at least in

part, Rssumed thaiscamaniiting; apaivEieRdaIENe MYIsorre Vxaicaly quepi dEVeyandthiised on such
i nterr upl e ifeRGd Qrteetweet\st@r%ot ve%f:é\le'nys BESH Ahch Qg cdrurfpanpl e, may

be a clock interrupt or vid di splay 1 nterrupt. Telnventlonls of
cour se,actigities |arevi dtdepsit in sartbpleaSted tTH@see@Istrrne sch@uuhmgtbét/Mqotsstypmaltythe to
usg of anédpartlﬁu ar nts of net hoqs in
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t hat relal -time scheduling of VM5 is t%/ pically based on
imited in scope to these particular interrupts, nor the to use of any particular
interrupts.
in such embodiments of methods in accordance with the invention, it is

20 assumed that computing activities in VMs are typically interrupt driven, as was
previously indicated, and that real-time scheduling of VMs is typically based on
periodic interrupts. One embodiment of such a method for scheduling VMs may
comprise the following. A user application, OS, API, or resource management
application may communicate a resource requirement (Xi) and an interrupt period (Yi)

25  for each interrupt source, although the invention is not limited in scope in this
respect. Alternatively, for example, each Xi and Yi may correspond to a specific VM.
In this respect, the subscripts, i, for X and Y may, for example, correspond to a
respective interrupt or VM, although the invention is not limited in scope in this
respect. For such embodiments Xi may be expressed as a percentage of the

30 computing resources of a bare machine, such as 410 and Yi may be expressed as

the frequency at which the resource requirement should be allocated. For exampie,

a resource management application, such as 475, may communicate to the VMM a
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periodic interrupts. One enbodi nent of such a nmethod for scheduling VMs may
conprise the follow ng. A user application, OS, APlI, or resource managenent
application nmay communi cate a resource requirenment (X) and an interrupt
peri od (YWdo23sdonr each interrupt source, although the i nvem/usn/oseenot
limted in scope in this respect. Aternatively, for exanple, each X and
Yi may correspond to a specific VM In this respect, the subscripts, i,
for X ardoodB¥d of Blof SXHAMPAE mALIHRTRABS 18 PscHeBSREEMbY iekih SLENRL OoF VM
al though the invention is not limted in scope in this respect. For such
enbodi nYMM tiatnitys desirakiertbsstids partigulse Vdk recege, 6ér exXeend9 2 onpusécuyds
resourcgu%)(%)f]c ! b%rﬂ% r}gscomrcne%,evselrjc 09 410 and Yi nmay be expressed as the
frequency 'at whirch £ne resourceyredflurrenent shoul d be al |l ocated. For

exanpl e, a hresah eebédmege BN MEPRloukiaddhetuleSUB based} &b ledsByh &Htdmi cat e
to the VMMa 5 WO 01/75602 PCT/USOL/ 08066 X of 20 and a Yi of 10. This
may ¢ hef'§ YaTiovarh apg Ya valuRR 4aMarniqabertiiel bvn fUREMPIe \AVIGSPWSE it i s
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of conputing resources every 10 S. In such enbodi nents, a VMM woul d

schedul emyiyingas admbat of giffererit fegidinte sehreduling krehvmuesu Sukh dechnquesal ues
communi cat e it r are r managenent application,
such asg%ggll'ifﬁ?vsvns”(p:%he%%rlqiarqg)iﬁ%@rl\%gng%(':so'?r%ﬁingsﬁﬁegdmbsfog%rtr%FBYIipr%é{'céj unber of
di f f er erdchhigjak-fbi sEhesiaheflVMsngFdrabBriasti@sar énlicddimest) i \AM@S magr fispehd - known
inthe art and the invention is not limted in_scope to any particul ar

t ectfhi qMé/'sf"i‘ﬂd @8%%16”?%'0%/9?( CRPHPUtRg EeSHHIGES dBVAY'S S suPTRNYE!V S ITONN nay
suspendH@ndMes @A prdliblsh Bedtribeg HitPRYaRS tLANPMIREL BEBOUr ces to VMs in a
substantially simlar nmanner as was previously described with regard to
embodi ment 66 Filastraes lanesnbraglireentaef eatiedivieghor agfarticuatset of & fd Ya
particul ar_set of and Yi ._val ues. for odi men o)A ee VMs,
A B anég 19 F %ﬁr’)%%cﬂmteat)?@p@fg‘% tlhﬁe(ﬁ \(/:gl'?ég"t haendpg'stpl)neg[aﬁvéé) tﬁglgnédq i val ues
for VMsinBjcabesath@d r€spetaibk e 528 Yi nalueatr /M ALB edbodiTaprd 520 irdlict&edrl e t hat
may result froma real-tinme scheduli ngr t echni q%g en;éjlug%ed in a VW

schetul 8Peogigient 85 a sshedylpthatdP b Esuy ] aUEa- W e SChy DieUHe in terns

of S. Fempld)es iPaNNFHSHedSRENRSH Sase\dYl RpRinkBSOLY: GRIUS Wl BBl sedthi Ch
may be relperred to as XA are 20%every 10 S, which, |ikew se, may be
r ef err eth tegms of uS. For this particular scenario, VM A’s resource requirements, which
may be referred to as Xa, are 20% every 10 uS, which, likewise, may be referred to
as Ya. Similarly, VM B’s resource requirements, Xgs, are 50% every 2 uS, or Ys, and
20 VM C’s resource requirements, Xc, are 25% every 4 uS, or Yc. Simplifying this
scenario, VM A’s real-time resource requirements are 2 of every 10 uS, VM B’s real-
time resource requirements are 1 of every 2 uS and VM C’s real-time resource
requirements are 1 of every 4 uS. The real-time schedule illustrated in table 520
satisfies the resource requirements indicated by these respective Xi and Yi values and
25 may, therefore, be used to schedule the respective VMs.

An alternative embodiment of a method for real-time scheduling of VMs in
accordance with the invention that may employ an embodiment such as 400 may
comprise the following. Rather than communicating both Xi and Yivalues from an
OS, user application, API, or resource management application, such an embodiment

30 may communicate Xi values in such a manner and employ a technique for

determining the interrupt period, Yi, such as the technique illustrated in FIG. 1. In

this particular embodiment, 100, interrupts 115 are communicated from hardware

6



as YA, Simlarly, VMB s resource requirenents, XB, are 50%every 2 S, or
Ye, and 20 VM C s resource requirenents, Xc, are 25%every 4 laS, or Yc.
Simplifying this scenario, VM A s real-tinme resource requirenents are 2 of
every 10 SO 0Nbd2s real - tinme resource requirenents are 1 péT/@s@rogoss S and
VMC s real-time resource requirenents are 1 of every 4 S. The real-tine
schedul e illustrated in table 520 satisfies the resource requirenments
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limted in scope to these particular aperiodic interrupts. H Winterrupt

vi rt ual thesVMebangly vituahized BreriHAte 46 @clHial hardWare intPmyRISr apleasttio Raft,
appr opr | I i i r . i .as | i en
ol oyt oot A E il BB ORRY SR EREE LT Bl O3 of sbBBefBloa M2, 0 g
t hey wemmeivadial M bzt dwarpeiting tresaungdssare Ieinigsshaessd. r EBNVentetrduat vivivialinaind| e
vi riual i1 é@d i nt errugt s as actual hardware interru east in part,
t

815 t |
{ Py FoPLPIogNE A LN TSRSINCA I Y WE R e AREE] '§u§‘ﬁ§t ARPTVICHPY not

due'‘to

appar enfjist@ssf, td nedriigd patioyNetdtedr (FIITPLE0. NQeft &R Ohilef@pts2 ol thei Ng shar ed.
HWinterrupt virtualizer 15 120 nay communicate all I nterrupt not known to

be aper ingelT¥Rts §at kn@wn ip d¢japggpPgic. may appear periodic for a given duration, then
may change their period or become non-periodic. That is, these interrupts typically

do not have a substantially consistent periodicity. IPD 130, for this embodiment,
20  may be capable of rejecting such aperiodic interrupts, and therefore, the VMM may
not consider such interrupts in scheduling VMs 140 and 150, for example.

For this particular embodiment, IPD 130 may then, in turn, iteratively
determine Yi based, at least in part, on interrupt information from H/W interrupt
virtualizer 120, VM A 140 and VM B 150. In this regard, IPD 130 may comprise a

25 state machine, such as 200 illustrated in FIG. 2. For this embodiment, such a state
machine may be employed for each virtualized interrupt and may be implemented in
software, although the invention is not limited in scope in this respect. It may be
desirable, in employing such a state machine in this manner, to initialize the state
machine with an approximate Yi. Such initialization may decrease the time employed

30 to converge on an actual Yi for a given interrupt. This decreased convergence time
may, in turn, improve the overall performance of a virtual machine scheme employing

such an embodiment. State machines, such as 200, are well-known in the art,
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di scussed, to interrupt period detector (IPD) 130. Certain interrupts, of
the interrupts not known to be aperiodic, may appear periodic for a given
duration, then may change their period or becone non-periodic. That is,

t hese i ntworoupse@2typically do not have a substantially copcT/BE5@EMNIB066
periodicity. IPD 130, for this enbodi nent, 20 may be capable of rejecting
such aperiodic interrupts, and therefore, the VMM may not consider such

i nterrupkisodgh, 5€beGHL] @ iNMntbAQs ABHIirkREY irf SopRX@MBNyEarfifiiat fthfe particul ar

enbodi ment, 1PD 130 may then, in turn, iteratively determne Yi based, at
| east i maphine copfigymatien Pupe thenfss fed Pate Maghineyanalint errupt  virtual i zer

120, WM A 140 30 YN, Brckeeed ok 18 ofiBahibne PR 3R AR AOTRL 3603, 25 State

machi ne, suc strated I n odi nen such a
state Rl mey meyerygogaptoyad efgr oreac ctual Yulriazgden mteruptptAsandsmay be

i npl enented .n oftwar.e, although the invention is not limted in scope in
LS 1 o8eadiited GhVEa tsofRslPE e MRz AU it eSTE R SERE machi ne. | n
thi s nmapgghatelior; vBiukifal badh b rupk atFer a GG iRfriipk Ih SicPRPEMBLERIELY t. Such
initialization may decrease the tine egl oyed 30 to converge on an actual

Yi for HegiteEnmpatiee mptd infigly Reerdaiedy ivdpdeddent® 2 Prelement 24 turn,

i rovet _ o) e hi in such
o’ enb ol g cRUELBY v, BALL DA ARAGRaPbe Bn thifihliRh JREIIRsE S SOV Y00
01/ 75602alRPETdtbISChACE06 @00ah o thaghtrarcfitiaroter gete t hiedicateentyi elamiest 860. | i mi t ed

ot o nEerie s Bpt o Hafinebl b G e el o T Th e &g dr it che

state NG ARchinkURID dbard petsisthGtatd TTEr BAs epEdify eidudtdnt QMVIENGEheON an
actual Yi for a given interrupt. As was 5 also indicated above, it is

desi r abP¥Paceed Niip igasaterthendhe aexst attealntctieridatfi MAChine wouidiedd Yi val ue for
each in : | ¥enyd Fridpte bibheSHENYAD 2650060 the L he state
machi ne{r\%\éﬂﬁﬁq P%‘lﬁﬁoa ag/é gemadtvmé\t%é'tle Oef )Fbr?gl cated a|SnI Flgéénﬁ]ght;?/eel enent 240.
| f the sxipequetd adtualal veluewktiathmaalyinb&0Q@mmanithdratrarstibryed stete 2s | ess t han

an tual,.Yi . value e Jrachin 00 then transition to state 1,

i nditat @Sloﬁf/ede?’éﬁémengégb' 18 sﬁB\larSﬁ?z'Eorbgf i/rlecrﬂefxéracfa‘f%?d}'ﬂ’é%ma?fl?esﬁhg next
actual ¥pawRdcheshdhaaexprekiag 260, wbhiepersétah atarechitpetidspetrgd d persist in
state 1, for this specific situation, while if the expected Yi is greater

t han t h@itysien, aéyladl theiexpepiedst it ereqies A3LthROIAXE aChEBh Y, the state
machine would then transition back to state 1. However, if the expected Yi is again
less than the subsequent Yi, state machine 200 may then transition to state 3,

20 indicated by element 270 and the expected Yimay be adjusted upward and state
machine 200 would then transition back to state 0. This upward adjustment could
be a fixed value or alternatively a percentage of the previously expected Yi. The
invention is, of course, not limited in scope to any particular technique for adjusting
the expected Yiin such an embodiment. Continuing such an iterative process would

25 allow IPD 130 to converge on an actual Yi for periodic interrupts.

A substantially similar iterative process may occur for a situation when an
expected Yi is greater than an actual Yi for a given interrupt with transitions to states
-1, -2 and -3, respectively indicated by elements 230, 220 and 210. For this
embodiment, such transitions would result in corresponding downward adjustments

30 in the expected Yi and transitions back to state 0. While the invention is not limited
in scope to determining an expected Yi value in this manner and alternative

techniques may exist, this technique is advantageous as it may be tolerant of minor
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transition back to state 0. However, if the expected Yi is again |less than
the subsequent actual Yi value, state machine 200 may then transition to
state 2, 15 indicated by elenment 260. In simlar fashion, if the next

act ual Y] weadiresoaat ches the expected Yi, then state nachi peT/2801/0806d d
persist in state 2, for this specific situation, while if the expected Yi
is greater than the next actual Yi, the state nmachine would then

transit iv@ﬂatﬁlﬁ%‘?ntaopéio@thngerrdﬁf?\é%\ﬁ%[7 stiéh VARRHRER 86 ¥lontySre?SRddd gés t han

the subsequent Yi, state machine 200 may then transition to state 20

i ndi cat ewnpliiteereandrare 2vel-ldreavn tethosped sk itvitherant. be adj ust ed upward and
state nachi I i 4 o,State 0. Thjs, upward

adj ust nment cgm%g%%mg o? i'i@%%\?gﬁ %g%%d,gﬁ@%%gte h?'eqyya Qu?)"e E%ﬂt%@@a%&f?st he

pr evi ouséryregcpeg taperiodic intaeuptsnueBLtio BMbedinednts cluichey reftiohitdiHregld N scope
to y particular techni gue for adjusti t he expected Yi in such an
enbodl mBHY, OXEBTS ﬁ&'eaate_éfﬂl{ﬁdé‘ﬁ{ 9t %mwggsraaé%%%tewmazepan%w IPD 130 to
conver genteRugilarEbriadbntPDf 130, DR fhis Haftidulir bR entA FoHP 86 ARunfaking Si i | ar
iterative process \H@KA occur for a situation when an expected Y] is greater

t han anSeeh aaf toyp schgrvien fonexamplpt Inithin specifisisituatinn, tacsobedules -1, -2
and - 3, td Vehyadndi nd 210. For this
enbodi %?jérgge&c%ytgrmg{%hgﬁélg%ﬁm%rgggﬁr %ﬂg}’ ﬁ%gg?éeé%pognn Ilbenrﬁ’ dHzownvvard

adj ust mantesudS, bsist desired patarieds Yechaitlet fanwidctionof hpekodio irgtmtws0. Wil e

t he, invention i; not limted .in ‘ZCO e to determ ni nq an expected Yi val ue
in 14’“ s SHERASY RAAYIGP AR PPLIEMITeL EhiORE LS AR\ PAEHGUAT TeEMiQUS X ISHERue i s
advant aggestforaSakérnBRVelProt @kanpR! s@dh PSidtonSn 0O bErSEA% REI)WS01/ 08066
variations in a periodic interrupt signal. Such variations are conmonly

ref er r etNteBuURisvirtgpligaal 2Pi tter and are wel | -known to those of skill in the

art. Enmbodi n?mb%d%enltgpér’ sc%‘é&'ﬁin@Sw%%Qn a%d%cseowﬁﬁgéggw%gﬂ%% ?art of

t echni ques or rejecting aperiodic interrupts. ments, such a
rej ect i emptagctenhojgees Suarethoew desdribed ab¥ie cethereapeado VG a1 siat schadalai ne

associ a wi.th an aperiodic interrupt an revent IPD 130, in this

par cu:i/ﬁjs ‘é?%é‘?%'ﬂ?e,sq‘regmr@o : 'PI'PE.’TP?FG%'ghl‘?ﬁs"d”\ﬁa"t'(9“3?“\*/I%MV§'(:’ﬁédul er,
for exagphmtuntdatddfronmSPRG] bé Brevidudil d@Rribéd, SEHaed Wakies d8MEHAY 8 by a VW
schedul er, such as 180 nmay not depend on aperiodic interrupts, as is

desi r eddetgaPingd Pyt tbeHATegas teehnineg.efhe brveptionjseof cditsei netdimitgst i

scope to the particular techniques described and alternative manners of determining
Yi may exist. Such embodiments may be employed, for example, when

20  implementing a VM that may include a specialized instruction set. Though the
invention is not limited in scope in this respect, such a VM may emulate, for
example, a digital signal processor {DSP). Because such VMs typically have
substantially static computing resource requirements, use of the foregoing
embodiment of real-time scheduling of VMs may be advantageous as a static

25 computing resource requirement may be communicated to a VMM by such a VM,
which, for this embodiment, may be expressed as X..

While the embodiments described above may address the desire to allow real-
time scheduling of virtual-machines, an interface for communicating Xi and Yi may
result in a custom implementation of both a VMM and any corresponding VMs

30 implemented by such an embodiment. FIG. 3 illustrates an embodiment, 300,
employing a VMM that may allow real-time scheduling of virtual machines without

the addition of such an interface. This particular embodiment comprises a VMM that
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10 exist, and the invention is not limted in scope to any particul ar
technique for such rejection. Alternatively, for exanple, such rejection
may be perfornmed by HW interrupt virtualizer 120. Enbodi nments for
schedul i nyoMiVlFs60a accor dance with the invention that enpl pgr/UselsdauUES
such those described above with respect to FIG 1 may schedule 15 VMs
using real-tinme scheduling techniques based, at least in part, on the X

val ues mm&alac&bsénﬂ‘oh@mh al o@ﬁvw@vapm»%dh%ﬂéfcraal@e@ndaandd%'de\f@éteﬁs t hat
may be determned b or egoi ng techni que. The invention is, of course,

not |i n328dbeth OfSWb'ﬁé npay bﬁén@ampntﬁsﬂ insoftae fgnexamiplse rRIBexpnanetiers,

al ternag Hfa g@aaesétgp.c dey € 9‘8%%? fe\gdb?ayléa%gévi%ch%écﬁb@%%dé BEOE MY be

enpl oye exa ementin that ndy 1'nc
speci al krz@dmbnsthosmskitheu wethe aTﬂ’lO\A@Iﬁiettlh‘einvbnmﬁntsIm linsiteioh dcope t@the n scope

in this respec for exann ital naI
pr ocessyr® ?E@’ﬁ’j ba%&%ﬁggn%ﬁﬁ%\/%ny?e Eartrollen et eé{?Ssota‘ezfn%ga?‘?‘V Batic
conput i Bgall, 86 @Kk QR JresBRIThent, PEE cOhtréilRe 3BOMMREPLEGEmHAsRGLMeNt  of

real -time scheduling of VMs may be advantageous as a static 25 conputi ng

r esour c@eteERMN%eERfOVfS repureBeriLiltearedot YMs ApndiB, degignated\B40 anghi ch, for
this engggi, E’ﬁﬁkt be expressed as X. Wiile the enbodi nents descri bed
above may ad es“s/a?%e desire to allowreal - tinme scheduling of

vi rt ual - machlmtngs pamiculat embadienenor arcdihmdetecar 32§ MawapBoYie eraployecksult in a

cus Ierrent on_of. hoth a VMM a cor ondi ng VMs 30

i rrpfé;neﬂ?ngéanw "%u%therawe 3 eV IRy &e" H'mgtq%g&é%esa‘ﬁ RABDdi ment, 300,
enpl oyi egmputifdidsbatcesaleyahleaiNot @l - tosmty@cdaWumpntg/ &t idvé roToH,abndTB@d‘H nes

wi thout the addition of such an interface. This particul ar enbodi nent
conpr i sEPE aANEl kaPWO INGN® Bty 5BFD 3ot eUser NraoBsindicatadies Maltpr opor t i onal

i nt &grahsﬂ@ee, RIHMG &vﬁlcﬂ)thgﬁmwﬁé ﬁeppé’@é&% w@mq%%g&%ﬁ&r 320, both

of e Inplenented in 'software exanpl e cont fol'l ers,
such asemlearﬁelctlympoaigl ypaeiplicaredo ar Nbetlaek/Mdap snceuttereasar3it: and are
weII ?ht Qse. s |nvent|on|§< not limted

in scopé’of)c?n ﬂr %xaﬁpigﬁ%‘ Bgﬁt’ﬁ%gﬂﬁ?’ﬁ Wit H‘If'ilhﬁu\?'gﬁlaédm ysefulpveskdtBnt r ol | er |
or the gsedfcoarddl the@RtR@dr ©Mmot@b liddited ihRcbhe sn@a&&ﬂnﬁﬂb@he@m%ment , PID
controller 330 may be enployed in
providing such an indication may exist. Alternatively, as one example, the VM may
load a specific application that executes at relatively to low priority to, for example,
any real-time applications. Such a specific application may then issue a predefined
20 illegal instruction. Such an instruction may then, in turn, be used to indicate to the
VMM that the VM has received a sufficient allocation of computing resources for
real-time applications. In this respect, a VM may still have useful non-real-time work
to do. Such a technigue may also be employed to more efficiently allocate
computing resources in certain embodiment or certain situations.
25 For this embodiment, if a VM does not reach the idle loop, that is does not
issue a HLT, during its computing resource allocation, this may indicate to PID
controller 330 an increase in computing resource allocation is desired for that
particular VM. Conversely, if a VM reaches the idle loop, e.g. issues a HLT, before
the completion of its computing resource allocation, this may indicate to PID
30 controller 320 that a decrease in computing resource allocation is desired, for this

embodiment. Aithough the invention is not limited in scope in this respect, it may be

advantageous to target reaching an idle loop at some predetermined point during a
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determ ning a resource requirenent value, X, for VMs A and B, designated
340 and 350 respectively. In this particular enbodi nent, an idle detector
320 may al so be enployed to 10 determ ne whether the VMs are achieving
their realovi/mssoxeadl i nes with the conputing resources t Peg/z0e0l66 ocat ed.
OSs typically enploy an idle | oop, and such |oops are well known in the
art. Such an idle loop may be indicated by a halt instruction (HLT), which
then nayibe cbirRRBRE ré6utieaildvMidms@dh adllier 8RBk 065 %f ogucrfeﬁ&gh@ma uch
trapping may indicate to a VMMthat a VM has encountered an idle 15 | oop
and t habe afivantegenusias, it may@oexieabtimaglead inesriotbecactigvae svils rgdesing work to
do. O u t i { i Lo i 0 n ternative
met hodsﬁ%f m%‘?”&v‘?ﬁi”ﬁ@%@c oqﬁ%dtﬁ‘ﬁg}% %%L?r?%énbﬁaagfﬁ%)?: @f .%%Aﬁ8 ggna |5|3J\7e| y, as one
exanpl eemphgingvihadpds Isaald aa tispasedoing axyl redatd overbihppwex ecnduesptmn in

relatively to low priority to,. for exanple, ny real -tine applications.
Suct? a Wlel PRENABSEITRET FRPIRKNG THER TRAR: o T BREGRFTIRadN 2 T egal

I NSt UCESMpPBRHIMaN rdsiftt Fo+CxbRpITRY IdaREM parfl frdthMmorkettisiesk tse ddicate to
the VMMthat the VM has received a sufficient allocation of conputing

r esour ce¥MPYNg FRSAUICER ifeSeqip? VAl BIRShinE$COAMS. respect, a VM may still have
useful non- rﬁwa%n;/ﬁ% AR Lichl R :9(5b,.i§Hu%P 1 IRGHYRYEs %S0 uep@P! Oyed to

nore efficient ocate conmputing resources i n certaln enbodl nment or
cert ai ncaittallat withsan 2&irkated tchirpueint oekauect allochtien.VIVhidoesy het reach the idle
| oop, that is does not issue HLT, during its conpufi resource

2l | B at POAMASRP0S BaJ" PRUTEIE 16 CBPYSTORUIR VO Ik SU48cP PaPALh 228ao: n

conput i 8 abIRHOHKCE al i HCALWOUMSS sd&rs hs 8d0fRH 38Rt aRRiklé EhdidfeaMiine
Conversely, if a VMreaches the idle | oop, e.g. issues a HLT, before the

conpl et fendlings Fersisteanut Raduatiesnfreosvaigebeatimerfor daiesminie » safcHe & to PI D
30 cont I I ~' j i i's

desi r ed oy oy B ded B A B e AN SRl
scope i empbiysgrasipaimenist surhyastfeedzdwdotmgeounmmdiraegetsucieashhingran i dl e

Ioognat Sone (%ri%ﬁigtgrm ned goi nt, duri ngP‘a 10 WO 01/ YSGF%J,OP / USO1/ 08066

gi Véh cApaet gd(A RIS Pothin I el Y LoalEpe BNeHH Yoasuch a

target RBYhinbe wilY dairR0RMEtandislly trafEarédt 0Wn @8lexbidtmgdaadiines the be
achi eved while reducing the anmpunt of unutilized conputing resources
consuneePrigxt, dlagspayepsmeapsthat an OS and any user applications running under that

0OS may not need additional software interfaces to communicate with, for example, a
VMM, such as previously discussed with respect to embodiment 400.

20 An article in accordance with the invention may comprise, for example, a
computer readable medium capable of storing instructions that when executed by a
computing system may schedule VMs based on a resource requirement and an
interrupt period, such as previously discussed. One embodiment of a configuration
in which such an article may be employed is illustrated in FIG. 7, although, of

25  course, the invention is not limited in scope to this, or any particular configuration.
However, such articles may be employed as a memory, such as 730. In this
particular embodiment, such memory, which is well-know to those of skill in the art,
may comprise, as some examples, a compact disk read only memory (CDROM), a
disk-drive, a digital versatile disk (DVD), static random access memory (SRAM); such

30 as cache memory, or any number of various dynamic RAM (DRAM) configurations.

Such DRAM may include synchronous DRAM (SDRAM), extended data-out (EDO)
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enpl oyi ng net hods such as the foregoing may reduce overall power
consunption in 5 virtual nmachi ne schenes enpl oyi ng such net hods. This
reduction in power consunption may result, for exanple, at least in part,
from nor avebdf/1s662ent use of conputing resources in such apdarrusoabsos@chi ne
schenme. In enbodinments such as 300, it may be advantageous to initialize
the PID controller with an estinated conputing resource allocation. This
may be éRAW\b«’fI@Bag@%%a Rste I(DDARYRPQAUGRe iMRNGOR VETHRRBGR ! hBEIIMAEd fHiCh a
feedback | oop to establish a X that may allow VMs, such as 340 and 350, to
achi evesadpeitp thessgl parfigadar @I@étﬂlura‘tws@O%P@P@ﬁtqunem@rdmﬁw'@ﬁ of convergence -
time for deter e a d u S, t may

i mprove overaIF] nng)gﬁnn%rﬁcg“t#aqeg(%ﬁ%yﬁ gr‘?s?rulaﬁox"\as ¥t%péaag%\0%1%ents such as
f eedbac&neh@qpfo?%hecﬁnhgd!mmrﬁas/ Iselekecased by sheapmcé&oalssaepotm iodl |'y

advant ageous as the allow real -ti schedul i of virtual chi nes
whi % bETRRHEGLMSIRY %arﬁayC?maﬂgw\@ﬂ?mtﬂ%aﬁ {5 %%’é‘?ﬁ e 'Hteé”VMﬂBn this
cont ext yia AR R s TRANSMI Y, AARoLEh BbindEWtidtSi8 ot RBlIinialdl aBstnitHani ng

under that OS may not need additional software interfaces to comunicate

wi th, floterastaans @Jchaconwwcgtmhmé'apﬁrew%mwvrdlrbfé@s%bdEmrﬂhleﬁ @é geet to
embodi ment, 69‘8au&9n1%'a.a%5»%c?ude” RS %g&%? il %H th N o BMEHHRB:

conpri se€, Tor - ex uter rea rum capabl e o Fing
i nstr ucdibmm$ubhez1be\n/lnem (DSE)mdcmmsaandCMpMandg\esy&tleammy csoheﬂwlne. VM5

based on resource re ulrerret a |nt rru riod, ch a
pré'\ﬂ ould| isfieeRqL siagtry %BFﬁa?ﬁsed?e‘élmé g‘tﬂbﬁgl BRY tiené%ﬁ%ﬁi such an

articl efr%)‘th@‘?nt%mbltQ/Yaﬁélom#huhk'abl@ﬁg AeBRlin '745”@ eXocuBibh BQUGHsesgbr 25 cour se,
the invention is not limted in scope to this, or ané particul ar

conf i gusystéror.20. Hovgvieptruglinils rapy Pélsé%'e@ra%lﬂwet%'ﬁﬁ?féy PresdibgtamBiaty y, such as
730. 'n?érlat@ﬁtﬁ{?mh%%% AT RRHER Weac G " BIRoY. ev.mmskésm” THENOW to

t hose o Re art may conprise, as s exa conpact di sk
read onnhyenrtmmeyof(mm/pnota:mumdsk-sdope/m ths esgedtandvadtesaitively, dorsk ( DVD) ,
static random ac S nmenory ache nenpr é or, any nunber

of “Pari & %&vﬁﬁdgﬁmﬂemﬁ&%wa@ﬁ?q g’ﬂg’ t U@ﬁnm &l ude

synchr opaHsut '2 Wofm@nﬂﬁ@(ﬂﬁé git@itlon( ElGputihg \WPs &M ?@ﬁ.@@d _
PCT/ USO / 08066 or double data rate (DDR) DRAM The invention is, of
cour se, inrtbe Intesret é@n mvhich such instructions are obtained may be analogous in

function, for this embodiment, to memory 730.
While certain features of the invention have been illustrated and described
20 herein, many modifications, substitutions, changes and equivalents will now occur to
those skilled in the art. It is, therefore, to be understood that the appended claims
are intended to cover all such modifications and changes as fall within the true spirit

of the invention.
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scope to these particular configurations or exanples of nenory devices. In
the enbodinent illustrated in FIG 7, instructions stored on/in such a
menory for scheduling VMs nay be executed by the processor system 720, of
5 conput i W @§7§¢0@m 710. Conputing system 710 i s al so coupl RET/U801{0§@66

I nternet, 710, via conmunications nmedium 740, although the invention is
not so limted. Both the Internet and such conmunication nedia are well
known i nvhBeisaidimetxanpl es of such commni cation nmedia may include, though

are not limted to, nodem connections, igital subscriber |ine (DSL)
connectibns %ﬂ"%ﬁ“%&ﬁaﬁ‘fae%'ﬂ“ﬁﬁrﬂﬂ”?&E:Ve%fs‘“étHﬁ'n’@é?h'B?FSCO'TB”?%Qt his respect,

| NSt UCti 0N ebbitdinitg of B958:1HE SURUS] cfIRBRERDOY, ofBYcIDGi 0B AlaBRfle {7 OM t he

I nternet via conmuni Cati ons nedium 740 for execution by processor system
720. SudNMlnstructions may be stored, either tenporarily or substantially

per ngnent ly Icﬂatérmlmg a reXp t|getlrt}%prr1§§§€rg<)t&ie&3 18P e GOV R/Ir eVI ously discussed.

The “invention is Sarse, cnot scope I'n Bt respect and

al ternativel )s,chédljfhnb&a&b(ﬁln‘rﬁhw oBSuUMs bassd r arcleddans pary obeadiowspaaded:f rom t he
| nt er net and executed w thout enploying nmenory 730. In such a situation, a
conmput i RY9sYYESi ncl uded in the Internet from which such instructions are
obt ai ned may be anal ogous in function, for this enbodinment, to nenory 730.

Wiile certain features of the invention have been il |l ustrat ed and descri bed
20 hereid, madi? MBI KBk Wherriat 4t6imIBRg satthresgedivand a8qul val ent's wi | |

NOW 0CCWoniised BOSEHIdAihGSaldebhétREIX: ahll Y $ront Q@BSér‘aﬂﬁg sy Sehp(ag)der st ood

that the appended clains "are intended to cover all such nodifications and
changes rasnifigvithwp shidrestestive YM.spirit  of the i nventl on. 12 WD 01/ 75602
PCT/ USOL/ 08066 What is claimed is: 1 . A nethod for scheduling a plurality
of virtual machines conprising: determning a respective resource
requirerfent (TKe)metodedcteimi T thereimetsiemening\sejd XSardesaéd i eomprisesr espect i ve
interrupt erlo ach VM and_schedul i ng.sai lurality of VMs
based. iy G oo B MbalBEaRRiRig FIRE R H8perbting

system (OS) running within said respective VM.

4. The method of ctaim 3 further comprising:
15 dynamically maintaining values for said Xi and said Yi, wherein said

application is a resource management application.

5. The method of claim 1 wherein, determining said Xi comprises communicating

said Xi; from an operating system (OS) running within said respective VM.

6. The method of claim 5 wherein, determining said Xi comprises communicating
20 said Xi from an application running within an operating system (OS) running within

said respective VM.

7. The method of claim 6, wherein said application is a resource management

application, which dynamically maintains said respective Xi.
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2. The nethod of claiml1 wherein, determning said respective X and Yi
conpri ses comruni cating said respective X and Y] from an operating system
(0S) 10 running within said respective VM 3. The nethod of claim1l

wher ei n, Welerskoni ng said X and said Yi conprises comunigatisdosdsd X and
said Yi froman application running within an operating system (QOS)
running wthin said respective VM 4. The nethod of claim3 further
conprising: 15 dynam cally naintaining values for said X and said Yi,
wherein said application is a resource managenent application. 5. The

met hod 8f cl ahemkthdeoetiaim detdrerdinidetereiich X respeptive scaapmdsst cati ng  sai d

X froman operating system (9 running within said respective VM 6. The
met hod of cl aﬁomte”%m%@mﬁf ad\zﬁer_leﬁ‘fﬂ?ﬁsr?d‘ '§j¥.ﬁ\!I lgos conpri ses comuni cating 20
said X from ﬁ@re%@ﬂb'sféﬁ“é&ﬁ/?&;%nxﬁﬂﬂsé’wwlé Thopis PBEF&HchB@ system (O5) running

W thin said respective V ' e nethod of claim®6, wherein said
appl i cation #ecraasieg srif cesneatvg&niéseid iglggpor it ieaphedprfere eynanmi cal | y

Tt o s 0 SAREI UG, o cld A E5A0GPETIAISOR0RR0G, 8. The et hod

erein ng a respective conprises. nonitoring
whet her a VM reaches an idle |oop; increasing said respective Xif said

| die | ogp i STRoL, LEAFAPGLim ACGIEATh D8R dhd RABEGNS ild: aflflike! © | oop
is reached before a predet erm hed percernt age of said resource

requi rement ha&iyeednh-périddiederrdpts;The net hod of claim8, wherein

determ ning respective Yi values conprises: filtering non-periodic
interrupts; F§RR0iaRGAHEMEHPRISi nterrupts; estimating said respective

Yival ues forRenil Said MPEEWRL $ivaiRd 1d0p&RIMEH S A tSad iy respective Yi
values to be substantially equivalent to actual periods for said periodic

i nt'é¥rupts. c@vergingistidgbspastingi géldgs tabe sobsigetiaii doyivateavitagestebr ed
t hereon_instructi.ons {,igzla%t,ervmt%n executed, result in a conputing platform

. d .peri ru
havi ng PHEEASLETTiPEYOS P
10. An article comprising: a storage medium having stored thereon instructions
that, when executed, result in a computing platform having the capability to:
schedule a plurality of virtual machines (VMs) implemented in said computing
15 platform based, at least in part, on a respective resource requirement (Xi) and an a

respective interrupt period (Yi) for each VM of said plurality.

11. The article of claim 10, wherein said instructions, when executed result in the
capability to communicate said respective Xi from an application running within a VM

of said plurality.

20 12. The article of claim 11, wherein said instructions, when executed result in the
capability to communicate said respective Yi from an application running within a VM

of said plurality.

13. The article of claim 10, wherein said instructions, when executed result in the
capability to communicate said respective Xi and said respective Yi from an operating

25  system running within a VM of said plurality.
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schedule a plurality of virtual machines (VMs) inplenented in said
conputing 15 platform based, at least in part, on a respective resource
requirenent (X) and an a respective interrupt period (Yi) for each VM of
said plur®aans602 1 . The article of claim 10, wherein sai BCT/H891/08866i ons,
when executed result in the capability to communicate said respective X
froman application running wthin a VM of said plurality. 20 1 2 . The
articledf clTaerartlicid of cldirerie, nwisaeid saliSihsugiticas whahexeexeautadt inesel t i n
the capabiljty to communi cate said respective Yi froman application
runni ng CRPRHI™ 1] AORIM Yt cIgiSg I dpieaP e tivey N aTé saiffesRRqtive| & fiom @|rafanrad,

wher ei N psaiadenBit ARG rurWﬂ%nwﬁK%CéJVWof §sdlplurkiftyt he capability to
comuni cate said respective X and said respective Yi froman operating 25
systemrunning within a VM of said plurality. 14 WO 01/75602 PCT/ USOL/ 08066
14. The 1arti ahe ffici6 loRcEirk 00, W &h R arfihStrl (s UWeﬂ@ecW@@Qeﬁﬁ@ﬁ%hgd
result in the capability to comrunicate said respective X and sai d

r espect icaeabyiityftp sietermire said wpeﬂﬁmyebwemmagmg Taekvtedimémeptweriodn a VM
of said u Y 0, .wh Lh sa structions,
when exé’@t églalr;tté%h'ln%émréﬂh%”% %h& = u?,];. Sg]d t'6 é:f“é(ra%r gaesesqgl égeraé{;pe%e{ fve Yi
by conpanisa@l eomearjseat ed |nterrupt perlod mnth an actual interrupt period
and adjusting said respective Yi based, at least in part, on said
conparison. 16. The article of claim 10, wherein said instructions, when
execut ed 6r esTht articié be claoap@bimetrgantselddehemdﬂdme Shied exeSree trésat iX thy
detecting?the occurrence of an idle loop 10 within a VM of said plurality

and adj GERFTGY Yo igtging;gaid é%??FCE'YF Bkt de"&ﬁ“%@i%‘é‘f"”é’&f‘ae of @nddig ¢r9P occurs.

17. 18 meditiad afvon od%%@rﬂhﬁhﬂgadd"écﬁﬁ&%tch%rsla@dat\’i@ééﬁﬁ pSRTBR v difer said
initializing said interrupt period values; generating virtual i zed

i nt erruptiglagp agcptual i zi ng hardware interrupts; 15 filtering non-period
interrupts; rejecting aperiodic interrupts; and adjusting said interrupt
period values iteratively until substantially equival ent

17. A method for determining interrupt period values comprising:

initializing said interrupt period values;
generating virtualized interrupts by virtualizing hardware interrupts;
15 filtering non-period interrupts;
rejecting aperiodic interrupts; and
adjusting said interrupt period values iteratively until substantially equivalent

to actual interrupt periods.

18.  The method of claim 17, further comprising:
20 acquiring resource requirement values; and
scheduling a plurality of virtual machines (VMs) to achieve real-time deadlines
based, at least in part, on said interrupt period values and resource requirement

values.

19. The method of claim 18, wherein said resource requirement values are

25 acquired from said plurality of VMs.
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to actual interrupt periods. 18. The nethod of claim 17, further
conprising: 20 acquiring resource requirenent values; and scheduling a
plurality of virtual machines (VMs) to achieve real-tinme deadlines based,
at | east woopass0z on said interrupt period val ues and resaurEesonespss r enment
val ues. 19. The nethod of claim 18, wherein said resource requirenent
values are 25 acquired fromsaid plurality of VMs. 15 WO 01/ 75602

PCT/ US01/ 08066 20. The nethod of claim 17, further conprising determ ning
resource requirenent values, wherein determ ning said resource requirenent
val ues €&nprTRemethas of elainy il Agfustiied cpeposing detasauniing nesourcealegesemanid

adj usti ng, &2l thd SR MG R ULLGTERcd AlAIRS I ELALLY ELYohased. at least in
part, on'a determnationh Of an occurrence of a respective predeterm ned
i nstructi on.in2blizitheaideebandcoteqiramen?0aluademei n adj usting said resource
requi renment values ¢ ri ses: i.ncreasi sai d. resource requirenent val ues
if said resp¥et§ing s&’%%f’érrcﬁirﬁgﬂre”i’%tvra iSRRSEsPAREE- SEE%?", IMRPHecr easi ng
sai G r esPHdeterititioheTRM odtatdBse bf a $&dpRcties prRebie@inddadskednned
instruction occurs prior to a target tinme; and scheduling a plurality of
virtual machines (VMs) based, at least in part, on said interrupt period
val ues 2and SEhdmeBFRUSCAaIREA0] WRBRIM adjablilffsaid fesobftedichLiféBeOMMidsSi N a
storage nedi um having stored thereon instructions 15 that, when executed,
resul t §9MRI'S€Snputi ng system having the capability to: initialize

| nterr upt. P RdsKalufSresGFRETEfrekldnt YAt AL SPEIRIS BYe Ul hidal | 21 ng
hardware interrupts; firter n -period 1nterrupts, reject aperiodic

i nt err upssyctamdd®B radjogsur;sai d i nterrupt period values iteratively until

ntiall Lval en al i rr
Suq%tat a Xec?ga%mgasaeldtrest08rcearcégtl]ll?emenqtv%mel'slq

riods,. .
% Sgg respective predetermined
instruction occurs prior to a target time; and
scheduling a plurality of virtual machines (VMs) based, at least in part, on said

interrupt period values and said resource requirement values.

22. An article comprising: a storage medium having stored thereon instructions
15 that, when executed, result in a computing system having the capability to:
initialize interrupt period values;
generate virtualized interrupts by virtualizing hardware interrupts;
filter non-period interrupts;
reject aperiodic interrupts; and
20 adjust said interrupt period values iteratively until substantially equivalent to

actual interrupt periods.

23. The article of claim 22, wherein said instructions, when executed, further
result in the capability to:
acquire resource requirement values; and
25 schedule a plurality of virtual machines (VMs) to achieve real-time deadlines
based, at least in part, on said interrupt period values and resource requirement

values.
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23. The article of claim22, wherein said instructions, when executed,
further result in the capability to: acquire resource requirenent val ues;
and 25 schedule a plurality of virtual machines (VMs) to achieve real-tine
deadl i neswobassd; at |east in part, on said interrupt perirad/vspinsseand
resource requirenent values. 16 WO 01/ 75602 PCT/ US01/ 08066 24. The
article of claim23, wherein said resource requi renent values are acquired

from sabd pl #habiticre 8f cl¥ME 232Wheldi® s&litrb&d BcOfedtlrBinghe dalu¥dISleidyuRad d
instructions, when executed, result in said conmputing platformhaving the

furtherﬂoapan¢DKM#WV@f\ﬂMﬁeternine resource requirenent val ues, wherein
determ ning said resource requirenent val ues conprises: initializing sai d
resource requirenment values; and adjusting said resource requirenent val ues
iterati ¢ely bhsedicieof tlems22i whesain saiddmstevcdioner whemekegvted, rapulbicur r ence

of a resggctivgngrgﬂﬁﬁgﬁpagln h%%%ﬁﬂﬁik RP$€5'6' The article of claini25,

wher ei n® jUS resourte requrreée ues conprises: increasing
saidsresourcemmeqmeneﬂnnbewaMUe&ehfvaabﬁ\mmSBMQkhmeﬂmhgdekemnﬁmed
i nstruction does not occur.; decreasing said resource requirement values if

sai d regﬁﬁﬁ?mﬁ@tﬁﬁ%ﬁ%F@?H?ﬁﬁd 15 instruction occurs prior to a target

time; and schesibingGaf RisbiRkirtyuient Vhwas; drchi nes (VMs) based, at |east
in part, on said iInterrupt period val ues and sai d resource requi r ement

val ues. 27. aAdiggincesaid oermuies rﬁgu'rerae@o\rﬁmsi iFRjatiNele Pasas ap(pashindPabnput i ng
| at f
SRR b TE L P b g B2, 0 L

(VMM Ity o el ng capabl e of
schedul i ng said VMs to execute real-tinme applications based, at least in

par1tO 096.a r ?ﬁg"ath%?e crnegiginfq ‘ige\r}}heggﬁ)adjhgﬁnge%g ré/Mu%drequirement values

comprises:
increasing said resource requirement values if said respective predetermined
instruction does not occur;
decreasing said resource requirement values if said respective predetermined
15 instruction occurs prior to a target time; and
scheduling a plurality of virtual machines (VMs) based, at least in part, on said

interrupt period values and said resource requirement values.

27. A system comprising:
a computing platform;
20 said computing platform being adapted to implement, at least, a virtual
machine monitor (VMM) and a plurality of virtual machines (VMs);
said VMM being capable of scheduling said VMs to execute real-time
applications based, at least in part, on a resource requirement (Xi) for each VM and

an interrupt period (Yi) for each VM.

25 28. The system of claim 27, further comprising:
an interface capable of communicating respective Xi and Yi values for said

each VM to said VMM.
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an interrupt period (Yi) for each VM 25 28. The system of claim 27,
further conprising: an interface capabl e of comuni cating respective X and
Yi values for said each VMto said VWM 17 WO 01/ 75602 PCTI USOL/ 08066 29.
The syst ewioof1/7660ai m 27, wherein said VMM conpri ses: a feedbarksoéiaspsscapabl e
of determ ning a respective X for said each VM a hardware interrupt
virtualizer capable comunicating device interrupts to said plurality of
VMs and filtering non-periodic interrupts; 5 an interrupt period detector
(1 PD) capable of determ ning _said periods for periodic interrupts and
comuni cati ng "$a3v§tese of 6eN 2d . avheeeia daideY MMy geMSESes: schedul er bei ng capabl e

of said schequldeRd 055 kdodtd!bAkbdelmfingMespedtive X8, SYR!EHL Yfme! al m 29,

wherein said fee op conpri ses: a et et or capa et ef m ni ng
whet her each adfardwiace Midsrups siresliaerléappbedestnenomminatihg deticaltitéreunptand

i ndi catin ai d. de inations to a prgpartional integral derivative (PID)
control Isé’gi; pslgr (HH’ ?’ﬁ%ﬁl@e"’lrﬁgﬁlﬁe&'ﬁgm‘)@'#magj DU sai d respective X for said
each5VM basedn in@idrrupedstiod Betieafdr (IPON cSphtsle deHEfRMAd §41d PRAoGHPMFUNI cat i ng
said adjusted respective X to said scheduler. 18

periodic interrupts and communicating said periods to a scheduler; and

said scheduler being capable of said scheduling of said plurality of VMs.

30. The system of claim 29, wherein said feedback loop comprises:
a detector capable of determining whether each of said VMs issues a
10  predetermined instruction and indicating said determinations to a proportional integral
derivative (PID) controller;
said PID being capable of adjusting said respective Xi for said each VM based,
at least in part, on said determination and communicating said adjusted respective Xi

to said scheduler.
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