1 SUBSCRI BER LI NE ACCOVMODATI ON DEVI CE AND PACKET
FI LTERI NG METHOD Background of the Invention: This
invention relates to a subscriber |ine accommopdati on
device having a DHCP server and a packet filtering
nmet hod using the device with such a circuit
configuration and, nore specifically, relates to a
subscriber Iine accomvpdatin device and a packet
filtering nethod each having a function of
preventing illegal access. A subscriber |ine
accommodation device is used for allowing a plurality
of user termi nals to access a conmuni cati on network
such as the Internet via transm ssion |ines such as
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transm:ssnon lines such as telephone lines, coaxial cables, or optical cables. - If
fixed IP {Internet Protocol) addresses are allocated to the piurality of user
terminals in such a subscriber line accommodation device, the following
problem arises. Specifically, if a third party succeeds in guessing an IP
address allocated to a certain user terminal, the third party can pretend to be
another person possessing such a certain user terminal.

A DHCP (Dynamic Host Configuration Protocol) server is a server
having a function of temporarily allocating an |P address prepared in advance in
response to a request for access fo a communication network frdm a user
terminal as a communication terminal,  When such a DHCP server is
employed, since IP addresses are not fixed on the user terminal side, it
becomes easier to prevent third parties from assuming IP addresses. There is
also an advantage that when a user terminal such as a computer or an Internet

television temporarily accesses the Internet, a connection operation on a user



2 side can be sinplified by using the DHCP server.
In view of such advantages, DHCP servers are often
used on the subscriber |ine accommodati on device
side. A bridge has a function of sorting packets
based on MAC (Medi a Access Control) addresses and
therefore serves to prevent entry of those packets
having nothing to do with a gubscriber [ine
acconmodati on device froma netwirk. On the other
hand, user term nals such as conputers and
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communication terminal different from any of the registered MAC addresses
tries to access a network, this access is rejected to thereby improve the network
security (e.g. see JP-A-2002-204248).

According to this proposal, when a user terminal other than user
terminals subordinate to the subscn‘bér line accommodation device accesses
the subscriber line accommeodation device to request acquisition of an IP
address, the DHCP server checks whether or not an MAC address thereof is
any one of the MAC addresses registered in the subscriber line accommodation
device, before allocating the IP address thereto.  Since an MAC address is
data formed by a 6-octet (48-bit) bit string, guessing it is much more difficult
than guessing an [P address. Consequently, illegal accesses by third parties
can be prevented more effectively.

In this proposal, however, a third party who has illegally obtained a user



data formed by a 6-octet (48-bit) bit string,
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| P address. Consequently, illegal accesses by third
parties can be prevented wore effectively. In this
proposal, however, a third party who has illegally

obtai ned a user 3 term nal sych as a not ebook
terminBRI RAlasC OPHERbOBK PefIMBHNEGAPURRA ©ATd communication card
subordi nate to the subscriber |ine acconmbdati on
subordieatecto ¢ sulbiseribae DRICRCCEemedation | devitee can hrfake the DHCP
address by_connecti-ng the obtained user termnal to
server Floga Rt P BAHESe Y FABREg s OGNeaser IIBNRl than access
ine adieRfioRsEy i ind SUbeErodrine ARl fodafbride bl Ebi BRarfiple, in 2
CATV (Sablet Belavising neftworke 2p@ATVweodainsis rdopaesiedhionessr témninals of
coaxi al cables. In such a CATV network, when an
respegtive syRseybesst bemea via epaxiak galles- IBsush@ k& Vpeetueik, when an

ogal BRSEAA 0 1RFSER P2 efoq P T o prl cae
on theahhlde, fical bBced¥r &vdbied Bl making tAOMHEP detvér SIR%Ate an IP

ere a third party learns an MAC address by a
addresgsetlhisdalso @pplies bo araasenwheres thirdtpary isarnsan MAC lesidress by a

erson and illegally . uses jt nmmary of th .
methof 3y ER e R iBEa R ETBNal panaTheERerPR Aok Tegplyaises it
to provide a subscriber |ine accomobdation device
and a packet filtering nethod that, in response to a
roesty of fhe lagemiEo.t o a comuni cati on network by a

o has illegally | eaned an MAC address

hi rd
Eﬁ%@%&tﬂ%@r@%@% WAPNEAN HESKnEr RseYidBna eubscriber line
acconﬁércgr;{‘iﬁ)gg%éé\@?é‘gpdﬁégéﬁetrfﬁ@‘iﬁétmeﬂﬁod%ﬁgtriﬂ'rBQp(ISIgseato a request

resent nventi on, ere
for acddseviode domnautisstior aetwdrk yas aeirdrpaalyiviio aaxiiksyally leaned an
conprising a subscriber line termnation section
MAC addiess &f ra sabwaunicalien semminaloef 3ueier insesorn,i ¢ass reject such an

indivigually; an | P address
access request.




al l ocating section that, when a conmuni cati on

term nal of any of the plurality of subscriber |ines
term nated by said subscriBer line termnation

section has made a request for acquisition of an IP
address that is given to a packet when perform ng

packet communi cation, allocates an |IP address to the
foentting doi anfirseragpeat dythel presenhgn¥entioan| 8ere ris; pravided a

subsorel o A0SO 2B SRR, HUBoER, T Brinaton
sectio?|th8C BriiiSate8 CA | Aralig of ARibstfib&alindd inditiBeailp! antiPe address
subscri ber 1ine having nade the request for

allocatagpsisiidn dmatpfwhere al Pordulresationatatramal daeny dofr tes phgality of
. i nf . f th ) ; nal

subscRRy IGSHRABIMELRA BYr SRt UDSFRPera (T ToPe g Pgs made a

et B5EH 1 AR S ABCE 600 8 by g o

packebbeinmunicationpfallatateR” an dRdaddress d0 thdesdminuaidation terminal by
nunber, and an_ MAC address agre_e to the set thereof

limiting @gqi_@b@ gme!; & filtey qur]dgtg;-n . eflmg)ﬁegw g"talgrrpg'gters a set of the
i acf LR S Sebh RSyl SEBufEbn HeAfLcleR mypver o

the suBS@RRMtinEMERHY PRAdEURE hequdstaet Aequasings ke thd IP badiddg, and an
nmet hod conprising an 5 address information

MAC atidiresatas gnisjuepinddrmaticam of the aamnyaication tterminghlhaging made
., an a Lurali of. syhscri ber, |1ines, has made .
said réiipsbiar gsistidhupkihe 5, S8 960 & Pariet fBLG Cafion allowing
sectioh rﬂf@f M&ﬁﬁ%@tcdﬁmﬁh}é%ﬂoh Qrily BRCK BhckBeR RRichs BT an 1P’
packet co nication, allocating own-station address

address)f @ nddritification hleeneymandi sathAG address redrebyto the set thereof
limting a usable tinme, The packet filterin

. . . e , < . met hod .

registefpd dn dbapiites €ondition egisterag geetioh %%ﬁi%lpéﬁﬁh%f m%ge'ng DSL
. of e ' rmati on all ocating step has
line Oraz{ "%éé\g\%g %[Eh%ﬁ%%ﬁ@ raéf'elfﬁgén’. addr ess i nf or nat igon, P

'EBabslnidme & B rprebehhan@miont Aitler peslddess packet filtering

i nformati on and an identification nunber of the
methogldpsapnisieg ani ne havi ng made the request for

acqui sition of the own-station address information,

along wth said



usable tinme. The packet filtering nmethod further

conpri ses a packet communi cation allow ng step of,

when a packet has arrived, 5al | owi ng packet

communi cation only for such a packet that agrees to

the pair of the own-station address information

within the usable tine and the identification nunber
addresgf infarmasighsaliacating Stere ohaWhaf ee@MuyHcaticsgtesmingl fif any of a

G ot e .
addredaniﬁgﬁrPr%ﬂiont heEE IS gheri ded @ padkrdetwheh! @ed@ming  packet

met hod conprising an | P address al |l ocating step of,” -
commuiieaticn, gliwaating cawn-station @iddegssoinfamyatisin o ghareommpnication
. of spbscriber |ines mad .Jequest for , ,
terming by I BROcH USROS LaeiPECkeL Higramainod flsg cgmprises a fiter
itiBACHKSS; for g K MRS ERiohCBllocating step h
Gond'tigﬁl lée?g?t%ﬂg@aﬁ@? nggg“’dﬁ%ggﬂtgoségﬁed% comruni cgti o%ca g step has
allocated rthie n@dn-siationnaddregs anfonsalbioe, tdgisieriag fai paierof the own-station
condition registeri n% step of, when said |IP address
Mg

addresg) inkyEatieg arsk ap idpdMaplion: AVEWSS 19k t1epsHkRATPES line having made

' ri.ng..a..se ' - . . .
the roq R P LBfisRio™ Bl SRRl T B, fSmation, along, with sai
usable"@fe. ThE acREURISHPMeAss fditidraompisdshe paBketdsirBftinication

~and an MAC address as uni que information of the
allowingosisprafcwhieda packatingsl amyed ngflavdae pesket eaguwesication only for

such E90H ol Pk LS 8 Ao sl frgmatiop wivin

the us@ble HEANA. e iIPSRIRLIBATUATBE T dhe BUbSYARS IPBHERAing made the
communi cation only for such a packet that agrees to

requedt lier aajuisifion bthePowndiaizsn addriess irFaindatisabl e ti ne,
the identification nunber and the NMAC addrgss, .said.
AWOEIING P 3 SREOPR F5ges! p5the infeseIR igventian. § ?‘i?g'saﬁro‘”ded a

paokofPEFRL R G 46T PREILES 9Bl ey of whr o

commgShiestio terminalt dofi arey of a dlumalityl cfasilibscribéolimed has made a request
del i very system for seeing and heari ngﬁt el evision
for acquigigjes einan 48 atitsess ghatwiei @iMed HP <2 PAGERIt WhAN jpgriorming packet

_ commaﬁi%{igrg,;aliocating an IP address to said communication terminal by limiting a

usable time; a filter condition registering step of, when said IP address allocating
step has allocated the IP address, registering a set of said IP address, an
identification number of the subscriber line having made said request for acquisition
of the IP addrésé, énd an MAC address as unique information of the communication
terminal having made said request for acquisition of the IP address, along with said

- usable time; and a packet communication allowing step of, when a



Fig. 2 is a block diagramshow ng an outline of a
subscri ber line acconmodation device and its
-peripheral circuit configugation according to a
preferred enbodi nent of this invention; Fig. 3 is a
bl ock di agram showi ng a system confi gurati on of t he
mpin part of the subscriber |ine accommpdatio
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i nvention; Fi g. 5 is a block diagram show ng an

fiber calilel i ne of a software confi guration of the
I ntegrated gateway unit according to the enbodi nent
of this invention; Fig. 6 is an expl anatory di agram
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the subbscgbémniibat aaommhdation tdeyiest acodingtio dhedembedinyent of this
system 100 uses anADSL (Asymmetric Digital
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Fig. 4 is a block diagram showing an outiine of a hardware configuration of an
integrated gateway unit according to the embodiment of this invention;

Fig. 5 is a block diagram showing an outline of a sofiware configuration of the
intégrated gateway unit according to the embodiment of this invention;

Fig. 6 is an explanatory diagram showing part of a DHCP management table
provided in a DHCP server according to the embodiment of this invention;

Fig. 7 is a diagram showing the flow of processing of a detection section
according o the embodiment of this invention;

Fig. 8 is a diagram showing the flow of processing of an inpﬁt filter section
according to the embodiment of this invention; and

Fig. 9 is a diagram showing the flow of processing of a DHCP server

according to the embodiment of this invention.



i nformati on delivery system 100, user splitters 101-1
to 101-Mrespectively disposed at subscribers' hones
and the subscriber |ine accommpdati on device 102 are
connected together via DSL subscriber lines 103.1 to
103-M  Tel ephones 104-1 to 104-M and ADSL nodens
105-1 to 105-M are connected to the user splitters
101-1 to 101-M respectivel y7 Personal conputers
106-1 to 106-Mthat performvarious data processing
such as horrepage browsi ng are connected to the ADSL
nodens Jf 5 M ! [ er._ Furt her,
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122-1 to 122-1920 connected to the ADSL nodens 105-1
t odntegset tejevisions, 18%d to 108-M for watching television programs are

connected to the ADSL modems 105-1 to 105-M via set-top boxes 107-1 to

107-M, respectively.

The subscriber line accommeodation device 102 is connected to a voice
exchange 112 and thus is adapted to be connected to a PSTN (Public Switched
Telephone Network) 113.  Further, the subscriber line accommeodation device
102 is connected, via a router 114, to a packet communication network 115
such as the Internet for carrying out packet communication. To the packet
communication network 115 is connected a program distribution server 116 for
distributing various television programs with respect o the Intemet televisions
108-1 to 108-M.

Fig. 2 shows a configuration of the subscriber line accommaodation
device 102 and its peripheral configuration. The subscriber line
accommodation device 102 according to this embodiment has a capacity of

19820 lines at maximum per system.



DSL subscriber lines 103-1 to 103-1920, respectively.
Among them the sputter unit 122-1 will be
representatively described. The splitter unit 122-1
splits a signal 123-1 received via the DSL subscri ber
line 103-1 into a tel ephone signal 124-1 of a voice
frequency band and an ADSL signal 125-1 of a

predet erm ned frequency band, hi gher than the voice
frequency band. The telephone signal 124-1 is sent
to the voice exchange 112 serving for |ine

switchin On the other hand, the ADSL signal 125-1
split bﬁl@ﬁg %c,gpf:i( lingracgpmmogation device 102 comprises splitter units
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deywl e %pﬂfétr@nft 925 HCthe spiitter units 122-2 to 122-1920 respectively split
signals 123-2 to 123-1920 received via DSL subscriber lines 103-2 to 103-1920
into telephone signals 124-2 to 124-L of the voice frequency band and ADSL
signals 125-2 to 125-1.,

Each of the LTUs 127-1 to 127-J comprises a DSL transceiver module
corresponding to & predetermined number of lines {e.g. 32 lines at maximum).
The DSL transceiver module is formed by a later-described DSP (Digital Signal
Processor). Each of the LTUs 127-1 to 127-J performs high-speed data
communication in an uplink direction via an uplink line 130 serving as an
interface for connection to the Internet, by the use of the corresponding lines
among the DSL subscriber lines 103-1 to 103-1920, while receives and
modulates downlink data and sends the modulated downlink data to the

corresponding lines among the DSL subscriber lines 103-1 to 103-1920. Note



corresponding |ines anong the DSL subscriber |ines
103-1 to 103-1920. Note 9 that the uplink direction
is a direction toward the packet communi cation
network 115 in Fig. 1, while a downlink direction is
opposite to the uplink direction. Fig. 3 shows a
system configuration of the main part of the
subscriber line accommopdati gn device 102. The
subscri ber |ine accommobdation device 102 conprises
the LTUs 127-1 to 127-J described referring to Fig.
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cells, and the bridge forwarder 135 that performs forwarding of Layer 2 frames
and classifies packets based on MAC addresses. The ATM cells are
transmitted between the ATM SAR 134 and the LTUs 127-1 to 127-J, while
Ethernet (registered trademark) frames are transmitted at input and output
portions of the uplink line 130.

Fig. 4 shows an outline of a circuit configuration of the integrated
gateway unit 131, The integrated gateway unit 131 comprises two processors,
i.e, & device control CPU (Central Processing Unit) 14 and a network processor
142, and a memory group having a flash ROM (Read Only Memory) 143, an
SDRAM (Synchronous Dynamic Random Access Memory) 144, and a
nonvolatile RAM (Random Access Memory) 145. The integrated gateway unit
131 further comprises the backplane bus IF circuit 133 formed by an ASIC

{Application Specific Integrated Circuit) as a dedicated integrated circuit, and a



142, and a nenory group having a flash ROM (Read Only
Menory) 143, an SDRAM (Synchronous Dynam ¢ Random
Access Menory) 144, and a nonvolatile RAM (Random
Access Menory) 145. The integrated gateway unit 131
further conprises the backplane bus IF circuit 133
formed by an ASIC (Application Specific Integrated
Circuit) as a dedicated integrated circuit, and a 10
GoE (G gabit Ethernet (registered trademark)) IF
(Interface) circuit 147 formed by an LSI (Large

ration Chlp (not illustrated). The device
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and a signal processing section 162, The signal processing section 162 is
created in a software manner by the use of the network procassor 142 and its
associated hardware in Fig. 4 and a contral program. Naturally, the signal
processing section 162 may also be created only by hardware.

[n this embodiment, the basic functional section 161 comprises a
functional software section 171 that performs processing such as
communicating with a host (not illustrated) to operate a console (not illustrated),
a TCP/IP (Transmission Control Protocol/Internet Protocol) section 172 as a
protocol for performing packet communication with the functional software
section 171, and an MAC section 173 that manages an MAC (Media Access
Control).

In this embodiment, the functional software section 171 includes an



processi ng section 162 may al so be created only by
hardware. In this enbodi nent, the basic functiona
section 161 conprises a functional software section
171 that perfornms processing such as conmunicati ng
with a host (not illustrated) to operate a consol e
(not illustrated), a TCP/IP (Transm ssion Contro
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protocol for perform ng packet conmunication with the
functional software section 171, and an MAC section
173 that nmanages an MAC (Media Access Control). In
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t r ansm $he sighalqropdssing sectidr 182 coeqirisen ad Etharhat

perforns transm ssion and, L
transmission/reception confrol section 182 that performs transmission and

reception of frames on the Ethemet (registered trademark) between itself and
the GbE IF circuit 147. Packets received from, for example, a program
distribution server 116 (Fig. 1) via the uplink line 130 shown in Fig. 3 and the
Ether transmission/reception control section 182 and packets received from the
LTUs 127-1 to 127-J via the backplane bus IF circuit 133 and the ATM SAR 134
in Fig. 4 are sent to a detection section 183 where a forwarding destination of
each packet is sorted into the MAC section 173 or an input filter section 184, A
packet carrying an IGMP control message, an IP packet carrying a DHCP
protocol message, and an IP packet directed to an IP address of the basic
functional section 161 are forwarded to the MAC section 173.

The input filter section 184 serves to block, for example, an illegally
accessed Layer 2 frame or Layer 3 packet. The input filter section 184

compares a forwarded packet with a condition registered in advance and



reception of frames on the Ethernet (registered
trademar k) between itself and the GE IF circuit

147. Packets received from for exanple, a program

di stribution server 116 (Fig. 1) via the uplink |ine
130 shown in Fig. 3 and the Ether

transm ssion/reception control section 182 and
packets received fromthe L{ 127-1 to 127-J via

t he backplane bus IF circuit 133 and the ATM SAR 134
in Fig. 4 are sent to a detection section 183 where a
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in case of an MAC address stored in the MAC table 186 as a result of the
leéming, unless the same address is releamned within a preset time, the MAC
aging section 188 deletes it from the MAC table 186 as determining that an
effective time is over.

The bridge forwarder 135 formed as a Layer 2 forwarder is connected

to the MAC learning section 185, the MAC table 186, an output filter section 181,
and the MAC section 173,  The output filter section 191 corresponds to the
input filter section 184.  After identifying an output logical port corresponding to
a destination, the output filter section 181 discards an inappropriate packet
without sending it out in the process of controlling discarding or passing of a
frame matching a fittering condition set for the identified output logical port.

The conditions used by the output filter section 191 for such filtering are preset



possi ble to transfer the received packet to the

| ogi cal port by distinguishing the |ogical port that
is connected to the destination to be transferred by
the use of the destnation address information in the
frame as a key, through such learning of the

conbi nations of the sender MAC address and the

| ogi cal port. An MAC agi ng aﬁftion 188 is connected
to the MAC table 186. Even n case of an MAC address
stored in the MAC table 186 as a result of the
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is input into the GbE IF circuit 147 as it is, i.e. in the form of the frame.

In Fig. 5, the DHCP server 171B serves as an IP address allocating
section and a filter condition registering section both of which are claimed in
claim 2. The input filter section 184 serves as a packet communication
allowing section claimed in claim 2.

<Filtering Process>

Fig. 6 shows part of a DHCP management table 201 provided in the
DHCP server 171B and used for managing allocation of IP address information.
In the DHCP management table 201 shown in Fig. 6, there are described an IP
address allocated by the DHCP server 171B, an MAC address of a requester
user terminal, a line number, a state, and a lease remaining time. In the line

rnumber "X/Y", "X" represents a number identifying a comesponding one of the



exist a priority control that gives priority to a
protocol and a priority control that gives priority
to an address of a particular destination, A frane
headi ng toward the LTUs 127-1 to 127-J (Fig. 2) via
the first priority control section 192A is forwarded
to the ATM SAR 134, The ATM SAR 134 converts the
frame on the Ethernet (registq@red trademark) into
ATM cell s and sends themto the LTUs 127-1 to 127-J
via the backplane bus IF circuit 133. On the other
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of the lease remaining time.  In the case where the lease remaining time is set
to, for example, 24 hours, "Expier” is indicated at a time instant when the time
has elapsed unless there is a request for an extension of time before arrival of
the time from the start of lease. Thereafter, upon completion of processing to
prohibit passing of a packet with respect to the [P address indicated as "Expier"
and its associated information, the pertinent described information is deleted
from the DHCP management table 201.

Fig. 7 shows processing of the detection section 183 in the filtering
process reflecting the DHCP management table 201.  When the detection
section 183 in the integrated gateway unit 131 shown in Fig. 5 has received a
packet from the Ether transmission/reception control section 182 (step 8301:Y),
it checks whether or not the received packet should be transferred to the basic

functional section 161 (step S302). Then, when itis a prescribed packet such



port, it is not necessary to describe nunbers of the
| ogical ports in a conmunication systemthus
configured. In the case of using the ATM virtual
channel (VC), the nunbers of the l|ogical ports are
used. In a colum showi ng the state, one of "OFFER',
"ALLOCATE", and "Expier" is described. "OFFER'
represents the state where gne of IP addresses
possessed by the DHCP server 1718 has been presented
to a requester user termnal. "ALLOCATE" represents

the state where allocation of an |IP address has been
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Fig. 9 shows the flow of processing of the DHCP server 171B. In
response to arrival of the packet requesting the allocation of the IP address, the
DHCP server 171B performs a predetermined procedure between iself and a
sender user ferminal using packets and allocates an IP address fo the user
terminal from among IP addresses prepared in advance (step $341). Then,
the DHCP server 171B registers the allocated IP address, an MAC address of
the allocated user terminal, and a line number of this user terminal in the DHCP
management table 201 (step $342). Then, the DHCP server 1718 feeds these
information o the input filter section 184 having jurisdiction over packets sent
from this line fo thereby cause the input filter section 184 to prepare a filter entry

that allows passing of only such a packet in which a packet sender IP address,



15 as a packet requesting allocation of an IP
address (step 5302: Y), the packet is transferred to
the basic functional section 161 (step 5303). In the
case of the packet requesting the allocation of the
| P address, the packet transferred to the basic
functional section 161 is sent to the DHCP server
171B. Wen the packet is juﬂ%ed to be other than a
packet to be transferred to e basic functiona
section 161 in step S302 (step S302: N), the packet
is sent to the input filter section 184 (step 5304).
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As descnbecp above, in this emboglmerlt the mput iter section 184

implements the filtering process of registering not only an IP address and an
MAC address, but also a physical interface number of a corresponding one of
the LTUs 127-1 to 127-J (Fig. 2) and passing only such a packet in which all of
these three agree to the registered ones. Therefore, even if a third party
attempts to obtain an IP address using a different line and the same MAC
address, since a physical interfaée number does not agree, a packet concerned
does not pass through the input filter section 184 and is discarded. In addition,
since this filter condition is a dynamic filter that allows passing of a packet
therethrough only in a period when the DHCP server 1718 leases the [P
address, the security against illegal access is further enhanced.

In the embodiment as described above, the condition of filtering is set
such that an IP address, an MAC address, and a line number of a sent packet

all agree to registered information. However, even when a pair of an IP



managenent table 201 (step 3342). Then, the DHCP
server 171 B feeds these information to the input
filter section 184 having jurisdiction over packets
sent fromthis Iine to thereby cause the input
filter section 184 to prepare a filter entry that
al | ows passing of only such a packet in which a
packet sender |P address, 1647a packet sender MAC
address, and a packet receptlon i ne nunber all agree
to t he registered ones (step 3343). Therefore, when
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section that terminates a plurallty of subscriber lines individually, an IP address
alloeating section that, when a communication terminal of any of the piutality of
subscriber lines terminated by the subscriber line termination section has made
a request for acquisition of an |P address that is given to a packet when
performing packet communication, allocates an 1P address to the
communication terminal by limiting a usable time, a filter condition registering
section that registers a set of the IP address allocated by the IP address
allocating section, an identification number of the subscriber line having made
the request for acquisition of the IP address, and an MAC address as unique
information of the communication terminal having made the request for

acquisition of the [P address, and a packet communication allowing section that

allows packet communication only for a packet in which a set of an [P address,



address, since a physical interface nunber does not
agree, a packet concerned does not pass through the
input filter section 184 and is discarded. In
addition, since this filter condition is a dynamc
filter that all ows passing of a packet therethrough
only in a period when the DHCP server 171 B | eases
the P address, the security,against illegal access
is further enhanced. In the %bodinent as descri bed
above, the condition of filtering is set such that
an | P address, C address, and a line nunber of a
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an identification number of the subscriber line having made the request for
acquisition of the own-station address information. The packet communication
allowing section allows packet communication only for a packet in which a pair
of own-station address information and an identification number agree to the
pair thereof registered in the filter condition registering section.

As a packet filtering method applied to the foregoing another
embodiment, the following method is provided. This packet filtering method
executes an address information allocating step of, when a communication
terminal of any of a plurality of subscriber lines has made a request for
acquisition of own-station address information that is given to a packet when
performing packet communication, allocating own-station address information to

the communication terminatl by limiting a usable time, a filter condition



section that termnates a plurality of subscriber
lines individually, an | P address allocating section
that, when a conmunication term nal of any of the
plurality of subscriber lines term nated by the
subscriber Iine termnation section has nmade a
request for acquisition of an IP address that is
given to a packet when perfotdi ng packet

conmuni cation, allocates an |IP address to the

communi cation termnal by limting a usable tinme, a
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pac‘irlff%hnation) of a packet, an identification number of a subscriber line having
made such a request is also registered. Therefore, even if illegal access is
attempted from a subscriber line different therefrom, it can be securely rejected.
Further, since a usable time is set to an allocated IP address (or own-station
address information), an IP address (or own-station address information) is not
fixed even for the same communication terminal and therefore llegal access

can be prevented further effectively.



conmuni cation, -the address information allocating
section allocates own-station address information to
the conmunication termnal by [imting a usable tine.
The filter condition registgring section registers a
pair of the own-station address information allocated
by the address information allocating section and an
WHAT@@Q}L/)I[N[@]S}Y] nunber of the subscriber |ine having
made the request for acquisition of the own-station
address information. The packet conmunication -
al l ow ng section all ows packet communication only for
a packet in which a pair of own-station address
informati on and an identification nunber agree to the
pair thereof registered in_the filter condition
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time; ' €gi stering step of, when the address information
al l ocating step has allocated the own-station
address information, registering a pair of the
own- st ati on address-infornation and an
identification nunber of the subscriber Iine having -

- made the request for acquisition of the own-station

address information, along wth the usable tinme, and
a packet conmunication allow ng step of, when a
packet has arrived, allow ng packet conmunication
only for such a packet that agrees to the pair of
the own-station address information within the usable
time and the identification nunber of the subscriber
i ne having made-the request for



acqui sition of the own-station address information.
In each of the foregoing enbodi nents, an
identification nunber of a subscriber line is a

nunber of a physical |ine a nunber of a virtua
| ogi cal communi cati on channel that is set on the
physical line. Further, the subscriber 1line nmay be a
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21 a filter condition registering section that
registers a set of the |IP address allocated by said
| P address allocating section, an identification
nunber of the subscriber i having made said
request for acquisition of e .| P address, and an MAC
address as unique information of the conmunication
ppal havi ng made said request for acqui-sition of -
tmaw%ﬁ%ﬂF%Qaddress; and a packet comuni cation all ow ng
section that allows packet comunication onIy for a
p cket .in which set of an I P address,
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of the IP address. 3. A subscriber line
accommodat i on device according to claim1, wherein
said packet comunication allow ng section discards
a packet of which said usable tine has expired
except when nmaki ng a request for acquisition of 22
" the I P address. 4. A subscriber |ine accommopdati on
devi ce according to claim1, wherein the -
i dentification nunber of the subscriber line is a

nunber of a physical line or a nunber of a virtua
| ogi cal comuni cation channel that is set on the
physical line.- 5. A subscriber |ine accomuobdation

device according to claim1, wherein said |P address
all ocating section is a DHCP server. 23



6. A packet filtering nmethod conprising; an IP

address all ocating step of, when a conmuni cati on

term nal of any of a plurality of subscriber |ines

has made a request for acquisition of an |IP address

that is given to a packet 2hen perforni ng packet

conmuni cation, allocating an | P address to said

conmuni cation terminal by limting a usable tine; a

filter condition registering step of, when said IP

address allocating step has allocated the IP

address, registering a set of said IP address, an -
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made_sai d request for acquisition of the |Paddress,. ,
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section 184 sends only those packets satistying

regi stered conditions toward a bridge forwarder 135,

whi |l e di scards those packets not satisfying the
condi ti ons.



Even when access is attenpted by illegally using an
| P address, a packet concerned is discarded unless a
i ne nunber or an MAC address agrees. Figure 2
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SUBSCRIBER LINE ACCOMMODATION DEVICE AND
PACKET FILTERING METHOQD

Abstract of the Disclosure;

in response to a request for acquisition of an IP address from a user
terminal, a DHCP server 171B in a subscriber line accommodation device 102
allocates an IP address, registers a set of the allocated 1P address, an MAC
address of the user terminal, and a line number thereof in a DHCP |
management table 201, and sets it in an input filter section 184 as a packet
passing condition. Among packets sent from user terminals, the input filter
section 184 sends only those packets satisfying registered conditions toward a
bridge forwarder 135, while discards those packets not satisfying the conditions.
Even when access is attempted by illegally using an IP address, a packet

concemed is discarded unless a line number or an MAC address agrees.

Figure 2



