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THE OPERATI NG ENVI RONMENT OF AN AUTONOMOUS SUBSYSTEM I N A ED
SYSTEM Wy bHd%; ANVOLVEMENT OF THE NMAI N OPERATI NG SYSTEM elchpkd3o ¢603141E
| NVENTI ON The present invention pertains to the field of conputers. Mre
particularly, the present invention relates to booting the operating
envi r onmenMEPHOD ANDAFFAFRATUS RORIBOOTING TP EIPERATINGENRIRDNNMENT | Ng
system BACKGRAMNRUIONGIOUS\GINTS 3 KR i Wt COMPRFER BASER Y STERT beconi ng
nmore nobi | e. ThVSTHOOTINYDLYEMENDOFCRE KA IN ORERSSTISIGSY SIERNI | i ty.
Usability is often extended by the ability to operate the equipnment -for
| onger periods of time. This tinme period is often related to the power
consunpt imBLDIOF THE IRYENgYENt, particularly in battery operated equi pnent.
Thus, hi gh power consunption nay pose problens. Numerous approaches to
reduci ng pOWeIThe presemliveRlon parngindreit fidld SfdomPaesr M@e paifuigfyihenent when
not in active use i s one approach. O her approaches involve putting
equi pentyrdsBnien@dibrela@4RE bdRBNE the Dherh@f, enisiinenbof d lb&ysERORithoal eep node,
hi bernati on nobde, etc. Such approaches may involve turning off portions of
Ci rcui t s jVolh@Ri¥ROITERY Hain op@NRI sHgedOWn subsystens and/or the nmain system
| oneri ng supply voltages, altering clocking nechanisns, transferring data
from for exanple, random access nenory (RAM to disk storage, etc. Upon
exiting such | ower power states the conputer based system nay resune or
boot up EXCIOGROBNDNQF THEMIVENYIOEr booting up or resum ng operation of the
operating system an application my be executed to perform operations.
Ti me requi r edCbaphecias¢dsystthearepetonting o Yyaibde Ty mpbitisesitendlaeendn em for a
subsystem that needs a rapid response.

emphasis on usability. Usability is often extended by the ability to operate the equipment

-for fonger periods of time. This time pe.riod is often related to the power consumption of
the equipment, particularly in battery oﬁerated equipment. Thus, high power consumption
may pose problems.

Numerous approaches to reducing power consumption have been tried. Powering
ofl equipment when .not.in active use is one approach. Other approaches involve puuing
equipment in various lower power stat;:s, such as, idle mode, sleep mode, hibernation
mede, etc. Such approaches may involve turning off portions of circuits or components,
powering down su.bsyslcms and/or the main system, lowering supply voltages, altering
clocking mechanisms, transferring data from, for example, random acccss memory (RAM)
to disk storage, etc. |

Upen exiting such lower power states the computér based system may resume or
boot up the operating system. After booting up.or resuming operation of the operating
syster an application may be executed to perform operations. Time required to boot up

the operating system may present a problem for a subsystem that needs a rapid response.



2 4 MAR 2005 WO 02/ 27471 PCTIUSQO /30349 Power consumed during 4%;@%@&? up
process may al so present a problemfor battery operated equl pnent. EF
DESCRI PT/@N 27 HE DRAW NGS The present invention is ill %Irn?sto?/goﬂy way of
exanple and not Iimtation in the figures of the acconpanying draw ngs, in
which i ke references indicate simlar elenents and in which: Figure 1
illust ratmeac@ﬁamam@ﬁlgmrﬁautgfprs&gé lhgsnﬂﬁ:nﬁréscnﬁ @ebi8mol SandryP! ock di agram
of a conmputer system Figures 3, 4, and 5 are flow diagrans 'l lustrating
various ejpbetdegmpsestf the invention; and Figures 6, and 7 are bl ock
diagranms illustrating various enbodi nents of the present invention.

DETAI LED g5EERHRORMNNBE PR BRd vARwear at us for booting the operating
envi ronment of an aufononous subsystemin a conputer based system w t hout

i nvol venent ofrh¢ BRsdiBinRerRiRR §sAiflidGtedbs el of exaiPldBanbi IR Ratiohqs theur poses of
di scussing the invention, it is to bé understood that various terns are

used by meﬁeokmemc%ﬁﬁﬁrﬂmgedrmn%m Ahith ik ARAMAELDRILNE sipRAFARRERPY Which a
system may start itself "'up. Such a start up is often referred to as a boot
or booti ggd prwm&ss. Booting may be from for exanple, an initi.al

application of power to the device, often called a power on or cold boot.

Booting may bejgleamigsuaies h @ERbARH chfpRéehlifdimengover ed up al ready. Booting
may be froma systemfully powered up, often called a warm boot or reset.

It is to be uprdee3tiopdlothahgrknerResh g&gq;?gaﬁ,e i nvol ves acquiring additional
instructions and/or data as the resuFt of a stinmulus, such as a power

switch, a resghulyl,l40fnd Park BERIdVHeknt ilidatingDliatiousThebRATAtSbhoN Of
additional instructions and/or data nay be from

invention; and

Figures 6, and 7 are block diagrams illustrating various embodiments of the present

invention.

DETAILED DESCRIPTION

A method and apparatus for booting the operating environment of an autonomous
subsystem in a computer based system without involvement of the main operating system’
are described. For purposes of discussing the invention, it is to be understood that various
terms are used by those knowledgeable in the art to describe the sequence by which a
system may start itself up. Suéh a start l:|p is often referred to as a boot or booting process.
Booting may be from, for example, an initial application of power to the device, often
called a power on or cold boot. Booting may be from a system that is partially powered up
already. Booting may be from a system fully powered up, often called a warm boot or
reset. It is to be understood that the boot sequence involves acquiring additional
instructions and/or data as the result of a stimulus, such as a power switch, a reset button, a
received signal, ete. The acquisition of additional instructions and/or data may be from,

for example, a hard disk, a floppy disk, a network, flash memory, etc. The resuit of the
2



f,or exanple, a hard disk, a floppy disk, a network, flash rre&gy%,,;ﬁ_gt@@ The
result of the 2 2 1, sr: % 2005 WO 02/27471 PCT/ USQ / 30349 ot “I5t'0 és i's
to pl aceyhgysepput er based device in an operation node WhergsdiSoib
capabl e of receiving additional information and executing prograns. An
exanpl e would be the power up sequence of a personal conputer using a
W ndows oa&nﬁtdcag iStgplagnhecompiter Basdtlbelicd incqpepadaliGigmedsiiit islit 1S to be
understood that the term shutdown may, but is not limted to, controlling
a devi ce, caiblk 0MeciVing bdibtyhbERTdYaticrERl exlyngdrodram ) gA®Eanfpieesuld parti al |y
shutting down power, operating.on a different voltage, operating at a
di f f er ent pd the geneaIGip seqiieice ofta Berb@corbplidraBing 8 WiRy®isE Bpertinggtteprgnt that is
shutdown i s intended, anong other things, to reduce power consunption.
There ar eteyimkBuperapgispashes to reduci ng power consunption. Powering off
equi pnent when not in active use is one approach. Qher approaches involve
putting equi pMeRto béundadsioad that MABIrmBAUEEwWS inad, ®as is abCilimiédl o, cdhwolimgde, sl eep
node, hi bernation node, etc. Such approaches may invol ve turning off
portions Plevice] Jyeidint & sAbsyS@MYROMp el PSHORINE BE pdares) partiblisyshuixg dawd/ or t he
main system |owering supply voltages, altering clocking nechanisns, etc.
A machi nepdvRa dpbland' @it differest ONERY, 5pepihglata diffelefeqaameyee.hade s, f or
storing or transmtting information in a,formreadable by a nmachine (e.g.,
a conput edytemSubsyREd)pt Quipheniastis Srtddadalatenddds oy othelthidgsStor ead only
menory (ROM; random access nmenory (RAM; nmagnetic di sk storage nedia;
optical sheicagewe@hamptib@mSThet®re hymetews appRiactel eciedicig powept | cal ,
acoustical or other formof propagated signals (e.g., carrier waves,
i nfrared @hgingltisn. Pavedringbff egiigmahtsyheatnot ihactbeaise Biogtiagprdachl OUst rat es a
networ k environnent in which the techni ques described may be applied. As
shown, seipproathes ivplve puttisy/ajugnment in vahieusflowenpoiveddiges, weh as,1dl4 sibde,hr ough
104- M

steep mode, hibernation mode, etc. :Such approaches may involve turning off portions of

circuits or components, powering down subsystems and/or the main system, lowering
supply voltages, altering clocking mechanisms, etc.

A machine-rcadable medium is understood to include any mechanism for storing or
transmitting information in a form readable by a machine (e.g., a computer). For example, a
machine-readable medium in;:ludes read only memory (ROM); random accegs memory (RAM);
magnetic disk storage media; optical storage media; flash memory devices; electrical, optical,
acoustical or other form of propagated signals (e.g., carrier waves, infrared signals, digital
signals, etc.); etc.

Figure 1 illustrates a network environment in which the techniques described may be
applied. As shown, several computer systems in the form of M servers 104-1 through 104-M
and N clients 108-1 through 108-N are connected to cach other via a network, which may be,
for example, the Internet. Notc that alternatively the network 102 might be or include one or

more of: a Local Area Network (LAN), Wide Area Neiwork (WAN), satellite link, fiber
3 :



and N clients 108-1 through 108-N are connected to each ot herz Vi HIR ggﬁr
network, which nmay be, for exanple, the Internet. Note that alternatl\fely

t he net woyly 039774 ght be or include one or nore of. a LogalyAsgasiet work
(LAN), Wde Area Network. (WAN), satellite link, fiber 3 2 4 14AR 2UU5 WO

02/ 27471 PCT/USO / 30349 network, cable network, or a conbination of these

and/ or ot h@fwork, tiifle RBWBADoRNEhrRR@bAb Ukicse dRFET dhed TR Réthod BRY apfaraRp! i ed to
essentially any type of comruni cating neans or device whether 1ocal or

renpte, SlgedtriBed lerdiMMay Be ¥¥iiNed & EYHEISN dAY Sypedf BbrhilukiEdnng meahdrABRee € C.
Figure 2 illustrates a conventional personal conputer in block diagram

form whi GéhetiBYlocdOr Feidfee SRALAL LAN, 2fw ANYa Bftehfis O didtdrve istageer s shown
in Figure 1. The block diagramis a high I'evel conceptual representation

and nmay be i NPFRORM iAGktialks @ c¥eh@Indl REsoR@Y¥EmpaEr RYblock Alak Ao GHiEEGREYT €s.
Bus system 202 interconnects a Central Processing Unit (CPU) 204, Read

Only Menoiy redpRsiatRe B af3uTAR IR 85BseNRRBhYw RANburd @8 The bREIRGISardm@s 2 di SPI Ay
220, audi o, 222, keyboard 224, pointer 226, m scellaneous input/out put

(110 deviphtevéPncaihl repREEHilion ahd ARSbLBHMenbRRdlN S vaYS) mg@&r@ be for

exanpl e, one or nore of such buses as a system bus, Peripheéera nponent

| nt er conn@groué Bichitectuely ameagsiem 2D inkdcoiRéds 4 Aédnal Prab®kihg URR(DRITEN04 Sy St em

Interface (SCSI), Institute of Electrical and El ectroni cs Engi neers (| EEE)

standard Rreqi®kly MSbry A ORYSOE Randint AccEaMémdly 2RA MBS DeordeeSi1 0 Highiay |
multiple, or even a distributed conputing resource. The ROM 206 may be any

type of nom, yelig kb kepBIARS 224, phihe 226 MkcdIRngLO Bipa THEMIt ¢/OHEeRicas228N Rk
programuabl e, flash; etc. RAM 208 may be, for exanple, static, dynamc,

synchr onommioaiehy 2300 The by sygteyt 209 ay. Bator exem R, Onagemad&f suthpudke agpnpact
Disc(CD), Digital Versatile D sk (DVD), hard disks, optical disks, tape,
flash, mesgeen s, RkigheriGhaponan titetedmect ERCI), Advapded\GrapHicsPog fAGRY, Sniallr
exanpl e, a Cathode Ray Tube (CRT), Liquid Crystal D splay (LCD), a
-pr oj ect i oDosmipséreSysterhdhterfacei(0OSKH, Mtitute bLElIcAtchl an®BPRctronivg BagineersidBEPHONI C,
stereo, three dinensional sound card, etc. The keyboard 224 may be a.
standard number 1394 (Fire Wire), etc. The CPU 204 may be a single, multiple, oreven a
distributed computing resource. The ROM 206 may be any type of non-volatile memory, which
may be programmable such as, mask programmable, flash, etc. RAM 208 may be, for example,
stati¢, dynamic, synchronous, asynchronous, or any combination. Storage 210, may be
Compact Disc (CD), Digital Versatile Disk (DVD), hard disks, optical disks, tape, flash,
memory sticks, video re‘cordcrs, etc. Display 220 might be, for example, a Cathode Ray Tube
(CRT), Liquid Crystal Display (LCD), a projection system, Television (TV), etc. Audio 222
may be a monophonic, stereo, threc dimensional sound card, etc. The keyboard 224 may be a
keyboard, a musical keyboard, a keypad, a series of switches, etc. The pointer 226, may be, for
example, a mouse, a touchpad, a trackball, joystick, etc. I/0 devices 228, might be a voice
command input device, a thumbprint input device, a smart card slot, a Personal Compuier Card
(PC Card) interface, virtual reality accessories, etc.,-which may opticnally connect via an

input/output port 229 to other devices or systems. An example of a miscellaneous /O device
. . ,



keyboard, a nusical keyboard, a keypad, a series of sw tches lekg %@ﬁ
poi nter 226, may be, for exanple, a nouse, a touchpad, a tr%ckb %ﬁ,
joystickwgh&a7sh{ O devices 228, might be a voice commandd§ 889 ce, a
t hunbprint input device, a smart, card slot, a Personal Conputer Card (PC
Card) interface, virtual reality accessories, etc., which may optionally

connect Vbag @buld beRWEsRUL IRHEunRAS bigRAInteMace i(MED]) Y MeBIHOPOFHAREIS. AN
exanple of a m scellaneous 1/0O device 4 Z I R 2005 WO 02/ 27471

PCTI USOl / 3834&ing 48 thaoMlsalfst@mbhid) C 8bmhiific st dvidel 290 trdght bBtfBF Ham@lel bh DI )

card wth the 1/0 port 229 connecting to the nusical instrunent(s).

Comuni cakiieRe: sfayter@r o8l aPla ABkwoREL AN coRNRHINs S saillite ESNNELIRA 2 ReEtBPHEE f Or
| ocal area network (LAN) connections, ‘a satellite connection, a settop box

adapter, adap;eaiatmbna'ilshﬁ&ﬁsé?%ﬁnclfknaﬁL)(aaE)&L.), a dflaRisGhode, MebrikRfchal RRBRBNCA
conventional telephone nodem a direct tel ephone connection, a

Hybri d- Fi RghenfQafrebdEedhoROEUMBEL LR HARRLIGLFCIRMHF konneddich, B3tIEMBAdm,

connection port 232 may provide for any interconnection, as needed, between

a remote gevigLexafhl thfmelith pod 2L Mag PrbvideTEraa] inkddeonR&UioH s hiaéded vkl Ce
230. For example, the conmunications device 230 m ght be an Ethernet

adapter, NRhfof: de§ice GANEE bekyMbd 200 Birogh MMEGHInRRAI RN d&dee 2D, FoPExampdeIpl e,
an external DSL nodem Note'that dependi ng upon the actual. inplenentation

of a conPit esmmYKERBhs §dVite QOTREENChe &Y Btheitti@Xprdr\hitllR cBARted @ld the nOre,  or
a rearrangenent of conponents in the block diagram For exanple, a thin

client m amecgaqa?d}rs 93200, fr MaileesiSe sl DSR) Hoddmy iNoRe thitale pdridtigsipoh e
exanple, a traditional keyboard. Thus, many variations on the system of

Fi gure 2 RuQ1 nptdrhdataion Bef @ipuitd syaaeak theolpGiar 9stdm nedyiiedlide sbi; dll, idkqugh
| 08-N are effectively connected to web sites, application service

. Pprovi der Sor a5€¥af fenfbMRmpordi /i the bidch g fni. o tizapie, a tepchsenig by
servers, such as servers 104-1 through 104-M via the network 102. The web

-browser apdéiglof @tvielesoiapd haattvirahanake doranahply, artoadhiong) kepbdahk THusent s
108-1 through 108-N, while information generally resides on the servers
104- 1 t hriangvad&tibnd/on thesysems ef Figure 2 are possible.

Referring back to Figure 1, clients 108-1 through 108-N are effectively connected
to web sites, appii.cation service providers, search engines, and/or database resources
represented by servers, such as servers 104-1 through 104-M, via the network 102. The
web browser and/or other applications are generally running on the clients 108-1 through
108-N, while information generally resides on the servers 104-1 through $104-M. For ease
of explanation, a single client 108-1 will be considercd to illustrate 6nc embodiment of the
present techniques. It will be readily apparent that such techniques can be easily applied
to multiple clients. »

In Figure 1, the client 108-1 may be running 2 boot sequence that has the capability
to access the network. This capability would altow booting or any updates therets from a

server via the Internet and/or other network. A description of the method of updating or



of explanation, a single client 108-1 will be considered to §I4qﬁAqup50ne
enbodi nent of the present techniques. It will be readily apparent that such

techniqqggoggﬂqpe easily applied to nmultiple clients. | pcrhguisosle the
client 108-1 may be running a boot sequence that has the capability to

access the network. T his capability would all ow booting or any updates

theret o figsaMadon SQIhY Sdvisét Bodting chdd HE/be Haid icHoPfiecOishgfornmtunderkiandinglescri pti on
of the method of updating or 5 2 4 VAR 2005 WO 02/ 27471 PCT/ USO / 30359

instalIabr@gpggmammmhgaised booti ng code and/or data is not necessary for
an understanding of the present invention. The information required for

booting a devig€inf&HialoR®qRreBUBBostifA ddvitel iCh By £SOHstem, @B biessht My, but
is not limted to, enbodinent in the CPU 204, the ROM 206, the Storage

210, et Cinvdftich A but D héiindic @d) cAMYdimemsh fe CHU 20aithe ROMQDS6 Itheri ted to,
subsystem boot indicators, actual boot code and/or data for booting a

subsyst eRlorfk 210,481 THIOPR Informaf& AaH esnsisNGOMA s not Bihitek@Rbsystdnh e -
Conmmuni cati ons devi ce 230 which might be, for exanple, an Ethernet adapter

woul d al by iRhGEsS, at@aPooBedose i/ iRiadbibdoting h BfbeystEM, @ AdditRalh a
subsyst em boot i ndi cator and/or the boot code information may be retrieved.

A subsystemshPiirdigh, BHxandleNBe dohiMunfetid, deGiBE2IW whTEH Right bé, fier el ement s of
Figure 2. For exanple, Storage 210 may have a subsystemthat handl es how

data i s b@nlp, 84 BiiReheRaptcr @bl @N@H acchssdb @ n@ddrimberkinve infornitipst em t hat
handl es when to, for exanple, power down speakers. Communi cations device

230 may, sfcRhs £X5@HEP4em bbavRliatduhdysthe Bodt kade inforsatbninmylhacttrieyedi ndependent |y
of the main systemupon receiving a nessage. Figure 3 is a high Ievel block

di agram of ong seEh Qe MRNytbe Hut Ishet ket orlerv @fotd afibe cldnsuhsfiRgeaR boot
indicator is retrieved 302. Based on the subsystem boot indicator
retri evepbr3Q2nplef Stofagel2i0amiy e a ity han thaohindt howp dthés to bbsipstdemi 304. | f
the retrieved
retrieved. Audio 222 may have a subsystem that handles when to, for example, power
down speakers. Communications device 230 may, for example, have a subsystem that
needs to boot up independently of the main syslem upon receiving a message.
Figure 3 is a high level block diagram of one embodiment of the present invention.
A subsystem boot indicator is retrieved 302. Based on the subsystem boot indicator
retrieved 302, it is determined whether to boot up the subsystem 304. If the retrieved
subsystem boot indicator 302 does not indicate a boot of the subsystem, then other oplions
308 may be available. 1f a boot of the subsystem is indicated then information is
transferred to the subsystem 306.
The subsystem boot indicator may be, but is not limited to, a bit or bits ina
memory location; information stored remote to the subsystem, for example, a main system
or cven more remoie such as somewhere on an Internet web site; non-volatile storage,

such as a hard disk, DVD, flash, etc.; or something as simple as a jumper across pinsona

device. What is to be understood is that the subsystem boot indicator in whatever form
: 6 '



subsyst em boot i ndicator 302 does not indicate a boot of the gjmsyfg\qgeg@;ﬂﬁ
then other options 308 may be available. If a boot of the subsystem {%

i ndi cat eqyg deigpnformation is transferred to the subsysteridesesihe
subsystem boot indicator nay be, but is not limted to, a bit or bits in a
menory |l ocation; information stored renote to-the subsystem for exanple, a

mai N syst A wheFeveVIoEatdtiE Bn nBitdtich ot subS/steMIie vl whdtes /o rdquéstidrbdbt Wweb sit e;
non-vol atil e storage, such as a hard disk, DVD, flash, etc.; or sonething

as si npl eppafation) 14MRA%0 t3GE QRderdiodIha0Bingle aslewil aemuMbiiresosretOmBeinguieler st ood i s
that the subsystem boot indicator in whatever form6 2 4 MAR L WD 02/ 27471

PCT/ USOL/ iz @3HOsi@aslomhemaneabr draditfsts. Thaam, fondiamadlé, @powér doholfer sy St em boot
status and/or a requested boot operation. It is also to be understood that

si ngl e assyyeh|maSndlietas B e 128 QOE GdSystaRY bddd iHdidatdr, ak Wel) at M@y & ainls of the
i ndicator or indicators. That is, for exanple, a power controller in a

Syst em NMaysiM PrdckBoPSr dven & Rthold Aelt Rhe@ersubsyst em boot i ndi cator, as well
as nmay a nmain system processor or even a renote client or server. If the

retrieved subgpmt fikidve®bubsyiehing BEde indRQidr dOES0eh Abt indichiCalequalt todabas t 0 boot
up the subsystem 304, then other options 308 nmay be avail able. For

exanpl e, thd W ubS4ReY4CiHen BRSLoptioak By baRYaik6R! Ebiexamplel thatiteysérdi cati ng
that a previous boot attenpt was unsuccessful and that some corrective

acti on nmaodifdieR6hiyecbntai @ibr@ationi ifdidiink ke a prebiods kaenaueaipt e present
i nvention. A boot up process is started 402 during which a boot indicator

i s retri enadcckonhl arRaha o Edirebiie: defiod mayibk eqiimd. retrieved 404 information
is then transferred to the subsystem 406 after which the system is shut

down 408. Shufigdavwnis4R&hermmpodiniend of theqiresentindedort. 04 bahup praagssdown an entire
system a main system subsystens, etc. For exanple, after information is
t r ansf er sRded 902 diging wWhichatb@an indicator is retrieved 404. Based upon the boot indicator
- retrieved 404 information is then transferred to the subsystem 406 after which the system
is shut down 408.
Shut down 408, may but is not limited to, shutting down an entire system, a2 main
system, subsystems, etc. For example, after information is transferred to the subsystem
406, the shutdown 408 may involve shutting down the main system and keeping a
subsystem still active and alive. Thus, a subsyste;n may, for example, be prﬁccssing
information and operating while the sequence as illustrated in Figure 4 is being performed.
An cxarﬁplc of such an embodiment might be, but is not limited to, a main system
processor, such as a Pentium® processor, starting to boot up, then retrieving a boot
indicator from, for example, a flash memory location in a firmware hub, then based on this
transferring information to a subsystem memory, and then shutting the main system down.
The transferririg of information in such a s&stem by the main system processor may be
needed because of the inability of a subsystem resource to directly access the information

initially. That is, the main system processor may only be able to access the information
. 7 ‘



406, the shutdown 408 may involve shutting down the main systenapdpkemgi ng
a subsystemstill active and alive. Thus, a subsystem may, for exarrpfé’, be

processi gy gi/lyer mat i on and operating while the sequence gerikdetivated in
Figure 4 is being performed. An exanple of such an enbodi ment m ght be, but

is not limted to, a main system processor, such as a Pentiun(r)

pr ocessor ynt# sadhttinigastiois lnandferted to thia @bsysedni,iafvit wigicla btdysterh rdowrad may f rom for
exanple, a flash nmenory location in a firmvare hub, then based on this

t r ansf er r havg atdzbOralairhanively Gome StHas yStedresvRie) of evétle bltepstiah itédif mgy t he nmai n
system down. The transferring of information in such a systemby the main
syst em prgeRHs Oie tranyfebrihgd @dGchakiene Qidh thaDthe bltRystenabad dctass afthe subsystem
resource to directly access the information initially. That is, the main
syst em priafemandn dunlyig @8 byotlap. abl e to access the information 7 05 2 4 MAR
2005 WO 02/ 27371 PCT/US01/ 30339 until such time as it is transferred to the
subsystem af tShiuingideRn theSydiay 129 RAVe @R PUWEECONRYNptidAV Porddx8MPBI8, the

Al ternatively, sone other systemresource, or even the subsystemitself nmay

per f or m thigin kystens ptessorgubifhg i Bba upwial ans$erdifoiniaion thesubgiasyns il theias access
to the information during its boot up. Shutting down the system may save on

power Corhinpeifdown FPhe Q6aERhE still feverdtRipImay Sike BephOgEAolUr i Nng a boot up
may transfer information to a subsystemand then shut itself down. The

subsyst emransieiréd bypheaia@tprogessomybdoh@n Thdds dyepdwidr asisainpath miy bsf er.red by
the main processor to boot up. In this way power consunption nmay be
reduced. réducsédoul d be noted, that in the exanples above, the main processor
transfers the information w thout the need for the nmain processor to | oad

an operating $yshbedbe aoted, tizes jn thy\Exaghples Gbgvepthe niainlpeddelsor transfers the
information without the need for the main processor to load an operating system, such as,
Windows® or Linux®. .

Figure 5 is a more detailed flow diagram of an embodiment of the present
invention. A subsystem boot indicator is retrieved 502. Based on the subsystem boot
indicator retrieved 502, itis determined whether to boot up the subsystem 504. If the
retrieved subsystem boot indicator 502 does not indicate a boot of the subsystem, then
other options 508 may be available. If a boot of the subsysfem is indicatt;.d then
information is retrieved from a main storage system 506, and then transferred and stored to
the subsystem 510. The subsystem then boots using this transferred information 512.

Thé main system storage may be, but is not limited to, hard disk storage, DVD,
CD, ROM, flash, etc. Likewise, the storing of the transferred information may be, but is
not limited to, another hard disk, a writeable device, RAM, flash, etc.

Figure § illusirates one system architecture for embodiment of the present
invention. Controller 602 is coupled to: Main system 610 via link 604; Subsystem 618

via link 608; and Subsystem boot indicator 624-via link 606. Main system 610 is
, o .



Figure 5 is a nore detailed flow di agram of an enbodi nent of tzhp [?%@Sz%lﬂg
i nvention. A subsystem boot indicator is retrieved 502. Based“oh ‘t'he

subsyst eigappby7;i ndicator retrieved 502, it is determ negcHigohessss 0 boot
up the subsystem 504. If the retrieved subsystem boot indicator 502 does

not indicate a boot of the subsystem then other options 508 may be

avai | abl exdditibnallylkoastedto Nikia sftdns 5t6dagas li43id Itk €i2tand SubygRemiong oam@ki on i s
retrieved froma main storage system 506, and then transferred and stored

to the s1bsyetseied 508 isBaeitioadly ol tbSabsybemt stortigd 619 viahlink 620.ansf er r ed
information 512. The main system storage nmay be, but is not limted to,

hard di sk st ona@RamplYf ondPdssiltEModé bBgbratien for thd dechldeqtre ak Bwatipr i ng of the
transferred information may be, but is not limted to, another hard di sk,

a w it ealfigirclesiag GolloRAMInifiAlBS MaintlyStem Bil @ bi¥dEMQini sybterd Sloddpe 510812 System
architecture for enbodi nent of the present invention. Controller 602 is

coupl ed tpawedVBidbws YSoRAOIBLED tedkives B korfdriicabeR SSKinkro08 TiBm Subsysternk 608; and
Subsyst em boot indicator 624 via |link 606. Main system610 is 8 2 /1 MAR

2005 WO @24 Zqdestind (hdl $866)5teh) 8¥6dbesddictl] Qb@tdl¢r 60RhLREkaininebien Syst em st or age
614 via link 612 and Subsystem 618 via |link 616. Subsystem 618 is

addi t i onglbsystebpbEditRoBHASHSIiKH08 IOdedg ifedBe Wb stalub kA GBMingAataxanpl e of
one possi bl e node of operation for-the architecture as shown in Figure 6

is as f obb&wsthelSabdysiil 618 iMaiba peyfsied) CobtroRarcb oAy tsanoest i Maiage 614 are
power ed down. Controller 602 receives a conmunication via link 608 from
Subsyst egysteml 81 0ramed Wi by3geni hiadpgcSitlas Yahwestleb 482 ey banhadcatéGantiniobdser 602 t hen
exanm nes the Subsystem boot indicator 624 via |ink 606 to determ ne the
boot st atH¢subspasm bogndibaidr 624 shhanto thé MahesySitbss/idtdaringitSbdosugi grobss.per f or med,
Controller 602 may then power up Main system 610 and Main system storage
614. ConBaslloftheGUBsysam wonindinatcrai2d the Mainispitert @40 miah thes adrssssbelrinoot
i ndi cator 624 status to the Main system 610 during its boot up process.

system storage 614 via link 612, retrieve information and transfer this information via link

616 to Subsystem 618 and via link 620 store it in the Subsystem storage 622. After the

transfer of the information is complete, the Controller 602 may power down the Main

system 610 and the Main system storage 614. The Subsystem 618 may then proceed to

boot up using the information transferred and now stored in Subsystem storage 622.

After the Main system 610 determines that it is to transfer information to the

Subsystem storage 622, it may be necessary for a processor in the Main system 610 to

fetch instructions on how to perform this operation. These instructions may be

communicated from a variety of sources, for example, the Main system storage 614, the

Subsystem storage 622, the Controller 602, a remote server, etc.

Another example of a possible mode of operation for the architecture as shown in
Figure 6 would be to allow the Subsystem 618 to access via link 616 and link 612 directly

to the Main system storage 614. In this scenario, the Subsystem 618 may effect the

wransfer of information from the Main system storage 614 to the Subsystem storage 622
. 9 .



Based on the subsystem boot indicator 624 the Main system 61D 4mayid e,
access the Main systemstorage 614 via link 612, retrieve information and
transfer wihogzuff ormation via link 616 to Subsystem 618 pgthuNdimokionk 620
store it in the Subsystem storage 622. After the transfer of the
information is conplete, the Controller 602 may power down the Main system
610 and t fachelviban the\\diR By ssdno b BDeTeodrE the fhens Bu bsdistuesed g8 iowsly. Ohen proceed to
boot up using the information transferred and now stored in Subsystem

st or age 6gdledAh tiRrarttvAd réddighiz6 \hat eanyaiidr aslebieciiredand vinddtiond ark possiblet r ansf er
information to the Subsystem storage 622, it may be necessary for a
processor in thgurdRiillusyes aioued Oystem ardhitbabreifovsdnibodinkeanst theiplagnt t 0 per f orm
this operation. These instructions may be comunicated froma variety of
sour ces, indéntion.aAost cehiidl phite Ring )it CONHIOL dgRupitd viatllnk 70Swhsyeham st or age
622, the Controller 602, a renpte server, etc. Another exanple of a

possi bl e ¢oadeli@hulppaCHl 700 TirMCHE0aksGRbSleL Vil liak 365 Shawput/Butpkti gure 6 woul d
be.to allow the Subsystem 618 to access via link 616 and |link 612 directly

. to the MadoatrShes he{IEH) 708 €TIELEH 106 it foupled aeniard Aisk the: BIDBYRDeMH18 nay
effect the transfer of information fromthe Main system storage 614 to the
Subsyst enmegated geivéactfbnd (IDER 7001AR/ hé4BE 7TBECTsbERIpl30R4Mtonainbey t han t he

Mai n system 610 effecting the transfer as discussed previously. One
ski |l | ed isbiysemant iiheHDR oY N ed CHITES isatsvycoaplbdto the ahbiogaiusir es and
variations are possible. Figure 7 illustrates another systemarchitecture
for enbodubmeemdi4 viaca piiasanierial bug €USB)OH 3 libkhadditiosalyrtiad IQM Tvdssi ng uni t
(CPU) 702 is coupled via link 703 to a nenory controller hub (MCH) 704.
The MCH #@dpledvis algd pih coum (LPAK7070mk twancmberdgadt coowdipu(EC)C8La ol | er hub
(ICH) 706. The ICH 706 is coupled to a hard disk drive (HDD) 710 via an
i nt egr at damekarevmb €F Wet)r70 ) and ti{el dbloponi@B shbsyhtem Thé. ThEaul@@mealso coupl es the
aut onomous subsystem 714 to the HDD 710. The ICH 706 is al so coupled to
t he aut oroctmystem 714 is coupled to the EC 708 via a system management bus (SMB) 721, The

autonomous subsystem 714 is coupled to synchronous dynamic random access memory

(SDRAM) via link 723. The autonomous subsystem 714 is coupled to a flash electrically

programmable read only memory (FEPROM) 716 via link 715. 1t should be noted that the

FEPROM 716 has some memory locations that are used for host boot support 718 and

storage of data in a data area 720.

One possible embodiment of the invention in reference Lo Figure 7 is as follows.

The EC 708 enablcs power to the autonomous subsystem 714, which then examines the

data area 720 within the FEPROM 716 to determine if a boot is required. 1f a boot is

required, then the autonomous stbsystem 714 informs the EC 708 over the SMB 721 that

a boot is required. At this point, the EC 708 may use either the host CPU 702 to effect a

iransfer of information {denoted as slave mode) or the autonomous subsystem 714 to

effect the transfer of information (denotcd as master mode).
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subsystem 714 via a universal serial bus (USB) 713 link. Addit 2 onal.ly
ICH 706 is coupled via a low pin count (LPC) 707 link to an fti‘e?'d’b
control | gfg §4H2471/08, a firmmare hub (FWH) 712, and the aia'mj@mnmg
subsystem 714. The autononobus subsystem 714 is coupled to the EC 708 via a
syst em managenent bus (SMB) 721. The autononous subsystem 714 is coupl ed

t 0 synchr onousif ¢heiei CPU 20000 Dkedac efft thie traxsyer of bbkATion ii.e sfavakod®3. The

aut ononous subsystem 714 is coupled to a flash electrically programmable

read onl yHeRMREC {0EEREPwver 16 the ldsl CrKk 7021 the MCHS00uhel It 7060tked t hat t he
FEPROM 716 has some nenory |ocations that are used for host boot support

718 and  giteHon@as Sibsgidnd 747 i FEPROMU Baindlading Bedopdsst sopworeTiBotie ment  of t he
invention in reference to Figure 7 is as follows. The EC 708 enabl es power

to the autpOoEDYSe ESBIYSLRMDELZDI; mai v inkk 208, 985 @55. t The hostalPA) Z02ea 720
within the FEPROM 716 to determine if a boot is required. If a boot is

requi r ed, mhj@en b8 GeciettOR.LIMHSEUD Htdbst odkdppant TIBNS fetdhandt@e @S over the SMB
721 that a boot is required. At this point, the EC 708 may use either the

host CPU #{¥Zordfta@hfheaiio affccttharmsméro@fnfarmhmmnccaur(:de.mmaﬂnasofamve node)
or the autononous subsystem 714 to effect the transfer of information

(denot ed @forBddrBhayBRBIL.is A& likfhed to, for exanipie, theRiBDA26, MFEEROMATS,
PCT/ USO / 30349 If the host CPU 702 is used to effect the transfer of

i nf or mat i @8 FWH 212, #leBBDRANMARY, a reMor clidne oRErvéq@tarefhupaheiosu@PU 702 host CPU
702; the MCH 704; the ICH 706; the autononous subsystem 714; the FEPROM

716 i ncl ughyerdche rid T obia@drmatigh) (o exaripls, frolwahe HBO T (HelSORIBB 7243 t he | DE
709; and the links 703, 705, and 715. The host CPU 702 may then be
vect or ed [t ist6be dhdeeéctid)ar by sddechodbr degviaticrugndabdir rEgRctive lings whuliinst r uct i ons
and/or data on how to effect the transfer of information. The source or
dest i nat i faad @f belgddvered up sufficiently to operate properly. After the transfer is complete, the

EC 708 may power down the host CPU 702, the MCH 704, the ICH 706, the links 703 and

705, the LPC 707, the USB 713, and the IDE 709. The EC 708 may then communicate to

the autonomous subsystem 714 via, for example, the SMB 721, to boot using the

information transferred to the SDRAM 724.

In a similar fashion, if the autonomous subsystem 714 resources are used to effect

th'e transfer of information, i.e. master-mode, then the EC 708 may power up the HDD

710, the [DE 709, the autonomous subsystem 714; the FEPROM 716, the SDRAM 724,

and the links 715 and 723. The autonomous subsystem 714 may then be instructed by the

EC 708 via SMB 721 to fetch instructions and/or data from the FEPROM 716 on how to

effect the transfer of information. The source or destination of the information may be,

but is not limited to, for example, the HDD 710, the FEPROM 716, the FWH 712, the

SDRAM 724, a remoie client or server, etc. Thus, the auionomous subsystem 714

resources may effect a transfer of information, for example, from the HDD 7]0- to the

SDRAM 724. After the transfer is complete, the EC 708 may power down the HDD 710,
' t '



information may be, but is not limted to, for exanple, the HOD 710,. ?Eﬁ
FEPROM 716, the FWH 712, the SDRAM 724, a rempte client or sef eriiegdls
Thus, thgd@wshs(fPU 702 may effect a transfer of infornmatdcanysoli@dzsexanpl e,
fromthe HDD 710 to the SDRAM 724. It is to be understood that any source
and/ or destination and their respective links would need to be powered up
suf f i ci enthk YDE G0Qped akethen omemlyicatéddol tee altdrenionandbwrem 3ldoonpbet-e, the EC
708 may power down the host CPU 702, the MCH 704, the ICH 706, the |inks
703 and eMAmple} the SMIEC7MN06 bdohesing3Be inf@madentirdnbferrédio tHROSDRAM7HC 708 may

t hen communi cate to the autononobus subsystem 714 via, for exanple, the SVB
721, to boot URikhifustrited ernbddomens ofake prensihemiiotlare o bduindoisiddWay24. I n a
simlar fashion, if the autononobus subsystem 714 resources are used to
effect tdpplicabkns b @lurdifty bfubsyaRinis ®iithini a singlavamloe distrivied syhien ot he EC 708 nay
power up the HDD 710, the IDE 709, the autononous subsystem 714; the
FEPROM 7 1§steinheF dolekiipld, 24 a singledystdis, thdréimay Bl osibsyktes?Bandiigutinp@pnous
subsystem 714 nay then be instructed by the EC 708 via SMB 721 to fetch

i nst ruct i fesws forREndyle, dddegbdard) mhilb &t thRREMmeGother Sabyystet is Birddtiag, fome transfer
of information. The source or destination of the information may be, but
IS not | ieXhiple, thOtrardstiissioN andteeeptioh of &dDDvid 3 OviretehelifkERREBN qldd to t he FWH 712,
the SDRAM 724, a renote client or server, etc. Thus, the autononous

. subsyst ertodskéve poesotticeaaritm\subdviteas may be povediep oo hind tdotingrap eahthed or exanpl e,
fromthe HDD 710 to the SDRAM 724. After the transfer is conplete, the EC
708 may poweringkinam dsivehidobuslil OFor kkanile, @ e pbbdrdllsuBsydtemviidy gt@b up only

“PCT/ USO / 30349 the I DE 709, and nmmy then communicate to the aut ononbus
subsyst envhéi 4 key & beingactivaed anghinay pbdvne dBIVB betRken keystoakes. Sisiilagy,tahe
information transferred to the SDRAM 724. The il lustrated enbodi nents of

t he pr eseathmiunicatitns eubsgstean tnay baly podenptvaed tmssmission or reception is

necessary.
Thus, a method and apparatus for booting the operating environment of a
subsystem without involvement of the main operating system have been described.
Although the present inveation has been described with r‘efcrcnce to specific exemplary
embodiments, it will be evident that various modifications and changés may be made to
these embodiments without departing from the broader spirit and scope of the invention as
set forth in the claims. Accordingly, the specification and drawings are to be regarded in

an illustrative rather than a restrictive sense.
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applicable to a plurality of subsystenms within a single and/oqg%i%hﬁibu&ed
systemor systens. For exanple, in a single system there may be 4 i
‘subsystem handl i ng user input, fromfor exanple, a keyboard, while at the
sanme time another subsystemis handling, for exanple, the transm ssion and
reception of data via a wireless Ilink. In the quest to conserve power

t hese various subsystens may be powering on and booting up and then
poweri ng down asynchronously. For exanple, a keyboard subsystem nmay power
up only when a key is being activated and may power down between
keystﬁpﬁﬁqsdghghhgrly, a conmuni cations subsystem may only power up when
transm ssion or reception is necessary. Thus, a nmethod and apparatus for
booting th perat | environment of a subsystem w thout invol venent of
the main oge*gé‘ﬁtﬁ‘gl@g??@m&m@%mca@ﬁeﬁmsed. Al t hough the present

i nvention has been described with reference to specific exenplary

enbodi nEReving & sylisystempdoetindieator;t hat vari ous nodifications and changes may
be made to these enbodi ments without departing fromthe broader spirit and

scope ofratsfiering irtfoin2idn 36 thesBbsyshd bastdlod 1 sGbFih: bd%ffr}%&itd}géﬁﬁ’ the
specification and drawings are’to be regarded in an illTustrative rather

bha B fanfiifd tndhfisfon 1 Ihehukihan WIRkohAeCW AT Suldyemun or 400, 0"

booti ng a subsystem conprising: “retriteving a su #ndi cator;

tran [ ] i 0 _the subsystem based on, t he sulsystem boot
i ndi ?giﬁ{cl)ro b &gﬁgé]g}%éaﬁ?itsl é(girglra i“nsagt[eﬁle”‘?lﬁa%‘ﬁf%wgwfeaﬂm GBEPEREmM i s perfor med
W t hog%t invol venent of a main operating system the main system i ncl uding

the & §I§'Stem and the operating system 2. The nethod according to claim

1, wherein the subsystem boot indicator is
2. The method according to claim 1, wherein the subsystem boot indicator is

located in a non-volatile storage device,

3. The method according'to claim 2, wherein the non-volatile storage device is

located within the subsystem.

4. The method according to claim 1, wherein transferring information to the
subsystem is performed over a bus whose width is less than that of the main system.

5. The method according to claim 1, wherein transferring information to the
subsystem is performed over a communication link whose bandwidth is less than that of
the main system.

6. The method according to claim 1, wherein transferring information to the
sﬁbsystem is transferring information to a memory accessible by the subsystem.

7. A method comprising:
starting a boot up of a system, the system including a subsystem and a main operating
system,
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| ocated in a non-volatile storage device. 3. The met hod accorﬁiéng.fmngggai m
2, wherein the non-volatile storage device is located within the

- subsystem 4. The nethod according to claim1, wherein transferring
information to the subsystemis perforned over a bus whose width is less
than that of the main system 5. The nethod according to claim11, wherein
transferring information to the subsystemis perfornmed over a communi cation

li nk whosesforing\lhdihatich ih@ssssitiéty thd sibsPdtem td@ IdtRIidh S6E4sHIe bPtheThe met hod
according to claim1l, wherein transferring information to the subsystemis

transglﬁfs%t@xﬁ_biaggdqpﬁﬁttﬁeodbo'iﬂld‘f’cagﬁ,”@fdy accessi bl e by the subsystem 7. A

nmet hod conprising: starting a ot up of a system the systemincluding a
subsyst nd. a in eratin system .13 2 1t 'Mot? 2885 transferring

i nf or m?‘}r{}(ﬁ"%%&&n@&g}’%&%ﬁ r?ﬁ]@r%%%g?/? térr‘ﬁSLYBteﬁlﬁ%g%SWgﬁm essible by the
subsystem based upon the boot indicator; and shutting down the system

bef org mu#hiaﬁart?ﬂ@ﬁa@utmg- system for the systemhas substantially started
executing. 8. The nmethod according to claim?7, wherein shutting down the
syst em doe% Thetmetsdildccomling tbleirimul syhstedmshultingTdvevnnthe bystemdoewrditng to cl aim
7, wherein the location is a nenory |ocation. 10. A machi ne-readabl e

nmedi wﬁuh@awrngle%h‘sgyg@ni hereon instruction, which when executed by a
processor, causes said processor to performthe following: retrieve a

subsyst em¢Iqg nicARidCRbRiingth ASh S WhBleR MB1dARor B AnsHBSYSLALDased on the
subsyst em boot 1 ndicator, “and
10. A machine-readable medium having stored thereon instruction, which when
executed by a processor, causes said processor to perform the following:
retrieve a subsystem boot indicator;
transfer information to a subsystem based on the subsystem boot indicator; and
transfer the information to the subsystem is performed without involvement of a main
system operating system, the main system including the subsystem and the operating
system. A

11. The machine-readable medium according to claim 10, wherein transferring the
information to a subsystem comprises transferring the information to a storage accessible
by the subsystem.

12. The machine-readable medium according to claim 10, wherein retrieving the
subsystem boot indicator is retrieving the subsystem boot indicator from a non-volatile
storage device.

13. An apparatus from booting a subsystem, comprising:

means for retrieving a subsystem boot indicator;
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transfer the information to the subsystemis performed w thout. involvemrent
of a main systemoperating system the main systemincluding tH *Ekég%%/stem
- and the operating system 11. The nachi ne-readabl e medi um according to
claim 10, wherein transferring the: information to a subsystem conpri ses
transferring the information to a storage accessible by the subsystem 12.
The machi ne-readabl e medi um according to claim 10, wherein retrieving the
subsyst gfealORE détefhiGibgdronh thelretricy &Viubgystdhe bssthndisdtenivixabér tb peifedi or from a
non-vol atile storage device. 13. An apparatus from booting a subsystem
conprj §hdl9ang Means for retrieving a subsystem boot indicator; 14 "1/} LEi

5 nmeans for determining fromthe retrieved subsystem boot indicator

whet her_to rform .a boot; d s f.or .perform ng.a requested boot

wi t hout ERGPL RSN dissred opk P ahout g ieinent ofy BRI i n syst em

i ncluding the subsystem and the operating system 14. The apparatus of

cl ai PERtingsystemnthgwmair systam pehding e gubsysted sad thePnsting s¥8eBr i ses: neans
for allowing a subsystem access to a nain system storage; neans for
retrievi ngid. fhe apgaratosiof claim 14 evhesimneysst fonperfaminges requesiesbdodr

transferring the retrieved information to the subsystem neans for storing
the tdonipeis@yired information in a |ocation accessible by the subsystem and
means for booting the subsystemfromthe stored information in the |ocation

accessipl g W MGt LSWIFEh access to a main system storage;

means for retrieving information from the main system storage;
means for transferring the retrieved information to the subsystem;
means for storing the transferred information in a location accessible by the
subsystem; and
means for booting the subsystem from the stored information in the location
accessible by the subsystem.
15. The apparatus of claim 13, wherein means for performing a requested boot
comprises:
means for allowing a main system access to a main system storage;
means for retrieving information from the main system storage;
means for transferring the retrieving information to the subsystem;
means for storing thé transferred information in a Jocation accessible by the
subsystem; and
means for booting the subsystem from the stored information in the location
accessible by the subsystem.
16. A computer based system comprising:
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15. The apparatus of claim 13, wherein nmeans for perform ng BT enre shd
boot conprises: neans for allowing a main system access to a nmaln system
- storage; neans for retrieving information fromthe main system storage;
means for transferring the retrieving information to the subsystem neans
for storing the transferred information in a | ocation accessible by the
subsystem and neans for booting the subsystemfromthe stored infornmation
inthe |lo i esg] ed system
conpri sian%&fggc@WA%B%}%agg%%‘%}%’ Z%/é?ﬁ %ﬁﬁn%gnﬁ%rﬁ@l?ﬁ?é?%%ée evice, the
mai n SésSt emincluding a main operating system subsystemwth a second
st or af ¢Byvi ce of the main system subsystem boot indicator; and boot
tip controller to access the subsystem boot indicator and initiate a

boot i ng ashibsystem with g yecondstozagedevise af thesnainy B¥Yetiem boot i ndi cator, wherein
the booting of the subsystemincludes retrieving information fromthe
first stuenbustetEbdot trdidactbrf samnsferring the retrieved information to the
second storage device, wherein the retrieving and transferring are to be

per f or MegloSBSEomtbolIE th¥cdis %ﬁ@a&@sw RIS EE ilidBaBbodidlfotife of the

mai n operatirig system 17. e conputer based system according to claim 16,

mein f I7." The ‘comut e | g to clain
ottt BpstRRBaienmoh fd wBYEH bl DS RaBRty FERSRUASAE SUSt S ¢ Sour ce.

16 . .
subsystem includes retrieving information from the first storage device and transferring

the retrieved information to the second storage device, wherein the retrieving and
transferning are to be performed substantially by a main system resource without the use
of the main operating system.

17. The computer based system according to claim 16, wherein means for
retrieving information and means for transferring the retrieved information is

substantially performed by a subsystem resource.
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