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20 protocols. An interface point on the packet telephony network is utilized to
exchange information with an applications computer for the purpose of

making routing decisions, performing load balancing, etc.

BACKGROUND OF THE INVENTION
25 Telephony over packet networks, particularly over wide area networks

such as the Internet, has received considerable attention recentiy.

Specifically, it is now possible to route voice, data, and video over data
networks such as the Internet, and long distance telephone calls may now be
30  routinely routed over the Intemet. The transmission of such information
streams over packet switched networks such as the Internet can be more cost
efficient than traditional telephony, which requires a dedicated circuit between

the calling and called party.
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call controf; call setup, call termination, and other similar techniques known to

those in the packet network telephony art.

The H.323 standard defines a functional entity called a gatekeeper.
20  The gatekeeper handles network functions such as bandwidth control, zone
management, address translation, and admissions control for a designated

set of network terminals.

The gatekeeper function provides services analogous to the call
25 processing function within a private branch exchange (PBX) in conventional
telephony. In traditional telephony, CTI features are provided by creating an
interface between external application software and the call processing
function within the PBX. By contrast, in the known packet network telephony
art, interfaces to the gatekeeper are only defined from other gatekeepers, end

30 points, and other network entities.

A second protocol for performing packet telephony control functions is
the Session Initiation Protocol (SiP) defined by IETF RFC 2543. Like H.323,
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BRIEF DESCRIPTION OF THE DRAWING
Figure 1 shows a conceptual overview of an exemplary embodiment of

the present invention as incorporated into a packet network telephony

20 system;

Figure 2 shows exemplary message flow between system elements
during the establishment of an inbound call that is detected by an external
software application using the packet network telephony system as enhanced

25 and extended by the present invention, and the H.323 protocol;

Figure 3 shows an exemplary message flow diagram utilizing the
invention to establish an outbound call requested by an external software
application in a similar environment;

30
Figure 4 shows a signal diagram of a direct connection from a calling

terminal to a called terminal using the Session Initiation Protocol (SIP),;




WO 03/077.522 PCT/US03/ 01197 Figure 5 shows two different enbodi ments of
an SIP inplenentation in a network; Figure 6 shows a signal diagram using
proxy se 39784 the SIP 5 prot ocol ; Fi gure 7 depicts g" g

tel ephony integration (CTlI) applications _conputer jnterfacin

net wor k i npl errg’ngmr@gﬁ shews o Eiffriest snibiegiments &f sy S %H‘ﬁ”&ﬁ'ﬂﬁ?%w or an
exenpl ary enbodinent of the invention; Figure 9 shows a flowchart of a

net hod for® F‘ﬁtﬁﬁ‘lé nting call routing in accordance with an exenplary
enbodi nent of the present invention; and i5 Figure 10 is a flow chart of an
exenplary inplenentation of the present |nvention. DETAI QEDSRESCRI PTI ON OF
THE PREFERRED HEN@OBI f/ENTWE@ sagﬂelﬁﬁ@@@n USHIGHORY PEIVEERPBY accor dance

with the RIe invention that relates to a packet network tel ephony call
proces§| nd) @W e (e.g.; an H 323 gatekeeper, a SIP proxy server, and/or a
‘pass-through” server) that is arranged to interface with a plurality of

external call processing applications pro r.ans that@gﬁg be .l cat ed on one
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that inter? par s corrput er fromthe packet
t el ephony environment. As epr ai ned beI ow, in a SIP situation, this CTI

interface may be, for exanple, the o] ver or_ "pass thr server,
and | Rot he 1L 3350w POANBANCIRSIIETEIAgsaT ok #nS3e P B, eTBPALTaT, he
gatekeeper Hha rﬁféﬁ%ﬂance with the teachings of the present invention, a

cal | proceSS| ng application conputer is connected via a data network to a
CTlI 4 WD 03/077522 PCT/ US03 /01197

Figure 9 shows a flowchart of a method for implementing call routing in
accordance with an exemplary embodiment of the present invention; and
15
| Figure 10 is a flow chart of an exemplary implementation of the present

invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

20 A technical advance is achieved in accordance with the present
invention that relates to a packet network telephony call processing device
(e.g.; an H.323 gatekeeper, a SIP proxy server, and/or a “pass-through”
server) that is arranged to interface with a plurality of external call processing
applications programs that may be located on one or more remote computers.

25 Regardless of the protocol utilized, we term herein as the CTl interface the
server or computer and associated software that interfaces to the third party

applications computer from the packet telephony environment. As explained
below, in a SIP situation, this CT! interface may be, for example, the proxy

server or “pass through” server, and in the H.323 environment, such CTI

a0 interface is preferably the gatekeeper.

In accordance with the teachings of the present invention, a call

processing application computer is connected via a data network to a CTI
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0 interface, and these two entities exchange nmessages in the manner

specifie I nvention. The CTI interface may be | o I r renotely
| ocat ed %Q[ Oﬁgggpect to either of the endpoint term nal gj?‘JtTﬁ%/Stog’Wllgf

articipate in the |1, ,or w.th respect to the appli lon ter. 5
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det er m ni pgplibRicHsdEnSlitet ahE pacRét SwittherefsshopRi dinneztigny ard setsupt her
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be an i ndibetween vadeys siminplsprothasdisdes, e ¢ EbinterfagencomAvEEaies with t he

SIP t . addi 1] ; i . - i ,
ver f o o e ol BopliBh. TR Ol AP Buc fiRetalhrd o user o
(defined babeal cantroMfurictions renuifeel Isethd templites édlbphomyrapelivatioad by such

proxi es, and plural other enhanced functions degcri bed Dbel ow, Were
i mpl enent &eRidipg asotherapplisetion computase. &ntaamlesl Ok FRRSGI THBREONS INtlidenr esent

I nvention : | L er .| o] all routing
servi ces. eﬁé@@shlgggcd@%gﬁg;a?@%%t frﬁlhgfleﬁltéﬁdl f’%‘z“‘é'%flﬁ.cé%egg‘%@ﬁ@gbr exanpl e
for pur posesodftingte apaicatonobyputsl with ory camoresspecificliecalipt ekeeper to be

\C,??P qut eﬁ[ég?ggr%ghééﬁﬁls fo? amloln?tgriﬁarz}r%a’ cé)nrtrol,v éétteprﬁgningn%ﬁ%bs%ie (-)rfh cealfser m

at a given end point, and various other functions. For purposes herein, an
endpoint may be a user terminal or may be an individual port on an SIP

enabled device.

20 In connection with the SIP protdcol, additional functions such as
keeping track of mobile users, performing DNS mapping, interfacing with
redirect and proxy servers (defined below) and monitoring the results of calls
implemented by such proxies, and plural other enhanced functions described
below, are implemenied.

25

In a still further enhanced embodiment of the present invention, the
applications computer is utilized to perform call routing services. More
specifically, and utilizing the H.323 gatekeeper example for purposes of
explanation only, calls may arrive at the gatekeeper to be completed {o a

3¢ ‘“virtual” called party, or “virtual” number. The term virtual number as used
herein means a called number that does not correspond to a called terminal,
but which will be translated to one or more actual called numbers

corresponding to physical terminals by an applications computer.
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herein means a cal |l ed nunber that does not correspond to a called termnal,
but which will be translated to one or nore actual called nunbers

corr espoMdd b0 E2physi cal terminals by an applications cdifpibB/IBRWO

03/ 077522 PCT/ US03/01197 1In accordance with the invention, the gatekeeper
receiving the call contacts the applications conmputer, which executes an

I ithmthat  det ' t 0. Wwh h | 1_.sh d t ed.
Such &l gor1 ¢ hm WeCCOrRRIIAED e THaRoR iR Ao Oy e o
cal | rout | pgyohQale daliankiornbiler, ReRGxXcautcssh albrithiitha nvent | on

| eaves the decision. rega got ich final termnal the call is actually
routed up teterminesappihaatthersll cboplst astualBuke reutedr rHGeABATHIR Hdes

flexibility in that a cystoner change.t he termpal to which a
call is rolﬂcwebﬁlslﬁﬁ%r&fPﬂbgd%Cfﬂtﬁ‘g‘éﬁ'BY"r @ﬁ%’it%‘?f“s"ﬁg#pﬁ’t%é'bar Baad of havi ng
to change B?Ea}‘\%é éﬁﬂ%‘a@@d?@xﬁ’t’ir@et&' dHeSindehlioRiavat eise aiecizicrr vi ew of the
i nterconnection of the gatekeeper conputer 102 with the applications

conput er 1ARjeadingtdiwitch Bnalterminehtite cajkis gictually rpHiasbwp @ MRnt i on and

utilizing the H, 323 standards and 25 term

i nt er conne@PPIEALICHE CARPMSET S’b’ﬁﬁlﬁne?”ﬂ'@fmgﬂ@%ﬁ@ﬁgg{fﬁg@@ﬁ?ﬁﬁ%d by the
addition o whasR fHensdiicansmaing| wdekiehi el kalooted Bpupdeticgt i ons
path 105 n%@ﬁg@%mﬁ ype ‘of data conmunjcations path. 20 The aréangemant
of Figure the applicdbens compaterdnstend af hawinggReRNogdRtvedt rARieodaslesns 104,
typically inplenented as software, which nay be |ocated on applications

conputer 103 or on separate conputers connected via any comruni cations

network to appl:‘rigarré MUt R oVEBAew B the mtérconhbetioreppttiecat i ons conput er
may be collocated with one of the end points describe 25 bﬁ}é@biThe

ar r angenengatekespeuampuigr 462iwith thecaprlisations ferPyiRs 1 QAT pe
personal c rers C r by B3 UtaRdyrdetdmer node
capabl e of%%H'&ﬁé&ﬁﬁ@%ﬁ%ﬁ&Mﬁbﬁé‘c@yl"ﬁe v:[gry?tel ep?lony envi ronnment. 30
15 terminology. To enable such interconnection, gatekeeper computer 102 is
enhanced and extended by the addition of software whose functions are
described below. Communications path 105 may be any type of data

communications path.

20 The arrangement of Figure 1 includes several external telephony
applications systems 104, typically implemented as software, which may be
located on applications computer 103 or on separate computers connected
via any communications network to applications computer 103. Typically, the

applications computer may be collocated with one of the end points described

25 below.

The arrangement of Figure 1 also includes end points 106, which may
be personal computers, network computer devices (NCs), or any other node

capable of interconnection to the packet network telephony environment.

30
In operation, a command is issued from an applications computer 103

requesting certain telephony services which will be described below. The

message requesting such a service is transmitted through path 105 to
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In operation, a command is issued froman applications conputer 103
requesting certain tel ephony services which will be described bel ow. The
message MEYWESTI2Z8g such a service is transmitted through HA/WS0RO51%0 6 WO
03/ 077522 PCT/US03101197 gat ekeeper conputer 102 for processing. The
message seatekempgacekpetsri02102 precessingal Bk degrsegeGE 0 SRiakerpET

i ronmerC2 e ek erRnap2 48 dafod BapRRETe ARG MbeERRMR Lo ot ca

H 323 st angihadet RefiRikkdlephohibhyiRaTHeRERodesin #weier dsidoscntibined
systemis able€ to inplenent the call processi ng functignality requested by
B

appl i cat i doisexampletiethd 0B ooporBtasaHI3 2T stapgprd afs enesut @f thingenHgNePer at i on,
various call conptrol fupctions,requested .b | i ' ccanputer 103
are peff orqfrgdeﬂ{%mf’ec‘ﬁfggwgﬁﬁer&%i?_ f&dt(‘fl 'ﬁpéﬁégpw%b%ﬁﬁ%@}ﬁg&g propri at e
requests ?&n&f&rﬁlﬁgﬁr@aheé@a,b@@@lk@%h@@émm@mmmn bRBaltay applicationg he
outcone of various call control functions and transmt such outconme to any
of applicdiOdons 104. xs Figure 2 shows an exenplary nessage fl ow di agram

for detecting an inbound call froma renote end point (e.g., termnal) to
a local end point supervised by an external conputer tel ephony application

using the presgfiring GperBlib®Naribie cifeintiof funotions eequemsted by Figure 2 is the
monitoring of an i'ncomng call to end point 202 usinr%g Eécket net wor k
t el ephony applibainnsermpaenpBaese geriagmad i heapteheansd 12323 st andard,

enhanced he present. .l ' { ' Qi san

ext er nal f\'/%ﬂailya F]aé‘gﬁ%‘?%ﬂjﬁbﬁgte '%ﬁg'%%g% é\ﬁiﬁ%%%d’mz%?p Fgg?t?sne nt audi o
t er m nal s cohfutex 8P htay raoniotitae owysrhenss veqouppatl cantrel BPsticusphd ant

t el ephone devices. Gatekeeper 203 is  as deigri bed, for exanple, in the

H 323 st ati@asmibsirheeutromereanytiarpligaigne804he present invention, and the
external application 201 nay be present on a separate conputer as
previously discussed. In operation, the call initially proceeds according

t o thesnmet hods Faguretieshows an exemplary message flow diagram for detecting an

inbound call from a remote end point (e.g., terminal) fo a local end point
supervised by an external computer telephony app[ication using the present
invention. The specific example shown in Figure 2 is the monitoring of an
incoming call to end point 202 using packet network telephony methods and
20 apparatus as described in the H.323 standard, enhanced by the present
invention to permit the participation of an external software application 201.
End points 202 and 204 represent audio terminals, for example, computer
systems equipped as H.323 compliant telephone devices. Gatekeeper 203 is
as described, for example, in the H.323 standard and as further enhanced by
25  the present invention, and the external application 201 may be present on a

separate computer as previously discussed.

In operation, the call initially proceeds according to the methods of the
packet network telephony environment. A bandwidth request message 205 is
30 sent to gatekeeper 203 and bandwidth is granted by the gatekeeper at
message 206. A call setup request, message 207, is issued by the initiating
end point 204, and gatekeeper 203 causes call setup request message 208
to be transmitted to receiving end point 202. A call proceeding message 209

7



packet network tel ephony environment. A bandwi dth request nessage 205 is

30 sent to gatekeeper 203 and bandwi dth is granted by th r at
nmessage yé%(gml\%&%lll setup request, nessage 207, is issueé)cg@bfﬂﬁﬁ?ﬁgi tiating
end point 204, and gatekeeper 203 causes call setup request sage 208 to
be transmiig tredsmitadeleyethe rageiiirg pad@plrﬁcb@.CﬁAO&at‘?k%R%%i %@ﬁ%&%ﬁe 209 7
WO 03/ 077522 %3 [ USO /01%%7] Géss Mﬁfpsn‘i tted by the receiving end point back
t o gat eke %éﬂ" ShGPPE] 8 TN ti ati ng end point 210 as shown. At
approximately the same tine gatekeeper 203 relays the call s proceeding
indication to the initiati ng end poi nt using rressq%ge 210 at ekeeper 203

al so transnit s Ateppredmedelyapesaa ioa ostakeenfsdtd @aysohed®t  an i nbound

call is being receiv recei vi i keeper 203
sends ohi o ieeelad isEtalh a0 Be g e Ba FR A pietagbRe, Poh y

i ndi cat ed dehattedder PeaUI56 Transiiittitc @xtemalbdpplivatiph @y @vetificationdber i ng at
receiving  as end point 202. In order to cqnnect fhe tﬁ@gu[ﬂl{%ﬁc |

recei vi ng asridbpendcab gpbeinguereiyed Rythe receung st POk A2 s FaiekerRfli dth i s
request ed .f\L,0m I : I es 212 and
213, Next 20 RS e b o e R g P RO e ne
user to thedigsatedhaoit eedliresamstifization of telaphamy eversscecuiming algeceiving
transmtted through nessages 214 and 215 to initiating end point 204

t hr ough t IB@dgRRIBKE@Der 203. Wien the call is connected at the receiving
end point 202 because of user action, end point 202 inforns gatekeeper 203

via nmessage 216. 20 At this point, gatekeeper 203 sends an answer
notification tonbhder texicemeat thepipbocad calh, r20g¢ivingens polge02rpquisgs

D O o e e RO b B TR bl BBl Ty 24570
the gatekeeper 203 using messages 212 and 213. Next, the terminal at
15 monitored end point 202 rings to alert the user to the arriving call, and an
indication of such ringing is fransmitted through messages 214 and 215 to
initiating end point 204 through the gatekeeper 203. When the call is
connected at the receiving end point 202 because of user action, end point
202 informs gatekeeper 203 via message 216.

20
At this point, gatekeeper 203 sends an answer notification to the

external application 201 via message 217.

At approximately the same time, gatekeeper 203 indicates to the
25 initiating end point 204 that the requested call has been connected via

message 218.

In accordance with the protocol described hereinbefore, the detection
of the call by an external application is accomplished via a protocol of
30 messages transmitted between the gatekeeper and the end points to be
connected, as well as between the gatekeeper 203 and the external
application 201, thus enabling gatekeeper 203 to inform external application
201 regarding the progress of relevant calls in the packet telephony network.

8



In accordance with the protocol described herei nbefore, the detection of
the call by an_external application is acconplished via a protocol of
nessages W&QF@H’PH ed between the gatekeeper and the end pBYHUS'¥Y1Ye
connected, as well as between the gatekeeper 203 and the external
application 201, thus: enabling gatekeeper 203 to inform external

el ephany net wof ISTEE Sohs) b TSRl ARG SRB U (B A G ieL Bat BroceRsPRCIC,
anot her exapplieatioh raguestingrthalestatblishprerdes shrautbappd calhfiooninitedingst i ng t he

est abl i shnment. of an outbound cal| from.initiati end point 386 .to

recei vi ng ERE POILABEIOFCCRIKING Qﬁ‘J PRgt géés ‘?mﬁlm‘éﬁﬁéﬁ?%’n‘t’ﬁ?’gd 8ber ati on

are suhst apt;i S, : : i 1 wrespect to

the ok 1 ottis BpelatBhHr SbcGatidy Sinhlcf ¥o MO pRFIoUS SOt SR IH EoDe o6 ot

previ ous| yrefipectitstbe rhoniforig ef thednieouies call Besiribeidow. Figigrent.t Nlew he

di scussion of Figure 2, the external _aﬁ:_pl ication 392.in, Fi 8‘”30? 3% and 3b
Rt ]

is assumedMESSRETRNRYRIGVIRYSINAIBEHRARS IDATadens B dasdibsdRe!OWsdis o
accor dance §i8o NS of FiHALS, SRSGHERRA SpYliddtion 30D/ ANtHAR 9a bAdigeAL e [ LS

intention to 1ssue ca ontrol requests Wth respect to initiating end
poi nt 386. islasskinuad teshaBe preslioBsly cratrkwigaded 888 gdiekedper138fds t he

f trol point functi . Ly k to th ket network
Col epriny arioroaacanfie upretP o ieabet pie Mok Gne SR REr connect
two call spedRihsto isARTBAINcIiRD| SEQIERNS WIRLre8saCt tBENitiBting @hil PoidBBEPOI Nt 386

and the conference control point; and between the conference control point
and the receiving end point 390. For clarity of, description, the conbined

gat ekeeper and conference c rol, point arat.us, i Q. as

" gat ekeeper 38 Inﬁﬁﬂes%eag@%be%@%@ﬁ%@@&@? |ﬁ§lb:|d§§ E@% t%hﬁgq%'i(\%a message
301, speciddrifbl pbint filvestiowrdealirréntyerridvamto ther sarket weivedrkttblephvhe antal
application 392 nakes a request that the first segnment of the call be

est ablisshed his rcten iskesgskby Bgsinvestiomiq ingrcpgneddwedsialk segseents,
namely the segment between the initiating end point 386 and the conference
control point; and between the conference control point and the receiving end
point 390. For clarity of description, the combined gatekeeper and
conference control point apparatus is referred to as ."gatekeeper 388."
20
The sequence of messages begins with a new message 301, specified
by the current invention, through which the external application 392 makes a
request that the first segment of the call be established from gatekeeper 388
to initiating end point 386.
25
Next, according to known packet network telephony art, messages 302
and 303 are exchanged between gatekeeper and initiating end point 386 in
order to set up that first leg of the call.

30 Next, the gatekeeper 388 sends a new message 304 to external
application 392 to alert it that the call request has been received and is being
processed. Much of the remaining signaling, relating to the establishment of

that segment of the call between initiating end point 386 and gatekeeper 388
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25 Next, according to known packet network tel ephony art, nessages 302 and
303 are exchanged between gat ekeeper and initiating end point 386 in order
to set upadsarrskirst leg of the call. 30 Next, the gatekddPJgusSi3®819¢ends a
new nessage 304 to external application 392 to alert it that the call
request hasFhress BaGRIIES, igrdbsantiehyngimilar tx text quievidusly defscribed véliai ni ng
signaling, relating to the establishment of thg.t .%el ment g}‘ f}%@a”

bet ween i mespectitafiang dandihusaelll vy bgderraieter>BYEY 5% 5

PCT/ 11S03101197_, i.n.. Fi_gur a ; Hhsieaatii hahibArtotget t hat

pr evi ousl Y %8?'# hgﬁ bﬁ%HhS%?Pé’s%%%?egge%??uée 2 a%o‘lht%‘hr’t]ﬂs/ar\?vlﬁ'alml1 not be

repeat ed. 9 ffielseicond 16§ o tHehealf fromtitdetfdo refeiving erwl point89Been set up,
gat ekeeper 388 proceeds in simlar fashion to set up the second |leg of the
call feomitself to receiving end point 390. However, during the process

depicted in Fi ﬁlﬁ“?%‘ﬁesfgggﬂﬂq e pr&ggglaggg%d F?ﬁfBi]g%?é‘sdéa ARY 3Essages to the

external appli rel’'evant Stages of call processing, including:
10 1. Messpiske@erizadi eaidsnev hatssages tathengxternil ppphicatBBe3d@agt acquired

t he necessary network bandw dth to PI ce the call; 2. Message 306

i ndi cat i ngeleant stages of 68!l BrREESEING: 'E’géj”i‘% processi ng the request for the
call; 15 3. Message 310 indicating that receiving end point 390 is alerting
its user to the arriving call; and 4. Message 312 indicating that receiving
end pebnt 390 Has Messemecdtilindimtioglthatindiading @ndeainb?8haasbeen

Control . The appl i AR S5e Penecm Ryt BBt kg ana

2. Message 306 indicating that receiving end point 390 is
processing the request for the call;

15
3. Message 310 indicating that receiving end point 390 is alerting

its user to the arriving call; and

4, Message 312 indicating that receiving end point 390 has
20 answered the call and a connection has been established.

5. Any other messages relating to exceptions, status, or control.
The application systems 104 may then provide monitoring and
control as desired, and as described in the parent application,
25 now U.S. Patent No. 6,201,805. Thus, the system provides for

monitoring and control of H.323 calls.

Moreover, as described more fully below with respect to Figure 9, the
gatekeeper 388 may receive virtual numbers that are conveyed to an

30 applications computer for translation to actual numbers.

Figure 4 shows an alternative embodiment of the present invention

utilizing the Session Initiation Protocol (SIP) in place of H.323. In SIP, callers
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control as desired, and as described in the parent applicati.on, now U S.
Patent No. 6,201,805. Thus, the system provides for nonitoring and control
of H. 323 R@P#&7 K br eover, as described more fully beI ow V\W(t‘]HU?‘gé)bb"é't to
Figure 9, the &tekeeper 388 may receive virtual nEers tu%} ar? conveyed
to an 30 appd celagsoran egapliseralioin aneeisthERs m?m&r%dﬂ dhe sahgredicectlyi gure” 4

Sooe on 1 TR EAATE A Siinit Flgtfe & &5 fHe fE Rkl e cdild 11T o
03/ 077522 Mﬂgﬂﬁ@%/r@ﬁyl%rveﬁ,m slﬁWremSFlgare &A1 ab{d) she callérscantactadhef t hree

manners; the caller directly contacts the_ca as shown in Figure
4; (2), th@all@ath@umfwrgctwwmw I ‘f%’ﬂ%gB ’%fﬁ ﬁglb%émlélnedas shown in
Fi gure BA; i rect
erver SnolptiehBriditn 3larelind RRRCASS 1hthe Mg Fhetichpiiedisar { 02

si gnal i ng @ﬁﬂléﬁ@@ebﬂmaﬁﬂ% infgreeativet teqdivbd ¢o esniast ther gallesi lmdleawedexcept

that the infornmation required to contact the callee is derived from

di fferent komrdibarenpoviesiar be threq eifferRntCaS€8. Mre specifically, in the
direct contact of Figure 4, the caller is aware 10 that the SIP Universal
Resource Location ("URL") Of the callee maps to a .specific known Internet
protocol ("1P" )Marhispmflcdlhy, wtaeaj‘lmhgemlam cbhigHFgdr the cﬁadl,erish@!vam ler is

not aware | P addr t he call ee re t he I | er 502 sends
a requdst tgé ﬁ]’?esﬁgﬁﬂ}’e 05‘(’5%9 Q-%G%Q”I(Ip%éeb‘éffstﬁ?éﬁ’"g?ﬂ O&f the

call ed par “ )aéasd S 15

addr esspoféﬁ?&ffﬁq‘g‘d&fwe@%ﬁﬁo‘g&grf erréégr IﬁSg% ?ﬁ@%?%%gﬁdﬁg request

over a dat@A,rtbewallér isodt lsevace lof &k H%adgi're"sezuf tive palles:, Thaioreethd a
re-direct s 506  a

server 5062 SDE@&?HQ? atrﬁQHe?tquﬁS%per)fyh%erP’%g%%%‘g ?}% t S%Péé %gdpgg‘cuser as

in the casgpé chigy BERYYarRPRIEY sJéﬁvé?lMt@a@sq\atetshﬁetSIEtnsRatt@me midress is
returned back to the call 509 for a direct connection through

appr opsi atasidsess/ef ealled paify 2Q#.paheprogoserver 503 then forwards the réquest
over a data network to the called party 504.

Finally, the use of a re-direct server 506 allows the SIP URL to be

translated by redirect server 5086, but rather than transmit the request to the
20. called user as in the case of the proxy server in Figure 5A, the translated
address is returned back to the caller 509 for a direct connection through

appropriate servers to called party 510.

In the Figure 5A example of a proxy server, the exemplary called
25 terminal's SIP URL could be, for example, Joe@acme.com, and the proxy
server would translate that address to the appropriate top-level SIP server for
the acme.com domain into a more standardized Internet address, such as
33.65.43.85. The standardized address is then used to route the data
through the network utilizing standardized protocols such as TCP/IP and the

so  like.

Of the three types of SIP calls described, the least common would be

that of Figure 4. Normally the caller will not have the appropriate IP address

11



In the Figure 5A exanple of a proxy server, the exenplary called 25
termnal's SIP URL could be, for exanple, Joe@cne.com, and the proxy
server WHQWI7F2ns| ate that address to the appropriate t8TWHEIIL] P server
for the acnme.com donmain into a nore standardi zed I nternet address, such
as 33. 65f@h&h@&elleﬂ@astyanldaﬂdulﬂe&qameﬂb@b’ahslatlﬁ@n‘@ﬁe@@ﬁ pbarseiN¥- t he data

t hrough t netwo tili stan ardlz F.0ot QC / and t he
30 I ke. %E‘%Lﬂéﬁewa&@ﬂ e et é@'!:‘?'f‘@egh%{%gﬁ xfseNerads a0 1o
be that ripar &f Lslambtidn Refeimaus] hbebyppayadri ate | P
~address l%fr r&ﬁ'%g? ?@Ebrrg_j/ %O%d/?%éﬁgg ﬁr‘?or the called party)aang woul d
require tlhmlﬂatlan,swalutlbze ther exavpleoyf FHgyes SR whergini 2 prowsseryGEPEHIS woul d
normal ly e ate ut|I|2|ng either a proxy server 503 or redirect server
506, for i expl anation herein, and not by way of |imtation, we
utilize the exarrple of Figure 5A wherein a proxy server 503 is 5

i npl emented. Referring to Figure 5A, when an S|P client 502 attenpts to
initiate a caRgfeiringdefigurerb/AsIwhemantePralicsh 502 eiteprigyo duitiglera 503

speci fyin he SI he desir 4 y server
503 nust fg‘ﬁh Fﬁ? %ﬂ'&%%‘ﬁ@m&ss?g%g?ﬁ% St%ﬁ\(%%s%g@fy@&m@sﬁj P address
of call edlﬂﬂ.thh'é%stﬂQ:all@ﬂ@@ﬂ)ﬁ&lﬂ%h%{)%ﬁ@ﬁ/é%e@aﬁla@trldntlamjthéorrm n name
systemto resol ve such dress, or any other resol ution schglms desi red.

Addltl@naltalfgkOfa[ESOngsﬁHfg%m HRLCT@IthedF’o%CBB’%S@fWJ@%P ¥RP4sdier 503

recei ves the In I FRRDARESRH desi red
may be ap rc?)%se rmg@%%%e s%é}@arﬁﬁeHecgoen?%érna%é’s?&bhﬂ'%e calling term nal
i denti fi cabitpass( of Bhy otrereassiution bahembhmmtil eﬂKddIBomallyhat tteestage inmke t he

call, that the appr opriate network bandwi dth is avail able, %hat any
reporti ngcalszrcrc‘@@girngfvmrempzsy RERMES 90RIRE8 Ve the IVItE eSSRUNIPRY any such
initial ? eIpRI, transl at es
t he desi re éfqé)%g? 8y ﬁ'\éane %rﬁgfne g?gﬁgé%bgn igéwal'-:(ﬁsexaﬁ%e

15 Proxy server may read the calhn_g terminal identification (“ID”) to ensure that
the caller is authorized to make the call, that the appropriate network
bandwidth is available, that any reporting, or logging of information takes

place, etc.

20 After any such initial local processing by proxy server 503, proxy server
503 translates the desired called party name intc an address and forwards
the resolved address with the request through one or more further servers
505 to called party 504. The sequence is shown more clearly in Figure 6. The
invite message 601 is received from the outbound proxy and forwarded

25 through one or more servers to ultimately reach the called party terminal. The
vertical line 602 represents the domain acme to which the request is
forwarded, and the vertical line 603 represents the subdomain, which
ultimately forwards the request to the called terminal. For example, vertical
line 602 may represent the domain name acme.com, and vertical line 603

3o would represent the sales department, or subdomain, sales.acme.com.

In response to receiving the Invite message, the SIP OK return

message is forwarded back through the same path substantially as previously

12



the resol ved address with the request through one or nore further servers
505 to called party 504. The sequence is shown nore clearly in Figure 6.

The i nvMQ@O¥EI®Ige 601 is received fromthe outbound pr "B 01 8 war ded
25 through one or nore servers to ultimately reach the called party

term nal . dgseribeemiircralspetiie th6 2incepcasrantiontdfd-igured .nNexh@stshoNi.ch t he

request is forwarded, and the vertical |ine re S ubdonai n,

whi ch ul thadiek yessapsg eeds SRt ff%'atf‘@glfngl {?r q%iﬁ tgﬁh?&%ﬂ%@éémgélr exanpl e,

vertical Ig gg‘;;y ibbe. dOERidled iR RCHHe- iBetapd vertical line

603 30 V\oéuqlga %ére errel}?%t%% sal ngJQdepart ment, or subdomain, r)sal es. acne. com
| n r espansesdges @recinchagget betwedn thaesiisigad calledaptyoResseges Mikssage

031 0782 Toke dRpSPOETeRAn. Bty ol o TarerbandR hftloh ARaESpRRISY .71 o
of Figur esﬂ? iﬁ@?&idﬁg%?gft{i@’g?'{e colfaitdRYEaa8e A tSe 88 patAmasal | i ng

term nal termnal 504 again as previously described. It
i s noted tdisdussedtfbdheabéloset up nmessages are exchanged between the caller
and called party, nessages nmay 5 follow the sane path, or they foll ow
different paths through different servers. SIP includes appropriate

commands to forpeddsriffcel ith MR aBRINGs cTthe Prasarmseknition] ey bel ow. I n
accordance with the teachings of the present invention, it is 10 desirable

it
. to insert desirabtenie insedinjerteaarengemant f Furg 548 symeRm MG utili ze

Co t Tel. [.nt i [ )i j i : e trol
cal s by ASiRE L Bh glnenlyphldiddP RS BhbRSRorS Rl 0, °°0) o
likely tobandh ealkdby comme@mgSnit thersysters. Sincatte prnxpisealerSl3 isi . e., when
the calling party in the previous exanple is Iateha}ngﬁéégljed arty) it

appears 1%lsmlikelato handigicall requests atgmiing Bgallde ke-aieBut bound
call's "‘D”hgﬁe g%@%&%’az@ eiR.rtﬂé%bﬁeQ\%tYse%%ﬂﬁle @W?téatr ca{l pgﬁg)ﬁt’aﬁﬁéé/r%r 503 1s

t he appro in thée sys o0 Interface the applications conputer
previ ays| ynitigihpthas st thfofrhation ssgartiegGiboumd ent acdbetrulitallsheotlte proxy
server 503, which . .
traverse proxy server 503, and thus, the proxy server 503 is the appropriate
place in the system to interface the applications computer previously
discussed. That is, the CT! interface should be the proxy server 503, which
gets connected to the applications computer. However, several issues arise:
20
(1) it may be undesirable to integrate all of the software for interfacing
with an applications computer directly with the proxy server software

that is already functional.

25 (2) Proxy server 503 may process the initial call set up message, but
subsequent messages are likely to be communicated directly between
the caller and called party through servers other than the proxy server
503. Therefore, if the applications computer is connected to the proxy
server 503, proxy server 503 will only have limited view of the ongoing

30 call, and would not even be aware, for exarﬁple, of a cail being

disconnected.

(3) Requests for calls are typically made by a calling terminal 502. If
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gets connected to the applications conputer. However, several issues arise:
20 (1) It may be undesirable to integrate all of the software for

i nt er f acVRP3¥O%Bh an applications conputer directly with?AHENBY  server
software that is already functional. 25 (2) Proxy seryer. 50€ may . process
the initial catie agplicaponssemyuitenyere BgpsBERENIOr RS daitjationp ’fhei‘}éé'l'y to be

comuni cated directly.betwe I | ; h servers
other than t heaﬁ%&@@@ﬂ/@i"ﬁn@%w&i%rtgg%mkhgg%%%ﬁ%ﬁé%{%ﬁgﬁcorrput er
i's connected tghd hryudd@ryer 5 MehitRES cally ox pebelf ofth® G&rminkl 5@l y have

limted view of the ongoing 30 call, and would not even be aware, for
exanpl e, of a call being disconnected. (3) Requests for calls are typically

made by a calli termnal 502.. |f ; t he

app! i cét i ons cE%gl]togr‘th%@‘?@WE%‘S%%?%%&%‘?%@@%@’ﬁ%ﬁdgﬁgﬁ‘%gt@cm |, a
mechani smyaistr| Bepfi@itidthst@nhaver With the PP egbiepn. conputer signal the proxy
server 503 to ianiate calls on behalf of the termnal 502. 5 Each of the

foregoi ng i ssues nust be addressed in order to integrate the CTI

applications c uter .with the P : ' | e for
i nt erfacing an%?%ﬂ?cﬁ{gﬁ@%‘gh f&?ﬁn&ﬁ '”é)r%’?‘s#@ﬁ%rb@éﬁsf}?ﬁg%@m

| ogi cal | YahrB[Eid;S}BE\I:ﬁ% degittbBogRalpin Eigurdsy7 eexirdd Aneh0 epdifystermedi@gh pr oxy
801 is depicted: e pass through praoxy is software whjch_may physically
run omo pr pr¢s dupugh Psogy BT ispeRkteds Tha BR gﬁ@%&@f@&f ISSOTRE Geen t he

sof tware, _whi,ch | d. I\ ' - i icdlly a SIP
envi ronmem(m Wm%y%ﬁ%ﬁlyzﬁwoﬁ gjrrtr%g%g?ﬁ?ggaﬁ ? ﬂﬁﬁ@%@%ﬁ%%&%sv t hr ough
proxy 801 peRyeditthe Ssfapaet evhittvivoeld atheryios b resigicodbnyprany sesepRPSi cal | y

bet ween proxy server 503 and term nal 502. | igure 7,. an exanpl e
of the | aitesSIPgiiviranmens Wﬂhp'-’hgqllld g ?6(5‘?”"?5!&Ognd@ied'ﬂaﬂﬂ%t@ggj\%sﬁer ei n.
through proxy 801 may be a separate device interposed logically and
15 physically between proxy server 503 and terminal 502. In Figure 7, we show
an example of the latter, which we shall utilize for explanation purposes

herein.

In operation, a pass through proxy 801 would typically service plural

20 user terminals (e.g., 502) and one proxy server 503. Just as the standard SIP
protocol allows plural terminals to register with it, the pass through proxy 801
provides for registration as well. When the pass through proxy 801 receives a
Register request from a terminal, it records the contact details but otherwise
forwards the request unchanged to the proxy server 503. This recording

25 permits the pass through proxy to have knowledge of which terminals are
associated with a particular proxy server 503 but otherwise leaves all the
forwarding information unchanged. Thus, neither the terminal 502 or proxy
server 503 needs substantial modification to work with the CT] interface.
Terminals which are to be monitored and controlled by the application

30 computer 701 will require reconfiguration of their specified sip

Registrar/Outbound Proxy.

Assuming a single pass through proxy 801 is associated with each
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In operation, a pass through proxy 801 would typically service plural 20
user termnals (e.g., 502) and one proxy server 503. Just as the standard
SIP protM@6¥07M20ws plural terminals to register with i tPCUREOMHIY t hr ough
proxy 801 provides for registration as well. Wien the pass through, proxy
801 recei vpmoxy seRetf, stearding gasbtRegisler sequastirasylts ina lf'@é%rstﬁrémf‘ﬁ% tg'@ht act
details but otherw se  forwards.the. server
503 Thi s FRESIaRge R per Tl (e st B Eroh e p LR, Sahe ot
whi ch ter &?b%sﬁﬂ@ IIPSHRE vdt@sl thé Registaalistiin wass tmooxh exw 801503 but
otherwi se |l eaves all the forwarding information u%ganfg'_gd. Thus, neither
T TgHfics

t he term nedprégentsrsopnesybsed ef that oW MGRIOXY §E5EA cation to
work with the CTlI interface. Termnals which are to be nonitored and
controlfed by the application so conmputer 701 will require reconfiguration

of their specifsagigie wHRGrs nvate/Rbsdxgend rBceivgd, thespagsihraughi gy pass

t hrough proxy 801 is "associated with each 14 WD Oﬁ{ 0%75)22 I%?ig L@%3/01197
proxy ser vedds adwndsr g theacgurstprd dren kywaeds K ig g sl Rroxy st

term nal s fhat , consti ' Lin I | ss through
proxy 801 vwﬁl J’ err%@ﬁéﬁ@%ﬂﬁ‘é’w %rgpﬂ(se}%rsﬁgeldweﬁi%%ﬁt@? list in pass
t hrough prgﬁbp&@.l THE BRI GisEM| hesaee addbd elpoafthe Hinst rkessage for grapacifier ver 503
of Figure 7. '5 Simlarly, when an Invite nessage is received, the pass

t hr ougto pr@&lybe@aoﬁﬁtalpﬁyéaa@rcqﬂdﬁqtﬁww@?tc Stﬁ@ﬁe%?%r ds it to the SIP
proxy 503. Th “Viah , fent I shoul d be
used for tFﬁsgﬁmgg’é?db%hﬁgggg&?ﬁa?ﬁaltoh@éér a 3?(:]‘%%%?%?%%& message
for a speciHrb@gh Pi@-(yC&M. Petngystetn providesnthat foalalligboendicahbebaR causes

pass. i hr omgeepgeRyaBoTas N Systamprararcsaiad P Matrd Bina cal 1
oni o1 cd B30 A0RI CRTTORS, SOrRLL S 70T m L1 ba L1 ans erred nrough pass
t hr ougts pr88y. This provides a full view of the outbound call set up, acknowiedgement

messages at the pass through proxy 801, and thus, to the applications

computer 701 that interfaces to pass through proxy 801. Moreover, such a

solution does not require rewriting of normal SIP proxy software, since the

pass through proxy hardware and/or software may be implemented entirely

20  separately from the SIP proxy server.

The foregoing mechanism provides a solution for outbound call setup,
control and monitoring, and tear down, but there is still an issue remainjng for
inbound balls. More specifically, in order for the applications computer 701 to

25  insure access to all information regarding inbound calls, such information

must pass through proxy server 503 and pass through server 801.

Otherwise, as shown in Figure 7, application computer 701 cannot
monitor or control such call. The solution to this problem is similar to the
30  previous solution. When a terminal is registered with any proxy server in the
entire system, a special header is added to its contact address. The "maddt’
header in the SIP protocol should be used for this purpose. The header

affects the address translation process when other proxy servers associated
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1.5 801. This.provides a full view of the outbound call set up,

acknowl edgenent nessages at the pass through proxy 801, and thus, to the
appl i cat V&0 BAput er 701 that interfaces to pass throughcHPe8PI1801.

Mor eover, such a solution does not require rewiting of normal SIP proxy
sof twar e, witincellinpéerrpiasts att&mu@hqmﬂ the parigubarealiedricsvnghar e may be

i npl emented entirel fromthe SIP proxy server. The foregoing
mechani sm %?Wia&’é&“éﬂég'ﬁ 12’(§|;j %t bound cal | setup, control and
nmoni toring, and tear down, but there is still an issue remaining for

i nbound calls. Mre speci fi cal | % in order for the applications co ut er
701 to 25 msur]‘doa&spscsfcailyalhls ppdeminsireesEgyy 8eer idRBdarnad '(E%‘I‘Iaé such

" T oA bR B B Bl BBAAT RS gy ver

monitor org Pin tﬁgc‘h]é;ﬁjr’l heddig solution to this problemis simlar to
the 30 pre lous solution. Wen a termnal is registered with any proxy
server in the entire system a special header is added to its contact

pur pose. The nedtipreve Y FenodibBiohe o8 AL el ot BEUSTER G, 1.0 °

pur pose. The he ransla |on process
proxy SerV@M{;r$aIﬁf@st%%e?liraHsﬂaﬁté&?ﬁﬂﬁl@ﬂtﬁ@%ﬁo%@b@@%@@hn@ﬁaw throogh | i ng

term nal s tenpt to contact _the gartl cular called term nal ssoci at ed
with tise spBKe8D1adsl shewn imFiguspécsinpe Mg FpprigatonseamaputehdPluct s proxy

503 to that
cont act adBlEEE b FRks Higugh ooRAR UM, ibre is RIS, T S Garaags 1o the
previ ousl yarfiefhiengétéml g mtsali@%dsmea;bﬂoxy seowerd0dnic anyt suhstahteamay as gnal i ng

to be transmtted through the proxy server 50 throu 10 proxy
801. As sHeWaUusf rﬁW@UBQO’Pth%ng’éﬂrﬁr@ &Y§h1 eeani! Qﬁ'fé‘g@gﬁgﬁﬂ%m%l €Y%t er f aces

to pass t Cﬁugh server 801, there is now full access to all call data, and
the systemhas not altered the proxy server 503 in any substantial way as
to cause rewiting of the software or even reconfiguration of the proxy

server While the above technique insures that pass through proxy 801 has
access to call setup messages for inbound and outbound calls, the headers
may also require that all messages concerning the call (e.g. hold/retrieve, call
hang-up, etc.) are transmitted through the pass through proxy. In general, the

20 pass through proxy 801 and/or proxy server 503, utilizing the techniques of '
the present invention, add headers to insure that the functions desired to be
monitored and controlled pass through the separate logical portion of the
system that monitors and controls those functions. The “record-route” header
should be utilized to ensure that all control messages after call setup (e.g.

25 disconnect) are routed through the pass through proxy. This header should
be added to call-setup messages as they pass through 801. It should be
noted that the pass through proxy 802 should not be a redirect server, as this
would not receive call signaling messages for monitored and controlled calls
after call setup.

30

Moreover, the fact that call-setup messages pass through the pass
through proxy 801 does not necessarily mean that all resulting calls should be
monitored and recorded. The pass through proxy 801 can be configured via

16



503. 15 While the above techni que insures that pass through .proxy 801 has
access to call setup nessages for inbound and outbound calls, the headers
may al soMOGf 82t hat all nmessages concerning the call (éKB”U%BPHW?etrleve

call hang-up, etc.) are transmtted throu h t he pass .thro r,0x
general , tdndiwzoe paobit meBlighandt 6368 Messqd %l‘fﬂﬂdo 33%‘?‘%‘? Liggégdﬁt i zi ng

the techniguges .of; bhe, PEGRAN.IAMCRLLADS VYA Si5ARBtENS olierTOtRL t he

functions contro pass through the separate
| ogi cal payderamleobr thenly sysdremaibatlatingitd desicannoont todhe jeatigrunct i ons.
The "record-route” header should be utilized to ensure that all control
nessages aﬁqr@mu’l@aY@'i-setup (e.g. 25 disconnect) are routed through the pass
t hrough proxy. This header should be added to call-setup nessages as they
pass tfArough 801. It should be noted that the pass through proxy 802

shoul d not be &g peicdeedmsbe \wdoye athet fass thm:glhobmer haseetteincal | si gnal i ng
nmessages for nonitored and control l ed calls gll ﬁft u&. 3q Mor eover,
the fact tinErmeton ik eemmorydhdbe PERYSSEMeoud etpr%espt EQU9N K ﬁbwllproxy 801
does not n A& gl comgint ored and
recor ded. eﬁﬁ'?%@é ak@lﬁ%gﬁ{%)?3}]@6@]%3%%2%0@?3 Zsue?\éd Vi g@% WO 03/ 077-522
5 PCT/ US@V&JtﬁQYnfenﬁbﬂlammm;mﬂb(y seoErt drorgniposedpliexplasatier’ hefeind when

t ted to d by th t 701,
app | Gat | O deerTi W S ESUAbEFAET 65 TUFORE U IOV Hn R at i ng 1o
devi ces ktqﬁro &Qhéﬂﬁe?ﬁ%‘h'tﬁ%d nd prY tsRfver9 bonfiin Rohesl chmpmart he above,

t he pass ugh serv as certain formation in comobn with the proxy
server. Thefopastgonhr ough server wl | elther contain a subset of the
information in the proxy server, or may contain

The final issue that needs to be addressed is the ability of the
15 application computer 701 to initiate calls. The issue is solved by having the
applications computer 701 indicate to the pass through server that it should
signal the calling terminal 502 as if it were receiving an inbound call from the
pass through server. This “fake” inbound call is intended to prepare the
calling terminal 502 to enter a state where it can listen to (an as yet
20 undefined) media stream to be set up in a subsequent outbound call to the

called terminal 504, described below.

When calling terminal 502 has answered the call, it has a call set up to
the pass through proxy with no media channels. On receiving the
25  acknowledgement to this call, the pass through proxy then initiates the
outbound leg of the call as usual (via the proxy server) to the intended called
party 504. When the pass through proxy receives an acknowledgement for
this leg of the call it can then update the calling terminai 502 with the new
media channel information in another invite message for the original call.
30
In response to receipt of the fake inbound call from application
computer 701, calling terminal 502 will perform its normal processing on

inbound calls, typically examining information associated with the calling

17



all of the information in the proxy server. For purposes of explanation

her ein, escribe the pass through server as mrroring the proxy
server tgpqifog? the fact that the pass through and pr%‘%/ f"\?

contain sone commn information. The final issue that needs@(i;Ii

addr essed Paty-hEhasaliing ypasly ’Nﬁ’é‘“@@oﬁﬁ‘ﬂﬁ?j FabYy hase dwswolrsengar i at e

|1 Th 01
call s TNk SO PRI TR TSSO
ter m nal wnr@wrmmm Speripstracteitivé oglling terrmiuoahmzai initfatera pihane palistn t hr ough

server. This "fake" inbound call is int nde re are th ng
ternm nal Sedllegdderningt Sa4 41 aeeordaBER With 5§ﬁe¢ RIGUSS PEViQMS ﬁgewab@z%

undefined) nedia streamto be set up in a subsequent outbound call to the
called"term nal 504, described below. Wien calling term nal 502 has
answer ed t he calk ls notedhhst sevesdllvasietionp of the basic pascedshdesagivedraiooyeni t h no

medi a channels. On receiving the 25 acknow edgenent toc‘?ﬁhs call, the pass
t hrough pri®:aJsa sRIMeMalated bydhe mEesetiBERINP gneor MHYe ez;%m&‘g@@l (via
t he proxy L I c.tt vidgdss through
pr oxy rece@%@fr\mg %]Ig@%%ﬁfarﬁgréa?g“e% al;gfoﬂothe call 1t can then
updat e thd’lardWIrem@nhecmmti:l tHéOﬂetwoﬂh Bheh rhmmnaisdwalccfhmayejsa nformation in

anot her invit SS for the ori cal | . ons to,receipt of
the faRe BotRIEEEs ernanagirsesdndaynEgnsin areadkSalRm i St mnal 502
will performits normal processing on inbound calls, typically exam ning

I nformati on associated with the calling 17 WO 03/ 077522 PCT/ US03/ 01197
party. The cal IMo@opJar tvyhuia*therer@tamaumdrlzeﬁbm prcbgespad;scu%edd‘g@me@erver 801

is the pas h ser dd [y sel.f. This I al nmessage is
sent Lo ¢ REBIGI HAk o BT aliBithto BRKE Gl B nar 502 to
initiate @uﬂ#&&%n@ﬂl droéé’ss maglbédmbeé abiAkd SPbrickaffifer catae tevhiiRalkhe
t echni ques previously descri
15  to be called may implement call blocking by instructing the proxy server
accordlngly. Selective call blocking from particular calling terminals may also

be implemented.

Additionally, the SIP protocol is defined such that multiple SIP
20  connections may exist within a single TCP/IP session. This means that
effectively, multiple telephone calis can take place over the same TCP/IP
connection, and that pass through server 801 may monitor one TCP/IP
connection and then demultiplex out information concerning muitiple calls.
Each SIP session would be identified separately, as it presently is defined by

25 the SIP specifications.

In another enhanced embodiment, the point-to-point call shown in
Figure 5 is replaced with a conference call wherein information may be
shared among three or more terminals. Such Internet conferencing methods
30 require that the servers conveying the media stream after call set up simply
duplicate messages and transmit them to two or more different addresses.
End users then have control over exiting or entering conferences by entering

specified codes and passwords, in accordance with known technigues.
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It is noted that several variations of the basic process described above
Is also contenpl ated by the present invention. One or nore of the termnals
502, 504Wf{P'Y¢i%al |y be cellular or satellite terninals HoVU¥SHECt ed vi a
a hardwire connection to the network. Such term nals, which may use so
standardi zed I nternet |anguages and syntax, are already known in the art.

Mo , While there i i zati di : | o ed
Yo checki ng « nertataahS dPhaubih ofAhuer 1Y AEFRayChERARE, a1 o rel &l
aut hori zath©p5 P& F SHS) aﬁnhet@at@Ré@Fdeim (indhe Ease el D23 evithcthetadility ter mi nal s

15 to be called nmay inplenent call blocking by instructing the proxy server
accor di ngldynase¢aiytroute E@DUH%IC@HSRi%ﬁ'nﬂﬁbﬁ?%mhio@ﬁ{ aF OIcRYIPORES Ok r i nal s may

| be i ted, Additi ' ' h that
mul i pre. SBAoR0R S e HHERAE bpcEE e BSQRrBXahAAE RIS 70 o o
means_t hatyrebber Withethis, uriderétaplibgtthheibkoneestidn & ratiimitedeiopdrace over the

sanme TCP/I'P connection, and that pass throuq(%h server ,80(% n%m)ni or one
TCP/ I P copeeificipsaiosall hramHdea sysieme ihe MnGiapaitbeadFed IIRIEMESt mul ti pl e

115 ISR Y e aing e,

defined b Specl I ons. enhanced enbodi nent,

poi nt - t 0- pRkHtheabh stiewrag in thEiggsesfthe SIPg@pdtaceld with a conference call
wherein information may be shared anong three or nore termnals. Such
I nter et conferencing nethods 30 require that the servers conveying the

medi a st ream afy iy GRS EloHRs ShERkfesdIURldd) & CBRMmEANAE BRAWiERNST Tt hem
to two or nore di Peren? addr esses. nd users then have ‘control over
exi ting odoestet regesent an acies pbysiesitaalledderrsipati Instaads dersalhtia passwor ds,

i n accordance with known techniques. 18 WO O 717522 PCT/ An

addi ti onal"'%dﬁﬁﬁ#’ﬁﬁ?o%Kﬁﬂﬂed%?agﬁ&rglﬂﬁﬁis@é‘ﬁr 10@W§%#§9%§Sgé&8ﬂe case

of SIP) of,d %oﬁﬁﬁ@%ﬁ%ﬁa cbRBadt iapplibRidrPeEmpu@2 I 1ot turtes rebling ty to

dynam cal 'y route Tnbound calls to virtual destinations. For purposes of
15 instructions. Such further routing instructions may include, for example, a

specific address of a person with a given department.

If the application computer supplies further routing information within a
configured time period, this information is used to resume call processing and
26 routing of the call to the specified destination or possibly another virtual
destination. If no further information is provided by the application computer
within the time period, the pass through server should provide some default
routing for the call. Figure 10 shows the typical flow of messages for the SIP
environment, and is described in further detail later herein.
25 |
Alternatively, the further instructions may include time varying routing
information, causing the virtual number to be translated to a different called
terminal at different times of day. Such a procedure would involve
maintaining a table of entries within applications computer 701 that includes
30 one or more time frames corresponding to each of a plurality of such virtual
numbers. For each such virtual number, when a call arrives, the table fookup
is performed, and the actual call routing instructions may be transferred to the

Pass Through Server 801.
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5 explanation of this additional enbodinent, we use the exanple of the SIP
protocol with the understanding that the |nvent|on Is not limted to any
specific Br B06CH . In an H 323 system the functionalityPFEGH#8UT o

i npl ement call routing would preferably be executed in a gatekeeper,
rather than in a pass through server as in the case of the SIP protocol.

10 A virtual qﬁ% arty but which
does not repregi'é(ttg)g%oﬁ?%&gaﬁﬁgﬂﬂ fnsa hggqﬁil%g?la?édop% rgad the call to
a Vi rtuakpggsdtionaddraputer 799er Thegdsad bangngmaydie &@;ﬂetr@nﬁ@tﬁp@m

processi ng of the incom ng call and contact application Cﬁrrputer 701 for

furt her r@ﬁﬂ’lch’g wremalmwﬁlmremsawtf%@iﬁéﬂap@mﬂ% apd afl gall$ ons may
| ncl ude, {:851@&% glb%%‘aieg ranerﬁ F3 iy ésgﬁiﬁao{ﬂﬁv\éﬁﬂlcé |@ﬁé’en

departﬁen A COnpPULer - SupplT &5 er rou

i nformati @omplutér mﬁfor(tl@élbuq:itmdoﬂdenemamg)dn achizs can\é@temarnmamon S used to
resume call processing and 20 routing of the call to the specifi

desti nat i wﬁlc&thmh smcyulcéh@trﬁ@iedvJha;appuf@ypnﬁ&pﬂmvteﬁ maﬁ&llstuiw%
f t
vor toa t RRopHng B hfhrelbg RRRY ERd RlofEER ARlvinlh Ol eSming™ |

the call. czEII @aﬁa:hé@ubahomm bbeaetlarmnsdaehmbhgwllcﬁvaﬂtablsa@eeufaes the SIP
environment, and is described in further detail |ater herein. 25

AlterBativel y, the further instructions may include tinme varying routing

I nformati on, Wgﬁ[ |t hfferent
called term na'{éllr{ég'gb&eapgﬁé{@bﬁer&g t%ggopaégﬁgmgr%ofg ﬂfggﬁ}% d invol ve
mai nt ai ni ngtiagtzadgdithof. engudhesn wlgohthma@ppllamt)n(mmmdapﬂﬂémml t hat

i ncl udes 30 one or nor e franmes, correspondin each of a pluralit
of Csnon VPHTIRS thaRGONG Gl e areatiain ths sEnSreqrstie Dionese son Y

arrives, theetHhph %ekaprcomlﬁgg,%mf;@frHﬁﬂa t@@ﬁhbﬁ@n@ﬁ%wlthgﬁhl routing

i nstructions nmay transferr he Pass Through Server 801. 19 WO
03/ 0737 2 2aROTiabs0 yithia $panish speaking customer, applications computer 701

may conclude that the terminal to which the call should be routed is that of a
Spanish speaking customer agent. Other skills based routing may be utilized
wherein the skills of customer agents are matched against available
information regarding skills required to service a particular call or contact. -
20
Figure 9 depicts a flow chart of how an applications computer 701
would interface with an appropriate CTI interface for implementing an
exempiary embodiment of the present invention. it is noted that the flow chart
of Figure 9 does not represent any specific protocol, and that the protocol for
25 implementing the flow chart of Figure 9 may be SIP, H.323, or any other
protocol, and may utilize a variety of message exchange scenarios between

an applications computer and a CTI interface.

In operation, the method is started at 901 and control is transferred to
30 the published block 902. At block 802, the pass through server 801 publishes
virtual address to one or more proxy servers 503. The virtual addresses
represent addresses that may be called but which do not correspond to a

specific actual called terminal, but instead to a varying address that may be

20



Any type of routing algorithmmay be used in connection with application
conmputer 701, Thus, | oad bal ancing may be i npl enent ed. (ﬁgc re virtual
nunber s Wéyojjfogfi?gsent a sales departnent, and all calls é’éﬁ“ﬁgﬁfﬁ for the
sal es depart npent uld thus be sent t he applications conputer 701 for
the pur poséeiteddey HP]H@?'QH Cé’é@%ﬂ?%f'l ed ternminal to which the call

shoul d be routed. The applications conputer may distribute the 1incom ng

calls anmong plural actual called termnals, allowing the full incom ng
call |oad di st ribbibch®08etieapplicatioedoamiter &)1 enabliesdbesallgadiinely. 10

Al ternatively, applications co ter. 701 I ncl ud I d
routing al YdlaMth aﬂpreaﬁ%eaﬁl.grﬁ&@&ﬁdﬂt%%ﬁ%Saqc@ﬁeﬁaﬂﬁWSfp#g%me

exam ne t i ' | idt lsSvitcRaditER@hbAy pr ocess
sane. %Fo?&e&dg%gmee%@y h%é?/gggmé]ﬁdﬁ {H{ysepfdrﬂoé}nsgwtcel eph%ﬁe |%n‘ner that is
15 associ ateidork tchkeowphat & boseddiapplicaiiaroiseurrergiy adatte seecatpferer 701
may concl ugde t.gat aé%]qe{ termnal to which the call should be routed is that
of a Spanf'Shvidjd §S8ust oner agent. Other skills based routing may be
utilized wherein the skills of customer agents are matched agai nst

avai |l abl e i nformation regardi ng skills required to service a particular
cal | or cont actDurkag Ppgtationpofdbpinetwork, theopdssireud PRXY w6elBpIa @k i ons

conmputer 701 would inter e, W-t.h . ' N K for

o erfent i g WiOEL RSl BRI R R RIRE R fie GPh s BLEMIERE [T ¢ opea
that the flgwbehand aPQﬁcd‘_tiOG]LkEcﬁnQut@ﬁES’l OtoritapteesatloekYospme fic protocol ,
and that the protocol for 25 inplenmenting the flow chart of Fi e 9 may be

) u

SI'P, H. 323nstaictiong arerseughppstebew, todadiathe aali 19izee the aeiugl 98'% nessage
exchange ' ' i ; i nterface.
I n oper at ﬁ%ﬁ‘%%g&ﬁgﬁéﬁﬁ% t@&aeﬁﬁg!ﬂég%nsa ?ﬁjg?\%ﬁso@}%sﬁf rarisferred to
30b|t hehputUoinsdmmgltthedcdé);ﬂieationAborbdpowr A2 tieeofithecalllinsurgs upaowate 801 |
publ i shes virtual address to one or re proxy. server 03. virtua
addr eg§es r%fmga%%mfam-eé&é@@ﬁ!@&m%{?@% Bc%&q'éen B%W%Sﬁ BRiRCAG: |
corr espong,ikfrage a%bﬁﬁ%lflét’ﬁeﬁﬁf' Hat thedldhdaticd Bbmdlitertti1 hasiere@tto a varying
address that nmay be _

provided appropriate routing information. If not, a default routing is utilized at

block 908, which may be a predefined destination for virtual called numbers in

all situations where no routing information is supplied. On the other hand,

20 should application computer 701 provide appropriate routing information,
block 907 will cause such routing information to be utilized before the call is
completed at block 909. Thereafter, normal call processing, monitoring, and

control proceeds as previously described.

25 Notably, the monitoring and/or control functions of application
computer 701 may be invoked whether the dialed number is an actual
number or a virtual number. However, in the preferred embodiment, routing
functions are handied by the applications computer 701 only in the case of
virtual numbers. With respect to routing functions for actual numbers, the

30 proxy server 503, pass through server 801, or other interface server, such as
gatekeeper 102, may implement the routing functions. In this manner, the
routing capabilities as they exist prior to the addition of an applications

computer may be maintained, without significant change in the required

21



20 WO 03/077522 PCT/ US03 /01197 defined by the application conputer 701. At
bl ock 903, the application conmputer 701 enables the call routing b

sendi ng WR Bfpidhri ate signal to a CTl interface associ al"ga"[ﬁ’?’ﬁ”tg%e packet
5 switched tel ephony network. This allows the packet sw tched tel ephony

net wor k t osdftweaket hat a conputer application is currently able to route
calls for this virtual address. During operation of the network, the pass
_through proxy receives a call 1o to a virtual nunber at bl ock 904.

Recogni zi ng t hat igt fste@ahht the ibderaiveitettsbues ateembidutedippsoftmarieoandonput er
701 is contacted at block 905 and instructions are sought as to how to
route the waylbe soreskon Baneditoal AcERCENe-2SFSIAE @F%‘ﬂﬁwgﬁﬁg?‘r&yo t he
virtual_call ed nunber.varies nam cal |y j i : | i on
conput er a@epﬁ@lw}ﬁagprqvh esc@fgl’asl%nr%%réeﬂse /%rpﬁ?ﬁggrgg%)'elﬂggﬁ{régﬁ? Pﬁg ?ﬂ@or mat i on.

At deci si ogcdeakible BP@ maciingi(sigom tompati, hytwdrk delice, persorfadigiat t o
whet her or not the application conputer 701 has in fact rovi ded
appr opr i atassisiant, mpnutadunag tenl, any dawee withya sghpt OP%GfFHS'ei s utilized at

bl ock gogi’;gr&mgi?%s%ﬁgﬁ%grefoﬁ%&g Ié,rbeﬂla%ﬁﬁ{é-gééés%rﬂalé%edﬁhﬁ Féﬁg!uﬁl I ed nunbers

in all o'routi’'ng rnformation 1's supp On the ot her
hand, 20 skeuldhbisipbhestordabeompdicefe.d.0legtt onlydeemppy FROM) andaui ng

information, block 907 will cause such routing,.l .nfo.m?t' on to_be utilized
bef or €10t heAG&ss MEMOopLITH i dB2ghet) JeK Stsrege '@aPP‘i‘_ia, Siﬂfﬁﬁam%‘ﬁﬁr
D oCEP ! NHadiRLh R !a%vacég,geitg.ﬁ?é‘é Rl rg@@ﬁ@él, ptieEL¥eoustcal 8psfdrbed. 25

Not abl y, the non i'ng an contro unctions of application conputer
701 may beormubpechadettd sigriate(ay.aedierweaves, infrarad signads, digitatber or a
virtual nunber. However, in the preferred enbodi nent, routing functions are
handl ed byS'@mS 61 €%t i ons computer 701 only in the case of virtual
nunbers. Wth respect to routing functions for actual nunbers, the 30
proxy server 503, pass through server 801, or other interface server, such
as gatiekeeper 10D, notey thatpheieetne alipyerdraaibgs theerefered ambediment®ner, the

routing capabi ll bl eS a5old Sthef KicHidltioRS Wit bt Mpiidh hIo8E oRBkiftAR! | cati ons
the art. Different manners for interfacing the application computer fo the SIP
system may be utilized. Such variations are intended to be covered by the
claims appended hereto.

20
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conputer may be mmintained, without significant change in the required 21

WO 03/ 07 > P US03/ 01197 software. It is noted that the inventive

t echni qué@z@%%‘éﬁ)odi ed in software, and may be stored di Téuﬂ%’ﬂflﬁ?n A

machi ne- ac | ' p.ncl udes any s nechani smthat provides (i.e.,
el g S an .

stores an formation in a form accessible by a machine

(e.g., a conputkr, nkisyeiekn demipigingper sonal digital assistant,

manuf acturing tool, any device with a set of on r r rocessors,

etc.). For egarrpl e, %P#Bﬁ/rﬁ%?fa@dég@lvﬁIa@dréﬂrietﬁn%f‘%éﬁ%e@ra%d"ess

recor dabl e/ ”O”'t@ﬁﬁ%tﬁpéﬁd FEglbiatich G pluft BinARkY SERIted Hdhwihandom 10

access nenory ( . magnet 1T di sk storage nedi a; optical storage nedi a;

flash nenory desddbetermétat beingasapetie obparticipating dals, tetgpthared calblodugst i cal or

ot her form of propagated signal e.g.,. carrier waves,.|nfrared signals,
digital signall@plepented eyera P%Cs‘ﬁe& SWgCWBQ 2 ASIWVORG P@'G{ H@Wﬁ&&v@rdgscri bes

the preferred edé?ﬁ’@hf!ﬁﬁéct% totarlfzi\t%'i‘x\é?\%likoﬁndvari ous ot her nodifications
t

will be apparent t ose of ski iIn the art. Different manners for
interfacing the appla pass tmooghrpatver coonédied 8b Baicsgataemetmgyk baduti | i zed.

Such variations, are i ntended to.be covered . th | ai d h t 0.
20 22 WD 03/ oﬁ%@%é‘ﬁ"&d@’gﬂi‘%@‘?” b " ﬂ?'@ﬁ’l\%@&eﬁ:@?% %&&E’E ree
COMPri$ing: 2 REMihaResaRles! CakITALMAIGU & RENBIIGROh Jetbha thige addr ess

translation and registration of plural termnals associated therewith, s
each term nal bledtgircapabicfist tadetdaid pass thyough sereradobeingal | to be

connect od t o a RRNADTRE Rt myR-De sIEL R G rPRL A B ER T cara
data network argmputer, said applications computer including software to at least
control or monitor calls among said terminals over said data network,
15 said applications computer and said pass through server exchanging
information in @ manner that translates a virtual number received from

a calling party to one or more physical numbers representing called

parties.

20 2. The system of claim 1 wherein at least some of said terminals
are configured to modify addressing information to cause incoming control

and monitoring information to be routed through said proxy server.

3. The system of claim 1 wherein said proxy server and said pass

25 through server are resident on the same hardware platform.

4. The system of claim 1 wherein said proxy server is arranged to
receive an address in a first form from one of said terminals, translate said
address into a second form, and return said address in said second form to

30  said terminal from which said address in said first form was received, and
wherein said second form of address is a virtual address that is later

translated by a second proxy server into one or more actual addresses.
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t hrough which i nformati on between said proxy server and any of said 10
term nal §Passes, said pass through server including a second table that
mrrors seflpd first table, said pass through server also b]g(?ﬁas%()"ﬂf%-"gured to
comuni cate information to and froman applications conputer, said
applications conputer includi ng software to at least control or nonitor
cal I s anong sai @. t er fh@alysteovef cleihd wheeimsaidopioxy E&neatiisl anapigedaoi ons

conput er and sai d s_through, server exch i infornati in.a manner
t hat transfeﬁeév§@8$$'ieﬁﬁl'n ﬁﬁﬂﬁ%@f%ﬁ%ﬂ%ﬁ gﬁgﬂ{qgﬁf@&?&v ﬁ'@nﬁg\??fa{cg one or
nore physi §adire8Y M6 Ssé@MERPM! BRE stk R4 aBafddsan safPscondorivet#m of

claiml wherein at |east sone of said termnals are configured to nodify

addr essi ngSeeHNs $AVEN to cause incomi ng control and nonitoring
information to be routed through said proxy server. 3. The systemof claim
1 wherein said proxy server and said pass 25 through server are resident

on the same harglvwar eTie 8y$tepiTbf daim FRwh e shRl sctoatiBekvaher ei n said proxy
server is arranged to receive an address in a first formfromone of said

t er mi nal s, carnansicates with@n apprlicetions somputerdedmngdemaidaddressinsaidi d
addr ess | i fo . i inal fromwhich said address in
said fi rs?séc%ﬂj%f%(wg@giéfgh%’%ai%&%g%&éf%gse%d second formof address is a

virtualo address that is later translated by a second proxy server into one
or nore actual addresses. 23 WO 03/077522  PCT/USQ3/ 01197 5. The system of
claim | wherein’-sai d' i s¥steaeph@pin § whergigewitinde SIRsessieng@raddress in a

first for i i Lt Saj into a
second f omﬁ{rﬁ%ﬁ%@@rﬁ‘ gal o‘ﬂ ggﬁ@g%}%mghi %H@kenﬁ?ﬁ%'ﬁ?é g?dnp mse&get@éond
server. 6.saltheasytirenyokeplaricandisiiydsinamang ¢ ondtiglerSIPrsessn®ini cat es

wi th an applications conputer to translate said address in said second
formto one or nore different addresses.

15 8. The system of claim 6 wherein said proxy server or said pass
through server includes software to determine whether a particular call is

authorized prior to completing said particular call.

9. The system of claim 8 wherein said proxy server or said pass

20 through server contains software to implement multiparty conferences.

10. A method comprising:
transmitting a call initiation message 1o a proxy server or a pass
through server;

25 in response {o receipt of said call initiation message,
transmitting from said pass through server or said proxy server a fake
inbound call message to a calling terminai specified in said call
initiation message; and

in response to said fake inbound call message, initiating an

30 Internet telephone call from said calling terminal, said phone call being

initiated to a virtual number that does not correspond to an actual

called terminal unless and until franslated by an applications computer.

11.  The method of claim 10 further comprising each of piurai calling
24 '




10 7. The systemof claim6 wherein nultiple SIP sessions are contai ned
W thin 'ag‘aé}gjlﬁ, TCP/ I P session, and wherein said proxy server or said pass
t hrough se ¥an disti ngui sh anong said multiple SIP sddh§p0119¢ g The
syst em of 4 6 j i Lt iSa H §&Qugh server

i ncl udes st%\t'ﬂp/?rsere\@c}q%@lt@ﬁn@] n%l%qg eﬁgﬁr}({)%%luladaa%sggf@% s authorized
prior to conpleting said particular call. 9. The system of claim8 wherein
sai d proxy server or_said pass 0 through, server, contains, soffware to

i mpl enent  nul ti}a%rtyﬂ?ﬁ)ﬁ'faiﬁ%ﬂé’@é"@dﬁ h m%%iddalﬁﬁﬁ?gi%'m%ma snmitting a
call initiat] i thdeedeidnserver; 25 in
response t%%@@glg%t%ﬁg‘?ag&a‘?%?rgg%Wﬁgt%ﬁgﬁ?%eﬁhﬁggggggf transmtting from
sai d pass IhhiativgPreicek(SIe) tismughpr pass thesucgr serveakrd & ploxyrsérasl | message
to acalling termnal specified in said call initiation nmessage; and in
response to said fake inbound call nessage, initiating an 30 |nternet

tel ephone call frrﬁriom a&ééﬁ&é bPeIiR 1P WRkreirs8hill pRSAreiH s&obpgr 1 nitiated

to a virtual nunber t oes not correspond to an actual called term nal
unl ess andsaighprdxytseans taheslateya aallepirinise addeessoinputfirst farm ha net hod of
claim 10 further conpr,ising each o | ural, cal l.ing,. 24 WD. 03/ 077522

PCT/ usS03/ @PPQ'?‘S forn %BFHTB@ 'SF@E&JCH%?%&W @a%%dﬁggw%é'}“{f@? Og qgsai d pass
through Segeé%?atﬁ%%weﬁhgpwmgir%ai&'s@bma}ésw@rr%bﬁarﬁaméatéy Wwititieng an
Internet telephone ca includes trahsmtting an Invite message of the
Sessi on s dpplitatinrisocorPpoteydotranslam atvintual gimbasde ant astvabeallegdrRnbend a
proxy server. 13. 'Thﬁ metaaqu of Claii m 12 wherein said pass through server

or said gresPeRdNgtod CAAIEIMINGl | ed termi nal address froma first form
to a second formand transmt said address back to said calling term nal

or to a
14. The method of claim 13 wherein said pass through server

15 communicates with a Computer Telephony Integration (CT1) applications

computer.

15.  The method of claim 14 further comprising issuing instructions
from said applications computer to instruct said pass through server to

20 - monitor or control a call with specified parameters,

18. The method of claim 15 further comprising issuing a disabling

command to cease specified monitoring and control functions at specified

times.
25
17.  An article of manufacture comprising:
a machine-accessible medium having associated data, wherein
the data, when accessed, results in a machine performing;
receiving commands from an applications computer to
30 implement computer telephony integration (CTI) functions;

communicating with a pass through server or a proxy server to
convey parameters received in said command from said applications

computer; and
causing one or more terminals to initiate Internet telephone calls

25



to separate server, and wherein said separate server communicates with the
appl i cat wﬂ?”c’ %ﬁuter to translate a virtual nunber to an actual called
nunber CoO ésg ding to a called termnal. 14. The net hdd§ To¥SU041%h 13

wherein said pa; QHOR, % 15 conmuni cates with a Conputer Tel ephony
I ntegration (Cii S‘r) e§€%| I cat??%t%ésﬁ%orrput er. 15. The nethod of claim 14

further conprising ifssnelaiing vistalichmbess cdlleanmvian daapiels phaniecred|scraput er to
instruct said pass. through server to 20 nonif{or or copirol call with
speci fi ed par aniBftigied '”i%%CWE”HW%CE‘Fre%FP%ﬁ q 50 Pﬁ'&fcﬂ{ﬁmﬁﬁﬁfi sing issuing

a disabling command to cease specified nonitoring and control functions at

specified times. 25 17. An article of manufacture conprising:. a
machi ne- accessi bB.e ek artichasi mgnatscicicadfedaidat 2, whamiritie maohirdat a, when

accessed, resul in a chi ne perform ng;, receiving co nds, from an
appl i cat i oHEEES E’@d'qrg?u@'@ﬁri' PQﬁ%ﬁ{gt%gmﬂ 8rCeSeep Si"ﬁ?'éﬁr ation (CTI)

functi OnS;maEHiﬁELSHBrﬁﬁHEr&Q with a pass through server or a proxy server to
convey paraneters recelved in said command from said applications

conput er; and causi ngsiondions towaease epetifietl snovitormg axd eohtntler net t el ephone
calls 25 WO 03/;0%%7552 PCT/ US0Q3/01197 in response iftlerﬁtfo’ and, transl ati ng
virtual nunber SNtAMaIAN pRBAEDURGSEIY| caIRdALecanveYed I anfiftamsal i nto act ual
nunber,g correspaidicAodOcsAplied. termnals. 5 18. The article of manufacture
of cl e%i m 17, wherein the maghi ne- accessible medium further includes data,
when. accessed, results in the machine performng: instructions to cause
specified moni tﬂj’.' ngrh%ngrti%%ncgfrn%nufacture of claim 18 further comprising

instructions to cause a proxy server or a pass through server perform

authentication functions.

i5
20. The article of manufacture of claim 19 further comprising
instructions to duplicate packets associated with a call to impiement a

multiparty conference.

20 21.  The article of manufacture of claim 20 further comprising a
instructions for implementing plural SIP sessions in a single TCP/IP session.

22. A method comprising:
transmitting over a data network, from an application computerto a

25 gatekeeper computer, information indicative of monitoring and control of
telephony functions desired by a user of said application computer, said
application computer being located separately from any of said at least
two nodes of said packet data network;

arranging for said packetized telephone communications session
30 between said at least two nodes of said packet data network, said

arrangement being accomplished through said gatekeeper computer,

26



i nformation concerning said calls to be conveyed to and fromsaid 10

appl i cat Igele] uter. 19. The article of manufacture of claim18 further
conpri sih’g’ ASETuctions to cause a proxy server or a pa§§Tt’“$°8{9bW7server

perform authenti Catéa%@ir{d:g%%ti& Oﬂﬁcke]ti?eaotel%r@%ﬁtéd}hﬁ:u%c adf agkyps of

claim19 further conprrsi I nstructions |'1'cat e packets associ at ed

with a call to inplenent mul ti par conf.erence., 20 21. e artigle of
manuf act ure of Qﬁq@?ﬁp?@'qa]?ﬁ@{t '?r%cﬁ‘%lss?fo "gpa?'ﬁ%tqqiﬁﬂei%g;m&oqchﬁﬁkrrenti ng
plural SIP sessions in a single TCP/IP sessjon. 22. A nethod conpri sing:
transmtting oveansiatingtat laash@isyirabivmRehMP PEAIArFNOELAFUBERUMBEES; 25

gat ekeeper conputer, information indicative of nonitoring and control of

t el ephony functdmins desired by a user of said application computer, said
application conputer being |ocated separately fromany of said at |east

two nodes of said pagksiingdhforifitivprikdicativa@besam $edsiGodcimivigeiol ad
t el ephone communi cati ons Session 30 between said at | east tw nodes of

sai d packet dat, i i | 4 ; gh said
gat ekeoper comsnPuce 8L EapnBlch 555 3ARE B 1es P DERAGAARE el xaid ke
packeti zed tel?gﬁon?hconnunications session between said at |east two nodes
of said packet WAKnet work to occur by translating at | east one virtual

nunber into one or nore actual nunbers; and reporting, information

i ndi cative of &3 d Jdesmsthed aliiainy22ovkerein salshairaRginenceHRPEER NG r om
sai d gat ekeeper conputer over said data network. 23. The nethod of claim
22 wher ei riokavidg atepsngi ng conprises the follow ng steps:

10 _ allocating bandwidth for-at least a first endpoint of said packet data
network;
notifying said application computer from said gatekeeper computer
that said call is processing;
allocating bandwidth to at least a second endpoint to participate in
15 said session;
connecting said second end?oint with said first endpoint; and
notifying said application computer from said gatekeeper computer
over said data network of said connection.
24.  The method of claim 23 wherein said translating is performed in
20  accordance with a load balancing or skills based routing algorithm.
25, A system comprising:
at least once calling terminal and at least one called terminal, said
calling terminal and said called terminal being capable of communicating
with each other via a data network;

25 at least one computer telephony integration (CTl) interface server,
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10 all ocating bandwidth for at least a first endpoint of said packet data
network; notifying said application conputer from said gat ekee?er conput er
t hat saiWOMIOF752% processing; allocating bandwi dth to at PCAAE03/8118%cond

endpoint to participate in 15 said ssi.on; connect | i

endpoi nt with $aidd Ti'r%@%h@ﬁdﬁ‘%tc,apéﬁge qo‘f"?q@‘%ﬂﬂgs‘é?l%géég%cﬁ%%ffggm%conput er
from sai d gat ekeeper conputer over said data network of said connection.
24. The met hod nuinteraiamd2s repegrézingsditueliaallad NeMBaisi 8@erformed in 20
accordance with a | oad bal ancing or skills based routing algorithm 25. A
system conprising: ah bephdationeecomipliery td eprotesd vinublacalleshdturobeiscal | ed
termnal, said calling termnal and said called term nal being capabl e of

communi cating %?A(,q VAR ndAlRr§8h60bKe FSnithrel gstatl ealtedonput er
t el ephony i nt eéﬁré{'gtglfé(’g(% ﬁéﬂlﬁr{t erfacg server, 27 WD 03/077522

PCTI US03/ 01197 sai d CTI rver iR b f 30 ©akdig €9 act ual
cal | ed® nunber@ugm?rﬁ’f apagm@?%&@ia&%ﬂl éaglgﬁl %@ﬂ%ﬁyﬁgg and an
applications conmputer to process virtual called nunbers, translate said
virtual called®gMAbers into one or nore actual called 5 nunbers, and

transmt said actual called nunbers back to said CTl server. 26. The
system of cl a2 25 Thieesystemsdichiorzs whevein said &THsepiesdpargatebeepefye
system of claim 26 wherein said CIl server is a pass through proxy server.
10 28. The sysigm ofThel systord of vhimelonwharain €3id GEirsagver i h
processi ng both actual called nunbers and virtual called nunbers. 29. The
syst em of p%)@}j $Brgé Wherein said applications conputer

10 ~ 28. The system of claim 25 wherein said CTi server is capable of
processing both actual called numbers and virtual called numbers.
29. The system of claim 28 wherein said applications computer
translates said virtual numbers using a load balancing technique.
30. The system of claim 28 wherein said applications computer
15  translates said virtual numbers using a skills based routing algorithm.
31. The system of claim 28 wherein said applications computer
translates a single virtual number in plural actual numbers.

32.  Apparatus comprising:

an applications computer to implement computer telephony

2C applications and to communicate with a computer telephony interface
node on a packet switched computer telepﬁony network, the applications

computer being arranged to monitor and/or control, but not route, packet

switched telephone calls to an actual called number, the applications

computer also being arranged to route calls to a virtual called number,

25 and
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transl ates said virtual nunbers using a | oad bal anci ng techni que. 30. The
syst em ofygLahsA8 wherein said applications conputer translates said
virtual nunbers %si ng a skills based routing algorithm S?L.Tlﬁgﬁ(ém’é}ggt em of

claim 28 wherein sai gcapputératicphng MBHAR arrdriigiipbalofmanieheokith it ual
nunber in plural actual nunbers. 327 Apparatus conprising: an applications

conputer to inp . el ebhony 20 applications and to
ﬁ;ﬂ‘i?c%‘iuoﬁ@[EB}Hp%g?F

comuni cate with a conputer "tel éphony interface node on a packet swtched
conput er tel ephgny network, the applicatiops .conputer .being arranged to
noni t or and/ or \g@nt Pﬁ'ﬂ? ApherFys C%o‘ﬂ?'@? %%aWEE'Eem ﬁ%ﬁléﬂgﬁcqﬁ@”gp%’ﬂgu@él s to
an actual called nunber, the applications conputer also being arranged to
route cal | ®utes galls by parforreinpdeathbrisecing. 25 and 28 WO 03/ 077522

PCT/ US03/ 01197 a conputer tel ephony interface arranged to communi cate with
said applicati®hs chmpupparatds.of lheimragBawheren ahid baplicdbneheomaputesai d
applications conputer routes calls by perform ng |oad bal ancing. 34. The

appar at us i téd ééll%‘l}’s?ng\@%fkﬂisrbé%@d@oﬁﬁﬁéi jtiaRs conputer routes calls
using a skills based routing algorithm . The apparatus of claim 32

wherein the app#}é.ca}ﬁgeg%pt‘a%ﬁ%%% olSif52Swhidldh? H Bfpfeatioh! coriGer

routing al gorithm

routes calls using a skills based routing algorithm,
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