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information and storing the digital information in a memory device. When the user plays
back the recorded TV program, the DVR converts the digital information back to analog
signals and sends the signals to the TV set which displays the TV program for the viewer.
[0005] DVRs are becoming increasingly popular and widely used for recording
broadcasted TV programs. While the ability to record and control the playback of
recorded TV programs is convenient, DVR users are forced to view recorded TV
programs at a TV set connected to the particular DVR which recorded the program. Put
differently, a DVR user cannot view recorded TV programs away from the DVR that

recorded the program. As a consequence, a drawback typical to a DVR is the inability to



differently, a DVR user cannot view recorded TV

prograns away fromthe DVR that recorded the program
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content according to one embodiment of the invention;

[0013] Figure 3A is a flow chart illustrating a method for securely transferring
multimedia content between a DVR and a PC according to one embodiment of the
invention;

[0014] Figure 3B is a block diagram illustrating a user-interface for securely
transferring multimedia content between a DVR and a PC according to one embodiment
of the invention;

[0015] Figure 4 is a block diagram illustrating a general overview of an MPEG

program stream according to one embodiment of the invention;



of the invention; [0015] Figure 4 is a block diagram
illustrating a general overview of an MPEG program
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[0021] Embodiments are described herein according to the following outline:
1.0 General Overview
2.0  Structural Overview
3.0 Approach for Providing Secure Transfer and Playback of
Multimedia Content
3.1 Establishing a Secure Connection between a DVR and a PC
3.2 Transferring Multimedia Content between a DVR and a PC
3.3 Internal PES to MPEG Conversion
4.0  Implementation Mechanisms—Hardware Overview

5.0 Extensions and Alternatives

1.0 GENERAL OVERVIEW
[0022] The needs identified in the foregoing Background, and other needs and objects
that will become apparent for the following description, are achieved in the present

invention, which comprises, in one aspect, a method for providing secure transfer and
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1.0 GENERAL OVERVI EW[0022] The needs identified in
t he foregoi ng Background, and other needs and objects
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riginal format. [0024] QOnce. the PC and the ave
engcalg‘[?fl%ﬁ &Id%frgﬁ&l[‘ﬁ Ié‘_e%%gﬁfé'&q igorigingdopatyr e _
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i
user nmmy request a listing of content fromthe DVR
tf‘Wigﬁﬁ- {hes, pgige dha media ppplisaleriprogram, ByReymay request atlisting of

contett iB% BE DVR. When the request is received, the DVR generates the listing of
content and sends the listing to the PC, which displays the available content to the user
via the media application program. The user then selects which content to transfer from
the DVR to the PC. The user can select any content that may be stored on the DVR,
including, but not limited to: recorded TV programs, music files, movies, images, or
content that the DVR downloaded from a content server using a broadband connection.
[0025] When the DVR receives the request to transfer the content, it locates the

content and begins the process of preparing the content for transfer to the PC by
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content and sends the listing to the PC, which

di spl ays the avail able content to the user via the
worembassappl i cation program The user then sel et BUSHD®M2192

content to transfer fromthe DVR to the PC. The user

can select any content that may be stored on the DVR
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music files, novies, inages, or content that the
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onis  aisReEe Tlch WHIE the PV sahidils s grmaemy the 25 the
mbdlE aphRagofpRiestn F‘{“&Vﬁ%‘ 4ok o K e BEERAT 0P elehner bY.
dlad@hrleg ﬁansfergeém? mtf@rratlm urthelh @nwﬂﬂp && 1eegivesnbg digitahdata

t he d| a h whi ch
st R mad cofisP A spBPlR Rl sF g pp s, )
[0926) a0¢n dedtherembilirhent,tthe PO\Gzn astofRriGalRGretritoe l@bﬂ@ﬁtéﬁ’ﬁm the
streamto the PC, the media application programallo
DYRjhout gsqrrnigrectioebyp hayingsths user schedule tiansfess frpp the DVR to the
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desAuey X tised0gh sohpdult be rémieaalaifmemttthro@ugh @rstxarbde@rd\adémeebsite,
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u r
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D3Ryto csehttemmtmt tor‘tmcteane&sreWanm vewed Dna]lnet EV(Recwec @ broadbaet

an_sch duI he retrieval of content through a
egg?’i}‘lé %‘@ﬁmﬁebsi te, which may be accessed via a
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systemis al so possible. In such an application of the
comyitesrreadablronedinm ogeﬁgwd & ¢asysoud thpviRragoingastepst
content to be transferred and viewed on the DVR over a
br oadband network, such as the Internet. [0027] In

2. 0STRUGEPRALSOVERYIEW eEnNnt i on enconpasses a comput er
apparatus and a conputer-readabl e medi um configured to

carry out the foregoing steps STRUCTURAL OVERVI EW
lﬂpzﬁiz 8] Rréreng k(G 3A|:l@ccmlan<fw% eny erahRAUmMENY, A comgunication
Eﬁﬂfn%? Jpyarlal %ag h mﬁa%
etween a %n%ﬂd E’ 'S %%gmlle? gt i¢2flbn

system contains DVRs 102A, 102B and 104 DVRS 102A, 102B and 104 are
communicatively coupled to Local Area Network (LAN) 105 through any proper
communication interface, such as an Ethernet or wireless communications port. PC 101
may be a personal computing device such as a desktop or laptop computer, and is
communicatively coupled to LAN 105 through any proper interface. Portable Device
101 A may be communicatively coupled to the PC or to LAN 105. In one embodiment,
the Portable Device 101 A may be a handheld computing device, cellular phone, portable
media player, etc., for displaying multimedia content. Through LAN 105 and Internet
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system cont ai ns DVRs 102A, 102B and 104. DVRs 102A,

102B and 104 are communi catively coupled to Local Area
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ofitheBervige Hlpmdcall 06 Bﬁ‘zatlsfge&ev(cﬁ*lﬂmbreat% 0oRinSuni itoh Wefvoen DVR
jon, software prograns,
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Prow der 106 to satisfy viewer Int
ml,qqercsam@ny lpest wetentedVRhd ﬁRJAtlamuiht)Sef ¥DUR Brigpitie@n U.S.

ure di,strjbytion archijtecture to
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simultaneously.
[0033] Recording Module 160 records the incoming data stream by storing the digital
data s'tream on at least one storage facility, signified by Storage 164 that is designed to
retain segments of the digital data stream. A Signal Converter 154 retrieves segments of
the data stream, convert the data stream into an analog signal, and then modulate the
signal onto a RF carrier, via Output 152B, through which the signal is delivered to a
standard TV set. Output 152B may alternatively deliver a digital signal to a TV set or
video monitor. For example, DVR 102A may utilize a Digital Visual Interface port

(DVI) for sending digital signals to a TV via a DVI cable.
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system satellite receiver, etc., via Input 152A
| nput 152A may conprise a plurality of tuning nodul es

wo bas/osdobow a plurality of signals to be recei MeTiUs2005/042192
recorded sinultaneously. [0033] Recordi ng Modul e 160
records the incomng data stream by storing the
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pesforming the fanciigns ofgseh gempesEnt oY VR 10Anat i vel y del i ver

g T r r
[0@3gln_p Iﬂhxb%%%td&naf}lt uI%'fIV eltOZ% gCYlb%lﬁ?aHH@hg(% g plfiity of
cdmjamefita meceseary tq fBveiyefrecord esmfertgandfeg andplagbaphaligita data signals

TV a DVl cable.[.003 DV, 02A al so n | udes
FrOBrAAIRLSE HORAD SHIRE RE2 DYRy 645 TIRFRR T Gyt server
Dia@@mzqapéammn@&} %?glt\ﬁ’l &'ﬁa H@ﬁéﬂ@f&‘anla%r YR 5 PE TAIR 102A may

wi rel ess network, nodem “or other Communi cations

ersbdndadeatoddigithleignatvra Eocodleni§6 A and Reeasient 368 m’w @ phurality of
TV system,such.t hat the des rlbed e ar.e,. .

oSSR i aee ekl BRI SRS RO O e Gtisita

dd¥h sigagb uﬁﬁngﬁ&gﬁfor/Qfecﬁ%R)r]l@gfor it&@@@]trahﬁeﬁétq{lﬁbﬂfack of the digital
enbodi ment 102A general Iy conprises a plurality

dQSfiSlgO#ponents necessary to receive, record, store,

f d
] g A Rt S B o o
C@lﬁt@fdﬂ Stever 106B bgnisigtandsteral teldphbheliadens asigrifiedby Ebmmunication

ital data signals to angther DVR or. PC, DVR 102A
Iqﬁea C%ﬁé%&%edlélrln@e%fb‘ééoﬁm@%lém%‘?@m of Servissdoawder KA.

A%P%y%geggqﬁrou% i rOcafioR! Eﬁédeg\/& glbé;l%{/ﬁafﬁ fﬁiﬁy be indirectly

rage or tran can a
cannectypto the Sdﬁmeymbvxdmgl (6 ordedersiSgneat $06B lvragocal area network

g5, Y R ol e e Sere Raader BBAapd-Fotspyferver
(%Qiztﬁr&%h RRndh [ 6L LXNCRB%‘@ Bcdnfedtb®toTnterh&q of Elemg d&hble

106A or Content Server 106B by using an internal
mpdére phonerrsoclethat mulipld devices Jocatsdrondi AN 1106 mayrdoenéch belnternet
1 2 to dial into an incomng call nodem bank of

ervi ce Provider 106A. Alternatively, through

?j]m NITHRIDWR 10DA 8hitiaes a t6#nectibietolVARNLOZ A r&Mmlilﬁncatmg with a

rectly connected to the Service Provi der 10

Le&wem togehtaire locpd B ddressomdiomerneiweorkt Mdr khy DXrEg mm glso initiate
o 0 e oSO BRBA 5 R R 84 A9 e
seffiiye PROVIIRN (ISP sing an IntérslneddehDandrsieplor 1iRDTRe ISP directs the
network connection request to the Service Provider 106 for identification verification.
Upon verification, the network connection is authorized and the DVR 102A is granted
access to the Service Provider 106A.
[0038] On a user’s PC 101, a media application program is specifically coded to
communicate with one or more DVRs and is functional for encrypting and decrypting
multimedia content. The media application program provides a user interface for viewing

content on each sharing DVR and selecting content for retrieval. Further, the media



nodem or router such that nmultiple devices |ocated on
LAN 105 may connect to Internet 107. [0037] The DVR

wd déoseet i ates a connection to LAN 105 by PCT/US2005/042192
communi cating with a LAN router to obtain a local IP
address on honme network 190. The DVR may also initiate

applicanidiesiogim indy provideegraghidal higerdatet facgfon stteiaglip amewmask of
tel ephone nunber for an Internet service provider

sharige)P Gsand & Vi omEBNHIS- nodem and t el ephone 1ine. The
| SP directs the network connection request to the
Service Provider 106 for identification verification.

3 UpABPR@rA(tHI FOR PROVIDENGSEGIRE ARANEFER AN PLAYBACK OF

n R 102A i s granted access to the
Wﬁ@ﬁgﬁ}&gﬁf@g [0038] On a user's PC 101, a
”Ed' 8 laFE@TAG?fEI'SMN@r&Q'E@UR@ CW@ECTM'E’EW@E@ ADVR AND A
conmmuni cate with one or nore DVRs and is functi onal

for encP¢pting and decrypting nultinedia content. The

8391 5 Rk G B2 TR B oSN ¢ o R S o inglEf bt o
séeOft @nhedtdh Wit sthevd@viceSbh HREATANT DRcORSY Pr&:l peAtbhdd using any
program nmay provide a graphical user interface for

apwopriaig digpovgripoiasek (ecf Rendezvaes 1PCAPRlA @ opvméerolnc)) Appd may be

BT T e T

ASEGIIRE DSARINGEA |Tals BEEMKIN /D DRR1 60) 84REd [POR3YN, Bacdh LAN 105
DVR 102A,. 102B goes through a di scovery stage to find
anghmay idenhify ¥ o e dpucesr e ertherzed 9(1141‘16% A@yicese Fog istance,

DYR {6¥A hfd 1d 1?}99"(7% Yoo BYs anea 29& gl%% %?goge any %13‘70 recognize

appropriate discovery protoco ZVous

DAL @4 ssoampurtaethprikzétcdevicea ﬁ%el’@tek)ﬂy&ﬁhrrlpoby IXVR 104 to request the
aut o i.cal at, specifjed tinme interval or at the

QR @bﬁ@a @% ﬂﬁ@e‘a. genty detsrpming °}¥ qierYéges attached to

LRN W&‘E 'aﬂtﬂo@/éasshmg@devl% BYR 6 h8Y conkft an‘ a]rglé

dentify one’or nore devices as an Autfior i 2
ccsrhﬁcatmgrcxskalblddaeeSer\Fiw Plromsteah@(aéx DVR 102A rmy identify

R N T R TS,

oo QI RUAEEProvér 204 & MRbsiRYto DMt Priechd JTeRIESicds Mt he wants to be
content of DVR 102A will be denied. In order to

cefstdsradi asauthiorized shaving devigest déshegianynppraprinsisar mterface, the user
rggltsq}? ;s}e%ﬁﬂxél?r{qt% érls rélglyl?ﬁ:i %F %%es?c}lfg\l}? gevdcegy Ons%lés mgluded which
tHE&Wld@ProizQﬁl‘\l 04 PA¢QtrifyrthRuge its UStabasp I@k py RDéRtid®dormatidn the
us?er %Llsg ér&aeﬂousslg?egtlepe C”lglrlérlaaff{e(r: aSte(l?vméjl Prli)sv?drer IOgA creates a digital sharing
certificate that identifies the user’s authorized sharing devices. The certificate may
contain each devices’ serial number, MAC address, and corresponding public key.
Alternatively, the certificate may contain any other unique information for identifying a
DVR or PC.
[0041] The digital sharing certificate can inform a DVR that it can share its stored
content with other DVRs that are listed in the digital sharing certificate and also retrieve
content from those DVRs. It can also inform the DVR that the DVR can share its stored
content with a PC once the PC confirms that it knows the DVR’s private information, for

example, its media access key or MAC address. The DVR can pair itself with a single PC



onto a Service Provider 106A website to create a

record of the devices that he wants to be consi dered
w@sooansdor i zed sharing devices. Using any apprpr/isioes/042192

user interface, the user enters the serial nunbers or

MAC addresses of the devices that he wants included,

({hPromide Ranesg sequse SIPRINRMSED o1 daanppgir ytaell thmmltiplgPGst depending

. i ' ' he user has

AR S efio ol P AR BVRSS B ovi der 106

[0042t es The Seyidedlrowliaritog distibifes drtdigitd sharingdeRitiffda®So the

[#2 gser .S agt hoi i.zed sharing devices. The certificate

§s LRd in e dighl teving etifgu; dhe MR picAraseiye didigital

sﬁﬁ%é:(%ﬁﬁ@a@@ﬂﬂéﬂ‘@le??pﬂfbﬁn ﬁl@f&)eﬁ{)&i@ rch?t'é&tvv%!tﬁ/@etgé?vice Provider

certificate may cohtain any other unique i nformation

106A foriemit urfdptes ¢o thelD¥RcopniP@rogra4ljdekraoftivaictupidates. The Service

B0 BB S ALTURE el e arer s e DI SR mermet 107

if the DWVRid @nnédiad fonfe GREhEfigzat e and al so retri eve
content fromthose DVRs. It can also informthe DVR

0043 t hin aortioanif VAR &04 requestoa st of amtlémediaicbhtent sREed on DVR

fid it . the. DVR . '
2R E 62 T e B B oo
DadkiNn 64 & not MisteD¥Ra auth@icd shark devive! DR 3028 tRerREfeeR DVR

Br,ovi de a nore secure environment) or it can pair
10¢'s gpqueg); fonmwifimedia eomterd,  dependi ng on how t he Servi ce

id Af 5 . 42 Vi ce
(Y Gorney GRS Tt 3L P BalthRy PARC. SRl PG 1074, share
cementi dver thie dodabateh actidis, drispdctfitally, #he tb et 8PCINAT Mhreafier,
er&if'g te.. The DVRs t%pi cally receive the digital _
Wi’ﬁ% }fenljrzj Arfexhentigteine SeBycsRpyider Qofsithe $avice drevider will
&l | ' ' {0 ny .u t
S eksall ot P R0 sk B MR X on R RS s
TTITE V3 43 4 erapraowsipd eonnbﬁ)lﬁdhl:s)\rf)l‘gyn _a:lnsd)?qv@ccefthatt slpeciﬁ'b?-% gﬁh%ca access
ring certificate to a via the Internet |
k%%@‘aﬁ@%cﬁ%s ti?%ﬁ?r@?ﬁé‘%?df%acfﬁsé Ke¥t ernet 107. [0043] In
8T at iOmPCi1i] i ' ' ,
ot ant ot or o peatpbBALEH bivgfo i ps e a3 ommunicac
with@pk ®VR 4024 g1 028, 18hand isdunntionilfforetoeyrsing ahil desryptiag content.
V. ' ot | isted as.an authorjzed shar.ing device.
i et 3nb irlith pifelied o Eaed Boe it b SHini e B ch
stmaing @VR 1DDAAU Bl séRefing'@htdnd §brGatrRvAan aFuﬁHEE the media
rticular DVR, e.g. DVR 102A, may share content over
a}f YPRAP AR BIoXiielan interfagrefor fétting iy 2 nelwtonk dfigharing PCs and
(N AND f ep. the DVR 102A .pext
DYES Cnretihe Yy okl s iRt A usphieEpBERy e or DVR

loPated pulbomainktwoske 109 andeteapatitelat PEs BMRVRAZAabBYS ¥ haring
it to,enabl shari%ﬂﬁ content over LAN 105. The DVR
e

df‘i’&ff&_ ﬁ‘*_ﬁw teEpton: BedBaApPHeation Prgerams tocenchdg or transcode
mERBddld Ehteht PR U aRAsRE O oitable Device 101A. |

[0046] When PC 101 loads its media application program, the program performs a

discovery, using Rendezvous for example, of neighboring DVRs 102A, 102B and 104 on
LAN 105. During the discovery, the PC may identify one or more authorized sharing
DVRs 102A, 102B. In other embodiments of the invention, a user may supply the media
application program with information identifying a particular DVR as an authorized
sharing DVR on LAN 105. Such identifying information may be a media access key,

serial number, or any other unique identification of a DVR. Thus, when the PC performs
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key that matches the DVR s nedia access key. [0045] On
PC 101, a nedia application programis specifically
W@ oaedsi901 conmuni cate with any DVR 102A, 102B, pAD¥SBNE 042192
is functional for encrypting and decrypting content.
The nedi a application program provides a user
theliRbY &9 etht PC Mheiard fooaile fiose D VRCpesilfiad iaf gutbized sharing
102A, 102B and sel ecting content for retrieval.
D¥Rst 9RA, 102 nedi a appl i cation program may provide an
rf
3R o 2 Bpie? B Shibch, R FPCORs M e Bliction i, the
mlﬂdﬁfapﬁhgatllod enigrin nayyreREsouseDiviointtiat ok amthdrizirg the user of PC

network 109 and sel ect. particul ar PCs or
1%%19%&%%&@&@1’ o Bl BN S RSO 850 psavord

ﬂ%@ﬁgge}vﬁ&%a&ﬂm RMbcesdife BRI MplihARISHBEam or

ia content for transfer to Portabl e Device
originAlly $ed @16y thelueer VA@N1BE usep mitialized theeiedia applidatian program.

t . f '
WheR S Rnenip R pen o FEfRRBLRTRY" B s3pares s
s@ﬁme&- ReforhtieANifOhe nﬁblﬁlhﬂﬁmtsb]ﬁadcb}&ﬁ@\ﬁéﬁh appli€atida am to

entlzy one or nore authorized sharing DVRs 102
dqmnel rhotses s awhnsizedtness tef ProBEM.nvent i on, a user

n¥]os up Ff«lu}(thérh g‘e nl?éjq[ pﬂsrﬁ%tlo géﬂg%gf’ﬁﬁ? Wa rQedla access key

rmation t

asdbéibed wieich BVRT 1020\ (E?VBANII USA%ellQﬁe u&ﬂ Qhemﬁt@ I’d@ piuy th’égnedla
informati on may be a nedi a access %/ serial_nunb
1

aplicatign progym Wih é{IEFeDVBe]erlAf ilagpp smbe ment)gpch EN@leM 102B
F(ﬁl i "el?so'é’%e‘a% ﬂﬁl@ﬂgmg 86%5 Xe u‘%%o fggég@éh@‘f&h&nt stored on

or only eC| rvze
the\IRER 1 Gﬂé\meﬂ(h?ﬁces[s ke Ydaylble ao&dsableethhmgh henisss 1nvdiiﬁne PChe

101 ] oads t medi a _appl [.cati on pr he ne
D1 Inothsr s fiwnaﬁnﬂme% R i dy<aF DAY bﬁg%maas e pppvided by
S@Nic‘%c}frb\?lh&gl O6RCoYREEseP T F&GndSee, £0¢er 'aEb%ES%Q% wiBRSE Bf Service

application program may request a user |ID and password
Peuypdek il 80A lapd Sbtainis dlee Redia ackess Kyofar DMR 2024 by isugplying a username

dia application progra originally setup by the
aﬁ tt}szé‘iH%‘@Fch’rY?‘{qrgbgéed the medi a application
[0049pT ar]?TIGV\@ ¢ BN chESEIhoRMEL Srobéss fbrrkfs%ﬂﬁhh%’ B sedu&connection
medi a applicati on program conpares the supp

bétween PMR 502 AindhPEHO1 edonding ta ene ermbasiimpnt. tPﬁétqn’é’@QaPC 101

logﬁ%) h-ngcat ada;%pglrcgt%g al%rpﬂér% dggﬁ é‘mjeqflalaﬂgi El&t ?Sﬁlr He férﬁt time the
miFBidi app Atloh Galob &l ¢if BQN eMttERHedi® apifithtich pﬂbgta:m AQ0&8Sa media
key associated with a DVR 102A on LAN 105 when the

agesisykextframhesuseousing the diselayod Py K pniosder |f@ﬁh®mgwmllcatlon
Pl KN oRYE 0P o OBCRTRAGATNK: D YR tfpcatin

plogyan &R réquestacnedis hogsclet festh tisd wieeit i0i8 determined that the user is

adding a new DVR 102B to his list of sharing DVRs for that particular media application
program.

[0050] At step 206 when the user supplies the media access key to the media
application program, the media application program locates the DVR 102A associated
with the supplied media access key on the LAN 105. Once the selected DVR 102A has
been located, the media application program causes PC 101 to send a connection request

to DVR 102A. PC 101 sends the connection request along with the supplied media
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the DVR The nedi a access key may be accessible

t hrough the user interface of the DVR hi other
wendedssvent s, the nedi a access key for DVR 102ECTrE§2008042192

provi ded by Service Provider 106A to the user. For

i nstance, a user accesses the website of Service
apesy Kepefor apdantigationbingther enthwdinaetite PLE tilsmak ese dnyrotivR

l.ying.:a.usernanme and password to the
e rp B At} 055 FIG 2 is a flowchart
[8050M ngAastpp 20K Defdrerecemirthe Sbrinketich 2§64, D PRNVCA iR have

bet ween DVR 102A and,PC 101 according to one _
dSPFB‘BH‘ieﬂr‘-}@FFhCNt 1gphorsd to pirarg eontens gyer kAN 198diFar instance, DVR

[ j : [ ' j d, -t his i.s.
PSR B, T 40k
auihorirdinmetifieatamph iackigitab shapinggenificaefoe %k&nﬁlfeﬁ%%h?grivice

(0]

i he di spl
AR o UL e B oo o v
LAN 163, DVR 302ARA1GOREEM ifeb AN R1iohyr t her, the

medi a application program may Tequest a nedia access
[005¢] f r dAthetvase gbstep 209,tDYR 1624 ds mithaizetihathdrb@s ta@imédia

B IR B RRREL S A Ry e Bobiment e D
restieps 206tif1da€ion flden the SernsciolRer 1H fﬁ%%ﬂ@ﬁﬁ?ﬁé X 102A

to the nedia application program the me _
M3y pRir WAt s By EXgF earracty indeentesiibe DVR 4 ORAiaassess kay.eth another

' [ | cess key on th AN 105, )
el lime S RO o) S oA oo R et the D etrapires
thapPCil0atlsobe pooagraritida dsea3VRE 1504 atd ReRska connection

to DVR 102A. PC 101 sends the connection

[0:02% gzt bahgend h RYR 19dAutheationtesi the comestikereqhiast by
1 f: . j ts may us
O e P ) R TR E N DA Cipetocipgocess
keyt dpthed@ys inefcby then BOR YOI miah@sablivheciccorR donAeesh by MRing an
02 Will ga eoggtg[m ned vvhethe_r it is authorized to
aci‘ﬂ%‘@é: EYRRt ﬂ:{he fULAN 105. For instance, DVR 1026Arllrlay
' Hknal [ . t, Bver ,
O e ek B BB S BRI B iy »
publig ieneryptidnaledyrigr c)mryptﬁigcadilhgessi@s beteaep E&; DV%zomiw It7C.C €hus,
j 106A. .1 fDVR 102A determnes that it is no
whe e 36T rehBES (o APt Bomy DU RN O2ge thaffivab have DVR
1021A1$ puites tibn | ' [ .
O hep S eryplibn kAPQM 4 SSRNASEN MdSagch ABSIR 1024 using the key.

Fugthsr, £G 10 may elsorsenddtscorm public gnerypéaekasets DVIR 102A so that DVR
' fromPC. 101. hi one enbodi nent, the

GRS AR MBI LB B, M RSO e
betvdzA DViRi102AiIang PChE]] . tM@erﬁNRe%@% sBBe Bahdectbs thagB¥ PC

t 2 orrectly indicates the DVR s nedia access” key.
estﬁp 1%&{1@@3 any available encryption algorithm, for instance, the Turing encryption
algorithm. Also, the secure connection may be established using an encryption key
system. In such a system, messages may be signed with encryption keys that are
generated using the Message Digest 5 (MD5) algorithm or Secure Hash Al gorithm-1
(SHA-1) of a device’s MAC address. The generated encryption key is then used by DVR
102A or PC 101 to decrypt signed messages into their original format.
[0055] Initially, the media application program may be configured to be paired with
one DVR using the media access key associated with that DVR. In another embodiment,

the media application program may be configured to communicate with more than one
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enbodi nent, the DVR may require additional paraneters,

such that the DVR requires that PC 101 al so be | ocated
wowvdohossorhe DVR s | ocal area network. [0053] Necat/ysmbs/042192

step 211, DVR 102A authenticates the connection

request by conparing the nedia access key supplied by

DRR GLAW 105. tTHe hddR spphisaticrstogradrmes prdvide the fbilibyeto enter a
keys match, then DVR 102A nmy establ|sh a_secure
Plétﬁylﬂ‘bé

eﬁ medHa @w%%hwm@rrswoaé%aw ehgHityof PyRsrn peN1§p. In this
e)[ag‘ﬁ)ﬁf i Rdhih B@ﬂ%fhé&pfo%rﬁﬁhﬁ | Flﬁ@ B ?%f&)c&fa%hsh a secure

|on n specCify a public encryption
cdmyctfcmrwnelnbdsthmVRgoaAland&\élhgézB bet ween t he DVR and

t he PC. Thus, e 1 receives the acknow ed t .
(0058k DviRltgrgatively, w@teb@téb ishing é&ECW%%N%WBﬂABP? BV the media
;%{H%Et}{&tﬂre aﬁﬁﬁ[laim}nﬁgf‘alﬁﬁﬂ%rﬁﬁg gﬁeﬁmgtmﬁl 68 tﬁechs@éliAN For

02A usin . ther, PC 101 may also send its
instancep irbbnecenatrslimpity wherk thy PCoesiiitshied 2/4ceure chrnecuRwith 2lag first

DA o TR Bo P AF BF St phasR iRt AR aRes agifcat

mAY bV Beeh ped Wded BIiEthE BeHA& IGEWAECII6A] ofBlYerR@ively another DVR.
est abl i shed using any avail abl e encryptlon al gorithm

Thosharing ceitidieatetidratifigy alh QVMVBQ sy sdiAfS that lgra authasized to share
c&éﬁhcegrlg;ag ur%ey z}(;lééo; gogn(fs Qeh ri?n Ssunéﬁcf’ 21 %péesf fge IH%'nre] gm%gdlme)rllt the

a sys nessages
S&®iceiPgnaderiiobA endy aymanﬁg c&ﬁﬁ&atte Inatheawaeam il wefHas selected
usi ng the Message Di gest gorithm or_Secure

alnbwemsgmn& IAMRs pn(ﬂm&ebsye Savef@\Pre@ & h0RA. aHmselavice
P%?’Fdﬁg?% @'{egg %Cgh\iﬂﬁé %}tlhg&fe hred ﬁﬁﬁﬁaré’ﬁ?@ P@/ 1 Ori)\{ﬁerollgl%ﬁltemet

ecr nmessag Into the
1@7.i Ipianathef émhmhme{lio ﬂﬁﬂ]C hﬁdﬂalapb]hqa,tloh peognadingay retrieve the sharing

applicati Q figured to be paired
C?Xﬁg?f“t% 2] g‘%i@’%"%@% §%gccess key associ at ed
Wit hg bﬁ%%RﬂN@@@Uﬁ?M@i@%@ﬁ@ENﬁ BETWRLIN A DVR AND A

appl 1 cation program may be configured to comruni cat
PGith nor e t han oneDVR on LAN 105. The medl a

i de t nt
BR3 o e R TR B ARy S Sl RulE renivghch, TF seeus®
tr@rhslﬂérﬁhg by m@ftn%c&ﬁeﬂ%ﬁ%lvﬂe@ﬁ thel devidds & @3BIeR! Secdr@ @ansfer of
nmedi a application program may allow PC 101 t

caierd imaydie estabhshed dragn &YRdﬁZW te thelRft hODmerth(a B@d 01 to the

D%?l&?g@ [0056] Alternatively, after establishing a
uréconnection wth one DVR, the nmedia application

[QUS8pT arReT@ying e RIG.f3Y abdtép 308, bAcd Z&hnsrini Hag b@ﬂ%‘stwhshed a user
the users LAN. For instance, in one enbodi ment,

utplfrangéhe aagdimanpiisationsprograny e R Aﬂbetaa/émw& thatthe cqmtwg@ of DVR
16%\/48 e ngl Slécf t%_lthpyﬁrs K@@Haﬁ%l& lfcgtl&l ﬁﬁgﬂng ax
a ave ee

cer I's sharing ce e may
alnbmuudﬁlgi goyerhfeen 1Squiost foe celtomt adé ISen“anGﬂn theVR 102A every time the
m%ldltaeaggl?galtl\c/)g lp%/og(;lanrgtlst1 leo;de%\/o% PC 101. Next, at step 303 when the DVR 102A
receives the request for content, it generates data listing the multimedia content stored on
DVR 102A and sends a packet to the PC 101 including metadata containing a listing of
available content on the DVR 102A. At step 306, when the media application program
receives the packet, it displays the available content to the user via the user interface at
step 308.
[0059] Referring to FIG. 3B, according to one embodiment, a user interface of the

media application program is depicted. In program window 350, the media application
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The sharing certificate identifies all DVRs on the
user's LAN that are authorized to share content, and
woreyeab®el cont ai n each DVR s nmedi a access keypPCI/mSmN®042192
enbodi nent, the Service Provider 106A sendsI a Shgl‘l ng
certificate to the PC after the user has selecte
PIOSTRATSSSRIS aseY Wh piRcofsientent3 Yeyieied endIVIRAPYAc A user can select
Pyafydulig : i | ' 83,the .
B oIS e ity P30 YA BY R IRh 5 e e
meipappdicationfigratmtogentratera reqibsdiontemister tHiaseRetet®@dg@am from

Licat. i may. retrieve the sharing.
PR PERIGPE 1o artlicetion proeran PuTOGRIBiEAeasbto DVR
10RANSHERRE Mtz tMdlsfek VEDI A CONTENT BETWEEN A DVR AND A PC
0057] Once PC 101 and DVR 102A have established a
ect Vet 2 transferdgsibeentindiatsteprogragn windowl 350meldva a user to track
t he deyvices. is_.enabled,. Secur
bRt SEPUREIAD JRABES s SRR maot fos. She ranster

sth@iAnfoembtish 13 b inoludt RS Arkdit BEMERId R EdiRedP¥Rng QA ferred,
0028] Referring to FIG 3, at step 302, once a
a%lYﬁ &% theg it eegnaini ag tasepmiete dhecttansferu Sleinguhé ¢orémdist 358, a user

' ' ' - n. PC 101 . equest at .
o BRSSP BRI GR ot RS B
mailltireediatontedhtyin iﬁfeﬁhhzaioﬁmhﬂ@\aBB@.nhgéﬁﬂiti@H}“ﬂﬁétfow 3%6 may é:ontain
. gut onmt i cal | enerate a request for content and s _
intprrgaop metisent Db gnplia sapentaclsiag dhesii, deseripben, duration

; . . . gt ep 303 .when
aﬁ gﬁ%%gf {]1:% g’g{%r&gg&g irr\f/hg‘télﬁt 1% Qc}netaﬁg @rtp%f, 1n§férﬁlfa iop ’w1$€0w 356 may
coruincanted buttors 3568 amigd 36Be Fotinttanss Pybunbe B5644A6®E a user to

k he PC 101 i ncl udi ng
PR ARl R Sr MR goRiehs Gt 1 gosts By D) b Starsparshr betion 368

04ar 2P thet 3 : i i,caty
alldr%? r amr recei %Stra?%fgp%%gglgﬁ{@a Fd{bog‘ltbglb Fgglsﬁ}'ﬁ‘gl I?Jz‘;\?\[/s‘ atlollizgg P%l
[(E’éhlg entRefaring backsterFIG 3A1 dtesteps0AL nting flraredii asilRBtion program,

i. . ,. di t
o0 R8T B A TR L o8 TSt U s B35 o,
repuesgidanultited Ribotcatimay Be RIFAY h@ﬁb%ﬂﬂ@#yﬁ@gﬁg}ﬁ ésl.{a?oofé%%rﬁ, picture

appl i cationprogram presents a user w a '
c SRAnB SHeE eQirtert that mpyRe 502ad omthed2YR dARAS eltéd DBathe media

B 8 BB R AT s o
attep @i dymetavegaheraguest and RGURS thel@dnichB W@ mh{8e SBtAGH fitk

ram from DVR 102A to PC 101. Media application
D‘Z?S%wswpwnortqﬁlaqﬁ StosgeINedhrBismeagerssible by thyR VIR 20240 Once the

D R e At o i A BN T e e
process of preparing the content for transfer to PC 101.

[0062] In order for the PC to properly read and interpret the multimedia content, the
DVR 102A may convert its internal representation of the multimedia content into a
program stream readable by the computer. In one embodiment, the internal
representation of the multimedia content is an internal Packetized Elementary Stream
(PES) format not readable by a PC. Details of the internal PES format are typified by
U.S. Pat. No. 6,233, 389 B1, which is owned by the Applicant and is incorporated by
reference herein. Also, one program stream format readable by a computer is the Motion
Picture Experts Group (MPEG) format, of which MPEG-2 and MPEG-4 are the typical

popularly used formats. Alternatively, other digital formats may be used.

A A~ — - . o
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the progress of the transfer by displaying transfer
status information 354. The transfer status
w0 nfoenssari on 354 may i nclude the anount of nuledTrEs085/042192
content being transferred, as well as the tine
remai ning to conplete the transfer. Using the content
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content and vi ew detail ed information of the
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d| a content, the DVR 102A :?%? gs t he rocess of
mEiT 13 Fepiee FOBFATMRIC. Al User B Pg Mfifs dosipgE thegpgisnt on the

Pb"}‘onhﬁj@erd ggr the PCto properly read and interpret the
tinmedi a.content, the DVR 102A may convert its
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rgpﬁ{,tm%ﬁ@ rtths 'y Mﬁga %lre%pg (}523 h Sﬁtﬂglgs[mghgtrafreqrﬁ%@nﬂng the requested
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m%g%le aft gé}‘ed HII%C? §§riten?i%ge§? ’élggvgérct SR {%"%QRPV the

I'S I ncorpora erence erein.

[0866P, dA®npeMBbaiIMeht ﬂﬁ&ﬂdiﬁl@ﬁﬂ&iatarrﬁﬁ)d&bhlmd@)l\d&a@ﬂmm ePrubhc
is the Motion Picture Experts Grou &PEG f or mat
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Ittt e
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ontfent into an MPEG program stream |In t}er ) )
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vied/ MBlied, RuSofRY bil g TRformBAS A RUGoRYr ficfellhbes, etc. License data 404
may contain information regarding user license restrictions, including playback
restrictions or storage restrictions.

[0067] Alternatively, the licensing data may indicate an expiration date or time for the
content, such that once the indicated expiration date or time has passed, media application
program running on PC 101 will delete or erase the transferred content from the PC’s

storage device. Alternatively, the passage of such an expiration date could cause media
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Alternatively, the conversion frominternal PES into

an MPEG program stream may take place at the PC. Thus,
WOMR6AERA sends its internal PES format to PC BOM/S2005/042192

i ncluding any additional data as further descri bed.

For purposes of providing an exanple, the process of
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£ Saterag 15darldep in the pragram strearpdut ganetljedsss 6Yailable for
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Met adata 401, Public Metadata 402, Private Metadata
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oS O RGO & Proain s 40l sho ity MPEG content
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restrictions, including playback restrictions or

100714 agAt ster 849 YBAS2A senbsthe progeanm stréameto,PC 1BE When PC 101
i ' t i ndi At n expjration date tipe .
SRR ARG A L 10k 12 % R PPl o i feriva
abewgiAlt@triatinel§aif © R wIMSétpesdim&%eéncrﬁﬁwnaalg&%hg 181 would
ase e

<Eero%ram runni ng. on PC 101 will delete or e
usg the tespectivepleqsihmfpr decsypting shegerogram stream 400. After PC 101 has

decrypted the program stream, PC 101 may store the program stream onto the PC’s local
or removable storage device.

[0072] Alternatively, in another embodiment, when PC 101 receives the encrypted
program stream from DVR 102A, PC 101 may store the encrypted program stream
directly onto the PC’s local or removable storage device without going through the
decryption process. Thereafter, PC 101 retrieves and decrypts the encrypted program

stream using the appropriate decryption key during playback of the multimedia content.
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storage device. Alternatively, the passage of such an
expiration date coul d cause medi aapplication program
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expiration of the nultinedia content. Further, the
| icensing data may indicate the anmount of tines _
Thys+ Whesdi userteqtiestis torrdgy baskvhensHimesis¢ontdng theR@ogi@m stream is

i | .ent om,t he PC.s orage once the
r%\ggglr]e(ﬂgélgté%c%@%g% 8%‘2& ¢ Féer b %’ afnlﬁrﬁl3 ﬁp.lay[eéé)%gﬁeq’rs?f' anot her
[e6r139di nPuating plagbaMdPCil0nMaydailide B@IitiGxIELla %01 0R of program

origin data i nstance, the MPEG content stream 405

stegm 480 ‘iii§lélaYF géfﬁ?%@ﬁoaﬁam Pa&foRm PVReNyZheek toautherize the
& ofthe %ﬁerﬂd (}_‘rlgos %ncé: e ?)ﬂ%?am {?gang%{gé tgeéiﬁ Is?ry%%tﬁ%nd stored,

y include a signature us a priv
PLODA. mpyo&eferithe moitihatia esrvan itormmitherideeic\RCIBY patadb® device

uni.que watermark to e data in the program
1@? geiﬁ?ﬂS?ﬁ% fo thydrega ,der:melé Ry aeinplished gypugh any means.
PRS0, B TS5y DAL G BT B i
mulemegia epntantistoray oh®CviMd i vitleportabiehdavivat 1 OdAe rS ynblieronization may

O PEAR 0 8 o S5 i B purter, o
cbifted? Playbsdkich FERABRY devie101 A2PEVOH Ynaytd}ﬁhé/ift}a%ﬁ{]%t"e ng@&

be invisible or inperceptible to thé user suc .
PQgEam ARy RORMErtiNg 6 irite d doymat reatlstde py pgrtabie deviemdlut
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317, . DVR 102A may encrypt the aErogram stream for _ _
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' \ e VR and PC.
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oS R B B earers Saren 5063, GOmEM fhemapabeoRY R (908, or
mhBRAed LB Rert aﬁemm@aﬂbym@ag& tRd g&e%%-zpé’\lﬁ@ﬂ dg&ﬁ'e‘r”me

receives the programstream at step crypts
mulengiaegrdent maydwernonlt sppliesby poreabladone 101A. In one

A AT e EX R por cT I,
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. ' 72. Ab rnatively, in anothe .
T e -,
maltineaia éontent B/FC102A, PC 101 may store the encrypted
O%rggr am st ream
[ ] In order to transfer the content from the PC 101 to the DVR 102A, the above
process of transferring content from the DVR to the PC is reversed. However, instead of
converting the program stream, PC 101 merely encrypts the MPEG program stream and
sends it to DVR 102A. When DVR 102A receives the MPEG program stream, it
decrypts the stream and converts it into an internal PES format, for example, by reversing
the above PES — MPEG conversion process. Alternatively, the DVR may store the
MPEG program stream onto its storage device without conversion or decryption.
[0076] In yet another embodiment, a user may automate the above process by having

PC 101 automatically retrieve content from DVR 102A. For instance, using the media
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directly onto the PC s local or renovabl e storage
devi ce without going through the decryption process.
wdbmcesforer, PC 101 retrieves and decrypts therPCT/US2005/042192
encrypted program stream using the appropriate
decryption key during playback of the nultinedia
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[0078] Alternatively, a user may schedule the retrieval of content through Service
Provider 106A. For instance, a user may access the website of Service Provider 106A to
indicate particular multimedia content the user would like transferred from DVR 102A to
PC 101. The user can indicate that the multimedia content be transferred at a scheduled
time or automatically once the content has been recorded and stored by DVR 102A.
Next, Service Provider 106A sends a message to PC 101 instructing PC 101 to request

and retrieve multimedia content from DVR 102A using the user’s settings.
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sends it to DVR 102A. When DVR 102A receives the MPEG
program stream it decrypts the stream and converts it

WO mi0e/055921 nt ernal PES format, for exanple, by PEwEs®OfNE2192
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retrieval of multinedia content not yet recorded by
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106A updates its database to correctly reflect DVR 102A s recorded content and
scheduled recordings. Thus, Service Provider 106A checks the database to determine if
DVR 102A contains recorded content or has scheduled a particular recording.

[0082] Once Service Provider 106A determines that DVR 102A has recorded the
particular multimedia content, Service Provider 106A sends a message to PC 101 to
initiate the transfer of the multimedia content from DVR 102A to PC 101. Alternatively,

Service Provider 106A may simply send the request to PC 101 to transfer multimedia
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initiates a transfer of the content between DVR 102A
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connected to DVR 102A, DVR 102A causes screen 501 to be presented to a user of DVR
102A. Screen 501 contains selectable options, one of which is the “Video Connect”
option for obtaining multimedia content over a broadband connection. A user of DVR
102A can select options displayed on Screen 501 by utilizing any appropriate control
interface, such as a remote control associated with DVR 102A. When a user of DVR

102A selects the “Video Connect” option, DVR 102A causes screen 502 to be presented.
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107. Alternatively, Service Provider 106A can nake

this determ nation by establishing a connection to DVR
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i f DVR 102A contaips recor dg}% c%gt ent or. has. schedu
Pu

(0987l t iSetRen S 07 drcdidass AR OPYob e g g gyiotgload of the
maﬁﬁﬁed?aef&ﬁéﬂt @ﬁ%ﬁ] ébgknt%e}%ésr@ﬁcertﬁe Qs eet B purchase and

particular nultinedia content, Service Provider 106
dovenldad the megsmgdiatconte@, DVR 1A séndis atrequebigo tGoatet Serverf 106B to

.th | ti.nedi content from DV 0 tqo PC 101 )

inifiie.f Hapstrartyhe SRR s P VRO R ATy olier Sfibodiegats, the user

maP BoWRRHE e heltiRfedlQbnicat WitBO\& fpRFchadihg Al aRA 2 htent from
from DVR 102A to PC 101, after which the nedia

theSisintent Server Hi6dy Faminstanecthieguser may bave nrovigusly paidrfer the

et her DVR,.102A cant ai,nhs the, recprded ntent, or
RS coRl SRR AR RY Gghief: B 84 ARCaf AT Lo i ng
[0B88Y Or Totinkie\id sechteltidnefer of suchREABRIDONRRAATITREt SekviRE106B

above process may be used to initiate a transfer from
amgVIRVROWR A @y ep brterasl K07q theirpdtimgdia comgptmaghe gpcsppted by Content

Vi fler : : i L
S QARSI S EURTESEAPB Y1 T, L Bl ey o
DVRang&¥ohay bl @rovideddi toidbngent Servent06Bnfram D VRITORA or Service
readabl e b&aportabl e device 101A and transf(%r t he

Proider heefh-a0BERPY A 192 roFivebing caervpied muimedip sprigpt, it can
ol PR e LRGP b AR Huimeds
catidyn dbwelvhdedoibom dBxintentl Seiver 1 KBl kayhy sitseqenty transfered® PC

ervice P ' 106A'.s websi te. .Thus, portabl e device
1ty DY LR fORa e st GEip Ao e natll & e
the transfer of multimedia content from DVR 102A to PC

101. Further, in one enbodi nent, Service Provider 106A
can JStINTEFRNAMRBER TMREGALF@NVERSIGN FROCERBi a

GR35 dn OhERREOTnE R PR 04 POtk e Erecitlonra in an

intendl PESfaym steBeip @y iR R S Blae el éx, esrdeicr PCONI1de brok@ésAhe
thr ou(gqr; Internet 107. Subsequently, Service Provider

myfigpedinepniaridhe intersaldfS fosmplonug e sorayicd énte @A readable form.
t e : : .
i} He b0l ey iEh » P b IR A B SRRl By Weterring

todEl@ 6; ehel D fofnd IPE Strepr@sed@dtionlofi thexh oMtienedinsbnfzai isi ebtbodied by PES

Provi der 106A can request that a cellular network . i
BBg@rWOWhg’ér?Bmémﬁquoi evgts 6Y,) and audio events (A) of the multimedia

content. Additionally, in other embodiments, PES Buffer 604 may contain other events
such as private data events. To begin the process of converting the data in internal PES
buffer 604 to an MPEG program stream 400, DVR 102A allocates an audio buffer 612
and video buffer 614.

[0090] Parser 606 reads each event in the PES buffer and places the audio or video
data in the respective buffer 612 or 614. Thus, video events (V) will be parsed into the

video buffer 612 and audio events (A) will be parsed into audio buffer 614.
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nmessage to the cellular phone using the cellular
networ k. [0084] A broadband application of the system
WO 2008005592p0ssi bl e hi such an application of thecEYS1085942192
a content server allows a DVR 102A to sel ect content
to be transferred and vi ewed on DVR 102A over a
(89 dbaNidaedmfifier &12 andctudimsbuffer 6il 4 ate rhOitorédby packetites 620. When

PRI BBl O 8Bl Dlne o 5f by mcater 20

ble@in8 ofeaffef padkeRTot warkslerof the rAGIERIiaNBnieRt ANEpacket-switched
enbodi nent, a user interface for downl oadi ng content

NPtk o Ipprsaembadimeret: sbrdket epngiesmheatiar partjon andsa datd podion. The
2 102A,  DVR 102A caus screen

PR GPOSELS s YRR BV B SR O bt

and ptaaingst meaheditapbrion ol esuhspacREEF & exahip ) phdketif® 606 may create

"Vi de% Connecg," optiagn faqr obtai nghng mul t1nmedi a
APt for e¥emt S kilehnviest SA@ e yislse buffend12a Assameofor mgRnce, that each

videBAvERTVS Bl Gako DR 1S r%iré&hf&yl R i r\‘lu?egkg%{tg (V) have

utilizing any appropriate control Tnterface,
enigradt videontffen 612 gmokidtiateGDovdetdmihé tHA) 2Aoudiftita @ KIBBHas filled
“Vi deo Connect” option, DVR

of .DVI 2 el ects the _
R BIEE 1 Scinddseet S bt isp e B B fyonde) camin into the
dBdDoetichifpuskdtnf or mati on regardi ng mul timedia content
avai | abl e for downl oad. I n one enbodi ment, such

[9092br neffurther, imgndshertembodinoéns, padketezet 620 isdmettional for placing
ationof. the ltinedi.a content. Wien the user
GG Bhialh R Ao feRe RoieRel Bt ingtipce. pRaketi 420 may

irsat hesdes dite dto HBpdcRethSdiBARSARLSRE LiRlid BRI 118S datg B9 Meen
Screen 503 includes an option for purchasing an

enqoded using heMBEGritandardoWhehdhawdcketraed has conmpletad cfeatimg a packet
r. 106 et user sel.ects to, purchase

P ks e B B Clp it B3on Pl TR B B P - Ps

ir @gpe stredrn 680 atecfod tdS@T sRFypling Badduld 84t fortHR ectypABS bEEach

ct
of the nultinmedja content to DVR 102A. In othér
P [Sleim St @’Pr‘%ﬂﬁ”é‘t%@’(gfmﬁlﬁy algenifinbad ltemetiviely L dnesgiting module 640

. o Tl ; ¢
oS e e AR ) T
D&/ {E_M)‘k@faddmssl ?r m?‘liidacfceSS lste?re Ftnalll%/j mﬁﬁ ipacke® H{O%gfél]lt%_flge&ﬁ %30 is

c nt _may be free of charge. 0
seBhlon @ 0} cUBRES e nPRALRES represniatonohbomulbasde sonton, the
reS@lthe Bﬁtp@?itf‘éﬁfn 65068, Ma%g]sqgﬁaméq{lyeﬂﬁtl g{.net 107,

the nul tinmedia content nmay be encryp by "‘Cont ent
[0883) er In @eBhergimhypdirhent pugtbadofanimgysnt inemat eESFHmNWROVR 102A

. publ i c.encr ' key of DVR 102A nmay be

il e S e Bt s st apdiment, the
MBEG/prograft Swafeis a MPEG O MENB-4LH36rhEGRIMESTIREDVR 1024

,? crypted nultinmedia content, it can decrypt and store
WOt 8¢ Orreny &t thldatastrerm fomtranstr hePCeldbo donimstance, ien DVR
10PA it Aransfer of the multimedia content to PC 101, DVR 102A retrieves the
MPEG program stream from storage, parses the data stream into data packets and sends
the packets to PC 101. As mentioned before, DVR 102A may also encrypt the data sent to
PC 101. When PC 101 receives each packet, it re-assembles the packets into the MPEG
program stream and stores the data stream onto a storage device. When the user decides
to play back the multimedia content, PC 101 retrieves the MPEG program stream from

storage, decrypts the data stream and displays the multimedia content to the user.

Further, PC 101 may transcode the MPEG program stream for transfer to portable device
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content downl oaded from Content Server 106B may be

subsequently transferred to PC 101 or another DVR 102B
wW@2006Q59be process descri bed above. 3.3 | NTERNACT/BPES0T@2192

MPEG 2 CONVERSI ON PROCESS [ 0089] In one enbodi nent,

DVR 102A stores recorded nultimedia content in an

10hf\e Ip anothErnibodiraents Ry 181 mpbiaend thed®@BRE programstrdam directly to

. - t L tined a.content, t .
rREF et AR brddebBh JF TG B deviee 1014
maycstafinhetidnal for stofingard plabiegdibatinultibiédia eorftéat e UL format.
{)@Jﬁm‘t If an  MPEG program stream Referring to FIG 6,
106741 e Aftermptiveiy DYR 1024 mayt sters maltimgdiaganieniading format

i j IhH @0 ' in
SRR R YORS N EES B e gl 03 RLf R 10
nrayl qonvestithe nodtitnedia.codidoli tbianp didrimyat ataeptablefor storage and/or playback

e {,ment s, . PES Buf 604 may contain other events
ogmpdals(?rpﬂpf@gllege&'ﬁ?é{)@gents. To begin the process of
400NV EUPLEMEREATIOR NMRCHANISH %@wm GYERVIERN

ocates an audi o

MPEG program stream 400, DVR 102A a
[958 er B2erediid avilatéalidgnih ¢hat Gllubtrafed @ 26inpRar systent 060 upon which

. inth ff d pl h )
R gy N SXTE AT NI

b6 702 drhother cohtkamiYieA hfechadisnvfdy coﬁﬁnﬂﬁéﬁiﬁl ilikl)tﬂﬁﬁaﬁd?l,eand a
e

video buffer 612 and audi o events (A W par se

PIOSEsoR (U epupletiveith busiRfoonrpeassimganforrhateom. Bdnputer system 700
' ter ni,t or.ed packeti zer When

R i fkchl PR B dn e BEGST el (S OF Sther

dfmantie dtoespehiebict f @iplep 3¢ ke 7026for §:3fnH GFbM%atioh @AY ifdBructions to be
Aackg s for transfer of the nultinedia content in a

e’g‘*ﬁ fedtoy frpeeetes d Otve Madt voempry Hifealenimey babsad fonstpring temporary
Sonia R PO AR rtd.on. The

DR IR R A B g W RRL Rl B o be

exagdied by grecebson 704.h€omesteesysione 700 fifrter AoMhdpd @edaB@niyt memory

' dat ortion of each packet. For exanple, _
b dPs SEp b ghiagorape At acarpaiRdD b 02 peFphBE statc information
1 InStByci ' i . .
ald NSRS R pRRedol N0 AR dtlegy 1B, sl 3t Aagh e disk or
oical dislpriepeowided ankBoupl¥ibtoe Hus 762 fordsemring\informalios) addbivieructions.
red-video buff 612 acketi zer 606 deterni nes
(B0 & Vet OB S PR o busc 1 ST g such as a
HHctle rap thibe (SRTY, Fot Hip1shAh A i SRR ' Loy e AV -
) ever?trgy,]( V) IOi nt ?) ?_he%?jg)taagéor ti ag%gg? hgg’é‘figtt%r ﬁ%‘é’oé%]lgﬁﬁ device
74, inohting alphanyaierie ané athgtkessnis coppled &t huset026@0cansmunicating

. Gt ' ddi ti onal..dat.a jjn t he header )
R0 o Rl A DA S0 2002l b LR S v
islwasor cxrrol 7 s 3del asttarhaudeNd adkiball Percdueor iRedieatke Yty hat

t he audi o and video data have been encoded using the

COPBREIS Mg fareation e MaHen pec kanmaed sdhessionoioirecassbr 704 and for
confr8Aing8rsBr RRGKREnt on display 712. This input device typically has two degrees

of freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the

device to specify positions in a plane.

[0097] The invention is related to the use of computer system 700 for implementing
the techniques described herein. According to one embodiment of the invention, those
techniques are performed by computer system 700 in response to processor 704 executing
one or more sequences of one or more instructions contained in main memory 706. Such

instructions may be read into main memory 706 from another computer-readable
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Pl, it places the packet into output stream 630. In

one enbodi nent, the packets P I - P5 in output stream
w®ADeasmw2f ed to an encrypting nodul e 640 for tPET/US2005/042192

encryption of each packet using an appropriate

encryption algorithm Alternatively, encrypting nodule
mBABmBIhDS st3RE deQict700. EREGEOE Bf theisB@heAbestdTahstRictions

key generated using SHA-I with the DVR s MAC address
coptaimgsidin anaie wg@rk 8;86 camiserellTPGessAOH to Aentm the pseaepuisters

str.e 630
deiscérbt} ?@g}‘ﬁx% t attltv% %m%g gi%]ltsd%ljgathc\%@ dte ﬁlﬁ:u t&]ﬁﬁy Ble u§daSn place
off @Sl bérhbiawer Wlth ssﬁwaarrmsﬁaetms taithpleneht thaatventon. Thus,

r eadabl e by PC 101. [0093] .I n anot her enbﬁglwent
embastimrts of thegnyrgtian arerio firited Eany spepidic combiaation af haggware

. la content as an MPEG program stream In
Clg‘ctrltlgﬁg%}ﬁg di menef| the MPEG program streamis an MPEG 2
[0098]VPEGh4 tmo‘gbamu&tmmlableﬂm&un DhiRuistO Pérem telfers at anmyemelium

to convert. the data streamfor tran

R SHEETOVINGS TEVRCTOAC PHICET A0 Bor ReriGpgy Sufh 2 medium
mﬁﬂ kBl TH AR but it e b, nbW RolblRAnél, wo%fﬁ@medla

e I\/PEG program stream from st or age, parses t’he data
arglt trapamissiononetha. aNpaoRlatils media swhuss, ttheexaaple optica oPmagnetlc
J101. As n 02A al so. encr
ikt Yok FERedTh oY olaRmmedie ey dRufRisShahdR’ such as
mBRGK&hery 706! TrafaRRIARedil hicRRCK 8daxidl RhBled, REBpPIPHre and fiber
program st ream and stores the data streamonto a

omtcs,rlagledme\thm‘@lremwmsg bus 7k cTrgesnisgop megliarag kispHgke the
foglfl X g'g?ﬁe‘}% Sé}g%xrlgv S, cltl'gs]th{;s?eté hgr\éf dﬂlpi‘ﬁg (ﬁ_’c(); V&Qg%c?mfra-red

rag dect data Stréam an
da{ia&ﬂhﬁuﬁlcﬁtﬁtﬁqsﬁmtl rredl a content to the user. Further,
PC 101 may transcode the MPEG program stream for

[00PYn s &rontrpory g ef eoraputpickeadable mediadncludee for example, a floppy
h
GSITASRC bk Nard 51 Yer ook MY Ci HRGNEHR AEHRREH CD-
RfOMCaﬁ§ Sth@lg o?tﬂ'@ll rriedﬁﬁﬁ@ﬁﬁchcpﬂsl;aipbﬂapﬁem;ceth&&ﬂﬂsmd ymbdium with
t
e <, AP A B

br é&rﬁ‘fdge ”&‘J:a‘rhéﬁ%v% a%%@éc%%d h&eﬁﬂﬁexf BF SR otRGGREYAR! fFom
or storage and/or playback on DVR 102A. “Further, DVR

whioR A compREr t@tiready convert the nultinmedi a content to

BB SR A AN LR g o
nebdo f ortdARRNERsEERYS BYhio068] 704 Bk ERechtib® Por example,

bI ock diagramthat illustrates a conputer system?7
thg pmtrummr@hnmnémﬂiadw wemed@n atthegniehy diskiod A rmcyte @emputer The

enent ed. stem 700 I ncl.udes a_bhu

bR TR SR B s i 1 ey g st
inktil@ofBbV e, teleplibrd [P ASREAGHodeds A Onkideflotaltth chitbutéPRystem

for processing information. Conmputer system 700
700 can receive the data on the telephone line and use an infra-red transmitter to convert
the data to an infra-red signal. An infra-red detector can receive the data carried in the
infra-red signal and appropriate circuitry can place the data on bus 702. Bus 702 carries
the data to main memory 706, from which processor 704 retrieves and executes the
instructions. The instructions received by main memory 706 may optionally be stored on
storage device 710 either before or after execution by processor 704.
[0101] Computer system 700 also includes a communication interface 718 coupled to

bus 702. Communication interface 718 provides a two-way data communication coupling
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al so includes a main nenory 706, such as a random

access nenory (RAM or other dynam c storage device,
w@ouphesd2t o bus 702 for storing informtion aneiCT/US2005/042192

i nstructions to be executed by processor 704. Main

menory 706 al so may be used for storing tenporary

g ampta*mrkaénb 72 thaeis qonn@itqﬂetguado@l networkra2 2. oforcxrinply,

S 5 el S BERS R o
ormmmdm‘r( P vidOB data cﬁmhﬁlinc&tlaﬂi EonnBtSTARS @RNkSIhding type of

ﬁ %to bus 702 for storing static information and
tg Péi{z’rla nE-ofs angthersxgpples spmmyricationsingr fige 7b%mayé>e‘ﬁl®c;al area

n%i%‘tﬂ‘k pﬁ%gﬁ?g@gt&lgo Plor? th%?tllond o ect gh%\éh%atl le LAN.

and cou or s orrng In oF
Winelessuoiks aray.alfod@d6iplcGommpadt dn asy sﬁcﬁﬂmﬁwndmatldﬂecommumcatlon

) I b 702 t di ay 712, such as a
S 8 S o FIeCi IS BCHAGTRYS PR pessaph iEBHS thst cary
ﬁglﬁpwﬂﬁﬂamﬁ%ﬁmse‘hﬂng QQH&usC{Wés%?ﬂfgyéTati cl udi ng

hanuneri ¢ and ot her I'S cou fo bus 702 for
[Qldﬁim ni Netwionlglinkn 724} tynicaliyn pmvutles demnanilmbn drsugtoone or more

or f er t device
ngtdvr%glgsf’ts other 88 c@glées ?EP&F?X&B ]g I}ﬁl;l%g]a( lllrgp é@ﬁ%éqwldcglrcomectlon
tiroligholoc4line&edrk a2 k&Y Rodt QBmF@tW 6abi1da ddblpRtnt 8‘%"6%6(1 by an

i nformati on and conmand ections to processor

Inferarets S vise Reqvader KPS@’) 726.s5P Tavia temtprovides ctapi eommiFcation
sehDlcgs B HPWAS Wi PLERY dud Bt e BRGoRTroly Srio0y

re(fmgi to ay )the ‘tIhl@tneﬂI nawsdehlene@kewkcmtaﬁdmeﬁief V2986th ubO&Sctrical,
in a plan [0097]. The invention is related to the use

618?“% P% pr %W?@bﬁ@mthﬁmamymgmmalsﬁgmh eThes prlgthesigh the
diment of th
I nvent I onkg]ﬁ‘[]oggmgﬁlgg{lqémrﬁ ﬂn]?'??O n E?rlrecla,l 2 an

niques are per
inggrface Ml §,00hicin caresthe rigital datp (OORISBEOH caﬁhf;u@x @fét}ém 700,48

O%ﬂﬂn ﬁ sequences of one or nore jnstructions
© YV YIS N RHEIH WRERDYINSPoREng SirciRiqrmstionict i ons may be

[0193F i r@d?nlmférrbg chf @erfdrxﬂggsé'ékgtaﬁg E‘ecelvg ed\alltac 1nc]}1f161g program

conput er - r eadabl ium such as” storage
cme@mugbﬁhct)netwhd((s)eqctwndemlo?zo ansltcormihirdestion e Fhdeed 8. In the

I e O et FrsE etk dan Apepplication program
th&iﬁgﬁdhtféﬁf&t $28,8P 928/ 16& nbiwosl 737 ¥nd EREniLART 1hf%rfgéeaﬂ%

of or in combination with software instructions
(0184 endihe reqgived wo@mmlam he exdeuted borpivoctissieT04 aoft it feeewed and/or

t d t nb t
S PASTEARR 8,1 L L L FEE by SR o
mamepehpitcr ¢adah|700 MRgidbHin asplieatsh &R1eh thel BEA 6P a bt Qrier wave.

?gg medi um that participates in providing instructions
10485151 ol thedpregoing specifisationtthe mvewierhhas Mdcmnhuywtthkﬁ“erence

torf@ggkl)fgé %Bﬁf" éﬁeﬁl‘éltﬁrﬁg%ﬁﬂg ’IP\HHI, ﬂg&lever nﬂet eev(iidetn?tha{1 \%}10\{8 n?otdll 1cations
and changes may be made thereto without departing from the broader spirit and scope of
the invention. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.

5.0  EXTENSIONS AND ALTERNATIVES
[0106] In the foregoing specification, the invention has been described with reference

to specific embodiments thereof. It will, however, be evident that various modifications
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and transm ssion nmedia. Non-volatile nmedia includes,

for exanple, optical or magnetic disks, such as
wemsasm2devi ce 710. Vol atile nedia includes dp@EDED05/042192

menory, such as main nenory 706. Transm ssion nedia

iﬁ Ludes coaxi al  cabl es, r wre and fiber optics,
and chafges gray b Wﬂdﬁé}éerFtﬁaYlt@éﬁé?nagélgkﬁwn?mbroader spirit and scope of

[ I t ar cous
B L0 BB A OB h e doEorkol 0 pE LRl o an
1Hustiiativeveatieer sinoh d neStriativeesknstat a conmuni cat i ons. [ 0099]
Comon forns of conputer-readable nedia include, for
exanple, a floppy disk, a flexible disk, hard disk
magnetic tape, or any other magnetic nedium a CDROV
any other optical nedium punchcards, papertape, any
ot her physical nediumw th patterns of holes, a RAM a
PROM and EPROM a FLASH EPROM any ot her nenory chip
or cartridge, a carrier wave as descri bed hereinafter,
or any ot her nmediumfrom which a conputer can read.
[0100] Various forns of conmputer readable nedia nay be
i nvolved in carrying one or nore sequences of one or
nore instructions to processor 704 for execution. For
exanple, the instructions may initially be carried on
a magnetic disk of a renote conputer. The renote
conmputer can load the instructions into its dynamc
menory and send the instructions over a tel ephone |ine
using a nodem A nodem | ocal to conputer system 700
can receive the data on the tel ephone |ine and use an
infra-red transmtter to convert the data to an
infra-red signal. An infra-red detector can receive
the data carried in the infra-red signal and
appropriate circuitry can place the data on bus 702.
Bus 702 carries the data to nain nenory 706, from
whi ch processor 704 retrieves and executes the
i nstructions. The instructions received by main nenory
706 may optionally be stored on storage device 710
ei ther before or after execution by processor 704.
[0101] Conputer system 700 al so includes a
communi cation interface 718 coupled to bus 702.
Communi cation interface 718 provides a two-way data
comuni cation couplingto a network link 720 that is
connected to a |l ocal network 722. For exanpl e,
communi cation interface 718 may be an integrated
services digital network (ISDN) card or a nodemto
provi de a data communi cation connection to a
correspondi ng type of tel ephone |line. As another
exanpl e, conmuni cation interface 718 may be a | ocal
area network (LAN) card to provide a data
comuni cation connection to a conpatible LAN. Wrel ess
links may al so be inplenented. In any such
I mpl ement ati on, communi cati on
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interface 718 sends and receives electrical,
el ectromagnetic or optical signals that carry digital
wa@lzoeosvzieans representing various types of PCT/US2005/042192
information. [0102] Network link 720 typically
provi des data communi cati on through one or nore
networks to other daCiLAIMS ces. For exanple, network
link 720 nay provide a connection through | ocal
What ws#amed 5 t 0 a host conputer 724 or to data
equi g8
Lo TG o RERRYSAng il (TR B PR s ot
cawpnsiges t hrough the world wi de packet data

conmmunj cat.i.on netwar k. now compnl ferred to as. .t i
Pt erde bt PG VIGH RIS KRE A SrALforger (PO) in
both use gigReldrksabtword (teuqompmwﬂo@iz@d st P,

signals that carry digital data streans. The signals

t hr ougstablisbingarseours cornegtiok between thed) ¥R gndithe amthorized
network |i.nk 7% .and through conmuni cation interface

718, whi Cﬂlaggg %’the digital data to and from conputer
syst efacéfithg, af the AR R Yest O Wul@hedialcbhteht &M @e authorized
transporting the information. [0103] Conputer system

700 can s¥rang®Ssages and receive data, including

progr am. , I . r ' 720
Bndc OERE ot TSV, b pEREL Bl dqip B for  Sorde
exanpl e, devieotethe D3R, Wighéin thicareguastedanuiléigrieditopdtennidatored
for an application programthrough Internet 728, |SP

726, | ocal? 1@HFRat722 " and conmuni cation interface

718. T SRA : :

pr oce%glg\%ﬁ]}gllgggél t |’\éﬁ€g§2?0€g1g?g gﬁg} or s%%?g%gl&rl{ into 2

st or age dseebndforth@t ofdhe otultenedimoentaltavhéreinghoserged famat is

| ater execution. In %’ﬁh'fo manner, conputer system 700
may obt ai HCUPRIFEiEAdahle fo5mat 2Rt he form of a carrier

wave. sy e bétohll Forhi2k Sk MIEREEA cb@ht B tAIBVR to the

i nvention has been described wth reference to

speci fi ¢ arthotiedsharmgt{ereof. It will, however, be

evi dent that various nodifications and changes may be

made thereto wi thout departing fromthe broader spirit
2and SEOREtHRH of TRailNVRAérebstablishifP L Séduks@innedtioArther

draw ngs are, accordingly, to be regarded in an
cqmpripsr ati ve rather than a restrictive sense.- 5.0

EXT . T 0 ' .

spect Py gt OVEC DR ekl abiitnt RUGRH A parine
r ef er encepCpamgipeci fi c. enbodi nents thereof. It wll,
however, be evident that various nodificatjonsand

chand@emiainent theY R, Hat hequitionzed shagag &G s aytherasd tohe

br oader spi fi e J g :

speci fi ca%glt%Jrl]&%ﬁ%dcg ﬁgﬁﬁgg’gb %érrglﬁ dgf:é\é‘g‘p‘fi‘:‘@gﬂ’%fmt% gtthzed
regar ded shariag PiQ ik asthoazddviaclnddshreceitinga uaique sdemiti€ier frem the

nse. CLAI [ [ iS:
sense. CL aul\tﬁormgtshallrlsng (‘?I med is

3. The method of Claim 1, further comprising:
receiving a message at the DVR that any PC utilizing a media application

program that specifies a unique identifier is authorized to establish the connection.
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1. A nmethod for providing secure transfer and pl ayback

of multinedia content, conprising: identifying, at a
wor@sosdo2Vi deo Recorder (DVR), a personal conpetBUSI0REN42192

in a local area network (LAN) as an authorized sharing

PC, establishing a secure connection between the DVR
4.and THeemaHbdef Ched 15 hatiefi0thPesquestder mulignedad cdnint B\ent

a request for multinmedia content fromthe authorized

freyn sl awthopized sharingRf Wgresponss foshexythorized shangRe gepeiving a
i [ t .qfrom a storage device on the DVR,
m%%éeef?%rgtaﬁgl%’?% uggltdgﬂ mul ti media content is stored in
a first format; converting, at the DVR, the first

format of the nultimedia.content into second f ar,mat
5.of tHe methed pekaam dongisn ¢ $32F: TR the SETRGF RBYIAEHIS sent

[ : : ]

o B & N B e S P iled

maltititedia coatens tsastaradjoP@e stragindeviretdfoltt BVRC ai m 1
wherei n establishing a secure connection further
conprises. receiving, at the DVR a first connection

6.1 eQUBRImEthOALE ORIAUL RRfeZ 8hsrkidid:ng PC, and _
determ ning, at the DVR that the authorized sharing
PC imstrigvingoatithe D MRy thsteguestesdmultinedisrontent am awesyies n
determ ni ng t.hat the authorized sharing PCis
aut hori z&d Y‘HEﬁ’& S receiving a unique identifier from
t he sotidpoht Z@lestb@fuNtn&eia cohtentlo theedtbage aéviéd.ai m 1,
further conprising: receiving a nessage at the DVR
that any PC utilizing a nedia application programthat

spe | : :
720 S R TR AR a0 AORLASES Ll o s
frovh eliecauthdrized seainpsRC frorespoumbsé fonthel aahoxirddeshtring PEeedeiving a
fromthe authorized sharing PC in response to the
MESIREFOH PR SPCBHEE BIAYIPE recei vi ng a nessage from a
service provider. 5. The nethod of Claim4, wherein
the nmessage fromthe service provider is sent
8. The method of Claim 1, further comprising:

receiving, at the DVR, advertising content from a service provider; and

sending the advertising content from the DVR to the PC.

9. The method of Claim 8, further comprising:
receiving, at the PC, the advertising content;
displaying the advertising content to a user; and
sending a message from the PC to the service provider indicating that the

advertising content has been displayed to the user.

10.  The method of Claim 4, wherein the message from the service provider is sent
to the authorized sharing PC after the service provider receives a remote request to
transfer multimedia content; and wherein the remote request to transfer multimedia

content is sent from a portable device.

11. The method of Claim 1, wherein the second format of the multimedia content
is any Motion Pictures Expert Group (MPEG) format.

27



to the authorized sharing PC after the service
provi der determ nes that the requested nultinedia
W@ obes92i S stored on the storage device of thecDUR006042192
The nmethod of Caim1l, further conprising: retrieving,
at the DVR, the requested multinedia content froma

125 er Vitean&h&y bEkhim aAnethatkidrthe gortveatingesigpefitthel comiriseedi a
content on the storage device. 7. The nethod of daim

6, \Haehingaddidonabdela ﬂFéFC%QI format @if gleeawflg}wl% contegh
fromthe v@%@iﬂﬁ Wﬁ%@ﬁgf §9iRfadeDiiSHRE0R %Flttﬁlnfn Qo the

aut hori ze eceiving a nessage from
service pﬁwmnﬂdracoﬁtenﬂ'he met hod of Claim1l, further
conprising: receiving, at the DVR, advertising content
froma service provider; and sending the adverti sing

13C 0 mﬁfétrﬁétﬁgd'fbf BRidYR \therEﬂﬁth Grst Sormahgnd e B&Q’tne froraRbMhe

8, further conprising: receiving, at the PC,

meltivedia ntegt sany Matjondlistpieayixpert Greupn@BEG) &irmgt.
content to a user; and sending a nessage fromthe PC
to the service provider indicating that the

142dv efHe' réth8d SP@Iaﬁﬁ 1 2h@BerbBaRe SAERSAY B8ta I1idRE ubicense
10. The nmethod of Claim 4, wherein the nessage from

lnfmatsmfnrdt?rpulamed@rcoﬂltﬁ%ent to the authorized sharing
PC after the service provider receives a renote
request to transfer nultinedia content; and wherein

15t he TiRTRétBod 60COREH 12 Owhéraingheadditibrial dRd il wdsosigin i s
sent froma portable device. 11. The nethod of C aim
informgfiest for thepaltiedimrentest.mat of the mul timedi a content
is any Motion Pictures Expert Goup (MPEG fornmat. 12.
The method of Claim1, wherein the converting step
16 ur tTiermethodpof Sran lavhaeh thg ca:d\drtﬁﬂgmqj fudtablacdmprtshe

second format of the | ti ent rein the
addiateeiag ad‘éi‘l“’émiaﬂﬁctlol}g‘g?cp fgth tﬂ‘ﬁ?‘ﬁ? RYPEY- t he
mul ti nedia content. 13. The net hod of CI aiml2,
" wherein the first format and the second format of the
17ul tTheadethod oﬁ@kaim 1j, Surthiely cdvinprisomg e steprof sndEypiang thGsengpd

MPEG) for 14. The f{g{lof Claim 12, wherein the
foéﬂ%ﬁ itk éf”for'?&qn&ﬁtetgeb | i cense information for
t he rrultl rredl a content.
18.  The method of Claim 1, further comprising:
receiving, at the DVR, multimedia content from a content server; and

storing the multimedia content on the storage device.

19. A method for providing secure transfer and playback of multimedia content,
comprising:
identifying, at a personal computer (PC), a particular Digital Video Recorder
(DVR) as an authorized sharing DVR;
establishing a secure connection between the PC and the authorized sharing
DVR,;
requesting specific multimedia content from the authorized sharing DVR;
receiving, at the PC, the requested specific multimedia content from the
authorized sharing DVR, wherein the multimedia content is in the form

of a digital data stream; and
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15. The nmethod of Caim 12, wherein the additiona

data includes origin information for the nultinedia
wa@owbesv21 16. The nethod of Claiml, wherein tPer/US2005/042192

converting step further conprises: attaching a

watermark to the second format of the nultinedia

CONts@iing the dighhledatdthash &f a fbakeddvicd eormenicadray ecindged
t he step of encryptl ng the second format of the

mul t i meditathede.ent at the DVR 18. The nethod of O aim
1, further conprising: receiving, at the DVR,
mul timedia content froma content server; and storing
20t he Thel héthedoBClaimntl @nfurther doerisingt age devi ce. 19. A
met hod faor E@OVIdlng secure transfer and ?yback.of
mul tArpeessing sshigil data shpam Lerjaybagiepp ?PWE@ cgppyting
sonal conputer (PC), a particular Dgital Video
ecorder (DVR) as an authorized sharing DVR,
establishing a secure connection between the PC and

2l 1o E SHERHT 1P SheTE Rane e oGRS Py VRE
fofegeiving, at the PC, the requested specific

mul ti media content fromthe authorized sharing DVR
wherein the nmultinedia content is in the formof a

22t tied of R PRSI cat i Vel y connect ed

to trhgivikg udd 1n15Uf' ERE th@g)_aﬂ_cﬁlm ad o LliB6rized DVR.
conprising: processing t igital data streamfor
pl ayback on a personal conputing device. 21. The

2372 0 Bl B ETahE 22 GREE L B ol |ithei Pl S bRk S

DVRrdshgauthofipéd BVRAs afuigie Vddng fissssodintpd vithdkaparfiyal gD VR.
the particular DVR as an authorized DVR 23. The

met hod of O aim 22, wherein the user input identifying

the r VR8s Eﬂg{ d DVR i s a uni que

4 ’ﬁ?efl%lgﬁgggggm atlgdﬁl\?\ﬁﬂ?lﬁéb p@etl cular DVR 24. The

met Hormatfing theirecel8:d rhuititiedia cootept fos prayback by a portable device;
and

transferring the formatted multimedia content to a portable device.

25. The method of Claim 19, wherein the requesting step further comprises:
requesting specific multimedia content from the authorized sharing DVR in
response to receiving a message from a service provider requesting the
transfer of the specific multimedia content from the authorized sharing

DVR.

26.  The method of Claim 25, wherein the message from the service provider is
sent after the service provider determines that the specific multimedia content is

stored on a storage device of the DVR.

27. A method for providing secure transfer and playback of mu‘ltimedia content,

comprising:
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formatting the received nultinedia content for
pl ayback by a portable device; and transferring the

wo ocoonmstoed mul tinedia content to a portabl e derdTES2085042192
The nethod of C aim 19, wherein the requesting step
further conprises: requesting specific nultinedia

cont gatntd 29 dtheDRithinided Rdcsrbar (DVR DY Betsbndl 6 RGORE (RO in

recei ving a nmessage froma service provider requesting
t he transflegal efeatngbvar€bAN) @s ampythomesdshaeg Bat from

the au ri.zed shari VR. DRAS Q‘RH f j
25, m&%glfmngﬁée%%%%%sgﬂ obr%%tg%eémsqgr vice prh g\?}l e?kéas
sent afteghaﬁﬁgep@;ervi ce provider determ nes that the

specific multinmedia content is stored on a _storage. .
devi ciecei¥inghat tis/RV Ry 7 requeptefohmyltmasdipeasieniifiog hieautherized
transfer yback of multinmedia content,

conpri si ﬁg&?“ﬁ#ﬁ fying, at a Digital Video Recorder

( DVR) retrievirgy; atctha D VAR rtheitegnestddGhultimedid consdnt &osea storage
network (LAN) as an_authorized sharing PC . .
establ i srqeﬁgegnél&la@, BRFRL T SIS SERBRHAia pyen g stored
the aut hqpi,zed Ehfdt ng PC, receiving, at the DVR a
request for nmultinedia content fromthe authorized

shar i segdia€;the Btst foemiahef themuitimedivEyntedtdrane thed3YBdo the
mul ti medi a_cont ent .frcf, ~a storage device on the DVR,
wher ei n (AP r%}?l“éla ﬁalti medi a content is stored in

a firgteilREMRithe BEN e Gst 0BMAt IrFhe MR PEoritdIR; and
mul ti media content fromthe DVR to the authorized

shar i ergpvRGngr adled RCnGe fingt format pOhempdtimiedigconteniniito af

h I timedi ; d [ h ,
first 1 ormragprinet i pRRE Ehlobatherdhdconma ehif s

format ofa ddngputetread®ib faragnt ent, wherein the second
format is a conputer-readable format. 28. A nethod for
provi di ng secure transfer and playback of nultinmedia

2 B ATBS LA, SRTEHL B o e
comprising:
identifying, at a Digital Video Recorder (DVR), a personal computer (PC) in
a local area network (LAN) as an authorized sharing PC;
establishing a secure connection between the DVR and the authorized
sharing PC;
receiving, at the authorized sharing PC, a request for multimedia content
from the DVR
retrieving, at the authorized sharing PC, the requested multimedia content
from a storage device on the authorized sharing PC;

sending the requested multimedia content from the authorized sharing PC to
the DVR.

29.  The method of Claim 28, further comprising:
receiving, at the authorized sharing PC, multimedia content from a portable
device; and
storing, at the authorized sharing PC, the multimedia content on the storage
device of the authorized sharing PC.
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a local area network (LAN) as an authorized sharing
PC, establishing a secure connection between the DVR
waomensm2raut hori zed sharing PC, receiving, at REEBUS2005/042192
aut hori zed sharing PC, a request for multinedia
content fromthe DVR retrieving, at the authorized
sharing PC, the requested nultinedia content froma
storage device on the authorized sharing PC, sending
the requested multinedia content fromthe authorized
har j TH8nBifRdc08 FhRkBdR oontent
30fsurt%g}?st{no?rfr%3llr{s“|h%l. \ér&eugé?r\airllsng, gﬁla{tiﬁec authorized oron
cogtpaisingg PC, nultinedia content froma portabl e device;
and storing, at the orized sharing PC, the
mul t3 ld“kﬁﬁ?%ﬂgmdﬁNbﬂe storage device of the
aut hotd-&ad &J?xgﬂté} pEs:- 30. A system for providing
secu%e transter agd |So:I ayback of nultimedia content
conprsesiiergprouiddi;gi t al vi deo recorder (DVR); a personal

computer (PC): a servi rovider: a.c ut 2t wor k
coud ssimpterakiy B Botutad 6 RPS b P ERS DI or
t he iRkah €Ife REAVE HiRFidePEdHLAIBAES with e DYR O\JBtdiRa listing of
obtain a listing of nultinmedia content stored on the

DVR, whemeilimedi content geredoovhal@VRyr ovi des the |isting
of [ti.nedia content. to a. user .of- the seryjgce
or oV i iR B e PR fle Rlint PP Bkt et o«

servi ce pisevofdRe sdrdict pavedegrangpeci fic mul tinmedi a

content to the PC that is selected by a user according
to tWereipdhg QY Ros ingtiuetedbyithe seoreprovidentp trrafen ypacHic
service ;

the. sor a8l corfent (1R PSR Qleckad L iR AREEERE o the
obt ai n a liséagpfimnisaliechntent pfovided HHMRe samide phoiddarn

the DVR is instructed by the service provider to

record nultimedia prograns that are selected by the

31USerthe3dsterht QYint SR @E gér_’é%e :M@fl@ér RofdfiniatdsSvith the
Instructed by the service provider to
DVR to obtain a recording schedule of the DVR; and wherein the DVR is instructed

by the service provider to record multimedia programs that are selected by the user.

32.  The system of Claim 30 wherein the PC is instructed by the service provider to

retrieve specific multimedia content from the DVR over the computer network.

33.  An apparatus for providing secure transfer and playback of multimedia
content, comprising:
a module for identifying, at a Digital Video Recorder (DVR), a personal
computer (PC) in a local area network (LAN) as an authorized sharing
PC;
a module for establishing a secure connection between the DVR and the
authorized sharing PC;
a module for receiving, at the DVR, a request for multimedia content from

the authorized sharing PC;
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retrieve specific nultinmedia content fromthe DVR over

the conputer network. 33. An apparatus for providing
weemanssorr ansf er and pl ayback of rmnul tinmedi a cortBU$2005/042192

conprising: a nodule for identifying, at a Digital

Vi deo Recorder (DVR), a personal conputer (PC) in a

| ocal , Ab8de & ré@ickingl AMhe BV R Aheethidatddandltisteala dogtefrom
a nodul e for establishi ng)(ya secure connecti on between

the DVR arstorageedeyigernsrthe BY R velereip theaequesipdduplaniedia
receivi n%Pg%h%E%“% a kst ng st for nmultinedia

cont ent R ze ar| ng PC,a nodul e for

retrigiodde fédcohbhertibyRit tHé]BVReﬂmd’&ttddrrmildf Itl[mdublmedla
content froma storage device on the DVR, wherein th g
r equest eORiENt IfAeRiPesORG FTEIAL of the &W@ﬁdl? Fonjent; whgrein the

format; @g%ﬁﬁ?z&% a CONNAELIAGabI@forindE aYR the Tirst

format of i medi a content into a second format
of t hempudhleiforesdhding thret sendnd fehreateifithe meltsxzioncbritont fmin the
is a conputer-read I.e qr mat nd a nodul e for

sendi ngm)[h‘éﬁé%gk?l%‘ bl fhaéllng?ﬁz mul ti medi a content
fromthe DVR to the authorized sharing PC. 34. The
apparatus of C aim 33 wherein establishing a secure
connection further conprises: a nmodule for receiving,

tt DVR f t { t f t
4 g P e af Eiec VBT TR bt abefion fyer
cotfprisé@e DVR, that the authorized sharing PCis

authorlzed to establish the connection, wherein
det ermpduladprireeeivingiat thetMYR; 2é‘ustsman¢qﬁlgn pequesf from the

aut hor i zed %‘L:&J%ea n%%%g&m ng a unique identifier from

the aut héPios ari 35. The apparatus of Caim

33, dmbdleforcepmimng)@t tha DVR Uhet the auﬂleﬁﬁéd\/dhﬁgn@PC is
message at the DVR that any PC utilizi ng

appl i cat iayhopizedioaasiablish tl@ﬁeemfcrle@ %heaﬁp qlat@npaemﬁ thet the
I S aut hOI'A glﬁ)g é%(? Slﬁi%g %V\% Ia.u{hBFlZ E‘l‘ﬁﬁéé ﬁ@elwiﬂg ra u-ﬁﬂﬁle

appar at us ereln the request
mul t i mediidertdiet &oin the asthotized sharing PC.

35.  The apparatus of Claim 33, further comprising:
a module for receiving a message at the DVR that any PC utilizing a media
application program that specifies a unique identifier is authorized to

establish the connection.
36.  The apparatus of Claim 33, wherein the request for multimedia content is sent
from the authorized sharing PC in response to the authorized sharing PC receiving a
message from a service provider.
37.  The apparatus of Claim 36, wherein the message from the service provider is
sent to the authorized sharing PC after the service provider determines that the

requested multimedia content is stored on the storage device of the DVR.

38.  The apparatus of Claim 33, further comprising:
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fromthe authorized sharing PCin response to the

aut hori zed sharing PC receiving a nessage from a
weenesm2provi der. 37. The apparatus of C ai mBGI/US2005/042192

wherein the nessage fromthe service provider is sent

to the authorized sharing PC after the service

pr oviredul &l fr eétrkviag, 4t fed DVRE tHegagiested thuhimediaeditant from a

content is stored on the storage device of the DVR

38. The appifearewdesand aj m 33, further conprising:a

modyl 6,48 fdr &l 4ng\ﬁ'le{;'l% u@ted MR dolnf STHESIG e device.

mul i edl a cont eft rgma service provider; and %

nodul e for storing the requested nultinedia content on

t he storage deyice. 39. The apparatys of. Caim 38, .
39uherAPpHE G GESR ol ARG IRGHES dor LS tagnt i sent
frdrh ahh{%mgea ﬂ%hé@@ AhadoRs Bthd MithGPRAERITPE RReiving a

aut hori zed sharing PC récelving a nessage froma
meseagei foen psavicdegrovid®d, The apparatus of d ai m 33,

further conprising: a nodule for receiving, at the

DVR, advertising content froma service provider; and
402 ﬁqdfélafﬁir@ﬁ;s%m%ﬁgast, RetREVAhpristhgig content from the

DVR to the PC. 41. The apparatus of C aim 40, further

conpriedulg forgeqeving. at therDYRcadvertisig cantenhirom@ sertiee
adyertising content fromthe DVR a nodule for
pr%l‘fl\g{%l’ %@ffng the advertising content to a user; and a

nodul o tir RendingrBesdgertifing coites R tie DVR tseliePCe

provi der indicating that the advertising content has

been displayed to the user. 42. The apparatus of Claim

36, ' S .service provider is
41Sent%§5?%%tug§?ﬁg$ﬁz§%ﬁs %?P%glﬁ%ﬁéfter t he service

pr o iedule &g eeoetdng at dieR( thegivesisitgaohtean fbmrthe DVR;

mul timedi a content; and wherein the renote request to
tr ar?sm%@m?r{ﬂrtdilsﬁg’d’?% @6 ALYRESING CAUGH! 19 2 438T@or t abl e

devi acrgoc%u‘}g’ senﬁﬂ‘%f ﬁpggﬁ%#émqle £t MedrvitiRbGIdBr IR ating

secon or mat timedia content i's any Mtion
Pi ct ur es thatpley advertoing (oREGhasfimemdisplagdd toTthe usqupar at us
of Claim 39, wherein the converting nodul e further
conprises: a nodule for attaching additional data to

4ot he ﬁf%cagP@kafu@ biedaifi 36, Wil thdMREsAe ROt TRE serViBE pRIVItier is
the additional data includes information pertaining to

sentie thmdutharezddl sharimgtRéhafter3he semacaproardst teseiyts Tramate defuest

to %relsrfgrl rrrlulttitr]l%d];ax' croﬁen%na%dsv% eorQl% tflé) {errTnaotte Pe%uéstt] %o transfer multimedia

content is sent from a portable device.

43.  The apparatus of Claim 33, wherein the second format of the multimedia

content is any Motion Pictures Expert Group (MPEG) format.

44.  The apparatus of Claim 39, wherein the converting module further comprises:
a module for attaching additional data to the second format of the multimedia
content, wherein the additional data includes information pertaining to

the multimedia content.
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mul ti media content is any Motion Pictures Expert G oup
(MPEG format. 46. The apparatus of C aim 44, wherein

wo bwcasidet i onal data includes user |icense i nfpCTEE100$1042192
for the nultimedia content. 47. The apparatus of Caim
44, wherein the additional data includes origin

451 nf ameRpp Al 6f Clae 44LwhéeRcthe fie ah& fdcond €ormahef the
apparatus of C aim 33, wherein the converting nodul e

myliimedia cortentis pry:Motign Ririures Expert Graupd MERCHoMatter nar k
to the second format of the nultinedia content. 49.
The apparatus of Caim 33, further conprising: a

46nodiihe appdratan 6f CRiimAg, whereiathe nddifionardhtadficlodes user license

_multinmedia content, at the DVR 50. The apparatus of

infoprpatiandar thegnylHeedi@SAPENSi ng: a nodul e for receiving,
at the DVR, nmultinedia content froma content server;
and a nodul e for storing the nultinedia content on the

47st orthgappkewius of Chilm 4Anwagpar the addifiomal detauncluday osigour e

. transfe nd pl.ayback of multinmedia content,
m%sni}rqnsfg)ﬁﬁ%e ‘BHB’G REORGRL i denti fying, at a personal

computer (PC), a particular Digital Video Recorder
(DVR) as an authorized sharing DVR a nodul e for )
48est dibciapparaiys af €kemr33, wbensbcthe epnvsetingsandulp further gerdprises:

the authorjze hari ng,. DVR, .a nodul e for reqguestjng ;.
& peaiodiic b Eadiifts Bt & R SlbntRERbHeia
sharing RYRen@ nodul e for receiving, at the PC, the

requested specific multinmedia content fromthe
aut hori zed sharing DVR, wherein the nultinedi a content

is if t . i gj .st.ream anda nodul e
49for &egpﬁzﬁfﬁ&% ﬁg%"g‘igaﬁh@‘g{% 1?%1?. on a storage

deviagRodideToy Rha@piivethy secnd deined of thetrheltiEdiaTdnteha the
D‘?gpar atus of Caimb51, further conprising: a nodul e

r processing the digital data streamfor playback on
a personal conputing devi ce.

50.  The apparatus of Claim 33, further comprising:
a module for receiving, at the DVR, multimedia content from a content server;
and

a module for storing the multimedia content on the storage device.

51.  An apparatus for providing secure transfer and playback of multimedia
content, comprising:
a module for identifying, at a personal computer (PC), a particular Digital
Video Recorder (DVR) as an authorized sharing DVR;
a module for establishing a secure connection between the PC and the
authorized sharing DVR;
a module for requesting specific multimedia content from the authorized
sharing DVR,;
a module for receiving, at the PC, the requested specific multimedia content
from the authorized sharing DVR, wherein the multimedia content is in

the form of a digital data stream; and
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53. The apparatus of Caim51, wherein the digital
data streamis in any MPEG format. 54. The apparatus
wo@bkooclssom 51, further conprising: a nodul e forpPCT/US2005/042192
receiving user input identifying the particular DVR as
an aut hori zed DVR 55. The apparatus of C ai m 54,
wWher£ihBdi1b eorléssting th@ dilgith I dtfexin'eh 4 §isragadeviesll ar DVR
as an authorized DVR is a unique_identifier associated
with t he qesmuyrdeatiyelypgruectsl tothePGppar at us of C ai m
51, further conprising: a nodule for formatting the
received nmultinmedi a content for playback by a portable
520eviTe; appmdiud ofolalines If, durtler anaprsing:ng the fornatted
mul ti medi a content, tQ a_portable device. 57. The
appat medule Hr processing the digikyl dpta strpam f@dﬁ@é’@?% 8" ABELPRAL
further ks ~viB. Modul e for requesting specific
mul ti rrediccgmci’rcgllrt}ltﬁ Ectm??'om t he aut horized sharing DVR in
response to receiving a nessage froma service

provider reguestin he .transfer .of the specific
St THRCARPAS 08 G 4o etnah hs el SR SSFAT 1519 “BURIPEC
forfat, The apparatus of C aim57, wherein the nessage
fromthe service provider is sent after the service
provi der determ nes that the requested nultinedia
.on_a . st.orage_device of the DVR 59.

Séﬁ'ﬁgt b :pgliat%(rgﬁ%ﬂna?]m }ferF%PPﬂ%Pg'corrprisi ng: a

nmodu Rolil@e 6r8e&diving dserdhpu enfBliROhe padicaha D VR abin
nmul ti nedi a content froma portable device; and a

authsaizeé DVEY- storing, at the authorized sharing PC, the
mul ti medi a content on the storage device of the
aut hori zed sharing PC. 60. An apparatus for providing
55 ecurie dppanafseif Giaith P, ayhessik thefusefinputridelitidfyiag mhieprrticular

conprising:. a nodule for identifying, at . i gi t al
DVRfsgnrateriget DVBURR, uniusddenyifisy assarpigd é‘ﬂt?l(tgeyarinﬁular DVR.

| ocal area network (LAN) as an authorized sharing PC,

a nodul e for establishing a secure connection between
56 he ThA4xppaditustof Claim 51, further comprising:

a module for formatting the received multimedia content for playback by a
portable device; and
a module for transferring the formatted multimedia content to a portable

device.

57.  The apparatus of Claim 51, wherein the requesting module further comprises:
a module for requesting specific multimedia content from the authorized
sharing DVR in response to receiving a message from a service
provider requesting the transfer of the specific multimedia content

from the authorized sharing DVR.
58.  The apparatus of Claim 57, wherein the message from the service provider is

sent after the service provider determines that the requested multimedia content is

stored on a storage device of the DVR.
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DVR, the requested nultinedia content froma storage
device on the DVR wherein the requested nultinedia
5%2ont ¢he apmr@uwﬁalalmﬁ, ﬁlﬁh@tcoﬁmnmlg a nodul e for

sendin Lrst. for cont ent

£ r on Pl {esSivine” ik aithoterasfiting B Seliiditpnient from
“for recei é{paﬂablaﬁeﬁE@aH@ the first format of the

nul ti nedi a content; and a nodul e for converti ng, at

t he P@oduledor stpring,fabtheruthetizehshaning POxthti muléioretmrrontent on
REEE L S R
format.

60.  An apparatus for providing secure transfer and playback of multimedia

content, comprising: |

a module for identifying, at a Digital Video Recorder (DVR), a personal
computer (PC) in a local area network (LAN) as an authorized sharing
PC;

a module for establishing a secure connection between the DVR and the
authorized sharing PC;

a module for receiving, at the DVR, a request for multimedia content from
the authorized sharing PC;

a module for retrieving, at the DVR, the requested multimedia content from
a storage device on the DVR, wherein the requested multimedia
content is stored in a first format;

a module for sending the first format of the multimedia content from the
DVR to the authorized sharing PC;

a module for receiving, at the PC, the first format of the multimedia content;
and

a module for converting, at the PC, the first format of the multimedia content
into a second format of the multimedia content, wherein the second

format is a computer-readable format.
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