PCT/US2015/051783

WO 2016/049228

1/5

Jawnsuo) SYoe) \
Ao1104 91T Aollod GTT |

!
_
_
_
SIT _
e 182J0ug |
L/ ﬂ Jaysiiand J \ food #11 | !
L Ao1104 95T _A _
_ ﬁ ! H _
_ _
m _ lojeiauer) ) _
N Aolod ¥ST 196607 Jo|pUEH _
A obesso|\ TTT obessoNZTT | !
| 10zAleuy L \.\
" 607 ZST 19ssSY O[T g
; P
N JszAjeuy om,l\ ............................ 17
: B I I N\
m o J
slossy sjual|D -
m JBUIO OTT o6l o .
| S [~
: 00T



PCT/US2015/051783

WO 2016/049228

2/5

—_—e— — — — — — — — — — — — — —

lozAjeuy
0S¢

_
| !
sjusuodwo) iy | I} swauodwod
_

1811 -PIN ¥ e i JSIL-PIN T¥C

Aiolsoday eleq
uolbay-nnN 552

|||||||

lozAjeuy
0462

P

BE b N
oy oY bt Y oY
__ _»| lossy _ _ oSSy [@——+1L | lossy | { | 19SSy  |le— I
I (0] %4 _ | 0r¢ _ L (0]%4 _ | (0] %4 I
I S~ N N bl l
il N Y b v Yy M Y
IL_,| 19SSV _ _ jessy o | |1 | | 1essy _ _ 19SSy |
I (0] %4 _ | 0F¢ _ o (0]%4 _ _ (0] %4 |
I — b — ! | — Lo — _
: o o I i
L Jownovee i _ ewnoece | | _ fesNiDdce | _iiﬁmﬁ_ou.mmii__
. _____ _lobewzeg ' | uobeyTEz _ !
00¢c ¢ 9Ol



WO 2016/049228 PCT/US2015/051783
3/5

FIG. 3 300

310 Receive a message from a client device

'

320 Identify, in local policy data for the asset, a set of policies against
which the message should be tested

l

330 Identify values for one or more message properties specified by
the policies

l

340 Based on the identified values, determine whether a policy
applies to the message

l Policy Policy

Applies Does

350 Perform one or more policy-based actions Not
associated with the policy Apply

'

360 Determine whether to proceed with \ yag
processing to the message in the normal
manner

No

( 370 Stop processing message >

v v
( 380 Process message in normal manner >
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FIG. 4 400

410 Receive messages at assets

A

420 Identify message information to send to analyzer

'

430 Send identified message information to analyzer

'

440 Log message information at analyzer

'

450 Identify, at analyzer, an undesirable condition indicated by logged
message information

'

460 Generate, at analyzer, at least one policy to address undesirable
condition

'

470 Store data describing the policy in a repository of data

'

480 Send policy updates from analyzer to assets

'

490 Synchronize policy updates with the local policy data of the assets
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