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User Mobile device Case

Display input PIN message
together with characters
$300

Touch screen at location of //
ifluminated LED and scroll to

desired character
5304 ~——____ Detect touch and motion;
Communicate to case
5306

Randomly itluminate one LED =
5302

Change the illuminated LED to

match the user’s movement
$308

Release screen at dV/
location
S310
Detect location of release of yes

contact and communicate to case
$312

{Optional) Cause LED at location to
flicker for confirmation period
5314

Determine (and store) character
corresponding to LED
5316

B Determine whether more
characters to be entered
$318

Fig.3b l
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User Mobile device Case

Display input PIN message
together with characters
$400

Use touchpad to change//
illuminated LED to

desired character
5404
Change the illuminated LED to
match the user's movement
5406

Release touchpad ///

when desired LED lit
S408

Hiuminate one LED -
5402

yes

{Optional) Cause LED at location to
flicker for confirmation period
S410

Determine {and store} character
corresponding to LED
S412

F Ig .4C Determine whether more

characters to be entered
5414

d

end
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User Mobile device Case

Display input PIN message
together with characters
' Press button next to LED

S450
next to desired character
pressed button

5452
5454

llluminate LED next to

Release button when
desired LED lit
5456

{Optional} Cause LED at location
to flicker for confirmation period
5458

Determine (and store) character
corresponding to LED
5460

yes Determine whether more

characters to be entered

5462
Fig.4d no

end
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Application running on mobile device requests
passcode (S500)

l

User enters passcode via secure user interface
system {8502)

l

Case receives passcode (S504)

;

Secure microcontrolier in case performs
mathematical function (S506)

Y
Output data e.g. hash, token, encrypted data
(S508)

l

Outputted data transmitted to mobile device
(S510)

/

Mobile device inputs data into application
(8512)

Fig.5
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User login to online banking account
via mobile device (S600)

Y

User initiates transaction
(S602)

i

Website prompts user to enter OTP
(S604)

4

User enter PINs via secure user interface
(S606)

:

no

PIN verified by secure microcontroller?
(S608)

y yes

Secure microcontroller issues OTP
(S610)

:

OTP wirelessly transmitted to mobile device
(S612)

v

Mobile device transmits OTP to online banking
account
{(S614)

OTP verified by bank?
(S616)

v yes

no

Transaction completes
(S618)

Fig.6



WO 2015/063474

User

Input characters
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$708

\ Receive TAN
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Mobile device Case

Generate TAN

/ 5700

Display characters aligned

with LEDs
§702
\ Change the illuminated
LED to show the characters
of the TAN
- §704
Display keyboard for
entering TAN
$706

5710

Fig.7



