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*166166* - 1 TITLE OF THE | NVENTI ON SYSTEM |
seeararus, procka o werheo For “aurentt cat| IR HHIHIKN
BACKGROUND OF THE I NVENTION 5 The present invention
relates to an authentication system apparatus,
program and nethod for assuring, a process
constituting authentication to n%tiTy a verification
side, and particularly to the authenti- cation system

Fatement concer ning TRATEr breddte B g
aut hgLieRl | g AR bR, aﬁwﬂwycﬁw £ 0 whi ch

each process ongs.”'I n conmuri service via

a nehyoiknTradiieRt i cation of a conmunication party is
a required 15 technical elenent. Recently,

aut henti cati on subjgctEscES@d apt dtye gf @WERET s om user s

to instrunment termnals wth a w despread open

networ k emie @uentantvaavielopredteod fedet aditfentication
technol ogi es of distributed service resources. 20 At

t he sastetn, mepparr adutshemiricgatangn arehnse trasd bfsen assuring
devel oped in various |ayers. For exanple, SSL (Secure

Sock &t $TRagers) CPDS YiTdridgorau tryeri Seeian t9 ot e

cited in a session |ayer of an OSI seven-|ayer node

(seed[ &3 fgrakiony isdde . pankhMadn CWRr I Yodie ayshenti-

“The SSL 3.0 Protocol ", Netscape Conmunications Cor
ca %Eon system, apparatus,‘%rogram, and method f% which

*166166*

a statement concerning the process constituting
authentication can be assured by a management to which
each process belongs.

In communication and service via a network,
authentication of a communication party is a required
technical element. Recently, authentication subjects
are rapidly growing from users to instrument terminals
with a widespread open network environment and
development of federation technologies of distributed
service resources.

At the same time, an authentication means has been
developed in various layers. For example, SSL (Secure
Sockets Layer)/TLS (Transport Layer Security) can be
cited in a session layer of an OSI seven-layer model
(see [SSL3.0] A. Frier, P. Karlton, and P. Kocher,
“The SSL 3.0 Protocol”, Netscape Communications Corp.,
Nov 18, 1996. and [TLS1.0] T. Dierks, C. Allen,

"The TLS Protocol Version 1.0”, RFC2246, Jan 1999,
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Nov 18, 1996. and [TLS1.0] T. Dierks, C. Allen, "The
TLS Protocol Version 1.0", RFC2246, Jan 1999, 11111111
e 11111111111 1111 1111
*GO00R* 2 - http://ww.ietf.org/rfc/rfc2246.txt). The
SSL/ TLS becones w despread as a standard secure
conmmuni cation protocol, because the SSL/TLS can
provi de the transparent secure comruni cation to a

hi gher layer. 5 For an authentication nmechanism the

SSL/ LS SUPRALL §et§eBY~ r/r%k‘:t/*}%%'z%%t -gnyand 1|d %@L/TLS
Pca

aut hent I on based n-a public key certlflca

| PsepeedfchRewgiibed rasdan se%anRle fr S8 e communication
conmuni cation for IP (Internet Protocol) which is a

10 cprBubiceat i bacpueEOEdk ISTIIATE Nefamdedvayry tfe t he

CSlI seven-| ayer nodel (see [IPsec] S. Kent, R

At ki hsenspatSetusietyrAr conmrectiurae ifoor tiche |hitggrenetlayer.
Protocol ", Novenber 1998,

<ht t pot/ anwaiughfensigaitfiohr freZA@h itsat,>)the ISPUATE. Remports
authentication and encryption are 15 perforned at an

I P péé%@?rlé@épepélﬁééﬁpfeaﬁﬁbC§é@ﬂﬁeau@@mmﬁﬂQﬁﬁ%Qﬂ1based
inunit of hgost. The IPsec is used for VPN (Virtua
Privafed N@Fﬁgﬁﬁ)kﬁﬂdcﬁﬁéH iic& teThe IPsec supports t he

t hent f th t K
cormon key P50 Sahan %"%T%‘oﬂ;aﬁaai%ﬁ?ﬁ Bl ok i
Utlllé%m%nq%%Qﬁ%lsqbrs%%h %%té@% gég%gzlthe ths a

er securit assocl atl on rrec ani sm

hand oM 1 CSRAULT LY ASSEAL AN ¢ IRTIUR JANGURAE) JPStne o

C
been 8ev ope ustri al
seven-layer model (see [IPsec] S. Kent, R. Atkinson,

“Security Architecture for the Internet Protocol”,
November 1998, <http://www.ietf.org/rfc/rfc2401.txt>f.
In the IPsec, authentication and encryption are
performed at an IP packet level to realize the secure
communication in unit of host. The IPsec is used for
VPN (Virtual Private Network) and the like. The IPsec
supports the authentication of the communication party
by a known common key. For dynamic authentication,
IPsec can utilize a mechanism, such as IKE and IKEv2,
which is a higher security association mechanism.

On the other hand, SAML (Security Assertion
Markup Language) has been developed as industrial
standard specifications for assertion of the
security statement concerning user authentication
(for example, see [SAML] OASIS Security Services TC,

“Security Assertion Markup Language (SAML) v1.1”,
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standard specifications for assertion of the 25
security statenent concerning user authentication
(for exanple, see [ SAML] QOASIS Security Services TGO
"Security Assertion Markup Language (SAM.) vI.1", - 3
- Sept 2003, http://ww. oasi s-

“open. org/ comm ttees/tc_honme. phpAvg_abbrev=security>).

The SMAL is a framework in which the statenents
concerning client security and policy decision are 5

exprgé ZbQ% %Ph /9& glectronlcally make

assura e’ app |ca ions of the

aut hSBEhCQEQQBoﬂ{ﬁ???eeg'/@c baer, ghgﬁ% C‘é‘b’b‘i%tg's-}:ére:cg rity>).

progress in'the erent ayer ;T as

abovenpet Beaaut bept keahkb@Brk0 iAEaRS cRas HReGe® i it s
essential technical elenment for comunication and

servterserhbnyhelcase wvheueian aubhestliiegt iderkidjectare

is a person, principal confirmation technol ogy

whet bepreshedi denant ¥Maf farpetson s ecambintined 1gr nadde

has al so 15 received attention. Usually, in the

aut hepskeanfen, it s necessary that the

aut hentication object is strictly identified or

verifi ed. ?HéveFB?eaanlFﬁél@§§eOﬁhéﬁ@ g4tdentication means
aut henti cati on. obj ect IS a ﬁerson the strict

pri n&tpalSEBREKr GH ' &BH 8I65pr§gF§&§|Féotﬁﬁ)dlfferent

I
CurtgnkLy.o1ofe ?L‘s%?g%%Eé?Eﬁgl 4520 B o

the ﬁggﬂg bggyb%g E tgg eg%qght¥e%%n3&§yl ht for
confirne y ma ﬁl ng ronetric information rea n\‘erom
communication and services.
In the case where an authentication object is
a person, principal confirmation technology whether
the identity of a person is confirmed or not has also
received attention. Usually, in the authentication, it
is necessary that the authentication object is strictly
identified or verified. Therefore, in the case where
the authentication object is a person, the strict
principal confirmation technology is required.
Currently biometrics can be cited as the potential
principal confirmation technology. The biometrics is
the technology in which the identity of a person is
confirmed by matching biometric information read from
an individual person and previously registered
biometric information (hereinafter referred to as

reference biometric information). The biometric

information is one which indicates intrinsic physical
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an individual person and previously registered 25

bi onetric information (hereinafter referred to as
reference bionetric information). The bionetric
information is one which indicates intrinsic physica
4 features or characteristics in an individual. For
exanple, a fingerprint, aniris,,aretina, a face, a
voi ce, a key stroke, a sign, and the |ike are
utilized for the bionetrics. 5 Unlike the existing

aut h%@&kﬁ?EEOBF.’T%BE?Q%t%‘HEti%ss. %np%ﬁ%roqivitchuea 1. For

bionetrics utilizes the bionetric ormation i ch

i's ipxpRpdanosr rohghebng i, ssed i0n s for gidien, SO dhat,
the user's burden is reduced. Furthér, because the

bi omet Fbesel Sabased serokRe subjieet, Hiy WHLh & are
difficult to be duplicated, the bionetrics is

ef f eatiivezear fprevert baomef rdikger sonati on of a user

and the like. Wth the w despread of the open network
such as Uhéiket eheetexitsie ng idutzetritoicadfidrhenethods such
bionetrics is 15 rapidly increasing as the nethod of

per f 8FMRngacREOAMY h&RE Paer’ réfcst e idoraamitde ikoipmetric
party via network in an electronic comerce. In the

i dentPFPERBLESRT REICH, 1St 1ns NSt (@NGE T 1ft ReHigrg missed or

biometrics,.is used for the pringi | confirmation o

an_ oWREPOBFeRn" 350 trddnt T Caeror CHAEN ri 4 rRedueed.

util %é?%hgg,ogegz?%s@ grﬂ%t Ii%%e\{:lr% nsetivsvorbkafsed?'eocnl'lrtll'itey subject
of matching’'result and matchi ng i ormati-on - becomnss

trou@h?%ﬂ”ﬁsoﬁi%fq%bWQr%op§%hddﬂ%%%gyédf”fﬂgnﬁiometrics is
effective for prevention of impersonation of a user and
the like.

With the widespread of the open network such as
the Internet, the utilization of the biometrics is
rapidly increasing as the method of performing the
‘authentication of the communication party via network
in an electronic commerce. In the identification
field, it is studied that the biometrics is used
for the principal confirmation of an owner of an
identification card.

In the utilization of the biometrics via network,
security of matching result and matching information
becomes troublesome on a network path. However, on the
network path or in the instrument, the risk of theft
or témpering of important information such as the
biometric information is being reduced by combination

of the biometrics and Public Key Infrastructure or a



network path or in the instrunent, the risk of theft

25 or

tanpering of inportant information such as the

bionmetric information is being reduced by conbi nation

of th

e bionetrics and Public Key Infrastructure or a -

5 secure nmediumsuch as an I C card. Nanely, the

secur
Furth

ity on the network path s feing. inproved.
er, a multinodal bionmetric systemwhich -confirns

the principal in an integrated manner by 5 conbi ning

the pLuealebheaBhi S8cHELBOAS 18 Shuti edyAeaQr dichd Reurity
the nmul tinodal bionetric system the principa

confi
Howev
in al

eABthenneanobe paahi zedpwiihly Righeredaccuracy.
er, according to the study of the inventor, 10
nost alkrthee,car medt iavdeantdicatd ton ¢ egla@inogiteissh

there is the problemthat the assurance of each
procesenfismpotheopsiideipd lbéna@se iint eigy agesumedneratby

the s
const

ame  managenment nmanages the processes ' _
FPUPLRgnPhENeaBL HEALT PAOIEH.r iNgmEIeEhodsl illge sitiyslied.

assungtion, 15 diffgrent managenent s nanage each
e

aut h
the ¢
subpr
captu

“mat ch

subpr
instr

EFRLEEBA TOubPRoRELS IMRdRd. PIoESE tdtafyISt e the
f e bionetrics, ther are .aut hent.i_ cati.on
B En et R SR b 3o e B e b o -t nigher
Lbpg fugetion and a bionetric 20 information
Ing funCtion. In such authentication

ocess@dweRRUNt adB8Wiees ;NG HiER QHENM s ¥hd h&iventor,
ument are often uni quel’y fixed dependi ng on the

10systeim Sprobkti aalll yhei autrhentase teferdi I4eG dVRletntd ogies,
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there is the problem that the assurance of each prdcess
is not considered because it is assumed that the same
management manages the processes constituting the
authentication. Namely, unlike the éssumption,'
different managements manage each authentication
subprocess in fact.

For example, in the case of the biometrics, there
are authentication subprocesses such as a biometric
information capturing function and a biometric
information matthing function. In such authentication
subprocesses, mounted devices and deployment on the
instrument are often uniquely'fixed depending on the
system. Specifically, in the case.of an MOC (Matching
On Card) model which is one of the biometric models,
the biometric information capturing function is
deployed on a scanner, and the biometric information

matching function and a biometric template management
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On Card) nodel which is one of the bionetric nodels,
25 the bionetric information capturing function is
depl oyed on a scanner, and the bionetric information -
mat chi ng function and a bionetric tenpl ate managenent
6 function are deployed on the card (smart card and
the like). Nanely, in the MOC ngdel- system the
capturing function as the authentication subprocess
is uniquely mnmanaged by the scanner, and the matching -

funct foncbiandatbedapnagenest, tHECtLOA aSmhP€ card and the
aut hentication subprocess are uni quely nmanaged by the

card.liRéus, Waméhe, aihhendi gati medelbpyeeess, thBecapturing
managenent is often different in each process.

Ther eforetion ahetherafifbantdbnaside whbphovessfiesutquely
the authentication result, it is difficult to clearly
graspmﬁm%gﬁ%rbrh%h%u$ﬁ@ﬂ@¢éataaﬁ shepratebinef feachion

manage is valid or Accordingly, since the
Val | Y Dre URASGTRERE | CAICEEOR. SabBRGCRSEhERRRBALHED

o aspethoPe:Baihole ol ey 15, BUChEn! L gafhon pracess

re
i n whi e aut hentic¢

i ntegrat edpthere,isna fgaphat tHEHS%ﬁBE%QEQ 39 the

decreased. Parficularly, since th |ca

Pr ocefsndehdi®r 0DEN PELMOK Kr BBYXLAPNARNEchS Be&eégways
operated by the sane managenent, it is 20 tﬁought t hat

t he fEaerdfeoapsor etme kablericBRIER SINMARY1iEh TEEifies

| NVENTI ON An object of the invention is to provide an

aut hehité cat i loen sysd ehon appanat usitpiegdansfiandtmebhedearly
grasp whether the authentication subprocess of each
managemeﬁt is valid or not.

Accordingly, since the validity of the authentica-
tion subprocess cannot be grasped, as a whole of the
authentication process in which the authentication
subprocesses are integrated, there is a fear that
trustworthiness is decreased. Particularly, since the
authentication process in thé open network environment
is not always operated by the same management, it is
thought that the fear becomes remarkable.

BRIEF SUMMARY OF THE INVENTiON

An object of the invention is to provide an
authentication system, apparatus, program, and method,
in which the management assures each authentication
subprocess, the assured contents can be verified by
a verification side, and thereby the trustworthiness

of the whole authentication process can be improved.
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in which the managenent assures each authentication 25
subprocess, the assured contents can be verified by a
verification side, and thereby the trustworthiness of
t he whol e authentication process can be inproved. - 7
According to a first aspect of the invention, there
i's provided an authentication_ sygtemconprising: a
plurality of authentication entity devices which
separately execute authentication subprocesses, the S

aut hent i cad Q& rt%c%ssfi%tsg%%civqwg%%@gtPﬁ@éﬁgﬁae%,

tion process; and a verification i ch veri

the aphantiisC N VOGS S HRGHLE do i  sing:
authentica#io%;entity devi ce, mhé}ein(%h2s€§%%p comprising

aut hanpilgatilar yertfi tayn tdeVitGe dtPUes: i By it denthdd ch

10 informati on nenory nodul e configured to store

conf isggatriadie liynfecremmattico ra (tore nedrdft icat isambgnoddisses, the
verification device; an authenticator generating
nmodukethepiflicglried tsobgarraestse cam squitthentric atrorawrhentica-
executed contents of the authentication subprocess

usi n§ 1PRe PISCESHH I dét idalvarifigiaadtiicon dev ispresitfich verifies
cont ext %enﬁéathn modul e configured to generate a
specitftc BHGRE L C AFCIEE % SFEITIE Tortht 988

the authenti.cator and .the executed contents; and a
specFP%ce@oﬁf@fﬁonoﬁ?gdﬁy Iﬁfﬁﬂnﬁqﬁﬁﬁ%ﬁiéh?(ﬁﬁﬁﬁn

t he i .cont ext., : veri.fication devic .
con‘p%iragg]gl:;tqg%gén?rluﬁﬁé&tﬁ}gﬁ%ﬁr}ﬁgﬁﬁ el%vﬁwllucchesi‘s aprcocﬁlr?f eogentlal

Wit h 33 £ o HRet it iGN HACHI1T & |G 1 d%’\%'éﬁa an

ext er nal devi ce; and”a context veri yI ng noaul e

conf icgwiredieh®ial information for verification by the
verification device; an authenticator generating module
configured to generate an authenticator on executed |
contents of the authentication subprocess using the
confidential information; a specific context generating
module configured to generate a specific context
pursuant to a specific format from the authenticator
and the executed contents; and a specific context
output module configured to output the specific
context, and the verification device comprises:
a communication module which is provided with a
function of conducting communication with an external
device; and a context verifying module configured to
verify each context, the each context being generated
by the each authentication entity device and received

by the communication module.

According to the first aspect of the invention,
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verify each context, the each context being generated
25 by the each authentication entity device and
received by-the comunication nodule. According to
the first aspect of the invention, - 8 the
verification device can verify the contents of each
aut henti cation subprocess perforgred by each authenti -
cation entity device based on the authenticator.
Therefore, the managenent (each authentication entity

S deYBge)‘re§§§EﬂEg%1%ﬂcge@lﬂtcge?ta' C@tequr}ﬁé%%r Sc%ntt§1%f each

assured contents can be verified b verifticati

si degyuapdnt herebynt Repbrustwar b@rrf%%%e@ w%avmpla%thenti-
aut henti cati on process can be inproved. The effect of

the taveshi eAtisynakviice badeldo onl@ Hehe wHdentdaaid on
system but the effect is also obtained in the

aut héhtredbren ehkei mgpndeemeet t(kachpregmhantised iich tdiecity
aut hentication entity device, and the authentication

met hddviBR) EFSBESERI PELONaCE hEHE 1SEVERAL SVHB® oefs STHE he
DRAWNG 15 FIG 1 is a block diagram showi ng a

conf R§ERAEFORONERNAR &aNhERt VEtlifaeds érheaomridiimgation

to a first enbodinent of the invention; FIG 2 is

schefidffe GPEwtREE SEYpItaeni E§S§NQ§Hﬂﬁ9ﬁﬁﬁxﬁﬁ(ﬁ¥e whole
process IG 3 is a block

d|agran1gHBﬁfﬁélSDC%ﬁPFﬁﬁPafﬁgnb FWB?Qﬁﬁqty deV|ce
in the f' %Q%@ﬂﬂ%y3the|§q¥% 21 4 flomcg; q; ed to

explalnlng an operation TSt Ehbot
the authentication system, but the effect is also

obtained in the authentication entity device, the
program used in the authentication entity dévice, and
the authentication method.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a block diagram showing a configuration
of an authentication system according to a first
embodiment of the invention;

FIG. 2 is a schematic view for explaining
an authentication process in the first embodiment;

FIG. 3 is a block diagram showing a configuration
of an entity device in the first embodiment;

FIG. 4 is a flowchart for explaining an operation
in the first embodiment;

FIG. 5 1is a schematic view showing a structure of
a specific context in the first embodiment;

FIG. 6 is a block diagram showing a configuration

of a first entity device according to a second
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FIG 5 is a schematic view showing a structure of 25
a specific-context in the first enbodinent; FIG 6 is
a bl ock diagram showi ng a configuration of a first
entity device according to a second - 9 - enbodi nent
of the invention; FIG 7 is a flowhart for explaining
an operation of an additional pgrtion in the second
enbodinment; FIG 8 is a schematic view showi ng a
structure of 5 a generic context in the second

embogh AL neFlCo O ch:3. 3 edel i g7 am showi ng a

configuration rst entity device according to a

third entadi ment sofy ttheudneant iy KB aidlids #h operation
schematic view showng a relationship 10 between

specbfi anceftextisnian pbe ttikin d rerdedis®idnd RrBoditdrst ;

a schematic view showng the relation- ship between

t he speci ffiIG .cBntiextas sidmentae itdivicew esthodinge ;stt€zture of
12 is a block diagram showi ng a configuration 15 of

an aat beneiréat conteyst em abeorsdiquna e ddimerit ;

enbodi ment__of the invention; FIG 13 is a schematic

vi ew for &Xfl-aithilfg dakl@whehid T o Pridgeess ¢enfiguration
fourt en?odinent;, FIG 14 is a bl ock di agram show ng

a cofifi Gurattén e tyt dgVdsE GG dP Martdbierfent

devi ce ig.the fogr%gﬁfenbodinent; FIG 15 is a block

di agr AR SR g © YIRS of a mat chi ng- process

exeCUtingF%@.tlbniEh% Egﬁﬂﬁghtic view showing a relationship
between specific contexts in the third embodiment;

FIG. 11 is a Schematic view showing the relation-
ship between the specific contexts in the third
embodiment;

FIG. 12 is a block diagram showing a configuration
of an authentication system according to a fourth
embodiment of the invention;

FIG. 13 i1s a schematic view for explaining
an authentication process in the fourth embodiment;

FIG. 14 is a block diagram showing a configuration
of a user information management device in the fourth
embodiment;

FIG. 15 is a block diagram showing a configuration
of a matching-process executing unit in the fourth
embodiment;

FIG. 16 1s a block diagram showing a configuration
of a biometric device in the fourth embodiment;

FIG. 17 is a flowchart for explaining an operation
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enbodi nent; 25 FIG 16 is a bl ock di agram showi ng a
configuration of a bionetric device in the fourth
enbodiment; FIG 17 is a flowhart for explaining an
operation 10 - in the fourth enbodinent; FIG 18 is a
schematic view show ng a structure of a bionetric
device specific context in the fgurth enbodinent; 5
FIG 19 is a flowhart for explaining a matching
process in the fourth enbodinent; FIG 20 is a

scheppt { geVEBWrShOWRGdamshruct ure of a MOC specific
context in the fourth enbodinment; FIG 21 is a

schemat i cryicew1shew Ag saheflaaticORSRIW shblikef Wealt ructure of
specific contexts in the fourth enbodinent; FIG 22

i s aasbhematié¢cvilewiskowpegidist coetexe dfh ahgerferirth
context in the fourth enbodinent; FIG 23 is a
schesambpdimea®w: showi ng a structure of a bionetric

device specific context in a fifth 15 enbodi nent of

the i nvenfilén; 1R &5 24 filovwehadtie fRty] @’iﬂlé\ﬂf%lmﬂmangnadicmng
structure of . a STOC specific context in the fifth

emboBF RERES FPGthQSfpé‘réhblerdF‘&&rtam showi ng a

SR A RO AR B e o

ot Lo soialoin o o e A

enbodi MeNET5. 21 is a schematic view showing a relationship
between specific contexts in the fourth embodiment;

FIG. 22 is a schematic view showing a structure of
a generic context in the fourth embodiment;

FIG. 23 is a schematic view showing a structure of
a biometric device specific context in a fifth
embodiment of the invention;

FIG. 24 is a schematic view showing a structure of
a STOC specific context in the fifth embodiment;

FIG. 25 is a block diagram showing a configuration
of an authentication system according to a sixth
embodiment of the invention;

FIG. 26 is a flowchart for explaining an operation
of a user information management device in the sixth
embodiment;

FIG. 27 is a flowchart for explaining an operation
of a matching-process executing unit in the sixth

embodiment;

FIG. 28 is a schematic view showing a relationship
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FIG 27 is a flowhart for explaining an operation 25
of a matchi ng-process executing unit in the sixth
enbodi ment; FIG 28 is a schematic view showi ng a
relationship - 11 between specific contexts in the

si xth enbodinment; FIG 29 is a schematic view show ng
the relationship between the s%ci fic contexts in the
sixth enbodinment; 5 FIG 30 is~a block diagram

showi ng a partial configuration of an authentication
system.according.to a seventh .enmhodi nent_.of the. . .
e BB et 1, R AT T EhaH o S e
operati on p{id t Seve epodi nepnt.; F is a
bl ock di agr_g:]n szﬁgvﬁ ng ;Eéglaertl g1dd r(;z*_g% i%ﬁ?@t&n% t he

E:Jte heliz¢abihaR iy SleMdh tthe ssrvet:h emadinent;, anfl sixth

33 is a flowhart for explaining an operation 1In
t he sevwedtheafodi ment. 15 DETAI LED DESCRI PTI ON OF THE
| NVENTION Referring nowto the drawi ngs, preferred
enbodi menttSGaf 3the o raveéritdadn diiddrdie slteseinded hetowl
(First Enbodinent) FIG 1 is a block diagramshow ng a
conf cgnfaguoati2® off am awtthemtticsttiiom systtem according to
according to a first enbodinent of the invention.
FI G a2 seyeatickawpdideny @f ftdre expleditiiany an
aut henti cation process in the authentication system _
As shown ﬁHGFIéﬁ As tthd lowchart for explaining an operation
in the seventh embodiment;

FIG. 32 is a block diagram showing a partial
configuration of the authentication system in the
seventh embodiment; and

FIG. 33 is a flowchart for explaining an operation
in the seventh embodiment.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, preferred
embodiments of the invention will be described below.

(First Embodiment)

FIG. 1 is a block diagram showing a configuration
of an authentication system according to a first
embodiment of the invention. FIG. 2 is a schematic
view for explaining an authentication process in
the authentication system. As shown in FIG. 2, the
authentication process includes two authentication
subprocesses P2 and Pl. The authentication result is

obtained based on the executing results of the authen-

tication subprocesses P2 and P1l. The authentication



aut henti cati on process includes two authentication 25

- subprocesses P2 and Pl. The authentication result is

obt ai ned based on the executing results of the. authen-
tication subprocesses P2 and 21. ‘The authentication 12
subprocesses 21 and 22 are executed by first and
second entity devices 10 and 20y4li fferent from each

~other. In this case, the authentication subprocess Pl
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is executed by the first entity device 10 and the 5
aut heghh 6L EQBs8WbPT 0gRSSPY2a ks exEEULEd Q¥ ?E?s%egﬁﬁdsecond

entity device 20. As used herein, the termo

aut heaht ceyi @avpresess aABaps therpreaessrem ¥8chf ¥iRar.
that the authentication object (person, device, and

the Iikeyhis wabed. ti6® dhehérticetival sdbbyoreanspPthak

the criteria authorized by the verification side is

sat i s¢xedutgiebvethrofiratit @enttyatdevmcsubpr eodsshe

means the process constitut- ing the authentication
proce%%?h¢%Fl%%éhﬁPe§uPﬂr?ﬁ§Sch§eléfe¥ﬁ6Uted by the second

authent{catign groc$ﬁs using the bionetric 15 :
i nf or Rk Toh, “EheCauthenti cati on subprocess incl udes 1)

capt uri ng. Lo, BLATRLELGal NEALTRLLANCAN 2h X LaRLNT o rocess

characteristi ¢S.” Soneti mes conbinatidn o

referred torgs gpscavthgat bse&ks;rﬂnauleagecggé- atPHEntiRation

the aut hentication process, one or nore

aut hegibi 68t | pPe 8YBR! 0666568, MBKdbenexecubed by vhhed.
different entity devices separately. The post-stage

aut henhé cagrmnosubpl baess maynbetaxecuhedchasedianatii®orized

result of the fore-stage authentication subprocess,
by the verification side is satisfied. The term of
authentication subprocess means the process constitut-
ing the authentication process. For exémple, in the
case of the authentication process using the biometric
information, the authentication subprocess includes 1)
capturing the'biometric.information and 2) extracting
characteristics. - Sometimes combination of 1) and 2) is
referred to as.one authentication subprocess.

Thus, in the authentication process, one or more
authentication subprocesses.may be executed by the |
different entity devices separately. The post-stage
authentication subprocess may be executed based on
the result of the fore-stage authentication subprocess,
or the post-stage authentication subprocess may be
executed without referring to the fore-stage

authentication subprocess.

The authentication system includes the first
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or the post-stage authentication subprocess may be 25
executed wthout referring to the fore-stage

aut henti cati on subprocess. The aut hentication system
includes the first 13 entity device 10, the second
entity device 20, and a verification device 30. The
verification device 30 includes _a comrunication unit
31 and a context verification t 32. The

comuni cation unit 31 5 conducts comuni cation with

the first entity device 10. The context verjfication
unitg§fkﬁﬁi4q é

entit
t he

Stand

VIEG He ro ditex3 S C Yt At Y Bye Y Hee 1

devi.c 0. Fl 3 t fi ti f.
PSR 000 e QLB 905

devi . 0 i 1y ' 0 i
evi e 20Qic The s I s%l}arynl 1565, %Zﬁi%@dlgcégggel’(t

conmmuni cat1 on unit

, contli

| nf oryBtii o JENAgerBt N t stHS it a albhent{ cagor
generating units 14 and 24, and context generating

uni t sckiaits 2Zpmmiaspectioelyith Thee fi18dt ettt lyy device 10.
devi ce 10 includes an authentication 15 subprocess Pl
execuHengamtidxtl 2re rilfel saciond emit ty2 wewl £2e20the context

i ncl udes an authentication subprocess P2 executing

uni t gEherGdrdd denttited finfsor nent by 1déorce geher ati ng

the authenticator is previously stored in the .

confi dent iBIGi ni ot oA PremagEheRrauhPls 1L ofhehéizet

first entity device 10, and confidential information 2

for

fat 9y ke HutHeht T 97CPRd ppRbvi bust§Vaeer é8-  The

Lﬂetggg%%nfgﬂggiég% I Eégéﬁ%écth Sgg%ggg%ugpégtggnognits 11

and 21, confidential information management units 13
and 23, authenticator generating units 14 and 24,
and context generating units 15 and 25, respectively.
The first entity device 10 includes an authentication
subprocess Pl executing unit 12. The second entity
device 20 includes an authentication subprocess P2
executing unit 22. Confidential information 1 for
generating the authenticator is previously stored in
the confidential information management unit 13 of the
first entity device 10, and confidential information 2
for generating the authenticator is previously stored
in the confidential information management unit 23 of
the second entity device 20.

The communication units 11 and 21 of the entity
devices 10 and 20 conduct the communication with the
verification device 30 and the entity devices 20 and 10

which are external devices respectively.



10

15

20

25

The conmuni cation units 11 and 21 of the entity 25
devi ces 10 and 20 conduct the communication wth the
verification device 30 and the entity devices 20 and
10 " which are external devices respectively. 14 The
aut henti cati on subprocess Pl executing unit 12 of the
first entity device 10 executes.the authentica- tion
subprocess Pl to output the executed result. The

aut henti cati on subprocess P2 executing unit 22 of 5

Lhe, second ety A58 20, SBOMER TS, orccuing, unce 12

aut henti cation ubprocess e ‘execu

resulte. ¢fe rfauthentcatorygener atd N didss 14 and @ddntica-

generate the authenticator on the inputted data using

the eaphi depbirdlcelsif grnmatd JuuRad dHOMtdited result.
confidential 10 informati on nmanagenent units 13 and

23. Foe examphneicathermuetdeaorrd saditgita@lunit 22 of
signature or a nessage authentication code (MAC). For
exanphe, sierohkie ctasey weeried I aHdwmmdcatios dastidretication
digital signature, the confidential information neans

a paistbpfrogegsi vat & keyptBitarndiea gresiiteekese sl @.

public key cryptography. In the case where the

aut hent i c)é}h& Jud heedsletid AutFRMm Taak 1 driintodel 4 tfed 24

confi denti al inforng%%gn,neans a conmon, key

, which is |
pr evidERSEIEY Lo & Ed AR Y HE A& 1Tt dtitont i eed ke |ysing

t he e wher.e the confidenti.al infor ion is 20 the
pair%% RETgASV A E éﬁé%ﬁ?%ﬁﬁ??nﬁﬁQ4ﬁ%&ﬁm ?qeiQPHEEdentlal

oSS i O UL A Lo S e
23. The RURhS ke cartid iLalg corr espandi 0o tor theye sage
| authentication code (MAC). For example, in the case

where the authenticator is the digital signature, the
confidential information means a pair of a private key
and a public key in a public key cryptography. In the
case where the authenticator is message authentication
code, the confidential information means a common key
which is previously shared with the verification device
30. In the case where the confidential information is
the pair of the private key and.the public key, it is
assumed that the public key certificate is stored in
the confidential information management units 13 and
23. The public key certificate corresponding to the
private key 1is previously issued from a certificate
authority (CA) based on the public key infrastructure.

The context generating units 15 and 25 form the

executed results of the authentication subprocess Pl
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private key is previously issued froma certificate 25
authority (CA) based on the public key infrastructure.
The context generating units 15 and 25 formthe
executed results of the authentication subprocess Pl -
15 executing unit 12 or the authentication subprocess
P2 executing unit 22 and the aud henticator outputted
from the authenticator generating units 14 and 24
according to a specific format. The cont ext

genelald i AN ksi 2512 @RS Ut REht1B8ti8AMBdbprocess P2
results. In the specifica- tion, the information

f or neck acciargliwngi t 022 henspesef aothéaeiBhtby bleputted from
context generating units 15 and 25 is referred to as
spediffé auwdmrexicattachsafietdeingi tisitd. 180ah8, 221ataeording
25, 31 and 32 in 10 the devices 10, 20, and 30 may be
realtized IRsapl b¢ t heymaty- hafdeacentedtl eeoeratsobt waigs 15
modul e, The sanme holds_ true for each unit added in

t he 34 |00 MY RMD ot Prefe SReFhERS UL Efer r LAgthe gpecifica-

fl owchart Fl eration of the

f 4, , o
autﬁ€ﬁ??c&%ﬁ%nl% %f%ﬁ?ﬁ%@? 9rPRe 4p60Eding to the specific
fi ti ill be d i bed. (Ov I | ti .
eSO R e LR AR Rs P ChRE bR PoqaBe: 25 &5

t ] f h Ef i ' /i 30 to th
o T e K B RE B eciti on of the 20

aut henti caLLQN,Pr PRESSNk 85548 tedq sThe authent i gation 35 5,
request may include the information that specifies

the ond hestieati 00, processdand hhe HBAWER®ABBY using either
necessary to securely execute the authentication
a hardware module or a software module. The same holds
true for each unit added in the following embodiments.

Then, referring to a flowchart of FIG. 4, an
operation of the authentication system having the above
configuration will be described.

(Overall Operation)

As shown in FIG. 4, when an authentication request
is transmitted from the verification device 30 to the
first entity device 10 (ST1l), the execution of the
authentication process is started. The authentication
request may include the information that specifies
the authentication process and the requirement
necessary to securely execute the authentication
process. The information includes challenge value
formed by random numbers.

When the first entity device 10 receives the

authentication request (ST2), the first entity device
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process. The information includes chall enge val ue 25
formed by random nunbers. Wien the first entity device
10 receives the authentication request (ST2), the
first entity device 16 10 is pursuant to the
predet erm ned authentication process or the

aut henti cation process specified by the

aut henti cati on request. NanelYy, the Tirst entity

device 10 transmits an execution request of the 5

aut he 6|cation subgrocess P2 to the second entity .
devi ce’ 2b° Py EBRRAE Tt bOt he abf ReREPERENBA prEREBEication

ST3 Th t uest include the
(g fogs RECHLCn paest hencres: ﬁaﬁcbﬁee@sgy

and t{ﬁérggyﬁéﬁtlggq%oﬁefg §Q£¥ to gecgr g%g% entity

t he authentication proc |nc

aut heqdy £ad i pf Eﬁ%@ﬁitéf&m e£88 t’%hfkf}ﬁgégph evige

30. The execution request may
|nfcwauﬁMémml&ﬁ&£$hléhEE%@@é@éyPﬁofo EH@ §é§8HB'8Ht9E

t he aut hentication subprocess P2 and only by thd
firstdentdd y2@eyaceudd: 45 Nm@naﬁhﬁeﬁﬁﬂéﬁglgﬂt%EMcess (ST3) .
device 20 receives the execution request of the

aut heftieé cat¢ ont subprepesst RRay (5Td) udé hehsecondreatiby that
device 20 is pursuant to the predeterm ned

aut hei§ehiion Processhort it aon henvéeas &éhdntpeocegaire-
speci fied by the authenticati on request 20 fromthe

ver i {4t iRfiCHRRA 08 %@ Se@HET )Y P¥eeweeuth@gauthentication

aut hentication, s ess P2 pursuant to the

aut héHt9 <& ont 1 it §he Authentication request from
subprqgess ag e ecutl unlt gz (ST5), the second

entlty dEVICe icn 1ce 3 The’éxecution request may

also include the information, which is necessary for
the execution of the authentication subprocess P2 and
held only by the first entity device 10.

When the second entity device 20 receives the
execution request of the authentication subprocess P2
(ST4), the second entity device 20 is pursuant to the
predetermined authentication process or the authentica-
tion process specified by the authentication reguest
from the verification device 30. Namely, by executing
the authentication subprocess P2 pursuant to the
authentication process in the authentication subprocess
P2 executing unit 22 (ST5), the second entity device 20
obtains the executed results.

Then, the executed result of the authentication
subprocess P2 is inputted to the context generating

unit 25, and the context generating unit 25 generates
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obtains the executed results. 25 Then, the executed
result of the authentication subprocess P2 is
inputted to the context generating wunit 25, and the
context generating unit 25 generates 17 a second
specific context p2 fornmed in the foll ow ng
structure. At this point, the infformation included in
t he execution request may be inputted to the context
generating unit 25. 5 FIG 5 shows the structure of

the sesendnapepeti€iccephexkipd2 Hemsecand t$REGHI1Gwing
context p2 is formed pursuant to the specific format.

The secontuspeci Abcthéenpexhtp?2 tinaclindesmatheadamcluded in
bl ock p2h, a data block (execution contents) p2d, and

an aubhfeprecatopnldehhesk p2y. bEhenpeaded hlcodhepontext
includes the information for identifying the second
specfeherababexunp. 2further, the header bl ock p2h

may include the information on the structure of the
second spélffic EBRPExENS2 StERCHE eyffa Biodegme specific
inclggggegpe Sxecw%ed result of .%he aut henti cati.on
subpFoeesE-PB? - FuffheP S PRE SRESIBICoSRp S thidyf 1S formed
i ncl i pfo ti Lacl.u in th execution .
eaubet s P EnE0 D, BR oA e | G T ThaReeiEle

pieC@én@éxEnFQrﬂﬁEhgaesAé H%%@eqe%ﬁbQﬁn%Q% data 20 ock

bl ock (execution contents) neans the orrhati on use

to deekdeuwhehhebnthacahj ol ( REIE AR a%@c\hie%%icaahft%rt he
like) to which the verification side perfornms the

aut hebdtkappan is valid or not, i.e. whether the
obj ect

The header block p2h includes the information for
identifying the second specific context p2. Further,
the header block p2h may include the information on
the structure of the second specific context p2.

The data block p2d includes the executed result of
the authentication subprocess P2. Further, the data
block p2d may include the information included in the
execution request or the information which can identify
these pieces of information. As used herein, the data
block (execution contents) means the information used
to decide whether the object (person, device, and the
like) to which the verification side performs the
authentication is valid or not, i.e. whether the object
satisfies the criteria or not. The data block means
the information generated in each authentication
subprocess, for example the biometric information

(for example, fingerprint information) generated by
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satisfies the criteria or not. The data bl ock nmeans 25
the information generated in each authentication
subprocess, for exanple the biometric infornmation

(for exanple, fingerprint information) generated by 18
- capturing subprocess. The authenticator block p2a is
the information including the pgithenticator generated
in the following procedure. 5 The context generating
unit 25 fornms the executed result of the

authggﬁtggihﬁns§ggpgegg§s P2 pursuant to the specific
format, whic 'ows the context generating unit 25

to generatget Bgtheadecabbeck1p2ik and ithendatia fratkion
p2d of the second specific context p2 10 (ST6). The

aut hentlcaing geeesnathagtiuBbto24geaadatklein the following
confidential information 2 for generating the

aut hendcedgator fromthe confidential information
managenent unit 23 (ST7). The authenticator generating

unit 24 gemeranésxtheeagrhéanocandt @9 tieamsedder executed
bl ock p2h and 15 the data bl ock p2d using the
coan@éHiFaniﬁh@rﬁﬁ?b@ﬁt2C€S¥8ﬁ SPPH&PF?FStﬁg PoFteent

generatlﬂg uni t % rns the ﬁged aut henti cat or
pur sh8ntPEoSPREI S pECi PF@atfoW P¥foFEe Ratext
@e%%t
[

cont ext eratin unit e e
st naRPr Ea SPab K B5a Prartar Ry o REoppeader block p2h and

a“thEHE'8§E8rbﬁggﬁnpﬁﬁhgfcQﬂkeé%cgﬁﬁerg%'to#ﬁ:ébd%%xt p2

concatenates t enti cat or bl ock

bl ockspgh anghéhgugﬁEﬁtQEQQ%rp%@n%Eagﬁ%%'%Egtt@4 reads the
generate the second specific context p2

confidential information 2 for generatlng the authenti-
cator from the confidential information management
unit 23 (ST7). The authenticator generating unit 24
generates the authenticator on the header block p2h and
the data block p2d using the confidential information 2
(ST8). Finally, the context generating unit 25 forms
the generated authenticator pursuant to the specific
format. Therefore, the context generating unit 25
generates the authenticator block p2a including the
authenticator. Then, the context generating unit 25
concatenates the authenticator block p2a to the header
block p2h and the data block p2d of Step ST6.to
generate the second specific context p2 (ST9).

The second entity device 20 transmits the second
specific context p2 generated in the above operation to
the first entity device 10 (ST10).

Then, the first entity device 10 receives the



10

15

20

25

The second entity device 20 transmts the second 25
specific context p2 generated in the above operation

to the first entity device 10 (ST10). Then, the first
entity device 10 receives the - 19 second specific
context (ST11l). In the case where the entity devices

10 and 20 include specific CQntg?t verifying units 19
and 29, the first entity device 10 can cause the
specific context verifying unit 19 to 5 verify the

for t:i.C . of t con specific
con?ggfggg,ggﬁgg?ﬁé}g%&tﬁﬁg #?ﬁg?%éntgp§ deVviee 1yere
can veel Eycuhot bek ihe aul henl IGAL AN wRUDTOCEES: Fantext
is executed in the valid manner or not. The specific
cont extri¥@t nbyiung twnilty khdcam refiey £:0-d0 dheity device 10
confidential information in the confidentia

i nf ocamt censpanage wpric ifiict cbRitditd ngedNeying unit 19 to
verification. Further, if necessary, the specific

cont ERE 1§er ithyi Agrmarti tant ameyn echacii et avhed herhd heecond
information included in the data bl ock p2d in the
specPPrPELEdRt RN X s @ sines the ndhy privlefiorsti etk ity
criteria or _not. In eiither case, the first entity

devi 88V16° éXeliled e YalleemS T dth o R Wb oeeist 1

usi n he authenti.cati on subpr.ocess 21 executing unit
%*%Ef?cess %@ % %q

12 ( 8Rd Fhé SeXEETEE T SuItRS ' pbtditrrnemer not.
this [ he .20 tents, | uded in the second
specirrpgcg%g%tlg%t% 6:%%%53& E’eerrqgfyelrnrged”%%t E]rgn n refer to

ref ernedcbafiblendgRands, 3 he o r%YH?ﬁ?'ébﬁ%%é%ﬁ@fg

process or the process specifie be e

aUthQﬁEbQﬁbEQBnrQ&%@%@n@%deHy%\ﬁgigdeHé(¥he verification.
Further, if necessary, the specific context verifying
unit 19 may decide whether the information included in
the data block p2d in the specific context p2 satisfies
the predetermined criteria or not.

In either case, the first entity device 10
executes the authentication subprocess Pl using the
authentication subprocess Pl executing unit 12 (ST12),
and the executed result is obtained. At this point the
contents included in the second specific context p2 may
be referred to or not referred to. It depends on the
previously determined process or the process specified
by the authentication request from the verification
device 30.

Then, the executed result of the authentication
subprocess Pl is inputted to the context generating

unit 15, and the context generating unit 15 generates
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device 30. 25 Then, the executed result of the

aut hentication subprocess Pl is inputted to the
context generating wunit 15, and the context
generating unit 15 generates 20 a first specific
context pl formed in the followng structure. At this
point, the information includedypn _the authentication
request and the information included in the second
specific context P2 may be inputted. 5 The first

specaffgrgengsétsl@Lch@énteﬁtsge £ o hledC i Wr %h@s ff an dWhe g
second specific context p2 first specif

contgxtuptuis. f opgednpyr puant ,t _thhQn%%bftll%nf QnAtuded in
The first specific context pl includes a header bl ock

plh, tlhedatahbhotkaplidn anduet@ amdathkenhifeatar ikinodkcluded
pl a. The header bl ock plh includes the information for
i dentnf yhagsehenfli specspéci toanteant @2t mply. bEurinpertted.
t he header block plh may include the information on
t he structThpefadirsthereridt cspenitiozd eonthest thle sEBeThe
data bl ock pld includes the executed result of the
auth%ﬁFPEBPFﬁna§UBBFoEB§SSPf°n§u§Pﬁ€ﬂleh€°@§@ét B2ock
de_the_information included in th

Bt hERY EAEPBnSPEHABLE, SRS ST Brnae! of MRCcR gaant to
|den y | foi r i.Qn r..the caontents

0 1 PEr BT P E0ERabhy Saciire oo o2 CehreRT Pl

o oot ok sbkstoel st ot n e
procgdugBthenticator block pla.

The header block plh includes the information for
identifying the first specific context pl. ' Further,
the header block plh may include the information on
the structure of the first specific context pl.

The data block pld includes the executed result of
the authentication subprocess Pl. Further, the data
block pld may include the information included in the
authentication request, the information which can
identify these pieces of information, or the contents
included in the second specific context p2.

The authenticator block pla is the information
including the authenticator generated in the following
procedure.

The context generating unit 15 forms the executed
result of the authentication subprocess Pl pursuant
to the specific format, which allows the context

generating unit 15 to generate the header block plh and



The context generating unit 15 forns the executed 25
result of the authentication subprocess P1 pursuant to
the specific format, which allows the context
generating unit 15 to generate the header block plh

~and 21 ‘the data block pld of the first specific

10

15

20

context pl (ST13). The aut hentbgator generating unit
14 reads the confidential information 1 for _
generating the authenti- cator fromthe confidentia

infotnataemanamag&npnh %fU@Hé k%r@%T%ﬁbci@B% context pl
aut henti cator generating unit 14 generates the

aut hesTilGat or Tor thehkeadesatdrogenddaand; dfiec dad &reads the
bl ock pld using the confidential information 1

(ST18pnikdralkipl tihé cconttexin derferatgeng raniingl & fora®hent i -
the generated authenticator pursuant to the specific

10 f6RFRE. TTREr Eh6r eontfliglerdritedx ti ndemerdtiiary maridgefent
generates_the authenticator block pla including the

aut hBAtitcator STHien, the eoritent ragaﬂfnﬁﬁansgut 14
concatenates the authenticator block pla to the header

bl ocEeBFﬁagﬁa Fﬁ& G&ttgeﬁ‘ltdﬂé‘tﬁfrd of tStepreSEEY tkblhol@( plh and
gene e I ci fi.c caont ext . (ST16).. The ,
PrrertEndrey bRk PRI Lrahenre et i 1ot Lon 1
specikirg sgont ext,g1pl, ang p rat in.the abov
operétiog? as fhe g thgﬁfi§§¥%%%ﬁbgﬁ$%§¥5h%?qiﬁ§f% 15 forms

VeriEh@agbﬁgrgQEHC%u%@e@%ﬁ%gkorzgﬁ?yﬁ\ﬁﬁiga(%ﬂé(%hecific

device 30 verifies the format an ~aut henti cat or
the feeebved Thegkrane,SetRNEcHRGH! IgencdMigY ik 15

and p2 using the context verification unit 32 (ST18

and Geh8yatks the easeemarRtidi®block pla including the
authenticator. Then, the context generating unit 15
concatenates the authenticator block pla to the header
block plh and the data block pld of Step ST13 to
generate the first specific context pl (ST16).

The first entity device 10 transmits the first and
second specific contexts pl and p2, generated in the
above operation, as the authentication context to the
verification device 30 (ST17).
| The verification device 30 verifies the format and
authenticator of the received first and second specific
contexts pl and p2 using the context verification
unit 32 (ST18 and ST19). In the case where the
authenticator is the digital signature, the context
verification unit 32 verifies the authenticator using
the corresponding public key. In the case where the

authenticator is message authentication code, the
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authenticator is the digital signature, the context

25 verification unit 32 verifies the authenticator
usi ng the correspondi ng public key. In the case where
the authenticator is nessage authentication code, the .
- 22 context verification unit 32 verifies the
authenticator wusing the comons,key_previously shared
with the entity devices 10 and 20. Wen the .
verification device 30 fails the 5 verification of the

aut hesit 4 £at ofe £ SA18a+ NG, uhhe B\Qerviefrjichltegsgnch%evaitﬁagle%c%icator

decides that the authenticator 1S Inva and

processnd stieddeshh S 2Ry el uRtiRersand Jihe the entity
verification device 30 succeeds in verifying the

aut heeticas 010 (&1dA9200K), the 10 verification device

30 can verify that the authentica tion subprocesses P2
and Pl aréhexetheedebyfthetiain dlevantd t30 diad lcestiz)

and 10 respectively, and the verification device 30

can %?%bfy@@¢¥9ntﬁgtthﬁeaUE@ﬁWéﬁma¢aﬂid@ﬂﬁ§§MNﬁ), the
assured, by the pieces of 15 confidential information

of tﬁ%réﬁ%?%Elﬂ%v?%%§C?O3Qnéecf@eﬁst@@ﬁaﬁﬁ@dﬁUthentlcator

Accordi ngly. . when th i fication devjce 30 d
0 veri TYThb Ehe Lt REnbFREESS, 1t RO FoceiR My

normal |y SHd§ e(§1%%%bh§H§th%reiJ; | j%%%Sﬁ%{H4%iE%e 30

verification dévice nay ‘deci des

piec§§c9éea§f95”@5%9@y%ﬂ§25@%dah%ﬁé%%%?%%%rk%éﬁ%%thg, the

and p2d in the specifi ntexts Pl _ sat
the gerieftar 0bnt Bevsdecessiah Rifd Cati AN 19fe Nhentica-

wi t hout ending the process. Wen the i nformation
tion subprocesses P2 and Pl are executed by the wvalid
entity devices 20 and 10 respectively, and the
verification device 30 can also verify that the
authentication result assured by the pieces of
confidential information of the entity devices 20 and
10 is obtained. Accordingly, when the verification
device 30 succeeds in verifying the authenticator,
the process is normally ended (ST21). Further, if
necessary, the verification device 30 may decides
whether the pieces of information included in the data
blocks pld and p2d in the specific contexts Pl and P2
satisfy the criteria of the successful verification or
not without ending the process. When the information
does not satisfy the criteria (ST19; NG), the verifica-
tion device 30 decides that the verification is failed,

and the process is ended (ST20). When the information

satisfies the criteria (ST19; OK), the verification
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does not satisfy the criteria (ST19; NG, the verifica

25 tion device 30 decides that the verification is

failed, and the process is ended (ST20). Wen the
information satisfies the criteria (ST19; OK), the
verification - 23 device 30 decides that the

verification is successful, _andsthe process is

normal |y ended (ST21). As described above, according

to the first enbodinent, the verification device 30

can H§5i£¥ §OtBgcgggge@ﬁ§t2&hgh%e%§%g%gkk%%tH%nsgchésful,

subprocess execute by ea of the éentity dévic

and 2Qqbaged,en k88 aut hephhealoenglhereirong, the
managenent (each authentication entity device)

assures eashgadtheBtiCapotbgn asURRINGRSS ARG 8 rst
verification side can verify 10 the assured contents,

whi cémiabdiomsnt hetheusewdrt baness deoibe BOpravedernfy

t he whol e authentication process. In nore detail, the
managesenontenphi cfi the amthkenticeatioon ssbbppocesss executed
bel ongs assures the statement concerning the process
constYt@@fRgofhehauenehtycdevénses 189 and £Rebased on
managenent jntegrates the statenents in a formt

i ndebRAidRRENBRLERBLEFI enf NEHERGHEN cahPoRaNgFEIMEDANERECh

to notgf %he verification side. Therefore, an _

ar bi ¢ ¥ P%n erfFi et PBRLSY d8S¥aR S ePSFyrephgach authentica-
autheptication result, a ﬁ the trustworthiness is 20

o ovet L APRECERS) "0 Hent EEAtLoR prOceace Fart fer Y
the vec! LLeatbancdrYLaes 30,630,V aihbYy ! Be YaLLELLY Bfiness
the authentication process and executed ~resulfs’o

aut hept heat hgPoSHRPL ACEAEeRhbACAGR neRL Yt ion process.

In more detail, the management to which the
authentication subprocess belongs assures the statement
concerning the process constituting the authentication,
and the management integrates the statements in
a format independent of the client authentication
environment to notify the verification side.

Therefore, an arbitrary verification side can verify
the authentication result, and the trustworthiness is
improved in the whole authentication process.

Further, the verification device 30 can verify the
validity of the authentication process and executed
results of authentication subprocesses in each entity
device for any combination of entity devices énd
authentication subprocesses. For example, it can

verify for the case in which the authentication

subprocess is divided into two or more processes,
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device for any conbi nation of entity devices and 25
aut henti cati on subprocesses. For exanple, it can
verify. for the case in which the authentication
subprocess is divided into two or nore processes, - 24
the case in which the all authentication subprocesses
are executed by the different e?titx devi ces, the case
in which the post-stage authenti"cati on subprocess is
execut ed by referring to the result of the fore-stage

5 au%gentrcatron % ess the Sub roces Pl is
execut'&d “BY & éf'el 1&5 g quﬁ e CubproREls=sSses
P2> 232d Lhe cage in yhi %qdéézer ASte 3! eaautlpgns“j je case

ti on SUbprocess i s executéd not by re errrng

lx f i
Eesulh oh 1lhe ther eustage A heptisation 133;40 ng&ééce@s is

t he subprocess P1 i s executed not rring

to eheduesd byofrelrle rswpreresse RAsulhef idiid fore-stage
enbodi mnent may be nodified such that the private key

i n t hetpebltiicakeynC ypogicaly (. g Sttt @ tdieess P1 is
confidential information in each of the 15

conf iedectuitald oyf aefetriromonamagere et X s @Pprocess
and the authenticator generating unit 14 generates

the Fautvhemd carcorags tile viigilt aihssirprtrterden adtghentica-
publlc key cryptography using the private key. In

this lr?éldlsﬁllbé’zﬁolc@ﬁs Hifatt ¥ b iRt YOO fr /Y 019 the the
entr&y devi c O and 20 is assured based on the

ubl FESkey i BRI RS U e N e e T ooess

aut h ntlcat i nfrastru%;ure can b

Vor TG THE SUBREGCEy ertd (BTSSP or 23 fRrring to
ent'%%ed%%%%ﬁ% %Q the subprocess P2).

The first embodiment may be modified such that
the private key in the public key cryptography is
stored as the confidential information in each of the
confidential information management units 13 and 23 and
the authenticator generating unit 14 generates the
authenticator as the digital signature in the public
key cryptography using the private key. In this
modification, that the validity of each of the entity
devices 10 and 20 is assured based on the public key
infrastructure which is the external authentication
infrastructure can be verified by verifying the public
key certificate of each of the entity devices 10
and 20.

(Second Embodiment)

A second embodiment of the invention is an example

of the authentication system in which a generic context
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and 20. 25 (Second Enbodi nent) A second enbodi nent  of
the invention is an exanple of the authentication
systemin which a generic context 25 generating unit

16 is added to a first entity device 10. FIG 6 shows

a configuration of the first entity device 10. FIG 7
shows a flowchart for explaining:the operation of a
portion to which the generic context 5 generating unit
16 is added. The generic context generating unit 16

for ngatkﬁéogﬁﬁElg% g@ %%d%%n bd%n%H %taentl)% dev1ce

spec ?I Cc con pl and a second speci conte

and {he apihenti zh6ak0L CULRYLSA thldMAN the first entlty
aut henti cator generating units 10 14 pursuant to the

spechiiectorput, rand thengeReh GlowMad gnenliditiing the
unit 16 outputs the results. FIG 8 shows the

strueperetobnt BE gepetitd otomioexthi chA thenefdre raantexit ekt

i ncl udes a header bl ock gh and an authenticator bl ock

ga. Jheehetdep bhatk 1lghiisnelddesels 15 the i nformation

whi ch can identify the first and second specific

cont exts pReadgngZicTierfieadedBled@l igle mAt fif thagms the
include the information on the structure of the
geneFPéOEBﬁFéQP &héﬁ& Fﬁ@ e Gn SiFQTudRE G theontext

t hent i cat thenti cator bl qck
0 tFe. PRoFmaEFOHI REsa ﬁgﬂcw&”xitﬁ%%?%ﬁ oot

?ﬁner gtcg rspggye%edo r%W %9) g‘?}@’}]}%ntl % tgoe roa flgglll\{mlts

ntit eV|ce 1
e”bOQQnBUEsﬁﬂkkltBh%he %%%c1f1c format, and the generic

context generating unit 16 outputs the results.

FIG. 8 shows the structure of the generic context.
A generic context g includes a header block gh and an
authenticator block ga. The header block gh includes
the information which can identify the first and second
specific contexts pl and p2. The header block gh may
further include the information on the structure of the
generic context g and the information included in the
authentication request. The authenticator block ga is
the information including the authenticator generated
in the following manner.

The operation flow in the first entity device 10
is similar to the first embodiment until the first
specific context pl is generated. Then, the generic
context generating unit 16 generates the header block
gh of the generic context g. The authenticator

generating unit 14 reads confidential information 1
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specific context pl is generated. Then, the generic 25
context generating unit 16 generates the header bl ock
gh of the generic context g. The authenticator
generating unit 14 reads confidential information 1 -
26 froma confidential information managenent unit
13. The authenticator generating unit 14 generates
the authenticator on the headet¢block gh of the
generic context g, the first specific context pl, and
the whole 5 of second specific context p2 using the
conffdemtd atonfnflenpati ohnfiorkahabhymanhgegenéeriipit 13.
context generating unit 16 forns the generated
aut hent i Tatlorn pufsbant 9eperehengpepiti ¢4f gpparates the
Therefore, the generic context enerating unit 16
gene?%ﬁ%%“?h%a%%¥h%ﬁtFQ%t%?a%?écglﬁﬁklehlﬁélEH?ngePﬁélC
authentlcator generlc contextF g neratin

0

uni t ?E?%%%c%teﬁ%?eglfﬁ% ?ﬁéﬁfFESPBFeB ﬁdthe whole
h
t efﬂgagg%%9&0§§ QDfEQ g %aESREr:F ne%he coEgtgentlal

eric COI’] unit

OUtpP$§of$E%98He{'C P?Hé§f§ gthésggﬁgrghrégnﬁgkttéeneratlng

device 10 transmis the geheric context

flrS&nﬁ@dl§eﬁ@BﬂsSQﬁ§|@éﬁeﬁ@ﬂé@xbﬁtﬁéntﬁagteg pursuant to
obt ai ned by the above operation, as authentica- tion

contexé ssgecipia vermbtcattoerdevree 88e dhABeric context

verification device 30 verifies the format and 20

aut heenécat ong ofint hel 6 egenwedtgenehecacohkaxt cgtusi bock ga

a context verification unit 32. Through the verifica-

ti onin¢ludhmg beheasythenveeatgrt heThathehhecgenenic context

context ac generated according to the valid

aut ESR§ExLIng unit 16 concatenates the authenticator block
ga to the header block gh to generate the generic
context g. Then, the generic context generating unit
16 outputs the generic context g.

The first entity device 10 transmits the generic
context g and the first and second specific contexts pl
and p2, obtained by the above operation, as authentica-
tion contexts ac to a verification device 30.

The verification device 30 verifies the format and
authenticator of the received generic context g using
a context verification unit 32. Through the verifica-
tion, it can be easy to verify the authentication
context ac generated according to the valid authentica-
tion process. It can also be verified that the
verified result is assured by the confidential informa-

tion of the entity which is a management supervisor of

the whole authentication process. Further, it can be
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tion process. It can also be verified that the 25
verified result is assured by the confidentia

informa- tion of the entity which is a managenent
supervi sor of the whole authentication process.
Further, it can be 27 easy to identify the managenent
supervisor. |If necessary, the caontext verification
unit 32 may performthe verificdtion to the format
and authenti- cator of the first and second specific
contexts pl and 5 p2. Through the verification, it can
be vERTYi &8 tRECTitte TG AEIE TSRS Un SHRAHTOERRS- P2 and
Pl are ex ted by the valid entity devices 20 and, 10
respectivgﬁypﬁqeﬁﬁéfﬁkaRRﬁi??QﬁF%%aYe¥h£lcatlon unit 32 may
aut hgnti-cat| r AP assured . by the confidential .
i nf o?%at ?g?‘]n i%%et ﬁ%lyelnftllCtsé’ytl%?buCr esclr%:ée/.é%nﬁ%earr} the-nenti

execuhed I esult,ofrithe aythentd sal isogﬂseéyppé OL&rSe £ p1 and

be known in detail. 1f necessary, t verification

devi ge .30 TRRY uBeairdes; svhetihelt 1418 Pi€Cesh Be verified that
information included in the data bl ock pld and p2d In

t he speciafithet@ritextion Enpl @tk PP Bsatn STyl tdee executed

criteria of the successful authentication. As

deschivybédealvedeé d @pdadrtdi migvticdhe? Genondl 0 erdgsk deintely .

in addition to the effect of the first enbodinent, it

can Bé& ¢éni bicederhidtl ached hadt Her i vatheont P tom exdésukt is

assured by the confidential information of the entity

whi ¢ R SP&rere Parrdge it iiaieria s o fgfrdfel omhio ethe entity
SS

aut henti.cation, process, and it can be easy to
idengﬁpﬁcﬁhe Eﬁﬁggﬁﬁénﬁqﬁuﬁﬁ%ﬁ%ﬁﬁq result of the
authentication subprocess can be known in detail.

If necessary, the verification device 30 may
decides whether the pieces of information included
in the data block pld and p2d in the specific contexts
pl and p2 satisfy the criteria of the successful
authentication.

As described above, according to the second
embodiment, in addition to the effect of the first
embodiment, it can be verified that the authentication
context is assured by the confidential information of
the entity which is the management supervisor of the
whole authentication process, and it can be easy to
identify the management supervisor.

In the second embodiment, the generic context
generating unit 16 is added to the inside of the first
entity device 10 of the first embodiment. However,

the invention is neot limited to the second embodiment.
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entity device 10 of the first .enbodi nent. However,

the invention is not limted to the second enbodi nent.
28 For exanple, even if the entity device except for
the first entity device 10 or EQe entity device which
does not generate the specific context generates the
generic context g, the same effect can be obtained. 5
(Third Enbodi nent) A third enbodi.nent, of. the invention

i s a%oraﬁﬁﬁgﬁ ¢ati on éfé%@ i%ﬁ%ﬁ%&ﬂ?%¥ﬁﬁ%ﬂ%§&e§% £0Y' the
generatishg il 3.9k i I3 Gl idny s4evigs, 10 i, {he
first aﬁg egecokd enbodi ment s inc S%ég'giég%t%éé hAdIF does

i nf opERt jeRkAtasseel alddrd ANl tochlexdt Ger2 SHWS Bhe generic
configuration of the first entity device 10. The

cont exhtieRf-ognatihen sageo@ifdddtg daH el botfliies the
execution of the authentication subprocess Pl with

t he recept(Ton raf Brbediecond specific context 15 p2
Therefore, the context generating unit 15 outputs the
first spedi fihd rebmminad iplerds soti@te d nmidrt idre 1 semond
specific context p2. In the case where a hierarchica

st r UBHENENERCSS Che PWSER T HE ¢UritEXt3s Cantte xforaan@rating
which i s antecedently generated is referred to 20 as

| oneMNdéntlexCafd tiRe tec SRt HY WRVERS & S uddsddirentisst and
generated is referred ta as hjgher context. Because

the GEREPTE SHBRFRE Siodn TP aa Ge FAr s e

al l talges oscegctlifnlgc u%%nct %X;.S %rl% .geEpesrhaotwesd ‘a tchoen 'egnuerrall tCi on of

the first entity device 10.

The context information associating unit 17
relates the execution of the authentication subprocess
Pl with the reception of the second specific context
p2. Therefore, the context generating unit 15 outputs
the first specific context pl associated with the
second specific context p2. In the case where a
hierarchical structure exists between the contexts, the
context which is antecedently generated is referred to
as lower context and the context which is subséquently
generated is referred to as higher context. Because
the generic context shown in FIG. 7 is generated after
all the specific contexts are generated, the generic
context is the highest context.

FIG. lO shows an example of the first specific
context pl generated in association with the second

specific context p2 by the context information
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context is the highest context. 25 FIG 10 shows an
exanple of the first specific context pl generated in
association with the second specific context p2 by
the context information 29 associating unit 17. In
this case, the association is achieved by including

t he second specific context p2 n the data bl ock of
the first specific context pl. #he?efore, t he
verification device 30 can easily detect 5 dependence
between the authentic ion subprocesses from the

aut HERTS TR U9 comtext ' ac. TR & 131C8RABns TBA &RGCRdATtLON
exanfg f the f rst §C|f|%hcontext rated in

§ IncRBEEhY' EnBoPbERhal PRI eis’ Eontlue

Ul
assocCl a IOﬂ MA Se

the §?”Iﬁxﬁh%”&§%§96188k1Qfa§ﬁ80E2£EEgaB%EEﬁ}Z cogtext pl.

this case e assoclation iIs

refefﬁ@§@fé9eth@h@e@QPIfP&QEKOQfdebQ@efBbskaﬁpggkﬁﬂg detect
context pl. The reference is the information which

can dsbepiedyce deatiéynt Pee SeGORENt $PEEH BhC sCBRERXEsR2s from
In the exanpl e described in 15 FIG 10, since the

firsthangusieeondcspeshftentoertexts pl and p2 are
deployed in a nesting form it is necessary to

recursi veFyGpettoshrvheanepnbitbetri emamplieendf ame, fiammr
resources (for exanple nenory capacity or circuit

scal Bycat bl cenFeyt fol gRecVAEPfi dat RoROZGaddvInCH 13D, the
However, in the exanple of FIG 11, since the first

and S8CORA SPeEific eBhtexEsPpl banahszcgpéex&eamé;@é@at1on

in parallel,.the verification an be perforned in

seri aPSOThat LFDr 81t h exaﬁﬁl@ of ERES/1ihegassoclation is

achieved by having a reference in the header block of
the first specific context pl. The reference is the
information which can uniquely identify the second
specific context p2. In the example described in
FIG. 10, since the first and second specific contexts
pl and p2 are deployed in a nesting form, it is
necessary to recursively perform the verification.
Therefore, many resources (for example memory capacity
or circuit scale) are required for the verification
device 30. However, in the example of FIG. 11, since
the first and second specific contexts pl and p2 are
deployed in parallel, the verification can be performed
in serial. Therefore, the example of FIG. 11 is
effective in the case where the small amount of
resource exists in the verification deviée 30.

As described above, according to the third

embodiment, in addition to the effects of the first and
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effective in the case where the small anmount of 25
resource exists in the verification device 30. As
descri bed above, according to the third enbodinent,
in addition to the effects of the first and 30 second
enbodi nents, the dependence between the authen-
tication subprocesses associ ated,w th the individua
speci fic context can be clearly expressed in the case
of the nesting structure shown in FIG 10. 5 In the

Casesgéo% ee%85i§le% EUC%HEed%h%W%éHEe @é%wé%% eﬁﬂléithen—
t he dependence 8epmeen’the speéﬁfﬁc Contexts can bé

cl eaEMa@gBEeéﬁS rloltcg?ségegisfsio%ia%%@ Gileh Ga q(?]fdividual

associ ated I n para . Therefore, the anmount o

| nf ogpBaLE 8Nc0BohRdkyi dHal pepeqichig y1Q Aty GaN e case
decreased, and the burdens of the “context generating

processtasdnasaliygi BY rpeecess stawnben raducad.. (Fourth
Enbodi nent) A fourth enbodi nent of the invention is a
15 nodifi cat the obstheff ithst sexitdli rat menbodigresitaen in
Particularly, in the fourth enbodi nent, an authenti -
cat i BAGsyslenwhs lep&def degkeingesivempalsiewy tthe specific
authentication with the bionmetric information. FIG 12
showSOCRREEXANPRE PR WHESH Lh@xbiresiseDo tditbdHardftid s
applied to an aﬁégfnticatLon system (hereinafter

r ef eFPBECE5SaSAN0BSMBAEL SERktECh 16h Pagard Slodelrerefore,
inC|gg%2%P88§ ré rig%%&%%&%g&%<%h§?$ivf&géyrggéé{ ic
manage Vi ) | Cc
context can be decreased, and the burdens of the
context generating process and analyzing process can be
reduced.

(Fourth Embodiment)

A fourth embodiment of the invention is a
modification of the first to third embodiments.
Particularly, in the fourth embodiment, an authenti-
cation system is specifically shown using the
authentication with the biometric information.

FIG. 12 shows an example in which the first
embodiment is applied to an authentication system
(hereinafter referred to as MOC model (Match On
Card model) including a server device 30’, a user
information management device 10’, and a biometric
device 20'.

The server device 30’ includes the function of
performing the user authentication in order to provide

a certain service. The user information management
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device 20'. 25 The server device 30" includes the
function of perform ng the user authentication in
order to provide a certain service. The user

i nformati on managenent 31 device 10" includes the
function of managi ng user bionetric information
(hereinafter referred to as _bi%qet[ic t enpl at e)
referred to in the authentication and the function of
mat ching the bionetric tenplate and 5 the bionetric

i nformation.(hereinafter referred to as. hionetric
sarrpfigvglﬁ o!rl&at i18r%;1u€§6t l}rhee.d urnoc% He Oufsé}aqarglqgneuser

aut EObLRERL AN o EREALARRL e B8 A0 - d Al APS o 1
function of extracting the bionetric sanple _ _

| nf OpABKLQR i I QENNG teS e WG ey Ao The i RARH &AL Ot 5 on
10 object. As shown in FIG 13, in the fourth

emboghfehe i@ ctabinheF nealdrOhPraeessidmeddie template and
aut henti cation request fromthe server device 30

I ncl wdles bd opieacdss iRFordmat itdre Usarelindfgmtiefierred to as
managenent device 10' and a 15 process P2' by the

bi onbtometdewi ceml'e. iTHenuadciess RPturedexemn ethe user in
based on the executed result of the process P2'. The

user thef GrRENGH cRdiageneMh i et i destigens?@’helncludes
executed results of the processes P1' and P2' as the

aut h&RE E&NSEH o e X HE ATHE S drife P I Te tdehs vt e

The server device 30" includes the comunication unit ,
31 Al PRBC e £ AP (P At U ¢ BEE i attheltication

connggg%%E[on unit 31 conducts the comruni cation with

As shown in FIG. 13, in the fourth embodiment, the
authentication process to the authéntication request
from the server device 30’ includes a process Pl’ by
the user information management device 10’ and a
process P2’ by the biometric device 20’. The process
P1’" is executed based on the executed result of the
process P2’. The user information management device
10’ returns the executed results of the processes P1’
and P2’ as the authentication context to the server
device 30’.

The server device 30’ includes the communication
unit 31 and the context verification unit 32. The
communication unit 31 conducts the communication with
the user information management device 10”. The
context verification unit 32 analyses the context
generated by the user information management

device 10'.
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the user informati on managenent device 10'. The 25
context verification unit 32 anal yses the context
generated by the user infornation nmanagenent device -
10'. - 32 FIG 14 shows the configuration of the-user
i nformati on managenent device 10'. The user

i nformati on managenent device 1Q, in the fourth

enbodi nent is the device in which the authentication 5
subprocess P1 executing unit 12 of the first entity

devi ce 1OFIE ”ﬂ% %ﬁgglgdt%@b%%r{fq%%fa o%ol %Cecq’le LLsréra

mat chi ng- process execut 1 ng uni ere ore,

user 1h@B%H€EbH”mEHQ§%€%@t ddevicee 130" i Rgludes..a
conmuni cation unit whi ch the conmuni cati on

10 uRh¥othatSonephnagdmand Aecarkexin’ganerald FhH

15" with which the context generating unit 15 is

repl aneddiméhe ibBpuheandvadkepuh eh iidhe tbemawtheaidi@ation
unit 11' and context generating unit 15 are set to

t he sabphbngsspPdcesscexeagt ung tudi2t o¥f2'thelle mdviegdsity
such as the IC 15 card and the snmart card may be used

as tHeviser 10i Anokthat S6FOoREn ggdREimeddyiice replagydgwith a
15 shows the mat chi ng- process executing unit 12'. The
mat cRPRGRpPECBESCEREC BERAY tdmiGt UPE't 1@ l-uddderefigng, the
i nformation nanaﬂenent unit 12'a ﬁéﬁnﬁtrl

20
i nf oPR&ET ORATREFERTRG TR IETSR T ﬁﬁglﬁe r it TR %%

of a ] Loyner f t he i nf or mat.i o
nanaﬁgﬁgﬁﬁlaggggg g gqstgng Whl %h%*m%épmmunlca ion

infoﬁﬂ?EiQQ qg”?%ﬁﬁ%@%du%hh %Zc%nte&tlﬁenerating unit 157

with which the context generating unit 15 is replaced.
The input and output of the communication unit 11’ and

context generating unit 15’ are set to the matching-

process executing unit 12’. The devices such as the IC

card and the smart card may be used as the user
information management device 10’.
FIG. 15 shows the matching-process executing unit

12’. The matching-process executing unit 12’ includes

a user information management unit 12'a and a biometric

information matching unit 12'b.

The biometric template of a person who is an owner

of the user information management device 10’ is stored

in the user information management unit 12’a. It is
desirable that the user information management unit
12"a has tamper-resistant characteristics. The

confidential information stored in the confidential

information management unit 13 of the user information
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desirable that the user information managenent unit 25
12' a has tanper-resistant characteristics. The
confidential information stored in the confidentia

i nformati on managenent unit 13-of the user information
33 managenent device 10' may be stored in the user

i nformati on managenent unit 12'%. The bionetric
informati on matching unit 12"b &erfbrns t he mat chi ng
process to the bionetric sanple 5 infornmation

received fromthe bionetric device 20' and the
bi omBEFIAE e He ot T HRE (SR TS D TR rigS oot

nanaq%ﬁ%g%égy&n:Mgﬁ%qﬁﬁ%k%gf “é bl ometric

i nformati on mat ching ou pd%s t he mat chi ng

resul t to e eoniext; gener &é imirhaééﬁiré%%ﬂ@ %é’?b

shows the configuration of t lonmetric vice 2

The RicofRirisC tdRY infet A0nd pidteedoud hehenboghd®Pici Sample
the device in which the authentication subprocess P2

executifegmaniitor? Z afe el shenndrentth 1yme tevd c@e@fcd 207 and

replaced with a capturing-process 15 executing unit

22' . thieelbgfooree, r itch e dmplneeter | <t a@lexd cien 208 wdet utkleSoBmation

communi cation unit 21' with which the conmunication

uni t M2nagemesd avdd Al & com eddten gereratomegtunét 25

with which the context generatin ] unit 25 1is .

r epl dCE@ITPE GhFAT Ahid Dutpit R Heu en e nrmi eat ¢ lohng

unit 21' and context generating unit 25' —are set to

the CEPMUN fg: prite ¥ eietle HGTHgF Ui 9 21t fhe:

capt uri ng- c xecuting unit, 22' perfor a , ,

process ofﬁc(g‘ptejz?isﬁbo‘f%et%?o‘f%? Jr%u‘?‘?]?b??ra?ggﬁh? ridhpmetric
device 20’. The biometric device 20’ in the fourth
embodiment is the device in which the authentication
subprocess P2 executing unit 22 of the second entity
device 20 is replaced with a capturing-process
executing unit 22’. Therefore, the biometric device
20’ includes a communication unit 21’ with which
the communication unit 21 is replaced and a context
generating unit 25’ with which the context generating
unit 25 is replaced. The input and output of the
communication unit 21’ and context generating unit 25’
are set to the capturing-process executing unit 22'.

The capturing-process executing unit 22’ performs
a process of capturing the biometric information from
a person who 1s the authentication object.
(Overall Operation)

The flowchart for explaining the operation of

the server device 30’ 1is similar to the flowchart for



10

15

20

25

a person who is the authentication object. 25 (Overall
Operation) The flowchart for explaining the operation
of the server device 30' is simlar to the flowhart
for - 34 explaining the operation of the verification
device 30. Then, FIG 17 shows the flowhart for

expl aining the operation of thesyser information
managenent device 10'. "5 The user infornmation
managenent device 10' receives the authentication

requ@§%%é£?g§%hﬁnée5§32 t?SK'%% %%e @%E%klcaEld% dev1ce 30.

desir entication request 1 nclude

the ehall epge. vahuenowhi ehel $180chhetr e%qor@x@qrgq%%g
generated in the server 10 device 30" or

i nf ornat bpBraBiant sguestonsker 1n|f@%ﬂbltfwnn%ah@%e%%rn\ter
device 30'. Then, the user informtion managenent

devi geviBe 1vransmits the execution request of a

bi onetrics device process to the bionetric device 20
(ST3"). | Thesugsrdesifrablé itmamarize eacedutdeon aeeduEst

i ncludes the challenge value which is of the random
nunbBeSeiyefetheedutRenhécasipar ré¢avicsd Joomortheheserver
informati on_ _on the requestor for |dent|fy|n% t he user

|nfo?ﬁﬁfF8n3o' ndgément LHedScECFG ARG Wi ¢

bi orret 0" recei ves xecut | on .request

(sTaoy R EREEHPERal, FeoBEsroa e e sar Py O ANE T e

a;ocgggﬁé;?g %Ee gh?ng% |ca Ion%Ega%%%%rated per%%e server
device 30’ or the information on a requestor for
identifying the server device 30’.

Then, the user information management device 10’
transmits the execution request of a biometrics device
process to the biometric device 20’ (ST3’). It is
desirable that the execution request includes the
challenge value which is of the random numbers
generated in the server device 30’ or the information
on the requestor for identifying the user information
management device 10'.

When the biometric device 20’ receives the
execution request (ST4’), the biometric device 20’
performs the process of capturing the biometric
information of a person who requests the authentication
(ST5’) and the biometric device 20’ obtains the
biometric sample information. At this point, it is
desirable that the captured biometric information is

transformed into the format suitable to the matching.
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(ST5') and the bionetric device 20' obtains the 25

bi onetric sanple information. At this point, it is
desirable that the captured bionetric information is
transforpred into the format suitable to the matching.
35 Then, based on the obtained bionetric sanple

i nformati on, the context gengra?%ng_unit 25' generates
a bionetric device specific coniext p2 having the
structure shown in FIG 18. The specific context shown

5in FIG is uant t finitiaon.of. a
profile Fﬁé?hebggéﬁt%HeE%%dfggﬁt%epnbﬁﬁggﬁiﬁg\ﬂﬁﬁ&%e

anot ile is-defi L >Qnt-ext

SRt stel il HhedRltRe LURGRASELE) SRR generates
bi ongt ki smevicedspeetf speeontieXiopekRChydesvity dne

header bl ock p2h, a data bl ock p2d, and an authenti -

cat ost bhotkrp2ahodheiheader hBock Tp2hshasidiki @®Ritdxd shown

device identifier, a generation date, the chall enge

val uen EBENhd.th& iequestoantThe bheneerficidévncef a profile

identifier is the information for uniquely identifying

15 the bhentenrthdewmbedinpasi-fi dncoheexesp2whBlre another

generation date is the information indicating the date

whenPFRELbE olvet FEELIDRY T cEhepeprFild icosrakeXps2 sitgucture

generated..Thﬁ 8haihgn e galu i s the random nunbers

i ncl TARH" i At hEChi bRelfY cP8eFP@895Focess execution 20

request. % | ock .p2d may have .t he bhionetric .

sample in ggngﬁﬁgﬁgéﬁFaﬁﬁé&%%n%ﬁ%gﬁiaﬁnﬁﬂﬁﬁggaﬁﬁﬁwﬁﬁcludes

tion,captyLing) BERCESH OL_A.RASRKalug Wi ¢hd  of -

“la 1 , a 10Tk "Dp2 d h

unldlrectlona? ?UHC?IOH. Tﬁe quthenti cat6r “biock ﬁf% enti
cator block pZ2a. The header block p2h has a biometric
device identifier, a generation date, the challenge
value, and the requestor. The biometric device
identifier is the information for uniquely identifying
the biometric device specific context p2. The
generation date is the information indicating the date
when the biometric device specific context p2 is
generated. The challenge value is the random numbers
included in the biometric device process execution
request. The data block p2d may have fhe biometric
sample information obtained in the biometric informa-
tion capturing process or a hash value which is of a
unidirectional function. The authenticator block p2a
has the authenticator for assuring data integrity of
the biometric device specific context pé. In the

modification of the first embodiment, the authenticator

using private key based on the public key
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has the authenticator for assuring data integrity of
25 the bionetric device specific context p2. In the
nodi fication of the first enbodi nent, the

aut henticator wusing private key based on the public
key - 36 infrastructure is shown as a public exanple
of the authenticator. The contgxt generating unit 25
generates the header block p2h and the data bl ock p2d
of the 5 bionmetric device specific context p2 (ST6).

The ; apthepticat pE ansﬁeu?ngsugigu%ﬁiEGQQ%mbh% of the

confidential 1nformation for generating the

aut hent heat ocafeemthe confidential information
managenent unit 23 (ST7). Then, the authenticator

gener ati nghantbn24xgegenatras ihg A6 tatheridneaizafe Ot he

t he header bl ock p2h and the data bl ock p2d using the
confheeaerablonkopht kod th8T8ptaFbaakky p2uhe fcahkext
generating unit 25 fornms the authenticator pursuant

to theosperitidevieenapecThecetonéexthe2cdpflént. The
generating unit 25' 15 generates the authenticator ‘
bl ockUp2&aNTF heRbAF ngePRETANBhERLFcAboreatifethet gonfidential
contex% generatigg unit 25' concatenates the

aut hent PEREbHOBI b8k B2A°tEttRE RESdEHTIERGdEasoR 4r@m the
datacg%gggeg 9a9f1§ e §T60to enerate thetbi ne%&%g
devi M Speci et coRt 82t ST 1 IBE Fha "Bitortet ri .
devi 0} a ' - .0 L .devi speci fi

cont o0t Hp2- AR B SHetPrc T nsprs il ogenerates
Wh'Chhér8u9ﬁ8§£@Eggoknohhgh@bﬂggdg?g%%%pf H9nt Ba LTSk

i nformati on managenent device 10
data block p2d using the confidential information
(ST8). Finally, the context generating unit 25’
forms the authenticator pursuant to the specific
format. Therefore, the context generating unit.25’
generates the authenticator block p2a including the
authenticator. Then, the context generating unit 25’
concatenates the authenticator block p2a to the header
block p2h and data block p2d of Step ST6 to generate
the biometric device specific context p2 (ST9').

The biometric device 20’ transmits the biometric
device specific context p2 and the biometric sample
information, which are generated in the above manner,
to the user information management device 10’ (ST10’).

When the user information management device 10’
receives the biometric device specific context p2

(ST11’), the user information management device 10/

executes the matching process shown in FIG. 19 (ST12').
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When the user information managenent device 10° 25
recei ves the bionetric device specific context p2
(ST11'), the user information managenent device 10
executes the matching process shown in FIG 19 :
(ST12'). 37 1In the case where the verification of the
bi ometric device specific contgxt p2 received from
the biometric device 20" is required in executing the
mat ching process, a function unit which perforns the

anali§'§hé ?QgevﬁﬁégéCﬁBéOOeQEfEESt§B%C|E'%h%o%g%%%trlc

depl oyed e mat chi ng process,

b'On@éﬁiéet§ﬁ@ﬁﬁfﬁc|§onE§§g ErometBe veserr riohf @heBLi et ric
managenent unit 12'a (ST12'-1). Then, the process of

mat chengcé heobi psetEfGi 204t @H'pb&te@u@ﬁﬂgt @ eC apidhet g

bi onetric sanple information received fromthe

bi onetocesdevacEulbtibs peifowhedh ESEIrmd) thendnthesis
matching result is obtained. Then, the matching result
is ourpurerdf{sTi2on3pf The mpechifng cestkxtnmpy be
indicate OK (matched) and 15 NG (unnmatched), and the
mat cAERYCY@Sult may indicate a material for the

aut henti cati op decision. For exanple, simlarity

bet ween t hB EPSn@FFFElPQnﬁFﬁngémdt@ﬁehﬁﬂ&ﬁﬁﬁ%Q:template is
I det t,
Tat GF 1 TP Eh0UFFALT BT RAR "ERE. 56 BRGIBH T dAmiRe @
f b t i
in Of?%ibon nto&an'lgﬂg chgabp %atc ing tpchblometrlc

trané r med e forna Sul ing

bef0£8m8f5£8rHhagtBQecQBEEPbHQbE6%%%§§C E%ﬁ%ﬂ H@ formation

cont ext gener at | ng unit gener ates
received from the biometric device 20’ is performed

(ST12’-2), and the matching result is obtained.
Then, the matching result is outputted (ST12’-3).

The matching result may indicate OK (matched) and
NG (unmatched), and the matching result may indicate a
material for the authentication decision. For example,
similarity between the biometric template and the
biometric sample information can be used as the
determination material. It is desirable that the
biometric sample information and the biometric template
are transformed into the format suitable to the
matching before performing the matching process.

Then, the context generating unit 15’ generates
an MOC specific context pl formed in the structure
shown in FIG. 20. The MOC specific context pl includes
the header block plh, the data block pld and the

authenticator block pla.
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an MOC specific context pl formed in the structure 25
shown in FIG 20. The MOC specific context pl includes
t he header bl ock plh, the data bl ock pld and the

aut henti cator bl ock pla. 38 The header block plh has
a specific context identifier, a profile nane, a
specific context type, a bionekkric_information type,
a issuer, a subject, the requestor, the generation
date, and the challenge 5 value. The specific context

i dent i fi e'fh'eshteg?er g@t'&tc'kf }P%qut\ty Lhy i AT QJ‘ecdorlt'lamt

order to uniquel entif e specific context

speci fEfr ¢enLext 5 byBeihe hhgd NfordRid gn £ o ,
|dent|fyan the ty%e of the ébeCIE?% éonféxfntﬁ$t type

| ssugrpksmeheiknf areRhb@n ohok vH Ui quehye i dentduisiara,
the entity issuing the specific context. The subj ect

i s theei ntqueatben tae gyeneguelty on dentd,f winrg tihee challenge
entity receiving the specific context. The requestor

i s theluafor fhei epetdr iicderhitferitng delmne 1 fermtn tiys the
requesting the specific context. The generation 15

dat eleenthélelﬁf tﬂgﬁfﬁbl 68 PRGILEAEIchg Tt v dgat & ontveri ausd y
specific context is generated. The challenge val ue is

the taRBBATHURADE SPEERSEEL E@TBFXThe A SPaddies GIRF oXt

the ecific_context. The dat bIo k 0 has lonetric
dat a ?H?o?ﬁa?ﬁgnlné 678 “ret’c Cﬁg %? g type of the

natcgé§g1$ﬁéu Ehtggquthghe 1 rl%jg%We in ecégﬁﬂ? for

cont IOFTE rrc data 1n ormatlon |ncIu

Lgﬁo?ﬂﬁﬁbgﬂ @%%ngggngh%ﬁeb%%ﬁakw G d M PLR IS cific
context. The subject is the information for uniquely
identifying the entity receiving the specific context.
The requestor is the information for identifying the
entity requesting the specific context. The generation
date i1s the information indicating the date when the
specific context is generated. The challenge value is
the random numbers generated by the entity requesting
the specific context.

The data block pld has biometric data information,
a matching algorithm, the matching result, and the
biometric device specific context. The biometric data
information includes the information concerning the
biometric template used for the matching. The matching
algorithm is one which is utilized in matching
the biometric template and the biometric sample

information. The matching result is the information

indicating the result of the matching process.
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algorithmis one which is utilized in matching 25 the
bi onetric tenplate and the bionetric sanple

i nformati on. The matching result is the informtion
indicating the result of the matching process. 39 The
aut henti cator bl ock pla has the authenticator for
assuring the data integrity of ége bi onetric device
specific context. In order to associate the two
specific contexts pl 5 and p2 with each other as
descri bed bove the nestln structure or th

paral l el St¥uGHHE 2. PIn R i e BEneheicator

nestlgg structure homn i.n bi onet r

devi &8 speC|Fﬁngcgﬁtexatﬁzﬁﬁﬁfgﬁﬁ§yré%iﬁﬁﬁfﬁ%?@?ﬁ¥lc device

data leglke iRl dof Lthe MOC specific 10 context pl. In
se o% the parallel structure, as shown in FIG

21 an asseCiAlRd sRedddd CoN eXle ﬂu‘?@rgﬁééj.efléf?éntexts pl

exanpl e, bionetric device identifier) for unique

i dentinfly ip2g wike Ria@elotne rje\d £ &ieRatidd £ arko eXﬁhep2nestmg
may be included in the MOC specific 15 context pl. The

cont extrugenarabirng henipla riy' 1l gdenarmias genenate: ddepted.
header bl ock plh and the data bl ock pld of the MOC

specilhi ¢heoeset ofl thSTI®)st ifle Hutdentiecatay shown in
generatln%@unlt 14 generates the authenticator on the

20 hé&d&er 281 odkepld oaed tilve dfitiplmaciflir wimgetther2 may
confidential jnformation (ST14 and ST 15). Finally,

the OEntELLYGERer st iths (FTe F5oFome tHe the MOC specific
?—ﬁterg?f%%lbi%at f{% rSU%nt tc%steheofsH‘SﬁCI fplacraflolreniﬁl structure,

as shown in FIG. 21, an associated specific context
identifier (for example, biometric device identifier)
for uniquely identifying the biometric device specific
context p2 may be included in the MOC specific
context pl.

The context generating unit 15’ generates generate
the header block plh and the data block pld of the
MOC specific context P1 (ST13). The authenticator
generating unit 14 generates the authenticator on the
header block plh and the data block pld using the
confidential information (ST14 and ST 15). Finally,
the context generating unit 15" forms the authenticator
pursuant to the specific format. Therefore, the
context generating unit 15’ generates the authenticator
block pla including the authenticator. Then, the
context generating unit 15’ concatenates the

authenticator block pla to the header block plh and
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context generating unit 15 generates the

aut henti cator 25 bl ock pla including the

aut henticator. Then, the context generating unit 15
concatenates the authenticator block pla to the
header bl ock plh and 40 data block pld of Step ST13
to generate the MOC specific context Pl (ST16'). The
generic context generating unit496 yenerates the
generic context g fornmed in the structure shown in 5
FIG 22 fromthe profile and MOC specific context. The
genetded Mt extP 4 i Akl BEeR thée3headernBraéR thr MRE
the authenticator blo e header block gh has
vers?%ﬁ?ii#%ﬂ?ﬁﬁi%ﬁ? ?Eeggggggi; the subject, the
requestor., the chall enge va%ugéEgggﬁnation.ti

, 10 a
valid perldd, & pf ofi P FF8 4"q gﬁégig%cgenerates

pont@%é ééé@richongxyeéS%Q?ﬁégf?£n§ Eogtk cEE%e shown in
infornation of a verS|pn (0] e struc ure 0] t_e
”U|t?ﬂ@d&tza@E&ﬁnékéab£89i99n5§étMoghéﬁgé§%ﬁk E%ng%Q%.

information for uniquely identifying t entity 1

i ssui ng thige ggsREFEcCOBhEXktTg THe10LBEYESHRr nesdkhenlock
information for uniquely identifying the entity

requeistamg the geneehticenvexblgckThe.chahkengadevabueck
is the random nunbers generated by the entity

requeistiiang téves geneth€ocomat érh, gth&hésgerer, athenstibject,
20 is the information indicating the date when the
genekhe redrekerg thegehetderde Théugal bengeritodni sime,
the informtion indicatingia period in which the use

of the'2gyEherFElednt exPrgtisevalfl. PThe pref Rl 8PPFafic
pfL is

context list idL. The version information is the
information of a version of the structure of the
multimodal authentication context. The issuer is
the information for uniquely identifying the entity
issuing the generic context g. The requestor is the
information for uniquely identifying the entity
requesting the generic context g. The challenge
value is the random numbers generated by the entity

requesting the generic context g. The generation time

is the information indicating the date when the generic

context g 1s generated. The valid period is the

information indicating a period in which the use of the

generic context g is valid. The profile list pfL is

the list of the profile corresponding to the specific

context in the generic context g. The specific context

list idL is the list of the identifier which uniquely

identifies the specific contexts P1l, P2,

.., which exist
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the list of the profile corresponding to the specific
25 context in the generic context g. The specific
context list idL is the list of the identifier which
uniquely identifies the specific contexts Pl, P2,

., Which exist 41 - in the generic context g. The
aut henti cator of the generic_cog?exL in the
aut henticator block ga is the information for assuring
the data integrity of the generic context. 5 The

generic nt ext nerati.n nit 16 generates the
headéP Bﬁ%cégéﬁrg? ?ﬁ%kﬁé%e i'c context g (ST13G. The

aut henti cahar QeRRMALING Unids 14,d z_tjlfhe_&ﬂﬂ_fégt in the

dential information fromthe confidential informtion

managgBBh it ok3 b1 SEk4Gh. iEhe reutiheinGatidn ¥br assuring
generating unit 14 generates the authenticator on the

headehebbatk dhtehrtihe genemhec ot @raduktt.he whol e

of MOC specific context pl using the confidentia

i nfor mat i Ghe( SENS@)LC Mowdhextt, Jgandiwet caseumiterks tdenerates
MOC specific context pl is forned by the nesting 15

st ruéhar aeader ploskegdarcy tihgr game miomantiaxtdayi GT13G) .
specific context p2 is also included in the object of .
t he Ab€hértheatdcatpmaengrati@genert cl L difaga the confi-
generating&unit 16 forns the generated authenticator

pur sHERELES RS TPEGIAT FFeThe"e ARIVeIETY, 1 dhd Hprmation

ot HEACPERTSA ook g7 { Ay CHE A AT oY

e e S AT ST A % Wl dscaop, gn e
header block gh of the generic context g and the whole
of MOC specific context pl using the confidential
information (ST15G). However, in the case where the
MOC specific context pl is formed by the nesting
structure, it is necessary that the biometric device
specific context p2 is also included in the object of
the authenticator. Finally, the generic context
generating unit 16 forms the generated authenticator
pursuant to the specific format. Therefore, the
generic context generating unit 16 generates the
authenticator block ga including the authenticator.
Then, the generic context generating unit 16
concatenates the authenticator block ga to the header
block gh to generate the generic context g (ST16G).

The user information management device 10/

transmits the generic context g and the specific

contexts pl and p2 as the authentication context ac to



10

15

20

25

bl ock gh to generate the generic context g (ST16G . 25
The user information managenent device 10° transmts
the generic context g and the specific contexts pl
and p2 as the authentication context ac to 42 - the
server device 30" (ST17). The operation of the server
device 30" is simlar to the opgration of the '
verification device 30 of the second enbodinent. 5 As
descri bed above, according to the fourth enbodi nent,

the éhéSEeEQeEhaéqlég’OQQVmi‘?strfmgan be applied to the
bionetrics to obtain the sane effect as for the first

to third erbodbeRatson OF fthie EEedirmeRty) b0 Ay fifd kimilar
enbodinent is a nodification of the fourth

enbotbent. opbeatibhhoenbadi Ferti fiisatn caudeentidec®0 @ the
system (hereinafter referred to as STOC (Store On
Car d¥ecnoodekbpdimhnth the bionetric device 20" has
the matching function instead of the user information
15 managefentdegeviibedl1ebovei, omstadrd ibavitee threodaxssrtihe
user information managenent device 10° transmts the
b|on%WPP@lH§OFCetBFogé§§te%écGpﬂéﬁ SFEQEE S itEc R RF
a bione he bi 20 devi ce 20
The BPBRSER EoAB0RCE-08e harforite OPlid LAl Wgne effect as
bet ween the %ﬁggwg bLOTR! LhibokemRlate and the

(

tured brometric Sa orma Then, the
Fifth Embodiment)

A fifth embodiment is a modification of the fourth
embodiment. The fifth embodiment is an authentication
system (hereinafter referred to as STOC (Store On Card)
model) in which the biometric device 20’ has the
matching function instead of the user information
management device 10'.

Biometric Device Process

The user information management device 10’
transmits the biometric device process execution
request including a biometric template to the biometric
device 20'.

The biometric device 20’ performs the matching
between the received biometric template and the
captured biometric sample information. Then, the
biometric device 20’ generates the biometric device
specific context p2, formed in the structure shown in
FIG. 23, using the matching result. The biometric

device 20’ transmits the biometric device specific
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bi onetric device 20" generates the bionetric device 25
specific context p2, fornmed in the structure shown in
FIG 23, using the matching result. The bionetric
device 20" transmits the bionetric device specific -
43 context p2 to the user information managenent
device 10'. The user informati managenent device
10" generates the STOC specific context pl fornmed in
the 5 structure shown in FIG 24 fromthe received

bi o ' dewi cific caontext . p2, and _the user .
infgghékgéﬁ Séa%égéﬁ%nPsgévﬁgeofﬁatﬁp n& S T device
obt ayged STOCC specific context pl to the server

device 30'. As described above, according to the fifth

10 enbodi reat ysthe 1w tamhodismifencdit Re-ARY igft to
the STOC nodel. (Sixth Enbodi nent) "A sixth enbodi nent

i s agehbertgedihicatrioan spkctife c feuitihk teMaodigmida iAS the
shown in FIG 25, the sixth 15 enbodi ment is an

aut hentricatirensbpghenin( lFaGei 2df tfelom rtefeereed it iometric
mul ti nodal systen) including at |least two bionetric

devi €egigel1speedfic contemtl pi2nodald wihenetser information
aut henti cation should nmean the bionetric _

aut hBAPRESPEBR FARVWRECRA Of hé IRingHdtsaddigr @braiz@ed STOC

bi onetric authenticati%n can be realized by fusing the

mat cAPRGFeSuFPETEK CaP | &QstthEns etySes A6 Usicort i ¢

kg;g;gﬁ;k%@Dégﬁggggégx%ﬂg$gf“ég%or fﬂélgg(¥ﬂgﬂgf¥%h
embodiment, the fourth embodiment can be applied to
the STOC model.

{(Sixth Embodiment)

A sixth embodiment is another modification of the
fourth embodiment. As shown in FIG. 25, the sixth
embodiment is an authentication system (hereinafter
referred to as multimodal system) including at least
two biometric devices 2017, 202”(

Multimodal biometic authentication should mean the
biometric authentication in which the higher-accuracy
biometric authentication can be realized by fusing the
matching results of at least two types of biometric
information to make the decision.

User Information Management Device Flow

FIG. 26 shows the flowchart for explaining the
operation in a user information management device 10”.
In this case, the biometric device process execution

request is transmitted to the two biometric device 201"
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FIG 26 shows the flowchart for explaining the 25
operation in a user information managenent device 10".
In this case, the bionetric device process execution
request is transmtted to the two bionetric device
201" 44 and 202". As shown in FIG 27, the matching
process executing unit 12' exeglt es the two nmatchi ng
processes in parallel (ST127-1to ST12'-3), the two
matching results are fused(ST12'-4), and the result

f i i . ST12' o diti t
R U L TR L L LR
par a!elc@!:utiﬁgnﬁﬁi'togéte%tl@%'u?%% cheg g%fo”wateam processes

authenticati I ncl udes the nmetho using th
mat chhngatgsukt s (kR196Lheso kiibhesgase @l thelQcning

in-series fusion, the specific context is generated

for reaghtsatebi AgspHASE@SS -and bher by theult of the
aut hentication context assuring each authentication

procéssicanibeougpnetatiedsTin’tbe .case whelie ianselvenhe
device 30" verifies 15 each authentication process in
t he methpdodal fegsngnthei plugadevessariyg hatsulhe in
associ ation of the authenti- cation processes is

per f BRERUL A t RBeafitRéRni Egcnon logontiex theAmudidmedad
FIG 28, in the authentication context ac forned in

the ABEPERGiSEFhERUrBClEAES26D8s86ENRG @F dlustifg the

h ' ' 1 b lized by th
pectTFer ORt EXEELPE, PooShnasr HviTG FTE fAdetcrf

gg;?g&%gggifgfﬁéggﬁﬁ,iEQEL§§F%ﬁ§iEnC%%%e%%Fq%n%%%%Eg %d for
each matching process, and thereby the authentication
context assuring each authentication process can be
generated.

In the case where a server device 30” verifies
each authentication process in the multimodal system,
it is necessary that the association of the authenti-
cation processes is performed in the authentication
context. As shown in FIG. 28, in the authentication
context ac formed in the nesting structure, the
association of the authentication processes can be
realized by the specific contexts Pl, P2, and P3 having
the nesting structures. As shown in FIG. 29, in
the authentication context ac formed in the nesting
structure including the parallel structure, the higher
structure holds the reference information of the lower

structure, which allows the hierarchical structure to

be realized among the specific contexts P1l, P2, and P3.
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structure including the parallel structure, the higher
25 structure holds the reference information of the

| ower. structure, which allows the hierarchica
structure to be realized anong the specific contexts
P1, P2, and P3. - 45 Therefore, the association of the.
aut hentication processes can be realized. The sixth

enbodi ment is applied to the_proq le in which the

bi ometric device 201" and 202" do not perform 5 the

mat chin roces However., .the sixth enbodi ment is. not

I L BE e BoRRe * Ehsva BT Rite Sbut s £ ot Hilestudd
enbodi n sq_b | jed to the profile in whic

t he g%%ﬁ%&?%@ gbi%&_%&%ﬁegkz 202" performthe

mat chi ng TRIOGESSES drfbRRYRLA ?Qda% Si0BULH Pe profile in

results are fused 10 in the user I or nat I on

nmanagaient tdevibeemnb@ri AScIBRE | ' 0y €20 4€CQE AhHP perform
to the sixth enbodinent, the fourth enbodiment can be

appl ted matchiegnmpiridcesdal Honeidr c o hentt g admeddiment
(Sevent h Enbodi nent) 15 A seventh enbodinent is a

nodi fiscabiton 1ofi telkde tof ithet atloowd xb o £ibedi ent she antlxth

the seventh enbodi ment shows an exanple in which the

pr of BMECEaRERNICAG BReC &Et vamiied i oh Bystemneislesed. which
As shown in FIG, 30, in the seventh enbodi nent, 20

the pP6f PREMERR 15e HFedeE #tad” et alR PR TR athematching
systementity devi-cesr gsreinafter referred to as

aut hBAPCESEESN 1on Sy Idevitdy) Ulfe MapARI NG e Poblks apfe fused

in the user information management device 10”.

As described above, according to the sixth
embodiment, the fourth embodiment can be applied to
the multimodal biometric authentication.

(Seventh Embodiment)

A seventh embodiment is a modification of the
first to sixth embodiments, and the seventh embodiment
shows an example in which the profile concerning the
authentication system is used.

As shown in FIG. 30, in the seventh embodiment,
the profile can be negotiated between authentication
system entity devices (hereinafter referred to as
authentication entity device) 10e, 203e, and 207e and
a client device 40. The authentication entity devices
10e, 201e, and 20pe correspond to the user information
management devices 10, 10’, and 10” and the biometric
device 20, 20’, and 20”. The client device 40

corresponds to the authentication system entity
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a client device 40. The authentication entity devices
10e, 201e, and 202e correspond to the user information
25 managenent devices 10, 10', and 10" and the

bi ometric device 20, 20", and 20". The client device
40 corresponds to the authentication systementity -
46 substituting device for whigh the authentication
entity device is substituted. The profile defines the
aut henti cation system entity configuration which

exec§$@§t£9§t§H%h§8§iEétE@? wﬁlgﬁogﬁésauEh%nqgQ%Qﬁ%%n%ntlty

state of the authentication subprocesses in

aut heat i eat i onssyst epnepyities, the protocol betmeen
the authentication systementities, a security

enf or cemedhespecitiileatiedineandhichautinke.t i clan itdre system
sevent h enbodi nent shows an exanple 10 including the

cli epmtdeyi cenfdgasat henawhbeht exaciudrs st emtémmnittiyation
substituting device which can organize the profile
conpREPBEEsSw Ehet AepéPymAanteptirténméEnthe FHEhenitdpation
devi ce 40 has no authentication subprocess, and the

cl i eNtPREQFEESED {PahbferEthENdcAtinge system entities, the

t hent t tit 201 and 202e an
AL e T AL S0 P IR N O

h h
ovi Benbh 81 £9 - REPo38nENN, SRR UATILEE' 8 T Whe.
connect edéhotggls%e Zggme%ogﬁ\tg'?l NGt an entd jrg:)'ie

devi ces | an client device

transfgisqthg eRAMHNLeati @BvaRNG o Ghe tadl heRHeALIQR 1on
entity devices 10e, 20le, and 202e

system entity substituting device which can organize
the profile compatible with the client environment.
The client device 40 has no authentiéation subprocess,
and the client device 40 transfers between the
authentication entity devices 10e, 20qe, and 20pe and
the verification device 30 or between the authentica-
tion entity device 10e and the authentication entity
devices 120j7e and 20je.

The client device 40 is connected to one or more
authentication entity devices 10e, 207e, and 20je.
The client device 40 transfers the communication among
the authentication entity devices 10e, 20qe, and 20je
to perform a process of handling the whole authentica-
tion process. For example, a general-purpose personal
computer and a handheld instrument can be applied to
the client device 40.

Specifically, as shown in FIG. 30, the client
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to performa process of handling the whol e authentica-
tion process. For exanple, a general-purpose persona
25 conputer and a handhel d i nstrunment can be applied
to the client device 40. Specifically, as shown in
FIG 30, the client 47 device 40 includes the

conmmuni cation unit 41, a controj; unit 42, a profile
query unit 43, and a profile rmanagenent unit 44. The
conmuni cation unit 41 conducts the 5 comunication

“‘thdé9§chﬁ€r9§%lg ¥EC€heTESaﬁ9FEEQk189'Lnﬁ% Rerfar g ¢ ro1

t he process of ['1ng the e auf hent’i cati ol
procgsst Ihe prptbkergug¥rynihid348skankhe @&%&Ih%
conpati bl e with each of the authentication entity
devicesadeent0dritand.202e. The profil e nmanagenent
unit 44 manages the profile conpatible with the
client enVheonnentiniAbthoughniat 4¢hewndurtishe hdr awi ng,
the authentica- tion entity devices 10e, 20le, and
202echmmwent pet eashwilh phet hatemnesd deévticel7, and 21
to 25 in the first to sixth enbodi ments, and the

aut hent i cﬁb?oﬁoéﬁtfiotlyunélévi‘l@e@eféérmgoiéle |FPCEGZe of

further include profil response units 18e and 26e.
Soret A1 lPﬂetaatHeﬂ%FcautPF hiEALIPY BEGFESS - 10e,

d Lude 20 th f
PR S S T A SN P S SON SRR
aUthSQ%FQQEEPﬁeEEEhtX Qﬁvg%eﬁhéosutggﬁ%aca%@%nz% 2¢:49

not 1| ncl ude Speci IC context ver
devices 10e, 207e, and 20je.

The profile management unit 44 manages the profile
compatible with the client environment.

Although not shown in the drawing, the authentica-
tion entity devices 10e, 20qe, and 205e have the each
of the units 11 to 17, and 21 to 25 in the first to
sixth embodiments, and the authentication entity
devices 10e, 2071e, and 20pe further include profile
response units 18e and 26e. Sometimes the autﬁentica—
tion entity devices 10e, 207e, and 202e include
the specific context verifying units 19 and 29, and

. sometimes the authentication entity devices 10e, 20qe,
and 20oe do not include the specific context verifying
units 19 and 29. The profile response units 18e and
26e respond the query of the profile from the client
device 40.

An example of a profile negotiating process 1is

shown in the following steps. At the stage in which
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units 19 and 29. The profile response units 18e and
26e respond the query of the profile fromthe client
25 device 40. An exanple of a profile negotiating
process is shown in the follow ng steps. At the stage
in which - 48 the authentication entity devices 10e,
201e, and 202e are newy connegged_to-the client
device 40, it is desirable that the client device 40
perfornms the follow ng steps to each of the

a“th@g%igﬁ&h@ﬂt§85£E¥n5eH§F%&f§F%9%eSZQ%%’ %%geégé%g_zoze

FI G OWS a process the follTdwn

For the sakeyofonsbPRLif teathenciiiRpfl Gev3le A0Pr Qhi g

query nmessage and a profile response nessage are

descaébedapsearpaof the cnegati abkvaReM9S2@E forms the
(query/response). 10 The client device 40 nakes the

prof fbelaueny stepsage €SIB1pf ahe thehehiterttdewvi eatity

40 transmts the obtained profile query nessage to

the devheasi tAei oA01ent ahy déyices FIGe, 320kbowand 2@2eess
(ST32). The authentication entity devices 10e, 201le,

15 ahdo®02€ Ebeefoeélenéngr 8tepe -quéicy mbsssgée( ST33),

and the_authentication entity devices 10e, 20le, and
202eS1BBt Af HCRRECRONEBNE 16F ﬁﬁe querpiide3gueryhagssage and
t he auth§n;ication entité devi ces 10e, 201e, and 202e .
make® PhRTprof i FEPPRSHoNERSAEESEAGE CSPS3)-PeFhaSproftiod ile

20 " REBRE; ERSARE-L0E) VR PE LSS 1 et

t he ication e ces 201e, and 202e

are conpahkble;and EQ%iQQUQbGQmQ%Eh%mQ(ﬁyéfyle query
subpr ocess.
message (ST31), and the client device 40 transmits the
obtained profile query message to the authentication
entity devices 10e, 207e, and 20%e (ST32).
The authentication entity devices 10e, 207e,
and 20%e receive the profile query message (ST33), and
the authentication entity devices 10e, 201e, and 20je
obtain the content of the query (ST34). Then, the
authentication entity devices 10e, 207e, and 20pe make
the profile response message (ST35). The profile
response message includes the profile with which the
authentication entity devices 10e, 201e, and 20je are
compatible and the mounted authentication subprocess.
Then, the authentication entity devices 10e, 207e, and
20p2e send the obtained profile response message back to
the client device 40 (ST36).

The client device 40 receives the profile response

message using the communication unit 41 (ST37).
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support ed pro e in

t he BFPfe

Then, the authentication entity devices 10e, 20le, and
202e send.-the obtained profile response nessage back

to 25 the client device 40 (ST36). The client device

40 receives the profile response nessage using the
communi cation unit 41 (ST37). - 49 The contents of

the profile response nessage_ ar g, transmtted to the

profil e managenent unit 44 through the control unit
42 (ST38). The proflle managenent unit 44 manages the
5re n n gm ea h.of the authenticatiaq

ont  T9CaeerE8BtEoRE bhPebeRRd 15056 e M S Boreage ote

proftksnsmeg bOEh g%%k_lﬂet nla®a %ﬁq'emgb!uﬁltth% th& ough

mation i s manage

corregpopdapes I W,hht the (awkhentication entity devices

10e, 20le, and 202e. 10 The client device 40

det er mi neshehgrprafliel aanviglehedti e itthe AChisgRlges the

envi ronnent is conpatible fromthe supported profile

i nf orempborenanagedt £ST40h. cahh afr el tiuahenltdcation
determ nation, the client device 40 registers the
conpantbtyg peuficke ﬂﬁethéogeofBMQ B orarageumpponigd profile

44 (ST41). The case,. in which the authentication

entliyfoé@ﬁﬁé@§ 1@@39201e1taﬁ§ ﬁﬁﬁér@ééébﬁéa@fthe supported
perforn1ng the_ profile are provided, is adopted as
Fal“\ﬁﬁéf“ﬁélloflhéspf“éﬂal%di é“c&ﬁﬁéteuskﬂoéld&ncr?otmth
riteria

h 20 th
iy ERer e s Pt aanar A GV atl, By ha 20ze.

case, the TANCLY 5 CONLRNLSL0T d N AL aENAH O &l PRt

may be incC

with which the client environment is compatible

from the supported profile information managed (ST40).
As a result of the determination, the client device 40
registers the compatible profile in the profile
management unit 44 (ST41).

The case, in which the authentication entity
devices 10e, 20je, and 207e capable of performing the
profile are provided, is adopted as the criteria
whether the profile is compatible or not in the seventh
embodiment. However, the criteria may include other
determination elements. In this case, the query
contents of the determination element may be included
in the profile query message.

The client device 40 verifies the connection of
each of the authentication entity devices 10e, 20;e,
and 20ze at predetermined time intervals. 1In the case

of the disconnection, it is desirable that the



in the profile query message. The client device 40
verifies the connection of 25 each of the

~authentication entity devices 10e, 20le, and 202e at
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predetermned tine intervals. In the case of the

di sconnection, it is desirable that the 50 supported
profile information and the co tible profile are
deleted in the profile managenent unit 44. 1In the
case where alternative supported profile [ fornation

X1 SL8ppblSaONPRELILe REBLie Ry ol e Dofleleto

OCGS verl I catl on

deV'E?o%@@%'gkgsdEﬁgteﬁo hl%hEOFEQ%lql'ﬁﬁ%agement unit 44.

environnent, in the case where the authenticator is

the dhgihal cskanahure wikl PR rdeCsiRed Rl oW r i 1 G
32 is a view show ng a system concept and functlona

bl ockn€orfhbglbat eaisek,t heecldoampatdediccoratd 14 heay not be

verification device with respect to the profile

specideyengdprocess in the seventh enbodi nent. Although

not shown in the drawing, a verification 15 device

30e has the fuaspilensfoftheh@natiess ,3iramh i3 ithe t he

first to sixth enbodi ments. The verification device

30e VGFtlﬁéFatﬁGPuééé’lﬁecISP@ﬁtlfﬂreéf ithe querfii imitte @y client
unit a client profile specifying

un| t e%’ r?ﬂ@eE‘Itl'eﬁP |5|h8f P& g é‘ﬁfeuﬁhte SN AL R 1s
prof i ich gan, be pe J1 the cl.i.en

envi oﬁn@gﬁlt Als8LEPR urﬁol?ﬁﬁ' %ﬁ%ﬁib 4% HWeror y
unit 3s. FIG. 32 is a view showing a system concept and
functional block configuration of the client device and
the verification device with respect to the profile
specifying process in the seventh embodiment.

Although not shown in the drawing, a verification
device 30e has the functions of the units 31 and 32 in
the first to sixth embodiments. The verification
device 30e further includes a client profile query unit
34, a memory unit 35, and a client profile specifying
unit 36. The client profile query unit 34 asks
the profile which can be performed in the client
environment. A security policy is stored in the memory
unit 35.

The client profile specifying unit 36 specifies
the profile which is performed in the client
environment. The security policy is the information

which becomes the criteria in specifying.the profile.

In the seventh embodiment, any mode of the security
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The client profile specifying unit 36 specifies the
profile which is perfornmed in the client 25

envi ronnent. The security policy is the informtion
whi ch becones the criteria in specifying the profile.
In the seventh enbodi nent, any node of the security 51
policy can be used. However, it_.is desirable that the

- security policy has a list for in which the profile

being able to be specified has a higher priority. In

che Shhen, ey ponlen o g gerenihs SR s
h Ltuti . tication ..
enti 15 aevLeBUPo8Y Bted 25 o00staR, A RIS ¢4 Phorire
verifbea iQBlgeﬁbcgeggﬁec@QW%ﬂe%astEeH'\Hay'éﬁiﬁé%3¥i

not limfed to the seventh enbodi nent, ut a

10 tion may baemede esutClRriviatora rahemd catyaitn
entity devices 10e, 20le, and 202e and the

veri énbatlinandevheewilfe tdier abbhy reget,i atte wWitikreackvice
other. In addition to the units 41 to 44, the client

devi ¢e #erfacigdebeateckinere rpsobisite tuespon e tiwdan 4he

15 The client E(ofile response unit 45 answers a

pr of fREPeRhéFy L PBMENRd tyedievileasi dfedevilye 3®ndA20oe and
exa Ee of the profile specifying process, in which .
theng Bi YREaft6RTAED E8V3Gspo6i-f | d9WaVe pr ¢iig énvention is

o 1LRE PRRELCE phs e lonan shop s 20 e,

o Bl THLLOD RS b LRV IR L SR ke e,
devices 10e, 20j1e, and 20%e and the verification device
30e directly negotiate with each other.

In addition to the units 41 to 44, the client
device 40 includes a client profile response unit 45,
The client profile response unit 45 answers a profile
gquery from the verification device 30.

An example of the profile specifying process, in
which the verification device 30 specifies the profile,
will be described in the following steps. It is
assumed that the profile specifying process in the
client environment is previously performed like the
process steps ST31 to ST 41. FIG. 33 shows the process
flow of the following steps. For the sake‘of the
simplification, in FIG. 33, a client profile query
message, a client profile response message, and a
profile specifying message are described as a client

profile negotiation message.



flow of the follow ng steps. For the sake of the
sinplification, in FIG 33, a client profile query 25
nessage, a client profile response nessage, and a
profile specifying nessage are described as a client
profile negotiation nessage. - 52 The verification
devi ce 30e nmakes the profile query nessage for asking
whet her the profile being able”to be perforned exists
or not (ST51), and the wverification device 30e

transmts the obtalned profile 5 query nessage to the
client deVi Vé?dfl( Igapiiomigevige O%Ié(ﬁ”&%54 ¢ RePibke

h fil ST th |

the BLOLL Saduety gessage (STER. and the, C%%;P‘T”g
h d f

the shien ey ce A0, o %gn'a%;%énrberuﬁf e orafd | e

t he Glire it deviste A JBkes tde fumofidd ecl’f ersed profile
nmessage i ncluding the confirmation result (ST56

5 the easeyWaeissalgee tR) Wl campat iddw 4y ofd | @srsexi st

the profile response nessage includes the 15

conpati bl €her aflidlent iddviden 4heraasevabetiee theofile query
conpati ble profile does not exist, the profile

r espoeseageesSadPs )i, ncdnddedh & hrelt i ertte dewifdd el Corpatind ethe
with the client environnment does not exist. In either
caseJUERY @onégintdeviSde440 t T the el i pefidee 40
response nessg%ghto the verification device 30e

(ST PPR IR @%i@%%@rp}foﬂq el s pigh st el

i ncl udes that .the . atl rofi| e does not exist,
10 management unl g%é%K) and the client device 40

makes the profile response message including the
confirmation result (ST56).
In the case where the plural compatible profiles
exist, the profile response message includes the
15 compatible profile list. 1In the case where the
compatible profile does not exist, the profile response
message includes that the profile compatible with the
client environment does not exist.
In either case, the client device 40 transmits the
20 profile response message to the verification device 30e
(ST57). In the case where the profile response message
includes that the compatible profile does not exist,
the process is ended. 1In the following steps, the case
in which the profile response message includes the
25 compatible profile list will be described.
The verification device 30e receives the client

profile response message (STS58), and the verification
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the process is ended. In the follow ng steps, the case
in which the profile response nessage includes the 25
conpatible profile list will be described. The i
verification device 30e receives the client profile
response nessage (ST58), and the verification 53

devi ce 30e obtains the conpati bte profile Iist (ST59;
YES). Wien the conpatible profile |ist does not exist
(ST59; NO), the process is ended. The verification

devi ggy 808 g@éeaﬁtggﬁsw@ﬁ&hebmpét&B@epFQEEh@elu%%tmn%ﬁ59
which the client environnent is conpatible exists or

not wssng theeprohél eospeeibyengrowniit 36s¢SHBRE. nWheRxist
the profile list exists (ST60; YES), the verification

devi ¢8T39¢ Se) ectsetheopessi e eadedesponding to the
security policy fromthe profile 10 list (ST61), and

the verifTbat venidevateoB0deyerer 3t0es detthemimnefsi Wwhether
speci fying nmessage for specifying the profile (ST62).
Whentkferppbiite satt\abtg vBithethsecdieny poviepnageas is
not exist in the profile list (ST60; NO, the
ver|?P@B?Fbﬁlae9¥é§téo@rggﬁérHFé§gtﬁéelBrﬁﬁéﬂﬁléPeleYlng

525%&&?%2‘%@%@9? fnefcrRenlbring @;é%.ft'f 'e%ats%? (sT60;
0

rovsEsProtnt) 9BETEL St 16, 0806R AL A0RY BLh LR BPERL Kk e

deVIesrégsbsﬁ@thstgh@hQrQébhglt§n§§a NG BRSSa%e 1Y ri1e

confirmthe profile to be perfor
list (ST61l), and the verification device 30e generates

the profile specifying message for specifying the
profile (ST62). When the profile suitable to the
security policy does not exist in the profile list
(ST60; NO), the verification device 30e generates the
profile specifying message including that the profile
does not exist (S8T62).

In either case, the verification device 30e
transmits the generated profile specifying message to
the client device 40 (ST63).

The client device 40 receives the profile
specifying message to confirm the profile to be
performed.

Subsequent to the step, it is desirable that
each of the first to sixth embodiments is performed.
In this case, based on the confirmed profile, the
client device 40 transmits the authentication request

to the authentication entity devices 10e, 207e, and
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Subsequent to the step, it is desirable that each of
the first to sixth enbodinents is perforned. 25 In
this case, based on the confirned profile, the client
device 40 transmits the authentication request to the
aut hentication entity devices 10e, 20le, and 54 202e
havi ng the corresponding profilgsusing the contro

unit 42. Then, the client device 40 causes the

aut hentication entity devices 10e, 20le, and 202e to

per f oy 5 t ey exg hent i 6akr8BpsHARKECEEE£iPeDUELRG the control
executing the authentication subprocess, the client

devigei#04ppy Tiénpether alibatt danster 40sehskiekutihen

of the communi cation anong the authentication entity
devi zeshdfejc20ilen andif@2devAsededOri bafi;abowed 20se to
according to the seventh 10 enbodinent, in addition to
the réfeers bicthethensicapiosi guhpreabedisnents, before

t he aut hentication subprocess is executed, the

profile WPRLRAI BRSFHELEP] ERE 28RVERSAREA ONs Subprocess,

conpatible is registered anong the profiles of the
aut hehti cat foh g%ﬁb?%cggsﬁéyi OLaBRTSPITS tife transter

t hent i [ tity, devi 10e, . 201 d, 202
sy L EeL, oL vy e,y e 201 A0 2020
' : h - Of - b t abli.shed,
oY SSRERLLcapdehhenpt ol g, cen:beoest sblchetly 2oge,

verificat honydexi¢8305p8ReCH Hices rihe gPhef ihe ikve2in
client device 40, so that the authentication

subpegeegsmeAn, benexaguteenonot hael Biftfiedtisve rofenkh&irst to

verification device 30".
sixth embodiments, before the authentication subprocess
is egecuted, the profile with which the client
environment is compatible is.registered among the
profiles of the authentication subprocesses in each of
the authentication entity devices 10e, 2071e, and 20je.
Therefore, the agreement between the client environment
and the profile can be established.

Before the authentication subprocess is executed,
the verification device 30” specifies the profile in
client device 40, so that the authentication subprocess
can be executed on the initiative of the verification
device 30”.

The technique described in the above embodiments
can be stored in the storage medium as the program
which the computer can be caused to execute. The

program can be distributed in the form of the storage

medium such as magnetic disks (floppy disk (trademark),
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The techni que described in the above enbodi nents can
be stored in the storage nedium as the program 25

whi ch the conmputer can be caused to execute. The
program can be distributed in the formof the storage
medi um such as magnetic di sks (floppy disk
(trademark), 55 hard disk drives and the like),
optical disks (CD-ROM - DVD, and the like) and

sem conduct or nmenories. Any storage medi um can be used

s 11908, 3, L pear PLogr aoan. be . aor edoand e puagnam o,

can be read he conpu

or va&hﬂgw&ewﬁéeilﬁg?haéa sgﬂaegﬂaﬁcqeea&%%ﬁqaes

sof tware and network software runni ng on

conputer, AHﬁYS€6@§§beméd@@htc@B ble usRHOGRSI IRl as the
realizing the enbodi nents based on the 10 direction of

t he program tastakl edoradt hadcenpubebgira@mcanh®e read by
storage nedium The storage nediumin the invention is

not then t¢edputert he nmedi um separated fromthe

conputer, but the storage nmediumin which the program
transmitt@d tApeughing BaNtem)t ke Mt dMicidlieyare) such as
downl oaded and stored or tenporarily stored is also
|ncI%ﬂ%ﬂb?ﬁetﬂ%n?ﬁ€@ﬁPFoﬁoftTHéenéﬁﬁepeéﬁo§$oﬁ§§éwarer

diuns i s not % ed to one. The case in whic
procﬁggnfﬂgtﬂ% h?eﬁ?PBHt?§ @?@cﬁ?@&uFFoﬁlPﬁétpP5r§We

di
The SRRERTT ohof ThEShBGF L b5 CPauGLaR) CeoRPrgur 401 GRe

the T nvén Thé ne may

The 89?@8&?5n'8ftgﬁe B¥88E58nlh§t8@§e%hH%hthe computer from

the storage medium.

The storage medium in the invention is not limited
to the medium separated from the computer, but the
storage medium in which the program transmitted through
LAN or the Internet is downloaded and stored or
temporarily stored is also included in the invention.

The number of storage mediums is not limited to
one. The case in which the process in the invention is
executed from the plural mediums is also included in
the storage medium in the invention. The medium may
have any configuration.

The computer in the invention is one which
executes each process in the embodiments based on the
program stored in the storage medium. The computer may
be either one device including the personal computer
and the like or the system in which the plural devices

are connected through the network.
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execut es each process in the enbodi nents based on the
program stored in the storage nedium The conputer nay
25 be either one device including the persona

conputer and the |ike or the systemin which the

pl ural devices are connected through the network. -
56 The conputer in the inventigg is not limted to

t he personal conputer, but the nputer includes a
processor included in the information processing
instrument, a mcroconputer, and the like. The 5 .
conput er RSt RETPIERt F8n HRS (1Y Yereét ™l § di3h o e
instru ts_and devices in which.t functiqn of. the
| vert! DRecRA e P L e TRl el R ot e nditdes
i nvent | ' t . LiAi : - [ :

| nvegt RRcLSspRt (HETLLER L9 I SNEn ISR itensing
modi { heat-,ABatSoul dibeokealdAtd by fhangl ng khe Tne
constituents w thout departing fromthe scope of the

i nvepbinplteFULhNehe VakKieats cthangashantd il iteatd onsr the
coul d be nmade by the proper conbination of the plura

constnstuenimendissehas ed viiketshe rabdviereriedi fiterdtsiorl o f the
For exanple, some constituents may be elimnated from
al | theeopbtashi taenbs shkowd zied tche tdivowe amzadi nent s.
Further, the constituents in the different enbodi nents
may appr opFicat&MErBe cCosi med: LITOVIPAN'SE tigy abgT | S
CLAINED I'S; 1. An aut henticati on system conpri sing:

In the achievement stage,

described embodiments.
modifications could be realized by changing the
constituents without departing from the scope of the
invention. Further, various changes and modifications
could be made by the proper combination of the plural
constituents disclosed in the above embodiments.

For example, some constituents may be eliminated from
all the constituents shown in the above embodiments.

Further, the constituents in the different embodiments

may appropriately be combined.
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a plurality of authentication entity devices which

separately execute authenticati on subprocesses, 5 the

aut henti cati on subprocess constituting an LLOYD WiSE
aut henti cati on process; and a verification device

which verifies the authentication process executed by

the each authentication entitysedevice, 10 wherein the

each authentication entity device includes: a

confidential information nenory nodule configured to

store confidential infegymtion fiyrvpmerid. cation by
the verification device; 15 an authenti cator

generating.modul eueeehitgusaed dro s @eRA alth@AN sing:
aut henti cator on executed contents of the

aut hent i cat panraubproods s utsieng ildae ieenfardanty alevices
informati on; a specific context generating nodul e
confwvigurkdseplrbtbefgnerateta spetiehitd cagnbextsypprsuasses,
to a specific format fromthe authenticator and the
exechhedagbheehi satand gubpecickise consSEAL uddngu@n

nmodul e configured to output the specific context, and

25 tRRtDBREEFEALPBNPEEFRES i cEMSr i ses: a communi cati on
nodul e which is _provided with a function of, coqggsting
communi cafi 8 Wit Fean °8x ferride MeeD Wese figs i ce;

and authentication process executed by the each

authentication entity device,

wherein the each authentication entity device
includes:

a confidential information memory module
configured to store confidential information for
verification by the_verification device;

an authenticator generating module configured to
generate an authenticator on executed contents of
the authentication subprocess using the confidential
information;

a specific context generating module configured
to generate a specific context pursuant to a specific
format from the authenticator and the executed
contents; and

a specific context output module configured to
output the specific context, and

the verification device comprises:

a communication module which is provided with

a function of conducting communication with an external
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a context verifying nodule configured to verify each

context, the each context being generated by the each

aut hentication entity device and received by the 5 -LLOYD WISE
conmuni cati on nodul e. 2. The authentication system -

according to claiml1, wherein at |east one

authentication entity device ofgthe authentication

entity devices conprises: an overall authenticator

generating nodule 10 configured to generate an overal
authgggggggogngn all the-specific contexts using the
confrdentral i1 nformation, all the specific contexts

bei ng out putbed exkr 9@, AtREM AMNEN R Oy &MU 1o verify

devices in association W th the authentication

processh &onaegenethe earhexbngener alding MrAMited by the
configured to generate a generic context pursuant to

t he spebi Buchehatdpat ibhorntthe yoderdlde auidherideciatear by the
and the all specific contexts; and a generic context
out pebmmodaketconf mgduéeé .t o 20 out put the generic
context toward the verification device. 3. The
aut hent i cat-i ofhey studmeadderdiing tsv s temiardo r 4w ei h
the each authentication entity device conprises a .
specFLRdMcont BRETFEN B GATSAPNE 25 OGS Ififtepn gntity
verif% the sge%'fic ont ext i_nputted .from other . ]
aut hERVEER Pon Coft Py TAGVEES OF STird BIfmITagipr tses:
SySten]aC%%r®v%%aﬁﬁ %%éﬂé?ggégég% generating module
configured to generate an overall authenticator on
all the specific contexts using the confidential
information, all the specific contexts being outputted
from other authentication entity devices in association
with the authentication process;

a generic context generating module configured to
generate a generic context pursuant to the specific
format from the overall authenticator and the all
specific contexts; and

a generic context output module configured to
output the generic context toward the verification
device.

3. The authentication system according to
claim 1, wherein the each authentication entity
device comprises a specific context verifying module
configured to verify the specific context inputted from

other authentication entity devices.

4. The authentication system according to
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claim1, wherein the context verifying nodul e

conprises a verifying unit configured to verify each

context using confidential information identical to [LOYDwsE
the confidential information or -using confidentia

information corresponding 5 ©8 the confidentia

i nformati on, the each context being generated by the

ARG ayt henddcat i edddoxteyvd £8fy Png Thdule comprises a
aut henti cation system according to claim1l1, wherein

wir i 8asly e eutded eadd oo epd Hi ¥y deyiicecOhc £PE using
authentication entity devices conprises a context 10

doH Qe d i assaohRld NG, ke configured Lo, geasral g
the specific context of the authentication entity

G e Hilbn Wdals 10y eXPY £5Fe@e D BT 8K EOHARE 1 SE rUSEHE €o0onding
bet ween specific contexts associated wth dependence

f drhe dentdcati %féﬁ%%@?%ﬁé‘@aéﬁ%oﬁ@%t being

speci fic context of the 15 authentication enti

SN CR d NG Hdase thecispaci fd g £ont £x4 S%nwrﬁgtagéiéé om

ot her authentication entity devi ces.

aut hent i cald on, Syst e aceor di poc Ly gbé&mn tﬂge&fgﬂm 1,
at | east one authentication entity device o? f he

wHien i Gati ol entid Ya@ﬁYé&@fc&@gﬁiéﬁi@yC&’é‘éf&% 8 othe

I nformati on associ ati ng nodul e ¢ i gured to genera

418 e rihesldi & cantext of ihes aﬁ@gﬁ{é atiop entify

evice In order to ‘express a archical structure

HERER SE {LEcs FOT Y S 083000A PH, W41, ISRENCPICE e

ML SLE of e 25 MR RO ERL ey 4
éf&ggjegsg%pégés a hierarchical structure between specific
contexts associated with dependence of the authentication
subprocess such that the specific context of the
authentication entity device includes the specific contexts
inputted from other authentication entity devices.

6. The authentication system according to claim 1,
wherein at leaét one authentication entity device of the
authentication entity devices comprises a context
information associating module configured to generate the
specific context of the authentication eﬁtity device in
order to express a hierarchical structure between specific
contexts associated with dependence of the authentication
subprocess such that the specific context of the

authentication entity device includes reference information

of the specific
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contexts inputted from other authentication entity

devices. 7. The authentication system according to LLOYD WISE
claim4, wherein the verification device has an 5 :
aut henti cati on request nodul e configured to transmt a
execution request of the authentication process, and

at |l east one authentication entity device of the

aut hentication entity devices conprises: a

transm ssion nodul e configured to transmt the 10

exec&&hg@x{5q9§§&%£8dtP?oﬂtB%Be?“%ﬂ%ﬂ%h?%&h@&o%”%h%%ty

devi ce based on the execution request hen-
ti caldPncPsocess such that the other authentication
entity device executes the corresponding

aut henti cati omhsubpepEasS ca@ldnl yak ealbhediidGaly e
response nodul e configured to send back the specific

contexdimep| i edeteOm the othericadtibentieateohaentant y
device and at | east the specific context generated by

the authentication eagiutyptdevdoée c8nfThered to transmit
aut henti cation systemaccording to 20 claim 1, further
conp?i 8kagublieni epgudsli eé #hiechutheahsgratdopherocess, and
communi cati on between the verification device and the
authentlcﬁFléﬁaéﬁtPP§ 68@P@@tlﬁﬁéﬂ&“nepﬁétM|Q%che of the
devi ce nFrls S: g% g § %uer nDduIe configured to

ask %ubpﬁ? te2t28"t 6" theYeSEN &6 8HWP5éFF8n entity

devi ce, e%%%h%ﬁésSQXHr%ggge n%%% h%ransmlt the

aut hentication Su |ne
prOfékgcu@EgnLEg%E%@%sgo the other authentication entity

device based on the execution request of the authen-
tication process such that the other authentication
entity device executes the corresponding authentication
subprocess; and

an authentication response module configured to
send back the specific context replied from the other
authentication entity device and at least the specific
context generated by the authentication entity device.

8. The authentication system according to
claim 1, further comprising a client device which
transfers the communication between the verification
device and the authentication entity device,

wherein the client device comprises:

a profile query module configured to ask a profile
to the each authentication entity device, execution
environment contents of the authentication subprocess

being defined in the profile; and
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61 a profile managenent nodul e configured to store

the profiles replied fromthe each authentication LLOYD WISE
entity device in association with each authentication

entity device; and 5 a control nodule configured to

decide profiles wth which client environnment is

conpati bl e based on the stoLed6 rofiles. 9. The

aut henti cati on system according to claim@8, wherein

the verification device conprises 10 a profile

speci fyin lLe configured.tqo specify the rofile
geﬁ?gglﬁe %ana gthg Cod%ie ngaguéééaﬁqsﬁﬁgre

to the cli évice, a I'ent” devic

a CO@B&Q%rH?gHEE Egpghgﬁr%@o%ot%%”%%c%h%uthenticagiqag

aut hentication enti evi ces having the correspondi
profitheit9 gxecukeihhasauthartiiceatiion SURR QcR3SRA%84 ion

15 on the specification. 10. The authenticati on system

accoedtngyt @evekai;mahd wherein the confidentia

informati on nmenory nodule has a private key nenory

uni t confiagepedrod medorle aofiivatredkew ideca dquuldriafiles

key cryptography as 20 the confidential information,

and vhéhawhheht céaeot geneératimegtnidulceonperpbilsedased on

signature generating unit configured to generate the

aut hERei 6&P6rdaBrafdilgStal signature in the public key

crypt ogr aphy u%ing t he private key. 25 11. The

aut hent i cati on "EnfiH STV A FYSTemyfccording to

aut henti.cat,i on, syst.em_conpr.i_si plurality of .

aut hERET Eaft o "EREITy HEVI CES MACH Se pi A y BREHCE
a profile specifying module configured to specify the
profile to the client device, and the client device
comprises a control module configured to cause the
authentication entity devices having the corresponding
profile to execute the authentication subprocess based
on the specification.

10. The authentication system according to
claim 1, wherein the confidential information memory
module has a private key memory unit configured to
store a private key in a public key cryptography as
the confidential information, and

the authenticator generating module comprises
a signature generating unit confiqured to generate the
authenticator as a digital signature in the public key
cryptography using the private key.

11. The authentication entity device used in

an authentication system comprising a plurality of

authentication entity devices which separately execute
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LLOYD WSE 62 authentication subprocesses, the

aut henti cation subprocess constituting an LLOYD WISE

aut henti cati on process, and a verification device

whi ch verifies the authentication process executed by
the each authentication entity 5 device, the
authentication entity device_copprising: a
confidential information nenory nodule configured to
store confidential information for verification by

the §S£%££§§££9989e¥58§5088séggheQEEC%E%ﬁe%%ﬁ%%%ﬁk%gn

nodul € con I gure énerafe an adthenticator o

execyt5dr508LENLtsn ot i tLhengubRenti fatiQR 23Ul irg%%%%ss, and

using the contfidential 1nformation; a spec

cont gx{egeneratipg ABGuULE GARthoYeedrike geReLAt@eRAtication
specific context pursuant to a specific 15 format

fronptbecaut beatieatiobyandet Bacaxacyhed taeaterhs endnd y

a specific context output nodule configured to output

t he dpetcé| ctbentexhent2cathenaanheénty catviare eomprysing:

device according to 20 claim 11, further conprising:

an overal b ganfiedentaedr igéoematilog medwry meohfligur ed

to generate an overall authenticator on all the

specFPrélgBreexts 65PK§ CRBIL&ERRITdadt ilalformaftdomatiion,

al | the,?Eecitic contexts being outputted 25 from

ot heV €&t SﬁFF@B;PMnF Rt VEY Ld&FPEesn Re¥dSECi at i on

with the g%t@%@ E%%E%%%o@r%%%%%éting module configured
to generate an authenticator on executed contents of
the authentication subprocess using the confidential
information;

a specific context generating module configured
to generate a specific context pursuant to a specific
format from the authenticator and the executed
contents; and

a specific context output module configured to
output the specific context.

12. The authentication entity device according to
claim 11, further comprising:

an overall authenticator generating module
configured to generate an overall authenticator on
all the specific contexts using the confidential
information, all the specific contexts being outputted
from other authentication entity devices in association

with the authentication process;

a generic context generating module configured to
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a generic context generating nodule configured to

LLOYD WSE 63 generate a generic context pursuant to
the specific format fromthe overall authenticator LLOYD WISE
and the all specific contexts; and a generic context
out put nodul e configured to 5 output the generic
context toward the verification_.,device. 13. The

aut hentication entity device according to claiml1l1,
further conprising a specific context verifying

nodu nfigur to.verify the specific 10 context .
inpu%%gggﬁggggo ggﬁréﬁtﬁgﬁtfggtﬁ&¥ﬁﬁﬁﬁﬁyfo(ﬁhﬁ(ﬁﬁ?lelc
usingothg:ceRbhdentl alei-0her Ml st c&ng the a11
aut hentication entity device accor ing to 1% mat

furtbgeceenprkshRexasGopkhext information associating
nodul e configured to generate the specific 15 context

of the autheehietald edneekitt Yboud§MitCenddu 1 d&nftiQured to
express a hierarchical structure between specific

cont extpuassbei geedritct hodepstdenca raf ttHe valitiltanrid ttison
ti on subprocess such that the specific context of the

aut héaviieati on entity device includes the specific 20
contexts inputted fromother authentication entity _
devi ces. 15.- TR&CagthbsNtdaEtdPremritit Welddece according
accordin m 11, further, conprising a context

5
ot OFfblant AdsofPaEnRg ROMr OO i e ity i e

the specific 25 context of the authentication entity .
devig%rﬁﬁyép epo%ule conglgureda%o verlé§ the specific

context inputted from other authentication entity
devices using the confidential information.

14. The'éuthentication entity device according to
claim 11, further comprising a context information
associating module configured to generate the specific
context of the authentication entity device in order to
express a hierarchical structure between specific
contexts associated with dependence of the authentica-
tion subprocess such that the specific context of the
authentication entity device includes the specific
contexts inputted from other authentication entity
devices.

15. The authentication entity device according to
claim 11, further comprising a context information
associating module configured to generate the specific
context of the authentication entity device in order
to express a hierarchical structure between specific

contexts associated with dependence of the
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to express a hierarchical structure between specific

contexts associated with dependence of the LLOYD WSE LLOYDWISE

64 authentication subprocess such that the specific

-context of the authentication entity device includes

reference information of the specific contexts
inputted from other authentlcaghon entity devices. 5
16. The authentication entity device according to
claim 14, further conprising: a transm ssion nodul e

Confég%gﬁd aEE HSELE %Bges%’(%%%' ‘Eggfceg'ﬂ%s% Qi1

ot her "au |on entity “device

eXngghQQXE gﬁegﬁeoguEh@n@HEB%QBh %gtgﬁ %%vHQQPQ%%ludes

transmtted fromthe verification devic such t

the pthereadthentbeabi9BneBl tt}‘led%we‘éqfl%x%%tt@‘:ttshelnputted
correspondi ng aut henti cati on subprocess; and an

aut hentincathen aespensecandvhe ce@ntiygdeed ee. 15 send

back the specific context replied fromthe other

aut hent i casbi.onTert ety heeviica tdrcth &ntliegstdethesspeaididing to
context generated by the authentication entity device.

17. Theimulhenthcahponcenpirtiypidevi ce according to

claim1l, wherein the confidential information nenory

20 nodul e2h&§2RSPEPFALE wa&mwre@oﬁfq gtmaécﬁrrtﬂct the
Lo E BB Stk RUEI Ly cyplograpy ne
Senehghing MadulhechouRrl 36388 Y HCUY i Duenenci-
cation process transmitted from the verification device
such that the other authentication entity device
executes the corresponding authentication subprocess;
and
an authentication response module configured to
send back the specific context replied from the other
authentication entity device and at least the specific
context generated by the authentication entity device.
17. The authentication entity device according to
claim 11, wherein the confidential information memory
module has a private key memory unit configured to
store a private key in a public key cryptography as
the confidential information, and
the authenticator generating module comprises
a signature generating unit configured to generate the
authenticator as a digital signature in the public key
cryptography using the private key.

18. A verification device which verifies a
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25 authenticator as a digital signature in the public

key cryp;ography using the private key. 18. A LLOYD WISE

verification device which verifies a LLOYD WSE - 65

aut henti cati on process executed by each of a plurality

of authentication entity deyi:ces which separately
executes an authentication subprocess constituting

t aut hentj cati on process, the verification device
%%ib‘?r? TR RIS FEIFHAP oA b igbrelity of
verify each context using confidential information
?Lb‘gh?’%/tcla AHPR oY | et eF WhIF b rIRRI AT LY LRk egutes an
cqﬂ{iﬂentiaj i nformati on corresponding to the , '
onitS O T RRERTDTE THeS bkt fntiehe dethgptication

enerated by the each authentjcation entity device,
E%%%C%Srea SOt 5k C3 e TS B XTER ohs Fesht &g en g xt

therauthent cation subprocess and an aut henticator on
e Ye]{é%d‘tc?%ﬁeco?ﬂ%?ﬂt%u{%‘i‘ N predetersd fregcontext using
confidential  information. 19. A programstored in a
QAR Wi i MR kih LA e a e ded Hyh e eompidertial
the program being used for an  authentication system _

IR LI t5PBF At hrehtd @ Tt kqnt  ¢grresponding
devi ces which separately execute authentication _

afddentye lgutteninatatqron Wibhmasdeszontext being
constituting an authentication process, and a
IRR9HI A ioh U Fasc@uwtiat W@t faresentiey device, the
aut hentication process executed by the each
SRRthe&iteatt o Eiding dsaeE iatheprtegrtamof oM i si ng:
an authentication program code which is used in the
authentication subprocess and an authenticator on the
execution contents using predetermined confidential
information.

19. A program stored in a storage medium which can
be read by a computer, the program being used for an
authentication system comprising a plurality of
authentication entity devices which separately execute
authentication subprocesses, the authentication subprocess
constituting an authentication process, and a verification
device which verifies the authentication process executed
by the each authentication entity device, the program
comprising:

an authentication program code which is used in the
each authentication entity device; and

a verification program code which is used in the

verification device,
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each authentication entity device; and 25 a

verification programcode which is used in the LLOYD wisg

verification device, LLOYD WSE - 66 wherein the
aut henti cati on program code includes: an

aut henti cator generating codesd o- generate an

aut henti cator on executed contents of the

aUtheﬂhé@é&hoﬂhesHQ@%@%%%%a%%bﬂgpEQ%r%%nEb entindl ydes
information stored in the each authentication entity

devi cgp éu%ﬁ@ﬁtﬁb@t%an%E%rg%@%ﬁaEbH% ¢edghe generat e
a specific context pursuant to a specific format from

éﬂ@heﬂﬂl@gﬂbkC@hoéx@BQtEBecgﬁggHEgdo@oghgngﬁthéﬂq1EB%1on
verification program code includes: 10 a conmunication

§QQ§ré@e59ngggﬁg°9ﬂ§“@bﬁ@&b@ﬂt%@§hlﬁ@orﬁékggﬂagtored in the
devi ce; and a context verifying code to verify each

cephextenbheiceaebncant ¢xl, heinge.generated by the each
aut hentication entity device and received by the

conmupi 6aELQR c18030exINEREQQRE a%gg%d%ggg%gfg|%lm

19, wherein the authentication program cod

ée§§éc9§§caE&H@QLEP?EEQGan@”Ebt¥ %g¥b9?18ffggﬁat fFPm the

authenti cation enti devi ces rrses. an ove

authenticator Qﬁae£ﬁ5'89e8ﬁP89t80H€83£ tesng0 an

overall authenticator on a he speci ic contexts

US NG NGeERRELdeAbLAL LBLORTBELAN: n8h Lkl Specific

contexts el ng out put rom ot aut ent i cation

ent'tx 98%h88§c591oﬁ3é88éaEb°BpoBQttQSmﬁHEQ%QEE%%t M®h an

proce
external device; and

a context verifying code to verify each context, the
each context being generated by the each authentication
entity device and received by the communication.

20. The program according to claim 19, wherein the
authentication program code of at least one authentication
entity device of the authentication entity devices
comprises:

an overall authenticator generating code to generate
an overall authenticator on all the specific contexts using
the confidential information, all the specific contexts
being outputted from other authentication entity devices in
association with the authentication process;

a generic context generating code to generate

a generic context pursuant to the specific format from
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a generic context generating code to generate 25 a LLOYD WISE
generic context pursuant to the specific format from

LLOYD WSE - 67 the overall authenticator and the

all specific contexts; and a generic context output

code to output the generic - context toward the

verification device. 5 21. The program according to

Eﬁé'H%QPalﬂh§ﬁ€hQnEB§at@HtQﬁattﬁ@th@m Bpegs amcedatekts;
the each authentication entity device conprises a

sRgcific context verifying code to verify the
specific context inputted fromother authentication

entity geubees: cdBteze HlepRrogham accending E%ecb@mmrlc
19, wherein the context verifying code conprises

HSﬁtéMtnEOQQQS tReveLifi¥icgaERnCABYEXE  USiNg
confidential information identical to the

confidenti ghel E&egeehleece&dqgere%penqhﬁg1@onkm@eeﬁhakhe
i nformati on, e éach context being generated by t

§é€ﬁeﬂ§léHE98thEébkgﬁ eRhkt ¥rdedCeacR3autREnkhegrath
according to claim19, wherein the authentication

QE@QE?”HEQQ@eUESH Qs@E Ee§?5c9@§c éHB@@QE'Q@EhQang code
entity device of the authentication entity devices

COMPLL$ES #hEOY @éEfHEfQBHEEanlﬁ?§QQEétEQ%mC%Q%eko 20

generate’the specific context of the authentication

gALhLY 1 d8 &83 thQE eaebgcggpress a hierarchica

structure between ecific contexts associated with

depengenceng E r%HFE%%%&QQB'oQos%qgﬁgpq%s %%%Qelma%he

the specific the a thentlcatlon entit

98M£8§t'08k999§n5h%088985kb91ses a verifying code to verify

each context using confidential information identical to
the confidential information or corresponding confidential
information, the each context being generated by the each
authentication entity device.

23. The program according to claim 19, wherein the
authentication program code used in at least one
authentication entity device of the authentication entity
devices comprises a context information associating code to
generate the specific context of the authentication entity
device in order to express a hierarchical structure between
specific contexts associated with dependence of the
authentication subprocess such that the specific context of
the authentication entity device includes the specific

contexts inputted from other authentication entity devices.
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25 contexts inputted fromother authentication entity LLOYD WISE

devices. LLOYD WSE - 68 24. The program accordi ng
to claim19, wherein the authentication program code
used in at |east one authentication entity device of
the authentication entity -de8d ces conprises a context
i nformati on associating code to 5 generate the

speci phc copteytogiahhgcavt-henti eat ceaiantioty whde¥ii¢e the
in order to express a hierarchical structure between

sPecLht ecsonbEXbsogsaRcLaledudtlihidependence ehet he
aut henti cati on subprocess such that the specific

59@5@%%i@gtiBHeeﬁHEB?UHE@@EEOBfeBBEtXu@ﬁéh%@cb@@b%dgﬁtity
reference 10 information of the specific contexts

hoputted-bnpmiother capthentipabirARLeBhi hYsdeVheesy code to
25. The program according to claim 22, wherein the

yenttheat tra QFegﬁﬁﬁbCegﬁtgﬂﬁ 8k agkhgntheakiedtion entity
fequest code transmt an execution request of -the

guihentigabi-ger 13 BkPEESS, aaRdethecaythenticedkib@Re between
program code used in at |east one authentication

epLLtyidevubhect st hesaut henti GathoRepBhikY cedeV ¢8e
conprises: a transm ssion code to transmt the

gYeRULEPRaFeOHEShp2a kAt BECAt hakravhheRbedtri@Ncontext of
entity device based on the execution request of the

aythept heatken-pPLACEss isYChehat 1hheyakhekeference

aut hentication entity device executes the

99%&9&99@9hn8faehgeeﬁgea%& nc§H@e&@ge§§pu%@@da%5§m other

aut hentication response code to send back the

SREREREECGPILAXENEERYI 6dyfibam the other authentication

25. The program according to claim 22, wherein the
verification program code has an authentication request
code transmit an execution request of the authentication
process, and

the authentication program code used in at least one
authentication entity device of the authentication entity
devices comprises:

a transmission code to transmit the execution request
to the other authentication entity device based on the
execution request of the authentication process such that
the other authentication entity device executes the
corresponding authentication subprocess; and

an authentication response code to send back the

specific context replied from the other authentication
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LLOYD WSE - 69 entity device and at |east the LLOYD WISE

specific context generated by the authentication
entity device. 26. The program according to claim 19,
further conprising a client programcode used in a
client device 5 which transf &% -the conmuni cati on
between the verification device and the

ANt heptasat Eonagat hty1de¥t cCeneWbgeeinitheost k@Bt generated
program code conprises: a profile query code which

Bokenor ohithesci atheneaghitaugbentkcation entity
devi ce, execution environnent 10 contents of the

aut hepgi carh@npsdgpeACEssokeing def knadmi N9, t k@rther
profiles; and a profile nmanagenent code to store the

PoRbEL §Sngr gpki edntr gmptPaneashcautbgnt heat LReBRt bk¥ice
device in” association with each authentication entity

feYEger randedpsac RONEERuE P8t BndBEt Hechr ehkl @8 rWrtBation
which client environnment is conpatible based on the

§tosed prafthesautBéntThSLRHAYEAR GCAEGiBG, L0 claim
26, wherein the verification program code conprises a

prOfibﬁe§@§ﬁi%MgnglggﬁqepE%g§B%CEEHetQ%mB&Q%E%@ to the

client device, an the client program code

conpr ;sgsogigentielrycedaet @nhichusekkhe rawtinent ikeatinen each
entity devices having the corresponding profile to

SYEAULE; EBE1 BHE BRRLEGALEOR e SUBRERERESNDRAGY rORmERS
specification. 25 LLOYD WSE 70
contents of the authentication subprocess being defined in
the profiles; and

a profile management code to store the profiles
replied from the each authentication entity device in
assoclation with each authentication entity device; and

a control code to decide profiles with which client
environment is compatible based on the stored profiles.

27. The program according to claim 26, wherein the
verification program code comprises a profile specifying
code to specify the profile to the client device, and

the client program code comprises a control code to
cause the authentication entity devices having the

corresponding profile to execute the authentication

subprocess based on the specification.
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28. The program according to claim 19, wherein the

confidential information nenory code has a private key LLOYDWISE

menory code to store a private key in a public key
cryptography as the confidential information, and 5

t he aut henti cator generating ¢ode conprises a

signature generating code to generate the

aut hentg catmfe gSrogrdh Gdddrdimgnaidire dimn tie, pitHEdein the
key cryptography using the private key. 29. A program
Wingh deait ke rieath dna A FomReary, ddte Hasprogramade ngy
used for an authentication systemincluding a

Rlaticalyl tdpf rauthetd catdrar an idey devicembtictkey

" separately execute authentication subprocesses, the

ARG reRIH O s HHPIQERIS i) tifdighaddion, and

aut hentication process, and a verification device

whi ch ates | £ @sed thiec il heqdriead t oy ody asagsr execw ed

by the each authentication entity device, the program

G & S Y gefe e entd i afo geiermitengreodmtienticator as
generate an authenticator on executed contents of the
autdieyitia0atd iafha tsulpriocesse ysivlg d hecanfypderdiaghy using
information stored in the 20 each authentication

eid tpridemiceie specific context generating code to
generate a specific context pursuant to a specific

format2d r om theog@att henidlcadai wBhdréde lexezut@tputer, the
contents 30. The program according to claim 29,

farddieim S epnEdsifgr dd QM HASH cat idn systoaerialdluding a
aut henti cator generating code to generate
plurality of authentication entity devices which separately
execute authentication subproéesses, the authentication
subprocess constituting an authentication process, and a
verification device which verifies the authentication
process executed by the each authentication entity device,
the program comprising:

an authenticator generating code to generate an
authenticator on executed contents of the authentication
subprocess using the confidential information stored in the
each authentication entity device;

a specific context generating code to generate
a specific context pursuant to a specific format from the
authenticator and the executed contents

30. The program according to claim 29, further

comprising:
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an overall authenticator on all the specific contexts

using the confidential information, all the specific LLOYD WISE
contexts being outputted from other authentication

entity devices in 5 association with the

authenticati on process; a genétit context generating

code to generate a generic context pursuant to the

speci farc Jvrratl faorhdme caner ajdnemithieny icatorc@ngknerate
the all specific contexts; and a generic context

G pute reQde s Mttpida ttdre qgerdrli ahel Gpearitfexd dowarxts using
the verification device. 31. The program according to

il S idantihar ircfopdtsiorg alspetidf ispeeadriiextcontexts
verifying code to verify the specific context

iviuid et tfoaroeat erorawithant ixatheon ievadilogn edeniitgesievices in
using the confidential information. 15 32. The program
aneyddiaty dro wailtai md,aftiidhearca e dideg s cont ext

associ ating code to generate the specific context of

t he aw heiidciat | @nentd tyerdesd Cieng idody o8y denmexgress

a hierarchical structure between specific contexts

as sErieatied adrtte:depandanoe dfo tthe 2peautthentficcatdtorfrom the
subprocess such that the specific context of the

autdreritli catilemteintdttor dend dshd recll ludgsedife speritfaxts; and
contexts inputted fromother authentication entity

devi ces.glBrilhecoitogram @goor diode tto cdhwtipnt2X he generic
further conprising a context associating code to

genareatte tdwa r @5 specs i fti azoniteex tdeofidehe

authentication entity device in order to express a

hi er arxhi calhestprmed tare oetowdind HOYIRR M SE 29, 7Rurther
speci fic contexts associated with dependence of the
comprising a specific context verifying code to verify the

specific context inputted from other authentication entity
devices using the confidential information.

32. The program according to claim 29, further
comprising a context associating code to generate the
specific éontext of the authentication entity device
in order to express a hierarchical structure between
specific contexts associated with dependence of the
authentication subprocess such that the specific context of
the authentication entity device includes the specific
contexts inputted from other authentication entity devices.

33. The program according to claim 29, further |
comprising a context associating code to generate the
specific context of.the authentication entity device

in order to express a hierarchical structure between
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aut henti cati on subprocess such that the specific

context of the authentication entity device includes LLOYD WISE
reference information of the specific contexts

inputted fromother 5 authentication entity devices.

34. The program according t-0 7 a m 29, further

conprising: a transm ssion code to transmt the

EXECYEL nc5§99§§; aEQoEhgt98hﬁﬁtﬁ“&@ﬁ@ﬁ&@ﬁ?%ﬁﬁgeﬁhéty

devi ce based on the 10 execution request o

QHEH?HE&GQE&QH prosessektanspht trde fhE@MspBEific context of

verification device such that the other

@Héh§9£ﬁ§§££89t§gﬁiEMtggyi8§v§5€CQB§§u8Q§ reference

correspondi ng authentication subprocess; and an

§H£8fﬁé£§éﬁi89 Eﬁépepéei@g@ecgﬁtéﬁeg bapkttbe £i8m other

speciftic context replied fromthe ot her authentication

s&&k&xt98¥£g§ngggt§£ | gast cthe specific context

gener at ed aut hentication entity device. 35.

The pgggrag}]@icé?ggirgg\_ Eecglr@iigyzgo Whehigl Bot Neurther

confidenti mat i on neno code has a private key

ty,code to store a private key in a public key
%?@%?ggrﬁﬁhy as the confidential information, and the

authegtk%ﬁhg&éggggag%bag %%d%rgqu&kS%%eaegsdw%yg%;%equest

generating co enerate the authenticator as

SLOLha! oPhapaLHEBehl e (BHDLRE 1 KGY AGLYRLOGLIRAY USihg

€ private Key. program

%%QES?iEH ?ﬁéhggéggfn? Eygh%ﬂgﬁgi%ggiogep&%%@sgyt@ansmitted
nputer, program bei ng use or

from the verification device such that the other
authentication entity device executes the corresponding
authentication subprocess; and

an authentication response code to send back the
specific context replied from the other authentication
entity device and at least the specific context generated
by the authentication entity device.

35. The program according to claim 29, wherein the
confidential information memory code has a private key
memory code to store a private key in a public key
cryptography as the confidential information, and

the authenticator generating code comprises a
signature generating code to generate the authenticator as
a digital signature in the public key cryptography using

the private key.
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a verification device to verify a verification process LLOYD wisg

executed by each of a plurality of authentication

entity 5 devices which separately executes an

aut henti cati on subprocess constituting an

aut hentication process, the program conprising a

context verifying code to verify each context using
configgntigl infornat%on identical to the . ,
conf i dént i ‘al PTRF b et F8hSG8r s ng- 26288 nPPdeHR yhich can
ggf§ga tioqacorresgondinﬁ to the confjdentia

PR HRETEE THEPRERH coit eXfCPEFRP gERer afed B9Tt he

ga&hr. uth@ntigﬁtion entit% dgvice, t he. each cont ext
' T Ud! e TR U Y Br® cont BRE £1 %12 ¢ HeE hut rehit PR aPF oReSS
subprocess and an _authenticator on the execution
LETLIRS Bb1 1 preliet 6 T Foth 1 L G Fiarebt Taption entity
%nfornation. 37. An authentication nethod which is
SKECR B B SRAFATTY FeGittem it enehtaEion
devi ces which separately execute authentication
BB EO T et W M AT M TRt sedlpt e gdgocess,

constjituting an authentication process, and a 20
veri fTRQtF ORI ERAI SRR SR 19 THet 2% heet i EviRgncode to
r ocess xecuted by the each authentication entity

deVi e, SaHe CAUTENtH ST drPHetFRIH Eohpkr SRRt 52 i ng
C nfideqfial informatjion for verification 25 LLOYD
leei%élélqa 740 N HERerdah et obn evmadel aisi oy W hEen®ach
aut hentication entity device;, generating an
AR NN et orl P iGck e F oM it thethe confidential

aut hentication subprocess using the confidenti al
information, the each context being generated by the each

authentication entity device, the each context including
execution contents of the authentication subprocess and an
authenticator on the execution contents using predetermined
confidential information.

37. An authentication method which is executed by a
plurality of authentication entity devices which separately
execute authentication subprocesses, the authentication
subprocess constituting an authentication process, and a
verification device to verify the authentication process
executed by the each authentication entity device, the
authentication method comprising:

storing confidential information for verification
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5 information using the each authentication entity

device; generating a specific context pursuant to a LLOYDWISE

specific format fromthe authenticator and the
executed contents using the each authentication
entity device; outputting the,specific context using
the each 10 authentication entity device; conducting
con nL&a;i n m%th an external device u&in& the . .
VerTT AT bht TRVt % ChtCYerT I n eathc R ont EREN i FAGLon
the. verification device, the each context being
Pereratd b5t he each authentication 15 entity device
and received, by the comunication. 38. An
aut hePeT¢at F ohd Nt hddt BRBEHEREChyCRag ke RliEHeRP EGRF BNCE

ntity device which is used in an authentication
@%tae‘#’?%%?ﬁ‘%o% PIRPEPFESS ofS 1ot HehtFoat tdm Rt ty
devi ces which separately execute 20 authentication
Js‘h%%?%@s%%s‘}s% Bk nedEh cat ton sidpl beesentity device;
constituting, an authentication process, and a _
veri fIEAETdN "dedi BREGHT ER TeRFeXesPEReuALE heRt R caPPeRlic

rocess_executed by the each authentication entitg

e, Fie BRR rAntheni it detHed R retwged 2sontents

storing confidential information for verification by
%W@%e"%ﬁ i 2 A eRsR Eca iy WSE devisce gener at i ng

an aut henticator on executed contents of the

aut hePt tRaE F brd sulbprokesst Lsi o baxE hes Eoef Faeneaah

information, generating a specific context pursuant to
%ygﬁﬁﬁﬁxqqﬁlon entity device;

conducting communication with an external device
using the verification device; and

verifying each context using the verification device,
the each context being generated by the each authentication
entity device and received by the communication.

38. An authentication method executed by each

authentication entity device which is used in

an authentication system including a plurality of
authentication entity devices which separately execute
authentication subprocesses, the authentication subprocess
constituting an authentication process, and a verification
device which verifies the authentication process executed
by the each authentication entity device, the
authentication method comprising:

storing confidential information for verification

by the verification device;
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5 format fromthe authenticator and the executed

contents; and outputting the specific context. 39. A LLOYDWISE
verification nethod executed by a verification device

whi ch verifies an authentication process executed by

10 each of a plurality of authentication entity

devi ces which separately executes an authentication

b tituti . henti cat i , the
vert 17e5er BhTHE: Rba LbRBPTLPRE T ot ST o BREHCORBARERL Of
' fidential inf ti identical to the 15
B U o STt P PG GT oDk e G ori | et PR £ taential
iﬁgég tion corresponding to the confidential
[

nfor mati o, the each context bei ng generated by the

each aut hentication ent|t devi ce, the each context . .

i ncl udt'ng &%%%t?oﬁp%%h%b%tgo FEXt RV bRt Aeht Feati BRScific
TR R P o e e T Haek GO | e 58 o et D
and

outputting the specific context.

39. A verification method executed by a verification
device which verifies an authentication process executed by
each of a plurality of authentication entity devices which
separately executes an authentication subprocess
constituting an authentication process,

the verification method comprising verifying each
context using confidential information identical to the
confidential information or using confidential information
corresponding to the confidential information, the each
context being generated by the each authentication entity
device, the each context including execution contents of
the authentication subprocess and an authenticator on the

execution contents using predetermined confidential

information.



