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Met hod for installing and managi ng NFC applications
With pictures FI ELD OF THE | NVENTI ON The i nventi on
w0 edoanes9t o a nethod for installing a NFC appl PCEIB2009/050107
that includes a picture in a fobile conmmunication
device. The invention further relates to a Trusted
Metl&! for ¢stnagrimaeishy NB@ anlﬁbah@ng ®ikplcturty om a
Service Provider a NFC application together with at
| east one picture. The invention relates to a nethod
for managing in a nobile conmunication device a NFC
application that includes at |east one picture. The
invention further relates to a conputer program

LI | oadabl e into the nenory of a
FIE]SP&EUE&WB[ m Ne communi cation devi ce, conprising
sof t war & aeen A feld@iSo aQhetRI BN idsBlid @Nﬁtea%%h&ftloﬁ that
met hod according to the above paragraph when said

inclgtes d podtutiesn pumbda comenenticedevite | nvention furt her

bei g adB PBER ST B RS ST IE SIS STV AP ARG Apred o

recelVR Ttdr@ A 8ervidk Prbeld@b@woo&%ﬁ@a&mho &ﬁ@mn@s%&h&ure
I NVENTI ON There are nobil e conmunication devices known

whi ch cdhe Eivantiemiskajesde wirebochiy imgaging gue mebHe pgmmunication

Fficatian t he.. ARE(r) classic
deVl?eeé{h\ﬁﬁ% épg)zl\@/}(let ntﬁ% hau(liﬁélﬁg%?ﬁ Oc}llc%re%gl}ql “ors, a contact! ess
smart cahd 1ﬂv€nt<i)cﬁﬁfuaﬂhbﬂ’\1@lalté$ tb A@odputed ngZarfl peguerdiyectly loadable

range wth read/wite capability. Recently, secure
into ghegREPPY Ha OB BP R RS R DT RTBIEced ware

codé’]ﬁ&ﬁbﬁjé 3¢ e&%ﬁ@ﬁ‘%?ﬁlg %‘g% gf; b g%é dﬁ U&rﬁ t8 ﬂ{et d1oYe it YrahRWwhen

e use In no
said poortuanis cer oml:heot&wcees Wi th Near Fl eI d Cormuni cation

(NFO) Ciﬁabl litie Sai Fl secure el emeBt?s é‘é@ al so
known adh® BiysRiPTCaFgEn relates o 4 PRogriamabisdretifeaaiigption device
em?%ﬁﬂté@(todﬁ&éﬁ tHhloRlputs Ip?oér@rﬁ%k&ﬁ]cf fABhtforel tu@ﬂfe‘é%o@éc paragraph.
he secure elenments w Il now be explalined. Smart

(Menory extension) is a famly of smart cards that

' P Sem conductors for
BA(ﬂ?éEOEE@E ﬁ?@mé}ggﬁ%appl ications requiring highly
rel i abl gh&elatd inBhige cothinbiniestio ddvsel kiad Bl doftaBl mdmBry
options. Key applications are egovernnent, banking /

devipesrhavie, unidisi emenraelise ddaniifag ioand:- &db%uNHEARﬁémlmw family,

deveé%@eﬂstg/qg%gtrs; nCOn %%s%@t&%g%se gﬁn netéle 13.56 MHz

freqhefmbz eqretvath &ld/Nrﬁ@&@faBﬂﬁﬁ Resyntye ﬁ&urmabmelmm gavbﬂjban developed
Open PI atform and MJLTOS, The ability of SmartMX cards
Whl‘%hoarF TGRS AR FORAIO A BESEBINES AR B IR IeswPTHEN Y for the usc in

rnob%§ @%@%'aﬁﬁ Bitlct HIBITE S5nffin Fgé@&&llées W QIR H &8 Bnrhification

erating st em ena
(NFC) capabilities. Said secure elements are also known as “Smard Cards”. For a better

understanding a SmartMX device which is a leading representative of the secure elements
will now be explained. SmartMX (Memory eXtension) is a family of smart cards that have
been designed by NXP Semiconductors for high-security smart card applications requiring
highly reliable solutions, with or without multiple interface options. Key applications are e-
government, banking / finance, mobile communications and advanced public transportation.

SmartMX architecture combines coprocessors for RSA, ECC, DES and AES
and enables implementation of operating systems including Java Open Platform and

MULTOS. The ability of SmartMX cards to run the MIFARE protocol concurrently with
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t he conbi nati on of new services and existing

applications based on M FARE (e.g. ticketing) on a
wakovglogosbual | nterface controll er based snmart PBEr/mB2009/050107

Smart MX cards are able to emubate M FARE O assic

devi ces and thereby makes this interface conpatible

othewbdhta@Rys traisiadsiotthriobARImpleaRgicd biythd BSETQIsdrating. Sybeén enables
contactl ess interface can be used to comruni cate via

the comppiptionod aF Y sparees and a¥iptng aplistoarbassd onddBIARRde-g. ticketing)
on a%ﬁn_{éjet %&Iﬂ' & agé;gt{‘rﬁl%ilE%e& gtﬂ?\g E&rﬁ%ﬁ&nﬁ%@&%@ able to emulate

ena e easy | nplenentation o
MIFAR €laniie b ea@rdnd alperelat imakesys timoEac@nd ngadable pligt dmyrinstalled

sol utjons.including JCOP (the Java Card Operatin . :
MIFQ%SI% é,ﬁssué _ a5 gﬁe B%t?%e%“e‘ateféa? W@jeslég?d f%%’?lﬁgmcate via
any Whokdbol, BarthuBhgshe MIFARE Rbtot G sf%Df-deﬁ'i@f doM¥ctless transmission

I ncorporates a range of security eatures to counter

protoeds nert Y enadienthe kasytitrpddosenitition obBfate-SPheertmperating systems

t ticollisi th 1.1 SO LEC 14443 3
and bRt BES SR eiis etiGed REOb 28 i G STttty gnd offers an
optitfkel@aiuaIsY 8QUHcriWith HOM ARHACALL SMscCERVPI mARIX Hb&Poftes a

whi te paper outlining operator community 8'Ui dance for
rangg |9 seeaptysipgtuees tp apuntersmpgsurs] siecchiapngl ptackevike dPtfe P Aogtc.. A true

e L A N

simg@nyousBs Wi th nobile tel ephony, based on NFC
t echnol og The nobil e gﬂone w th a hardware-based,

: b
secure PHEHTHY 208KHF GYHeAOPEEPNEGRMEM BRISh e ieaiper
outhiﬁﬁg dﬁ%ﬁ 1 anrit:}l': %ﬁ%@ﬁ@é Fgahd QRSs s%ﬁ??agi%g}&?gee({ gRhace

us optim sing cos
devébepmuent ef Rabvle NHCG (Mead Fadld Epmnginisievs) erviceseMobily &ifCentdefined

servi,ce.. Var.ious different entities are involved ]
as theramDyk PR NP ARIGEY Ui Wﬁﬁb@e%g? Elabem, éaseéaﬂfm ¢ technology.
The RH6HIE FREnE wHE § hatdRRrdBRIcH 8o d8Y I defridy bk o BICC) can provide the
comruni cations and Mbile NFC services. The customer
1deakerygonimgeatsior NFShappNGitand. Teddl(b bitl wpECtheghysicdsard thus

.Mobi | t : . i d the full .
ontip Bieib] B Ssr U oL 105" ERG CEEEBERET © Bl feRurgppervice
VariBhQiifdesmt btittes aRdinN5iGed a1 thit M 31e NS c£6§sterhTBhAE fare defined

(OTA) transport services. Service Provider (SP) -

belopt ovi des contactl ess services to the Custoner (SPs are
e.g. banks

S BN LIRS OTRA SR by o
dependent, Myhile NIFEERYRSs. Thilctste@padbseribes to an MNO and uses
Mobile NFC services.
¢ Mobile Network Operator (MNO) — provides the full range mobile
services to the Customer, particularly provides UICC and NFC terminals
plus Over The Air (OTA) transport services.
¢ Service Provider (SP) — provides contactless services to the Customer
(SPs are e.g. banks, public transport companies, loyalty programs owners
etc.).
¢ Retailer/Merchant — service dependent, ¢.g. operates a NFC capable
Point of Sales (POS) terminal.
¢ Trusted Service Manager (TSM) — securely distributes and manages the

Service Providers’ services to the MNO customer base.
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Point of Sales (POS) termnal. Trusted Service

Manager (TSM - securely distributes and nanages the
W®E009i0es9Pr ovi ders' services to the MNO cust oneCT/DR29€9/050107

Handset, NFC Chi pset and U CCsManufacturer - produce

Mobi | e NFC/ Conmruni cati on devi ces and the associ at ed

Ul CC hardwirandsetREEEEChifR U RICU T € M an i egirees ph¥dtce Mobile
reader devices. Application devel oper - designhs and

devel ops t AREFNopinanie@®mapii¢as and drrsassocsiteth i d ihaedwash

Bodi d,l - devel | opal, standard
for Koy oRensbahnfsilisk - aiy PPN odeRiZ gt
conpat i bi | itpplieaGord @éveéldhed e\RERRIRIM dQEIoPEfhc Mobile NFC

applications and services. One of the key findings in
sai d whit eaprljserionss t hat Mobile NFC will be successful

provi ded that the Mbile NFC eco t i s steady,

P ovi di rfg. oaindargistiien BSERY of ERTo o, SAEREY gobal standard
efficient, (INFOMIBIUG iREreh RNty ObRkRbrd ddaphlibBiteehd future
Servi ce Manager. The role of the Trusted Service

Manager ( Témjelapsnang of NBCmppHeatione ard spgyiecspoi nt  of
Sey vi ce - i _ o
cust ore P BaL P EE L ANERE P CRECRBOACRE il v

succd eyl ppavd danthat tht edabiieINFracagaemng stoddyl pevidild VaudNFe all entities
application on behalf of the Service Providers. The

withingi andds cHiisicnp hptipEpdising 4 vev Frie of tha Javitedperyica Jdangger.
t he ser i ﬁ@% & 09 V| Provi ders’
exi sti nghgﬁ"sl? hgglé no %{ %aglrctglﬂ%%ntag%ﬁsﬁﬁﬁtlggf Dependi ng
on t he nat Panade thesikgle poeeds camdctSot thatSeons, Prohi@derkSaccess

can be managed by one MNO a consortium of MNGs, or by
i ndependenticrqustoast bascrthropgh theddNOsne nunber of

operating rmi/ﬁi{g%é the %g@lrgﬁ&b&l})ad%ﬂd ligﬁo?gfé%%’&géﬁ&t of the Mobile

nati onal nee and circunsta
char act er i diFCcapfpliadtivheondbchsi€otitie SHrdoePtosidetich as

Smart MX_cards is that they allow trusted applications
(al so KABa g%dwnpépgﬂelpat%&%@éﬁﬁnﬁﬁ@e@@ge Phibe sgivéee, thus

enSll.ié%ll bt iRAsdric@ PRRRAE e‘i%’f‘ig% 'Biuﬁﬁés:s HMbHERMCRot disrupted. Depending

nicating wth said seCure el enent to securely
on theamugealNrCketpekdcatd sonstiqrsothp disd can bkmnsaged by ont BANO, a

are in ed in.the secure el of the nohile )
con Dl T MO S bR iAo Rt STEAmafes: BE Mipher Ot operating
TSMW¥ih| Rk A vAB d8AdHd dnOth€ ARl Mb&eBn @ISR EduntttBices.
interface for the NFC appl ication. In order to

acconpl Astharagtosistiafturhel seghicelamentesughlae SmartheX cirdy és that they
alloxtg F@ﬁ%ﬁtsa%)%lgcfa%\lg%c(agg Ff<|tni8\():v%tais %&ﬁleitsnosrt"larluétgcg l\/hﬁlettgﬁhaea%eu InStalled in a
mobile communication device communicating with said secure element to securely manage
NFC applications (coupons, tickets,...) that are installed in the secure element of the mobile
communication device with NFC capabilities. The Wallets can be said to constitute a
graphical user interface for the NFC application. In order to accomplish this task the Wallets
are able to retrieve the list of NFC applications installed in the secure element as well as to
retrieve some information about those NFC applications. When a Service Provider wants to
provide a NFC application with an included picture (e.g. logo, photo, electronic signature,
and so on...) to the mobile communication, which picture should be displayed by a Wallet or
trusted application, the sizes of those pictures may cause limitations. A straight forward
procedure to install such NFC application with pictures is to send the picture together with

the NFC application. By doing it this way, the picture will be stored together with the NFC
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retrieve sone information about those NFC

applications. Wen a Service Provider wants to provide
W@ 20dB@@Eppl i cati on with an included picture (ePQl/IB200A50107

photo, electronic signature, gnd so on. ..) to the

nobi | e conmuni cati on, which picture should be

applétia€ih aythd s€ynr@clihbhtavhicl istd mehesl tppk vegtlimited ﬁlhﬁe This means
si zes of those pictures may cause | imtations.

that gher ity wilorsaarangsy seasq drad 11 eprmally artendedéo bNrr@d only for the
I t
ofT R L B N K R b O, e B BB RSB b g of limited
menvaay spatch én fhicatelre clstricht g0 Setmlrthei picaged thgethov with theeNFC
NFCapplication in the secure element whjch is
appltq%a?rgﬁ@t {Peygreithamieliges it & the seeprg SeEBinbuTA ghofimemory of the
mobllk €hihRintatibn HE§ITRITRY Mnssﬁﬁlﬁfontl@?@ ?ﬁhdﬁﬂ[)ﬁfﬁ{ehiéry space in the
intended to be used only for the efficient data of the
secuNFempmt wrblatqt bawagné. NppEribelcss, bibergi wirilamadetto finhingory space could
b gr obl g? of limted nmenory space in the secure el enent
C OPRSUS AL RYC tfwr?é pi ctures together with the NFC
application, but to store the pictures not in the
secure el enent, but in another nenory of the nobile

OBJESHND- S MOMA B /OE S HENN KENAIGNs oI ut ion NFC
I I
appl i cati lggeﬁ%ver g C&tlod t gf% Ide a thi ?&Bﬂgtﬁl\ﬁl{é a NFC

not be was €ss,

applivation yhas eiecsaubaht bee plomsaﬂﬁdmbyﬂm&muﬁmano@%%@ aAIEIEasted
SUMVARY OF THE | NVENTION It is_an object of the
ServigeMdaRagsh aracthod (r geanaging ithe gobge cpmErua|daion d%VleaNFC

applﬁo%ﬁl&:l Al iRhdedatedsp 811@@1@&1@“&1&1 9%%&8?‘2%1 e HhdHif dofhnfunication

e conmuni cati on devicé ervi ce
devibgnagaich the dbthadtaber dafmrdgbag draaeidabi | e

communi cati.on device . a NFC li.cation.that l.udes
at | east e 19 aeIlW%theaal%eCag%f%&ragmw e P o ihStalling a

NF@W&H&%hﬂHCIﬂ@é’S‘ & Foasl SheWikGR ih RendiiR AAUANIALGESN device
defi ned above are avoided. In order to achieve the

accomcrlipgm thdelﬁ\remedn alrosatsristictfbatarcsreteliuavified sd thet sach amaptizod can be
ncl.udes at | east one picture in

t
Chafgct %’% Itceg‘ﬁé‘?a%ft@gat% Yol e according to the

i nvent i anmethad ﬁﬁrtlﬁ‘gtalﬁh%ﬁ NFReaipliestict atihembeled 1ot Gﬂégilcture in
such a nmethod can be characterized in the way define

a mejuleopmnnagatips deyicerpeing gqipped wish as¢qurclempptGsuch as a SmartMX
devigP Rwﬂe?eqltl a?HlstteH %g]‘[)hé%iorlil dffs% kaﬁown a%%all%{] %vh%h d&ﬁ'ﬁa%ﬁé 2o applications

i on devi bein

is los®tedinethe kr&ibﬁﬁbomﬁiﬂ@ftaﬁﬁn dex&@WhMénd&l‘élrﬁﬁ&hod/\kt&ﬁlﬁisﬁs a
trusted application, also known as wall et,
manages &NFEETHisH IPFRAdsTaYhich BrovileathedNF G apmgaﬁ%ltxaésmmmg the

NFCCQ@ TG AL ARACH G8. éﬂj:l%rtg'a'”r_ @ﬁ%} FRIBVSES corftfol
v:'lce E’r O?/I dler pr owrﬁdggs t he %ﬁ% appl 1 cat F%n,o °

installagions of NF Crvqpphd:mnohlﬁﬁ thp pidbﬂabd)mmlmtmgﬁd)m éevivd;t h t he

picture t vi ce I\/ana whi.ch contr ol

st al | 86 T NsE ap Bl S SRS Hie it i the NFC
applFAIHR Rk Al tH@pféﬁlYé Qﬁd transmitting the NFC application together with a
reference to a storage location of the picture to the mobile communication device;

at the mobile communication device, installing the NFC application together

with the reference in the secure element and retrieving the picture by sending the reference or

information that corresponds to said reference to the Trusted Service Manager requesting to

download the picture from the storage location to which the reference points;
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at the Trusted Service Manager, separating the picture
fromthe NFC application, storing the picture and

wo e@n®dnisbt i ng the NFC application together w tPCHIB2009/050107
reference to a storage locatign of the picture to the
nobi | e comuni cati on device; at the nobile

comuni g@tht QhustRM @ eice Munh@dr] progesbing tiN-Cqagpldreatinad of
together with the reference in the secure el enent and

pictyrg oy ifefghing thapictyrechirem dhgpsfogan incaton weicaed dydheefgence and
dow&ﬂl&%%ggt‘tg‘?ﬁ‘e &Bﬁ'ﬁ PhiGTeandsidpesal d reference to the
rus ervi ce nager requesti hg to downl oad the

pi ct ur eaf themobiie cstanagetibodati¢ed whto revhiviy thh@icture processing it

reference pol nts;at the Trusted Service Manager,
by 1&%&%@&?@50& K& request for downl oad of picture by

fet chi ng, Llagr @1 Lhidb e e BBt B&iRHALSAE WiGATIuRd Service Manager

i ndi cated by the reference and downl 6ading it to the
accombibg It(eth@mmmnon; a]uarmﬁermmf@aéureaaretmewde;bm that such a Trusted Service

onmuni. ca devi c n |V|n he picture

Margp B b Sharmieg ot R e VR RRa R E R 3o Pl 1 or der to

achi eveat ﬁ%st@@JS@ﬁi‘iceQﬂﬁﬂlafg%ﬂbé@%)H&pteﬂ tbRe@ivErfusth@&ervice Provider a
Service I\/anager according to the invention

NFeppligeticay tosether Wishatleass ong picpird o spdrasothe pagturs desim the NFC
apphcréH&Il %g st%% %%ﬁ tl'l\l/‘% nt? sr%ﬁ r‘Ehegl% ]T"_regg[afé‘cgatt]g{el Irt%gegl 1tthhal reference toa

ned

storatgel logtion aﬁtheqmtt@rerts ¢l msbﬁer @mauhedtioncRvide oaﬁ'dde I‘prdi:eN:ﬁequest
application together with at |east one pictur

of ﬂ@ apelilerce mmpanigition deeice qurﬁomw@aﬁhmét@dppﬁu@aw@ﬁted tb&s the reference
by f?%%ég el'}ﬁctﬁfeciir&lﬁ?h §8ra %5 s inlifeG G ¢ feker&?ctela ?dtowreﬂoadlng

her wth a referefice to a storag ocatlono
it to phectnobiée ¢omnrine catmini degiceonmmuni cati on deV| ce, and to
process_a request. of th nmuni.cat i o ngw ce

r
for dowHl ¥48 Brachigee e iﬁ%g‘f‘ Pé‘g%ed“ﬁ & methpd frmaspeging in a

mob¥ chBhfRidadod B&iR! SN phli&MohNRat A RY Gt |BG Rk %'[bture according
I ndi cated by the reference and downloading 1t to

to theotwdngoe ohmmtermw foatude wicqeovited s et such aamﬁhmi\/cemtuae
h a. nmet hod for managing in a

t, .def d
Char%%ﬁl?ceéi IB R %%kﬁog?fe]@@’v RaL1S3 'NFC appl i cation t hat

i ncl udeg, ﬁ&thb@?&tmeﬁﬁgm@hﬁblﬂlﬁcﬁnl@féﬁﬁﬁlﬂinlitﬁtlbﬁ) dé¥1€e a NFC application
i nvention characteristic features are provided so that

that gnedurles aleest oac wﬁlrg@oams@gt erized in the way defined

2 g Irr?r\llJvni %:62? fdoev |a (ﬁ[é gcf,p %g?{l%ﬁ h\?“h a%ﬂﬂ? ?%:tllo%dtogether with a

refe@hcd @&sgtm@gelopat@dwf&he ploTPE bSi RYencoeskvarsiog of therpidure;
Trusted, Servi ce Manager. the NFC application to

th
with a Metdingfbe NG @péle@mgt@gqt%?fafﬂﬂbwe affciches &%@bﬁ{nethe mobile
comﬁi"y&f’caﬁ&ll 8&5:19@ ggrtl\éﬁlraﬁ% GH a%fecﬁrg S| e‘ﬁ{ lé & as' 2{1§1111?I11W?€Vt1&e0f the
t ocally 1n

Icatr n toge her wt e re erence
mobilh eonmhm[cmtlon device, and retrieving the picture or re-encoded picture by sending

the reference or information that corresponds to said reference to the Trusted Service
Manager requesting download of the picture or re-encoded picture from the storage location
to which the reference points;

when receiving the picture or re-encoded picture processing it.

In order to achieve the object defined above, with a computer program product
according to the invention characteristic features are provided so that a computer program

product according to the invention is directly loadable into the memory of a programmable
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comuni cation device, particularly in a secure
el ement, such as a Smart MX device, of the nobile
w@orpamisgnt i on device, and retrieving the pictRPCEIE2009/050107
re-encoded picture by sendinggthe reference or
i nformati on that corresponds to said reference to the
moblle UsinetdinRarivi aevidbarRigRmprBiigedstiag caspbaris @r geh@rming the
picture aor re-encoded picture fromthe storage

steps @%@ame%m ACARAINE o thednycatian sAER syeipprdict | wom geeloyicag

th

e T e e o
comeaminfuatien dpriagicordaigadubd inaeatamdiongprises ztrhzmthmeteald gdnunit and a

chara teristic features are provi ded so
nﬁf BIOCHEYa SPHPBELRIOS5HR: E@&Pﬁg%%dméo %ﬁ‘\ﬂiﬁf’? Bifag@ph.
d' rect | ypl QRAGDL S Btk fead¥BRRUYY toPfheBnvention provide the advantage

progr anmabl enobi | e comuni cation devi ce and conpri sing
that §©MmeRreVld@delr®mabiedrte infisall welrfl‘iﬁ@mmglcah@lssmelps poturain a mobile

nmet hod accordin v ai d .product is
compaof AE e vrris ey TN EE R orEvsy BisSyfs Bty bSnstraines.
AnofiRf | JAQEhtAROVE th@ pREsest areRIME iTot | i€ aHeWEUNWalbI @ other trusted
devi ce according to the invention conprises an

appligatiom memagmgd?jl? applicatipng) 0 despoyye astrprocedopes phote, clectronic
I | e
mgngtu{r"reg légrlcg p?’l 8£ %Elaq\clll%’@ Ca%o?i hreg Sthg 6%%?1%8 de%crlbes a way to
avmtihendﬂlgeta)t tmnnmbﬁwddelrmhﬁcaaﬁnamv&@etﬁehpicuﬁe rwhedeissuing the NFC
PrOV|ders are enabled to install their NFC
appligghen.c SPEUHE wilth Bepipemanent Htefagnl suelhnishiirgaty othe mobile
| ]
comﬂﬁﬁﬂcﬁﬁm& gg{él{:ér gf%;[?a!élbﬁl iaaﬁ‘f (e;[‘r[a%g gﬂ\f e‘{ﬁ? g%g&ﬁ 1nt%t118§{ ?gggdlrt] WOprovides a
plctmmvmmiag@nent$y$tbmtto inbanaf¢ pivkures (medizee th{nge foﬁdmstr D de;sdndﬂhg on the

l'ication managi ng NF lications) .ta dis
hardiafs opsqrviy? r?“é’gfém%l%‘ﬁcﬁ%ﬁg BioGilE eBRmiselan £ 88 Gfgexample, t
avoidQeRiing large dﬁl@t'hre%% B NYCrRBi piecelvath a GHEN BgLen)t Di' s
|nvent|on escribes a way to avoid sending to the

nobi | e dberrspeiisaefiond above eed furbepasptas ef thkenvensiguaregpparent
NFEC a I|c |dL | so er man
fron (5 i BB rtp ko B it PR RS Bh eB TR bs<ith reference
toﬂﬂ@&&g@knyehbg&gkmer advant age of the present invention
is that it provides a picture nmanagenent systen1to
manage pi ctures (reS|ze change format . ..) dependi ng
BRIEP ﬁlfhecﬂ%%@f& I 5 gA\Mﬁ\‘fé requirenents of the
nobi communi Cation devices (for exanple, to avoid
S e n d i ngTha Ifrgientﬁhlﬁ‘ivﬂf esddsoritedNE@dre ldetal hpretagteivith réference to an
screen). The aspects defined above and further
exeraelﬁléfcqr%b%iﬂm@rﬁeHPweﬂéﬁm B HIVEREOT, 39 lippited fQuthis gremplary
embEdSIERt ary enmbodi nent to be described hereinafter and
are explained with reference to this exenplary
enbodi neiy 1 sBRYEFsMEBERE Bligtin QFa TikiEo DRAMJNGEN Them in the
wi.l | he des ei nafter

cont:%rgt;/ %ﬁé@b‘ihé ARventign L em eldgeec{j ar{dnthgls)trelgs gfe tilg Inleth%%raccor ing to the

present invention.

DESCRIPTION OF EMBODIMENTS

Fig. 1 shows a schematic diagram of a telecommunication system, ¢.g. a
Mobile NFC ecosystem as disclosed in the above referenced GSMA white book. The system
comprises a Service Provider 1, a Trusted Service Manager 2 and a mobile communication

device 3. It should be observed that the numbers Service Providers 1, a Trusted Service
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exenpl ary enbodi nent. However, the invention is not

limted to this exenplary enbodinent. Fig. 1 shows a
waehemspr di agram of a tel econmuni cati on systROT/iB2004ES0107

context of which the invention is enbedded and the

steps of the nmethod according to the present

Marlapat€ Btain® A mEPHSCR U Hiddt O JEMBEIN NENASWHI 4 lirhited q\hﬁ Sarvice
schemati c di agram of a tel ecommuni cation system %1 Al
C-All

Providqud promenpgreatescnily eapebile C@m%%aé@nudﬁvwé Vithihe Qver-

O R By Ry bR E oo DR B TRV g Mgpose

Servia(iSIMS )somites) adfdroia desmhpeci3networksdmd udiekldss sexbfoes et NFC

t ha e nu s Service Providers 1, a Trusted
SCIVIggS- Wég n&%f SATEHIRE QUMD 1T VCBH G DE AT 09eddRythe dobile
Netwdrkl Gt Wll&ﬂﬂﬁ@ﬁfustgage%éemﬁﬁagp F OVb&&luniates with the mobile

conmuni cates wi t'h the nobile conmuni cation device 3
comyjuaicatien Gracs 3 ie-aai Ove(r{BhA)Als etrvicc ©f a pavicdédwbyk @perator, ¢.g.

ShogRiatis Seror-dbepeney® Ler BRE LS iRt bty TR Toisdsapvice
Mand8&iViK a2dehpWier Bk Sk, %ﬁéh/asctﬁé Int8rn@k, WH{Eféuﬁﬁfe\ﬁré&'@ﬁred Y
term nal s for ca i ng out NFC services may be
tranginiov Pl eienpl tSHéTT/B%I)I | e Network Operator. Sinilarly,
the Tr ugh et AL b 66 NROAGS A COTMYRL,CAL st ANANFC mobile
nobi | e conmuni cat’i on devi ce Via an er- AT

phorse Itdoagrigés DsdvRi dlendieéwatiikh pemamnory, deid. wih@ihnced security
Message Ser vice. The Ser vice Provider 1 conmmuni cates
featygps that lpas 1tproygy UNPIEtiNAlP AV a Bty seourgiclement 6 ipigdvaptageously

con@&?ﬁ& Sﬁ%ﬁ)@&e\ﬁ&ethb%%{ &?éprﬁ%gﬁf)]% 1ﬁt@§a%rcﬁ3ft1%ﬁ§ &hartMx

ta transm ssion protoc
devicefsmmmomqtrise rndgpii@ecdpromysoes gid dneblcambplegienedioast apd&lEtﬁlg

It co ri ses secure, el enent 4 whi
SYSt%{“%r%lﬁE’udﬁ“gdfévﬁ‘ Pacifing éﬁﬁ}iﬁ SERHE Fl GWH?‘E&W%@ ﬁ%%ﬂmaln NFC

applt@fohd @o@W¥hs CRIRK! &b ) AR breRR¥RHed ﬂ_}hﬁle%%ﬁHEeePl%kfﬁi@F PUTHE mobile
I's advantageously’ configured as a ‘Smart MX devi ce t hat

comnmyuocauﬂrp dévges hrodrttiiph e tiusteé pprlzetiapWiondso kdaantamwallet, which
I t d
mangg e B R EHER R B BRe B S o P ERE e Brmged

appldaMen @ﬂ?[sadbllent@ rSY RV € st ofNF G 8FHcati® safRMeddnitife secure element 4
adapted to contain NFC applications (coupons, tickets,

as wetl @s o xefriave spac prigunation dpgut thescdsFy japeligarions. Heaquentlyrifes trusted

applggg{arill A I? r%é&i&?&s‘ aO%‘ %ﬁ XAI %ger 1nt%9fn % §a\1&§ I\fFrd'l é?‘pg)%gatlon

oW~ as
NFC applincatiwasi.t.nhé avhadfithe ﬁlell@ﬁﬁﬂlﬁl&nleht&ﬁﬁiﬁvwé 3 requests
Particul arly, the trusted appl i ion W is

(AR) pp (65 Scm 196 Repvider hER ng@ﬁhé%fqnof?ﬁgp fhes lalﬁqalé%fi inrhlft mebile

PR TUSTEDS W APNIE B TR SLEHE 9B s i
requesteAR bystrefing to the Trusted Service Manager 2 the requested NFC application APP
which has an associated picture PIC. The term “picture” as used here is not limited and
comprises €.g. a logo, a photo, an electronic signature, and so on. The Trusted Service
Manager 2 separates the picture PIC from the NFC application APP and stores both the NFC
application APP and the picture PIC. In a preferred embodiment of the invention prior to
storing the picture PIC the Trusted Service Manager 2 re-encodes the picture PIC associated
with the NFC application APP to fit the mobile communication device’s 3 hardware and

software specifications (e.g. screen size, image format ...) and stores the re-encoded picture

PIC’ together with or instead of the original picture PIC. All the aforementioned steps are
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application W. is operated as a graphical user
interface for said NFC application. An end-user, i.e.
wo b@oowser of the nobil e comunicati on devi ce BCT/IB2009/050107
requests (AR) fromthe Servicg Provider 1 a NFC
application APP to be installed in his nobile
repr&RATE ih atdroningd ®vircQtivg hayw g AN<Bosapabid. iltdifsenti@age devices
Service Provider 1 processes this request AR by
6, 7.capasedgor 801{%&%1\[]%(5 arplicatien; ABP padh hyarctpre HE and gy g igencoded
pict B B e L e R0 A RIS AL ) Eeh b e
showdd éurthenpe hetesd ehay theapittogomemophddvice 7asoudd Betandiguoed as a
Signature, and so on. The Trusted Service Manager 2
dedigtpdipAv g LT el ct ure PIC from the NFC application APP
and st oRggt, BRUTHubEE SHFfccMBldoERd HaRiRRhEREC fiplication APP
picture PIC. 1n a preferred enbodi nent of the
togethev enthi aonfeperico R Botoghostorage idvetign cff the pidRIr€ Pl Ger Theusteecbded

.. Servi.ce nager 2 re-encodes.t icture PILC . .
pictizg LA B B PG R e 1 S AP i3 Fsizeg i the picture
PIC BP Biel r8-cHRE50¥H i e PO HENH i§ BoSscht dAhEWRHA: e mSR{chMBH &evice 3,

specifications (e.g. screen size, inage format . ..)
but fgnthegnemerf hap beqnercpleastisathpirefeignec REE coggwonding g the searage
i: he oridina i | .
local b ER B e 8GR xRl el Mhfter Syt omgaers Bpe
refefc@t @R ERGambé oovfAurddSinFo@mof anURILY Unlfoéth fRfees@0d Letatsrage
devices 6, 7, are used for storing the NFC agplicatLon

APP and Wlse the NFGrapppratiog ftfiFols reqsevedat sceefily Gomepytgation
devifl g SROTEL LY Beker P PRHRR 1 SR ORTE g e RETRE KRy e the e
applidaiopiAPPUTe beeninstylleitHeaaeofahe b bie comnfuhgati@ddasces3 can start

dedi cat ed server or the.like. Next, the Trusted )
the s a@aﬁ%wag locafsdi i Qb eomiREnigatn, dexfos o gt list of al

NFC 898 ns Whdt Rrain§ G & BNEE e didnifte GHRHAEehd F}I?r‘é%'t E4hmple
of the picture PIC or the re-encoded picture Cto
onlytdeptamish¢ RF€opplicitoatARRY. device 3. It has to be

orphe! 163 8L R BOERHT 8,5 B e RIRRISH vt o

NF(CpMdicieA PR (sudB b 66pli2atidititld, @pplidAtoaRity Nass ReRRAs the
repl aced by the reference REF corresponding to the

refergnesy REE t¢ theampplention piaturg 1€ i9e the retaneedogameinsg fev Whemthe
T \i [4:2. f

s bR B BB SRR D8 BRSO e o

pictire @aC OF ye-ctbded pilorirdNPIC dpganide aiid @fer&Re REF (e trforedioat

the nobil e conmunication device 3 it is installed in

. . it ,
COTTESRRNGBE tf & ETArrERRC BHEKgdhh Brustp ServipreMppgast & neaucpmg download
p | | ’ )
or R IR ORGSR DERT ) SR publer 2. e
TrudtdieSdrvigs Meahaggd dnsatisahis dbwhbadtreghestrbyniesdinplthd @cture PIC or the

i ti devi 3, to..get i st of |1 c .. .
re-ci g pietit B RARS B SRt iy OnR kel ahplipaiipn WL has
recefiell WY ﬁ@tuiré"Pltd;%)tﬁé ?@%d@&(ﬁ@ﬁk@PwliVWﬁp&Eﬁh@ﬁ ohnBe MNeen of the

appl i cation APP).
mobile communication device 3. Further, the trusted application WL has options to store this

downloaded picture PIC or re-encoded picture PIC’ so that it has never to be downloaded
again or, alternatively, to download the picture PIC or the re-encoded picture PIC’ every time
it is needed. A third option is that the trusted application WL only stores the most frequently
used pictures locally and downloads the other pictures each time they are needed. If the

trusted application WL decides to store a picture PIC or a re-encoded picture PIC’ locally in
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15

The trusted application W. is also able to retrieve
information related to the NFC application APP (such
wa@sgooappispcati on title, application validity . PCY/IES09/050107
wel | as the reference REF to fhe application picture
PIC or the re-encoded picture PIC. Wen the trusted
the rappild @dirm@ficalonr®Raick 3aberd Hain tHRsdNEEwvagpirt€mbmon, Ak in the
. conprises a reference REF to a picture PIC or )
internal pReHERf tht Bbie coppmupicatigindpyiqen) @ ip 3fsepB e aquEry dgyice 5,

. . . ; . £
cg b RARY LG KLORARIM AL B, 38ifl: PELFLARGPubIthe il re-
encddeé pitetuPE’ Ph Geantckdad nfomoey andexdstqaic ddrgerepiBufes PIOm tHeeseparate
Trusted Service.Manager 2. The Trusted Servi ce Manager
memory qevigs W@a%%ﬁ%a?&weea@é%&aﬂw fil% HYptRg 2R @amlz:ﬁﬁr B
respbisib1 ForltHENTFE- SPRELHARA JAitaleylig @cdﬁt f9hd RBLAE é@hﬁwﬁniﬁgtsion device 3.

i
“application W.. "Once, the trust'ed application
Thisrrespeinyibdity ercpicedntgden i€ loby & heatmeg-asroeoBed picture PIC

It shiglg . lr{)l[oée%i tﬁ%t:,{ﬁ% %l%ﬁvgg(gg}tggﬁcf %rhE?e &lnlt%atétiﬁfsggfegrialh%r than limit the
invefith, a6 tHa@ tholl sNBSd PRhé BASVill Bc 3bRIE dbS ndRYRk@aHRY
picture PIC or re-encoded picture PIC so that it has

embpeigents; withsait departiesien theysdone of thegppendad clajms.yn thelaims, any

.0ad [cture P or re-e d | Ct. Pl G
rerel RO R b Bl s X hi R G EPSRREE DTN fos . The
wordl I'¢ostigthirad plotCadticRelul¥ theprdschdcasfaterhdigs omstdpsiotieg tieintthyse listed
) used,fictures | ocal |y and downl oads the other pictures
in a gl thedelily agficde reedean” recading 4y enen dapprateacludnthe

| . o . -

presficet85 AABRURISER ol I A linfticBRARSRHral moans,
seveal ol éresé tneemnmen bosmbdidtdvee dind arekethorsame iterapdberdward Ade mere

internal nmenory of the. nobjl nicatioon device 3 . .
Fuct fat Feytin Bipsen 5 Freiies {1 v By datorgnt &?p%%cﬂadw dpgy et indicate
that A cHBBRANGPb LML ALK fc@inc? bOLLMo RUGIHMLRS 1S Lo store

the small reencoded pictures PICin the 1nterna

menory and to store larger pictures PICin the

separate nmenory device 5. Summari zi ng the above

expl anations the trusted application W. is responsible

for the NFC application pictures life cycle in the

nobi | e communi cati on device 3. This responsibility is
represented in Fig. 1 by a rotating arrow B. It should
be noted that the above-nentioned enbodi ments
illustrate rather than limt the invention, and that
those skilled in the art wll be able to design many
alternative enbodi nents without departing fromthe
scope of the appended clains. In the clains, any

ref erence signs placed between parentheses shall not

be construed as limting the claim The word

“conprising"” does not exclude the presence of elenents

or steps other than those listed in a claim The

indefinite article "a" or "an" precedi ng an el enent
does not exclude the presence of a plurality of such
el enents. In the device claimenunerating severa
nmeans, several of these neans may be enbodi ed by one
and the sanme item of hardware. The nere
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fact that certain nmeasures are recited in nutually
di fferent dependent clains does not indicate that a
wa@ormbiomEpi on of these measures cannot be used POT/IB2009/050107
advantage. CLAIM5S 1. A nethod fgg installing a NFC
application (APP) that includes at |east one picture
CLAIRIE) in a nobile comunication device (3) being
equi pped with a secure element (4), such as a Smart MX
device, wherein a trusted application (W), also known
as wal l et, which manages NFC applications is |ocated
in the nobile communication device (3), wherein the
nmet hod conprises: at a Service Provider (1) which
provi des the NFC application (APP), transmitting the

NFC a [ ' Al L 0ge r, W-1.h. '

1570k KB AT AROEPEr D TRED] BLUREIGR Diast one
pictura $P1) li@t intybile fcolNhfunégapbh datice(33 being teheippabivite a secure element

communi cation device (3); at the Trusted Service
(4), chag erSmatMX deyice ot hergintarersidapahieatiop(W L plspricaoien ppeallet,
PR NP TRl L e LG i o) i
the methed emopri{eREF) to a storage | ocation of the picture

(PIC) to the nohile, co i cation devj 3).; . at
hobi ] e CohMTHESTGRT LU Bish payy oo G MFE b fianh P
tran@RIRidCAE NHT {pHBAtIdQAE P &S gect NithRBe pRiugE BNES td REfktddBervice
the secure elenment (4) ané;retrleV|ng the picture
Man@@¢r@R) whichendirely instedlatied ef NA€appREFpnom the frobite communication
d{.thﬁ}‘corresponds to said reference (REF) to the
VITY gted Servi ce Manager (2) requesting to downl oad the

pi ct ur eaf R Qrustddoseriioe Menagaqe), lsgﬁadtingnhé Pictid EICH ABm the NFC

reference (REF) points; at the Trusted Service Manager
applicayion pARRe stering thermictpsd B¥s) anddrangwitking thy MHC pprlicatien (APP)
oxeELQuleEELEDRBES 1 PUSHULEE Dol RAIL 198 89501
comdomitatiadinged @G)t o the nmobile communi cation device (3);

at the nobil e conmunication device (3),. en receiyving
the pi cBUPeMopIlEroBPYREaEohdcyice Gy 1%@?9%% application (APP)
toge\;\ﬁﬁp Ligahd f%@er(elwe)(thd% ) in' 1he sPEREDOEdnARt (Q? %d%ﬁiévﬂl%:ﬂg@ bBtde (PIC)

erein the Trus Servi ce Manager (2) prior
by seitdomng thg refheenps REK )eor (foGhatiogr thacmdespontls toosafd tefdrbrece (REF) to the

nopi, | e. ¢ ni cati on device's (3) . hardwar
TrofGRbried MR e s Pt S i b3 wl Rl Pl Wom gstorage
kxmﬁ@ﬁﬂﬁ&h@ﬁhﬁn@ﬁﬁ&uﬁKREF?@HH@;fe'enCQdEd pic;ure (PO
together with or instead of the original picture

(PIC), ainbe diryséast Servine Maahgard Ak orqcRBMg the raguestdeindaygdoad of
.. 1o i\on ©of . the re-enc icture (PIC) .3 .The nethod
pieey T2 Sh R B E b Sy o R T 8
refef®88d (REF) and downloading it to the mobile communication device (3);
at the mobile communication device (3), when receiving the picture (PIC)

processing it by the trusted application (WL).

2. The method as claimed in claim 1, wherein the Trusted Service Manager (2)
prior to storing the picture (PIC) re-encodes it to fit the mobile communication device’s (3)
hardware and software specifications, such as screen size, image format, etc. and stores the
re-encoded picture (PIC’) together with or instead of the original picture (PIC), and directs
the reference (REF) to the storage location of the re-encoded picture (PIC’).
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conmuni cati on device (3), the received picture (PIC

or re-encoded picture (PIC) is stored locally in the
wordlogosgeonmruni cat i on device (3), particul arl yPer/1B2809/050107

in an integrated nmenory of the nobile communication

device (3) or in another nenory device (5). 4. The

nmet hod as clainmed in claim3, wherein only pictures

(PIC) or reencoded pictures (PIC) of NFC applications
(APP) aPelliamribad ghelainede chim luaredpimd. eyhsran a4 the grobge
comfPuBledib Ele TR .3 MRGRERpiphied (NE R Lo ABE b fird B3 € stored
locatlyp gethh eiobalic tch matuniicéish doviec (8)cpauti@il{rBl her imars@pgrateEmemory
the pjcture (PIC) fromihe NFC application (APP), to
of t%%?@iemanﬁm%% depredd) ardn ﬁl}%ﬁﬁ%ﬁl%mqrﬁéiemﬁ&S)-
application (APP) together with a reference (REF) to a
storage location of the picture (PIC) to the nobile
communi dathometied kg ela(ndd, inatdmt o wheneresly pigteygs BYC) of re-

th bi_ | IL.cation.devi 3) .fo ownl oad of .
encqdtg pfRes PACORT G Rt EREER (6P b vuPLp BRIy A eg prutiple
timeket ching the picture (PIC) fromthe storage |ocation

i ndicated by the reference (REF) and downloading it to

the nobil e comrunication device (3). 6. The Trusted

Servi ce cl.ai ' .aj i . .

Co' 1 eendond T Syfts MibREs o Buft Rt 8 PRALRY S Service
Prowrde@\(1 e NFClapplicatioh i APREtogeidet @itk ani@idtionablobuie §RNI)Ct®' sSparate the

. (3) _hardware and software specifications, such as )
pictue (RIS fegny the kg geplicaripmt AP to, stefs dhg RicyfQPdCY. e transmit the NFC

appl{[%%féglg fj?lgl;e)ﬁg gétg%ré{%ignr &e %(f%?a&(;e’o@%ﬂ (?(%' % WgHﬁg g&t;calttiﬁtz bead p‘?cfture (PIC)
to theeficr eroenf{uRidatioh detibe (31 ordag@rdmeesat teqnesodf theenobile

comBI PR L8 P U Fisal e BT e iepRTRaET Bfcrence (RE)
by fcgtgtlﬁﬁé Attt P OPRSmahe L6ASL 1QB80PINAldIR thyRhQloference (REF) and

nprising: receiving froma Trusted Service Manager
dowpapdinget tNEE mppilé canmomcitAPRlcviasddt. her with a

reference (REF) to a storage |ocation of the picture
(PIC) or a re-encoded version of the picture;

i nst al | bnphd TRt SeaRd MamddeP s (1ARRY ih 0Bgh Febeink hlaptdito re-

ref erence %REF) locally in the nobile conmunication

encaglevi pietuiedPICpaeeivefremithe ervige Sevides (&) terfiie pabile such
com iy RaBOT 45 M LB b AR BRI, E2h)a8 Sreen size image
fornta€-cd) and edstpicahélfeeer(cBl€d pibyirs@n0hHnggdihe withf @riggiefl of the original

. (REQIQ;)M i nformation that corresponds to said
pictyrg (Ri@nad to kst the raferancry (RdiFa p Besiarass Ingatioger thepp-encoded

. i ng downl oad of the picture (PIC) or re-encoded
plcug?g?%?% (PIC fromthe storage |location to which the

ref erence

7. A method for managing in a mobile communication device (3) a NFC
application (APP) that includes at least one picture (PIC), comprising:
receiving from a Trusted Service Manager (2) the NFC application (APP)
together with a reference (REF) to a storage location of the picture (PIC) or a re-encoded
version of the picture;
installing the NFC application (APP) together with the reference (REF) locally in
the mobile communication device (3), particularly in a secure element (4), such as a

SmartMX device, of the mobile communication device (3), and retrieving the picture (PIC)
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(REF) points; when receiving the picture (PIC) or
re-encoded picture (PIC) processing it. 8. The nethod
wa@sooghgiseed in claim 7, wherein the received pPCL/B2609/050107
(PIC) or reencoded picture (P|£) is stored locally in
t he nobi |l e communi cation device (3), particularly
or r€biidagéd pidtua(RIATagr eheidg timrererel (RAE) sidfdration that corresponds
comuni cation device (3% or in another nenory device

to s yefergneerifERye hed rasicd PervissdMansgen @i Fragestipgalonintpag if he

. i : i - f

i A0S (LB EIRCPAof L U5 L R e
(RERupdings] e tinmes. 10. A conputer program product being

directly. | oadable intp a ry of a progra le ..
mobi | e YORMATFLARS BR PESYF 2@8@} re-e&ﬁa% gﬁgﬂﬁggﬁﬁ \Rgpeessing it.
code portions for performng the steps of a nethod
according to clainms 7 to 9 when said product is run on

t he devBcEhe méthad esofpunat ingtagr7amhgreod thetreeesved| radtwied PIC) or re-

encdgBa TP BT Pt B SBTBR B e BPSh TS R uricutany
cith&Qivah aRelaRk@ @R af IR MSBlcTBMMRIMidaibA detige MR h€another
comuni cation device (3). 12. A nobile comruni cation

menguyidedc¢ @) wi th an arithmetic-logic unit and a nenory,

bei ng adapted to process the conputer program product

as claimed in claim10. 13. The nobil e comrunication

devi ce asTigd mttod as tlaibhal ifclazm & eihaeeie ol ipiutis (RE) ar re-

NFC nobi | e phone. 14. The nobil e communication device
encoglgd @IC&FT%@IEr? o Ni(rpppdications I APRY Arsrstaspehiyhan By grceused multiple
time€! ement  (4) such as a Snmart MX device for storing

and/ or executing at |least parts of the conputer

program product .

10. A computer program product being directly loadable into a memory of a
programmable mobile communication device (3), comprising software code portions for
performing the steps of a method according to claims 7 to 9 when said product is run on the

device.

11. A computer program product as claimed in claim 10, wherein the
computer program product is stored on a computer readable medium or is downloadable from

a remote server into the mobile communication device (3).

12. A mobile communication device (3) with an arithmetic-logic unit and a

memory, being adapted to process the computer program product as claimed in claim 10.

13. The mobile communication device as claimed in claim 12, being

configured as a NFC mobile phone.

14. The mobile communication device as claimed in claim 12 or 13, comprising a secure
element (4) such as a SmartMX device for storing and/or executing at least parts of the

computer program product.



