1 DEAD ON DEMAND DI SK TECHNOLOGY CROSS- REFERENCE TO
RELATED APPLI CATI ON [ 0001] This application clains
priority frompending 5 United States Provisiona

Pat ent Application Nunmber 60/455,501, filed on March

18, 2003 and incorporated fully herein by reference.
TECHNI CAL FI ELD OF THE | NVENTI ON 10 [ 0002] The present
invention relates to conmputer security, data

security, and protection bf personal privacy, and nore
particularly, to a systemand nethod for permanently

and generally instantaneously destroying data

cont ai ned upon nagnetic data storage [.a upon the
occurrence of cer® n°ﬁ50m91%d]?‘tﬁaﬁs esire of

the nedi a owner/attendant operator. DESCRI PTI ON OF

THE RELATED A j i t i

publ i ci zed YZEK%%/%%%%%%%ESP aE%ﬁ%ber%Egﬁgd\:/%ﬁfdgl | en

un re and nore rutiny, f.or thei bili 0
sei‘fﬁoé'ﬁ&héﬁor eaPRry'rcﬁ‘gg%ncr i‘%/]iacig'ls anar%%rr‘?f%iyden%%% popending
data.. The,interven hay, n a 4Gl 1 S

i nt[%‘igsa‘p%‘iagre Ster :Bgrggé%fﬁ{aﬁ. theﬁaft%rﬁrgn of A%P?ggééait%{l ac k?q umbex
andsohaski s, Sakhane wERAONS, A oBeaindN dnicBrbbrateak erully
of products that are 2 repeatedly shown to be flawed

at Hereimasyreltyrémieel , allowing information to be
accessed, destroyed or published openly.

(4]

TECHNICAL FIELD OF THE INVENTION

10 [0002] The present invention relates to computer security, data
security, and protection of personal privacy, and more
particularly, to a system and method for permanently and
generally instantaneously destroying data contained upon
magnetic data storage medlia upon the occurrence of certain

15 events and/or the desire of the media owner/attendant

operator.

DESCRIPTION OF THE RELATED ART
[0003] Starting with the highly publicized Y2K event, computer
systems have fallen under more and more scrutiny for their
ability to securely store business critical and confidential
20. data. The intervening Srears have seen a dramatic zrise in
‘computer terrorism’ in the forxrm of virus attacks and hacking.

Software vendors are reeling in the wake of products that are
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The fastest growing crine in the United States i s now
“identity theft'. Virtually unheard of 5 years ago,
this 5 "technical' crinme relies on the easy access of
informati on such as social security nunbers, credit
card nunbers, bank statenents, etc. on a conputer's
hard drive. [0004] Wth per%onal conputers now
reachi ng near saturation' |levels, nuch of this type
of information is now stored in 10 person

coepratadly whiowvh &fbp Flavwed 3y the me&Pééglh’ohe%?l't Htowing
05 ot S O i AL o Gilrgs cponty.
"Bhor RATIRRE AGTRBLRS ad LBBOUNE nEhe | LR | SRETES nif oV
2o 5  DhePen IRt PO Rhe el P pUeb oo, s
RSSO U] bl Tl Lntormacion

bysipess. é&iimSt e&mﬁg Wnbekkt t | &e@f t Nl Mimbers, bank
t A€ B

ornmati on becone avail abl e to | aw enf or cenent

OL+ WPLRént 4,0 et cPabhYa Widnputé®” § e @rivat ent . [0005]
I n"many cases, users of personal conputer nmay have no

hf@g?fw e ﬁé{@o@at c.?l[ﬁp&lfgy:sai A6H Fralchehl h?ﬁ'a(i saturation’

: : ecatse of caching prograns and use o
GQ0kh S

o' mubh IGF ©6STBRR LBAT 1AiresRSt D VAST auw Wtbred in
pages, |ngPEhing 3 uni ntended popup-ads, etc. may be

SpRrgenAl ‘cbﬁ?l?.@éﬁé y' wii@aSofféselstbbyeoki trid eprotection of
control over this data and it may contain

this data. In addition, the proliferation of digital devices
such as cameras, and digital communication such as email, mean
that more and more personal information, as well as accounting
information is now stored on the average home computer. So
prevalent is digital storage that virtually every search
warrant executed now results in the removal of all personal
computers from the target residence or business. In most
cases with little or no effort, this :Lnfo‘rmation becomes

avallable to law enforcement or worse, to a party with
criminal intent.

[0005] In many cases, users of personal computer may have no
idea of the data that ‘ls contained on their hard drive.
Because of caching programs and use of ‘cookies’, it is

possible that pieces of various web pages, including



text and inmages that do not pertain to their nornal
use of the Internet. Under |egal scrutiny such
materials may be 5 potentially damaging. [0006] In a
recent Massachusetts Institute of Technol ogy study,
several hundred conputers were recovered froma PC
recycling center. The hardisdrives were renoved and
with very few exceptions students were able to
retrieve private and 10 confidential data about the

Phﬁxhgé*édéaﬂggipga t-gQQPQtLB%AaQeﬁaegth [gcogRimedriheareas.

i npor tance security for many years but

f%gg@i hho8 9frils PeRBtEMARAS NOlis Ty thH | Dt MY contain

vi abl e solutions for keeping data away from
| RbkHOSAE - 1rfdldLhbY, dOUSIH@RIEa1AT Bb CERe DAl ri@ILNYsd Sof the

. “firewall' technology and internal security profiles
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WrheBragt. as ARG I QRigalgasekeehsy s, sudsumiaterisbd may be
only authorized parties have access to specific

i pheenvidnny damagipgoyed correctly, such technol ogy
can be effective but it is rarely enployed correctly.

Opooo6jair ¥ hasient MEYSHEMAlettsUOnStDtuEs &P Tchnology study,
i nformati on being stolen, published or destroyed. In
S@@RersRShandihed pesfmiteatowers ertovendd bfitomtai 8Cj wstycling
as often an existing enployee. [0008] CGovernnents and
midentary or §hai Zetidondritesul Wehaveamowedgraut eyitheagry few
for data security, yet they appear to be no 4 better,
orxgestitny wekedents emered ﬁggﬁ c&eporrgtirda¥e TReivate and

recent story of m ssing notebook conputers fromtop
s€epgidential data about the previous owners.

[0007] Businesses have recognized the importance of data
security for many years but recognition of the problem has not
resulted in many viable solutions for keeping data away from
intruders. Currently, businesses protect data using
‘firewall’ technology and internal security pi‘ofiles which act.
as electronic gatekeepers, insuring that only authorized
parties have access to specific information. If employed
correctly, such technology can be effective but it is rarely
employed correctly. On a dally basis, newspapers run stories
of information being stolen, published or destro.yed. In some
cases the perpetrator 1is external but 1t is just as often an
existing employee.

[0008] Governments and military organizations should have the

+

greatest need for data security, yet they appear to _be no
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facilities indicates that these organizations suffer

many of the sane problens as corporations, only with

data involving 5 national security. Although the

exi stence of | eading edge " secret' technology is a
possibility at certain governnental |[|evels and
installations, for the nostypart the vast majority of
governnmental data is stored on the sanme type of

systens used by major corporations. 10 [0009] The

d mental _ f of u f r

b?éé%lt%pf %‘i: néyos%‘i'lﬁ rwolg'ggp . P?%EQ'P%% n%ﬁ%ﬂ %E§P€@§tions. The

er f ormgnce ~an el'i- abi _ ers a
q I d | J a r
SERREHE T of TG IR, R e R cop secret
t RN 61 8EEXT khYs AR | thdloeiddel Nk gand¥aeeEAR NbuPfed Nany of
Internet and the rise It has givento virus 15 attacks

anghehagdfle prolemse st tepdriaesensf f 8AL§, washpaatai Ravolving
to the probl em described herein, is mainly encryption

an@ativaal Oyecieang. f oraTigicighna-Héat exferdnivat ¢f Teadioly edge
be recovered. However, both of these approaches are

f 'awedet{ OQtHRoXddholighaecpoeyibildty s2ta dexpdin tguvieedmental
data security 20 technology, it is not approachable

byl etvied sauadagdestaliaitiens, ufer. tSecoost parer echies wast majority
known " unbreakabl e encryption'. The encryption
ofdfergaverpmrntabsdbtacdy mEoyedkon fthey samyytypee of systems
United States government as Mcrosoft provided the
gBRREChRENE2] oF taprporasierskey. Other forms of

commerci al encryption,” such 5 as DVD encodi ng, have

b 4800 Bk edevplopmantale £rcuso f oisoBRitey maaufaekeyers has

community. Lastly, comrercial and private use
been performance and reliability. Computers are gquantum levels

faster and more reliable than ever before. Recently, the
focus has started to shift toward security, mostly due to the
advancement of the Internet and the rise it has given to virus
attacks and hacking. The result of these efforts, as pertains
to the problem described herein, is mainly encryption and
various means for deleting data so that it cannot be
recovered., However, both of these approaches are flawed.

[00010] Altﬁough encryption is a highly touted data security
technology, it is not approachable by the average computer
user. Second, there is no known ‘unbreakable encryption’. The
encryption offered by Microsoft can be broken at will by the
United States government as Microsoft provided the government

with a master key. Other forms of commercial encryption, such



of encryption, especially those above 128 bits, or
where the governnent has not been provi ded keys, is
under scrutiny by 5 the United States governnent and
may be nade illegal under the Patriot Act. Levels
bel ow 128 bits are generally considered  breakable'
by the hacker community. [08011] Another recent
invention is the devel opnent of "data eraser’
softmare which is intended to make deleted files 10
" URE eDPN CERBOE®INAS HRld RentlorAbRed ewitle EXE¥BNEMSno problem

data that is created and stored by many applications,
espgcitht | Hadkas econnfitdltyl, Ng Hase1int ebmeérclde Sid i®@iGMte use
of these products vary, and although sone are capable
of of epputystiomgCidspecial by tlhose gmivel lLdsatbidey or where the
cannot be recovered, nost are cunbersone and 15 tine
cogsvenmgnito hase ralr lhémn guerdgedc kgyet erisuserder scrutiny by
Mor eover, such prograns nust first be initiated (tine

5 dobhe Wnited apsepegovernmenti and gravirke tWecéﬁcéag@l under the

gnm rmmMmrto initiate the program
BREASE Adte privyradid RedovhddE Pike ars ﬁeﬁeaﬁhly considered

pegfor s functions 00012] Accordingly, what is
neeHEEPWQP g dQVlEQ?Eﬂﬁ?HﬁEt% ty. *qui ckly destroyi ng,

Eﬁralléylnstantaneously and MAthout i gnificant
YR oReceRtt al @mtaﬂ%di%ntaestd%rvgéepment of ‘data

nedlun1 ,such_as a hard drive,' upon command or so
pr BTATRA or RO FRLS i gHRtchoydft mFﬁ&‘ge""ttTé’remPEeadﬁé@Be‘i files
10 Ol g BEOPTRh VAL L e R B SRS B enee
de§§rgf£éé¥h(§n&*§¥E¥E§ ﬁ§ many applications, especially those
involving the Internet. The efficacy of these products vary,
and although some are capable of removing specific files to a
point that they cannot be recovered, most are cumbersome and
15 time consuming to wuse for the average computer user.
Moreover, such programs must first be initiated (time does not
always permit initiation and the computer may not remember to

initiate the program) and secondly, the program must have time

to run and perf?rm its functions.

20 [00012] Accordingly, what is needed is a device and method for
quickly destroying, generally instantaneously and without
significant user intervention, data contained on a storage

medium, such as a -hard drive,” upon command or some pre-

determined trigger event. Thus, there is a need for an
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data storage device. 5 SUWARY .OF THEI NVENTI ON [ 00013]
The present invention is a novel nethod and system for
destroying data on a magnetic storage nedium such as
a hard drive. At |least the data contained on a
storage nedia is destroyed upon the occurrence of
certain events that are 10 @ither initiated by an
operator or autonmatically initiated or triggered
wi t hout operator intervention, all generally referred
t drkpafseveNt efepefenthe 966 UBE £O6EL v A&y £¥€Nhnd Akethod for
activation device coupled to a reactant reservoir
caexemnant r eact aptrethevanllet cata dedtrvatied of Oat hgnetic
magneti c data 15 storage nedia, thereby destroying at
| ebdta shersgerdaiidet.a and perhaps the nedia as well.
The reactant should cause- a neaningful reaction with
at least a significant portion of the surface area of
the data storage nedia to an extent that the data
storage area on the ¥MYARYeONEHELIINVENBIONE! |y a
3net|c 20 region or layer, is affected causing al
of00Q13] st eremegh idaeatbowrisd mavel dedthost @mnageystem for
device to become irretrievable, thereby preventing
f ides§ ravingadata r om benagnetriat rytoredeametonm, such as a hard
reconstructed. 7 BRI EF DESCRI PTI ON OF THE DRAW NGS
[ 53Y8} THRSelgAgtother dasat woasained a@rak agberage thedia is
present invention will be better understood by

_réiﬁal Rg¥¢%he YROM ofihPig OHELAPPER!I @dscPeptaih, eﬁ’&REﬁ that are

eg%hggrixﬁtlgéggaégeg%rgkerator or automatically initiated or
triggered without operator intervention, all generally
referred to as an event. Upon the occurrence of an event, an
activation device coupled to a reactant reservoir causes a
reactant chemical to be distributed onto the magnetic -data
storage media, thereby destroying at least the stored daba and
perhaps the media as well. The reactant should cause a
meaningful reaction with at least a significant portion of the
surface area of the data storage media to an extent that the
data storage area on the storage medium, typically a magnetic
region or layer, is affected causing all or at least enough
data stored on the data storage device to become
irretrievable, thereby preventing files and data from being

retrieved and/or reconstructed.
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5 wherein: [00015] FIG 1 is a block diagramof a
devi ce incorporating the present invention; and
[00016] FIG 2 is a block diagramof one type of
magnetic nedia, a standard hard disk drive, nodified
with the technol ogy and 10 net hodol ogy according to
the present invention. DETAFLED DESCRI PTI ON OF THE

I NVENTI ON [ 00017] The present invention utilizes the
inventor's ternmed "Dead On Demand"” (DOD) technol ogy

to conpletely eBRIERAbESERIPTIONS SFLTHE tRMITIR a
recovery. It is"the absolute rast word I5 and only

PFOOBMM FhddeNbrf A%eNTRathles SahdSAMHANRULS dO the present

use, can be invoked frompractically anywhere and
WOIrfenitAonS @€ 0Ndbe FHa®EBri GniéV&iocd NBLOrd4 1HOMIEE following
software, and it wll work even if a PC or other

deddtea leant dieBCRUpei S ,Or agtkenedidg@thert URvieR Oftheat drawings
the tine. Its conpelling advantage is 20 that when
usdttredhsol utel y nothing can ever be recovered from

the hard drive or other storage nedia. [00018] DOD

t O0OMBIoBLG.I 9 tiwe aulblioBRt 81isqtdit icdn a Keddta $ACHEPINAting the
because it offers the one option that no other storage
prohisent8indemsionshiand i s the total physical

destruction of the hard drive unit itself. Al though

t Hpe0tajrrucf 2ddwaapbbbektdiagrasn of emey eypenofenagnetic media,
situations there is no other option. A.few situations

wreer gtaritsrd ihsirdo ddskedrapej omodDfie@OVAILBT Edatteechnology and

protection include: 1) an attenpt to steal corporate
ormethodology according to the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[00017] The present invention utilizes the inventor’s termed
“Dead On Demand” (DOD) technology to completely eliminate the
possibility of data recovery. It is the absolute last word
and only permanent line of defense. It is instantaneous to
use, can be invoked from practically anywhere and works in
seconds. ‘There is never a need to upgrade software, and it
will work even if a PC or other device containing a storage
medium is turned off at the time. 1Its compelling advantage is
that when used, absolutely nothing can ever be recovered from
the hard drive or other storage media.

[00018] DOD technology is the ultimate solution in data security

because it offers the one option that no other storage product
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governnment secrets by a hostile force; 2) an attenpt
to collect personal information about a conputer. user
and his or her activities either by another famly
menber, crimnal, or |aw enforcenment agency; 3) an
intrusion response if a user's 10 credentials are not
submtted within "X" attenpigs; 4) an intrusion
response to inproperly dismantling a stolen PC, 5) an
i ntrusion response when the DOD protected device is

oy M or PR 48 B Yo DR el Mt b (oD e hazd

DQi2- vec MO sWREKS inlth¥RgS t BIgES - £d3inl Y8 &’agi';ﬁgﬁ: ction is
is operatively connected to a reactant reservoir

C oj¥vairiei, NGnacef €0 ¥itueheshs dnekd 1B do étthleoPtion A few
trigger may be activated by a GPS device 48, cellular
phatmatdvhee whbre| thefeells @@MBthegalop®lordsd for- COMPLETE data
receiver circuit 32, trip sensor 20 36, trip circuit

2@ roedtdonk edrodarde : corangh 3att&papondtin@GtedONcorporate or
activation of the trigger, the reactant chemcal 10 is

i ijoasragenht ccecrefianbey B2 béstilwmar dottceve Dr anheattempt to
data_ storage nedia containing platters 14 or other

stHdgstdeereenal wWhidrmatdpasabolet dat eorputent eiselreand his or

platter(s) 14 itself. The 9 reactant chemcal 10 is
ditsFeradd v ﬁiSﬁcﬁiﬁh%nhEr appikher fapidyi feer, criminal, or
p rcentage of the drive surface area is coated

er$ rﬁﬁ@e%r?%%%on%h k| nkrvsdopy eapPaSpy 1§l p user’s

pf%%%PPg ﬁeﬂgt[dﬁg?g¥t%%ré'e Qresﬁgl|%tﬁggggs, 4} an

intrusion response to improperly dismantling a stolen PC; 5)
an intrusion response when the DOD protected device is being
removed or moved without proper authority; and 6) prior to the

normal disposal of the PC.

[00019] DOD technology works in two stages. First, a trigger is
operatively connected to a reactant reservoir 18 containing a
reactant chemical 10, Fig. 1. The trigger may be activated by
a GPS device 148, cellular phone device '40,. Internet
communication 34, RF style receiver circuit 32, trip sensor
36, trip circuit’ 26, and/or keyboard command 38, Second and
upon activation of the trigger, the reactant chemical 10 is
injected into a' chamber 12 of a hard drive or other data
storage media containing platters 14 or other storage devices

which stores the data or onto the platter(s) 14 itself. The
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nozzles 16, Fig. 2, are fluidly coupled to one or nore
reactant reservoirs 18 by neans of chem cal supply
lines 44. The reactant reservoir 18 is preferably one
or nore pressurized canister of approximtely 2-4
ounces of reactant 10 chemi cal 10 having a wire nelt
fuse 20 or simlar release gdevice. In the presently
known preferred enbodi nent, the reactant chem cal 10
is atw part chemical that is stored in two

CaRatt8he LBem©BEE UbI QLT @fhpd NRLCHY eBhsh OF tnté%neg that a

canister 18 are either m xed 'or sprayed onto the

sribaseicdft V\Féféiari’d%@é Wi | t¥E Xd2ek PEEPPR-ACLIYL is coated,
Typically, on small quantity of the reactant

chrendeaindOthe meedede tompletellpVBnbPé@WeraRde by all known
approximately 20 cc's of reactant total is enough to

r éedbnobodmar d di sk unrecoverable in 15 m nutes or
less. In the preferred enbodi nent, the reactant

C[ﬂDﬂMIInl@hEOprssedﬂﬂJyOkﬁdwﬁfpfﬁmr%@r eRBbJILRSR!, VQ:'nE or more
18 to provide finer or smaller particles, whi ch aid

adbezles tl6,t hEigedia saréaCﬂ.ulc[lgooedded ekot "éhe or more

reactant chemical 10 is applied to the data storage

deepceant heeskrwedrer 16t foyr mianha siforchgmidaYi eappdy i Bines 44.

rendered i noperabl-e due to the viscosity of the

r 888t afeagcbantheneeetvalld prid/ents ngpréferardy Wdriee or more

heads from noving and/or due to the reactant

cﬁEﬁ?%‘é‘F’r%Pd' neanlistgr #f |anpyoxdmetely f &cd owficesheoflateactant
ge de; ce 14. A short tine later, at |least one

@Y aylr DaFAngh@ e Fellkl fuapd 28t Imasimidar release
d éﬁ%‘? : it F;@g | th og:ereosfens: g Iao%s prgfoérgszldl yembodim«ant the
reactant chemical 10 1s a two part chemical that is stored in
two canisters 18. Once triggered, the contents of the
canister 18 are either mixed or sprayed onto the media surface
where they will mix and become active. Typically, only a
small quantity of the reactant chemical 10 is needed. Tests
have shown that approximately 20 cc’s of reactant total is
enough to render a hard disk unfecoverable in 15 minutes or
less. In the preferred embodiment, the reactant chemical 10

is deployed from an aerosol reservoir 18 to provide finer or
smaller particles, which aids adhesion to the media surface.
[00021] After the reactant chemical 10 is applied to the data

storage device, the drive or other data storage device 14 1is

rendered ineperable due to the viscosity of the reactant
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physically destroyed due to the chem cal reaction.

[ 00022] Although many different reactant chem cals 10
may be wused, several have been initially targeted due
to their low cost, general availability, and m ni mal

toxic nature. One 10 reactant chem cal 10 that may be
used is 10% CAN + 3.6%"' Hgg (Cerium Ammonium Nitrate
/ Hydrochloric Acid) A desired characteristic of the
reactant chemcal 10 is that it should be corrosive

epREAcd D Ir@‘tdfre eﬁfiﬁjfsﬁt&.n 'ii9w§9€& 'l];éa&?g lf%o&ﬁé%ing and/or

with and cause destructi on ofa one’ or

Vahe0ods #Re | AyEESangN ch@ﬁi&&ﬂi\ﬁt*nqelsctﬁgagSt”E Loy ShdClurface

only s small quantity of reactant chémcal 10 Is
nedeHe adgtsi SEsrddee devaast aat chegheat LPm@ensfdd ! Yat least
will tend to becone |ess reactive or even inert over

aoB€00t Peré Olhywdrs idTe theamiekioni AREELY Sndiosk SléHstSCBhe data
there is mniml danger fromthe 20 reactant cheni cal

1®tmpim90ﬁ50.ﬂftm mmrﬁy@w&apyﬁdanﬂagﬁéfﬁi: layer, are
magneti c nedia. [00023] Di sk drives conme in external

aplY s inadriyadeatseyds idue hodthe ichewdeglngesdtzes,. al | of

whi ch can benefit fromthe present invention. The DOD

t BOR22) dyyhaigh heany edififerententéadtart Nelientiballsi Md efay be
to single drive installations, or even to just hard

dr$ed desversl haverdiedne 3apl|ctli4aédlyt dargetedediueesoatieir low
other I|arge scale storage systens as well as CD ROM

st agegnRRral avﬁlmmgywﬁndnmmdrtom amak@®.  One
pqukeboxes - commonly used 5 on | arge networks. The

RRTANG FPERLFBH LAnthAt il Resciped is 108 CAN + 3.6% 'HCL
(Cerium Ammonium Nitrate / Hydrochloric Acid) A desired

characteristic of the reactant chemical 10 is that it should
be corrosive enough in nature or designed to specifically
react with a‘nd. cause destruction of one or more of the various
layers on the magnetic storage media, Since only s small
quantity of reactant chemical 10 is needed and since the
reactant chemical 10 generally will tend to become less
reactive or even inert over a short period of time
(approximately 8 hours or so) there is minimal danger from the
reactant chemical 10 escaping from the enclosure surrounding
the magnetic media,

[00023] Disk drives come in external and internal assemblies and .
in varying sizes, all of which can benefit from the present

invention. The DOD technology of the present invention is not
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with other presently known or developed in the future
technol ogy that stores data on magnetic type nedia.
The external devices connect to a conputer or storage
devi ce using standard known nethods such as standard
USB or FireWre port 10 24. SCSI interfaces are also
avai | abl e. [00024] A storage nedia incorporating the
present invention typically includes an interface 26
such as a standard PCI interface card 26 coupled to a

D@Bmiredd f k6d s'iﬁ?ﬂedﬁ'kyee 28nstdEat 1UnRN, T RRE fon itb bPidt hard

internal and exfernal nodels, 15 includes circuitry to

| dretbacRvibkl. ONe Qlay"Met APPIGRN Y rafd i 4éid¥d and other
devices, as wll be explained below, and to provide

t hargeqetaléestoigpersytgmal as0 w1t GRPUD-ROMY 3kBLage media,
type of device 20 opening the reactant reservoir 18.
Thecitdipe rcDRIanidc €DRY drdved smdb€Da ‘pukgbdxed arcgmmonly used
applications of the 20 technol ogy. Both assenblies

hate Yalrges aretwogksof Sthenderebenteainvessioandacarmllse be used
configured with the sane optional features. [00025]

Théthr esther i mearsnddyi nkhades ar budéveliopedechar gbbel efuture
backup battery 30 to invoke the destruct sequence to
1?30{3%‘?¥@f?ﬁénﬂ=¥l?tarﬁc¥°§éﬁer%ﬂﬂay PRAstaTngiéoudivpedeBediys  The
magpeti c. data storage nmedia and its contai ned data,
e\?gEeFIFaJc HieHees Coagﬁ‘é‘i- Hor COmPYtRRi 0R Fonage device using
at%ached ig?gomere down. Under  nor nal ogeration

né

n the
uREROGRTY FRa dr GehEsh 3EaBIREANEER | B Bdrepire port
tBg. Fledf Qira8b8C e MG 8Vh fibie.

[00024) A storage media incorporat:l;ng the present invention
typically includes an interface 26 such as a standard PCI
interface card 26 coupled to a DOD modified hard drive 28.
The interface 26, in both internal and external models,
includes circuitry to interface with one or more trigger or
activation devices, as will be explained below, and to 'provide
the requisite trigger signal to a stoppe'r or valve type of
device 20 opening the reactant reservoir 18. The stopper
device 20 may also bg a pump in larger applications of the
technology. Both assemblies have the same set of standard
features, and can be configured with the same optional

features.

[00025] The present invention includes a built-in rechargeable

backup battery 30 to invoke the destruct sequence to
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[ 00026] There are various nmethods for initiating the
destruction of the magnetic data storage nedi a and

its contained data. A "~blue-tooth' or equival ent

device and an RF style receiver <circuit 32, which

will correspond to a renpote transmtter, may' 10 be

used to initiate the procesm of destroying magnetic

data storage nedia and its contained data in one

enbodi nent. A security layer may be specified, |ike

t lrermagedtly gaicdiggendpally taspaRv@MdodiiSi 8stroy magnetic
depl oynent. [00027] The renote transmtter 'typically

h&2ta stareoe fredialantr dabsniceostaineddddtyei € yihash@ pPC or
range of 200 feet. The renpte transmtter may have

t W3beri gewicputpombichait nist abteactsidnils ge@relly down.,  Under
depressed for a set ﬁeriod of tinme in order to

i fMate PRRrHiihres$heorunddr nwadht | gramnd pgeeer aftgm the bus
i nst ant aneously destroyi ng magneti c data storage nedi a
alf@PPestion %%rﬁ%i%dPéa‘?ra.Othﬁé pbastronicasieniceer may

al gﬁve a status |ight. Wen the status light is
0 ‘?,0 Thedec aresvapions mebedat fon inikdatihe Bheatdestruction

light is red, it indicates that the battery is |ow

WR ntt%‘ﬁemésa?ﬁim‘i’agtrﬂ jtorpap| Bedia tand nidic siantadhed data. A

WNEROPREOSE L8P eghlvhLSRs oRRvive ARG e o2 | RBYleoERCeLver
et Bt Rnte depeniet Te et LG
CBbt 1850, O ERH Bt (e iirels R Frszeutng  magmetic data
deebehgs | ABANAS ANRCN tis"Niddn@beleat HEta in one embodiment. A
security layer may be specified, like that used in garage

doors, to prevent outside deployment.

[00027] The remote transmitter 'typically. has a battery for
transmission and typically has a range of 200 feet. The
remote transmitter may have two tfigger buttons that must be
simultaneously depressed for a set peg:iod of time in order to
initiate the process for permanently and generally
instantaneously destroying magnetic data storage media and its
contained data. The remote transmitter may also have a status
light. When the status light is off, it :Lndicates normal
cperation. When the status light is red, it indicates that
the battery is 1low. When the status light is yellow, it

indicates that one of the trigger buttons has been depressed.
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process may be aborted or cancelled by, for exanple,
releasing at |least one of the two trigger buttons
within five seconds of frominitial depression of
both buttons. A tine delay may be configurable within
the renote transmtter or the trigger 10 circuit 26.
Destruction in this node i g3guaranteed even if PC
power is off using the devices built-in power supply.

[ 00029] I n another enbodinent for initiating the

PRRERSEhOfstARS! NQY¥hDUi4 herdBRYNeti enddéa & ARGELBER Brigger
and its contained data, the user nay initiate the

pbatesss byave Keydwadeprd8selior Theeyasphelifhe mserfIegh five
press a user defined code or key sequence on the.

k eybesaraif 38 ' whidichhai beerk eslghte ber endieted prighizat 1At €hat the
the code or key sequence is entered by the keyboard
38rivéchay ceddsdefttteduction is initiated and a

count down begi ns. The user nay al so abort the process
ofc0P28Hast encth®pincepeessi deptamyrtioy has theerkdnlbddated, the
38 before the counter reaches 0. The keyboard 38 nust
beroces® nay theatbozbed @baranceliéedr byestor [HGOBAE, | neleasing
anot her enbodi nent for initiating the process of
desttessthpnechefmihretve taiggest budgensedithiandivesseconds of
contained 14 data, the Internet 34 is used to

i irematritind slepression of death towdtonRe uhi timg delay may be

power ed on .and coupled to the Internet. This

CREREH AL IS | M sﬁhﬁwwtechhﬁ%mﬂ@&sh % the trigger
LIS 24 2088 L el 5, SEHE S, SLUSILLESE S5 1s oo
CB&%P lié Q)effP gsgggvﬂec%etvqges built-in power supply.

[00029] In another embodiment for initiating the process of
destroying the magnetic data storaée media and its contained
data, the user may initiate the process by a keyboard 38. For
example, the user may press a user defined code or key
sequence on the keybocard 38, which invokes the trigger
program. After the code or key sequence 1s entered by the
keyboard 38, the process of destruction is initiated and a
countdown begins, The user may also abort the process cof
destruction by pressing any key on the keyboard 38 before the
counter reaches 0. The keyboard 38 must be on to initiate and
abort the process.

[00030] In another embodiment for initiating the process of

destroying the magnetic data storage media and its contained



10

15

20

DOD drive is installed. For this enbodi ment to
function, the wuser nust have an "al ways on" Internet
34 connection, or be connected to the Internet 34 at
| east at the tine the destruct process is initiated.
The user nust have an account with 10 GoToMyPC. com or
a simlar prograniservice (i4 €. PC anywhere), which
will access the DOD nodified hard drive 28 via this
site. This renote connection is secure. Once

cofutast efe Thterkslys3q Ascusancts el it enBCoRde .
having the DOD nodi fied hard drive 28, therg%y ess provided

i nEHatattheguhhie 0@SiowiredPbACERS @SuphedheVRESINternet. This
explained wth regard to the keyboard 38 enbodi nent.

(CodRtiment anothei zenb ot ftwatref bechabId@t | Nhdhh€ as -+ GoToMyPC

process of destroying nmagnetic datai storage nedia

arfeedhnelogpt awhich dakasecaralet eti@tt ligdsr Ugidoninkdpensive, and

initiate the process. For exanple, 20 trip sensors 36

aréd Liows| @deeniotet B€ assaeviigeptovicdetrmlt BhéheC on which the

present invention. Wien the trip sensors 36 are

t APy srdye ishdnprablesds offatedhieyemboddmerst it datation, the

storage nedia and its _ contained data is initiated,

t WitCaiptathasie frcoiayan onfs Integogh] 3¥heonnegtion, or be

sensors, 3 y..confirmthat the destruction rocess

h&SHEERe ng‘?i%ﬁee&"&;?r{a%'%p%gﬁt AFESti att Fhe cbimg ffhe destruct
aborted by pressing a

SRS b PLPRSSR ST DRSO BhET N R ISR I Paccount wach
F SRR A O . g, P3PraR TRy ISR (dnette snywhere)
damachl o139 JEAR AL | bop CRBLRENSY 23L& drive 28 via this
site. This remote connection is secure. Once conneéted, all
keystrokes are sent to the PC 22 having the DOD modified hard
drive 28, thereby initiating the destruct process as

previously explained with regard to the keyboard 38
embodiment.

[00031] In another embodiment for initiating the process of
destroying magnetic datg storage media and its contained data,
a detected intrusion will initiate the pfocess. For example,
trip sensors 36 are included in the assembly provided with the
present invention. When the trip sensors 36 are triggered,
the process of destroying magnetic data storage media and its

contained data is initiated, typically after a countdown.
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a cellular phone may be used to initiate the process.

For exanple, a user may call a nunber associated with

the DOD nodified hard drive 28 and enter a code to

initiate the 10 process. This requires an active cel

phone account. A cell phone device 40 in the DOD

nodi fied hard drive 28 wilhsanswer wth a

confirmati on beep. The user then enters a user

predefined destruct sequence. The DOD nodified hard

d UObQZEgher %Bnds.%nts rbN8 USRIy WeddE 18l Of{dt MBtkd OBestruction
ssage and

countdown. Pressing any key on the cel

ggw@ewrﬁg}%iw&n CAURE LA W | bedDald. t henslesifiitiated, the

guence. S option does not require the PC 22 to

bge POMES 8GN [UEL anydle aboaddit bonplresshesli aeobmbination
for initiating the process of destroying nagnetic

daf ak&§H R0 hRE i fbdrdll 138S be26r€ ariuaitdedndaséaches GRS
device 48 may be provided in the device being

P[OY08s] ed. ddbilHerS enbhdinERft , féheibH SletCet¥8 mapcess of
be programed by neans of the trigger interface 42 to

t HeguesyirRy inigmktal dayta fstidragePfedby i ael 48 sdebatatned data,
novenent of the 16 protected device nore than a
paeseléalas phoher mafy beeetsedartds/imditdatse [DE03BjocEhe. For
present invention nmay al so include an on-board ROV
pesgmple f oa cwselrr ohdy ngalheat mugher cisseglated wdth the DOD
user 5 configuration of the device. Wen the triqgger
chpdified 6 haesdeiduiven 28| goer ettfal 2 i9°dR | Fostigiftiate the
the countdown and the destruction of the data on. the
DEEP&D3E £ | Tl 5 aFeAHLege ang active cell phone account. A cell

phone device 40 in the DOD modified hard drive 28 will answer
with a confirmation bBeep. The user then enters a user
predefined destruct sequence. The DOD modified hard drive 28
responds to the wuser with a confirmation message and
"countdown. Pressing any key on the cell phone during the
countdown will abort the destruct sequence. This option does
not require the PC 22 to be powered.

[00034] In yet an additional embodiment for initiating the
process of destroying magnetic data sforage media and its
contalned data, a GPS device 48 may be provided in the device
being protected. 1In this embodiment, the GPS device 48 may be
programmed by means of the trigger interface 42 to trigger

automatically if the GPS device 48 detects movement of the
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For exanple, the renoval of the DOD nodified hard

drive 28 fromthe PC 22 or the primary power circuit

may result in the 10 trigger signal being sent to the
trigger circuit 26. Further, the DOD nodified hard

drive 28 may have a notion detector operatively

mounted to it and in comunigcation with the trigger

circuit 26 such that upon novenent of the DOD nodified

hard drive 28, the trigger signal is sent to the

t rpggeictéd Cideitiide 26mord0t BR&N XA BréSeRttedl I afi@tber of
detector that sends the trigger signal to the trigger
cifremli/tya2fs ymperedshe detection of novenent. Further,

an electrical circuit may be positioned such that
W{B0035]CHss piedd® iLAENDEIN DAY | HTBOTindiRedatA on-board ROM
storage device is made, the trigger signal is sent to
2nclyzatr | Hger @inteolliRy. the addigden, AreQi€e 26 for user
recognition software program may be added to the PC
2xopdighaation cef dhenndeiciaeny s&hent Hehe rtghprersi gheduit 26
to the trigger circuit 26. Configurable options

i FElcgdees 1y briggdoaddnddst iuorillsegaehcthandountdown and the
keyboard abort sequence; 2) a cell phone 17 destruct
sélegEruetieon afcdbe slasae aborhe skQRiemedifiathdha’) drive 28.
I nt ernet destruct sequence and abort sequence. [00036]
THOToRH5FRLE - hdhee rfe8evad oy the AN tBedifins thrud tdpive 28
user be infornmed-by warning lights, beeping,
wﬁggggﬁeoﬁcaﬂ 5OPcthRREFRr YePOWeF { CLF@IAY diyi result in the
repl.acenent . Th atteriges, 30 .prqvide power to trigger

| RELBEEET Hhma L bsify ponf e ilf triggeBonbrontd i Deprther,

el |55 %5&iiﬂrédvelmaz dfc%iw?e b&é e];nagerﬂa%de a motion detector
operatively mounted to it and in communication with the
trigger circuit 26 such that upon movement of the DOD modified
hard drive 28,‘ the trigger signal is sent to the trigger
circuit 26. Another example 1s an infrared detector that
sends the trigger signal to the trigger circuit 26 upon the
detection of movement. Further, an electrical circuit may be
positioned such that when access to the internal portion of
the data storage device is made, the trigger signal is sent to
the trigger circuit 26. In addition, a voice recognition
software program may be added to the PC 22 so that voice
commands may send the trigger signal to the trigger circuit
26, Configurable options include: 1) a kéyboard destruct

sequence and a keyboard abort seguence; 2) a cell phone
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during the destruct sequence. [00037] The DOD nodified
hard drive 28 is a standard drive, for 10 exanple, a
Seagat e or equivalent nodel. Conpatibility changes to
the DOD nodified hard drive 28 are not required.
Nothing 1is done that will shorten its normal life
span, or prevent the wuseryfromusing the drive in any
normal fashion. [00038] The DOD nodified hard drive 28
woul d typically be 15 purchased as a unit to be

ﬁéé?&%\é(ﬁtdshoﬁﬂgﬁgeatérﬁfhe&d 13 Phhofd et de¥hfénce; and

installed as a secondary disk, and

| 8y | fndiindreARRPRIEE Gelgidhct hendABoFRdsbheshder d

drive 28 be the primary drive though nothing actually

go‘bb@ﬁl Fhel Bhs%oéﬁi N$h e 1 BO0O3G0/kL {1 B H@ﬁﬂt&kéd/%o’z&hat the

I mary device may result 1Tn the | oss of al

'hssasfﬁé&%gti\e&wmeap@wﬂmi%s 18 gReR | e edings, mwsajbs on a

require the original licensed nedia to restore.

BMcUﬁbﬁﬂtéf agtd SO Yrdthilke rebeabhenidi fTieel batteries
hard drive 28 can be uséd for direct storage of

SBOSptbviddlgdamerl 20 @063 Tle remrtamhowkdebecimerifaias well

that sonmething copied to the DOD nodified hard drive

28si powet & Sthe®ODg metid £ beld omaxd riri-vep26t €ored Wriek period
by sonme utility program The user may be well advised

t dundeg the CEBtnucl fsesthemged drive 28 in conbination 5

with a sanitizer and NOT with other prograns, which
nf0p037Eahe DeDpnadifiled hardngoivaris tiz rmaledandredt dpive, for
data placed on the DOD nodified hard drive 28 is not
copample] seviieagetewherequivalent model, Compatibility changes
to the DOD modified hard drive 28 are not required. Nothing
is done that will shorten its normal life span, or prevent the

user from uszing the drive in any normal fashion.

[00038] The DOD modified hard drive 28 would typically be
purchased as a unit to be installed into or attached to a PC
or other device. Th-e disk should be installed as a secondary
disk, and it is not recommended that the DOD modified hard
drive 28 be the primary'drive though nothing acfually prevents
this.‘ Using the DOD modified hard drive 28 as a primary
device may result in the loss of all licensed software
applications from the drive, which will require the original
licensed media to restore. By using it as a secondary disk,
the DOD modified hard drive 28 can be usejd for direct storage

of sensitive data.
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cannot be permanently destroyed. [00040] Although the
present invention has been described and 10 expl ai ned
in connection with a disk drive, this is not a
limtation of the present invention as the invention
can be wutilized in conjunction with any storage nedia
that has a reactive surfage such as magneti c nedi a,
including a tape drive or the |like. 15 [00041] The
current state of technol ogy provides sonme, possibly

2&)‘:0?3% ?he plrégél’g E%Ho%do E:ed %}e%g#ﬂ? ﬁ{alzaﬁf es%im];itfai?.gg rr%cr’@i ed to the

anc 't i's C here

.8586181’[147%}% '\.@f}hgr&hﬁrﬂr‘é rf@tis Sﬁoatt eal%t: Bt‘é%gaogegﬂsé S%ne a non-

i nadequate eSé are scenarios where data to

mﬁ@% ; 338l ﬁgaéﬂafnmfeh& _Uiaftgﬁram/. amper 598y 2Ray be well

own intent (stolen ere the possibility

Obafi sdY 685 NudeS RN DotPRAAIFIGA RALHIAriHEL 28! hnd@b@bination
shoul d be destroyed as a preventative neasure

(herped i sihithaeki 860, NOF wiMbebehbheptisfianty, eabicRi may create
security is immnent and under duress (e.g. capture

otopienl dimr isetimpotfant 000 4RikeOmrebithat abtahplaced on the
present invention is to render the data unrecoverable '

i DOBcrodificsl ekl akiveeg8. iBhaoitnwepiednelbegherws, where it
provi sion for tenporary inaccessibility.

| apheoie ieapeonanéntie déstirogedls consi dered an acti on

of last 5 resort, which will permanently delete the

d[0840) Alrthosyiof thdepressitt utnvertioh tHas rexbira ddsdrided and
storage device. [00043] Operation of the invention is
sekphtinechei® gpwnection with a disk drive, this is not a
limitation of the present invention as the invention can be
utilized in conjunction with any storage media that has a
reactive surface such as magnetic media, including a tape

drive or the like.

[00041] The current state of technology provides some, possibly
adeqguate, protection of data under specific circumstances but
it is clear that there are many scenarios where the current
state of technology is inadequate. These are scenarios where
the data to be protected has already been acquired by a person
with unknown intent (stolen PC), where the possibility of a
breach 1is considered high enough that all data should be
destroyed as a preventative measure (tampering, hacking), or
where the user breach of security is imminent and under duress

(e.g. capture of a soldier, etc)
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alarms or indicator lights which will indicate that
the device has been triggered. The invention

descri bed herein operates 10 i ndependent of the host
PC power supply. Its is connected as a periphera
device to a host PC and has its own power supply,
which in turn includes a bapkup battery power source
so that the device has sufficient power to activate
should it be renoved froma main power source. 15

[ 90004d) & abb FAA! Gz CRALT BUEAAON: ediitIoN CE "Uhfer the

include 1t as” a standard gonponent W C"Cas

Widdt sl @ deyiefab P ef,Ald ihali 89" Eiéh Phs PONEBIe SUPRIY invention
However, this configuration nmay not support certain

adancednbevel sréfis ot eckben daskigdhadyher el facddhsibility.
[ 00045] The invention has several user configurable

sdmpliemgnt setdn ngs, thdi @évites drgTidmsiBeregeanl iaetion of last
situations or events, which will trigger the

acteisoati onhilelviwid M perfhnencly iiletd tHevVd§€a 4y ineans of the
coupled to the reactant reservoir 18 and causes at

| slestrucpben iam tdle mbdia ezl tthet stbeage alevieef.| ow from

the 20 reactant reservoir onto the data storage

dd00uA3] peratdeherad nthe timvenaioh edst ONEerd; t BBere are no
specific situations or ,events occurred. A

n&dagrpaost indidator dighhe wpeh Wiidl $hdledt®nchadyr the deviee
events includes: Renoval of device from host 5 :
chifuteeen Radggsredd dEhecénventaqr idesoripedetherein operates

circuit; Detection of notion of the device fromits
r SOAPRENPINIOL thSebPpE PG RANST §PPPEAUdUTents |asginected as a

atpteze:rirgﬁga;:alR e&é)‘?incsee 1:toO aa host PC and has its own power supply,
which in turn includes a backup battery power source so that
the device has sufficient power to activate should it be
removed from a main péwer source.

[00044] An alternate configuration of the device would include
it as a standard component within a PC case, with the device
operating from the PC Power Supply. However, this
configuration may not support certain advanced levels of
protection described herein.

[00045] The invention has several user configurable security
settings, which deterﬁine the specific situations or events,
which will trigger the activation device 44. The activation
device 44 is coupled to the reactant reservoir 18 and causes

at least a portion of the reactant chemical to flow from the
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signal sent froman infrared controller; Response to a
signal sent froma cellular tel ephone; Response to a
signal sent by a 10 wireless transnitter; Response to

a signal sent froma wired controller (conmputer

keyboard for exanple); Detection of physica

tanpering with the device h§self (case intrusion);

Response to a near conplete | oss of power including

backup batteries when no prior signal provided;

Responsg to %ggngnd se hrugh t er ;
Rgégonsele€? ey conﬁ%ﬁﬁ sggﬁince ent%ﬁ%%ﬂ%§ Egéﬁge spon
Ohefe HRMiGR KOMROAN, 1 EERPOSRE 40 Bn¥OLE8ci MM Miations or
using vol ce recognition; Response to recognition of a
begamts | Gcugpal. (fingenBhlsknaustideResponsef 0tReghspecific
or low anbient tenperature. 20 [00046] The trigger

| B Bl d B 4 o TByvdif £ OIHd1Gidesd t ReMRAGILF Vof WiWvilte from host
events will trigger the activation device 44. For

exsamphitar ;t h@ehbirglerof Ntdaviaee #Zombyplinaxgnf pgweed d¢ircuit;
the tenperature sensor. In this configuration, the
aDéteaiticon ofiewiotdéord4 ofi | theontyvie t frggeridd umstiag point;
tenperature reading 21 outside the tenperature range
s8pechfichenumbegpereaf ufeawdnsnt. ldginotdtdremptanplResponde to a
trigger interface 42 may be configured to a plurality
ofignrl esantt Sframsaad ingsesed ecoptraddsr; BespeRrys cto a signal
devi ce, notion_detector). 5 [00047] The device woul d
caﬁﬂ%cfr%aa%éétﬂ%n‘iﬁﬁeahowa Respmisey te aogipeal sent by a
Inter]ink, or Firewire_ interface for delivery of data |,
agiﬁ\%i?ssastﬁfé’isﬁ‘étf'ﬁf:'s BBFRRIAS P B %{j?ﬂﬂ%t thfaomne wired
Q

tcontrc'ller (computer keyboard for example); Detection of
physical tampering with the device itself (case intrusion);
Response to a near complete loss of power including backup
batteries when no prior signal provided; Besponse to a command
sent through the Internet; Response to a key command sequence
enteréd by means of a device keyboa.fd; Response to a voice
command using volce recognition; Response to recognition of a
biometric signal (fingerprint); and Response to high or low

ambient temperature.

[00046] The trigger interface 42 may be configured to specify
which events will triéger the activation device 44. Fox
example, the trigger interface 42 may be configured to the
temperature sensor. In this configuration, the activation

device 44 will only be triggered upon a temperature reading



establish that the device is properly connected for
triggering purposes. Destruction of the device uses
an aggressive 10 chem cal reaction caused by a m xture
of chem cals, which has already been fornmul ated and
proven to produce the desired results in independent
tests. [00048] Total destrugjion is achieved in no
nore than 15 mnutes. Continued exposure results in a
:higher degree of 15 collateral destruction to

| nbatsde CONPORERbSrRfurkNeafgui get EHOQAR] temperature sensor.
Modi fications and substitutions by one ordinary skill

i NInt beher texdng1e@)Sitder edifgePeiMdriFatet B8 §E9PBe Okonfigured
the present invention. 22 CLAIMS Wat is clained

i stol. a A plystaditior ofentles | nyefitba bistell Qibozedatd.g., GPS,
st orage devi ce unrecoverable upon the occurrence of a
cebianetvedievithe mysiicemdetaptaom)i.ng: a react ant

reservoir including at | east one chanber for holding a

5 r D04} Thehdaviad , wohkd r eanteant toeserhely ddnduteicdvia a USB

10

15

communi cation with at | east an area proxi mate at

| eds@, PREinalf doeallinkj dodalrestioeadetdeface; fanddelivery of
activation device, coupled to said reactant reservoir
and2kesporighe ap umingesbis ormnantdon, aboe manstowimt link to
| east a portion of the reactant chemcal to flow from

t hestaRidshnthatetbevdevigantls prerarly conneghedr or triggering
proxi mate at | east one surface of said data storage
deRPERPSeSr her eBSSHAtOR ngf t Hdest BeBECRIatUBesWhanej #0gressive

the reactant chemcal has a first part and a second
par tMiiech WRRE 1°Eoﬁﬁ?ﬂ%§ by & [ityzeeqt chemicals, which has

already been formulated and proven to produce the desired
results in independent tests.

[00048] Total destruction 1s achieved in no more than 15
minutes, Continued exposure results in a higher degree of
collate;al destruction to interlor components of the device.
[00049] Modifications and substitutions by one ordinary skill in

the art are considered to be within the scope of the present

invention.



2. A systemfor rendering data stored on a data

st orage devi ce unrecoverable upon the occurrence of a
certain event, the system conprising: a reactant

reservoir incl udi ng at |east one chanber for holding a
reactant chenical, the reacta#® reservoir in fluid

communi cation with at | east an area proxi mate at

| east one surface of said da@llaABAI®r age devi ce; and an
activation device, coupled to said reactant reservoir

and responsive to at |east one event, for causing at

WEASS cldinkr;ti on of the reactant chemcal to flow from

the reactant reservoir into the at |east an area

proxi mate at |east one surface of said data storage

devi ce, ther b estr.o the stored data, wherein

the cerlai %sgﬁtfd‘f 5en§151|¥ &3 orednone defe sigrage device unrecoverable
consi st ng of renoval of the data storage device from
uaom%tocemﬁ of a cegatp gugntohe sysiera gemgiaisinge from a

primary power 23 circuit, detected novenent of the

dat a staoregéanteesareoit rmdudtng ste $daktn 9n Ahainbe fGEhbRIiE a reactant
nunber of detected unsuccessful login attenpts, an

chemhicall ¢t @@ ref@0ir il MR BorhMhRhE6h “ﬁtﬁnétrlé’is't Gh aréd proximate at
renote transmitter signal sent froma renote

1&5@%%;%@3@1&@#4 Hofke BbdbRapgent  Troma ce ular
t el ephone, w reless transm’t er SI gnal sent by a
wireless t ter k oa aI sent froma
Wi r ed cgln Cg foé’r V& g%qpéﬁ%hw{ ﬁi?é?'?lﬁ gndresponskie to at least
dat a or age deV| ce, detected Ioss of power fromthe-
Ot ?‘fféi‘F’Qiob BRWEMECHtleast @ PoripThaltag peastant shemisal toaflew fromm the reactant
sent through an Internet, a key command sequence
reservelr defoftho at lehws ak@y@qzmtha&e atipast @ne emnfaoech fishidodigd starage device,
voi ce recognition system a bionetric signal, an

therebgdegatyingiheB®iréd datsi gnal , and detected tenperature
outside a range of tenperatures. 3. A system for

render iWi@rélatiRe SR A6 cﬁ&nﬁaﬂﬁ%@asﬂrglr ﬁ%ﬁ a8\ &%onﬁl gart which when

unrecoverable according to clalm I NC

c?ﬂhﬁé’c?e% Fl S%’d‘ ace, coupled to sai d act i vatl on devi ce

or est ab Ing selected predetermned criteria for
said a? lgast on eve stem for renderjng
or

data s o Btﬁmd g e’%&&“ﬁg‘@% ét\‘?}/e@eorh ﬁr@%ﬁf@%ﬁld@"lce unrecoverable

upon the occurrence of a certain event, the system comprising;

a reactant reservoir including at least one chamber for holding a reactant
chemical, the reactant reservoir in fluid communication with at least an area proximate at
least one surface of said data storage device; and

an activation device, coupled to said reactant reservoir and responsive to at least
one event, for causing at least a portion of the reactant chemical to flow from the reactant
reservoir into the at least an area proximate at least one surface of said data storage device,
thereby destroying the stored data,

wherein the certain event is selected from the group consisting of removal of the

data storage device from a host computer, removal of storage device from a primary power



according to claim 3, wherein the sel ected

predeterm ned criteria include a countdown tine

before the reactant chemcal flows fromthe reactant

reservoir. 5. A systemfor rendering data stored on a

data storage device unrecoverable upon the occurrence

of a certain event, the systemconprising: a reactant
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devi ce; providing an activation device, coupled to
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fromthe reactant reservoir intot ﬁe at least an area

proxi maj e Aty &aSh: YWdering data stored on data storage device unrecoverable
according to claim 3, wherein the selected predetermined criteria include a countdown time
before the reactant chemical flows from the reactant reservoir.

5. A system for rendering data stored on a data storage device unrecoverable
upon the occurrence of a certain event, the system comprising;

a reactant reservoir including at least one chamber for holding a reactant
chemical, the reactant reservoir in fluid communication with at least an area proximate at
least one surface of said data storage device; and

an activation device, coupled to said reactant reservoir and responsive to at least
one event, for causing at least a portion of the reactant chemical to flow from the reactant

reservoir into the at least an area proximate at least one surface of said data storage device,

thereby destroying the stored data,



surface of said data storage device, thereby

destroying the stored data, wherein the reactant

chem cal has a first part and a second part which when

conbi ned are activated and wherein the reactant

reservoir has two chambers for2folding said first

part and the second part of the reactant chem cal. 7.

A net hodurler inelndig Bostoigied delviveetbrogonirotlaiza tifel POAIEF the reactant
devi ce unrecoverable wupon the occurrence of a certain

¥@idal flohPthERédns: fERBRGIrSi Ng the acts of: providing a
reactant reservoir including at |east one chanber for
hol di ngga ,r .cal . the reactant reseryvair
o 1 UPGR ATARDE R S E g SRR FP R wfB88 W8l worecoverable
Lg’ro>t<liamalte at I%ast one surface of said data storage
80 EOCCHITBRAC AL A CHAINGY Nty Hisi st heb coreRyisiRg g | of'o
said reactant reservoir and responsive to at |east
one eveRtoviding ar pageiani meservosi gehiding at deavenve chimber for holding a
destruction of the data contained on the data storage
reasthind; chamical,ethporeattant t@esairdin A0Rl vefinfiniatbn veigSt Nehst an area
at least a portion of the reactant chemical to flow

pté:aatch 16ROk &S BYaYPidta bBEAe [dBGicAL | east an area

proxi mate at |east one surface of said data storage

devi ce, : Vi ed.dat er ei .
ol d_acP oot AERAR uBel BuRRIE LS Radrap UL and responsive
tcgg@tearls%ti on of the data contained on the data storage

nedra P efUes sending said signal when at |east one

of a certajn event occurs, and wherein the at |east

one cer¥sFNINgAtignal éo sammenesithe desiuctien gf Hgplata contained on the data
consi sting of: renoval of the data storage device from
sgragggnediarmpdt er, renoval of data storage device from

a primary power circuit, detected novenent of the data

st or ageregi@itisive tof saidnrédepvedesifmalJcARIng! at Raged pditidbn of the reactant
nunber of detected unsuccessful login attenpts, an

chéthical B8 Hove hInAthe S8k art T inf fh%ra? ‘ijeath ! 52k lp?cfax'imgte at least one

cel lular signal sent froma cellular tel one,

ST S 07 0P e P

wherein the reactant chemical has a first part and a second part which when
combined are activated and wherein the reactant reservoir has two chambers for holding
said first part and the second part of the reactant chemical.

7. A method for rendering data stored on a data storage device unrecoverable
upon the occurrence of a certain event, the method comprising the acts of:

providing a reactant reservoir including at least one chamber for holding a
reactant chemical, the reactant reservoir in fluid communication with at least an area
proximate at least one surface of said data storage device;

providing an activation device, coupled to said reactant reservoir and responsive

to at least one event;



wired controller, detected physical tanpering with the

data storage device, detected | oss of power fromthe

primary power circuit and backup batteries, a command

sent through an Internet connection, a key conmand

sequence entered fromthe keybdard, a voice command

through a voice recognition system a bionetric signal

an i ncorecestinga sigailrtb cofingghat theadedtractiohadfahié 88ta contained on the data
tenperature outside a range of tenperatures. 8. A

si@bfoflediar afgendering data stored on a data storage

devi ce unrecoverable according to claim?7, further
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stored on a data storage device unrecoverable
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said act of receiving said signal, the 26 act of
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data storage nmedia for a predeterm ned period of
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storage device unrecoverable according toclaim?9,
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power from the primary power circuit and backup batteries, a command sent through an
Internet connection, a key command sequence entered from the keyboard, a voice command
through a voice recognition system, a biometric signal an incorrect biometric signal, and a
detected temperature outéfde a range of temperatures.

8. A method for rendering data stored on a data storage device unrecoverable
according to claim 7, further including the act of providing an event interface, coupled to
said activation device, for establishing at least selected predetermined criteria for said at
least one events,

9. A method for rendering data stored on a data storage device unrecoverable

according to claim 8, further including, responsive to said act of receiving said signal, the



proxi mate at | east one surface of said data storage

devi ce; providing an activation device, coupled to

said reactant reservoir and responsive to at |east

one event; receiving a signal to commence the

destruction of the data contaif®d on the data st or age

nmedi a; responsive to said received signal, causing at

dcb@f tdeleypng thicodesfuctibe ofethetdant conthmeti oal tHeoddth astorbg®©media for a
the reactant reservoir into the at |east an area

medexdriidicdl ol @dsineone surface of said data storage
devi ce, thereby destroying the stored data; and

oo 0,00, FREAAATH SRR oSS UShiP Bl Wl wrsocr
a%gmgcgdtlaim 9, further including the act of aborting the destruction of the data
contained on the data storage media before the reactant chemical comes into contact with
the storage device.

11. A method for rendering data stored on a data storage device unrecoverable
according to claim 10, wherein the aborting act is performed before the expiration of the
predetermined period of time.

12. A method for rendering data stored on a data storage device unrecoverable
upon the occurrence of a certain event, the method comprising the acts of:

providing a reactant reservoir including at least one chamber for holding a
reactant chemical, the reactant reservoir in fluid communication with at least an area
proximate at least one surface of said data storage device;

providing an activation device, coupled to said reactant reservoir and responsive
to at least one event;

receiving a signal to commence the destruction of the data contained on the data
storage media;

responsive to said received signal, causing at least a portion of the reactant
chemical to flow from the reactant reservoir into the at least an area proximate at least one
surface of said data storage device, thereby destroying the stored data; and

providing notification that the destruction of the data contained on the data

storage media has commenced.



