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FOR / 128 SPECI FI CATION Radio Conmuni cati on Apparatus and Radi o
Cormmuni ¢%t%on Method 5 Technical Field This invention relates to a radio

C ' ' apparatus and a radi o conmunication nethod for devices such
agnmm%m M@m‘ phone. In particular, the invention relates to a cellular
phone Ich perfornms data confidentiality and integrity processing. 10

Backgriourd Art Fig'EéﬁaﬁﬂgW%ébﬁgﬂX?ﬂ5N9ﬂﬁ$ﬁﬁ%f%g%@ééﬁgﬂﬂ§ 500. A ternina

|F (interface) unit a radio comunica unit 520 and a

radi o conmuni cation unit 530 are i ltCS)Nt he 15 conventional cellul ar
phone 500. The terminal |F unit §?§%§f¢‘g?ns interface with a user of the

cel lul ar phone 500. The radio _co ni catian ~control. unit erforns
connunicé@? CORPBPIGEE PRﬁ%%ESéEFfﬁﬁﬁﬁ’Cﬁﬁ%ﬂ%?“&%?%@@%%@@@Sion and
data processi ng based on protocol. The radio comunication unit 530

nodul at es and denodul ates data to enable radio 20 communi cation. The radio
comuni catign unjt 530 supports the physical layer (layer 1), which is the
| ower Post Teyirak¥ieldven | ayers defined by OS

This invention relates to a radio communication apparatus and a
radio communication method for devices such as a cellular phone. In
particular, the invention relates to a cellular phone which performs data
confidentiality and integritynprocessing.

10
Background Art

Fig. 24 shows a conventional cellular phone 500.

A terminal IF (interface) unit 510, a radio communication control
unit 520 and a radio communication unit 530 are provided to the

15 conventional cellular phone 500. The terminal IF unit 510 performs
interface wiﬁh a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular
phone, data conversion and data processing based on protocol. The radio
communication unit 530 modulates and demodulates data to enable radio

20 communication. The radio communication unit 530 supports the physical
layer (layer 1), which is the lowermost layer of seven layers defined by OSI
(Qpen Systems Interconnection). A confidentiality processing unit 540 is
provided to the radio communication unit 530. The confidentiality
processing unit 540 encrypts or decrypts data of the physical layer to be

25 processed by the radio communication unit 530. As the data sent/received



(Open Systens Interconnection). A confidentiality processing unit 540 is
provi ded to the radi o comunication unit 530. The confidenti al § gyne 2004
processing unit 540 encrypts or decrypts data of the physical |ayer to be
25 processed by the radio communicatioh unit 530. As the data sent/received
8 June 2004 2 by an antenna 541 is encrypted by providing the
confidentiality processing unit 540, wiretappers are prevented from
obtaining any significant information unless the ecryption codes are
broken. The conventional cellul ar phone 500 has the confidentiality 5

processi ng #RidnteAlaVB4 hiid) ehbe/ptadi sy pEHHIHL Bid @BnHAELtIHIHG- pp%@@giﬁ'%ngl Y,
the data to be. processed by the confidentiality processing unit 540 is

stored iyhit he4Bhysiifdhppérserare! an@iedted AlrofhCobiiysiral ah@Y Sfgnifidarits
i npossible to discrimnate data between user data and control” data. Data

sent/recqj,ﬂanq:h‘,ﬂotp;f~1 ﬁgpelsg%ggggsgp@%ﬁgg?%gg}ygg&é@ri ous kinds of data such as

user data or 10 signaling Is required to performdata

confidentialit ro i a t t i t ta
I OESRRR naPagefuf r@gorgg gﬁg % B ! Cofifidtial

integrity depending on the significa own I n the

?S”fﬁ?éb! 3o B ERFESHD SRR 46 ERRA AT ks ROT TRTORGA,! 540
confi dent
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| by the cellular phone includes various kinds of data such as user data or

10  signaling data, and it is required to perform data confidentiality processing
based on -the data kinds, or to ensure data integrity depending on the
significance of the data. As shown in the conventional architecture, since
the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity

15 processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.

) A preferred embodiment of the present invention aims to obtain a
radio communication apparatus and a radio communication method
performing confidentiality processing and the integrity processing of data

20 based on the data kind. |

Further, another objective of the preferred embodiment of the
present invention is to obtain the radio communication apparatus and the
radio communication method performing the data confidentiality processing
and the data integrity processing at a higher layer equal to or greater than

25 layer 2 (data link layer) of the seven layer of the OSI.



20 based on the data kind. Further, another objective of the preferred
enbodi nent of the present invention is to obtain the rad%ﬁJﬁ@ﬁﬁE@bﬁation
apparatus and the radio conmunication nmethod perform ng the data
confidentiality processing and the data integrity processing at a higher
| ayer equal to or greater than 25 layer 2 (data link layer) of the seven
| ayer of the OSI. 8 June 2004 3 Furth&r, another objective of the
preferred enbodi nent of the present invention is to obtain the radio
comuni cati on apparatus and the radi o comruni cation nmethod sel ectively

perform ng botg,Rhef! aBictheF otjbctie SOMhbdpRtfeptdd YerRbBERRERRJoPlthdat a and
the integrity processing 5 based on the data kind. Further, another

obj ecti veyrafehheniraich e BBedhmad raHid RemMPRaseAtioh WSPAFLNs! &nkO
obtain the radi o communi cati on apparatus and the radi o conmuni cation

et hod peht aiilid G otdntini6LRbh dBBIAA isklctivele geHo¥RhBassth o} @itHRach
channel in case the radio 10 conmmuni cation apparatus has nultiple

channel s of fiHd hemfiRMidry phbeking of dobe 2nef gl qﬁt@g@@diﬁmeésﬁhgt he

present invention is to obtain the radi o comuni cation apparatus and the

r adi o5compAseHGH ke daeh @ddwhi ch sel ectively perforns either
confidentiality or integrity processing on the data by discrimnating 15

bet ween transpairhtr,aRthotRer to155BERRE et tHat préferidilerabedirhaht bABE Oor a
sub-layer. Disclosure of the Invention
present invention is to obtain the radio communication apparatus and
the radio communication method performing data
confidentiality /integrity processing for each channel in case the radio
10 communication apparatus has multiple channels.
Further, another objective of the preferred embodiment of the
present invention is to obtain the radio communication apparatus and
the radio communication method which selectively performs -either
confidentiality or integrity processing on the data by discriminating

15 Dbetween transparent and non-transparent data through a certain layer or

a sub-layer.

]
AN

Disclosure of the Invention
A radio communication apparatus according to o.ne aspect of the
20 invention comprises:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit, for processing the data based on protocol,
and outputting the data;

25 a confidentiality/integrity processing unit for inputting a control

signal and data from the radio communication control unit, performing at



A radi o communi cation apparatus according to one aspect of the 20
invention conprises: a termnal interface unit for inputtgna,datgof radio
comuni cation control unit for inputting the data input by the term nal

interface unit, for processing the data based on protocol, and outputting
the data; 25 a confidentiality/ int egai ty processing unit for inputting a

control signal and data fromthe radi'o comruni cati on control unit,
perform ng at 8 June 2004 4 |east one of encryption of the data as
confidentiality processing and generation of a nessage authentication code

for detepddshdoh@oreefidrftion &5 thet @afd tas Roadelesitiaditp Nptdtesdipid driput, and
outputting the data processed to the radi o comunication control unit; and

5 a radi geforaTioH 60k PRsHALE al@hehtipatibhnNehdeudetettitlg RMGpeRdag t he
data output fromthe radi o communication control unit. The confidentiality/
i ntegrity¥spiritegsisy N@radeiskinig i stHehalarantitiphit, sirghajutbietinghehe adaca
comuni cation control unit and selectively inputs the data fromthe

t er m nal prodedsskdae thel tadiaseth@uriibationomtolsigitahnd10 i nput. The

confidentiality/ integrity processing unit perfornms confidentiality
processi ng onatradislabmrinopiitatadw wotit fort Sipguteirggtmodblating, asd keadimper f or ned
confidentiality processing to the radio conmmunication unit. 15 The

t er m nal theitlatd aceputftomuhputaslid canapamécd ticta tcanarad wain-

The confidentiality/integrity processing unit inputs the control
signal from the radio communication control unit and selectively inputs
the data from the terminal interface unit based on the control signal

10 input.

The  confidentiality/integrity =~ processing unit  performs
conﬁdentiality processing on the data input and outputs the data which
has been performed confidentiality processing to the radio
communication unit.

15 - The terminal interface unit outputs transparent data and non-
transparent data.

The radio communication control unit inputs the non-transparent

e data from the terminal interface unit, makes the confidentiality/integrity
processing unit process the non-transparent data based on protocol.

20 The radio communication control unit controls the transparent
data to be transferred from the terminal interface unit to the
confidentiality /integrity processing unit to perform the confidentiality
| processing.

The confidentiality/integrity processing unit is connected to the

25 radio communication control unit with parallel interface, so as to input

and output the non-transparent data,



transparent data. The radi o communication control unit inputs the
non-transparent data fromthe termnal interface unit, mgkgsh$oo4
confidentiality/ integrity processing unit process the non-transparent
data based on protocol. 20 The radi o comruni cation control unit controls
the transparent data to be transferred fromthe termnal interface unit to
the confidentiality/ integrity proce§%ing unit to performthe
confidentiality processing. The confidentiality/ integrity processing unit
is connected to the 25 radio conmunication control unit wth parallel

interface, so 3ghd/Rih MRHcorfMEHIRYY idtR8riP BrbbedsAgnentt idalchndtdgne 2004
5 wherein the confidentiality/ integrity processing unit is connected to

the termgaihd RbANiREE intRirfacy LIS it sdrifiei{ReRce0sasad Qol it the
transparent data fromthe termnal interface unit, and connected to the

radi o CORpARsSRAeRHAA from tHe SeHRhal HiteHReCuAR, @hd CoAHES th@heS
transparent data to the radio conmunication unit. The confidentiality/

i ntegrit yapi®c@ahienieationMhit Nehthd &erial CNtEHARBE ka8l hEYtPIOAEHRE RHeUNI t
including an encrypting unit for encrypting the data input; and an

i nt egei t \ran Osa%sitthtd ol tHeaddig conisaeLtientiignt i cation code 10
appendi ng unit for appending a nessage authentication code to the data
i nput. The confideshfidéntidlity/ihePritypridcesang whitunhy ifBliddien i ncl ude
"a confidentiality processing unit including an encrypting unit for
encrypting the data input; and
an integrity processing unit having a message authentication code
10 appending unit for appending a message authentication code to the data
input.
The confidentiality/integrity processing unit may then include
multiple encrypting units.
The conﬁdentiality/_integrity processing unit may then include
15 multiple message authentication code appending units.
The confidentiality processing unit and the integrity processing
) unit can form one module which inputs the control signal and the data
from the radio communication control unit, and the module performs at
least one of the confidentiality processing and the integrity processing on
20 the data input based on the control signal input.
A radio communication apparatus according to a second aspect of

the invention comprises:

a radio communication unit for receiving and demodulating data;



multiple encrypting units. The confidentiality/ integrity processing unit
may then include 15 multiple message authentication code gpRgidbagqunits.
The confidentiality processing unit and the integrity processing unit can
form one nodul e which inputs the control signal and the data fromthe
radi o comuni cation control unit, and the nodule perforns at |east one of
the confidentiality processing and thePintegrity processing on 20 the data
i nput based on the control signal input. A radio conmunication apparatus
according to a second aspect of the invention conprises: a radio

conmuni cation upi traHQY TRERINMIMEBaABA depREW atiAg dfR: iSpd i 2Qdska 6 a
radi o comuni cat i on control unit for inputting data denodul ated by the

radi o co S o
rHEfHRHﬁl he PEOSS %(k:) Hggntl O |ty %r@&s%'iﬂ g d A

outputting t ata processed; a tegrity processi ng uni t

for i nputgé%qi ﬁ% Q%‘%%l ?ﬁdsd& i %Okhte ga%pogesggai he radi o communi cati on

control uni € Co tro SI gna put  perfornmng at |east one of

of det ect i ng ttyaaﬁgfel?é%ﬁ%a?‘gyf s EEIhY Bhboane ‘ﬁ"f’%afof‘q%@hﬁ%ej%t%ﬁ e adi o
data B octed SRR A bogt Snd cRBIT BRI Sotie b bBRR b T
t he dat a. The C%E&qunaaﬁ|lt / '%&ﬁgkh%é Rro ggggn gnb coé%ﬁ éae control
processing of decrypting the data and integrity processing of detecting
R tampered data, and outputting the data processed to the radio
| cbmmunication control unit;
10 a terminal interface unit for inputting the data processed from the
radio communication control unit and outputting the data.
The confidentiality/integrity processing unit inputs the control
signal from the radio communication control unit and selectively inputs
the data from the radio communication unit based on the control signal
15 input.
The confidentiality/integrity processing unit performs the
) confidentiality processing on the data input and outputs the data
processed to the terminal interface unit.
The radio communication unit outputs transparent data and non-
20 transparent data.
The radio communication control unit inputs the non-transparent
data from the radio communication unit and makes the
confidentiality/integrity processing unit process the non-transparent

data based on protocol.



signal fromthe radi o comunication control unit and selectively inputs
the data fromthe radi o communication unit based on the c%%q{e %bgaal 15
input. The confidentiality/ integrity processing unit perforns the
confidentiality processing on the data input and outputs the data
processed to the termnal interface unit. The radi o comunication unit
outputs transparent data and non- 20 tfansparent data. The radio
comuni cation control unit inputs the non-transparent data fromthe radio
comuni cation unit and nmakes the confidentiality/ integrity processing
unit process th¢,NeRqiy %B&Hﬁh‘?{f&aﬁ&lﬁt@oﬁ’&éﬁ%ﬂﬂ A ASOthe %dHan?eQR“ 7
The radi o communication control unit controls the transparent Tdata to be
transferigd,f tomLhe, 1,adE0.60 ¢ald 9 dip! }:o%n?n H?c[a ST LGN tal ey /
integrity processing unit to pefformthe confrdentiality processing. 5 The
confidentjialsityl. i I r L 14 1S .C t to t tadi o
communi c&t ?llgﬁi e}é(glr?th?%f &l}%é%ll t’& ﬁrﬁ)%gg%)lg’%dll{%lk #Ontpee(r%?%glg gge fsoqd(}?qn&b%&& and
out put theonon-.%lr ansparent data, and wherein the confidentiality/ integrity
pr ocessi rP§ GRYY™Ps connected to the terninal interface unit with a serial
interface so as,to output. .t 10 transparent data..to the termn nal
nterPace uni ¢ ThengSuBArbEaN B edit! HRPL AR BARORFCRMS e seri al
interface 0 astoingut t he o : .

radio communication control unit with a parallel interface so as to input

and output the non-transparent data, and

wherein the confidentiality/integrity processing unit is connected

~—"

to the terminal interface unit with a serial interface so as to output the
10 transparent data to the terminal interface unit, and connected to the
radio communication unit with a serial interface so as to input the

transparent data from the radio communication unit.



transparent data fromthe radio communication unit. 8 June 2004 8 The
confidentiality/ integrity processing unit for the second ?Eﬁﬁﬁ%zo y
include: a confidentiality processing unit having a decrypting unrt for
decrypting the data input; and 5 an integrity processing unit having an
integrity verification unit for verifying an integrity of the data input
usi ng a nessage authentication code pended to the data input. The
confidentiality processing unit may then include nmultiple decrypting
units. 10 The integrity processing unit may then include multiple integrity
verification unm : j .al ¢ r ' it and
the integrity g?%i%%@?%ggﬁﬁﬁgf %ﬁ%gﬁgﬁﬁﬁﬁﬁébﬁﬁﬁﬁhg!%ﬁ%@%‘%ﬁ%ﬁﬁggt %ﬂbontrol
signal a fromthe radi o conmunication control unit, and wherein
t he nnduﬁg?§q§8§g%90n the control signal input, perforns at |east one of

D 00eses ooy R PRIAGDE FhESREOSEIE PRGN i TS BRRIAGRE o, ¢
t he inteQL&%%pBE%%%%%Lﬁ%in%R&Ea%%n enpl oy the sane encryption algorithm 1
5 an integrity processing unit having an integrity verification unit for
verifying an integrity of the data input using a message authentication
code appended to the data input.
M The confidentiality processing unit may then include multiple
decrypting units.

10 The integrity processing unit may then include multiple integrity

verification units.



8 June 2004 10 The radi o comruni cati on apparatus may be a cellul ar phone.
The radi o comruni cati on apparatus nmay be a radi o station Q?r %ggggﬂg/
receiving data to/froma nobile station. The radio station ggﬁ'b i'ther of
a base transceiver station and a 5 radio network controller. 8 June 2004
11 Brief Explanation of the Drawings Fig. 1 shows a configuration of a
mobi | e communi cation system Fig. 2 shows a configuration of a radio
network controller (RNC) 120. 5 Fig. 3 shows a configuration of a nobile
station (M5) 100 according to the first enbodinent. Fig. 4 shows a

¢ ti ; . S . it . . . di
o the rirst dfsodoReRientRly “bhioksel bl Hadr BRY SRRORYY Bl fohifal 1y
i nt it .10 i i.t, 40 di to the first enbodi ..Fig. 6
Shons & SUHF 0 BEFoR BT PR VBB PAPRE Fhe contirel, S ARl R Yt 8o
accordinq to %he fifst enbodLnegﬁ. Fi ¢ 1 shows a cogfi ur@%ion af a
cont | dentTift {59 ARG Iy ncaRons PG troli titfo kL SVAFIGN: B1q AofiE,
gt S Ly R R LR RO S IR
5 the confidentiality processing unit and the integrity processing unit on

the data input.
The confidentiality processing unit and the integrity processing

unit can employ the same encryption algorithm.



Fig. 9 shows a configuration of a nobile station (M5) 100 according to the
second enbodi nent. Fig. 10 shows a configuration of a confé P y
integrity 20 processing unit 40 according to the second e |nen Fi g.

11 shows a configuration of a confidentiality/ integrity proceSS|ng 8 June
2004 12 unit 40 according to the second enbodi nent. Fig. 12 shows an
exanpl e of encrypting/ decrypting sysﬂéhs. Fig. 13 shows a configuration of
a confidentiality/ integrity processing unit 40 according to the second
enbodinment. 5 Fig. 14 is an illustration showm in ARIB STD-T63 33. 102, 3G
Security; SecUFh¢ yadiocdurhaninicatioBegpparatsinakite a telludamphibhkust rati on
shown in ARIB STD-T63 33. 102, 3G Secuity; Security Architecture, Figure
16b. Fig. 16 iEhefadiq w@mmumﬁaaﬁa\Aﬁpparamssnmea@ zadiptadon 1{pr

Security;_ Segurity Architectur ur 17 shows a configuration
of an enclS ﬂgﬁp%r H’dpgcfsa% t8r/Ff§’ g‘a‘ﬁ’be %ﬁﬁﬁgdul e 71) enployed within a
encrypting/ degphy E&dﬂﬁsﬂﬁﬂon EhH- b BithlRPWT @Bﬁb@s’&éﬁééélgei gféﬁ&i ddiea

confidentiality/ integrity processing unit ) shows a case in
whi ch 5t heradlm hietientk abntnollernt egrity processing unit 40 is inplenmented by
software. Fig. 20 shows a nmechanismfor calling cipher program47 by an



application programexecuted in a radio communication control unit 20. Fig.
21 shows a concrete exanple of data 92, 93 in case of RLC%pgg-é§b04
transparent node. Fig. 22 shows a concrete exanple of voice data as one
exanple of transparent data 95, 96. Fig. 23 shows a concrete exanpl e of
unrestricted digital data as one exanple of transparent data 95, 96. 25
Fig. 24 shows a conventional cellul ar 1ghone 500. 8 June 2004 13 Preferred
Enbodi ment of Carrying Qut the Invention Enbodinent 1. Fig. 1 shows a
general configuration of a nobile communication 5 systemaccording to this

enbodi mery .. bile. statj,on{MB). is one exanple of the radio comrunication
appar at ugré%@b’?&aﬁl&‘%{o& ?i]L,her Hif@ﬁ%flgﬁ. The nobile station (M5) 100 is, for
exanpl e, a cellular phone. The nobile station (MS) 100 is connected to a
base transcei Vg Lsioawha@qendguragiopyof g anebileganyaupication sEsteER. st at i on

10 (BTS) 110 is connected to a radio network controller (RNC) 120. The
radi o net wor FigoBt shbwer a (cnf)guraticrs of cnredie cdhetwoak otdrerodedi(BNGRt wor k
controller (RNC) 120. The radio network controller (RNC) 120 is al so
connected2m a core network (CN) 130, and further connected to anot her
radi o network controller (RNC) 120 via the core network (CN) 130. One or 15
bot h 8f the bdig 3rshusceavenispiattion ¢BIT Shohild statdon i S) adi® anedrsing
controller ijNC) 120 can be referred to as a radi o station.
to the first embodiment.
Fig. 4 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 5 shows a configuration of a confidentiality/integrity
10  processing unit 40 according to the first embodiment.
Fig. 6 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 7 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
15 Fig. 8 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 9 shows a configuration of a mobile station (MS) 100 according
to the second embodiment.
) Fig. 10 shows a configuration of a confidentiality/integrity
20 processing unit 40 according to the second embodiment.

Fig. 11 shows a configuration of a confidentiality/integrity

processing



Fig. 2 shows a configuration of the same nobile communication g systfipsas
showmn in Fig. 1. In particular, the figure shows the internal

configuration of the radi o network co%rol ler (RNC) 120. 20 A BTS IF unit
121 connects the base transceiver station (BTS) 110. A handover control
unit 122 controls handover in case the nobile station (MsS) 100 noves

bet ween the base transceiver stations (BTS) 110. A signal control unit 123
for M5 perfornms radi o comruni cation control and data confidentiality/
integrity processing while communicating 25 with the nobile station (M)
100. The et Fwicapraipaftp dbatseapnd gmbedimgritty 8 June 2004 14 processing of
the nobile station (M5) 100 is performed corresponding to the

confidenti al i t ¥ig.i ¥4 egewsampexanpk eferofryptingédepraptiogmystdmsini t 123 for
M5. Nanely, data encrypted by the nobile station (M5) 100 is decrypted by
the signal colig.ol3 shows123 faonfigBrationr evfr se, tdvafidenhdabitchigtegetyi n t he
signal 5 control unit 123 for M5 is decrypted in the nobile station (M)
100. An paotdssinig uaiti 40 acodeling pe e detynd bmboalimnleat.st ati on (MS) 100 to
ensure the integrity of data is checked by the signal control unit 123 for
MS. I® reverseFigt & dst hantilustraton cedewapianARIBOWSTIHHTES BRI10Q@BEGT ol
unit 123 for MSto ensure the integrity of data is checked by the nobile

stati on QeBhritgBeclirity KrciteatiaenBedeshicaBi ty processing or the data
integrity processing is performed at the second | ayer of the seven |ayers,

that is, |ayer Fig (dRisah ilistratien)shofvn ENARFBWETD- 163438 N0, 8@cSsuyt h the
core network (CN) 130. A RNCIF unit 125 interfaces with another- radio

net wor k seBtfief hechitédtNee, Higlre A6bi gnal control unit 126 for CN perforns
control with a core
Fig. 16 is an illustration shown in ARIB STD-T63 33.102,3G
10 Security; Security Architecture, Figure 16.
Fig. 17 shows a configuration of an encrypting module 51 (or a
decrypting module 71) employed within a encrypting/decrypting 421.
Fig. 18 shows an installing form of the confidentiality/integrity
processing unit 40. |
15 Fig. 19 shows a case in which the confidentiality/integrity
processing unit 40 is implemented by software.
) Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in a radio communication control unit 20.
Fig. 21 shows a concrete example of data 92, 93 in case of RLC non-
20 transparent mode.
Fig. 22 shows a concrete example of voice data as one example of

transparent data 95, 96.

Fig. 23 shows a concrete example of unrestricted digital data as one

%
\
R

e)iample of transparent data 95, 96.

25 Fig. 24 shows a conventional cellular phone 500.



15 network (CN) 130. A signal control unit 127 for RNC perforns conir ol

wi th another radio network controller (RNC) 120. A control uni § J4np2004
controls the whole radio network controller (RNC) 120. A switch 129
switches control signals and packet d&t a based on the control perfornance
of the control unit 128 anong the radio station (BTS) 110, the radio
network controller (RNC) 20 120 and the core network (CN) 130. Nanely, the
switch 129 switches not only the packet data, but all data kinds such as
speech data, and further the swtch 129 also switches the control signals.
Fig. 3 shows a configuration of the nobile station (MS) 100. The nobile
station (MS) 100 includes a termnal IF unit 10, a radio 25 comrunication

control Ukefer?d EtnBREhRnt N -Fak OOt thY Invddtad a 8 June 2004 15
confidentiality/ integrity processing unit 40. A canera 1, a video 2, B/ T

(Bl ue ToqgthAbodimant kCD 4, a KEY 5, an LED 6, a USIM (Universal Subscri ber
|dentity Module) 7, a RECEIVER 8, a MC 9, and an HSJ (Head Set Jack) O

are connect ed tpq%.t he she4Al Qa%eﬂé:ap%hﬁggra Hes& deyidieR edmhienicalBha 1 S

t hrough the HSJ performinterface processing wth a user (a person) or a

devi cg tq%ggﬁﬁggggﬁﬁﬁgﬁgqﬁgg%g?ggﬁégﬁ_s i nput or output information which

can be re : . on) or the device to be connected. The
ormoal 1P g iS50 TS Kbl ol o i gued oot
enco: ol aSigsRil e 8ehBling fy FRCHTBGHLR. | FobDihod R0nFITTR B, e
data formpL 690V erddfud? phaRee he ‘HEpie RaliSh Tis) RGTELRRHOEA! fiFa0EV1 Cos
base transceiver station (BTS) 110 by radio. The base transceiver station
10 (BTS) 110 is connected to a radio network controller (RNC) 120. The radio
network controller '\(RNC) 120 is connected to another radio network
controller (RNC) 120. The radio network controller (RNC) 120 is also
connected to a core network (CN) 130, and further connected to another
radio network controller (RNC)} 120 via the core network (CN) 130. One or
15 both of the base transceiver station (BTS) 110 and the radio network
controller (RNC) 120 can be referred to as a radio station.

j Fig. 2 shows a configuration of the same mobile communication
system as shown in Fig. 1. In particular, the figure shows the internal
configuration of the radio network controller (RNC) 120.

20 A BTS IF unit 121 connects the base transceiver station (BTS) 110.
A handover control unit 122 controls handover in case the mobile station

(MS) 100 moves between the base transceiver stations (BTS) 110.
A signal control unit 123 for MS performs radio communication

control and data confidentiality/integrity processing while communicating

25 with the mobile station (MS) 100. The following confidentiality/integrity



of the camera 1 through the HSJ 0O to/fron1the data formats processed

i nside the nobile station (MS) 100. The terninal IF control un$tuns2004
controls 15 the operation of the termnal |IF unit 10. The speech encodi ng/
decoding wunit 14 encodes speech el ectldic signals input by the MC 9 into
speech code. | Further, the speech encodi ng/ decoding unit 14 decodes the
encoded signals to output the speech electric signals to the RECEI VER 8.
The radi o comruni cation control unit 20 controls the whole nobile 20
station (M5) 100. The radi o comruni cation control unit 20 is provided with

a_har dwars:oehighbloriile igbild sthuldRm) TOMis bfMnda borryBscaing e | ke,

or software nodu The radi o comruni cation control unit 20 processes data

bet veen the d RIHHHR)/ m&wt%mtegggt&m&%@l @spggggg&hm%%r%@s The

radi o conmuni cati o ‘cont converts rul es 25 defi ned

by the Stﬁ&%%![;ﬂ & tat%}ﬁ:rgf)%tdogyo the 'HloBARL &t d&%ﬂﬁ'ﬂ‘ (SI}AS? Ned fédaé’c@gféﬁ‘%yz&%“ 16

conmuni cati on processes ayer 2 or “upper |l evel s of

%gﬁnggﬁﬁﬁpgﬁh ilt gﬁﬁ%ﬁﬁfﬁ}an i ?8?‘?%8 ﬁg}:ea?g%a&ég‘gﬁf g dia, ﬁ'gf
gaﬁgchggﬁ; q dg }ggqée@éon # nt| I|t F6PO§ETEQ : ﬁé??ﬁ?g'iﬁfbgffaih
ggfgesi:dg“g???ﬁagﬂngSQﬁR%il therefor g??%ngi @&§F;? 5%1?%iggggjiheh r
he dat o MXEBIVPIAETEGT FOFSHEN PHeRE SHAIDGRDIRT At Leades gt revses —

|nte rit 10 processin
g y the authentication code appended by the signal control unit 123 for MS to

| ) ensure the integrity of data is checked by the mobile station (MS) 100. The
10 data confidentiality processing or the data integrity processing is performed
at the second layer of the seven layers, that is,. layer 2 (data link layer). A
CN IF unit 124 interfaces with the core network (CN) 130.
A RNC IF unit 125_ interfaces with another radio network controller
(RNC) 120. A signal control unit 126 for CN performs control with a core
15 network (CN) 130. A signal control unit 127 for RNC performs control with
another radio network controller (RNC) 120. A control unit 128 controls the
) whole radio network controller (RNC) 120. A switch 129 switches control
signals and packet data based on the control performance of the control unit
128 among the radio station (BTS) 110, the radio network controller (RNC)
20 120 and the core network (CN) 130. Namely, the switch 129 switches not
only the packet data, but all data kinds such as speech data, and further the
switch 129 also switches the control signals.
Fig. 3 shows a configuration of the mobile station (MS) 100.

The mobile station (MS) 100 includes a terminal IF unit 10, a radio

25 communication control unit 20, a radio communication unit 30 and a



The radi o communi cation unit 30 is provided with a channel encoding unit
310, a baseband nodul ati ng/ denpdul ating unit 320, a radio un?HU®389@%nd
an antenna 34. The channel encoding unit 310 includes encoding units and
decodi ng units for respective channel 45 The encodi ng 15 unit includes an
error detection encoding unit 311, an error correction encoding unit 312,
and a physical format converter 313. Further, the decoding unit includes a
physi cal format converter 314, an error correction decoding unit 315, and
an error detection unit 316. The baseband nodul ating/ denodul ati ng ( MODEM

unit 320 dﬂ?ﬂi&eﬁﬁaﬁ%ﬁ;@e@ RESSingOuhftea0and. cdhRrdasehandesosiubaty ng/

denodul ati ng unit i ncludes a baseband nodul ator 321 and a baseband

demodul at(@1u838oth)®e drRdcD UNLIKEBH) LPDEES B?af‘lf@[l@f}‘_@ﬁ%?@%@ﬁ@érﬁaérm 0
transm ssion spectrum or reverse the conversion. The radio unit 330

i ncl udes RBLHB; SARNEE] ) 2 IFCRRFER 8 O WICONUAH! &1 HBP éHgéd B8 Jack) 0

confidentiality/ integrity processing unit 40 Is connected to the June

2004 17 a{x%dé&qr?é%%&' b Ge! %Engg%fang%nﬁr COoffddeqliald by ink URGLLL X

processi ng unit recelv fromthe radi o conmunicatron control unit
20 and p I Q?Sg P I al | L.Qc hng. r

confi genﬁli%ﬁlg@/tﬁ%n e.g(rfilllt ??/ﬁg%%&glgés}gé%gbt%?e{%sﬁﬁeg?%ug&é? Héql%r’{fb' %%’P:g{ ffl of the
e oSO LSO B e RSl SR Sy
confidentialjty/ integrit rocessing., Further.. the confidentiality/

integri tfanpfp%ﬁgc‘sosgn%e%ufy ﬁ.‘%bls?ﬁéiﬁrgg@a ra&ﬁg%‘flc%lﬁo BF&OPPSF{}dT ayer of 2 or
up_ger levels OfThe terminal IF unit 10 includes a module IF unit 11 for each

| module, a data format converter 12, a terminal IF control unit 13, and a

10 speech encoding/decoding unit 14. The module IF unit 11 for each module

interfaces with each of the devices of the camera 1 through the HSJ O. .Th'e

data format converter 12 converts the data formats processed by the devices

of the camera 1 through the HSJ O to/from the data formats processed

inside the mobile station (MS) 100. The terminal IF control unit 13 controls

15 the operation of the terminal IF unit 10. The speech encoding/decoding

unit 14 encodes speech electric signals input by the MIC 9 into speech code.

) Further, the speech encoding/decoding unit 14 decodes the encoded signals
to output the speech electric signals to the RECEIVER 8. -

The radio communication control unit 20 controls the whole mobile

20 station (MS) 100. The radio communication control unit 20 is provided with

a hardware circuit including a CPU, a ROM, a RAM, a firmware, and the like,

or software module. The radio communication control unit 20 processes

data between the terminal IF unit 10 and the radio communication unit 30.

The radio communication control unit 20 converts data based on rules

25 defined by the standard or the protocol. In particular, the radio



| ayer as the processing data of the confidentiality processin nd/ or data
92 10 of an arbitrary |ayer of 2 or upper levels of |ayer as t T%%ﬂgéssing
data of the integrity processing fromthe radi o conmuni cation control unit
20. The confidentiality/ integrity ptbcessing unit 40 perforns the
confidentiality processing and/or the integrity processing of the data 92
based on the input control signal 91 to output to the radi o communi cation
control unit 20. The 15 control signal 91 includes paraneters such as a
key, an initial value, selection between the confidentiality processing

and the ichiRAThIGAtIRINCESSEbNAnit B0 PprodestaVgatad 6OREyes W 8f Lppeileddls of
confidentiality/ integrity processing unit 40. The confidentiality/

i ntegrit Yayir069stidifiitiorfOal pakkegag @7 ddncdfidatiddtie Qagd Thepiibe 411.
The nodul € 411 perforns the confidentrality processing and the integrity

processi pgmithtRldAtiRCcHRTBL Ghito30 LaRldi¥SiREnARCtheS AR RINO WecAlke THe
sel ection between the confidentiality processing and the integrity

processi ngqioScHARERITEAEGn RontE APEHW rotk o0 1dat'§e<5t9a§é1hg Or upper.

confidentrality processing neans encrypting or decryptin

Furt her, i ' . AT ' : i .
o S A R R e 141 7Ll R4 T8 Bl

ent| catlion codes to t epr oducl ng and
Cormar g USRI SA) O OB RTAERLIA | b, RHECSER e e
20! TRl b e T OB P14 i SRR ™ ©
perfor me%rtl)g af tﬁle qg}'/e?r Er})glullietherefore it is impossible to judge whether the data
should be performed the -confidentiality processing or the integrity
10  processing.
The radio communication unit 30 is provided with a channel
encoding unit 310, a baseband modulating/demodulating unit 320, a radio
unit 330, and an antenna 34. The channel encoding unit 310 inciudes
encoding units and decoding units for respective channels. The encoding
15 unit includes an error detection encoding unit 311, an error correction
encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband
modulating/demodulating (MODEM) unit 320 modulates and demodulates
20 the band. The baseband modulating/demodulating unit 320 includes a
baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission spectrum, or reverse
the conversion. The radio unit 330 includes an up-converter 331 and a

down-converter 332.

25 The confidentiality/integrity processing unit 40 is connected to the



411. In case of Fig. 4, it is possible to reduce the hardmarez{ﬁﬁ%gkﬁﬁ and
the software resource. Hereinafter, a "nodule" refers to the ones

i npl emented either by hardware or software only, or by conbining the both
tools. 10 Here, concrete exanples of the confidentiality processing and the
integrity processing used for the cellular phone will be explained. Fig. 14
Is a figure shown in ARIB STD-T63 33.102,3G Security; Security
Architecture, Section 6.3. Fig. 15 is a figure shown in ARIB STD T63
33.102, 3G Security; 15 Security Architecture, Figure 16b. Fig. 16 is a
figure shadiv comARUECSHEDn TEIit 323). 1 The3corSatamtialiyy /inSegrityi pyocAssihgtwacit ur e,
Figure 16. Fig. 14 shows an encrypting nethod on the radio line. Signs
shown i mOFregeived daeafirdrhehé ahdinntdgm2icEion Goplen Uedy 20enat patfoanskey)

F8: function for data confidentiality processing IK integrity key

(message thyt dgat ceafillemikiey) pré@ssingnct Farhesy tikatddnfideagiality/ iRtepeR$si Ny
Cel l ul ar phone carriers inplenment authentication using functions f 1 25

through fRocddignd 28 kit £0Cr ypéhel Kews GakdgityCKoindheK gaper at egh8 June
2004 19 through this authentication process are transferred to the

f unct son hakddatialityyeofRPtdrabédsin@iRaesd ppUtk8 c8Rtkdl Regrddnst i f or

data integrity processing f) Fig. 15 shows an encrypting nethod on the
radi o linfe Th&d%h 9"Yommunication control unit 20 for the data

confidentiality/integrity processing. Further, the confidentiality/integrity
processing unit 40 inputs data 92 of an arbitrary layer of 2 or upper levels of
layer as the processing data of the confidentiality processing and/or data 92
10 of an arbitrary layer of 2 or upper levels of layer as the processing data of
the integrity processing from the radio communication control unit 20. The
conﬁdentiglity/ integrity processing unit 40 performs the 'conﬁdentiality
processing énd Jor the iﬁtegrity processing of the data 92 based on the .input
control signal 91 to output to the radio communication control unit 20. The
15 control signal 91 includes parameters such as a key, an initial value,
selection between the confidentiality processing and the integrity précessing.
) Fig. 4 shows a conﬁgﬁration of the confidentiality/integrity
processing unit 40.

The confidentiality/integrity processing unit 40 includes an IF unit
20 410 and a moduie 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the
same algorithm. The selection between the confidentiality processing and

the integrity processing is determined by the control signal 91.
Here, the confidentiality processing means encrypting or decrypting

25 the data. Further, the integrity processing means detecting data tampering |



5 shown in Fig. 15 nean the followng: f8: function for data
confidentiality processing CK: cipher key (encryption key) Né§§N§£OO4

pl ai ntext data which a sender wants to send to a receiver such as user
data and signal information before endPyption 10 COUNT-C nuneral val ue
data showi ng the accunul ated nunber of transm ssion/reception, increnented
by 1 at each session. BEARER bit for identifying |ogical channel

DIRECTION: bit for discrimnating the direction of transm ssion of

ci phertext 15 LENGTH:. bit |length of MESSAGE or ciphertext data As shown in
Fi g. 15, bgrappepiding audeattipitionncafestthahdatzaa ios rpprdduraimegl andasedpamnng r andom
nunber sequence generated by the function f8 for data confidentiality
processi e akitBentléatidiovsdes.met hod for generating nessage aut hentication
code. 20 Signs shown in Fig. 16 nean the follow ng: f9: function for data

integrity procaysi 8@nfidentidlitggpidc¥skiay ANESHagmtagtihe prbeatisimy dsay be
COUNT-1: nuneral value data show ng the accunul at ed nunber of

transni sgyiepRrAREEBY @ shite' efenitesr Rigdritkim €8 oy @S sirfilla? TifdePSAFEa
pl ai ntext data which a sender wants to send to a receiver 8 June 2004 20

o scr e S et 8 iy B Ofonflleilalief . o1
' processing and the integrity processing can be performed by a single module
411. In case of Fig. 4, it is possible to reduce the hardware resource and the
software resource. Hereinafter, a “module” refers to the ones implemented
either by hardware or software only, or by combining the both tools.
10 ' Here, concrete examples of the confidentiality processing a_nd the
integrity processiﬁg used for the cellular phone will be explained.
Fig. 14 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Section 6.3. |
Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Security;
15  Security Architecture, Figure 16b.
Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16.
Fig. 14 shows an encrypting method on the radio line. Signs shown
in Fig. 14 mean the following:
20 CK: cipher key (encryption key)
F8: function for data confidentiality processing
IK: integrity key (message authentication key)
F9: function for data integrity processing

Cellular phone carriers implement authentication using functions f1

25 through f5. The 128-bit encryption keys called CK and IK generated



FRESH: random nunber generated for each user MAC-|I: nessage auépentéﬁﬁgion
code for integrity (message 5 authentication code conputed by®tHe® er)
XMAC-1: expected nessage aut hentication code for integrity (nessage

aut hentication code conputed by the rédfeiver) As shown in Fig. 16, the
integrity of the data can be checked by conparing two nessage

aut hentication codes at the receiver side. 10 In the follow ng, the
operation will be explained. To perform ciphered conmuni cati on between the
termnal and the network within the radi o network, authentication process
i's requi rigftouglh thishhathediapiaht peicesd 2ire rtimn dfbfredt toethd farsctipro gt dfar t ner
or both partners nutually confirmthe other is proper before sending/
recei vi ngeaigidRnibieline @Rocebirid @8] WadPiet Afiction orsd@anintégriitydprdcbssHig i ng a
series of authentication processes, both the term nal and the network use
five funcggons named functions fl through f5. In parallel with the

aut henti cation process, the function generates a cipher key (CK) of 128

bits and a nessage 18ULHARS IGAEhOR RN mddhotl 4 aBiki fadikSine.| hakidpd h the

termnal and the network. The. two keys can be shared exclusively by the
term mal andyd Be Fid etR{dan¥HeCB11b .been mutual | y authenticated, and the

two keys are used ~within the two fuhctions f8 and f9 described bel ow. The

two keys vary ﬁgrﬁl ﬁgqﬁﬂgkgﬁl gﬂﬁgﬁﬁagp es further, there are no

patterns anong keys 25 generated. Then, eys e di scarded when the

comuni cat i on i S O%Bher ey W5crgB4n 18%)

MESSAGE: plaintext data which a sender wants to send to a receiver
such as user data and signal information before encryption
10 ' COUNT-C: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 .at each session.
BEARER: bit for identifying logical channel
DIRECTION: bit for discriminating the direction of transmission of
ciphertext
15 LENGTH: bit length of MESSAGE or ciphertext data
As shown in Fig. 15, encryption/decryption of the data is performed
i based on a random number sequence generated by the function {8 for data
confidentiality processing.
Fig. 16 shows a method for generating message authentication code.
20 Signs shown in Fig. 16 mean the following:
f9: function for data intégrity processing
IK: integrity key (message authenticating key)
COUNT—II: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session

25 MESSAGE: plaintext data which a sender wants to send to a receiver



The nmechani sm (protocol) required for this authentication proGess iiho4
standardi zed. However, as the functions of fl to f5 are not sta rdi~zed,
operat ors deci de these functions indegendently[ The data security after
aut hentication processing is maintainéd by 5 the data confidentiality and
integrity processing techniques. The first, data confidentiality technique
is applied to encrypt the wuser data and the signal information including
- speech transferred on the radio network, and for preventing w retapping.
To inplenent this data confidentiality processing, a function called data

conf i densiighidsyuddrnddtacamd $gnahaifeimatioarbefors encgptiva as f8) is enpl oyed.
In the case of communi cating data whi ch has undergone confidentiality

processing as SIRWTCTION:IEt fokdis¢hRis AL the d@%ctiba oferaistpissivh key ( CK)
generated at authentication process. Further, a random nunber sequence is

generated by | PRESH NrRidh tnlBBeE Bed:ENGT thr @fcH higerl5 target data for
encryption/decryption, an up/down link (DIRECTION), a counter (COUNT-C), a

| ogi ¢ channel ideol f irgesdBEARERhdida8ionCESde t T6r URA ! i(ﬁk\es@ﬁgés those

di stingui shing bits which i ndicates the transm ssion direction o

ci phegt ext,tHad Ac S 1eSde ﬁﬁﬁﬁg@g&tbgqgngegase station. Further, the

counter is data show ng t%e nunb of 20 accunul ated tines of sendi ng/

receiving dat axﬂc__elgc%ﬁ(@‘é@@dngﬁlerﬁﬁgé Viaglgl?%&ﬁcaﬂ% Acoftef i8£d iN@Y i's

added to the counter. counter 1s-use preventing an attack” which

% oL R SR 81 e hesgegpt Pron vl Ve
OB el paane SRR Fi" 6 Bh ety SPBEL XA I Be' nelSRE By DY
| comparing two message authentication codes at the receiver side.
10 ' In the following, the operation will be explained.

To perform ciphered communication between the terminai and the
network Within the radio network, authentication process is required, in
which one partner confirms the other is a proper partner, or both partners
mutually confirm the other is proper before sending/receiving data between

15 the two partners.
As shown in Fig. 14, during a series of authentication processes,
) both the terminal and the network use ﬁve. functions named fﬁnctions f1
through 5. In parallel with the authentication process, the function
generates a cipher key (CK) of 128 bité and a message authentication key
20 (integrity key, IK) at both the terminal and the network.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are used
within the two functibns f8 and f9 described below. The two keys vary for

each communication session, and further, there are no patterns among keys

25 generated. Then, the keys are discarded when the communication is over.



8 June 2004 22 sequence generated above and the data/ signal 4 L 4B ion
to be encrypted and sent to the receiver. The paraneters excgﬁ@ %ﬁ are
sent fromthe sender to the receiver wthout encryption. It is unnecessary
to send CK because the same 5 parane?%r is generated at the receiver side
at authentication process. Even if the paraneters other than CK are
obtained by the third party, the security of the original nessage can be
kept, as the random nunber sequence required to decrypt the ciphertext
data cannot be generated as long as CK remains secret. 10 At the receiver
si de, the randThentstiednisenproteol)sregeiredafoe dhisusutipritimtiomcproceds is
paraneters and CK whi ch has been al ready obtained, the random nunber

sequencestshd4doResd Hovdver caphBetiexictidat aoff ficed Y& careonotdetirypirdizetlp t he
original message. This nethod is a variation of OFB (output feedback) node,

whi ch i sopdfatenededidt iBes®HAfctdns independéetlpl ock ci pher defined by
| SO | EC10116. In OFB node, even if bit errors occur due to the noise

generated on thge 44@NSEPUTRYOMtAALNBhedti@tRC PESCARERIL SS nMdin€AReA By ENt t he
bit errors from increasing. For this reason, this node is often adopted

for radi ﬁqé’ﬁh&?coﬁﬁ@ﬁﬁlﬁ??&:ﬁf‘int@%ﬁ@ﬁr&%gﬁﬁg tbeGhfjuede for keeping the
security of data is data “integrity technique, which detects tanmpering in

' RGP (ABRSRRR AhRINEUCH iRRrFdend message

the signal infepEegidn £¥a
aut henti cati on code§ to the signal information on the radi o comunication

line. Thigel HathSthfaht esﬁ‘gnal information including speech transferred on the
radio network, and for preventing wiretapping. To implement this data
confidentiality processing, a function called data confidentiality function

10 (hereinafter, referred to as f8) is employed.

In the case of communicating data which has undergone
confidentiality processing as shown in Fig. 15, the sender uses the
encryption key (CK) generated at authentication process. Further, a random

| number sequence is generated by inputting a bit length (LENGTH) of the

15 target data for encryption/decryption, an up/down link (DIRECTION), a
counter (COUNT-C), a logic channel identifier (BEARER) to {8.

Here, the up/down link means those distinguishing bits which

"indicates the transmission direction of ciphertext data between a terminal

and a base station. Further, the counter is data showing the number of

20 accumulated times of sending/receiving data. At each sending/receiving the

data, a fixed {ralue is added to the counter. The counter is used for

preventing an attack which tries to send the ciphertext data that has been

sent previously. Yet further, the logic channel identifier means a bit for

identifying a logical channel performing encryption.

25 Ciphertext data is generated by XORing the random number



message aut hentication technique. To inplenent this data inteQ%5H§:§®4
technique, a function for data integrity (hereinafter, referre Y f9)
is used. 8 June 2004 23 The sane encryption algorithmas f8 is enployed in
the core part of f9. First, on authentication, the nessage authentication
key (IK) is derived fromthe function f4 for generating the nessage
authentication key, and the nessage aythentication key is transferred to
f9. As shown in Fig. 5 16, a nmessage authentication code (MAC-1 or XMAGC-I)
is generated by inputting the data (MESSAGE), the up/down |ink

( DI RECT| GRpuenéR: generated a%xmmi tye daite/ signabinfaumnbten (tPRESENCH@ied at ed
for each user as well as the nessage authentication key. These paraneters
are al soasdnsenttgotthe neeeiwener by using an area of 10 data format which is
not encrypted by the sender. Even if the parameters are obtained by the
third party, tHAéecpafameters zixcept OK ahe sdat fromarthbesengler tasthel moegivas t he
nmessage aut hentication key (1K) is kept secret, which is the sane as the
case of ddtlouwtorhicdgntioral i tiy.isThanseaskarysendendhEKlalbecaniseh tlappendeng t hi s
nmessage 15 authentication code (MAC-1) appended to the receiver. The

r ecei ¥er paraingtdrais| genecatepudteshet feeeives sityeatoal themticatibh@roceske ( XMAC- 1) by
using M It can be confirnmed there is no tanpering by conparing MAC-1 and
XVAC- | to findEvehen tideparenleterdsebehert bigarh at K oxten@bediowd Spribeeran®! es of

subsequent process Iin 20 case of tanper detection: (1) Request the

retransmpastyntHef skbegrifalof @iedofightl mesbAge caGeb¥ERepSSAdRe random
number sequence required to decrypt the ciphertext data cannot be
generated as long as CK remains secret.

10 At the receiver side, the random number sequence is generated
using the received parameters and CK which has been already obtained, the
random number sequence is XORed with the ciphertext data received to
decrypt into the original message.

This method is a variation of OFB (output feedback) mode, which is

15 one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if bit errors occur due to the noise generated on the

) transmission paths, the decode processing can prevent the bit errors from

increasing. For this réason, this mode is often adopted for radio voice
communication.

20 The second technique for keeping the security of data is data
integrity technique, which detects tampering in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called

message authentication technique. To implement this data integrity

25 technique, a function for data integrity (hereinafter, referred to as f9) is used.



aut henti cation code is proper or not. (2) Di sconnect the conn%qhhg bg case
of consecutive tanper detection. According to 3GPP specification %Por nor e
i nformation, access 25 http://ww. 3%)%)org/ About 3GPP/ 3gpp. htm, the
encryption/decryption 8 June 2004 24™fodul e has the function to encrypt
the input plaintext data (data to be encrypted) into the ciphertext data
(encrypted data) and output the ciphertext data, and the function to
decrypt the ciphertext data into the plaintext data and output the

pl ai ntext data. Assumi ng the enbodinment is 5 conpliant to the 3GPP _
speci f i cZhecame trcryptive alBUREN BERERERDP RFETH | iOMhEIGorERSTHCS: r espond to
the control signal 91 shown in Fig. 3 as concrete exanples. Further, as
for concrete eKaspl en ebithértickion, IthanieSSaghemthenticdlign By f(HE) exanpl e,
"MACSDU" or "RLCPDU (datapart)" corresponds as 10 shown in Fig. 21. Here,
"RLCSDU {dstvep fircdm "the Fuactian tf4dbr BetPilting tloenmdusake tahehapfieatidn Gely, or 2
Ccts (1 byte or 2 bytes) is deleted (the part of "DATA FOR Cl PHERI NG'
shown i nahdgthe?kessaddr&Siéntivationl K&Pik tfdadfegradt o’ fI. s AdnsteoseniheFigf
MESSAGE shown in Fig. 15. Yet further, MACSDU denotes Media Access Contro
Servige Daf aa UAkésadel eBbhtrticadintcede RAMAC-1i0ik XBOACKpl isPrethéeened Doy a Unit .
Each nmessage within the nessage flowis structured from RLCPDU at the

myga ?Sa%%?thsr%gd&t daa (MESSshed)ethe ﬁb?b@%ﬁiﬁk@%ﬂ@&)ﬂl?,@ﬂe &@urdefCt part
jected to confidentiality processing, all of the RLCPDU is
i nput t o(¢OENT-C), the random number (FRESH) generated for each user as well as
the message authentication key.
These parameters are also sent to the receiver by using an area of
10 data format which is not encrypted by the sender. Even if the parameters
are obtained by the third party, the confidentiality of the data can be kept as
long as the message authentication key (IK) is kept secret, which is the séme
as the case of data conﬁdentiaiity.
The sender sends the data with appending this message
15 authentication code (MAC-I) appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using 9.
) It can be confirmed there is no tampering by comparing MAC-I and XMAC-I
to find them identical.
Here, the following shows some examples of subsequent process in
20 case of tamper detection:
(1) Request the retransmission of the data and check if the received message
authentication code is proper or not.
(2) Disconnect the connection in case of consecutive tamper detection.

According to 3GPP specification (for more information, access

25  http://www.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption



20 confidentiality/ integrity processing unit 40 and the unit _opt 3 to
performconfidentiality/ integrity processing on the 1-Cct or 82 URE¢ bért
This is in order to reduce the | oad of the radi o communication contro

unit 20 wherein the load is generatea4by shifting 1 Cct or 2 Cct for
removi ng the excluded part of 1 Oct or 2 Ot fromthe all data unit
(RLCPDU). 25 Fig. 5 shows another exanple of the confidentiality/ integrity
processing unit 40. 8 June 2004 25 As featured in Fig. 5, a
confidentiality processing unit 420 and an integrity processing unit 430
are provintethlsepas ahel fiunctiosi de enveyptc ohé iident | plhintexprdete sgabg tonbe 420,

an encrypting/ decrypting unit 421 is provided. Inside the integrity
processi egctipted3fto atHeescphertaxt héata qaheompted cddea)appendiugputi nthegrity
verification unit 431 is provided. The enrypting/decrypting unit 421 shows

a case i gipMurtdktt deta@naid/Rhe ofurkfidn tdeicdegsty fhé wiplaéepedhed Mrtb wheng an
i dentical nodule. The nessage authentication code appending/ integrity

verifi cabigatdii datd3nd BavSuttE@ptintdktWhiteh ApReRthdthé BenHRESRER is
aut henti cation code and verifying the 10 integrity are performed using an

i dent§cal . A ¢8se shrun in3Gpp 5 i?ec@ﬁ%ﬂ,gura&h@n i N apaveh the
encryption and the decryption are perfornmed by the sanme function or

- appendi “g:c%@ﬁTZBmﬁ bf‘ﬁﬂtﬁ@fgz@i’{ﬁ,@%@ﬂd coffEdgofid Gt Neiel RBGFJILY are

perfornmed by the sane fanctlon. npared with Fig. 6, it is possible to
b Ay Tt eyt 19 fesuce win e e
\ Further, as for concrete examples of the data 92 and 93 shown in -
| Fig. 3, for example, “MACSDU” or “RLCPDU (datapart)” corresponds as
10 shown in Fig. 21. Here, “RLCSDU (datapart)” is a part of RLCPDU, from
which the upper 1 Oct or 2 Octs (1 byte or 2 bytes) is deleted (the part of
“DATA FOR CIPHERING” shown in Fig. 21). “MACSDU” or “RLCPDU
(datapart)” is an example of MESSAGE shown in Fig. 15. Yet further,
- 'MACSDU denotes Media Access Control Service Data Unit. RLCPDU
15 denotes Radio Link Control Protocol Data Unit. Each message within the
message flow is structured from RLCPDU at the layer 3 after deleting RLC
header.
Although RLCPDU has 1-Oct or 2-Oct part which is not subjected to
confideﬁ‘dality processing, all of the RLCPDU is input to the
20 confidentiality/integrity processing unit 40 and the unit opt not to perform
confidentiality /integrity processing on the 1-Oct or 2-Oct part. This is in
order to reduce the load of the radio communication control unit 20 wherein
the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDU).
25 Fig. 5 shows another example of the confidentiality/integrity

processing unit 40.



processing unit 40. As featured in Fig. 6, inside the ConfiCK”gj&wJ%QQ
processing unit 420, an encrypting unit 422 and a decrypting uni § are
provi ded separately. 20 Further, ins'ge the integrity processing unit 430,
a nmessage aut hentication code appendi unit 432 and an integrity
verification unit 433 are provided separately. A case shown in Fig. 6 is a
configuration in which the encryption and the decryption are perforned by
different functions or appending the nessage authentication code and
verifying the integrity are perfornmed by 25 different functions. It is
possi bl e to redpefehtwrdyirp@lid.ob mermrfidentiadity $rocessiizgrhit 220dendygni ng,
appendi ng the nessage aut hentication code, verifying the integrity, and
further titegtiay apeocdssitent hait t43@r agesprogided tdeparatebgr i t Insige oekesi ng
can be simultaneously perfornmed in parallel on sent/received data.

Accor di ngbitfidehealiiyd brégeethgd ete 9200 tart @nhcheptiiegkiechyplingg nis MXE ia case
in which multiple encrypting units 422 and nultiple decrypting units 423

are provigdedden. tThsideiel it epiritdl droYeHiNg FSE #80, dthésshgl adthehtieatiods shown
inthe figure, multiple nmessage authentication code appending units 432

and nygl ticBhe |dBRGIdihY/esdrityCavdrdfilcatid SuhdS aBa [ oprekadedn t hEhe
integrity processing unit 430. Wile the nobile station 10 (M5) 100 is

oper ati ngp &/ dRYyPend e & d 1N sWBhGha dals inhwith ItRkCen&¥ptibal snghoul d

i
be processed at the sane tine. For exanple, when two kinds of data such as

speech dafa @63l Q}él gae%txﬁa_e@r st 306Q4SA1Y mddABST aieednedaka of at

| east two channgels shou be sinmultaneously processed. In such a Case, the

sp?ech A3l @nEARC Aot REEY pc{pﬁ)%nla:fné/}lﬁtegﬁty verification unit 431 shows a case

in which appending the message authentication code and verifying the
10  integrity are performed using an identical module. A case shown in Fig. 5 is
a configuration in which the encryption and the decryption are performed by
the same function or appending the message authentication code and
verifying the integrity are performed by the same function. Compared with
Fig. 6, it is possible to reduce the hardware resource and the software

15 - reéource within the case of Fig. 5.
Fig. 6 shows another example of the confidentiality/integrity

! processing unit 40.

As featured in Fig. 6, inside the confidentiality processing unit 420,
an encrypting unit 422 and a decrypting unit 423 are provided separately.
20 Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are provided
separately. A case shown in Fig. 6 is a configuration in which the encryption
ahd the decryption are performed by different functions or appending the
message authentication code and verifying the integrity are performed by

25 different functions. It is possible to respectively perform encrypting,



encrypting wunit 2. Further, in case of decryption, data on nmultiple
channel s can be decrypted sinultaneog ly. It is not necessary to have the
sanme nunber (n in case of Fig. 7) of %he encrypting units 422, the
decrypting units 423, the nessage authentication code appending units 432,
and the integrity 20 verification units 433. The nunber of each units can
be determ ned according to the nunber of channels to be processed

simul taneously by the nobile station (M5) 100. In another way, the above
uni t s dodsotyptimg; eappenidingo thac messagaelauthentivateon acards, t aerifighgntla¢ needs
to process a large anobunt of data at a high speed, it is possible to nake
t wo encr yptegrigy, uahtisfiuptioere she 28athheohfidgetidimyuptoaessie ar adwi gmtedrity t he
channel . Nanely, the nunber of 8 June 2004 27 each unit such as the
encrypti pgods¥singt2an bbesifiedtatpousty yerforditd, in hearattel sageeat/trhesivedat i on
code appending unit 432, and the integrity verification unit 433 can be
det er m n@diACaeEEidiAgly) thd Bigh!shesd pfoczlsihpad=h bé dobe. processed

si mul t aneously and/or anount of data. 5 Further, the maxi mum number of the
encrypting uni Fgg 4221 th@asdBx %’i’&lﬁlbtﬁtlﬁiplefeﬁ(hﬁpdﬁgr MAltsngRRMnG 423
can be different. Further, the maxi num nunber of the nessage authentication

“code  appeRgig d_\éeb&ﬁix%?anﬁ@ﬁhé@ BréEb iU NHMRY cotifiddifidlig §abtésking

verification units 433 can be différent. 10 Fig. 8 shows the case in which

the conf h%f@%b@! Yt RERCES ShHEn UR the H2Prd, SnBfté deckowut uitHbALiBASoNn

encrypting ecrypting units 421. Further, as 'shown in the figure, the

i n'F egri U¥oRE %(b%%ﬁdﬂgg Wids 439 d:5d %Qmﬂgqn%érhy verification units 433 are

15 encrypting unit 1, and the facsinle data can be encrypted gby, LhRo4
p

provided in the integrity processing unit 430. While the mobile staﬁon

10 (MS) 100 is operating, there may be a case in which data in multiple
channels should be processed at the same time. For example, when two
kinds of data such as speech data and facsimile data are simultaneously
transferred, data of at least two channels should be simultaneously
processed. In such a case, the speech data can be encrypted by the

15 encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be

-’ decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the encrypting units 422, the decrypting units 423, the
message authentication code appending units 432, and the integrity

20 verification units 433. The number of each units can be determined
according to the number of channels to be processed‘ simultaneously by the
mobile station (MS) 100. In another way, the above units do not correspond

_ to each qhannel, but when a certain channel needs to process a large amount

of daté at a high speed, it is possible to make .two encrypting units process

25 the large amount of data assigned to the channel. Namely, the number of



mul ti pl e nessage aut henticati on code appending/ integrity verhhhgg@bgg
units 431. 15 In Fig. 8, the encrypting/ decrypting unit 421 and th
nmessage authentication code appendin integrity verification unit 431
shown in Fig. 5 are respectively nade" nultiple. In case of Fig. 8, when
the encryption and the decryption are performed using the sane function,
multiple encrypting/ decrypting units 421 are provided corresponding to
mul tiple 20 channels. Simlarly, when the nessage authentication code
appending and the integrity verification are perforned using the sane

f unct i oneachuluniplseichmes sthgeenatyipéing vait 482¢ dte dgupepdngginit M23yr the
verification units 431 are provided corresponding to nmultiple channels.
Conpar edmaisshge heutassicattomwncade Fapperdingheirmion#83ur and othef irflegrity® can
reduce the hardware 25 resource and the software resource. 8 June 2004 28
| N casesveétifivdtiorn uhlitg$33 4ahlbeodieterBinéd accadingl entheahuhyberi oftabgiririe)s
processing unit 40 includes both the confidentiality processing unit 420

and thetd Bt ggbtdsserNeritintguslli indsék aldowei&f datde confidentiality/
integrity processing unit 40 can include either of the confidentiality

processi ng uni FuptheO tidd énd-iturit @ginbey omrta@@ﬁirﬂ]gum@hw@mz\éhﬁmwe
confidentiality/ integrity processing unit 40 includes either of the

confi denhieéiiﬁﬁﬂnﬂﬁﬁﬁ%%ﬁbﬂ%&ﬂééryﬂ%ﬁgaﬂ‘ﬁté ho3idireBé differbrCcessi ng unit 430,
the process of the other can be pertornmed by the radi o comrunication

control unit 2@y, 4L -ErbOdh A8 urd number of the message authentication code
appending units 432 and the maximum number of the integrity verification
units 433 can be different.

10 Fig. 8 shows the case in which the confidentiality processing unit
420 is provided with multiple encrypting/decrypting units 421. Further, as
shown in the ﬁgure, the integrity processing unit 430 is provided with
multiple message authentication code appending/integrity Veriﬁcatiop units
431.

15 In Fig. 8, the encrypting/decrypting unit 421 and the message
authentication code appending/integrity verification unit 431 shown in Fig.

) 5 are respectively made multiple. In case of Fig. 8, when the encryption and
the decryption are performed using the same function, multiple
encrypting/decrypting units 421 are provided corresponding to multiple

20 channels. Similarly, when the message authentication code appending and
the integrity verification are performed using the samé function, multiple
message authentication code appending/integrity verification units 431 are
pfovided corresponding to multiple channels. Compared with the case
shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware

25 resource and the software resource.



Fig. 9 shows another configuration of the nobile station (M) sl%)ne 2004
Different fromthe configuration of Fig. 3, in Fig. 9, data is

i nput/out put between the termnal IF unit 10 . and the confidentiality/
integrity processing unit 40. And furt3¥er, data is al so 15 i nput/out put

bet ween the radi o conmmuni cation unit 30 and the confidentiality/ integrity
processing unit 40. In Fig. 9, non-transparent data 97 is non-transparent
data such as packet data. Further, transparent data 95, 96 are transparent
data such as speech data, unrestricted digital data. Transparent data
nmeans the dat a Inscasds shawgeih tRigaughthriouighp8] the ocatifpddntR2lity findegrityayer s
or sub-layers of the OSI reference | ayers. \Wereas, the non- transparent

dat a nmeansrokbssifligtumit 4quhcisies itthdhleacpifideesizilitg procdssasy daitad20 andat
conversion through input to output in some |ayers or sub-layers of the OSI

r ef er encenleayeesri ro€iig Qunidt 430. REovdiad| ahki sdnfidti0ity /istegrityayer of
the | ayer 2, anlr}tyggJ (Service Data Unit) and PDU (Protocol Data 25 Unit)

of data aér%cgésf[i){jgﬁﬁm 40t Bgn datRideSeifRér bi WS Ran@dbntalif: pMieRsPgUuditIune
2004 29 'and PDU of data at MAC (Medi a Access Control) sub-layer of the

layer 52 af®y safm. tthe dahgedrity!  19P&EGAL daldt | B3pase shgwani N dHes. 9,
the transparent data is, for éexanple, speech data which can be transferred

to the teédnﬁa%k%i)%ﬁwﬂ{égrw %meyéingnyuﬁft%@é_simé&&st heitdat a #f fee | ayer

1 input/out put e tadi o0 communication unit 30. On the other hand, the

non-tr ans&%ﬂ%ﬁgﬂ@%yg&ﬁsﬁrﬁ’% Noea oy anﬁaﬁ?ftgﬂ?%ﬁgy@ EQséiﬁ%ﬁﬁsﬁ@ne

processing on t 0 yer 1 output 0 coffmuni cati’on unit

.30-_) As meRL BRGA SBPGY Bne tdifief UBH HepEXRMRELASbYT tid 2AGRALEMmMIALAOA
control unit 20.
10 Embodiment 2.
| Fig. 9 shows another configuration of the mobile station (MS) 100.
Different from the configuration of Fig. 3, in Fig. 9, data is
input/output between the terminal IF unit 10  and the
confidentiality /integrity processing unit 40. And further, data is also
15 input/output between the radio communication unit 30 and the
- confidentiality /integrity processing unit 40. In Fig. 9, non-transparent data
) 97 is non-transparent data such as packet data. Further, transparent data
95, 96 are transparent data such as speech data, unrestricted digital data.
Transparent data means the data is not changed throughout input to output
20 in any layers or sub-layers of the OSI reference layers. Whereas, the non-
transparent data means the data requires some data processing such as data
format conversion through input to output in some layers or sub-layers of
the OSI reference layers. For example, at an RLC (Radio Link Control) sub-
layer of the layer 2, when SDU (Service Data Unit) and PDU (Protocol Data

25  Unit) of data are different, the data is non-transparent data. When SDU



and 96 in Fig. 9 are speech data and unrestricted digital data Jeacg 0
divided 10 by transport block unit defined between |ayer 1 ang PQ@ P 5.
These transparent data divided by transports block unit equal to MACPDU
(and MACSDU), and therefore each data%f the transport block unit
corresponds to the confidentiality processing unit. As data kinds such as
speech data are circuit-switched data which 15 remains transparent in the
RLC sub-layers, by inplenenting ARIB defined MI (Mobile Termnal) - TA
(Term nal Adaptor) I/F (Figs. 22, 23) as the serial interface for this

transpor ta@®PHU of idalbe e MACPOESiR | Aockss Mt subdajétienthaldyey paacessi ng
on the MA-TA I/F serial formats without any conversion. 20 Further, a

concr et e £xABPiHR @italiBaraespdrenndoed. e cdaé 8h8vnl iy FRS 9, dRé ¢rdrixpdrakove,
packet data or data for signaling, however, each data is divided into

units (Tr@nane! forRxaeiple I6HERSAI QT WRRh EAE DeaYRh Sfetred the tERfrinal IF

confidentiality/ integrity processing unit 40 shown in Fig. 9 perforns the

confi Id_entﬁﬁ‘iti 1y wﬁ&&ﬁﬁsﬁlﬁ%r%@ssﬁ onNitRIahEY opﬁ;l(?@@éy?érng iBpdNsutdte by 30
sel ectively on the non-tTransparent data i nput/out put frorTPto t he racﬁ o]

commuiy CafHeom 9MohthuhidtigPunin8o 2t oh e Sitier Hatky, &@%or?—%"%s?)%?éﬁ@' ity/
integrity processing unit 40 anays perforns, for exanpl e, the

cont Fdentaal 3 BaSSARO;ANLNGLE SR BALY SLAPUAQULI ohetipen S
cont | dent § LI gotl Lt SEEHLY BLPBESLAG MOkl 40c4106% g gper for m Lhe

integrity process 0 ranspar ent ransparent data
i ncl udes data

1

As mentioned above, the concrete examples of transparent data 95
and 96 in Fig. 9 are speech data and unrestricted digital data, each divided

10 by transport block unit defined between layer 1 and layer 2. These
transparent data divided by tfansports block unit equal to MACPDU (and
MACSDU), and therefore each data of the transport block unit corresponds
to the conﬁde_ntiality processing unit.

As data kinds sugh as speech data are circuit-switched data which

15 remains transparent in the RLCl sub-layers, by implementing ARIB defined
MT (Mobile Terminal) — TA (Terminal Adaptor) I/F (Figs. 22, 23) as the serial
interface for this transport model, it becomes possible to perform
confidentiality processing on the MA-TA I/F serial formats without any
conversion.

20 Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or data for signaling, however, each data is
divided into units (Transport Block) defined between the layers 1 and 2.

The confidentiality/integrity processing unit 40 shown in Fig. 9

performs the confidentiality processing and the integrity processing



whi ch does not require the confidentiality processing, the rag Qe 2004
communi cation control unit 20 nmakes the transparent data which does not 10
require the confidentiality processing not input to the confidentiality/
integrity processing unit 40, but inptif to the radio conmmunication control
unit 20. O it is possible to nake the transparent data which does not
require the confidentiality processing input to the confidentiality/
integrity processing unit 40, but not performthe 15 confidentiality
processing on the transparent data using the control signal fromthe radio
communi ca¢ledtivelpndm otheumion-#@nspagentl dashawpus/ muotplitgfroat ftontled  raldéo
confidentiality/ integrity processing unit 40. Different fromthe

conf i gur abin@uaawdni Ncbherol 5, uftg. 200 navd y at20 thecl saes atieenfi deatial ity
processing unit 460. The confidentiality processing unit 460 includes an

encrypt i penfiféhtids / aidgAtyd @eod¥sinlg uHit 40 463ays R rioRaisy ok Ngkaniple, 462
- inputs the transparent data 95 fromthe termnal IF unit 10, encrypts the

i nput datge LOnREEMEHItY ProbesdiAgion &ﬁoﬁﬁldgf[)&%&it%tﬂ MhpuBOuaput betkeanspar ent
data 96. On the other hand, the 25 decrypting unit 463 inputs the

”an5§ar9§§] QAatan 26 1Fr amid e rati an $48R 28¥mudicARAMUMEa800N TRét 30,

decrypts e Input data to output to the termnal IF unit 10 as the

transpar %Bﬁﬁ{i@ﬁ%@?%n}@gg?egﬁ%&gﬁgg Wit tcﬂ%ﬁ‘d%_@élfﬂcﬁe Li8irh! the %&gﬁwi'“g

~unit 460 are pe on t control signal 99 fromthe F unit

410 The eoniLply ShOpR! odAshardRrased ff 1P LaRSHAALIOkas) B0hadd dota

Accordin confidenti ty processing unit 460 perforns
which does not require the confidentiality processing, the radio

)
communication control unit 20 makes the transparent data which does not
10 require the confidentiality processing not input to the
confidentiality /integrity processing unit 40, but iﬁput to the radio
communication control unit 20. Or it is possible to make the transparent
data which does not require the confidentiality processing input to the
_conﬁdentiality/integrity processing unit 40, but not perform the
15 confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.
Fig. 10 shows a configuration of thé confidentiality/integrity
processing unit 40.
Different from the configuration shown in Fig. 5, Fig. 10 newly
20 includes a confidentiality proéessing unit 460. The confidentiality
processing unit 460 includes an encrypﬁng unit 462 and a decrypting unit
463. The éncrypting unit 462 inputs the transparent data 95 from the
términal IF unit 10, encrypts the input data to output to the radio

communication unit 30 as the transparent data 96. On the other hand, the

25 decrypting unit 463 inputs the transparent data 96 from the radio



confidentiality. processing based on the control signal issuedgfjrhomde
radi o conmunication control unit 20. In Fig. 10, the data 92 Is

i nput/output using the parall el intehéace t hrough bus. On the other hand,
the transparent data 95 and 96 are iHput/output to/fromthe
confidentiality 10 processing unit 460 through the serial interface. As
expl ai ned above, Fig. 10 shows a case in which two systens of i nput/output
interface, that is, the parallel interface and the serial interface are
provided in the confidentiality/integrity processing unit 40. Fig. 11
shows a eonimguicticonunit 3% dderypes thenihipad dataltptoptpubtesle hermirel dRi t 460
is added to the confidentiality/ integrity processing unit 40 shown in
Fig. 7. hinit 90ehd ¢htitvandmarkayeatdd® S ofhiegeabiesses fvitnei eoridentialityhen t he
encrypting unit or the decrypting unit generates key streans to be XORed

wi th the ppecéstinglairt 460sdreviperifornhed) baked ofs tisdeaentrioh sfgreal 901 frotnehe
transparent data 95 and 96 are input/output 20 fromto the confidentiality

processi g whitt4 460 T eogbrol higsar 9@l isi dérivddatom thededntrélhsignal Ied . seri al
data which is input/output through the serial interface includes

mul ti gl exedofd@nglyl thel t bphfdahadng! Sprdcessiggamhi, 480erpetedrenof thbannel 2
is input as serial data after data of channel 1 is input, the encrypting

unit 1 cepnesrAndiiRgptstesSRIcChAGEbn thgesstpdlesSigRakRi¥ust Ifeai & tadigut put
to a multiplexer 481, the encrypting unit 2 corresponding to the 8 June

2004 32 ghannglicAidERBhAEuRRaidiernk ?ig/g_[si 6 eae datWdys ihfut Sutput

mul tiplexer 481, and the nultiplexer 4 mul tipl exes these key streans

into fornpky h&igﬂ%;{l%? Ierdal aussitMmls.t heofatRe 98theendnd,! itBeexed

key stream and t
transparent data 95 and 96 are input/output to/from the confidentiality

10 processing unit 460 through the serial interface. As explained above, Fig.
10 shows a case in which two systems of input/output interface, that is, the
parallel interface and the serial interface are provided in the
confidentiality /integrity processing unit 40.

Fig. 11 shows a configuration in which the confidentiality processing

15 unit 460 is added to the confidentiality/integrity processing unit 40 shown
in Fig. 7. It is effective to have the configuration shown in Fig. 11 when the

) encrypting unit or the decrypting unit generates key streams to be XORed
with the serial data as shown in Fig. 12.
As shown in Fig. 11, the transparent data 95 and 96 are input/output

20 from/to the confidentiality processing unit 460 through the serial interface,
and further, the serial data which is input/output through the serial
interface includes multiplexed data of multiple chahnels. For example,
when data of channel 2 is input as serial data after data of channel 1 is input,
the encrypting unit 1 corresponding to the channel 1 generates a key stream

25 to output to a multiplexer 481, the encrypting unit 2 corresponding to the



sequence of the input data 95 are XORed by the XOR circuit 48
confidentiality processing unit 460 perforns the above operations based on
the control signal 99, nanely, the cog%rol signal 91 supplied fromthe
radi o conmunication control unit 20 using the configuration of Fig.

11, the delay of the serial data is caused only by the operation of the
XOR circuit 483, which enables the high speed processing. 10 Fig. 13 shows
anot her configuration in which the confidentiality processing unit 420 and
the confidentiality processing unit 460 of Fig. 10 are conbined into one
conf i denthahntl 2pgarratisngnothier KEgOstrFhm toolitpehte dhetmubtiplesesit@d, uni t

470 processes both of the data 92 i nput/output through the parallel

i nt er f ac andntthet e ltdpleae©58 1 3bultifBexampiitase ltqyustredameuigto fdrmadhieadame
interface. The confidentiality processing unit 420 and the confidentiality
processi ag thBidatd Gy same ofithé edta 050 THemuldipldxdernitdyabtreymparod ¢heidaga uni t
470, so that the hardware resource can be reduced. The confidentiality

processi Rgquéhde 47 AheViniptiedatah9SpARCXIRED LY tihe XORNSpatieM83lat Bhand t he
process for t he non-transparent data based on 20 the control signal 99,

nanel y, thafigentiamly stdaessinBmittqB0 pErfefinsNeier Ashve oparativhkdadsednosont r ol
unit 20. The above confidentiality/ |ntegr|ty processing unit 40 can be

confi gur e R¥nthe AW Erarhely, @KaBherol tien 000 istpbaitl GFortatheb@adio
i npl emented by FPGA or custom 8. Further, the con identiality/ integrity

ol SoeHR A SRR eyl sl e g A e case o
' nPl emantd%fﬁ)b)ff t€ serial data is caused only by the operation of the XOR circuit
483, which enables the high speed processing.
10 Fig. 13 shows another configuration in which the confidentiality
processing unit 420 and the confidentiality processing unit 460 of Fig. 10
are combined into one confidentiality processing unit 470.
The confidentiality processing unit 470 processes both of the data 92
input/ outpuf through the parallel interface and the data 95, 96
15 input/output through the seri_al interface. The confidentiality processing
unit 420 and the confidentiality processing unit 460 are united into the
i confidentiality processing unit 470, so that the hardware resource can be
reduced. The confidentiality processing unit 470 switches the process for
the transparent data and the process for the non-transparent data based on
20  the control signal 99, namely, the control signal 99 output from the radio
communication control unit 20.
The above confidentiality/integrity proceséing unit 40 can be
cbnﬁgured by the hardware. For example, the configuration can be

implemented by FPGA or custom LSI. Further, the confidentiality/integrity

25  processing unit 40 can be implemented by the software program. In case



software program CPU of the radi o comunication control unit 2Q,exssdes
the software program Further, the confidentiality/ integrity processing
unit 40 can be 5 inplenented by a corgb% nation of the hardware and the
software. For exanple, the confidentiality/ integrity processing unit 40
can be inplenented by DSP (Di gital Signal Processor) and micro program or
firmvare program executed by the DSP. Hereinafter, a concrete exanple wll
be explained with reference to 10 Figs. 17 through 20. Fig. 17 shows a
configuration of the encryption nodule 51 (or decryption nodule 71) used

for the dherypniidentialilyy/ FHERAY upraceasing mut ¢ rippimplemeatade by thecl udes
a key scheduler 511 and a data random zing unit 512. The keé schedul er 511

i nput s orfefteegrelprageam) SR pbtke sadie eomendueatiey sopokunih2e egecEaskn. The
data random zing unit 512 generates a random nunber using a function F and
an XOR dhexoftwargmrogramoti on F i nputs the extended key and perforns
non-linear data transformation. In the encryption nodule 51, various bl ock
ci pher al gori t Hnther,béhe 26 rdimsrsiaddy sgindegrty. proyeddise (Daita 4Bncaypthieon
Standard); (2) M STY, which is the block cipher algorithmdisclosed in the
| nt er Bat iionAémeRud ilgata ennliinaddA76018e halsiveerei ahdNthe Gf83640) ;Fdr3)
'KASUM, which is the 64-bit block cipher technique based on the above 25
bl ock ci pxatnplegorthe hneddfElentadity f shtegtinr nmprecessingde waripl o4@d @ 8 beéune
2004
implemented by DSP (Digital Signal Processor) and micro program or
firmware program executed by the DSP.
Hereinafter, a concrete example will be explained with reference to
10  Figs. 17 through 20.
Fig. 17 shows a configuration of the encryption module 51 (or
decryption module 71) used for the encryption/decrypting unit 421.
The encryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
15 generates n extended keys ExtK1l through ExtKn. The data randomizing
unit 512 generates a random number using a function F and an XOR
% circuit. The function F inputs the extended key and performs non-linear
data transformation.
In the encryption module 51, various block cipher algorithm can be
20 employed such as:
(1) DES (Data Encryption Standard);
(2) MISTY, which is the block cipher algorithm disclosed in the International
Publication No. W0O97/9705 (US Serial No. 08/83640);
(3) KASUMI, which is the 64-bit block cipher technique based on the above

25 block cipher algorithm MISTY and is determined to be employed as



34 International standard cipher for next generation cellular E%)Rone 0
(1 MI2000); and (4) Canellia, which is the block cipher algoril AR osed
in the Japanese patent application Ng. 2000-64614 (filed on March 9,

2000). 5 Further, these bl ock cipher é“l“gorithms such as DES, M STY, KASUM,
and Canellia can be enployed in the decryption nodule 71. Fig. 18 shows
the inplenentation formof the confidentiality/ integrity processing unit
40. Fig. 18 shows a case in which the confidentiality/ integrity 10
processing unit 40 is inplenented inside FPGA, IC or LSI. Nanely, the

conf i dentlhtdrnhyibnahstgrddard gpbheessi ngxtugenerdfionacelhdar phloasgVEA00Y);t he
hardware. Further, the confidentiality/ integrity processing unit 40 can be
al so i nplagidented by a print circuit board, which is not shown in the
figure. Fig. 19 shows a case in which the confidentiality/ integrity 15
processi ng) Canield, whidh enenlak bipHerealgofithardiscibsed danthiedapdradset y/
integrity processing unit 40 can be inplenented by a cipher program47.

The ci phgjateheappheationt NoSR006%4 61 A (fReVonReadch Onbpolknory) 42 (an exanpl e
of storage). The ci pher program 47 can be stored in a RAM (Random Access

Menorg) QryRReE hekss b0 eipHieigsrithde dUaxbBIBEL] ks, kKAswrd, dhak.

Further, the cipher program 47 can be downl oaded froma server conputer.

The ci phef, RERQ &R A¢ ehdplbyedih PRedecADtRSHRIGRL 778, The cipher program 47
is called for subroutine execution froman application program 46 stored

in the RAM 45 qgg_a suly outdg Lal lihe | NiARRINEA % T B6R! PhBF Prgg@ram 47
e an

can be activat by generation of

confidentiality/integrity processing unit 40.
Fig. 18 shows a case in which the confidentiality/integrity
10 processing unit 40 is implemented inside FPGA, IC or LSI. Namely, the
confidentiality/integrity brocessing unit 40 can be implemented by the
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.
Fig. i9 shows a case in which the confidentiality/integrity
15  processing unit 40 is implemented by the software. |
The confidentiality/integrity processing unit 40 can be implemented
) by a cipher program 47. The cipher program 47 is stored in a ROM (Read
Only Memory) 42 (an example of storage). The cipher program 47 can be
stored in a RAM (Random Access Memory) or another storage such as a
20 flexible disk or a fixed disk. Further, the cipher program 47 can be
downloaded from a server computer. The cipher program 47 is functioned
as a subroutine. The cipher program 47 is called for subroutine execution
from an application program 46 stored in the RAM 45 as a subroutine call.
In another way, the cipher program 47 can be activated by generation of an

25 interrupt received at an interrupt.control unit 43. A memory 55 can be a



25 interrupt received at an interrupt control unit 43. A nenory,h 55 be a
8 June 2004 35 part of the RAM 45. The applicati on program 46@1'5%@3

ci pher program 47 are prograns executed by the CPU 41. Fig. 20 shows
mechani sm for calling the cipher pr og?ém 47 by the application program 46
which is operated on the radio conmunication 5 control unit 20. The
application program 46 calls the cipher program 47 using paraneters of a
key K, an initial value IV, plaintext data M and ciphertext data C. The
ci pher program 47 inputs the key K, the initial value IV, and the

pl ai nt extpagitabfithd RAM HéEt UT's appHcatiqah erdgraim d#t anthé fcighve mrioghem 4D
program 47 and the decryption programare the sanme, the cipher program 47
i s call edreprograpes ax@haed b3ftHehePWeyl K, the initial value 1V, the

ci phertext data C, and the plaintext data M Further, the cipher program

47 can be inpl gn@nm@dhiwsandctinhadm 6t Gadindtie eysidr prugramprdgbpiheead and
executed by the digital signal 15 processor, though which is not shown in

the figur@plitaash Ypr(i%i:gnﬂwwaﬁhﬂ@how IPetdtedadnbd ehé MRl thUBica@sRi nat i on
of the hardware and the software. The above expl anation referring to Figs.
18, 19, 2Bdtrd?udpprbbes to the encryption, however, the decryption can be
inplenmented in the sanme way. 20 The encryption system or the decryption

system can be gt i@k)hﬁgatﬁ(?n aPr S8t rﬁ‘i&lﬂe\dﬁe&pthepr?’%?éﬁxm@ﬁ%ﬁﬁg

installed in all k s of electronic devices, for exanple, a personal

comput er ’pa}mitépsl & é?%?i I@,eanantEhl\%hﬁE IV, plaintext data M, and ciphertext

data C. The cipher program 47 inputs the key K, the initial value IV, and
the plaintext data M and returns the ciphertext data C. If the cipher

10 program 47 and the decryption program are the same, the cipher program
47 is called using parameters of the key K, the inifial value IV, the ciphertext
data C, and the plaintext data M.

Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal

15 processor, though which is not shown in the figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the

i software.

The above explanation referring to Figs. 18, 19, and 20 applies to the
encryption, however, the decryption can be implemented in the same way.

20 The encryption system or the decryption system can be installed to
an electronic devices. The system can be installed in all kinds of electronic
devices, for example, a personal computer, facsimile machine, a cellular_
phone, a video camera, a digital camera, or a TV camera. In particular, the
feature of the embodiment can be accomplished effectively when the data

25 from multiple channels is encrypted/decrypted. Or the- implementation of



phone, a video canera, a digital canmera, or a TV canera. In p ﬁicu r, the
feature of the enbodi nent can be acconplished effectively wher® tH¥ A2 25
frommultiple channels is encrypted/ decrypted. O the inplenentation of 8
June 2004 36 the enbodiment can be ePPective in case where data is
received at random fromnultiple users and decrypted, or data for nultiple
users is generated at random and respectively encrypted in real tine.
Nanely, the encryption/ decryption of the above enbodi nent can be
extrenely effective 5 when the nunber of apparatuses for encryption/

decr ypt i @he i esnBodinentcedp deeelfartive inheaseuwibere afatdads aekeivdd dtordiglom
encrypted/ decrypted. For exanple, the encryption/ decryption of the above

enbodi mefforh Smiitedlk Yaseed hadtdeceypeanondptd &t maldplealisas is ganetaaed whti ch has
to support many client conputers or a base station or a line control unit

whi ch hasah@ofP! @@l rddpeafideli Séhdéipta daha fea®NMtiMeBNY Nehély! arthghones.
In the above exanple, the radio comunication control unit 20 and the

conf i dentd@ltt¥dn | dHBPbtidy JBTBECAShvRTemiPotifBnAIANCRE NSELRF eIy dffective
paral l el interface through the bus, however, the serial interface can be

used =for, n | RGmida di 9n STNEY CARYL FA bt 15
configenfwg |t§?;integr?tggp?g%essing uﬁ%tggg. FJ??&E%?Y?%&?hSPg%geg

expl anat i nﬂﬂp j @gﬂj i i Ah jant it

processiﬁ%ﬁﬂﬁ%gai%ﬁht e gghgﬁﬂn?ﬁg;g%n [ eE?ﬁ%f?%$ i%?@%%%?éu%?oggégi%g
unit 40 ar n t ith t j al i f | el
't er f ac & A iiep aies Siodipiilny BBt eRl ikt i Akke DatiiEhent 8 ARG

?)?z‘)icglss: %tét%{cj{nl?f %41%%9 ialéﬂ)lf\éﬁs to %I s@v%? co%nsﬂ%rlgfhiélji'%a%) Qgiﬂﬂ%dr@lﬂ'ﬁeﬁﬂy
client computers or a base station or a line control unit which has to collect
10 and distribute data from/to many cellular phones.

In the above example, the radio communication control unit 20 aﬁd
the confidentiality/integrity processing unit 40 are connected with the
parallel interface through the bus, however, the serial interface can be used
for connecting the radio communication control unit 20 and the

15 confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit
40 are connected with the serial interface, however, ﬁhe parallel interface
can be used for processing at a higher speed instead of the serial interface.

20 In case of Figs. 9 and 10, the confidentiality processing unit 460 is
prbvided inside the confidentiality/integrity processing unit 40, however, the
confidentiality processing unit 460 can bé provided independently from the
cdnﬁdentiality/integrity processi_ng unit 40, and the confidentiality

processing unit 460 can be placed between the terminal IF unit 10 and the

25 radio communication unit 30.



provi ded inside the confidentiality/ integrity processing unit, 40 ver,
the confidentiality processing unit 460 can be provided indeﬁ%ﬁ from

the confidentiality/ integrity processing unit 40, and the confidentiality
processing unit 460 can be placed bet#€en the terminal IF unit 10 and the
25 radi o comuni cation unit 30. 8 June 2004 37 Industrial Applicability As
ment i oned above, this inplenentation enbodi nent enables confidentiality/
integrity processing in layer 2 or upper layers so that 5 confidentiality
processing is not performed in layer 1, therefore nmaking it possible to
determ ne the necessity of confidentiality/ integrity processing based on
data kinds. For exanple, only confidentiality processing is perfornmed on

the trams@aserdl Applikabaitg both the confidentiality processing and the
integrity 10 processing are performed on the non-transparent data. In

anot her way, ifsbepronBSndPSab&NE tRisSehfilémeatfedr Oémbetirfeht t &ables
confidentiality processing and the integrity processing in case of

processi egnﬁB@nﬁ&lmt—ryt/m@gﬂey eplocdading uTUldyeer2 ascappkPdiaers e abaye

enbodi nent, nultiplfe confidentiality procéssing units and nultiple

integgit ﬁoﬂﬁagﬁﬁéﬂitﬁgp%ﬂe%ﬁr@ & POP\H A idl9ayd® 1t hBefdbid dentihglitty/

integrity processi unit according to the number of channel's or the

ST b ok SR 18R, G P GgR T ARsRYy fteosing
based on data kinds.
For example, only confidentiality processing is performed on the
transparent data, and both the confidentiality processing and the integrity
10 processing are performed on the non-transparent data. In another way, it
becomes possible to select to perform or not the confidentiality processing
and the integrity processing in case of proce_:ssing the non-transparent data.
Further, according to the above embodiment, multiple confidentiality
processing units and multiple integrity processing units are provided inside
15 the confidentiality/integrity processing unit according to the number of

channels or the amount of the data, enabling high speed data processing by

J the simultaneous parallel processing.



Claims 1. A radio communi cation apparatus conprising: a terngpu 04
interface unit for inputting data; a radi o communi cation contr®o d%?q for
inputting the data input by 5 the termnal interface unit, for processing
the data based on protocol, and outputting the data; a confidentiality/
integrity processing unit for inputtinsg a control signal and data fromthe
radi o communi cation control unit, performng at |east one of encryption of
the data as confidentiality processing and 10 generation of a nessage

aut henti cation code for detecting tanpered data as integrity processing on
the data jnput, and outputting the data processed to the radio

comuni c&laBAsScontrol unit; and a radi o comunication unit for i nputting,
nodul ating, and sending the data output fromt{he radi o comunication

control dnit, f5ragherelHnHRICation: RRRAFATEP COPPTISIR&yrity processing unit
inputs the control . signal fron1t@e radio_cognunication control unit and
sel ectively i AgEFRiRNINteacs Hoth IPhPRHREdRt% nt er f ace unit based on the
control signal input, wherein.the confidentiality/. integrity.processing-
oot perone. 22RO oMIBHSAt e, CpRUCL T o R PR NG Rt pot s
the data which has . been perforned confidentialit rqcessing to the radio
conmumi cHe§ 5?1”8}{}3?,1“%{2?%‘10}'}11%&0{ R LT (i ﬁ%%?ﬁ%ﬁ’%ﬁato%lﬁrﬁﬁ%??’t?ﬁ spar ent
data and non-traﬁﬁpgrgpt data, wherein the radi o communi cation control
PYHg B 92"

unit- i npﬁfl transparent data fromthe termnal interface unit,

mekes the a confidentiality /integrity processing unit for inputting a control

p 'signal and data from the radio communication control unit, performing at
least one of encryption of the data as confidentiality processing and
10 generation -of a message authentication code for detecting tampered data as
integrity processing on the data input, and outputting the data processed to
the radio communication control unit; and
a radio communication unit for inputting, modulating, and sending
the data output from the radio communication control unit,
15 wherein the confidentiality/integrity processing unit inputs the
 control signal from the radio communication control unit and selectively
inputs the data from the terminal interface unit based oﬁ the control sighal
input,
wherein the confidentiality/integrity processing unit performs
20 confidentiality processing on the data input and outputs the data which has
beeh peﬁorﬁed confidentiality processing to the radio communication unit,
whérein the terminal interface unit outputs transparent data and
non-transparent data,
‘wherein the radio communication control unit inputs the non-

25 transparent data from the terminal interface wunit, makes the



8 June 2004 39 confidentiality/ integrity processing unit precgsg ddog
non-transparent data based on protocol, wherein the radi o comruni cation
control unit controls the transparent data to be transferred from the
termnal interface unit to the 5 confidentiality/ integrity processing
unit to performthe confidentiality $tocessing, wherein the
confidentiality/ integrity processing unit is connected to the radio
comuni cation control unit with parallel interface, so as to input and
out put the non-transparent data, and 10 wherein the confidentiality/

orial i el At RETTRE Tt BRQHRoHES QA PPORRHE. Bl nal

i nterface uéf np anected to the radio comunication unit with serial
|nterfac% 5y %QPF8 58 ’put the transparent data to the radi o conmuni cation

uni t. 15 2. The Plg{@ t%%m%’&l&at'ﬁﬁnﬁ%?@itfmf ﬁtr%ia i céé‘{@& & nahde

confidentiality egrity proceSS|ng uni i ncl udes:

conf i den&hﬁ%hé}é rc?&tis%u:&% H‘ﬁ.hgfe'r%g:i priche %“t&%h)éi’ﬁhi%gfa‘é@'ﬁnfto{o

encrypti ng ata In egrl ty processing unit ﬁaw

nmessage il Oﬁ}hﬁ@e@ﬁ% O%%BQ%H%”QHH{“ Eqrhglé eNgleN & TR BEAGey

aut hentication c 1’0 communi cat i on
appar at Usrfessih@l m.2, wherein the

‘wherein the confidentiality/integrity processing unit is connected to

1 the radio communication control unit with parallel interface, so as to input
and output the non-transparent data, and

10 wherein the confidentiality/integrity processing unit is connected to

the terminal iﬁterface unit with serial interface so as to input the

transparent data from the terminal interface unit, and connected to the

radio communication unit with serial interface so as to output the

transparent data to the radio communication unit.

15
2. The radio commuhiéation apparatus of claim 1, wherein the
\ confidentiality /integrity processing unit further includes:
l a conﬁdentiaiity processing unit including an encrypting unit for
éncrypting the data input; and
.20 an integrity processing unit having a message authentication code

appending unit for appending a message authentication code to the data

input.

3. The radio communication apparatus of claim 2, wherein the

25 confidentiality/integrity processing unit includes multiple encrypting units.



25 confidentialitylintegrity processing unit includes nultipleg gpRerypki ng
units. 8 June 2004 40 4. The radi o comruni cati on apparatus of claim 2,
wherein the confidentiality/ integrity processing unit includes nultiple
nmessage authentication code appending units. 5 5. The radi o communi cation
apparatus of claim?2, wherein the comnfidentiality processing unit and the
integrity processing unit formone nodule which inputs the control signal
and the data fromthe radio comunication control unit, and the nodul e
perfornms at | east one of the 10 confidentiality processing and the
integrity processing on the data input based on the control signal input.
6. A radio comunication apparatus conprising a radi o conmuni cati on unit
for recejving g%ﬁg : | Bf CopmNi £at n | unit
for i nputti ng ’glgt a m)glo nﬁgué%j é'Eﬁ')zi)rélrtogcg?n‘runi catgi:orimgén}iet&p g?é(;ces& ng
the dat a-hasedh i) ey pé\a&s@iﬁgwtdmﬂg ek a RLAGASSeHiesBage
confidentiality/ integrity processing unit for inputting a control signal
and the gatiedtd@ohh®deaslserfd@ipriiAt i on control unit, based on the 20
control signal input performng at |east one of confidentiality processi ng
of dercryping the data and integrity processing of detecting tanpered data,
and outputting the data processed to the radi o conmunication control unit;
a term ngl intenéaegdivniconiunidyisrt | appiheudabl praimessedvii¢rein t tiee radi o
comuni cation control unit and outputting the data,

confidentiality processing unit and the integrity processing unit form one

module which inputs the control signal and the data from the radio
- communication control unit, and the module performs at least one of the
10 confidentiality processing and the integrity processing on the data input

based on the control signal input.

6. A radio communication apparatus comprising:
a radio communication unit for receiving and demodulating data;

15 a radio communication control unit for inputting data demodulated
by the radio communication unit, processing the data based on protocol,
and outputting the data processed;

a confidentiality/integrity processing unit for inputting a control
signal and the data from the radio communication control unit, based on the

20 control signal inpu_t_performing at least one of confidentiality processing of
decryping the data and integrity processing of detecting tampered data, and
outputting the data processed to the radio communication control unit;
| a terminal interface unit for inputting the data processed from fhe

radio communication control unit and outputting the data,



8 June 2004 41 wherein the confidentiality/ integrity pr ocessé g%hu?(i)d
inputs the control signal fromthe radi o comruni cation contro i a%d
selectively inputs the data fromthe radi o comunication unit based on the
control signal input, 5 wherein the confidentiality/ integrity processing
unit perfornms the confidentiality pragessing on the data input and outputs
the data processed to the termnal interface unit, wherein the radio
comuni cation unit outputs transparent data and non-transparent data, 10
wherein the data communi cation control unit inputs the non- transparent
data fromthe radi o communication unit and nakes the confidentiality/
integrity proceskemsin utie qenfidensialifgy intRETitY a PEPRASSHIS daRl 1R the
protocol, wherein the radio comunication control unit controls the 15

t r anspar eaentedt signal Heom s FaipePMIYRICREOR agR el Miihiagkk SEISCHEEY to the
confidentiality/ integrity processing unit to performthe confidentialit

pr ocessi rifpuihdhe dptapizorptae Jadiq &P%’{»‘Pnicﬁtt’é’@' gt b?ﬁ% &g} Age rpntrels Y
connected .to _  the radio comrunication control unit with a parall el

i nt er f aceSi§RAHEPYS j nput 20 and output the non-transparent data, and

sher oL the contident |l LilodTheltd i R SSESELNRNL AP SoRpeEl s to (ne
? ggin gPar ecrgnﬁ%%%%aii%r %)pc?cetégfn%i o8 Ithé: rga%gfigﬁgt lé{lqldt dut%rlll s ROV Ef)q‘oéé)sstege
to the terminal interface unit,
wherein the radio communication unit outputs transparent data and
non-transparent data, -

10 wherein the data communication control unit inputs the non-
transparent data from the radio communication unit and makes the
confidentiality/integrity processing unit process the non;transﬁarent data
based on protocol,

wherein the radio communication contrql unit controls the

15 i:ransparent data to be transferredifrom' the radio communication unit to the
confidentiality/integrity processing unit to perform the conﬁdéntiality
processing,

'wherein the confidentiality/integrity processing unit is connected to
the radio communication control unit with a parallel interface so as to input

20 - and output the non-transparent data, and

wherein the conﬁdéhtiality/ integrity processing unit is connected to
the termiﬁal interface unit with a serial interface so as to output the
transparent data to the terminal interface unit, and connected to the radio

communication unit with a serial interface so as to input the transparent

25 data from the radio communication unit. -



communi cation unit with a serial interface so as to input the §yanspeggent
25 data fromthe radi o communication unit. 8 June 2004 42 7. The radio
comuni cati on apparatus of claim6, wherein the confidentiality/ integrity
processing unit includes: a confidentiglity processing unit having a
decrypting unit for 5 decrypting the data input; and an integrity
processing unit having an integrity verification unit for verifying an
integrity of the data input using a nessage authentication code appended
to the data input. 10 8. The radi o comuni cati on apparatus of claim7,
wherein the confidentiality processing unit includes nultiple decrypting
units. 9. The radi o conmuni cation apparatus of claim 7, wherein the
i ntegrity7. procCHssi rglianicbnimuhimémnmappaiatus nobgelaty ver whereain otheuni t s.
15 10. The radi o communi cation apparatus of claim?7, wherein the
conf i dentdadfidentiadivy Aasegrity motesamlg ulmet intledes:t y processing unit form one
nodul e which inputs the control signal and the data fromthe radio
comruni cati on concemfidentidlity apdoedssingg nuniie havihg ea Hasowting tumitc dort r ol 20
signal input, perforns at |east one of processes of the confidentiality
proce$si rdearmpting e daga impelgrandy processing unit on the data input. 11.
The radi o communi cati on apparatus of claim2, wherein the confidentiality
‘processi ng uni tamiataghidy inToeessing Wb bewig gnuiitegiahpyeyiieation 2mit for
encryption algorithm | ) ) L

verifying an integrity of the data input using a message authentication code

appended to the data input.

10 8. The radio communication apparatus of claim 7, wherein the

confidentiality processing unit includes multiple decrypting units.

9. - The radio communication apparatus of claim 7, wherein the integrity
processing unit includes multiple integrity verification units.
15
10. The radio communication apparatus of claim 7, wherein the
confidentiality processing unit and the integrity p’rocessing unit form one
module which inputs the control signal and the data from the radio
communication control unit, and wherein the module, based on the control
20 signal input, performs at least one of précesses of the éonﬁdentiality

processing unit and the integrity processing unit on the data input.

11. The radio communication apparatus of claim 2, wherein the
confidentiality processing unit and the integrity processing unit employ the

25 same encryption algorithm.



8 June 2004 43 12. The radi o conmuni cation apparatus of cl ai ngdunabeo£i n
the confidentiality processing unit and the integrity processing unit
enpl oy the sane encryption algorithm 5 13. The radi o comuni cation
apparatus of claiml, wherein the co ni cation apparatus is a cellular
phone. 14. The radi o comruni cation apparatus of claim®6, wherein the radio
communi cation apparatus is a cellular phone. 10 15. The radi o comuni cati on
apparatus of claim1l1l, wherein the radio conmunication apparatus is a radio
station for sending/ receiving data to/froma nobile station. 15 16. The
radi o commini caHedNrafipaicahtbudication NySpanates eoh themr adi evh&renuieat i on
apparatus is a radio station for sending/ receiving data to/froma nobile
station. cbhfidEneialiadippocessitigheat bad epaitagts, pfocdssiny dhit ipIssi thd he
radio 20 station is either of a base transceiver station and a radio

net wor kK cehée ehteyptioril8lgoHtAnt.adi 0 conmuni cati on apparatus of claim 16,
wherein the radio station is either of a base transceiver station and a
radi o network controller.

5 138. The radio communication apparatus of claim 1, wherein the

communication apparatus is a cellular phone.

14. The radio communication apparatus of claim 6, wherein the radio

communication apparatus is a cellular phone.

10
15. The radio communication apparatus of claim 1, wherein the radio
communication apparatus is a radio station for sending/receiving data
to/from a mobile station.

15 16. The radio communication apparatus of claim 6, wherein the radio

communication apparatus is a radio station for sending/receiving data

to/from a mobile station.

17. The radio communication apparatus of claim 15, wherein the radio

20 station is either of a base transceiver station and a radio network controller.

18. The radio communication apparatus of claim 16, wherein the radio

station is either of a base transceiver station and a radio network controller.



