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BACKGROUNDWD p0€88d49 A typical instruction in a conputer progseps9sdgsd or Ns
a series of operations, with mcroinstructions that define each operation

bei ng encoded in a non- volatile storage area in the formof microcode. The
m crocode defines all_ or a portion of the_executable |nstructi on set for

the processor, and miYISROERDEEATCHAUTHENTIEATION: are not

i-nmpl enented in software-accessi ble code. The m crocode is typically placed

10 in a read-only nenory (ROM wthin the processor at the tinme the
processor is manufactured. However m crocode sonetines needs to be

nodi fied after the processor and even after the processor
has been placed into operati on Mﬁcﬁgfé@ %ches al | ow such nodification
by inserting new mcroinstructions in place of the original

M croi nstructi ons The m crocode patches can be delivered to the processor
in various 15 way g such as by being downl oaded over a comruni cati ons
channel, 4981k | ed WHC%IE!FSHU@@OQ Bohennapuier, proeesprrperignus aiseries@f  oper at i ng
system), and are then stored in the processor for operational use. Since

t he m cr oopedaioREMvtiamiadinbteuctiass that ddfinereach opéretiecbdeg paiodbd in avien-t ypi cal |y
pl aced into a patch nenory within the processor, such as a randontaccess

nmenory ( RAMtile stdthge@blif MeeBrh f hiigrobRd fmednm&beé a8fied QiR ApoRidh of
redirected into the 20 patch RAM r at her than the RO\/I Because t he patch

RAM may bey, Qie%hfalbﬁe inét t1t b tt?@ﬂ? B%E%BF &?rn? ar e gmgg?[geirath%rﬁ eog a,([j IC fst k

in the aS| C nput
when i he s ste at ed 000 essor is to he >d i.n a
ure e fﬂq ngg sl Plaf’?/‘JSS’Hfa@.‘?Ee%g I‘FHEI“’BO 8 3&1&%& agefe
de5| gn of. the software and/or hardware to provide 'V JUN 2006 WO 03/088019
PCT/ U803/18 &eed-giHp mearory (RAYAwidEn thermpegcssny ahtheriimaihe ppegeasarén of the

secure features. The ability to insert
manufactured. However, microcode sometimes needs to be modified after the processor is

manufactured, and even after the processor has been placed into operation. Microcode
patches allow such modification by inserting new microinstructions in place of the original
microinstructions. The microcode patches can be delivered to the ﬁrocessor in various

15 ways {such as by being downloaded over a communications channel, installed by a service
technician, or provided with an operating system), and are then stored in. the processor for

operational use. Since the micrccode ROM cannot be easily altered, microcode patches

are typically placed into a patch memory within the processor, such as a random-access
rhemory (RAM), and references to the modified microinstructions are redirected into the
20 patclt RAM rather than the ROM. Because the patch RAM may be volatile, the
microcode patches are usually stored either on disk or in the Basic Input-Output System
(BIOS), and are loaded into the patch RAM when the system is booted.
_ -[0002} If a processor Vis to be used in a secure environment, various security

measures should be taken in the design of the software and/or hardware to provide




unaut hori zed mi crocode paiildes into a processor repr e‘wts one fdy Jinat2086
hosti | e at tvagk®ossoivay t hwart conventional security neasurespch/ R G0
DESCRI PTI ON OF THE DRAW NGS [ 0003] The invention may be understood by
referring to the follow ng description and acconpanyi ng draw ngs that are
used to illustrate enbodi nents, of the invention. 10 [0004] Fig,.1 shows a
bl ock di agFfiTisn agaustiampening ithithe PReraiim ohibs sonrerfpitiissodbe agm Feigsert
according to one enbodiment of the invention. [0005] Fig. 2 shows a bl ock
di agr am ofunauthgrzedrmictocednpatehes Mioraquockssyatirheents aneovayathgee hestil¢ aftaskéror
delivery, according to one enbodi nent of the invention. [0006] .Fig. 3 shows
a pat ch pacdyabeant epibentiond sedugitenicasuded.i vered fromthe 15 systemof Fig. 2
to the systemof Fig. 1, according to one enbodi nent- of the invention.
[0007] Fig. 4 shows a flow chart of an overall process for preparing,
delivering, and validating a patch package, according to one enbodi nent of
the inyention. [0008] Fig. 5 shows a flow chart of a process for preparing
a patch package, according to one enbodi nent of the invention. 20 [0009]

Fig. 6 shows a flow chari_of a process for_validating a patch package,
according to one enbodmF&E§WPWtQEEH§9%ﬁNQ§ZOOG WO 03/ 088019
PCT/ US03/ 09640 U DETAI LED DESCRI PTION | [00101 In the foll ow ng
description, nunerous specific details are set forth. However, it is

under stood that enbodi ments of the invention nmay be practiced without 5
these spefi0DBL det aThsinvemticingy bé 06dafn664 by Yéftirink BOthe followitig descidftionct ur es

and techniques have not been shown in detail in order not to obscure an
ungler st anﬂ‘id”l&c_@&pﬁﬁ}jix% &8541igds Mkt QR used to illustrate embodiments of the invention.
10 [0004) Fig. 1 shows a block diagram of a system to validate and install micrpcode
patches, according to one embodiment of the invention.
[0005] Fig. 2 shows a block diagram of a system to convert microcode patches into
a secure form for delivery, according to one embodiment of the invention. |

[0006] Fig. 3 shows a patch package containing elements delivered from the

15 system of Fig. 2 to the system of Fig. 1, according to one embodiment of the invention.

[0007] Fig. 4 shows a flow chart of an overall process for preparing, delivering,
_ 3 . and validating- a patch package, according to one embodiment of the invention.
[0008] Fig. 5 shows a flow chart of a process for preparing a patch package,

according to one embodiment of the invention.
- 20 - [0009] Fig. 6 shows a flow chart of a process for validating a patch package,

according to.one embodiment of the invention.
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Ref erences t'o "one enbod‘nt ", "an enbodinent", " eﬁl e enbodi
"various emvboosemsods”, etc., indicate that the enbodMr nt(si,cﬁ/%@ o ﬁdUMUB
include a particular feature, structure, or characteristic, but not every

enbodi ment necessarily includes the 10 particular feature, structure, or
characteristic. Also, the features, structures, or characteristics

descri bed for different enbodirte BB O¥d into a single

enbodi ment. Further, repeated use of the phrase "in one enbodi nent" does
not necessarily refer to the sane enbodi ment, although it may. 10011]"

Ref erences herein to cryptography may include one or both of encryption 15

and decrypiiiéh. Ref hrthadsitowiag Gedtribton, SRS specifié MONYARRBY forthey S,
encryption, or decryption, refer to cryptographic techniques in which the

o e Hopula o e Al B 85 AL SR B
Lo or | LS aLa, SLATGRSHELES PYBISZendad ARupeeH FSLigLL o

symetri g?cr%/]Bt ra h%ié'R ference herein to "asymmetric" cryptography,
keys, encrdFPbpFensho E}%&S@li Brerderaal fo phscureastingerstandingrafdhisdesesiptiom whi ch
~different_but related keys are used for encryption and the associ ated

decr ypt i dreferspcasdo f‘ent enphadimentkefan emboyiment’, dptintple embodimens”, “variusdi ng t he
wel | - known Ri vest - Sham r-Adl eman (RSA) techni que, are exanples of

asymet r iembtodimémgy aphindiéanethaf the Renbodndnels PARErB&YRaP fnchiiedpanfoulFet ric
crypt ographic process is referred to herein as a private key (because it is

S he, DR ahae, R of R e BiHc BRIABOG0 cfBRa Al Nedi i) RRAGK mend L

er key is referred to as a public key cause i eneral I'y made
my b8 ERPRE Raruct Sunelle, SRR TG, At B erErdis e irs ono associ at ed
or 5. c SRS R RE EAI B iopmARdFeen S ey 9 Pombined IBRAMBIENT S of ¢ he
invention may also be inplenented as instructions stored on a
machi ne- ?'@h@}e/lmeéf- nadthermrepdated useraf theghrase “in one embodiment” does not
necessarily refer to the same embodiment, although it may. |
[0011] References herein to cryptography may include one or both of encryption
15 and decryption. References herein to “symmetric” cryptography, keys, encryption, or
decryption, refer to cryptographic techniques in which the same key is used for encryption

- w} and the associated decryption. The well known Data Encryption Standard (DES)

published in 1993 as Federal Information Publishing Standard FIPS PUB 46-2, and
Advanced Encryption Standard (AES),. published in 2001 as FIPS PUB 197, are examples
20 of symmetric cryptography. Reference herein to “asymmetric” cryptography, keys,
encryption, or decryption, refer to cryptographic techniques in which different but related
keys are used for encryption and the associated decryption. So called “public key”
cryptographic techniques, including the well-known ijest-Shamir-Adleman {RSA)
technique, are examples of asymmetric cryptography. One of the two related keys of an

25 asymmetric cryptographic process is referred to herein as a private key (because it is
3 o




read and exeécuted by at | t one processor to perfor?he oper‘atz_énsJU?‘! 2008
ude

descri bed | machite- r eadabl e nmedi um may i ncl an C‘ﬁ#ﬂ LM for
storing or%?gﬁbsh%oﬁti ng information in a form readabl e by ax)mac |?{24 Een. g.,

a conputer). For exanple, a machine- 10 readabl e nedi um may i ncl ude read
only menory ( ; random access rrerm_réﬁgRAl\/p; ma%n‘etic di sk storage
nmedi a; optdcearlly kept sgarchetiidthe pihgekeynis aefesred nascaapblis key (pgcawse 1t 1sopt i cal |
acoustical or other formof propagated signals (e.g., carrier waves,

i nfrared segerallgmade fictlylavsilabie)l dn sa@he epodintnstdithesthe pod®aid)or yabliiokey
enbodi nents of the invention involve the encoding and/or 15 decoding of a

M cr ocode At use@ FeEntRHELA Rhilk hd\RNH&1 HeySh TRoPthedssoRpitéddecrypliohhat t he
pat ch can be authenticated as valid before being installed in a target

B OCESSOT 13t 005585l e eriBh Sy il HAEEA hanRSryse)

Encodi ng/ decodi ng may 1 nc one or nore encryption/ decryption, 2)

the use of ¢ .0ogr aphi.c hash functiponsg, 3 h se of djgital,.signatures,
2 Ceres acpmbBlodGERa: Frev e byt ERbetiEratatib i Baigiag,
installed, while an originating systemis the systemthat prepares the
patch for alsedgimplesieniedray insruchens $orgé pn § yrachine-repdablramedinay whigh maybe ormon
set of patches is produced for a particular type of conputer system where
"type" maycadrgi eatomteal peattleastibmer progseartatperform thepaprerations describedhemimrber |
sone category within the nodel nunber, etc. Once a patch is produced, it

nmay be engpeRideréadabR MedHIE mASRERIO Sl MEEIRINRNP R QfRing Dr @@hiMRing t 0 each of
the target systens for which it is intended. Wthin each target system 4 0

feboded amiTRaoEi AORERARE D A ERDER AR, A iR ForARhRRRTe fRUNRE. |

oper at | onal rt of the target system 100 ny conveni ent net .
dor | ity "iragAtRE G i AU BRI ooy AROM: Fargomeac e e B AN
communi cations, |ink, installation by a technician, inclusion in an 5
oper at i ngmagratieiskisterage medias aptiogl eprage meadi flegemamongdevjessealectrifel usi on in
a basic input ' '

optical, acoustical or other form of propagated signals (e.g., carrier waves, infrared

signals, digital signals, etc.), and others.

[0013] Various embodiments of the invention involve the éncoding and/or

15 decoding of a microcode patch (also referred to herein simply as a ‘patch®) so that the

patch can be authenticated as valid before being installed in a target processor (a processor

N *:3 in which the patch is intended to be used). Encoding/decoding may inclhide one or more

Of 1) encryption/decrypﬁon, 2) the use OfCI'}'ptOgl' aphic hash ﬁlﬂCﬁOﬂS, 3) the use of S

3 digital signatures, 4) etc. A target sjstem 1s the system in which the patéh istobe
20 insfalled, while an originating system is the system that prepares the patch for secure
delivery to the target system. In one embodiment, a common set of patches is produced
for a particular type of computer system, where “type” may indicate a particular
. generation, a particular model number, some category within the model number, etc.
Once a patch is produced, it may'be encoded in the manner described hereiﬁ before

25  delivery to each of the target systems for which it is intended. Within each target system,




out put system (Bl OS), et C‘Once del i vered, the patch{lly be stopgd Jui 2838

encoded forwoaressdioit is operationally installed. rati opghraidaghasld ation
i ncl udes decoding the encoded patch, validating that the patch is
aut hori zed, and placing the patch into a patch nenory. Validating may

I ncl ude ei ermni that.th tch ha t been 10
modi f i ed sf”%ﬁ‘g ’?ére%ggcﬂﬁs?’;é%%g’geﬁgcgg?é H@Pé}gvgﬁ"ﬁ'ﬂrf@ﬂi‘beﬁﬁﬁe@wm% ‘%’syé‘FE‘Fﬁ and
2) determ’gi nﬁlg t hat t.he patcE was prepared in an authorized system In one
embodi ment P°PHE 2BLPEgEANal patt of thedargelswalgMon di sk or in the BIGS of the
target syste to be operationally installed in volatile patch RAM each
ttme the sﬂogﬂlm i s by eenvenisntamethodof daliver)i meybe utddeinehudingpenit npilimited s
operationally installed in non-volatile patch menory and is not reinstalled
‘during 13oddlieyoenta coriramiisationd Gl indthlfation byhavshnicil, dedusire@ram of a
systemto validate and install mcrocode patches, according to one

enbodi BentopefatihP Sydtdhy 89 ihMand ficthefof th h%é%%%&ﬁg@?%@%é 2% basibl ut rly

system 100 i ncl udes a processor 110, c mal n
150, and ' ' Lot gr f . UF) . 160., Processor 11 i ncl ude
mi crocode of &ﬂ@@’p‘gpcﬁngiﬁlrv%%i c pﬁgcgé'&at}'r'%e Wﬁ‘gfﬂlﬁﬁﬁ@f’gﬁ‘ﬂg’yﬂ&ne or
nor e keysuljlta . Chi §.et ?.3.0 ﬂ@/ L ncl ude BIOS 132. A patch package,
descri bed "&b} opsElopaluingpile. j Gpesatiqnabigstallptionjincludesdecoding thm asodab, or
anot her part of system 100 that includes non-volatile storage. [0016] In
. some enboBitfbialidatingdhshe patrlbissuthiorided edd ptpringahé patth imgo apatch nemadryi ng
the patch may be perforned by a sequence of microinstructions contained in

mi ¢r ocodeValidaRORinidyAnclude eitlprbt bethlogr] ) leleaglini®ihat ive paRHEMANAS: Hebni Ni ti at ed
E)ygexecuti ng a special 5 WO 03/088019 '27 JUN 2006 10 PCTI US03109640

| nstr ot i modifieainks ALY RAABHELRRY B h0BBAkMh BAIL 80 o) BaeaedHgnce. N

- another particular enbodinment the sequence Ts Initiated I'n’respons
echi no- naed PAeH BupBeptRinl o BoSREHR, da Shes RPLE%BL Yo Seated,
Initiate -ptapc% i§ $idred bn disk or in the BIOS of the target system, to be operationally installed in

volatile patch RAM each time the system is booted. In another embodiment, the encoded
patch is operationally installed in non-volatile patch memory and is not reinstalled during
15  subsequent reboots.

[0015] Fig. 1 shows a block diagram of a system to validate and install microcode

patches, according to one embodiment of the invention. In the illustrated embodiment of

communications interface (Comm I/F) 160. Processor 110 may include microcode ROM
20 112, a patch memory 114, a secure memory 118, and one or more keys 116, Chipset 130
may include BIOS 132. A patch package, described later, may be stored in at least one of
. ~ disk 140, BIOS 132, or another part of system 100 that includes non-volatile storage.
[0016] In some embodiments, the operations of decoding, validating and mstalling
the patch may be performed by a sequence of microinstructions contained in microcode

25 ROM 112. In a particular embodiment the secjuenc‘e is initiated by executing a special
5 ' -




5 [0017] The data being o ated upon during the deco.‘ng, val i’Qé’iin%%g
e

installing W853/B§§§19pat ch be | ocated in secure nenory 11?(:1‘%5%569@3’
secured in a nmanner that rmakes it unavail able for access by non-secure

code. In sonme enbodi ments secure nenory 118 may contain, at various tines,
t he encoded patch, the decoded patch, and jinterimproducts created during
decodi ng dénstugtiontheblansiess exdeutiomioghe ceiy peinhefthe sequenege dpago culag
does not have enough capacity to hold all of the aforenentioned patches
and/ or i nteabiodinpno theckquenaa s initiatediimuspansedu siritingargredateromhsgd ydue foons of
one or nore of the encoded patch, decoded patch, and the interim products.

[0018] I npanRteemnRdisE&RYn ofS9Rihehe BN ré%i&_ei QISRY edikephRthoBé\Mayatsdrhe
whi ch nmay be di sposed either inside or outside of processor 110, that is

used only . rations. In another enbodi nent, secure nenory
118 is a Hf(sa |tga{ﬂngat%§g%%€qugﬁ&processor 110, and access to the dedicated

cache is ed to, all, other operajions,duri t-he de I.n al j dating,
and i nst al%(ﬁﬁg of t HéedahymeqnsEate Wmttggmg%evagﬁ%@g %4/1?8%@% .
provi ding secure nenory 118 during the described operations. [0019]

Al't hough ef theawichagay bé located inseeuremegmeny 1§y whieh sepyrherpecursd fap mpgner that
enbodi nents may al so be used. For exanple, in one enbodinent, BIOS 132
maybe i nalakeleld uhavainbledssameest b noasdcan obde rInesohedinbedimeny secote have a
chi pset 130. [0020] In one enbodi nent, keys 116 are one or nore security

keys (val HgmorPis #a§ colafdal viridhe aflefdhabitodtd PRERIhd@colib@patbig\w@dbeen
enbedded i n processor 110. "Enbedded" keys are manufactured into the

processor i ' d by
Com 10btdvn pileBaraiy el SERHETbEaE RGN pelcfTIPEN EESARREE.

03/088019 27 JUN 2006 , PCT/ USO3/ 09640 non-secu offware. |n.a particular
embodirentccursBERRRYY 1oeires RakNaYe Engieh capprIR; P beld: %lfofrﬁbe af%e%‘?{%s e, but
one or nore particular instructions may cause a specific enbedded

patches and/or interim products, and may simultaneously contain only portions of one or

more of the encoded patch, decoded patch, and the interim products.

[0018] In one embodiment, secure memory 1181s a dedicated RAM memory

which may be disposed either inside or outside of processor 110, that is used only for

15  secure operations. In another embodiment, secure memory 118 is a dedicated cache of

processor 110, and access to the dedicated cache is blocked to all other operations during

the decoding, validating, and installing of the patch. Other embodiments may use other

methéds of providing secure memory 118 during the described operations.
[0019] Although system 100 illustrates a particular embodiment, other

20~ embodiments may also be used. For example, in one embodiment, BIOS 132 may be
included in processor 110, and another embodiment may not have a chipset 130.
[0020] In one embodiment, keys 116 are one or more security keys (values that are
ﬁsed in encoding and/or decoding) that have been embedded in processor 110.
“Embedded” keys are manufactured into the processor 110 in a manner that prevents them

25 from being changed by system 100’s software and that prevents them from being read by
_ 6




key t'o be transferred int‘ot her hardware for use in° decodi ng gequging €008

[00211 I n oW@ 0s#B&9d? nent, a particul ar enbedded key i'S one @briligsiegy keys

for an asymetric cryptographic algorithm wth the other of the two keys

bei ng kept in the patch origination systemunder secure control. In

anot her enhadidaght anrt | ed key ingludes a hash val.ue of a

public key foér an Sggs%%éthtrl %‘i’%%’ﬁ{ g%?§%%?68t’ eg%a%cpeﬁlkﬁm n’taﬁgogﬁﬂe?@d@?g/bei ng
atch. Ot her enbodi nents nay include other

del i vered '&nh J Hg} asgoci at ed i

types of key@VFEIERIAYLHC 0L IOTe Ry ugHapDsiniclions may &aiss & SPEFifis embeddedc ode
112 is located, in ngnvol atile storage such as read only nenory (ROV) and
cannot be XVt be frgnsierredyinie etherdwardwase faratseines detodingshquemag. be pl aced in

pat ch mam)r%/ 114 for systemoperation so that in response to a reference to
a_section [8021jodi f i duone enbodichent, & perticefze embekict ey BlieastitRstv kB eh
menory 114 to access the nodified m crocode. |In one enbodi nent patch

menory s 11 dnisshmidel cRiberdshiaatiolile, RAltFtheliet BEME WG Rlbdifer M B Palch

menory 114 each tinme the system 100 is reset and/o ote anot her

enbodi nmen b; ' e . -vaol,atil Jormof menmory such as.
flash me rr%J ??,ﬁbg %%I] ﬁ%ﬁﬂé@%faﬁﬁ# g%f,ﬂgee%)é% 0?)‘ gﬁ’c Oblgﬁﬂpﬁ%dlm’?flg]&p aﬁﬁ"“’g at ch

menory 11 | ..t he tch.ig replaced by a subsequent-patch. 100231 Before
i nstall at ?%lﬁ‘?gdaedlkg%glgﬁlg S%Q?thv%afc@é’ ‘leélﬂ?qrrimﬁé)‘i‘n\}’ﬂr&wfb’@to&’é‘ﬁﬁ&cy 20 such
as the BI 1&; or on disk 140, to be decoded and validated each tine the
patch is 3EpRE): theubc kax beingdeliveyediwith theraseméatedpaseli. nOthter embpditientsf r om a
Bl OS vendor nay be stored in BIOS 132 and installed by BI OS-resident code
dugi ng armininclude otfeotypes ofleys as embeddudtidegs. enbodi nent, a patch from an
“operating system (0OS) vendor nmay be stored on disk and installed by an OS

boot 1 6023]at i 1R sbi i ohpgi : i ned

O e £ e 500 RO RS B8 Groc 1 P R o T B St fD) 1
nmbodi t i . i cati ti

00 ST peks FELonl PACABEF (RO A LaGEEDe MFEl ST S3huGRR e RIAREY o

use.

may be placed in patch memory 114 for system operation so that in response to a reference
to a section of modified microcode, the reference is redirected to patch memory 114 to
access the modified microcode. In one embodiment patch memory 114 includes RAM,
15  and the paich is installed in the RAM of patch memory 114 each time the system 100 is
reset and/or rebooted. In another embodiment ﬁatch_ memory 114 includes a non-volatile

. f‘) form of memory such as flash memory, and once installed, each patch remains intact in
¥ |

“patch themory T14 unitil the pafch 1s replaced by a subsequent patch.

[0023] Before installation, an encoded patch may be _stored in non-volatile memory
20 s.uch as the BIOS 132 or on disk 140, to be decoded and validated each time the patch is
installed in patch memory 114. In one embodiment, a patch from a BIOS vendor may be
stored in BIOS 132 and installed by BIOS-resident code during an initial boot process. In
- another embodiment, a patch from an operating system (OS) vendor may be stored on disk
| and installed by an OS boot loader later in the boot process. Both embodiments may be

25  combined in the same system.




I n other enbodi nents, pat s may be delivered throug@@pther nedhg. L0026k

Fi g. 2 showpggsbseek di agr of a systemto convert patches plcphRofog@Fur €
5 formfor delivery, according to one enbodi nrent of the invention. In the

illustrated enbodinment of Fig. 2, system 200 includes a processor 210,

chi pset 2 I sk 240, mai Jrenory, 250, d co ni cations interface 260.
The basi cﬁ?}ﬁit i ons%'bfm%ﬁ‘@ ogimeph gaie e%eaglé@rﬂg&%é COTHRYHFAN0ES ¢ e r
counterparts in Fig. 1. However, as an originator of patches, in one
enbodi nentcoayestiem{e2®0hd Mtérnet) apd ancaccaavsdshrongh Conim &&F 169sand)stexed B4 ufther e 10
protection agai nst attackers nmay be provided for the overall system 200. In
the il ustnatheflembsdimentdppdtches ay by dilieerded divonglyother eans. ded by a secure .
perimeter 270. As used herein, the term"perinmeter" is conceptual rather
than physweﬁs? and §6C Y RoRRGIVIRK T iagdf JFR%ystbRGb LafvaH PREUSIntE aQERRET Ve
measures, 1 ncluding but not limted To physical protection of the system
200, Tim tged, for deive Ofac &rgiso'lﬁ%'ne re%b%gﬁane%}/ﬁﬁ@ir?\%gtio& fn'{h%"fﬁﬁépa@ other 15
protective software tevic prevent unaut'horized rnvasion o e system
through co nicatjons_interface 26Q, etc. st.em 200 | so utilize

i nt er nal g@émtﬁmept PREIB P eFstey ?ﬁoua?lug%ﬁ %me%fé%r?d@ncmasqtgg?i disK 749, gigin

enbodi nent, system 200 is used to generate patch packages for a single type
of tar get mepwreR$0, land apmahmicainhointerfage 26% yEhabasiolncionssd¢actoof thesser at e

di fferent patch packages for nmultiple types of target systens. The code for
the 20 pateties n@\beditilar toltheig engitarpads in/Fig.yls tEewad, asain ofigindier afener at ed

el sewhere and delivered to system 200 for preparation of the associated

mch PaCKAGRSE; inlaﬂfa%ﬁfﬁaai'n%ht_tsﬁ:te,ﬁQolu§@ﬂtae}5§ske§ﬁaereedénérﬂiz%mﬁﬁma%99 whave

| ude ohe or nore of, Is not li.mted to, non- encrypted patches 244,

f, but
ctor off onPRREHOS T EanRRCHRRLRL R uc T ng oferall sl 240, R o gl

store rget Systens’nay Tequire

pat ches 8 03/088019 0 2 a PCT/ US03/,09640 and i nvolve differe keys,
di sk 240 ?fﬁv&%@e%te OEEUPR MY RefTeYiaed DXt SecHFrPerRcter 2’8%5&3 ised herern,

the term “perimeter” is conceptual rather than physical, and secure perimeter 270 may
include numerous protective measures, including but not limited to physical protection of
the system 200, limited access of personnel to the system 200, a firewall or other

15 protective software device to prevent unauthorizéd invasion of the system through

communications interface 260, etc. System 200 may also utilize internal security featores

similar to those shown in Fig. 1. In one embodiment, system 200 is used to generate patch

packages for a single type of target system. In another embodiment, system 200 is used to

generate different patch packages for multiple types of target systems. The code for the
20 pafches may either be generated in system 200, or may be generated elsewhere and
delivered to system 200 for preparation of the associated patch packages. Information to
~ be used and stored in system 200 may include one or more of, but is not limited to, non-
- ‘encrypted patches 244, encrypted patches 242, and associated keys 246, all of which are

- shown stored on disk 240. Since different target systems may require different patches




storage area for a separ‘ set of patches and assocg ed key(s)Z {[ GO262985
3 h h] g wowssmsswipatc package containing el enents I|ver§§gﬁ'J hieyud he
system of Fig. 2 to the systemof Fig. 1, according to one e gl ment of
the inventi on. one enbodi nent, a patch package 300 includes a patch

header 310, .a p tc 20., an d nat u Anot her enbodi rrent
may al so i MOIHHAvE ﬁ&fg Pt kipredi ?h@m{ Féea%m d lgmﬁa Hepreat HtagR ArasFarh 310
contains identifying information that may identify one or nore of, but is

not |im t PTERE aEHOT psepasHE e of priches/and associatedfeay(®yst em for which the
patch is intended, the type of patch, where the patch is to be used, how

the patch [0826o be Fgd,shewd atpotchpackegeeontimimgydancitstioivarible frothtat may be
needed by the target system 100. In one enbodiment, patch header 310 is

not encrypystem of Big 3ab ki Ht@m (ﬁ@ﬂ% a6rdifp 1Bk SRR e meﬁﬂt& aat ch
package 300 by the target system 00 before aut henti cati on and

decrypti oRpe %b&d]ﬁleﬂfﬁﬁ)gtch l&%e %6@ éxgc?tﬂfeg% @ﬁtcﬁ SadBr S 64 g;gﬁcf‘]{ ﬂ() g\#&i € ne nt In

patch nenory 114 oug I'n-encrypt

pat ch pac y 1 atch e used to rot t trade
Pecr ot o oS e a30Y RnptiR: Pibofiait iy denine icmesE mset A EITH e
pat ch |tss(£’ Digital ‘lal%ature 330 includes data for validating the

aut hent i cP#4 The Raigh headeny l0popteinsidentifyiaa infopnatiea: that raraidgatifyeneies nyae ch
after preparation of the patch package may be detected. In one embodi nment
the di gi tef, butignetlimited®Qthedoljemmpathe dyperdfyarbersysatcior 33ch thapatobisher

enbodi ment the digital signature 330 is 20 generated for both the patch
32p and tinended, dte dypeefpatctl Wwhebdthe Patch dtolbRalsbd) Moz patch is to be used, and
10 any other relevant information that may be needed by the target system 100. In one
-embodiment, patch header 310 is not encrypted, to facilitate identification and disposition
of the patch package 300 by the target system 100 before authentication and/or decryption
of the patch. Patch 320 contains the microcode for placement in patch memory 114,
although patch 320 may be in encrypted form while in patch package 300. Encryption of
15 patch 320 may be used to protect trade secrets or other confidential information that could

be derived from the patch itself. Digital signature 330 includes data for validating the

: authenticity of the patch to be installed, so that a change to the patch after preparation of

the paich package may be detected. In one embodiment the digital signature 330 is
generated only for patch 320. In another embodiment the digital signature 330 is
20 generated for both the patch 320 and the patch header 310, so that an unauthorized

alteration to either may be detected by the target system 100. In still other embodiments,

- the digital signature 330 may also be generated for other components of patch package
- 300.
[0027] In one embodiment, all keys needed by target system 100 are embedded in

25 processor 110 at the time of manufacture. For a particular such embodiment, patch
9




alteration to either may det ected by the target sy&m 100. '2nTsgliil12008

ot her enbo the digrtal signature 330 nay also be g
ot her conponen? oF pat ch package 300. 100271 In one enbod?#gﬁ@g&f%?keys

needed by target system 100 are enbedded in 25 processor 110 at the tine
of manufacture. For a particular such enbodiment, patch 9 1 7 JUN 2006 WO

03/ 088019 machI2es08dosrad pledayy koo tafaised in dt‘mémzdbe aghk Byanotherpe used

i n decoding the patch. In another particular enbodi nent, one or nore of
t he keys - tpartimmlareetobimdnieoneys heire dDbe&ees Wdicivsed bylthdsgsﬂehel(ﬁyare delivkded as a
part of patch package 300, and are designated herein as deliverable keys

340 (the pbWeAlystell 100 468 sart G pRRHGACIIPRADE SRS Q&Y FRidBhdiéiM a8 deldrirable

single 5 deli verabl e key). Del'iverabl € keys 340 may be associated with

ot her key ei t :g]lﬁe r n system
200. For éﬁ?g@fo &ﬂel %‘Hga?g%"“t kteﬁ? aléo enﬁ:‘gﬁ g§§36§%{rﬁ{)§ Bgé{ragb g n%}egﬁhﬁgl udes

t he publlc a |JC/ .V a n tri gr aphi c
al gori thmde GR' %ﬁﬁf’ KEY)p gyer 5&‘? Sﬁ‘iﬂ%ﬁ’%& aFWC{aﬁEg]Wftﬁﬁﬁ’ﬁ r{ﬁatﬁéﬁ%@ﬁ] 200,
and a hash val ue derived fromthe public keg i s enbedded |n processor 100

1 0 and |seub@rdnttaag%wta@tl&thx@namanewystﬁm9 &f Ferrpxagplle, yop partiswler i ¢ key. An
enbedded hash value may al so be used to validate one or nore keys provided

t hr ough otmbodimenns delévegable keyinsludpd the edbiinkeli afla pittlie/maivatedeyghirig agy st em
upgrade or placed into BIOS with a BIOS upgrade. O her enbodi nents nmay use

ot her conmpipahk@ioe, Yiic aRArgRHe Willl the Privae ke PemaibAe!in Me &rii@nstigment s of
patch package 300 i’s dégcrl b%gnl n m)lre dg{laH Igteer in"15 theﬁkgl scl osure.

0928] In be
I M A R S
enbedded key. ash. val ue used seco Lch is used
to valf da?‘éa/ 1§ USEf tod aﬂéé u]é‘i %“tﬁe“(t‘ﬁﬁ¥ otﬁlﬁ\ﬂa L]Y‘f{ﬁ)‘s H’ﬁlPa]f‘i lfﬂye %édd\ga héglcur ity
wi th each key associ at ed with a particular |ayer. The keys may

value may also be used to validate one or more keys prowded through other means e.g.

key(s) placed on disk with an operating system upgrade or placed into BIOS with.a BIOS

upgrade. Other embodiments may use other combinations of keys and encryption

schemes. Each of the elements of patch package 300 is described in more detail later in
15  the disclosure.

[0028] In still another embodiment, an embedded key or hash value may be used

with a chain of key certificates. In one such embodiment, the embedded key or hash value

is _used to validate a second key, which is used to -vaﬁéate a third key, etc., thus providing
multiple layers of security with each key associated with a particular layer. The keys may
 20 be delivered through one or more of the previously mentioned delivery methods, and/or
' through other methods not described.
[0029]  Fig. 4 shows a flowchart of an overall process for preparing, delivering and
| ”v_alidat.ing a patch package according to one embodiment of the inventioﬁ. In the
illustrated embodiment of Fig. 4, flowchart 400 has two parts. Blocks 410 through 430

25 . show a patch origination process, in which a patch origination system prepares an existing
10




20 be'delivered through o. or nore of the previousl nti oned fe]il ‘-rég
met hods, and/gdseskdipough ot her net hods not descri bed. 0029]],5_1%@03 ggﬁé) 06,
flowmchart of an overall process for preparing, delivering an ali1dating a

pat ch package according to one enbodi nent of the invention. In the
illustrated ésnpodi rrené of Fi}%. 4, flowchart 400 has two parts. Bl ocks 410

t hr ough 43pAtIBIaL serpre, deliyenh Bipsks 449 theoneh ABS shaw a pafchpzlidrtignfipgtaljation
origination system ﬁ(epar es an existing 10 WO 03/088019 2- JUN 2006

PCT/ US03/ Oyedessuhich isfperfogmedimghel trgatsystemBl ocks 440 through 495 show a
patch validation/installation process, which is perfornmed in the target
system [00880] | n onia cewkododiaming, thé'patbiRbe Hin@idrroedst Begipd ARBLEcHPERHS W th
encrypting the patch at block 410. As previously nentioned, sone

entbodi rente R BBIAH0) ks fréiousty ARGBnGE SBHE EnbORRERRURLY Sadhch AiFpRat oh

are not considered confidential an not "need protection.

patch i.s (0] t operations of . bl ocks.420. and, 430 . nay be
oed t & painibafie e Stens HIne BT Rarer it onndauel i f ot necd
installation in tqg}atéarget system At block 420, a digital signature is
gener at ed PFYPCHaRe YWhetter e patehhis engiypted; oreet the operatiogs phblosksgyhilt andeA30s
generated for both.the patch header and the patch so 1o that neither may be
tanpered Watbomseh s peraeidstectiomof tamparing with therpidi bafore, itstingalitipint ialthe
signature is generated for the patch but not the patch header. In still

- anot her etwgatispstan. Atibdociti4g0}adighiloN@iauire id genafafd foemepatchd thehet he
deliverabl e keys. At block 430 the digital signature and the patch, along

mh any ahbsdimeRg 'tﬂé‘iﬁ%itzﬁ RABRESIs ﬁ&a\ﬁ:@@ij %ﬁéﬁe@;a{cﬂrﬂé‘é&r aﬂﬁttﬁ%]gﬂ%gg@ge' | f

_ patch was encrypted at bl ock 410 then t ncrypted patch
packas. ndyt ARy Be ekl B Mo b Pt o BB bR FEBr it
The patch.validation/insfallati process, which takes place in the target
system _DUGIC 4 BRI 19 Penatoh ok 8ot iie ehich headsgelsiilpother embodiment
- the digital signature is also generated for the deliverable keys. At block 430 the digital
signature and the patch, along with any other iricluded elements, are combined to form a
patch package. If the patch was encrypted at block 410 then the encrypted patchis |
15  included at block 430.
[0031] After the patch package is created, the patch package may be delivered to

i) the target system through any feasible means. The patch validation/installation process,

- which takes place in the target system, begins at block 440 with the patch package being
* received and stored. The patch package may be stored on the disk 140, in the BIOS 132,
20 orinany feasible storage location in target system 100. In one embodiment, patches are
not installed in an operationai condition until the system is booted, a process which begins
' | at block 450. At block 460, the digital signature from the patch package is decfypted and
is used to validate the patch at block 470. Decryption and validation may take any of
several forms as described later. If the patch was encrypted at block 410, then it is

25  decrypted at block 480 to expose the actual patch. At block 490, the eprsed patch is
11 '




received and stored. The ;,ch package nmay be stored ‘the di g 180y 2008
the Bl 05 1320 0203%019 i n any feasible storage location in tar %@%ﬁ 100.
I n one enbodi nent, patches are not installed in an operational condition
until the systemis booted, a process which begins at block 450. At bl ock

460, the di.gi . signature.fromthe patc ackage is decrypted and is used
to vali daﬁgg% 1&1%1 BT IE? Bk mATRer ‘%@6&1{7{&5’? HoReRHANa)a AtPIIGKoAY InBEPCEiRe any
of severall forns as described later. If the patch was encrypted at bl ock
410, then 5§10 may ongrifepsipg thepatohed myetocadn t o expose the actual patch. At

bl ock 490, the exposed patch is 11 0 WD 03/088019 0 27 JUN 2006

PCT[ US03/ d9@32] i nst dig.cshows pribeadmarofhplodess far prspaging b patch pakiese] t
operational. At block 495, processor 110 may operate using the patched

m cr ocode acdd0glo bh@emBodierCofahé ARG, LFIOH PGS Ws :GhoR defkang 2
pat ch package, according to one enbodi ment of the invention. Flowchart 500
shows ' 1AL patch or, gi-nati on pr.ocess of
g a0 TRerEbRLL AL pacHTRERbh Bbcls 1 PO SRR AR B FE Re pat ch
and the c {on_of a di to be ed to validate that the received
patch is (f:lgcﬁdgg .%?cr{y%thoé'g "gﬁfﬂ%mtﬁ%ﬁﬂe‘? ﬁ’@r?EWB’E' Pb# digesttpbeyged 1o Yadidalethabr ned
wth a sy tri.c encryption algorithm(e.g., AES, DES, etc.) A digest, as
used her et resedvedzpairhiis pomrest. Bueng erabodimenteercnyptiongfahe paseh tpieoloroed a bl ock
of data, in which identical 10 bl ocks of data produce identical digests,
but any cwWidhgeymmetheensiryptioncigotitha (e3.,| ABSIDES, etc. prodiges, & wied haerns

di gest. In one enbodi nent the digest is a hash digest, i. a di gest

e.,
grpated bypanmlier el 89 peroming ahiopBRtib oh ABIRR dHdatal th WRRNGIRRETSNT { he

'gest is created first and then the patch is encrypted, e I'n anot her
he. ccr yig oy o Roqube RBRENRA B, by MRatsl Bt RBC pRERR L el ™ = 1"
cubj ect ed P AR pRbEt e SR EmEn e G T A hashyaBestch rdebod ment
_ .t he created by applying a hashing algorithm to the patch. In one embodiment the digest is

created first and then the patch is encrypted, while in another embodiment the patch is
encrypted first and then the digest is created for the encrypted patch. Fig. 5 shows both
15 embodiments. In the first embodiment, at block 510 the unencrypted patch and the patch

header are subjected to a hash process to create a digest. In a particular embodiment, the

" @ hash process uses the Secure Hash Algorithm (SHA-1), published in 1994 under the

Federal Information Publishing Standard FIPS PUB 180-1. Shbsequently; at block 520
the patch is encrypted. If the patch is not to be encrypted, block 520 may be omitted. In
20 the second embodiment, at block 530 the ﬁatch 1s encrypted first and at block 540 the
encrypted patch and the patch header are subjected to the hash process to create the digest.
In either embodiment, if a subsequent operation requires that the digest consist of a certain
‘number of bits, at block 550 the digest may be padded (i.e., data added to it) to increase
- the number of bits as needed. The pad may consist of predetermined data or random data.

25 Atblock 560, the padded digest is encrypted to create a digital signature. In one example,
' ' 12 : : :




under the Wwedsregsordnformati on Publishing Standard FI'PS PUB (553/09640
Subsequently, at block 520 the patch is encrypted. If the patch 1s not to
be encrypted, block 520 may be omitted. In 20 the second enbodi nent, at

bl ock 530 ¢t he t.ch is. encrypéed first and at block 540 the encrypted’

pat ch and PfBadsid digesids gacrypied ueng thekrite keyaf@ ML PEYYe&e¥ PRis It Akat e t he
digest. In either enbodinent, if a subsequent operation requires that the
di gest cordsy@amegic enceyptioniprocessuth @pavticutrrtesbodimednt, dbkersFoptiduefollogethte may be
padded (i.e., data added to it) to increase the nunber of bits as needed.
The pad nmeRSA ensiyptiongirogusedsihgs R0ASBithatvatedey AROWEN RhGwn, 4R thi RBAOCK 560,
t he padded digest is encrypted to create a digital signature. In one

exanmpl e, JAcrypBdn ﬁllej%sg 66 t\’l@(&%ﬂﬂfﬁ@x@ %gﬁrgﬁggkﬁg?‘{\gg?lgé%h% RemRafifedr Gt BESt s

ehcrypted using the private key of a riva ey pair 1n an

asymetri : i rocess. | t] enbodi. ment., the encr I on
ol loud t ReCUSFaRp R ol ATEER B madhcl <FBlokk S50 TGy Toryler IRl kL T
wel I known 'hn t he RSA Uﬁgcryption process both the key and the e,ncr%/pt ed
message haYINEfENROd e, 6 digeyrangthe keysarg alreadyithesampsithand thspaddipaat pe
padded at block 550 if the digest is smaller than the key. In another
enbodi menblock B0 giay e eliminhtedidnistill anpenembaedimenthan szompptsinzmethnd is dsed
paddi ng at bl ock 550 may be elimnated. In still another enbodi nent, an
encrypt i oim wisithd key aud @tk messagddcchotieed kelye @8 darhdSiz/8h $aGeh €ige Mt need to
be the sane size, in which case the padding at block 550 may al so be

ﬁlo? m nat eghddig bRk 556 Tayldl® v Givkihted! ARBldek ‘Svo,.ttﬁfdijgﬁapﬁ bhauleCe! ypt ed or

encrypted) and the patch header are conbined into a patch package for

a deljver 0 r | B..one odi ment . t.he tch ckage may
21 o 1onc T P hiiple o B SRR ol o RGGREL ftiprL R G 28R P
system [Oog%rtjzig. 6 sho a flowhart of a ‘tj)rqcess for validating a patch
package, P% ar A delsrpiedhe iepardisiatem. dp oppemberimart Bie Patshopackagamano shows
a nore detailed 15 description of the patch validation and installation
process dfisofngiudaother infirowkion depending pathcreprmiayts dfshosystémed from wi t hin
the target system In one enbodi nent the patch

[0033] Fig. 6 shows a flowchart of a process for validating a patch package,

bash process uses the Sec.e Hash Al gorithm (SHA-1), bl i shed % %J%%@ﬂ%

according to one embodiment of the invention. Flowchart 600 shows a more detailed
15 description of the patch validation and installation process of Fig. 4. At block 610, the
 patch package is obtained from within the target system. In one embodiment the patch

package was previously received by the target system and placed in storage, and is

obtained from that storage. In another embodiment the pziﬁ:h package is obtained at block
610 as soon as it is received by the target system, without intermediate storage. While in
' 29 one embodiment the entire patch package as delivered by the originating system is
obtained, in another embodiment any unnecessary elements of the package are stripped
away before the patch package is obtained.
. [0034] In one embodiment in which a key is delivered in the patch package, a hash
value may be calculated for the key at block 612. If this calculated hash value matches an

25 associated hash value embedded in processor 110, then the key has been validated and
13




package was ‘previously rec’ved by the target system ‘ pl ace@ 7i njizt Gbkie,
S

and i s obt ayoeshdseem t hat orage. In another enbodinent thesmalehRaskage
is obtained at block 610 as soon as it is received by the target system
wi t hout internediate storage. Wiile in 20 one enbodi nent the entire patch

package as_del i vered t he orjgi.nating, sys I's, obtained, in another
 Sbod mentmaGP EAH Gt elbee AR Rt BBk seleulated hath ifpedocidiay
before the patch package is obtained. cl[ 0034] In_one enbodi nent in which a
key is delmatel te embeddad hssh vrlupabrmualidation fdls ang gonteclmeay heve l Wotke¥N f or
the key at block 612. If this calcul ated hash val ue matches an 25
associ at edvlietsis desdribed ¢arire dnlad eimbopinnme modoek 1ot invobve 4 dxdivised kegsthbeen
val idated and 13 2 7 JUN 2006 WO 03/088019 PCT/ US03/ 09640 nay be used in

subsequentopeatibAadfiteekeBes Bhd 1P mal belolifugp! cul at ed hash val ue does not
mat ch the enbedded hash value, then validation fails and control may nove

to bl ogk whi chy,i rj Jater.. In_an _enbodi nent that does.npt
nvol Ve a 195 ey eq Mg blocktRe! g Skt Eharuisls ks e 14 iain tbe Ble 5500
omtted. [0Q35]. At .bl ock 620, the digital signature is decrypted to obtain
the di ges{m ﬂ‘Fé%’tgHB‘m% S5 g"r?fzja kg egty@@élaﬁltaﬁ AIEBAErYRLBANTEMR] Withan
digital signature was generated with an asymetric encryption al gorithm
usi ng- t he 2PARMBlAE cReFYPlaen 2lzerithini wsing the prizatedyy phia publigiprivate keyipar,wpdi on of
bl ock 620 is perfornmed using the associated public key. If the digest was

- padded duthenigcypaat oDislock 62istpleefonned adin®the afsodl0ekpbic kep! &f the digest vardded
di gest, and at 10 block 630 the pad is renoved to expose the digest that

\3{% dpr evi patled dﬁﬁg?_éﬁaﬁﬂx, tenthO&keraidh AbIRKAE tlns e %Hg?dgﬁgé‘s‘i,tan\ﬁ’% not

ed during creation, then the operation of block 6 dces the
non- pagd | 3 -omtted. [00361 At this.ppint, the
o 0cemd oo 856 s pR8 8k JR3EE RS BBY i bA e gp bl AP BB ot (e
t he patch s .encrynpt i n.fl owchart 0. .In. an enbodi ment in 15 | ch the
di gest wa%ﬂﬁ?féﬁ?fiﬁdsy@eﬁg@s%&m Vpt ?Qimaggedsf!m FEAtOROERR t@@%@ﬂ%io hen
at bl ock 640 the patch is decrypted and a hash function is performed on
t he decr y@Algtoghencg fhe non-padded digest, and block 630 may be omitted.

- {0036]. At this boint, the process followed depends on whether the digest was
created before or after the patch was encrypted in flowchart 500, In an embodiment in
15 which the digest was created before encryption as shown in blocks 510 and 520, then at

block 640 the patch is decrypted and a hash function is performed on the decrypted patch

. i) and patch header at block 650 to get a calculated digest. At block 660 the calculated

digest is compared with the actual digest obtained in blocks 620-630 to see if the two
‘digests match. If the two digests are equivalent, then the patch has been validated and the
20  patch may be installed at block 680. In one embodiment, installing the patch includes
placing the patch into the patch memory 114 of processor 110 in such a manner that any
attempted access to the patched mic‘rocode will be directed to the patch memory 114 rather
than to the original microcode 112.
[0037] Returning to block 630, in an embodiment in which the patch was

25 encrypted before creation of the digest at blocks 530 and 540, at block 645 the encrypted
S 4




and patch header at bl ocl.SO to get a calcul ated digst. At 1 bckliBeiBlB he
bt ai

cal cul at ed @igaBmksohe conpared wi th the actual digest n | cks
620-630 to see if the two digests match. |If the two di gestssg}r}e&g%%giggdél ent,

then the patch has been validated and the 20 patch nay be installed at

bl ock 680. In o zFenbodi ment,_ installing the patch includes_ placi ng% t he
patch int &#M ader maydiesubjeated fo phahapsrtion logstihacalenlaeddigsdr Athat any

attenpted access to the patched microcode will be directed to the patch
nenory 114bleck 668y theichignlated digest wey be nampared mothdble adad diged0d%bveredat ni ng to
bl ock 630, in an enbodi ment in which the patch was 25 encrypted before

cs eat i on_dflodk30db 9aSIt thely nii€le KIF tHeyQréfitind40be &juitdlankihéd thetfaechane bygi ed 14
0 (r) 2 7 JUN 2006 WD 03/088019 PCI/ US03/ 09640 patch and header may be

subj ect ed | I ' 665,
the cal culraaed O BAC b e e g Sl PR R o7 The fuftalRahd nmRU RS 2,
bl ock 630 | f the t I hey are.found t e_equival ent, then

t he pa chn%agé}ﬁgng% ms\?ﬁ?‘fﬁlgﬁ%%%gﬂd&?h%t%peﬁ%éﬁlw&’glée ‘8"3@?’%‘358“ er%bqttock 670.
The valid ’ﬂ?}g glgsd decrypted patch nmay then be installed at bl ock 680. In
bot h enbo 10D, 60h s the sHNGRAsh PEGHOR Hial Was usadi abblosksaH). 5680 is the sane
hash operation that was used at bl ocks 510, 540. [0038] If the cal cul ated
di gest doé¥38bt nat Hithe palculattd digesti dyes hotanateh theactual digkst@6Cithaybldsk®6R 665,
this indicates that the patch package has been altered since its creation
or is ot ebloelsess) dsiirdidales tHadthe prsdhapdcRigediis bEENterbd Ghd itPErkativmbriabi | ity
may have several 10 causes, including but not limted to: a deliberate

L@}%e”pt bytharyistaHshirié ﬁﬂz‘iln's@ﬁfaﬁ%. S8ch ﬁ&?ﬁﬂ)‘ﬁ/ﬁ%t%ﬁ%@l}f Have several

et ected/ uncorrected ta transmssion error durin very, delivery

of t p p e .t .incorrect..target syste sof.tware or hardware
Fai | e Ueifesh BERRAE WS pBlipliER el E0bitRhd RhoR e yitlolBETpfher B oot
does not tch the cal culated_  digest, the patch_installation process nay
be abor t &diange e paich.aaomdgterisd/upparrestad datp ransmissipm gror Auring delivess ch.
Aborting the patch installation may take several forms, including but not
limted tdslivary ofthegrateh pagkags to en mstoaiett tatpet patenh sofRvasldrhardwgere felulsf ect i ve
pat ch but

or human error. Regardless of the cause, if the actual digest does not match the calculated

digest, the patch installation process may be aborted at block 690 by not installing the non-
15 validated patch. Aborting the patch installation may take several forms, including but not
limited to: 1) attempting to reinstall the patch, 2) skipping the defective patch but

' 3 installing other patches, 3) reverting to a previous version of the patch, 4) shutting the

P
|

system down, 5) rebooting the system, 6) etc.
_ [0039]. In one embediment, the validation process of blocks 610-670 is perf;{)nned
20 for the entire patch in secure memory 118, and after validation the entire patch is installed |
. in'patch membry 114 at block 680. In another embodiment, in which secure memory 118
"~ does not have enough caﬁacity to perform the entire validation process, the validation
: process of blocks 610-670 may be performed incrementally on separate pdrtions of the
- patch. If any portion is not validated in this manner, the process may be aborted at block

25 690 as previously described. If all portions are validated in this manner, the patch may be
' 15




installing other patches, . reverting to a previous . si on zf‘]t gq;&ch,
4) shut ti ngvDhsosseyst em down, 5) rebooting the system 6) etpgrukdsigoee! N
one enbodi nent, the validation process of blocks 610-670 is performed 20
for the entire patch in secure nenory 118, and after validation the entire

patch is i ! ' tch mepopry 114 at bl ock 680. | not her

Brbodi ront apRel Aten A CREIRTRY it o ol banstalled groaidmemep « o
performt entire val ida}i on process, the validation process of bl ocks
610- 670 n@‘*ﬂé“dé?ﬁ“&ﬁ#&df Hurrartion af the paichdepntvalidateden thasscord nase  pat ch.
I f any portion is not validated in this manner, the process may be aborted
at bl ock ZwhebEould ipdieatt Suwdsytaniparcd mbthcafier thedirst yadidetion)sthapeooesd mdpbed i n
this manner, the patch nmay be 15 WD 03/088019 2 7 J U 14 2008

PCT/ US03/ @86l atdldcita96d Iff the pemk Ahdbden p’anﬁaﬂ?%@aﬂddrﬁéfoféib%ﬁlg%ﬁhed)%ba@
being installed in patch nenory 114 as it 1s validated. If any portion of

the paschebg, O hbotAhoEak gﬁ'bfa@k %bfpﬁgﬁﬁggg@éﬁﬁgi Wk ﬁ&vﬁiggﬂgg&ﬂggﬁhﬁﬂt was

tampered with after the first va ocess orted at
bl ock 690 h_has..been partially installed.befoye being aborted
ot bl ock BB pleRRr L Bn PG aR Elatt3ir it of iegie RoysTy HREHaboH BiRSGAD ¢ ne
new y- i nsbﬁ)ll d pati,g from patch penpry 114, in _addition to one or nore of
the previ éf’ﬁ | i st £he fegoing,desemptionsis intended (9 by Hlustrative andeotdesitingpt i on i s
intended to be illustrative and not limting. Variations wll occur to

t hose of YRiitionswill gecusite thostoSskill ar thetarto rThose eariativenaiedntenddakto biencl uded i n
various enbodi nents of the invention, which are limted only by the spirit
and 10 sinoldedin taneuaapbsiieens|ofitidinvdiotwhich areliRite® Onlyhy B¢ S\%Hﬂﬁnd?OOG
1. A machi ne-readabl e nedi um that provides instructions, which en

execufped RYpoSBE affen@BPcidimdIOr € processors, cause said set of processors
to performoperations conprising: generating a hash digest for a
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m crocode patch; encrypting the hash digest to generate a digital

signature; and conbining the digital 18ignature and the ng.qoceds patch for
delivery to a target processor to patch mcrocode in the target processor.
2. The nmedium of claim11l, wherein: said conbining includes conbining a key
W th Whetidbdidedls: Si gnature and the mcrocode patch for the delivery to the
target processor. 3. A nethod, conprising: generating a hash digest for a
M Cr 06 QUlRagRlerBidaBREHioRk i phdvReNASCHE ARtichAHeR cRecufdt |bg a6t K6k dr @foredn

asy meforeéssors fogpdengidaphdfGrabgsorsitt berfcird ofe atRhatenmisidly:GehabtingiagRst digest foand
conbi miongrotidatchdergnipbihg the bashtdigest tapehetdtea dipitl sigretiee;pat comibiong Webigtetry to a
pr oce8&igeature gndoihe oicropods pridier dstivenhie apgerogtesmessor togatch micropetédnio thedérgetl ai m 3,
furt hBPC¥SPpri si ng: encrypting the mcrocode patch; wherein said generating

t he rrF h d| est |nc %es gen rat| n the hash di gest before said encrﬁpti ng
) tthﬁ

t he ? FYIEHERTRIHY 3 YD &6 ARSIoRRHG o
di glta SI gna THEY &N ?fﬁq Bro?ﬁsé?owde patch. 5. The nethod of

cl ai m 3 mbtéd, E&ﬁpr&m Shalih o 1BRG BiYB% tdRY liltEechL GEOT A 8 é’M‘b‘?d hMthsaaid
gener ghvkidGe} 1€ e‘fzg:%ﬁog?a it Hi @rﬁhrgﬁfﬂé{n@&ao{e gg%lgépqgég 2 i said
enCrngltaﬂQgﬁdﬂﬁe ﬁﬁ&ﬁ@ﬁﬁﬁtﬁ:ow ,forada emeb%kd%ess%ﬁﬂo%aféﬁmﬂirdﬁoﬂkgoﬂtm 8Sor.
conbining the digital signature with the encrypted m crocode patch. 6. A

mac hi 48+he ewttel) beclam @i urther ocomarisimgnencyatirg tioomiprocsdergtchawihidran extbgbperatitacthe t 0
pat chhashdiges dridesgeaerating the hasbyligestrpefosmnshiceendivgiiradhe wicgedewatehEndddiereth by
encr y§d W@%Wul@é@@s eqmehininethe Jigipbsignstue wigh the Ragsyptedopieoerdedatcbn t he
mcro erredlumof claim®6 , Wnrelnthe datafurther

?W"h“’é‘gd? VP%ngf P3fch; W REting t
5. 3?% i %f e pe e R

of a o vgl Ingm cr hﬁencﬁﬁ’ © Odeé’? Ccl aim 6,

V\/nereg_lA médﬂﬁe{@a‘éﬁﬂ&%@urﬁ%%ﬂgimhéd&Q@c‘Sn\(ﬂkﬁe rl@roc R‘H% ﬁétéﬁ%nucr‘é&ﬁ@H@ ng. a
pr oceagef syfami 41d Jaigasi@d e @o&@wsﬁed&@aﬂ@w@é ed ) delEmiHQORER0r O
decodgeeitioenciad eibrdtods pede patch; and a mcr ocode patch menmory coupled to
the mcrocode to contain the decoded m crocode patch. 11. The apparatus of
cl ai nf. T0e magien of ¢iaimtGhwhereio thectsuitiec tandeisestia &eyotomistrypt dhel digitsl signaidedode t he
encodé@pucﬁih@rdiﬂé%ide patch; and the secure menory is to contain at |east one
of the nco&l crocode t he -decoded-ni crocode- ch, and interim

pro dLIBCt e lﬁ%t@ @d?"hﬂe'gi?hetq?@ f\,ﬁtl-@f %quﬂléesp afgghvalue of a keyF%o validate the

mICI'OCO
9. The medium of claim 6, wherein: the microcode patch is encrypted.

10. An apparatus, comprising: a processor having microcode; a secure memory coupled to the processor o
decode an encoded microcode patch; and a microcode patch memory coupled to the microcode to contain

the decoded microcode patch.

11. The apparatus of claim 10, wherein: the microcode includes microinstructions fo decode the encoded
microcode patch; and the secure memory is to contain at least one of the encoded microcode patch, the

~~decoded microcode patch, and interini products during decoding of the microcodé patch.

" 12. The apparatus of claim 10, wherein: the microcode includes microinstructions to decode the encoded
microcode patch; and the secure memory is to simultaneously contain no more than a portion of at least
one of the encoded microcode patch, the decoded microcode patch, and interim products during decoding
of the microcode patch.

13. The apparatus of claim 10, wherein: the processor includes an embedded key to use to decode the
encoded microcode patch.




12. The apparatus of claim 10, wherein: the m crocode includes
m croinstructions to decode the encode@ m crocode patch;ﬂ%nﬁie Otag secure
menory is to sinultaneously contain no nore than a portion of at |east one
of the encoded m crocode patch, the decoded m crocode patch, and interim
produgj | | int ' :
Ol ai ey L P vl 1 b sBG s R E oo (PR B3R o
the encoded m crocode patch. 18 27 June 2006 14. The apparatus of claim
13, wh&ranethod, ban@isingdbesthilgeymicecaiepaieh afd ¥eyssbdlatédigigysignaturd; Gecrypting the
cr ypt digiteh pibmature &l agsecure mmamofyBo oftainetfing dashaiigspt; cddulating @bdcandihast digestinath theode
pat chmigrgoggmpaiehs eanirariegithel figt hagh digesy with thesecattd bashpligestyartd-iestalitigdhet ralcrocode
si gnaP@pieininigroense peteh memp yespensiveteas matgh bpiween e §ist afidgeennd hashi digesiat i ng a
secon Saﬁsh &i ei Ww.th the m crocode patch; conpari ng the first hash

i

tch; whe

di feihg Bra WeE e giceqeode,pateh 1§ epciypiediyrtnes somprising dsguptingdiech i
i oetocede @1&;%%@%%@ TPt P BN 1 S0 B Secone
(0] (0] C

o o
hash d’ggests. r% p[%ﬁéf et N C_fS, vvherei_n t he m crocode patch_ S
encr ypt §te meihbd bediaik A5 RHeRNHe miREbyPididids bikAyptddl fFuRs RSl forRAL Reryihig e N
sai d ertoebdeizkdhgwhdiein SAE edlclidiA e db@RS hadhifdebidRFudeatdidintaBhg IRE séddRd BRRON
hash digesty@itt a uéchiptedivesvn oy pé aitracispgh. of the m crocode patch. 17. The
met hod of claim 15, wherein the m crocode patch is encrypted, further
conpr & Thgmeitied efioiim AG vitieesin: saic desoyptieg thetligitl sigheéure inaludasi pgrfgrairguenat | ng t he
seconFYRESHCEPgEEiPn Hyieg aibkeblic k&l cul ating the second hash digest with a

decrypt version of the mcrocode patch. 18. The method of claim 15
wher e %?H%@Ffa°%f&%é?=ﬁ@e%eﬁé5%4 trcpRInang dighal pignatyfe InglHEas Usios A PMPefged key.

asym% ﬁ'h&mgt 8& é’f%‘aiin?% %'er% 'Qai c&let%lJ n lﬂﬁé’di ia?'i r-1|':':1rt1ue rl'{glt heosd e%cf)r CnI %inm 15,

wher eddl et Qe dEShY Rike % i E e NGHLE PEES H§%ah enbedded

key. I'(51 Theerrg@% é'o@’éﬁw. ?°r¥1 Lfgbvh hgg'rﬁrléclgﬁc’:%éI igc 'decrypti ng the digital

si gnagiunendchifié-HAasoIPREdIGH HahgoRdls iREUATBRS, Mnfeh UBEK ¥REMENLUSINEE dhe bBMore

pr ovi glebsydrd, badsk @aitiset od prodess 8 tibriodd opefatiBRE SniAsiig dBaRING aMMetbabak bitat

pr ovi ahgsniassiciated tdiotial Signathiecdecwitny thx digitdl sighdhye @ dbedin offrstdash digestiesleulating

pr oc essropny] hagh digest with the switrogeide patdt essparipg the fipke héshrdigestpéth dtie sependdasipr i Si ng:

obt ai Higast 2ad instellingibelmicmepdspatehinespransieds o iatahddiveie theditst bash igesteag the

decr y§5FPHd@Bhéioeft-gi t al signature to obtain a first hash digest; calculating
22 The medium of claim 21, wherein the microcode patch is encrypted, further comprising: decrypting the

microcode patch; wherein said calculating the second hash digest includes calculating the second hash
digest with an encrypted version of the microcode patch.
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23. The medium of claim 21, wherein the microcode patch is encrypted, further comprising: decrypting the
microcode patch; wherein said calculating the second hash digest includes calculating the second hash
digest with a decrypted version of the microcode patch.

24. The medium of claim 21, wherein: said decrypting the digital signature includes performing an
asymmetric decryption using a public key.

25. The medium of claim 21, wherein: said decrypting the digital signature includes performing an
asymmetric decryption using an embedded key.

- 26. The method of claim 21, wherein: said decrypting the digital signature includes performing an
asymmetric decryption using a key provided with the microcode patch and the associated digital signature.

27. A system, comprising: a processor having microcode and an embedded key; and a microcode patch
package residing in at least one of a storage device and a basic input-output system coupled with the
processor, the microcode patch package including a microcode patch to patch the microcode and a digital




a second hash digest with the m crocode patch; comparing the first hash
digest with the second hash digest; a8d installing the mgrocnde patch
responsive to a match between the first hash digest and the second hash
di gest. 22 The nedium of claim 21, wherein the mcrocode patch is

encr Y ph&fure t\alidd (e HREoad ;Efc'h Lﬁ,ﬁgﬁa’eoénidégdéd% m crocode patch; wherein
d has %e

said calculating the secon i gest includes calculating the second
hash 28liTgesystém bitiani 2B MMENRE B MIRERHE PatH is Irte SRLGHEERER inkAd Mlkrocedd patthe

medi upadidgec| ai m 21, wherein the mcrocode patch is encrypted, further
conprising: decrypting the mcrocode patch; wherein said cal culating the
second®.-A&8 Rystiryefslain AT wheein thaprotdssarinepdesesesarearrnonets lsontain esticragadh a

decr ypPRtetduieg ¥3ligatios the ni crocode patch. 24. The medium of claim 21
wherein: said decrypting the digital signature includes performng an
asymmetric decryption using a public key. 25. The nedi um of claim 21,
wherein: said decrypting the digital signature includes perform ng an
asynmetric decryption using an enbedded key. 26. The method of claim 21,
wherein: said decrypting the digital signature includes performng an
asymmetric decryption using a key provided with the m crocode patch and the
associ ated digital signature. 27. A system conprising: a processor having
m crocode and an enbedded key; and a m crocode patch package residing in
at | east one of a storage device and a basic input-output system coupl ed
with the processor, the mcrocode patch package including a m crocode
patch to patch the mcrocode and a digital 19 27 June 2006 signature to
~validate the m crocode patch using the enbedded key. 28. The system of
claim 27, wherein: the mcrocode patch is in an encrypted formin the

m crocode patch package. 29. The system of claim 27, wherein the processor
i ncludes a secure nenory to contain the mcrocode patch during validation.




