[000 1] MESH NETWORK CONFI GURED TO AUTONOMOUSLY
COW SSI ON' A NETWORKAND MANAGETHE NETWORK TOPCOLOGY
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is related to a wirel ess comruni cati on system More
particularly, the present invention is related to a
mesh network configured to autononpusly conm ssion a
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di stjngui shing characteristic of _an ad hoc network is
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communi cate directly with each other. Again, this type
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stations (STAs) that are within a mutual communication range of each other via a

wireless medium (WM). An ad hoc network is typically created in a spontaneous
manner. A principal distinguishing characteristic of an ad hoc network is its
limited temporal and spatial extent. These limitations allow creating and
dissolving the ad hoc network to be sufficiently straightforward and convenient to
users of the network facilities with no specialized technical skills.

[0007] An ad hoc network also often includes an independent basic service set
(IBSS), since an IBSS comprises a set of STAs that can communicate directly with
each other. Again, this type of IEEE 802.11 LAN is typically formed without pre-
planning, and for only as long as the LAN is needed. A significant drawback of the
ad hoc network, however, is that although STAs belonging to the network can
communicate with each other, they cannot forward or re-route packets to other
STAs within the same network. Therefore, a new and direct connection must be
established in order to send packets to a different STA if the sending STA is not

connected to the destination STA. Figure 1 shows such a prior art wireless
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pl anning, and for only as long as the LAN is needed. A
significant drawback of the ad hoc network, however,
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in order to mitigate some of these problems. Accordingly, current mesh network

deployment requires elaborate management procedures for configuration of network
topology, including discovery and visualization of wireless access points, mesh
portals and fault management. The dynamic nature of these networks makes it
difficult and impractical to pursue such an endeavor, since network management-
based solutions are slow and require complex manual intervention from the
operator.

[0011] Real time demanding applications, such as dynamic routing or
dynamic frequency selection, cannot rely on topology information that might be
outdated. High mobility applications, such as a military battle field scenario,
require fast reacting topology management, as mesh members leave and join the
network rather rapidly. As the network grows, new requirements are imposed upon

the network demanding even quicker redeployment of mesh points based on
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in order to mtigate sone of these problens.

Accordi ngly, current nesh network depl oynment requires
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[0017] Figure 1 shows a prior art wireless communication system,;

[0018] Figure 2 shows a wireless communication system configured in
accordance with the 'present invention;

[0019] Figure 3 shows a block diagrém of a pair of mesh points (MPs)
configured to autonomously commission a network and manage the network
topology in the wireless communication system of Figure 1, in accordance with the
present invention;

[0020] Figure 4 shows a signal diagram of MPs autonomously commissioning
a network and managing the network topology in accordance with the present
invention;

[0021] Figure 5A is a flow diagram of a method of commissioning a mesh
network, in accordance with the present invention;

[0022] Figure 5B is a flow diagram of a method of determining mastery of a

-3-



establ i shes the conmuni cation with the second M.
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present invention will be better understood when read
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04 nor (TRBEEP L8R W RE) OB PSP i 100 configured in

ac&tgRded With the present invention. The wireless communication system 100

includes a plurality of MPs 110, capable of wireless communication with one
another. Any number of STAs (not shown) may also be connected to the MPs 110 to
communicate with one another via the wireless communication system 100 via the
MPs 110.

[0028] Figure 3 shows a block diagram of two MPs (designated as MP 110
and MP 110"), configured to autonomously commission a network and manage the
network topology in the wireless communication system, in accordance with the
present invention. For purposes of example, the MP 110' and the MP 110" are
substantially similar units.

[0029] In addition to the nominal components included in a typical MP, the
MP 110' includes a processor 115 configured to autonomously commission a network
and manage the network topology, a receiver 116 in communication with the
processor 115, a transmitter in communication with the processor 115, a memory
119 in communication with the processor 115, and an antenna 118 in

communication with both the receiver 116 and the transmitter 117 to facilitate the
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unit, a pager, or any other type of device capable of
operating in a wreless environnent. Wen referred
w0 odvetneEBd er, the term nol ogy "AP" (or intercheeyestsng008673
"mesh point™ or "MP"), includes but is not limted to
a Node-B, a site controller, a base station or any
tranthissidnyped odceptive of wirehgs detd tweandframflrecdlI®skl0'.

vi rongent.... [ 0026] The features of th resent .
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[0032] The processor 125 of the MP 110" then transmits a response (420),
including the credential data, to the MP 110' via the transmitter 127 and the
antenna 128. The receiver 116 of the MP 110' receives the response via the antenna
118 and forwards it to the processor 115. The processor 115 extracts the credential
information for the MP 110' from the memory 119 and compares it to the credential
information received in the response from the MP 110". The processor 115 then
determines whether the MP 110' or the MP 110" should be master and transmits an
authentication signal (430) back to the MP 110" via the transmitter 117 and the
antenna 118. The authentication signal includes the information relating to which
MP 110 (110' or 110") is to be master in the network. The MP 110' and the MP 110"
now constitute a mesh network. In particular, the two MPs (110' and 110") may
now form a region in the developing mesh network, where a region is composed of a
plurality of MPs 110 having one MP 110 designated as the master of the remaining
MPs 110 in the region. Accordingly, the mesh network may include a plurality of

5



comuni cation with both the receiver 116 and the
transmtter 117 to facilitate thetransm ssion and
wo e@ep9418n of wireless data to and fromthe MPPAWOS2006/008673
[0030] In addition to the nom nal conponents included
in a typical MP, the MP 110" includes a processor 125
regiohif | gured to aut ononously commi ssion a network and
manage the network topol og
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present invention, the processor 115 of the MP 110
to theo AR d905 i itd yesponsadoekding! thy aubhentigationeinformation and

! i . 117 A1 ' MP 110" |
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information relating to the 110". [0032
MBptHEessor 125 of the MP 110" then transmits a response

0), el udi .h d ' d he MR 110 -
10085, e REF iR Pain teob e 4 er GFaies S s3iniie P 110'ss
desig@tbd flasldthyofirtdeafMosskiéing kapativesetGgtidles pansRlitib@al MP

t"EZ ni}snna 118 and forwards it to the processor 115 "
1107 Wﬁw s supstantally isimalay ippgtrpstage doi P i1dPoppd: Mn 110"

bmtaﬁeasws ekt 0440) %6 Wb 180108 HREMi kb il Sh & RITRR 18wtk drBated

e credential Information received in the response
betfreem MBel 10P andOMP THE'. pFhe asaster M5 110ereceives the request and

transmits a response (450) to the MP 110" with the credential information relating
to MP 110'. The MP 110" receives the response from the MP 110' and compares the
credentials of the MP 110' with the credentials of the MP 110" to determine
whether or not MP 110’ should remain master of the mesh network or if mastery
should reside in MP 110", The MP 110" transmits an authentication signal (460),
which includes the information relating to which MP 110 (110' or 110") is to be
master in the network. The MP 110', the MP 110", and the MP 110" now constitute
the mesh network.

[0035] Figure 5A shows a method of commissioning a mesh network 500, in
accordance with the present invention. In step 510, the first MP 110’ broadcasts a
signal to the second MP 110" to connect to the second MP 110". The second MP
110" receives the signal from the first MP 110' and transmits a response to the first
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det erm nes whet her the MP 110' or the MP 110" should
be master and transmts an authentication signal (430)
whawk/ovass he MP 110" via the transmitter 117 apdi/UE®06/008673
antenna 118. The authentication signal includes the
information relating to which MP 110 (HOLor 110") is
MPt 110b ancindtr@therauthemm@tmr a«nd aedentaldata of ghe Recons MP 110"
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autﬁ@ﬂﬁ&aawmmsdreﬂtalwtég ,anwtp@rfems mgmm oBdaermisegmaktery
aH%I urality of MPs 110 having one MP 110 designated as
(Stelp Okast er of the remaini ng MPs 110 in the region.

§§]C or di W[& gg%%lo%ﬁiqm@ﬁ{o‘mff I etBYnihitg ﬂdgﬁe?y Qd){ﬂfﬂdcbﬁﬂance

regi ons an alternative manner
witHéheprasentipvehtion IPstép 615 Hbe fotsttMPtHE' m‘réxeatlc@’tfesth@second

e e S Bl AL A BT 8Ehmining

the B0 e tibh &f Su@héhtidRpuepiratdetd)s sucheas &I@yuaam gecurity
W rel ess E\ I_nk. Accordldnﬂpy when t he processor 5 of
assegiatinns thag defing dassson Il&wuﬁl@&@é@y a§ 2 gavice, amﬂrtlcular
nay conpare the credentials
Ope%%@é%%&%#%&ﬁ%%i%a 116 to the credenti al
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MP 110" en. mt th Jmtion back .
e Mot SR BERaLL B0 S D TR i ep
(119'U61h19m"9 evall heriekiznatétbtieomasitd of The mhlrﬁi’ﬁwbﬂi: a00 tgep 525).

which MP 110 (MP 110" or MP 11Q") is t o be
Tabie } helomeglustratehe il prefantish I%Yelmdc ﬁsaepl%’cgf? tl%f%s@atmn
by 0 o
rel RS el 1P Rul e e e R PR B e
eleshehel m nati on may be nade by the processor 125 of the
MP 110" and signaled tothe MP 110'. [0034] Ref erring
again to Figure 4, for purposes of exanple, MP 110" is

Le@@“' Onaf ggel@SL r_ Dy virtue of ,POSSEsSTNg syper Meésh

1€ 499U @) Stioa| 2ddi t ondfapgbilities Element
1 Basic e Packet Forwarding Mesh Point
e Authentication
2 Intermediate e Packet Forwarding Mesh Point
¢ Routing Capabilities
e Authentication (Client)

3 Advanced e Packet Forwarding Mesh Point
¢ Routing Capabilities Portal
e Authentication (Client/Server)
e Portal Capabilities
Table 1
[0038] Referring now to Table 1, examples of credential level and associated

designations and functionalities are shown. For example, an MP 110 with a

credential level of 1 may be designated as "basic" and only be capable of packet
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110"" (which is substantially simlar in structure to
MP 110" and MP 110") broadcasts a request (440) to M
wda i®s/ovas@associ ate with the nmesh network creatBdI/US2006/008673
bet ween MP 110' and WMP 110". The naster MP 110
receives the request and transmts a response (450) to
forwhsdiNE dﬂd@ﬁﬂaemkitdttmm eAa:ur MdPeh10 atith afcoedmitiadievedlofiRi mgy be

o e AR A b
and\bl‘iéhttfﬁﬁh@ﬁt@%f&l A Fevel 3 M®1 MPmbihe defsfgiﬁ%c?éé“d&l@anced" and

whet her or not MP 110" should renmai n master of

capebioimeckeffhroarding, routieg WMW@, elessitiserven am:heymatmn and
al (460
eor A, b PR 7o P L) BACOBRRL (120
[0032D (11QKccondiddly; in)step 585, mﬂamﬂemtm]rievsﬂe)fmhé festkMP 110 is
Th 10',.th 10", and .
supeginE 1o e dredantind divelal toe Aotopg g 11g'other R Tawb P 2101 is

dediBited Bfthe QR RS | 'oP Bl fyat Qe%l@ﬁ iR \fﬁ’ééh R&%ork mste;{ 545). The
accordance with t presen invention. In ste

secpp@ MP A40" mﬂeﬂgnate# aaﬂ&ﬁr@ Iaembgth@ﬂ thtecﬁrﬁheeg@whwhmh the
t
s 3 10 GRT8E g FRENES T secllongRORE Fuons
(stéfréctﬁs)mts a response to the fi !rstI\/P 110", including
56 Tl Soni Wi ok Eedisl e iR A ALERC -,
MP Imsegeebts@§> Pugiad ore@éncﬁbq 1%l BfﬂHé%eéBﬂchPtll@)ald sQﬂ)eﬁBijto the

credentlal data, and perforns a net of determ ning

firgyddP d g’ <§§qpe§5533@1)en tpe @@@deMBdrlQ" @Bim@ed\ agshgodstsr of a
Grd S BT O IBE LYo OB BeRTORR RIS NP1 & RoRESRAN s the
first uildimbén (Eféthe ﬁrkMgﬁmaﬂl’v@hlbﬁ thd fitst MR 10! axsd tHdeddrfd MP 110"
forfi e AR b IGO0 SRR NTEE 20Pon par anet ers Such:
[00a3] key Qf‘ﬁ'xesc%ﬁ&@ﬂﬂa)l &3 ocihata2NSIH DAY 1éj1%‘t'sﬁ§e1t15‘19to the second
second MP 110"s authenticity as a device of

MEpbHY i(step #B5), and the credential level of the second MP 110" is not superior to
the first MP 110' (step 555), then a random process is run on the processor 115 of
the first MP 110' to determine which MP 110 will be the master of the first region
(step 575). This ensures that mastership of the region will be determined in a
secure manner.

[0042] Referring back to Figure 5A, additional MPs 110 broadcast a signal to
the master of the mesh network region to join the region (step 550). The master MP
110 of the mesh network region receives the signals and the authentication and
determination of mastery process between the mesh network region and the
additional MPs is performed (step 560). Accordingly, any additional MP 110 that
connects to the region with a credential level superior to the existing master MP of

the region will be designated as the new master MP of the region. The process is

repeated for any additional MPs 110 that transmit an attempt to connect to the
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operator or a conmmon manufacturer. [0037] Once the
first MP 110" has authenticated the second MP 110",
wo b@efoprise MP 110° conpares the credential s of P€T®ES2006/008673
second MP 110" to determ ne which MP (HO or 110")
wi ||l be designated the master of the nmesh network 100
registt ep 525) Table 1 belowillustrates a typical
| eyel associ at ed

denti | rmation related. to
0GRE o o hrmatieplsy Bihon 3o pr qaoue Wbk 10 Gonts Al crodentials,
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ferring now to Table 1, exanples of credentjal |evel

regml bstbhigmanaer, dhe bgmwﬁ ngrmgfrm‘qwrbmav ibeisharegras MPs are
I
dyﬁr;ru%i call cggng%ﬂigpto a?&lgl 1§£A f% ?&p%%t@%ogisg\élee
[00aH4] pagkdhé-ofe/varswowg a?ndrefleﬁshﬁmmctﬁicannn sﬁﬂte&@%ﬂ,&ﬂﬂddﬁng a
a credenti of 2 m ' t S )
matf i, QiR 010 dor betpsh %ﬁfﬁ%ﬁ@ﬁi 21 of fofiest aggion R1 and a

marseéﬂmpmmmécbﬁa O@Rg Thi ¢kt l%gidﬁem ix%ﬁdé%rthe master MP
Al evel MP 1 may be designated as "advanced" and

11Q'awhmhecoatr%@ﬂ ef theoliRa rld O g itsregionyl. c%mmly,_tth_e master MP
216’I ﬁ{ﬁ){ SAf pﬁ-” ﬂl}ﬁ ﬁle’% &{%&1’1 g9, A%@grd?r%l a{eac%%??ﬂek‘ 3&%3?0' and

OWI ng ol nt
2 1@(@@5@15 tigel yighest sﬁblﬁnty&ﬁﬁ. 1ntefgrift$ﬂ eap}ﬂﬁ]ﬁﬁ&m within the@heshfnetwork

he first 1Q' is_super t he dential .l evel
600 70,78 SEBRRIENE PEBDE FURORHEtAn 6f S Fom tgions fhat the

mdieS MP%@ﬁné‘tsbé ﬁﬁsﬁ@%? Qs 18g & tﬁieﬁ%%mh%%&’é’cepivﬂi e ﬂ@ﬁllber of
network ('step 545). The second i s designated

th%@mhelwsterrsets fﬂﬁém@heldﬁcaﬁlﬂ@MPrst region in which the
[06452;’;” CI)[*;c‘ort anﬁ@g gga%{l %?%%nglgtl\@pﬂ‘%s: f69 Eag])gzgl]%nﬁer %ﬂP 210 of
re@bmﬂﬂﬁﬁ caqjablesfebmmhuiibstifg with dviy rhd®ber MIb10 dfupgionh ®1 since
the Bpater AT 1 Oy ik ye8ohs RELRY crespatiels, are members of
the same cluster 610.

[0046] The cluster members may share information about the wireless
communication system 600 such as security, routing, and topology information.
Moreover, since the cluster members are superior to the region members, the cluster
members are capable of providing increased availability and load distribution to the
wireless communication system 600. The cluster members may also share
information relating to neighboring maps, routing maps, and neighbor
measurements, among other information. Table 2 illustrates additional functions

the cluster member MPs 110' and 210' may provide.



first MP 110" (step 555), then the second MP 110" is

desi gnated as the master of a first region of the nesh
WO eanorus( st ep 565). The first MP 110" is desi PORUSO&B08673

the first menber of the first region in which the

first WP 110' and the secondvP 110" formthe first

Funheifpron| dipdthe mesh network (st ¢goaddd) - [ 0041] TIduihe

nei hﬁ&f}ﬁ héighb&MA h%Mngot ne Tirst W;KII;U s not ‘tPaErcﬁﬁ?é[teNeighb

isc ‘p:r&l second (step 535 nd the crecenﬁg ot

rever HP—119 s —ot—s ot—tothe
first mgﬂ °ﬁ‘f5§%§“€§€¥mﬁ hen r%he ' §§’H\b proceds is run

—an—tha - pcpccAr tha f1i il;lnﬁj 1n' _tn la te_'Lmn_e

whi ::hb vjéelfﬁgv $$ysﬁ%mpﬁ%ﬂfﬁé’§?er Coptigeable atty egi on

(step p75)  This ensures that ke elies pof the region

wi || bpneighbenficnessTeehnolegstur e | ddhner . [ 0042]
Ref err{ng back toFi gure 5A, additéighnedringdap)

br oadc patighbaiMexhiCatpabilties nast ¢gAPf the nesh network
regionftojoin the region (step|&dyhborhe:Magt ¢r MP 110

of the| rrihgnpdpor k regi on receives the signalfs and

sMmiehe auf HeBhb&ahgMApand determ ”atPr on of  MasTeMYaiahhoringMeas

procesp between the nesh netwol egi on and ”%rements

addirtTonat—MPs—i—s—perforfred—(step—566)—Accordinghy;

any additional MP 110 tha@ gfgi]ects to the region with

a credential |evel superiof the existing master MP

of the region will be designated as the new master MP
[095#7]t he rf@% et lmdw@eégs’%a@e 2@3@ RT@Edq mpaghgnd interaction of

AR erVR3thL 4R f cegée%n V\gﬁ@dﬂﬁxo& @nfgﬁﬂgﬁgﬁ and

her egi on. [004 Al ter nat two or
newlqmow@s@émateq whie @r Bdmm'kaduhhtlbh/dyletmyl 6ﬁ)Mﬁs Network

co S oR B Pe P o TR g e tovns
th@ t_{bbﬁbimaﬂfdeatlgﬁﬁm MAPBesN Ks iefpridatish e tledSiriBStIRN Beighbor
nani c nnectin and di sconnecting from the

aisg YN ¥1v@ ¢ P@TGM}QD%P%}LMES 6 BFATIHES 21 optiey g%tabhshment ofa
mésAPHA! a8hd G AR UENLr UMDY 18 assign a member MP of one

region in the cluster to be reassigned to another region within the cluster depending
a variety of parameters. In particular, the cluster member MPs may desire to alter
the existing topology to balance the load in the mesh network, to more effectively
manage the resources existing in the mesh network, or in response to routing
requirements among region MPs.

[0048] For example, in response to increased traffic within region R1 of the
mesh network 600, the cluster member MP 110" may reassign a particular MP 110
to the cluster member 210' of region R2 in order to optimize routing. This
reassignment may be triggered by either the MP 110 itself or by the cluster member
MP 110'. For purposes of example, two regions (R1 and R2) are depicted composing
regions within the cluster 610. However, any number of regions may be compose

the cluster, including additional cluster members controlling additional regions.

-10-




master cluster 610 fornmed between a master MP 110" of
a first region R and a nmaster MP 210" of a second
WO e@oo91RR2. The first region R includes the nBST/ER20M7008673
110", which controls all of the MPs 110 in its region
Rl. SSmlarly, the master MP 210' controls all MPs 210

Theé Blustey th@gber NRR 116ed MPra0Yma dkdh ?&éte &héﬁ’fésb@ctlﬁl‘égmn
ntegrity

Qssess .t he hi ghest security an
nm8§ﬁﬁ@& Ps witdsthgneyy #Pol8Ymesh network 600, and are
bl f '
[ooagpabl e 8fe ;Z&@QM BeRHbR Y} B@Sﬁgﬁg?gng%@ %ré gﬁ?%@ gi; Hreless

that the ma may not “be ma ,
commgmcmglomfystenasalseluesmd i By svayarfiesample, thepsaost investiex may

o Bhpl0F A S TS 4 0Lt SEGTS R s

comﬁluﬁ@@.@i@h&s}@fserﬁ OTHY! fpirétini A vamtidh ﬁﬂa‘yy ﬂamr eliﬂsﬁtéalf on an
ion R since the master MPs (210" and 110'

mtfz@@t%%lrm -&Heh 1§ an apRlisatiopaegjiic EW%%TREQMI%ASI% multiple
int8& e d LHELRE, ]g%ﬁ:al#) :{]ﬁﬁ ?a\‘,'éta?f $ KRB ARGAS,
‘a he wreles

Information out conmmu at oﬁ syst'em
disée sanspornts o acompinationof ingegratedl dlmpmﬂ(si egPGA(s) and discrete
Colnformgﬁlon. Mor eover, since the cluster nenbers are
n@ﬂﬁé tothe region nenbers, the cluster nenbers are

fo0sepabl e Athqughvild RathRe! b @beﬁemslabﬂhel pesamididveadion are
distribution tothe wireless comunication system 600.

despribed jn thegrefpsraskamabardipenfsin nemticelar aembinations, each feature or
elefn%lnﬂzéﬁ‘ Ee LS AbAR XL RS IR Rer feﬁfﬂr'e@ GndBRMerRESr t,Pg l!))fr%ferred

nei gh measur enent's, anong ot Pormation
emboqhmemts roatt s variding icombinatinust withs ot Ivetloduisetier featwees and
provi de. Tabl e 2 [0047] The

' d 210’
de&@ﬁg%%%wg%%8%¥%f%ﬂgﬁﬁnﬁabIe 2 can provide inpact and

interaction of topology discovery with other
processes; required nei ghborhood information; and
network i npact esti nabdiBQDAMENTER wor k

addigt i ony getiid BPcdhmMefmniNE b Managing communication between a
plurality of mesh points (MPs).

2.  Themethod of embodiment 1 wherein a first MP broadecasts a signal to

a second MP to establish communication with the second MP.

3. A method as in any preceding embodiment wherein a second MP

transmits a response signal to a first MP.

4. A method as in any preceding embodiment wherein a first MP

authenticates a second MP and determines a master MP.

5. A method as in any preceding embodiment wherein a first MP

establishes communication with a second MP.
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configuration based on characteristics of the nesh
paths fromthe new MP towards the potenti al

wale@biopEBd on MPs, such as information derived PEDUS100€008673
nei ghbor di scovery, allow the cluster nmenber MPS to
provi de an optimal establishnment of a nesh path. This
data all ows cluster nenber MPs to assign a nenber M

of one regi n the cluster to e reassigned to
anofher 4 &gt laq«i@alnﬂw RrReeding enRPdiggii yeisTgine tesppRigsignal

traﬁé 9@5& taegéconhqvxp%uu%g %thér&fcaﬁoﬂsctreaem ¢61aMBS: to the

esife to alter the existing topology to bal ance
mubhéD[Bad in the nmesh network, to nore effectively
manage the resources existing in the nesh network, or
in response to routing requirenments anong regi on MPs.
[ 00ﬁ8] Rometkadak e? any presaling exﬁhmd'{(msmiemeﬁbih raimftﬁéﬁication
wi thin region rk 600, the cluster
credeniigls inplude em#ﬂyﬁﬁaéggnggnﬁagﬁygfcu|ar MP 110 to the
cluster nmenber 210" of region in order to optim ze

routing. This reassignnent nay be triggered by either
t he SMP A Mhethabhs 1rmnmet¢1bng eurbodimendrvipasreivia ¢redential level

inclilse G0 T BsDe TR B ORR. 0l uSler o10”

However, any nunber of regions may be conpose t he
cluster, including additjonal cluster

ConBr ol [Ty Msiled 6 RbIdgEahS WhETGR 8 HETelnL fBedentiph level
inchddds gjn%@%%% r\ggcgimgﬁ}ﬁdtaﬂ@lgbﬂtﬂﬂ%ﬁ ctagﬁbﬂhtfegs pective

regl e new topology. [0049] The
present invention may be inplenented in any type of

ex aﬁé}e 5 Sr Ogs Zﬁ{n ﬂ\% tg ? n ngy R eé ""rlgég‘?l 3% “3({113‘? Includes

paéidy féﬁmﬁ'dﬁfg, BOR ity Pepahylsti € anarclisiy aaiheaticadipe cafabilities.
W rel ess conmuni cati on SySt em The pr esent invention

may al so be inplemented on an integrated circuit, such

as ) appld Hatioans §Rl%5&1f1ﬁéi1tb BlIROHRRth £idvels Ereaéftia@imcludes

multiple integrated circuits, |ogical programable
packxt doxwarsyng, LieGhng caphbilitles, Q]mgerver authentication, and portal

capabilities.

12. A method as in any preceding embodiment wherein authentication
credentials relating to a second MP are compared to authentication credentials

relating to a first MP.

13. A method as in any preceding embodiment wherein authentication
credentials relating to a first MP are superior to authentication credentials relating

to a second MP and the first MP is designated as a master MP.
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di screte conmponents, or a conbination of integrated

circuit(s), LPGA(s), and discrete conmponent(s). [0050]
wa@\baokhoegko t he features and el enments of the preBenUS2006/008673

invention are described in the preferred enbodi nents

in particul ar conbi nati ons, each feature or el ement

canlde Thednetbodef einbbdiments é-1@twikerefreatthensicatich credentials

eIe nts of referred e nts
relSRa A meaeond M efF SIPCHOT AR e eipattall A Bg to  first
leém{g SecOhd MPiPd&sated BY @thafter MENBODI MENTS 1.
Amet hod for conmm ssi oni ng and managi ng conmuni cati on

between a plurality of nmesh points (MPs). 2. The

TS TneGRR0aTP BhpddiRl B2 hidin AERORLEAT bRdRtials

to a second conmuni cation Wit
relatifg $€a@acbrdP M Plarefequal toduthenticatiay cypdentidlsnglating to a first

enbodi nent wherein a eco d transnits a,r onse
ME e 3 T2 o BEpYesE 1periorm eﬁwg& r{}l rﬁ?@cedi ng
enbodi nent wherein a flrst MP authentlcates a second

MP and determines a master MP. 5. A nethod as in an
pr ebedi m’gmﬂm;hammmwedmg@mqumewwbﬂ% lai fnse 31P and a

sec% Wf&% %‘SM OI% Ofs%ﬁl%ggnw (?I' Amethod as in any

ecedlng e erein a response signa
transn1tted by a second MP includes authentication

by pscaehed of MUbRTIRAL LGRaraF SHAdHAR TR Brosdtasts o
s1gﬁﬁ?ﬁ)ea[‘hia§1ce°r MPUradsrsBradioh 8) tdnhelf toofhRdRSE tdiod.evel s.

hod as in any precedi ng enbodi nent wherein a
credentlal | evel

18. The method of embodiment 17 wherein an additional MP includes
authentication credentials superior to a master MP of a region and the additional

MP is designated the new master of a first region.

19. The method of embodiment 17 wherein an additional MP includes
authentication credentials equal to a master MP and a random process is performed

to determine a master MP of a first region.

20. The method of embodiment 17 wherein an additional MP includes
authentication credentials equal to a master MP and the additional MP is

designated a master of a second region.

21. Amethod as in any preceding embodiment wherein a first region and a

second region form a cluster.

22. The method of embodiment 21 wherein a master MP of a first region

and a master MP of a second region are designated cluster members.

18-



includes level 1, level 2, and | evel 3 credenti al
| evel s. 9. The nethod of enbodi nent 8 wherein a | evel
wda 2eceoEsd i al | evel includes packet forwardi ngPemnudsS2006/008673
aut henti cation capabilities. 10. The nethod of
enbodi nents 8-9 wherein a level 2 credential includes
packet forwarding, routing capabilities, and client
aut henti cati on capabilities, 11. The nethod of .
embée nethizethod gs jihaprE Precsding apbadigeas stharain 4h MR e first
redif *GimhQhWatdll BGih rRU NPt 2P BLdrd’ k&Sion Ci?» GRLASRAUBE the
aut henti cation, and portal capabilities. 1Z. A nethod
commumcatinn tpaguastenly Rinddhd firettegivne thed master He of thatfirstregion
credentials relati.ng.to, a secqnd re co ed.to
e ERES T8 PORTPAGRiNT i e SPATAT ARG oF oha SPP g apd the
maStEEMIDEf € ddtord Yedbl GethJiite Blo dorBtiniddtRmetothe MP in the
aut hentication credentials relating to a first MP are
SenperEW¥R- t o aut hentication credentials relating to a
second MP and the first MP is designated as a nmaster
MP. 14. The nethod of enbodi nents 1-12 wherein
aut Bént i & atiredesscoschenmbicatien spdtai copprising sebotehP ar e
superior to authentication credentials relating to a
first MP and the second MP is designated as a nmaster
MP. 245. Tihe wikdlésdeophm@anttadiofedyisterd -of 2nbudligieit 24 wherein a

aut hentication credentials relating to a second MP are
clustranclugdes g mheipdity of regons edenti al s relating to a

first MP and a random process is perforned to

determ ne the master MP. 16. A nethod as in any

pr e2édi rithewihedéssenmmheicetion aytens pf MAbadidnents Pde?id further

VP form alfiﬁ%%t frﬁz iton of .a nmesh network. 17. The
CORBYROE HP EABE S SHECRRSTE n an additional MP

broadcasts a signal to a master MP of a first region

to connect to the first region. . .
27. The wireless communication system of embodiment 26 wherein a

cluster member is a master of a region and in wireless communication with each

other cluster member.
28. The wireless communication system of embodiments 24-27 further
comprising a plurality of region members in wireless communication with the

cluster member associated with their region.

29. The wireless communication system of embodiments 26-28 wherein

cluster members are mesh points (MPs).

30. The wireless communication system of embodiments 26-29 wherein

cluster members are configured to discover neighbor MPs.

-14-



18. The nmethod of enbodi nent 17 wherein an additiona

MP i ncl udes authentication credentials superior to a
wore®boep91kP°P of a regi on and the additional MP iBCT/US2006/008673

designated the new nmaster of a first region. 19. The

nmet hod of enbodi nent 17 wherein an additional M

i ncBudesTlauivinehdss camntumicsitéeie 8y dtammSofaplsddiinents 2430 &¥herein

d ! ' f t o, det er ni _
cloles, Berare fisory SEERBEy SFLS . PIORLCAREgh el o establish
coRARREETRIMN wikh pdiaiRe MPg addi tional M includes

aut hentication credentials equal to a master MP and

the additional MP is designated a naster of a second

reghon. 21 t ho [.n..any _precedi ng e | &R .
et n T pHERes) Wl P SRCH b GHRRAIS FE81 wherein
ch@téi‘Stxﬁémbaﬁsf r'Eb}ﬁvHEt'éB@dnmaf dghaldi Mromh Ddighber fel\/ﬂ’sa including
ster MP of_a first region, and a te of a
auchendicgtior greste RfESTig ‘@Hﬁégegl@@%ﬁé Mﬁ"fs. 23,
Amet hod as in any precedi ng enbodi nrent wherein an MP
ina first region communicates with an MP in a second

regBdn blhe wineless cammgmii¢edioncystem cfermbediments 282 stherein a
in thesfirst.region, t.h ster_MP,of t.he fir .
mepbtol 8 i goR sl iR Armangt o astdsl peson 1
tra@fsnditténg €leo® Beinfrtgli @hionaddtHehdlusies treembérsadf thbdirseanddecond

region transmts the communication to the MP in the
regeddnd region. 24. Awirel ess conmuni cation system

conprising a cluster. 25. The wirel ess comruni cation

system of enbodi nent 24 wherein a cluster includes a

pl uB4l i t4 nedfshrpeimtdEP). 26. The wirel ess commruni cati on

system of enbodi ments 24-25 further conprising a

plurality of cluster nenbers.

35. The MP of embodiment 34 further comprising a receiver.

36. The MP of embodiments 34-35 further comprising a transmitter.

37. The MP of embodiments 34-36 further comprising a processor in

communication with a receiver and a transmitter.

38. The MP of embodiments 34-37 wherein a processor is configured to

broadcast a signal through a transmitter to discover additional MPs.

39. The MP of embodiments 34-38 wherein a processor receives response

signals from additional MPs through a receiver.

40. The MP of embodiments 34-39 wherein a processor compares
authentication and credential data relating to an additional MP to authentication

and credential data relating to the MP to determine an MP master.
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27. The wirel ess comruni cati on system of enbodi nent 26
wherein a cluster nenber is a master of a region and

WO 00sfopEBess conmuni cation with each ot her cl UBtEUS2006/008673
menber. 28. The wirel ess comruni cati on system of
enbodi nents 24-27 further conprising a plurality of
regi on nenbers in wreless communication with the

cluster ssaci ated w their region.. 29. The .

i i o TReoRE, of Eiiasfega ahehgr Mo FaRiengos Aoy in
contafih R fiof Wish 8pro®iEber s are mesh points (MPs). 30. The

W rel ess communi cati on system of enbodi nents 26-29

wherein cluster nmenbers are configured to discover

nei ghbo infAdtE B2 RIS FRWAY ifd 86 Bredential

enﬁ%ging%¥§ﬁ5§%§6i€§%%%#%bgﬁﬁgﬁgr ne%%g%%ﬁgf§%overr entia
dataaiebithagy toNBe M. br oadcasting a signal to establish

comuni cation with nei ghbor MPs. 32. The wirel ess

comuni cation system of enbodi nents 26-31 wherein

cl ugd er THRNREY of eAMRUMAE SPODS Fustheh *bfphisdip Al altefha in
MPs including authentication credentials associ at ed

conpinupicatien veitly Bisansypdter 3md arppseierel ess conmuni cati on
system of enbodi ments 24-32 wherein a nenber of a
first region conmuni cates to a nenber of a second
regidon Bybdgesststion.t i ng the conmunication to the
cluster nmenbers of the first and second regions. 34.
Amesh point (MP). 35. The MP of enbodi nent 34 further

CONgY.i SITHG sk RERIESE endfodirhBat MP f@fthenheehmEng & r8deidsr.
further conprising a transmtter. 37. The MP of

enbodi ments 34-36 further conprising a processor in
46. The base station of embodiments 44-45 further comprising a

transmitter.

47. The base station of embodiments 44-46 further comprising a processor

in communication with a receiver and a transmitter.

48. The base station of embodiments 44-47 wherein a processor is
configured to broadcast a signal through a transmitter to discover additional base

stations.

49. The base station of embodiments 44-48 wherein a processor receives

response signals from additional base stations through a receiver.

50. The base station of embodiments 44-49 wherein a processor compares
authentication and credential data relating to an additional base station to
authentication and credential data relating to the base station to determine a base

station master.
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communi cation with a receiver and a transmtter. 38.

The MP of enbodi nents 34-37 wherein a processor is
wa@eovbiogaised t o broadcast a signal through a trBOEIB100€008673

to di scover additional MPs. 39. The MP of enbodi nents

34-38 wherein a processor receives response signals

fron1additiona| MPs through a receiver. 40. The M of

aut Rl 18 ek PO PLm PR o 50 e bF iy ising & memory

Hl@QﬂhﬁhﬁﬁgﬁDnNﬁnthg#k&%BfICatlon and credenti al data
relating to the to determ ne an MP master.41. The

NP of enbodinents 34-40 further conprising a menory in

o]e{t 4 T
e Boar Uk B P ERRSRERGnts -+ MRl memory ingludes
creﬂhh&at ébtat dehgpingdtd the MP. 43. The I\/P of enbodi nents
34-42 further conprising an antenna in comruni cation
with a transmtter and a receiver. 44. Abase station.

45. 53he 'ﬂ?@%s@%@éﬁ(ﬁﬂoﬂ&n&ﬂ%@hﬁﬁﬂt&qﬁrﬂ%%}ﬁbnsmg an antenna

conprising a receiver. he base station of

in gempBYIDAEATTOR Wh@atrﬁmmit&r M@rets&il\feg a transmitter.
47. The base station of enbodi nents 44-46 further
conprising a processor in comunication with a
r ec8iverA aredhapoititadFP) dongprisidg an Thieghaied chicaiti (00). of
enbodi ments 44-47 wherein a processor is configured to
broadcast a signal through a transmitter to di scover
addpk] onple R 8LembadinftE 5448rtheP BoRBRSingt £bd B eP]

enbodi nents 44-48 wherein a processor receives

56. The IC of embodiments 54-55 further comprising a transmitter.

57. The IC of embodiments 54-56 further comprising a processor in

communication with a receiver and a transmitter.

58. The IC of embodiments 54-57 wherein a processor is configured to

broadcast a signal through a transmitter to discover additional MPs.

59. The IC of embodiments 54-58 wherein a processor receives response

signals from additional MPs through a receiver.

60. The IC of embodiments 54-59 wherein a processor compares
authentication and credential data relating to an additional MP to authentication

and credential data relating to the MP to determine an MP master.

61. The IC of embodiments 54-60 further comprising a memory in

communication with a processor.
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response signals fromadditional base stations through

a receiver. 50. The base station of enbodi nents 44-49
wWob@6e9I18@ processor comnpares aut henticati on aPdI/US2006/008673

credential data relating to an additional base station

to authentication and credential data relating tothe

base station to determ ne a base station master.51.

The hase. st ati an of .enbodi ts. 44-50 further )

conﬁ?i oi HBe ibﬁgﬁa%ydwﬁe@s i Whevedn adpemon mckdes sepdential
da®Z relhtiBglatRe Mm@t i on of enbodi ments 44-51 wherein a

menory 1 ncludes credential data relating to the M.

53. The base station of enbodi nents 44-52 further

co i Si tenna.in co icakion wth.a .

Urabin t 187 16ndl gopreainthls SER2' fFHer oy ;3 antenna in
conmmiiicsiiong wath a tia@gritterland hadedivéd. C) . 55. The | C of

enbodi ment 54 further conprising a receiver. 56. The

| C of enbodi nents 54-55 further conprising a

transmtter. 57. The | C of enbedi nents 54-566 further

conprising a processor in conmunication with a

receiver and a transmitter. 58. The I C of enbodi nents

54-57 wherein a processor is configured to broadcast a

signal through a transmtter to discover additiona

MPs. 59. The I C of enbodi nents 54-58 wherein a

processor receives response signals from additiona

MPs t hrough a receiver. 60. The |IC of enbodi nents

54-59 wherein a processor conpares authentication and

credential data relating to an additional MP to

aut hentication and credential data relating to the M

to determ ne ah MP master. 61. The I C of enbodi nents

54-60 further conprising a nenory in
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communi cation with a processor.62. The | C of

enbodi nents 54-61 wherein a nenory includes credenti al
waoelaia/opaBati ng to the MP. 63. The | C of enbodi PENUS2006/008673

54-62 further conprising an antenna in comruni cation

with a transmtter and a r . CLAI M5 What is

clainmed is: 1. Inawrele@‘g‘g@% ni cati on system a

wWHRtibetihel j&ommi ssi oni ng and nmanagi ng conmuni cati on
between a plurality of mesh points (MPs), the nethod
conpr i silng wireleiss sammmnigadivacasienhd raeté‘nogﬁ%n copnigsioning and
0 I 0
o bRl 8 AP AsE T HRRARY o Sl Sh DO method
cmhbﬁs&@fst MP; the first MP authentlcatlng the second

oot ABFHIP oL HBRARRRALS BRCTRE MG ecisblih Cpmupication

withehd Bebdines. ¢l ai m lwherein the response signal
transmtted By the second MP includes authentication

c r et}macamckM tramsmitting a respeBroBignaito the firpleMbst hod

o PSP AL IR eI master P
anftiet hod of cIa|n13 mhereln the credential |evels

i ncl.ud Jevel 2, and |.evel t

| oy e fust M eStabiipE e chmmRIHRR Bilh (T LEy

credential |evel includes packet forwarding and

aut hentication capabilities. 6. The method of claim5
wheRei n Themethasl of 2laimelieherein thewespenss spEnal éﬁansmltted by the

second MP includes authentication credentials relating to the second MP.

3. The method of claim 2 wherein the authentication credentials include a

plurality of credential levels.

4. The method of claim 3 wherein the credential levels include a level 1,

level 2, and level 3 credential level.

5. The method of claim 4 wherein the level 1 credential level includes

packet forwarding and authentication capabilities.

6. The method of claim 5 wherein the level 2 credential includes packet

forwarding, routing, and client authentication capabilities.
7. The method of claim 6 wherein the level 3 credential includes packet

forwarding, routing capabilities, client/server authentication, and portal

capabilities.

-19-



forwardi ng, routing, and client authentication
capabilities. 7. The nethod of claim®6 wherein the

wo eavelosBdsecr edenti al i ncl udes packet forwardi ngPCT/O81006/008673
capabilities, client/server authentication, and portal

c agabl lirhd GRtBod JfEailES Wi’i@ré?ﬁ tﬁé Qﬁﬁﬁeﬁ%@bﬁ&i Ei‘ea&?aals relatmg

aut entlcatlon credentials relating t he second
to the secodp¥Petetcommarérd by aethentinatior d@dﬁnﬁab reddting tugthedirst
iMPthe first MP. 9. The nethod of claim8wherein the
tredentials relating tothe first MP are superior to
the credentials relating to the second MP and the
first MP is designated the master é&g The tégo
of %I ai Fhemathedphrlaines wheminthasredentialsiralatingiqthe first MP

are Sﬁ_@%ﬁg I¥§ % Crad BRI efa@n%hﬁpﬂ{ee denhhal® 584 %hé 8-t QP is

 he secon designated t

demgm&t@itHMQnaﬂkrhIHe nmet hod of claim 8 wherein the
credentials relating tothe second MP are equal to
credentials relating to the first MP and a random

Pr a0essThs npthb@ bNEldith @ wiedreiiHeecrbéntials relatidg to tke second
The et hod of claim lwherein the first

dth
MPe MaRRor b HreceRpstaagiasiec therishMisanB ke sqognd MP is

desi %ﬂaiﬂb%agﬂ‘er%f" m 12 wherein an additional M
oadcasts a signal tothe master MP of the first

region to connect to the first region. 14. The nethod

of _cl ai e n
autfiont Rear R L Ral Py ac et 81 e dutdlf atiBle p typsecond
MPO&ret é@aaﬂ%' @edamdals heladd td onalirsPMS addsd ganded grdeess is
new nmaster MP of the first region. 15. The method of

perﬁqrmed]tmsleﬁmwﬁh@ masirdt: onal MP i ncl udes

12. The method of claim 1 wherein the first MP and the second MP form a

first region of a mesh network.

13. The method of claim 12 wherein an additional MP broadcasts a signal
to the master MP of the first region to connect to the first region.

14. The method of claim 13 wherein the additional MP includes
authentication credentials superior to the master MP of the region and the

additional MP is designated the new master MP of the first region.
15. The method of claim 13 wherein the additional MP includes

authentication credentials equal to the master MP and a random process is

performed to determine the master MP of the first region.
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aut hentication credentials equal to the master MP and

a random process is perforned to determ ne the nmaster
wavBvoefodike first region.16. The method of cl ai PCL/BS2006/008673

wherein the additional MP includes authentication

cr nt i@gl.s ] S addi tian
l\/PeJ‘lc%"Sa dggllegnaetc&eigﬂ a&(r)rﬁsatq%r W%P%%%r%ﬁs 2@% n%dlﬁggllq%ln .M€7]§{dudes
autheatio®tiéro drafentiadd pyddl v éhe imadtére MP raatd tlegiaddithomadl MP is

t he second region forma cluster, and the master MP of
designate nglasrt%%%%%aector} '#8Per MP of the second
regi on are designated cluster nenbers. 18. The net hod
of claim 17 wherein an MP in the first region

cordilini ddeasethiod of elaivie 16whemeinghe 6ingt negipnaynddfe second region
ransm.tti he ¢ ] e Q f
ol P38 SSaSRIENE STAErklgh, BPPEL R e

secbhd megivh birddedifieated Riastécmbimberd. ot he master MP of the

second region, and the master MP of the second region
transmts the communication to the MP in the second

regin. Thd rAhb@! 6 UBRTMUNIARILEN o3Y MPMin the first region
conprising: a cluster, including a plurality of

commgininates aithlanMPiin thetecend zagion betrpoemittiggdhe comenaication
| Y § i t f ' i . \W .

o 5 BT sl BB SR Bl i i

thedotiratmhicition td @gimnasteeMitsfihe Becond eégios, andithe fiagtdriMB of the

t he cl.uster nepber associated wt heoﬁ/ll}e_i r..regio 20.
SecPPR ToiPR LERSTR B s FORMENBHA B9 P FeoM i Spep h
the cluster nenbers are nesh points (MPs). 21. The

wi rel ess conmuni cation system of claim 20 wherein the
cl ukt.er Arwivietass commnwusdtiquekstiemocanigvar nei ghbor
MPs. a cluster, including a plurality of regions;
a plurality of cluster members, wherein each cluster member is a
master of a region and in wireless communication with each other cluster member;
and
a plurality of region members in wireless communication the cluster

member associated with their region.

20. The wireless communication system of claim 19 wherein the cluster

members are mesh points (MPs).

21. The wireless communication system of claim 20 wherein the cluster

members are configured to discover neighbor MPs.

22. The wireless communication system of claim 21 wherein the cluster
members discover neighbor MPs by broadcasting a signal to establish

communication with neighbor MPs.
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22. The wirel ess comrmuni cati on system of claim?21

wherein the cluster nenbers di scover nei ghbor MPs by
whe@adedsd i ng a signal to establish comruni cat POTUS20D6008673

nei ghbor MPs. 23. The wirel ess comuni cati on system of

claim 22 wherein the cluster nenbers receive response

signals from nei ghbor MPs i ncl udi ng aut henti cation

cr ez@nt iBleswhshes canatmitdtivn gtatioglibemn MPsherdn tKB @luster
W rel ess .conmuni-catj on s%st em of _claim 19 wherein

el Teetive TespeRte piggialnirearmeighber My @%“%Wh%t1%t10n
he communi cation to the
cregeﬁésm%re{sg Fi gry 101:) %ﬂﬂﬁmﬁhﬁg{]ﬂa}iﬁd second regions. 25.
The wirel ess comruni cati on system of claim 19 wherein

r of afir ion ured to
Cr bt er e anges SopoynidaPop SFdeRof BgRad o fp e ember ofa
firdtErdaedn BdmmueeaRss td adnember 6f al iécan&\ﬂrégbﬁiﬁj transmitting the
conmuni cati on syst em a mesh oi nt nprising: a

corpgtiation t the shisken pembernef ;ﬁré*i:@%% 6‘?C°Pﬁ regions.
comruni cation with both the receiver and the
transmtter, wherein the processor is configured
t ob2mad B wiredésgmainhhnisatjbn tshsteny af shaiimt £9 wherein a cluster

Y BT RORRG COPVBITGN (DRETHLECH DRPACE i o BBAPEON to @

cl@tgrhﬁgﬁlbgﬂbf@geoaﬁd régigential data relating to the
additional MPs to authentication and credenti al data

relating to the MP to determine an MP master. 27. The
Mesdls POITL, Qf '[Hnﬁtgm EA IS/t SRR il ih i (%?Pp&ﬁa'ﬂﬂs' :
conmuni cat?gnre&ésg t he plrocesg%sr 28. Thg%%res po(l'rntIg e
of cl ai ra Bteivderrein the nenory includes the

a transmitter; and

a processor in communication with both the receiver and the
transmitter, wherein the processor is configured to broadcast a signal through the
transmitter to discover additional MPs, receive response signals from the additional
MPs through the receiver, and compare authentication and credential data relating
to the additional MPs to authentication and credential data relating to the MP to

determine an MP master.

27. The mesh point of claim 26, further comprising a memory in

communication with the processor.

28. The mesh point of claim 27 wherein the memory includes the
credential data relating to the MP.

29. The mesh point of claim 26, further comprising an antenna in

communication with the transmitter and the receiver.
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credential data relating to the MP. 29. The nesh poi nt

of claim 26, further conprising an antenna in
w@ormauedis@t i on with the transmtter and the  PCT/US2006/008673

receiver.30. In a wireless conmunication system a

base station conprising: a receiver; a transmtter;

and a processor in comunication with both the

r ec3l. velnanwirehes commamidtation, systesn,ed badehstation canpaisings

configured tobroadcast a signal through the

transm B¥F¥E5di scover additional base stations,

recei ve JgaRaiRgeShagal s fromthe additional base

stations through the receiver, and conpare

aut hent iac FrpenIsem dn ceoserennicationawithy doth ithg reseives and the

tragrg% 1? %er%@ft%eﬁ)t ?éetsg&sis %he ggé léf:o%ttd' ?& aaﬁgnal through the

trademévtet tvediacoves héditiodal bél'é@&tblﬁ&&s st@fivearespénselsigrmal8from the

rth rjsi ry in co ni cati on th t
addifignal bafe Spsiont o ol Hacb B ofad FuPARLS SysPBichtion and
creabﬁumeayfay rélaﬁhgdt%sméﬂsdmﬁﬁsma@é sEilods' @ abiHeat{tion and

base station. . The base station of claim 30,

creﬂmﬁlﬁ]edatédﬁb\ﬂl@ fwd:ha aghstatien tosleteymingiacaesten with
the transmtter and the receiver. 34. In a wirel ess
communi cation systemincluding a plurality of nesh
poidit.s (I¥R) batdestdten iaficdlamhn B, afurtlidregprapesingi acmietnory in
10 .c n?lrll%il g a receiver; a transmtter; and a
ré%‘?&la:ﬁg Wikh tBAREEESHT on with both the receiver and
the transmtter, wherein the processor is configured

t obroadcast a signal through the
32. The base station of claim 31 wherein the memory includes the

credential data relating to the base station.

33. The base station of claim 30, further comprising an antenna in

communication with the transmitter and the receiver.

34. In a wireless communication system including a plurality of mesh

points (MP), the MPs including an integrated circuit (IC) comprising:

a receiver;

a transmitter; and

a processor in communication with both the receiver and the
transmitter, wherein the processor is configured to broadcast a signal through the
transmitter to discover additional MPs, receive response signals from the additional
MPs through the receiver, and compare authentication and credential data relating
to the additional MPs to authentication and credential data relating to the MP to

determine an MP master.
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transmtter to discover additional MPs, receive
response signals fromthe additional MPs through the

wo eweioyds) and conpare aut hentication and credeen/igt006/008673
data relating to the additional MPs to authentication
angxcre trf a [ +he ' :
vPORast Sie 36 Vb 3 FpPcl Skl Mhcriory S oM tion

witheh®pyocessoeonmuni cati on with the processor. 36. The IC
of claim 35 wherein the nmenory includes the credenti al
data relating to the MP. 37. The I C of claim 34,
f ugher TRENPrreidith W whiaRBe heneayueludas tiancreilédtial data
the transmtter and the receiver.

relating to the MP.

37. The IC of claim 34, further comprising an antenna in communication

with the transmitter and the receiver.
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