wo 20187222211 A1 1IN 00100 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

X

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
06 December 2018 (06.12.2018)

AT 00 0 Ot

(10) International Publication Number

WO 2018/222211 Al

WIPO I PCT

(51) International Patent Classification:
GO6F 21/32 (2013.01) HO4L 29/06 (2006.01)
GO6F 21/45 (2013.01)

(21) International Application Number:

PCT/US2017/035783

(22) International Filing Date:
02 June 2017 (02.06.2017)
(25) Filing Language: English
(26) Publication Language: English

(71) Applicant: VISA INTERNATIONAL SERVICE
ASSOCIATION [US/US]J; 900 Metro Center Boulevard,
Foster City, California 94404 (US).

(72) Inventor: WANG, Quan; 1110 Decatur Street, Foster City,
California 94404 (US).

(74) Agent: JEWIK, Patrick et al.; Kilpatrick Townsend &
Stockton LLP, Mailstop: IP Docketing - 22, 1100 Peachtree
Street, Suite 2800, Atlanta, Georgia 30309 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN, KP, KR,
KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA,MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM,KE, LR, LS, MW, MZ,NA,RW, SD, SL, ST, SZ, TZ,

UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(54) Title: SECURE BIOMETRIC AUTHENTICATION USING ELECTRONIC IDENTITY

MOBILE DEVICE

w |®

© ®

= . VERIFICATI
AUTHENTICATION !BEN'S” TY B \/HEIEHR(\:JAE FQON
APP GATEWAY REQUEST API S
2 (3 = G @ 1«

FIG. 1

RESOURCE @
PROVIDER @ ) @
COMPUTER
120
%
AUTHENTICATION 7
A BROCEICIN !
?;Zx P"S&i?g‘“@ AUTHENTICATION )
—— COMPUTER SERVER AUTHENTICATION
150 160 DATA DATABASE
1608
(1 @@
@
PUBLIC |,
BLOCKCHAIN
170C
@

(57) Abstract: Embodiments of the invention are directed to a method. The method may comprise receiving a second biometric template
of a user, and providing an authentication request message comprising an electronic identity and a derivative of the second biometric
template of the user to a resource provider computer to conduct an interaction. The authentication request may be forwarded to a
processing server computer by the resource provider computer, and the user device may receive an authentication response message
comprising an authentication result from the processing server computer. The authentication result may be determined by the processing
server computer based on a comparison of the derivative of the second biometric template to a derivative of a first biometric template
accessible to the processing server computer. The authentication result may also be based on the validity of the electronic identity.
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