


(57) Abstract: Conventional methods for restricting the browsing the
Internet has involved the problem that if the browsing of a  content
including a prohibited-word keyword is prohibited, the browsing of the
content is prohibited overall, and even a content  including useful
information cannot be viewed. An Internet browsing control method according
to the invention uses a database of  useful word keywords, Therefore even a
content including a prohibited-word keyword is judged to be a content
including useful  information if a useful-word keyword is included, thereby
allowing the browsing. A program medium for implementing the method  and an
Internet browsing cotrol device are also disclosed.       28 September 2004
DESCRIPTION 5 A METHOD OF AND APPARATUS FOR CONTROLLING ACCESS TO THE
INTERNET IN A COMPUTER SYSTEM AND COMPUTER READABLE MEDIUM STORING A
COMPUTER PROGRAM TECHNICAL FIELD This invention relates generally to a
method of and apparatus for  



controlling access to the Internet in a computer system and computer  10
readable medium storing a computer program implementing the method on a
computer. More particularly, it relates to an improved method of and
apparatus for enabling a network operator to monitor, control, or filter
the  access of client computers to Internet sites which provide various
kinds of  information, contents and services through the World Wide Web
(WWW). 15 BACKGROUND ART The Internet has become a cultural medium to send
and receive  various kinds of visual, audiovisual or other type of
multimedia information.  By using a WWW browser software, it is possible to
have instantly access to 20 Internet sites around the world through the
Internet which provide various  kinds of information, contents and services
to browse such contents and send  data to Internet sites. In addition,
data, mail or message can be immediately  exchanged with many people around
the world through the Internet. The  Internet has become widely used at
office, school and home recently. 1 28 September 2004 Various kinds of
information, contents and services, such as shopping,  news service,
retrieval of information like library, delivery of music, and  trading
stocks, are provided through the Internet today. Therefore, more and  more
offices, schools, and homes are being connected to the Internet, which  5
changes business, education, and our daily life significantly. On the other
hand, there is no border control in the Internet. Any one  can open his or
her own home page in the Internet to provide any kind of  



information to the public. There are little law and regulations which
governs  and are well enforced in the cyberspace, the Internet. Therefore,
there could 10 be some Internet sites which provide injurious contents,
such as contents of  pornography, violence or inducing illicit conducts
which are harmful or too  much sensational to children and juvenile.
However, everyone can have access  to any Internet sites by using a WWW
browser software at school, office or  home. On the other hand, there are
Internet sites providing contents or 15 services which are not harmful but
have nothing to do with work at office.  Employees might spend time at
office to browse these Internet site just for fun,  which could deteriorate
work performance and could jam data communication  line by unnecessary data
traffic on the line at office. Therefore, as Internet connection to office,
school and home has  20 become common, it is necessary to provide a method
and apparatus for  controlling user's access to the Internet so as to
prohibit unsuitable  information from entering into office, school or home
and ensuring that only  appropriate information can be browsed and used by
users through the  Internet. That is, a method or apparatus for filtering
and screening out 2 28 September 2004 information or contents from the
Internet which is harmful or inappropriate  to users is required. Prior art
method and apparatus are disclosed by Japanese published  unexamined patent
application 10-275157 and "Companies Start Controlling  5 Internet Access,
Second Part, Software For Monitoring And Controlling Internet Access",
Nikkei Computer, pp.87-91, 1999.5.10. The prior art  



apparatus or method includes a means or step for checking for predetermined
harmful keywords in information or contents from the Internet before the
information or contents are displayed on a display screen at a client
computer. 10 If the information or contents include the predetermined
harmful keywords,  the display of the information or contents at a client
computer is prohibited  and the Uniform Resource Locator (CTRL) of the
Internet site which sent the  information or contents to the client
computer is recorded for prohibiting  client's future access. Japanese
Patent No. 2951307 discloses a system which 15 checks for harmful or
defamation words in a message to be displayed in a  bulletin board in an
Internet site or other computer network system and if  there is such a word
in a message, the display of the message on a bulletin  board is rejected
by the system. However, there is a problem in prior art, that is, it takes
time to look  20 for harmful, injurious, or defamation keywords in
information or contents  from Internet sites each time before displaying
the information or contents on  a display screen at a computer. Moreover,
there is another problem in prior art,  that is, once such a keyword is
found, the display of the information or  contents including such a keyword
is prohibited. However, it does not 3 28 September 2004 necessarily mean
that information or contents including harmful, injurious,  or defamation
keywords are always harmful, injurious, or defamation by  themselves. For
example, news articles from Internet sites operated by news  agency which
report crime sometimes include harmful keywords, such as  "murder" etc.
But, news article reporting such a crime is not harmful per se  



and it may not need to prohibit news article reporting crime from Internet
sites operated by news agencies from being displayed on a display screen on
a client computer. Prior art apparatus or software sometimes prohibit even
useful information or contents from Internet sites from being displayed on
a  display screen just because of the existence of forbidden keywords.
DISCLOSURE OF INVENTION Therefore, it is an object of the invention to
minimize the time taken  to examine information or contents from Internet
sites before displaying on  a display screen. It is another object of the
invention not to prohibit information or  contents which are not harmful
per se from being displayed just because of  the existence of forbidden
keywords. It is another object of the invention to control access of users
to the  Internet based on the type of access. According to one aspect of
the present invention, there is provided a  method for controlling access
to outside information through the Internet,  comprising the steps of
providing a first database including a list of accessible  Internet sites,
providing a second database including a list of prohibited  Internet sites,
providing a third database including forbidden keywords, 4 28 September
2004 providing a forth database including worthwhile keywords, when a user
tries  to have access to Internet sites in either the first or second
database,  allowing access to Internet sites included in the first database
and prohibiting  access to Internet sites included in the second database,
when a user tries  



to have access to an Internet site included in neither the first database
nor  the second database, examining information or contents retrieved from
the  Internet site neither included in the first nor second database so as
to examine  if there is a forbidden keyword included in the third database
in the retrieved  information or contents, if there is no forbidden keyword
in the third database  is included, then allowing displaying the
information or contents retrieved from  the Internet site included in
neither the first nor second database to the user,  if there is a forbidden
keyword included in the third database in the retrieved  information or
contents, then examining the retrieved information or contents  to examine
if there is a worthwhile keyword included in the forth database,  and
allowing displaying the information or contents retrieved from the Internet
site included in neither the first nor second database to the user only if
there  is a worthwhile keyword included in the forth database in the
information or  contents with the forbidden keyword included in the third
database. Accordingly, it is advantage of the invention to provide a user
with fast  access to Internet sites included in the first database in order
to display  information or contents from the sites on a display screen. In
case of Internet  sites included in the second database, it is advantage of
the invention to  provide a user with a notice telling that the user is not
authorized to have  access to the particular Internet sites on a display
screen as soon as possible  when the user tries to have access to the
sites. In case of Internet sites 5 28 September 2004 included in neither
first nor second database. The method according to the  invention retrieves
information or contents from the sites when a user  



requests and examines the information or contents from the sites as to if
there  is any keyword included in the third database before displaying the
information or contents on a display screen. If there is no keyword
included in  the third database in the information or contents from the
sites, the  information or contents from the sites are displayed on a
display screen so  that the user can browse them. But, if there is any
keyword included in the  third database, the method according to the
invention further examines the  information and contents from the sites as
to if there is additionally any  keyword included in the forth database. If
there is any keyword included in  the forth database, the information or
contents from the sites are displayed on  a display screen so that the user
can browse them. Therefore, it is another  advantage of the invention to
provide a user with information or contents  worthwhile access, such as
news and academic information, even though they  are including a forbidden
word in them. In prior art, any information or  contents including a
harmful keyword, such as a forbidden keyword in the  third database, are
prohibited from being displayed on a display screen even  though the
information or contents per se are not injurious but worthwhile. The method
may further comprise the step of, according to dock and/or  calendar,
allocating days and/or hours into restricted day(s) and/or hour(s) in
which any Internet access is prohibited, non-restricted day(s) and/or
hour(s)  in which Internet access is free without any restriction, selected
access day(s)  and/or hour(s) in which Internet access to only Internet
sites included in the  first database is allowed, and regulated day(s)
and/or hour(s) in which Internet 6 28 September 2004 



access is controlled in accordance with the above method. It is another
advantage of the invention to be able to control Internet access more
flexible  depending on days and hours, for example, during some hours such
as  midnight when children are not supposed to use the Internet, users can
freely  have access to the Internet, from 9AM to 5PM in weekday, all
Internet access  are prohibited or only Internet sites included in the
first database are allowed  to have access to, and during in weekend and
other hours in weekday,  Internet access is regulated by the above method.
The method may further comprise the steps of providing a plurality of
client computers, dividing a plurality of the client computers into four
groups,  allowing the firs group of the client computers to freely have
access to the  Internet, allowing the second group of the client computers
to have access to  only Internet sites included in the first database,
prohibiting the third group of  the client computers from having access to
the Internet, and allowing the  fourth group of the client computers to
have access to the Internet in  accordance with the above method. It is
another advantage of the invention to  be able to control Internet access
depending upon the groups of client  computers. For example, in school or
office, no restriction for access to the  Internet is provided for
managers, some degree of restrictions for access the  Internet is provided
for pupils and employees. The method may further comprise the steps of
categorizing the  accessible Internet sites in the first database, the
prohibited Internet sites in  the second database, the forbidden keywords
in the third database, and the  worthwhile keywords in the fourth database
into several groups based upon  the same or similar attributes
respectively, and activating or deactivating each 



7 28 September 2004 of the groups in the first through fourth database to
select groups. It is  another advantage of the invention to be able to
activate or deactivate each of  groups in the first to fourth database to
select groups of sites or keywords  having the same or similar attributes.
The method may further comprise the steps of connecting any one of  the
first and through fourth database to the Internet or loading a computer
readable medium storing updated accessible Internet sites, updated
prohibited  Internet sites, updated forbidden keywords, or updated
worthwhile keywords,  and updating any one of the first through fourth
databases through the  Internet or by the computer readable medium. It is
another advantage of the  invention to be able to update the first through
fourth database through the  Internet so as to keep up with the recent
development of the Internet and help  an operator with the update of the
database. The method may further comprise the step of connecting any one of
the  first and through fourth database to the Internet or loading a
computer  recording medium, and sending the contents of any one of the
first through  fourth databases through the Internet or writing into the
computer readable  medium. It is another advantage of the invention to be
able to exchange the  contents of the first through fourth database through
the Internet in two way. The method may further comprise the steps of
counting the  appearances of keywords included in information or contents
retrieved  through the Internet, and storing the number of times that a
particular  keyword appears in information or contents retrieved through
the Internet. It  



is another advantage of the invention to be able to monitor and control
access  to the Internet. 8 28 September 2004 The method may further
comprise the steps of providing a plurality of  client computers keyword
included in information or contents retrieved  through the Internet by each
of the client computers, and storing the number  of times that the
representative keyword appears in the information or  contents retrieved
through the Internet by each of the client computer. It is  another
advantage of the invention to be able to monitor and control access to  the
Internet client computer by client computer. The method may further
comprise the steps of categorizing Internet  access into prohibited type
and permitted type, identifying the type of Internet  access request, and
prohibiting Internet access request if the type of the  Internet access is
prohibited. It is another advantage of the invention to be  able to control
access to the Internet depending on the type of access, for  example, just
browsing an Internet site is allowed but writing information  into an
Internet site is prohibited in order to prevent form sending any
information outside. According to another aspect of the present invention,
there is provided a  computer readable medium storing a computer program to
control access to  outside sits through the Internet in a computer system,
comprising: means for  providing a first database including a list of
accessible Internet sites, means for  providing a second database including
a list of prohibited Internet sites, means  for providing a third database
including forbidden keywords, means for  



providing a forth database including worthwhile keywords, means for, when a
user tries to have access to Internet sites in either the first or second
database,  allowing access to Internet sites included in the first database
and for  prohibiting access to Internet sites included in the second
database, means 9 28 September 2004 for, when a user tries to have access
to an Internet site included in neither the  first database nor the second
database, examining information or contents  retrieved from the Internet
site neither included in the first nor second  database so as to examine if
there is a forbidden keyword included in the third  database in the
retrieved information or contents, means for, if there is no  forbidden
keyword in the third database is included, allowing displaying the
information or contents retrieved from the Internet site included in
neither the  first nor second database to the user, means for, if there is
a forbidden  keyword included in the third database in the retrieved
information or  contents, examining the retrieved information or contents
to examine if there  is a worthwhile keyword included in the forth
database, and means for  allowing displaying the information or contents
retrieved from the Internet site  included in neither the first nor second
database to the user only if there is a  worthwhile keyword included in the
forth database in the information or  contents with the forbidden keyword
included in the third database. According to a further aspect of the
present invention, there is provided  an apparatus for controlling access
to outside sits through the Internet in a  computer system, comprising:
means for providing a first database including a  list of accessible
Internet sites, means for providing a second database  



including a list of prohibited Internet sites, means for providing a third
database including forbidden keywords, means for, when a user tries to have
access to Internet sites in either the first or second database, allowing
access  to Internet sites included in the first database and for
prohibiting access to  Internet sites included in the second database,
means for, when a user tries to  have access to an Internet site included
in neither the first database nor the 9a 28 September 2004 second database,
examining information or contents retrieved from the  Internet site neither
included in the first nor second database so as to examine  if there is a
forbidden keyword included in the third database in the retrieved
information or contents, means for, if there is no forbidden keyword in the
third database is included, allowing displaying the information or contents
retrieved from the Internet site included in neither the first nor second
database to the user, means for, if there is a forbidden keyword included
in the  third database in the retrieved information or contents, examining
the  retrieved information or contents to examine if there is a worthwhile
keyword  included in the forth database, and means for allowing displaying
the  information or contents retrieved from the Internet site included in
neither the  first nor second database to the user only if there is a
worthwhile keyword  included in the forth database in the information or
contents with the  forbidden keyword included in the third database. BRIEF
DESCRIPTION OF DRAWINGS These and other objects, features and advantages of
the present  invention will be more readily understood through the
following description  



with reference to the accompanying drawings, in which: FIG. 1 is a
schematic diagram of a computer network including a  sever computer and
client computers connected to the Internet through the 9b 28 September 2004
server computer in which a method according to an embodiment of the present
invention is used. FIG. 2 is a schematic diagram of a server computer in a
computer  network shown in FIGURE 1. 5 FIG. 3 is a flowchart showing the
steps of a method according to an  embodiment of the present invention.
FIG. 4 is a flowchart showing the steps of a method according to  another
embodiment of the present invention. FIG. 5 is a flowchart showing the
steps of a method according to other  10 embodiment of the present
invention. REST MODE FOR CARRYING OUT THE INVENTION In FIG. 1, a schematic
diagram of a computer network including a  server computer and a plurality
of client computers connected to the Internet  15 through the server
computer in which a method according to a preferred embodiment of the
present invention is implemented. A computer 1 is  typically connected to
the Internet 2 through a provider 3 which provides the  computer I with
Internet connection. The computer 1 may be a personal  computer connected
to the provider 3 through dial up. In Fig. 1, the computer 20 1 is a server
computer connected to a plurality of client computers 5 through a  local
area network 4 and may be implemented as a proxy server. This local  



area network 4 may be a local area network in school or office. Various
kinds  of WWW servers 6 around the world are connected to the Internet 2.
Each of  WWW servers 6 provides an Internet site which is identified and
accessible 10 28 September 2004 through URL Internet sites provide various
kinds of information or contents  which are accessible through a browser
software. Home page is typically the  entrance of an Internet site through
which various information or contents  are accessible. 5 Information or
contents in WWW servers 6 are hypertext written in  the Hypertext Markup
Language (HTML) which can include text, graphics,  images, sound, video,
and etc. An example of contents written in HTML is  shown in pages 21
through 23, "Encyclopedia of Information Processing  '981'99", the Society
of Information Processing, 1997. The retrieval of 10 information or
contents in a WWW server 6 is generally achieved through a  WWW browser
software (not shown) installed at a client computer 5. The  WWW browser
software can not only browse information or contents in a  WWW server 6 by
retrieving the information or contents from a WWW server  6 and then
displaying the information or contents on a display screen of a 15 client
computer 5 but also send information to a WWW server 6 from a client
computer 5, for example, writing text into a bulletin board of a WWW server
6.  In addition, the WWW browser software can provide client computers 5
with  chatting function, that is, message exchange function among client
computers 5.  20 The method of the present invention is implemented in the
proxy 



server computer 1 in FIG. 1. Computer program for implementing the method
of the present invention is stored in a computer readable media, such as
CD- ROM 7. As shown in FIG. 2, when the computer program is installed into
the  server computer 1, the computer program builds a first databases 8 and
a 11 28 September 2004 second database 9 in the server computer 1. The
first database 8 includes a  list of URLs of Internet sites to which an
operator of this local area network 4  allows users to have access. This
list, that is, so-called a white list, includes  URLs of accessible
Internet sites which an operator of the local area network 5 4 considers
suitable for the use in the network 4, such as, Internet sites of  schools,
academic organizations, governmental organizations, and other  public
institutions. The second database 9 includes a list of URLs of Internet
sites to which an operator of the local area network 4 prohibits users from
having access. This list, that is, so-called black list, includes URLs of
10 prohibited Internet sites which an operator of the local area network 4
considers harmful to the objective of the local area network 4, such as
Internet  sites of pornography and gambling. CD-ROM 7 may include a white
list for the first database 8 and a  black list for the second data base
beforehand. The both white and black lists  15 in CD-ROM 7 are divided into
several groups based of attributes of Internet sites therein, for example,
a group of school sites, a group of governmental  institution sites, a
group of pornography sites, and a group of gambling sites.  An operator of
the local area network 4 may select those groups in white and  black lists
in the first and second databases 8 and 9 by activating or 



20 deactivating each of the groups to meet the objective of the local area
network  4. In addition, an operator of the local area network 4 may add or
delete any  Internet site to or from each of activated groups of white and
black lists in the  first and the second databases 8 and 9 at any time. The
activated groups in  the white and black lists in the first and the second
databases 8 and 9 are 12 28 September 2004 used in the flowchart in FIG. 3
which is hereinafter explained. The  deactivated groups in the white and
black lists in the first and the second  databases 8 and 9 are not used in
the flowchart in FIG. 3. Referring to FIG.2 again, the computer program in
CD-ROM 7 further  5 builds a third database 10 and a fourth database 11 in
the server computer 1  when the program is installed into the server
computer 1. The third database  10 includes a list of forbidden keywords in
information or contents from  Internet sites which an operator of the local
area network considers harmful  to the objectives of the local area network
4. The list of forbidden keywords 10 includes, for example, defamation
words, words inducing criminal activities,  and discriminative words in
English and other languages. The fourth  database 11 includes a list of
worthwhile keywords in information or contents  from Internet sites which
tell that the information or contents is worthwhile  browsing or displaying
even though a forbidden word is included in them. The 15 list of worthwhile
keywords includes, for example, words used in journalism,  medical words,
and legal words in both English and other language. CD-ROM  7 may include a
list of forbidden words and a list of worthwhile words  beforehand.
Forbidden words and worthwhile words in the lists in CD-ROM 7  



are divided into several groups based upon its attribute, such as a group
of 20 legal words, a group of journalism words, a group of defamation
words, and a  group of discriminative words. An operator of the local area
network 4 may select the groups of the  list of forbidden keywords in the
third databases 10 by activating or  deactivating each of the groups which
the operator considers harmful to the 13 28 September 2004 objective of the
local area network 4. Further, an operator of the local area  network 4 may
select the groups in the list of worthwhile keywords in the  fourth
databases 11 by activating or deactivating each of the groups to meet  the
objective of the local area network 4, which allows contents or information
5 from Internet sites to be displayed or browsed on a client computer 5
even  though a forbidden word in the activated groups in the third database
10 is  included in the information or contents. In addition, an operator of
the local  area network 4 may add or delete any keyword to or from each of
activated  groups of the lists in the third and fourth databases 10 and 11
at any time. 10 The activated groups in the lists in the third and fourth
databases 10 and 11  are used in the flowchart in FIG. 3 which is
hereinafter explained. The  deactivated groups in the lists in the third
and fourth databases 10 and 11 are  not used in the flowchart in FIG. 3.
Referring to FIG.2 again, the computer program in CD-ROM 7 further  15
builds a fifth database 12 in the server computer 1 when the program is
installed into the server computer 1. The fifth database 12 stores the
history  of the use of the Internet by each of the client computers 5 of
the local area  



network 4. The fifth database 12 stores URLs of Internet sites accessed by
each client computer 5, and the number of times that representative
keywords 20 are detected in information or contents sent from Internet
sites and displayed  on a display screen of each of the client computers 5.
Representative keywords  mean words representing the feature of the
information or contents and may  be forbidden keywords in the third
database 10 and worthwhile keywords in  the fourth database 11.
Alternatively, representative keywords may be chosen 14 28 September 2004
independently from forbidden and worthwhile keywords in the databases 10
and 11. Representative keywords may be in English or other language. The
computer program in CD-ROM 7 further builds a sixth database  13 in the
server computer 1 when the program is installed into the server  5 computer
1. The sixth database 13 stores identification data, such as IP address of
the client computers 5, to identify each of the client computers 5
connected to the local area network 4. The method of the present invention
uses this identification data to control access of the client computers 5
to the  Internet. 10 In FIG. 3, a flowchart for implementing Internet
browsing control  method according to a first embodiment of the present
inventions is shown.  The method is implemented by the computer program
installed in the server  computer 1 from CD-ROM 7. After the Internet
browsing control method  starts, the server computer 1 receives an access
request to the Internet 2 from 15 a client computer 5 at step S 1. The
server computer 1 analyzes the access  request to the Internet 2 from a
client computer 5 at step S2 with respect to IP  



address of a client computer 5 stored in the database 13. At the step S2,
the  server computer 1 also determines if an operator of the local area
network 4  allows client computers 5 only to browse Internet sites and
prohibits client 20 computers 5 from writing information into WWW servers G
in the Internet. In  this embodiment, let's assume that an operator of the
local area network 4  prohibits all client computers 5 from writing
information into WWW servers 5  through the Internet 2. Alternatively, the
operator may allow some of or all of  client computers 5 to write
information into WWW servers 6. At step S3, if the 15 28 September 2004
access request from client computers 5 is to write information into WWW
servers 6, then the server computer 1 goes to step S4 to prohibit the
access  request from the client computers 5 from writing information into
WWW  servers 6 and informs the requested client computer 5 with the
rejection of the 5 access request to the Internet. If the access request
from client computers 5 is  to just retrieve information or contents from a
WWW server 6, then the server  computer 1 goes to step S5. At the step S5,
the server computer I examines URL of a WWW server  6 from which the client
computer 5 requests to retrieve information or  10 contents as to if the
URL of a WWW server 6 are included in the first database 8. If the URL of
WWW servers 6 form which the client computer 5 requests to  retrieve
information or contents is included in the first database 8, then the
server computer 1 goes to step S6. At the step S6, the sever computer 1
connects to a WWW server 6 through the Internet 2 by using Hypertext 15
Transfer Protocol (HTTP) and retrieves information or contents from the  



WWW server 6. The server computer 1 goes to step 7 and sends the
information or contents retrieved from the WWW server 6 to the requested
client computer 5 through the local area network 4. Then, the information
or  contents from the WWW server 6 is displayed on a display screen of a
client  20 computer 5. At the step 5, if the URL of WWW servers 6 from
which the client  computer 6 requests to retrieve information or contents
is not in the first  database 8, then the server computer I goes to step 8.
At the step 8, the server  computer I examines the URL of a WWW server 6
from which the client 16 28 September 2004 computer 5 requests to retrieve
information or contents as to if the URL of a  WWW server 6 are included in
the second database 9_ If the URL is included  in the second database 9,
then the server computer 1 goes to the step 4 in  order to prohibit the
Internet access of the client computer 5. If the URL is not 5 included in
the second database 9, then the server computer 1 goes to step 9.  At the
step 9, the server computer 1 connects to the WWW server 6 through  the
Internet 2 by using the HTTP and retrieves information or contents from
the WWW server 6. The retrieved information or contents from the WWW
server 6 is examined at step 11. 10 At the step 11, if there is no
forbidden keyword stored in the third  database 10 in the retrieved
information or contents from the WWW server 6,  then the server computer 1
goes to the step S7 to send the retrieved  information or contents to the
requested client 5 computer in order to display  the information or
contents on a display screen of the client computer 5. If the 



15 information or contents retrieved from the WWW server 6 includes a
forbidden keyword in the third database 10, then the server computer 1 goes
to step S 12 in order to examine the information or contents as to if there
is a  worthwhile keyword is included in the information or contents at the
same  time. At the step 11, the server computer 1 may count the number of
the 20 appearances of forbidden keywords in the information or contents
from the  WWW server 6. If the number of the appearances of forbidden
keywords is  very small in the information or contents, such as one or two,
the server  computer 1 may go to the step S7 instead of the step 512.
Alternatively, an  operator of the local area network 4 may choose that, if
at lease one forbidden 17 28 September 2004 keyword is found at the step S
11, the sever computer 1 always goes to the step S12. At the step 512, if
the server computer 1 finds a worthwhile keyword  stored in the fourth
database in the information or contents retrieved from the 5 WWW server 6
with a forbidden keyword stored in the third database 10, then  the server
computer 1 goes to the step 7 to send the information and contents  to the
requested client computer 5 in order to display the information or
contents on a display screen of the requested client computer 5. The
existence  of a worthwhile keyword makes the information or contents
including a 10 forbidden keyword worthwhile displaying. For example, if a
forbidden  keyword stored in the third database 10, such as, "cocaine",
"amphetamine", is  found in the information or contents from a WWW server 6
at the step S11,  the information or contents might be offering or selling
such a drug and come  



from an illegal Internet site. However, if a worthwhile keyword, such as 15
"news" which is in a group of journalism words selected and activated by an
operator of the local area network 4 and stored in the fourth database 11,
is  found in the same information or contents as the forbidden keyword
"cocaine"  at the step S 12, the information or contents are thought to
come from an  Internet site providing news articles. Then, since the
operator allows the 20 client computers 5 to browse news articles through
the Internet by selecting  and activating the group of journalism words in
the fourth database 11, the  information or contents are sent to the
requested client computer 5 in order to  be displayed at the step 7. If
another worthwhile keyword, such as,  "imprisonment" from a group of legal
words, is found in the same information 18 28 September 2004 or contents as
the forbidden keyword "cocaine", the information or contents  are thought
to come from a legitimate Internet site explaining the  punishment or
criminal law against the misuse of drug. Therefore, if an  operator of the
local area network 4 allows client computers 5 to have access 5 to Internet
sites about laws, the operator should select and activate the group  of
legal words stored in the fourth database 11 beforehand. If another
worthwhile keyword, such as, "pharmacological effect" from a group of
medical words, is found in the same information or contents as the
forbidden  keyword "cocaine", the information or contents are thought to
come from a 10 legitimate Internet site of medical matters. Therefore, if
an operator of the  local area network 4 want to allow client computers 5
to have access to  Internet sites about medical matters, the operator
should select and activate  



the group of medical words stored in the fourth database 11 beforehand.
However, at the step S12, if there is no worthwhile keyword in the  15
forth database 11 is found in the same information or contents as the
forbidden keyword "cocaine", it is very likely that the information or
contents  come from an illegal Internet site offering or selling drug.
Therefore, the  server computer 1 goes to the step S4 to prohibit the
information or contents  from being displayed on the requested client
computer 5. 20 Some examples of forbidden keywords stored in the third
database 10  and worthwhile keywords stored in the fourth database 11 are
explained in  the above. Those who are skilled in the art easily choose
various kinds of  forbidden keywords and worthwhile keywords for the third
and fourth  databases 10 and 11. 19 28 September 2004 At step S 13, an end
process of the method according to the first  embodiment is done by storing
URLs of Internet sites accessed by client  computers 5, forbidden keywords,
worthwhile keywords, and representative  keywords found in the information
or contents accessed by client computers 5 5 and their counts of appearance
for each of client computers 5 in the fifth  database 12. FIG.4 shows a
flowchart of Internet browsing control method  according to a second
embodiment of the present invention. In FIG. 4, the  explanation about the
same steps in the flowchart as those of FIG. 3 is 10 omitted and given the
same reference numbers as FIG.3. The Internet  browsing control method
according to the second embodiment of the present  



invention controls Internet access client computer by client computer. In
the  method, there are four groups of client computers 5 about the control
of  Internet access, that is, a first group of client computers 5 to which
no 15 Internet access control is applied, a second group of client
computers 5 which  is prohibited to have access to the Internet, a third
group of client computers 5  which can have access to Internet sites
included in the list of the first  database 8, and a fourth group of client
computers 5 which Internet access is  controlled by the flowchart explained
in FIG 3. Each of the client computers 5 20 belongs to one of the four
groups. Information about which group a particular  client computer 5
belongs to stored in the fifth database 12. The method in FIG. 4 determines
which group a client computer  requesting Internet access is included in by
comparing IP address of a client  computer 5 requesting Internet access
with the group information of the client 20 28 September 2004 computer 5
stored in the fifth database 12. at step S 14. If a client computer 5
requesting Internet access is included in the first group of client
computers 5  which an operator of the local area network 4 allows to have
access to the  Internet without any restriction, then the server computer 1
goes to step S6 to 5 connect to a WWW server 6 in order to retrieve
information or contents. If a  client computer requesting Internet access
is included in the second group of  client computers 5 which an operator of
the local area network 4 prohibits  from having access to any Internet
sites, then the server computer 1 goes to  step S6 to prohibit and reject
the Internet access. If a client computer 5 10 requesting Internet access
is included in the third group of client computers 5  



which an operator of the local area network 4 allows to have access to
Internet  sites only included in the list of the first database 8 or in the
fourth group of  client computers 5 to which an operator applies the same
steps as those of FIG.  3, then the server computer 1 goes to step 515. 15
At the step 515, if the client computer 5 is included in the third group,
then the server computer 1 determines whether or not the URL of the
Internet site requested by the client computer 5 is included in the first
database 8. If the URL of the Internet site is included in the list of the
first  database 8, then the server computer 1 goes to the step S6. If the
URL of the 20 Internet site is not included in the list of the first
database, then the server  computer 1 goes to the step S4. If the client
computer requesting Internet  access is included in the fourth group to
which the same steps as those in FIG.  3 is applied, then the server
computer 1 determines whether or not the URL  of  the Internet site
requested by the client computer 5 is included in the list of 21 28
September 2004 the first database 8. If the URL of the Internet site is
included in the list of the  first database 8, then the server computer 1
goes to the step S6. If the URL of  the Internet site is not included in
the list of the first database 8, then the  server computer 1 goes to step
S8. The same steps as those of FIG. 3 are  5 taken. FIG.5 shows a flowchart
of Internet browsing control method  according to a third embodiment of the
present invention. In FIG. 5, the  explanation of the same steps in the
flowchart as those of FIG. 3 is omitted  and given the same reference
numbers as FIG.3. In the method according to 



10 the third embodiment of the present invention, Internet access is
controlled by  clock and/or calendar. At step S 16, the server computer I
determines if  Internet access is allowed without any restriction at
present, any Internet  access is prohibited at present, Internet access
only to Internet sites included  in the first database 8 is allowed at
present, or Internet access is being 15 controlled at present, according to
clock means and calendar means provided  in the server computer 1 depending
on what day and what hour it is. For  example, at midnight, Internet access
can be free without any restriction since  children are not supposed to
have access to the Internet then. From 9AM to  5PM in weekday, Internet
access is prohibited or alternatively Internet access 20 only to Internet
sites included in the first database 8 is allowed since this time  zone is
working hours at office. During other time zones including weekend,
Internet access is controlled by the method shown in FIG.3 since Internet
access still needs some control. If it is midnight, then the server
computer 1 goes to step S6 to connect 22 28 September 2004 to a WWW server
6 through the Internet. If it is working time in weekday,  then the server
computer 1 goes to step S4 to prohibit Internet access or  alternatively
goes to step S17 to determine if the URL of Internet site  requested by a
client computer 5 is included in the list in the first database 8. 5 If it
is after 5PM in weekday or in weekend, the server computer 1 goes to step
S17 to determine if the URL of Internet site requested by a client computer
5  is included in the list in the first database 8. At the step S17, the
same process as the step S15 in FIG. 4 will be  



done. When only access to Internet sites included in the first database 8
is  10 allowed, the server computer 1 goes to the step 56 if the URL of the
Internet site requested by a client computer 5 is included in the first
database 8 and  the server computer 1 goes to the step S4 if the URL of the
Internet site  requested by a client computer 5 is not included in the list
in the first data  base 8. When access to Internet sites which are not
included in the lists in the 15 first and second databases 8 and 9 is
controlled depending on the existence of  a forbidden keyword and a
worthwhile keyword in the third and fourth  databases 10 and 11,
respectively, the server computer 1 goes to the step S6 if  the URL of the
Internet site requested by a client computer 5 is included in  the first
database 8 and the server computer 1 goes to the step S8 if the URL 20 of
the Internet site requested by a client computer 5 is not included in the
list  in the first data base 8. The proxy server computer I shown in FIG. 1
and FIG. 2 may be  without a monitor display and controlled through one of
client computers 5 so  that an operator of the local area network 4 sets,
controls, monitors, and 23 28 September 2004 updates the first through
sixth databases 8, 9, 10, 11, 12, and 13 from one of  client computers 5.
Other client computers 5 can not have access to these  databases 8 through
13. An operator of the local area network 4 may control  access to the
Internet through the local area network 4 client computer by 5 client
computer by using the fifth database 12 which stores control  information
of each of client computers 5 and the sixth database 13 which  stores the
history of Internet access by each of the client computers 5. 



An operator of the local area network 4 may update the first through
fourth databases 8 to 11 in the server computer 1 through the Internet by
10 connecting to a WWW server 6, and downloading updated URLs of accessible
Internet sites into the first database 8, updated URLs of prohibited
Internet  sites into the second database 9, updated forbidden keywords into
the third  database 10, and updated worthwhile keywords into the fourth
database 11.  An operator of the local area network 4 may send the contents
of the first 15 through the fourth databases 8 to 11 to a WWW server 6
through the Internet.  The first through fourth databases can be updated or
shared through the  Internet so that Internet browsing control method is
optimized with the fast  developing Internet. Although several embodiments
of the present invention and its  20 advantages have been described in
detail, it should be understood that  changes, substations, modifications,
variations, and alterations can be made  therein without departing from the
sprit and scope of the invention being set  forth by the appended claims.
24 28 September 2004 INDUSTRIAL APPLICABILITY The present invention is able
to be used in a computer connected to  the Internet for browsing Internet
sites. The present invention is particularly  useful for controlling
Internet access at home, office and school. 5 25 28 September 2004 



CLAIMS 1. A method for controlling access to outside sites through the
Internet,  comprising the steps of 5 providing a first database including a
list of accessible  Internet sites, providing a second database including a
list of prohibited  Internet sites, providing a third database including
forbidden keywords,  10 providing a forth database including worthwhile
keywords,  when a user tries to have access to Internet sites in either the
first or second database, allowing access to Internet sites included in
the first database and prohibiting access to Internet sites included in
the second database, 15 when a user tries to have access to an Internet
site included in  neither the first database nor the second database,
examining  information or contents retrieved from the Internet site neither
included in the first nor second database so as to examine if there is a
forbidden keyword included in the third database in the retrieved  20
information or contents, if there is no forbidden keyword in the third
database is  included, then allowing displaying the information or contents
retrieved from the Internet site included in neither the first nor  second
database to the user, 26 28 September 2004 



5 10 if there is a forbidden keyword included in the third database  in the
retrieved information or contents, then examining the retrieved
information or contents to examine if there is a worthwhile keyword
included in the forth database, and allowing displaying the information or
contents retrieved from  the Internet site included in neither the first
nor second database to  the user only if there is a worthwhile keyword
included in the forth  database in the information or contents with the
forbidden keyword  included in the third database. 2. The method as recited
in claim 1 further comprising the step of: according to clock and/or
calendar, allocating days and/or  hours into restricted day(s) and/or
hour(s) in which any Internet  access is prohibited, non-restricted day(s)
and/or hour(s) in which 15 Internet access is free without any restriction,
selected access day(s)  and/or hour(s) in which Internet access to only
Internet sites included  in the first database is allowed, and regulated
day(s) and/or hour(s) in  which Internet access is controlled in accordance
with the method set  forth in claim 1. 20 3. The method as recited in claim
1 further comprising the steps of  providing a plurality of client
computers, dividing a plurality of the client computers into four groups,
allowing the firs group of the client computers to freely have 



27 28 September 2004 access to the Internet, allowing the second group of
the client computers to have  access to only Internet sites included in the
first database,  prohibiting the third group of the client computers from
5 having access to the Internet, and allowing the fourth group of the
client computers to have  access to the Internet sites in accordance with
the method set forth in  claim 1. 10 4. The method as recited in claim 1
further comprising the steps of.  categorizing the accessible Internet
sites in the first database, the prohibited Internet sites in the second
database, the forbidden  keywords in the third database, and the worthwhile
keywords in the  fourth database into several groups based upon the same or
similar  15 attributes respectively, and activating or deactivating each of
the groups in the first  through fourth databases to select any of the
groups. 20 5. The method as recited in claim I further comprising the steps
of  connecting any one of the first and through fourth database to the
Internet or loading a computer readable medium storing updated  accessible
Internet sites, updated prohibited Internet sites, updated  forbidden
keywords, or updated worthwhile keywords, and updating any one of the first
through fourth databases 



28 28 September 2004 through the Internet or by the computer readable
medium. 6. The method as recited in claim 1 further comprising the steps of
connecting any one of the first and through fourth database to 5 the
Internet or loading a computer recording medium, and sending the contents
of any one of the first through fourth  databases through the Internet or
writing into the computer readable  medium. 10 7. The method as recited in
any one of claims 1 through 6 further comprising the steps of: counting the
appearances of keywords included in information  or contents retrieved
through the Internet, and storing the number of times that a particular
keyword appears  15 in information or contents retrieved through the
Internet. 8. The method as recited in claim 7 further comprising the steps
of  providing a plurality of client computers, detecting a representative
keyword included in information or  20 contents retrieved through the
Internet by each of the client  computers, and storing the number of times
that the representative keyword  appears in the information or contents
retrieved through the Internet  by each of the client computers. 29 28
September 2004 



5 9. The method as recited in claim 1 further comprising the steps of:
categorizing Internet access into prohibited type and  permitted type,
identifying the type of Internet access request, and  prohibiting Internet
access request if the type of the Internet  access is prohibited. 10. The
method as recited in claim 9 wherein the prohibited type is writing 10
information into a WWW server through the Internet. 11. A computer readable
medium storing a computer program to control access  to outside sits
through the Internet in a computer system, comprising: means for providing
a first database including a list of  15 accessible Internet sites, means
for providing a second database including a list of  prohibited Internet
sites, means for providing a third database including forbidden  keywords,
20 means for providing a forth database including worthwhile  keywords,
means for, when a user tries to have access to Internet sites in  either
the first or second database, allowing access to Internet sites  included
in the first database and for prohibiting access to Internet 30 28
September 2004 sites included in the second database, 



means for, when a user tries to have access to an Internet site  included
in neither the first database nor the second database,  examining
information or contents retrieved from the Internet site 5 neither included
in the first nor second database so as to examine if  there is a forbidden
keyword included in the third database in the  retrieved information or
contents, means for, if there is no forbidden keyword in the third
database is included, allowing displaying the information or contents  10
retrieved from the Internet site included in neither the first nor  second
database to the user, means for, if there is a forbidden keyword included
in the third  database in the retrieved information or contents, examining
the  retrieved information or contents to examine if there is a worthwhile
15 keyword included in the forth database, and means for allowing
displaying the information or contents  retrieved from the Internet site
included in neither the first nor  second database to the user only if
there is a worthwhile keyword  included in the forth database in the
information or contents with the  20 forbidden keyword included in the
third database. 12. The computer readable medium as recited in claim 11
further comprising:  means for categorizing the accessible Internet sites
in the first database, the prohibited Internet sites in the second
database, the 31 28 September 2004 forbidden keywords in the third
database, and the worthwhile  



keywords in the fourth database into several groups based upon the  same or
similar attributes respectively, and means for activating or deactivating
each of the groups in the  5 first through fourth databases to select any
of the groups. 13. An apparatus for controlling access to outside sits
through the Internet in  a computer system, comprising: means for providing
a first database including a list of  10 accessible Internet sites, means
for providing a second database including a list of  prohibited Internet
sites, means for providing a third database including forbidden  keywords,
15 means for providing a forth database including worthwhile  keywords,
means for, when a user tries to have access to Internet sites in  either
the first or second database, allowing access to Internet sites  included
in the first database and for prohibiting access to Internet  20 sites
included in the second database, means for, when a user tries to have
access to an Internet site  included in neither the first database nor the
second database,  examining information or contents retrieved from the
Internet site  neither included in the first nor second database so as to
examine if 32 28 September 2004 there is a forbidden keyword included in
the third database in the  



retrieved information or contents, means for, if there is no forbidden
keyword in the third  database is included, allowing displaying the
information or contents  5 retrieved from the Internet site included in
neither the first nor  second database to the user, means for, if there is
a forbidden keyword included in the third  database in the retrieved
information or contents, examining the  retrieved information or contents
to examine if there is a worthwhile  10 keyword included in the forth
database, and means for allowing displaying the information or contents
retrieved from the Internet site included in neither the first nor  second
database to the user only if there is a worthwhile keyword  included in the
forth database in the information or contents with the  15 forbidden
keyword included in the third database. 14. The apparatus as recited in
claim 13 further comprising: means for categorizing the accessible Internet
sites in the first  database, the prohibited Internet sites in the second
database, the  20 forbidden keywords in the third database, and the
worthwhile keywords in the fourth database into several groups based upon
the  same or similar attributes respectively, and means for activating or
deactivating each of the groups in the  first through fourth databases to
select any of the groups. 33  ABSTRACT 



The present invention provides a method of and apparatus for  controlling
internet browsing and computer readable medium storing a computer program
carrying out the method of the present invention. The  present invention
provides a database storing worthwhile keywords. When a  worthwhile keyword
is included in contents or information from the Internet,  a user is
allowed to browse such contents or information even if a forbidden  keyword
is included.   


