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L) (57) Abstract: Conventicnal methods for restricting the browsing the Internet has involved the problem that if the browsing of a
content including a prohibited-word keyword is prohibited, the browsing of the content is prohibited overall, and even a content
=i including useful information cannot be viewed. An Internet browsing control method according to the invention uses a database of
& useful word keywords. Therefore even a content including a prohibited-word keyword is judged to be a content including useful
information if a useful-word keyword is included, thercby allowing the browsing. A program medium for implementing the method

B and an Internet browsing cotrol device are also disclosed.
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(57) Abstract: Conventional nethods for restricting theosfprqugimget 8604
I nternet has involved the problemthat if the browsing of a  content
i ncluding a prohibited-word keyword is prohibited, the browsing of the

ot | on cannot bo vi cneWOAD 1867 R e A b ove R S btk e o g

to the invention uses a dat apbase of usef ul word keywords, Therefore even a

content inc I.IlCHEn&_I g\, ““e &béﬁel WOL flopi_S ggee;]g%%é e (1::_1r§
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controlling access to the Internet in a conputer systemgrdl,¢ORp €604 10
readabl e nedi um storing a conputer programinplenenting the nethod on a
conputer. Mre particularly, it relates to an inproved nmethod of and
apparatus for enabling a network operator to nonitor, control, or filter
the access of client conputers to Internet sites which provide various
kinds of information, contents afESERIPGEON hrough the World Wde Wb
(WWy . 15 BACKGROUND ART The Internet has beconme a cultural nediumto send
and receive various kinds of visual, audiovisual or other type of

mul ti medi a infornation By using a WAV browser software, it is possible to

have i nst atyrageRs S TORCANHIIL S PR & nRY gt e
nt er net provi e varl OUS S O ormation, contents an Servi ces

data, i Sﬁﬁ’?ﬂ@@i\t@ﬂt@aﬁWﬁ@@ﬁiﬁ@@%%ﬁéwmﬁ%ﬂéﬂ@%ﬁ”ar ound

the world through the rnet. The_ Internet has becone w dely used at

of fi ced school and hoMeEDEé%ST@RINQ@@@MBm P&OAGRANYous ki nds of

i nformati on, contents and services, such as shopping, news service,
retrieval of information like |i brary, delivery of nusic, and trading
stocks, are provided through the Internet today. Therefore, nore and nore
of fi ces, schools, and hones are TRIOHNICHKDHEEEMH to the Internet, which 5
changes busi ness, education, and our dal I y life significantly. On the ot her

hand, there is nphiopdRhtfaAntalated el RLIYMP ENBthAE AR aGBArORBNGR S OF

her own honme page in the Internet to provide any kind

controlling access to the Internet in a computer system and computer
10 readable medium storing a computer program implementing the method on a
computer. More particularly, it relates to an improved method of and
apparatus for enabling a network operator to monitor, control, or filter the
access of client computers to Internet sites which provide various kinds of
information, contents and services through the World Wide Web (WWW).
15
BACKGROUND ART
The Intermet has become a cultural medium to send and receive
various kinds of visual, audiovisual or other type of multimedia information.
By using a WWW browser software, it is possible to have instantly access to
20 Internet sites around the world through the Internet which provide various
kinds of information, contents and services to browse such contents and send
data to Internet sites. In addition, data, mail or message can be immediately
exchanged with many people around the world through the Internet. The

Internet has become widely used at office, school and home recently.



information to the public. There are little I aw and reggg&_;grﬁ,%}ﬁbg\ﬂ%@?
governs and are well enforced in the cyberspace, the Internet. Theretore,

there could 10 be sonme Internet sites which provide injurious contents,
such as contents of pornography, violence or inducing illicit conducts
whi ch are harnful or too nuch sensational to children and juvenile.

However, everyon¥Vagians hinvds efdadssnatich, @y tdts emdedersicesSsueh asss'mﬁmgf,wv
browser software at school, office or hone. On the other hand, there are

| nternet shtgs ﬁr@i@e?ir@&i&%t&”ﬁﬁ?ghaﬂi%nsﬁkwEﬁ&r}ﬁ‘,’“ﬁé%‘né’fyeof‘ udig! %g{ but

have nothing to do wth work at office. EnployeeS m ght "spend tine

office to e ty §l.te 4 f kch goul d deteriorate
wor k per f o&’r?a%%@g Sg)rggg’c%llu %@%ddg*rg%g%#%%nﬁ@éﬁeg rnlm d‘?ﬁ\’m‘%?f Uhmeete &4 fiy dat a
traffic on the |.ine at, office, Therefore,. as Internef connection to office,
school  and™98FetHEES, S%O%%cmhemﬁ%%ﬁe Pingcommesteshtoy the Iresvroviichet hod
and apparatus for controlling user's access to the Internet so as to

prohi bi% ushangeshusinesss edurationn andemradaily lifesignifisantlyi ce, school or hone
and ensuring that only appropriate information can be browsed and used by

users through th@n thetheehandhidtere &5 na boedmocbmirolapphiedhntsrfetr Afiy loher i ng
and screening out 2 28 Septenber 2004 information or contents fromthe

I nternet WHiCbpes Hiard¥ bér 6%mi RaRRP4d B €he TALMHRE ol frovRRULA P dinRrdfor art
met hod and apparatus are disclosed by Japanese published unexam ned patent

appl i cat i o fdQn 248l 34 tRBDubFeMPRBIE aretifiid l&?%@fé%l%g[ngsr ?}@%’Lﬁ%@%ﬂ‘ﬁ‘%cess’

Second Part, Software For Monitoring And Controlli cess",

Nikkei  Compuil e Wil Bhifolded {85 gyﬂ'&spgpee;‘ el Rtedlek. Therefore, there could

10  be some Internet sites which provide injurious contents, such as contents of
pornography, violence or inducing illicit conducts which are harmful or too
much sensational to children and juvenile. However, everyone can have access
to any Internet sites by using a WWW browser software at school, office or
home. On the other hand, there are Internet sites providing contents or

15  services which are not harmful but have nothing to do with work at office.
Employees might spend time at office to browse these Internet site just for fun,
which could deteriorate work performance and could jam data communication
line by unnecessary data traffic on the line at office.

Therefore, as Internet connection to office, school and home has

20 become common, it is necessary to provide a method and apparatus for
controlling user's access to the Internet so as to prohibit unsuitable
information from entering into oﬁce, school or home and ensuring that only
appropriate information can be browsed and used by users through the

Internet. That is, a method or apparatus for filtering and screening out



apparatus or nethod includes a nmeans or step for checki g deBleRh&0SH® M ned
har nful keywords in information or contents fromthe Internet before the

i nformati on or contents are di splayed on a display screen at a client
conputer. 10 If the information or contents include the predeterm ned

har nful keywords, the display of the information or contents at a client

conput er i snforotuthid edcortedtd hertthé onrerRes atigeid Baandil GChpprepribhe
Internet site which sent the information or contents to the client

conput er i g0 @68 @edgh@edprohibiting client's future access. Japanese
Pat ent No. 2951307 di'scloses a system which 15 checks for harnful or

def amati on wordsg., I.splayed,.i g a uld etin boa I n, an
Internet site or Pé%garﬂ%gﬁlgﬁg eérlg)(%ilé%lfj QE#%BE%F edrlﬁ’(gﬂ%f}q gy j?ﬁ%?‘ésq gu@ﬁ%}herha wor d
[ h i spl f .t he. | eti d.i | ected
by ¢ ho sy PERReRGEY BRI iR do D008 b AASCogrpaes Seheh Coaroling akes
time to logk 20 for harnful,_ injurious, or defamation ke{words I n

i nf or me i oAnbarngbrdensss Seeend |Pamdr mwftveaiee F osabondiorng eContypllmag ng

the information or contents on a display screen at a conputer. Moreover,
there i s ahotdraet pActsisen Nikkei dComputer, ta87i9d, 09Q%R50chThe kpyioer dri S
found, the display of the information or contents including such a keyword

i's prohi bi hegardivweranettod ideksled e m3ar$ oS8Rl @hedBdd 0L HLERA hihdEAN
that information or contents including harnful, injurious, or defamation

keywor ds apgralupksywerdd il infdddd @Sy Bhitdfl Bk ﬂgsy liﬁterh@?'ﬁ%%r\éeﬁlv% iFg[]

exanpl e, news articles fromlInternet sites operated news — agency
RNt I R T e e
10 If the information or contents include the predetermined harmful keywords,
the display of the information or contents at a client computer is prohibited
and the Uniform Resource Locator (URL) of the Internet site which sent the
information or contents to the client computer is recorded for prohibiting
c]jent's future access. Japanese Patent No. 2951307 discloses a system which
15  checks for harmful or defamation words in a message to be displayed in a
bulletin board in an Internet site or other computer network system and if
there is such a word in a message, the display of the message on a bulletin
board is rejected by the system.
However, there is a problem in prior art, that is, it takes time to look
20 for harmful, injurious, or defamation keywords in information or contents
from Internet sites each time before displaying the information or contents on
a display screen at a computer. Moreover, there is another problem in prior art,
that is, once such a keyword is found, the display of the information or

contents including such a keyword is prohibited. However, it does not



and it may not need to prohibit news article reporting egidgm®ilhnm boper net
sites operated by news agencies from being displayed on a display screen on
a client conmputer. Prior art apparatus or software sonetinmes prohibit even
.useful information or contents fromlnternet sites from being displayed on
a display screen just because of the existence of forbidden keywords.

DI SCLOSURE OF | NVENTI ON Therefore, it is an object of the invention to
mnimze the time taken to exam ne information or contents from I nternet
si t es befrscesennlyl mpghndheh infergiadishnagr sentemts inchuding harmdul, dhjudeusf t he

i nvention not to prohibit information or contents which are not harnfu

per se fraondbleimatich dyasoeds | arst alyeayesuberwiful, timgudgriist encdefamatimmbbyden
keywords. It is another object of the invention to control access of users
to the Ithemsebtesb&oedxamplaentypearitleadomadntdredsites gpeoat@debpapast of
the present invention, there is provided a nethod for controlling access

t o out si dggenof ovhixhi oepdrbrarimgh ddmectimesrinetude hammfik kagwbhds, s$1e¢ls asf
providing a first database including a list of accessible Internet sites,
provi di ngnansiegvett. dritabess anle depgting $dh afcrimhehs bidt dthrmbfinl @erelfe sites,
providing a third database including forbi dden keywords, 4 28 Septenber
2004 prowvirdi fgnyf A6t heddttahmetibin dlavek ﬁgﬁmrﬂel?\dﬁiﬁhﬁ JERVIBGEGS, Intbaieta user
tries to have access to Internet sites in either the first or second

dat abase siteg|dpethftdl B 80&S dgencisefroet b@htgaﬁs%mﬂeadﬁﬂaidisﬁlb@ dorésh oflat abase
and prohibiting access to Internet sites included in the second database,

when a useEliért 8Smputer. Prior art apparatus or software sometimes prohibit even

useful information or contents from Internet sites from being displayed on a

display screen just because of the existence of forbidden keywords.

DISCLOSURE OF INVENTION

Therefore, it is an object of the invention to minimize the time taken
to examine information or contents from Internet sites before displaying on
a display screen.

It is another object of the invention not to prohibit information or
contents which are not harmful per se from being displayed just because of
the existence of forbidden keywords.

It is another object of the invention to control access of users to the
Internet based on the type of access.

According to one aspect of the present invention, there is provided a
method for controlling access to outside information through the Internet,
comprising the steps of: providing a first database including a list of accessible
Internet sites, providing a second database including a list of prohibited

Internet sites, providing a third database including forbidden keywords,



to have access to an Internet site included in neither Eggkﬁkéﬁﬂepgéggase
nor the second database, exam ning information or contents ' retrieved from
the Internet site neither included in the first nor second database so as
to examine if there is a forbidden keyword included in the third database
in the retrieved information or contents, if there is no forbidden keyword
in the third database 1is included, then allow ng displaying the
informati on or contents retrieved from the Internet site included in

nei t her tgrevidingta foeth secahtbedidichhiing wartliwhile k@ywordd, whet @ iseratriesr bi dden
keyword included in the third database in the retrieved information or
cont ent s tot Reve exasdNitddritBendtebiteeVvied eithedr (R @Bt Mr secdredtdatab8s€xam ne
if there is a worthwhile keyword included in the forth database, and

al | owi ng Aigwhg¥cedsd A mtehastBiesaNcRidee ARt ibRtirst BhfdtRe Grid BRHIbRinkNt er net
site included In neither the first nor second database to the user only if

there i scaeyfd rher KesyidlutiBg!iHdeR sdtondedh@idaiedaibAgQ det (18

information or contents with the forbidden keyword included in the third

dat abase.toAeRRS Slda@b Yo drt mherAdY §ité 388 uRkdliRenLIBNEN O RrdOdMPUsEhdr USer

with fast access to Internet sites included in the first database in order

(015Dl A BLARBLA! COMBLSRIOMANE o 48RcAn fukesed Bnfonen.
the i nveq{&&?‘ge%&te Béﬂﬁéldﬁlcﬂﬂ%&f%’leﬁ%é ﬁﬁs@ rfb?%%&ﬁ@ ahtdeldddls i e |'S not

aut hori ze ave access articu ernet sites on a display

sites. T CASE K6P PR R P RO, bl B B R TR R e
I rst nor._se

St oS a 5L AhAeEs, T TEL R AR B I nd S T oves

is included, then allowing displaying the information or contents retrieved from

—C )

the Internet site included in neither the first nor second database to the user,
if there is a forbidden keyword included in the third database in the retrieved
information or contents, then examining the retrieved information or contents
to examine if there is a worthwhile keyword included in the forth database,
and allowing displaying the information or contents retrieved from the Internet
site included in neither the first nor second database to the user only if there
is a worthwhile keyword included in the forth database in the information or
contents with the forbidden keyword included in the third database.
Accordingly, it is advantage of the invention to provide a user with fast
access to Internet sites included in the first database in order to display
information or contents from the sites on a display screen. In case of Internet
sites included in the second database, it is advantage of the invention to
provide a user with a notice telling that the user is not authorized to have
access to the particular Intermet sites on a display screen as soon as possible

when the user tries to have access to the sites. In case of Internet sites



requests and examines the information or contents from bReskdBBeSodP | f
there is any keyword included in the third database before displaying the
i nformati on or contents on a display screen. If there is no keyword
included in the third database in the information or contents fromthe
sites, the information or contents fromthe sites are displayed on a

di splay screen so that the user can browse them But, if there is any
keyword included in the third database, the nmethod according to the

i nvent i onn¢ludedein peithemésstt her stediut datalmseadthecoetleed sicbowhing He thiet es as
toif there is additionally any keyword included in the forth database. If
t her e i s inmgntieywetdeves linfiethdation tdre contertis dxbabdke, sitte windoraratsean or
contents fromthe sites are displayed on a display screen so that the user
can br owseqtibsmankhexahines, thetinfenationhar cortdntnfragettef sitdseas tovi€theren t o
provide a user with information or contents worthwhile access, such as
news and igcadgnkeywofdr imludsd @vetihet hbirgh ddiglyaseartseforec| didplagirg fibiebi dden
word in them In prior art, any information or contents including a

har nf ul keforpfadionseictoréent sabdidgel dceyandthdaretib@io kdyiwdatddathkirgean are
prohi bited from bei ng di spl ayed on a display screen even though the

i nfornmat ity eiirgOAhRiHaSeP&i 8 ahforfRiionnjdH icoHterftyt foad tivhidies, Tite met hod
may further conprise the step of, according to dock and/or cal endar,

al | ocat i nafRtMEtioRNE: @bnieis Fromt el 8%éd hed Bslaydd bn2AHighlahostirbs) don
whi ch any Internet access is prohibited, non-restricted day{s) and/or

hour (s) that W elel RhAIHRWwSRCERSS. Bat,! f R ish&&'} I&Wof&%ﬁélh%&%ﬂx%e' ected
access day(s) and/or hour(s) in which Internet "access to only Internet

4, L Ao alRage 8 01 B 8L EoH)
information and contents from the sites as to if there is additionally any
keyword included in the forth database. If there is any keyword included in
the forth database, the information or contents from the sites are displayed on
a display screen so that the user can browse them. Therefore, it is another
advantage of the invention to provide a user with information or contents
worthwhile access, such as news and academic information, even though they
are including a forbidden word in them. In prior art, any information or
contents including a harmful keyword, such as a forbidden keyword in the
third database, are prohibited from being displayed on a display screen even
though the information or contents per se are not injurious but worthwhile.

The method may further comprise the step of, according to dock and/or
calendar, allocating days and/or hours into restricted day(s) and/or hour(s} in
which any Internet access is prohibited, non-restricted day(s) and/or hour(s)
in which Internet access is free without any restriction, selected access day(s)

and/or hour(s) in which Internet access to only Internet sites included in the

first database is allowed, and regulated day(s) and/or hour(s) in which Internet



access is controlled in accordance with the above nethodg ddhidspraobher
advantage of the invention to be able to control Internet access nore

fl exi ble depending on days and hours, for exanple, during sone hours such
as mdnight when children are not supposed to use the Internet, users can
freely have access to the Internet, from9AMto 5PMin weekday, al
Internet access are prohibited or only Internet sites included in the
first database are allowed to have access to, and during in weekend and
ot her houceess iveakdaglled lint acqvetiaacc ewth i ther abulatmdibngd. t heisaboweheret hod.
The nethod may further conprise the steps of providing a plurality of
client conpunhesg oflihy diveatianploUibelkabley totohtiel Dhteemdt saepsiten® fletivlel our
groups, allowing the firs group of the client conputers to freely have
access t aldpeadinidtosr days ahd hwig, tibe Seaasld, ety ebrid otdrs enicic put er s
to have access to only Internet sites included in the first database,
prohi bi t imgdiset whehECHIKReR aé not Bﬁp?bééﬂlﬁo GO BtSrhdtO ilsBRVédiDfraeless to
the Internet, and allowing the fourth group of the client conputerS to

have acceagfel £cceb8 té The TRRINE fridh TAMaBEPIW ihhwé 1130 aNani&nBedccdds 1S

anot her advantage of the invention to be able to control Internet access

dependi NG, HRABHIHIRDEP Rhterslet 8ftks 1SQNBEE §hShe MRSt BXBHAs8 ark RG0! or
office, no restriction for access to the Internet iIs provided for

TRNAger 105G ROEEE (Bf AP hirkld HSwhok othé: e RCtrebRafl,ovi ded

for pupils and enpl oyees e et may further conprise the steps o

cat egorizlhdl NS cccREGE TS %l%dlwﬂ{é]%m/%iﬁlgﬁld the first database, the

prohi bite nternet sit t’he secon at abase, the forbidden keywords

L SR 04, S DI U G Bl 200

respecti Vc%e}ﬁt cgﬂfﬂnﬁ&tsi, \ﬁ?\;ﬂjﬂ% & "phﬂ%?l%; ioy Eﬁé Eﬁ’erﬁagor}nputers into four groups,
allowing the firs group of the client computers to freely have access to the
Internet, allowing the second group of the client computers to have access to
only Internet sites included in the first database, prohibiting the third group of
the client computers from having access to the Internet, and allowing the
fourth group of the client computers to have access to the Internet in
accordance with the above method. It is another advantage of the invention to
be able to control Intermet access depending upon the groups of client
computers. For example, in school or office, no restriction for access to the
Internet is provided for managers, some degree of restrictions for access the
Internet is provided for pupils and employees.

The method may further comprise the steps of categorizing the
accessible Internet sites in the first database, the prohibited Internet sites in
the second database, the forbidden keywords in the third database, and the
worthwhile keywords in the fourth database into several groups based upon

the same or similar attributes respectively, and activating or deactivating each



7 28 Septenber 2004 of the groups in the first through $9WelfHBL20GGE tO
sel ect groups. It is another advantage of the invention to be able to
activate or deactivate each of groups in the first to fourth database to
sel ect groups of sites or keywords having the sanme or simlar attributes.
The nethod may further conprise the steps of connecting any one of the
first and through fourth database to the Internet or |oading a conputer
readabl e nmedi um storing updated accessible Internet sites, updated

prohi bi t ed tHengeoups imi thes firsiptharoaghf il ddatakesevdodssledr gupiz. eld is

wort hwhi | e keywords, and updating any one of the first through fourth

dat abasesandihaugfivaritege lof tlee netendionbtp béebbompactiate eadkbcdvatediarmofl t i s
anot her advantage of the invention to be able to update the first through
fourth daretpsdnttheoficgt tohfourtintdataledsesto asleto gkaeps of sives hort heyweaaiant
devel opment of the Internet and help an operator with the update of the
dat abase.hakligg thed batie R yirhilat hetribewenri se the step of connecting any one of
the first and through fourth database to the Internet or |oading a

conputer recort# fgethedirnay fanties @vehpigsd tiee swpsesit oralecting Ame opk dihe
first through fourth databases through the Internet or witing into the

conput er theaEablagd Radugh follrth SagiRiskelo A#vRittAsR &f 1dddend Avesthpatert 0 be
able to exchange the contents of the first through fourth database through

t he | nt erlagfiamhie Ihwummorﬂgu 4 feach dEBYsThIY ket OftBs I 1$8idthe prbRibsteal
counting the appearances o eywords included in information or contents

retrievednidrieP4dls Lhsdd el bnalded Ky wofdd, Nt GP@aiBd P& hehilk 188%drddl a
particul ar keyword appears in inforhation or contents retrieved through
the Interfff ugdating any one of the first through fourth databases through the
Internet or by the computer readable medium. It is another advantage of the
invention to be able to update the first through fourth database through the
Internet so as to keep up with the recent development of the Internet and help
an operator with the update of the database.

The method may further comprise the step of connecting any one of the
first and through fourth database to the Intermet or loading a computer
recording medium, and sending the contents of any one of the first through
fourth databases through the Internet or writing into the computer readable
medium. It is another advantage of the invention to be able to exchange the
contents of the first through fourth database through the Internet in two way.

The method may further comprise the steps of counting the
appearances of keywords included in information or contents retrieved
through the Internet, and storing the number of times that a particular
keyword appears in information or contents retrieved through the Internet. It

is another advantage of the invention to be able to monitor and control access

to the Internet.



i s another advantage of the invention to be able to nonj Fé}ghﬁ% ol
access to the Internet. 8 28 Septenber 2004 The net hod %%t;p urther ¢

conprise the steps of providing a plurality of client conmputers keyword
included in information or contents retrieved through the Internet by each
of the client conputers, and storing the nunber of tinmes that the
representative keyword appears in the information or contents retrieved
through the Internet by each of the client conputer. It is another

advant age of tThe mutleod noay further atinprise thensteps ofipptoddinig el placaliysoft ot he
Internet client conputer by client conputer. The method may further

conpri se dikat stepputsls chtwgard Znogdedt ém netforraaties sor ntantpnizhirbtrieddt ype
and permtted type, identifying the type of Internet access request, and

pr ohi bi t ithgough @i Bitepastasseddubtiie therth@mypteref and storiny i atnadsgess i s
prohibited. It is another advantage of the invention to be able to control

access t @ft ithesNtiitnehe defRasiritgtion kdiavdrdpapptaica@sthe fiifornextipla, | ust
browsing an Internet site is allowed but witing information into an

I nter net ®hténts Srepri@Ridditiretghnther BRErrie® HF exemtof fibenolren dopgmatey. It is
I nformati on outside. According to another aspect of the present invention,

there is RoM&IEGvhtaSOBPHECHVERRIARD H Bl 4B HbRRbNENA AR hBEeRMBYr am t o
control access to outside sits through the Internet in a conputer system

conpri si RYe HRMASt SNt (gﬁﬁ)ﬁtg}gg cheht ESthpgdabase including a list of _
accessible Internet sites,” means for pr8V|d|ng a second dat abase i ncl udi ng

okt oo oy o R 0 S B SPGB Ll i il absso

access into prohibited type and permitted type, identifying the type of Internet
access request, and prohibiting Internet access request if the type of the
Internet access is prohibited. It is another advantage of the invention to be
able to control access to the Internet depending on the type of access, for
example, just browsing an Internet site is allowed but writing information
into an Internet site is prohibited in order to prevent forim sending amy
information outside.

According to another aspect of the present invention, there is provided a
computer readable medium storing a computer program to control access to
outside sits through the Internet in a computer system, comprising: means for
providing a first database including a list of accessible Internet sites, means for
providing a second database including a list of prohibited Internet sites, means
for providing a third database including forbidden keywords, means for
providing a forth database including worthwhile keywords, means for, when a
user tries to have access to Internet sites in either the first or second database,

allowing access to Internet sites included in the first database and for

prohibiting access to Internet sites included in the second database, means



providing a forth database including worthwhile keywordsg s&agspbpbooshen a
user tries to have access to Internet sites in either the first or second
dat abase, allowi ng access to Internet sites included in the first database
and for prohibiting access to Internet sites included in the second

dat abase, neans 9 28 Septenber 2004 for, when a user tries to have access
to an Internet site included in neither the first database nor the second
dat abase, exam ning information or contents retrieved fromthe Internet
site nei ttABrwhere puthed trigs takave ascessoio areulsonetaiteaingbedesbirageitiseratheni ne i f
there is a forbidden keyword included in the third database in the

ret ri evedirshidatakaseononthe gsrcontdsdatabane, examiriihg tinfrmdtipmer dantenigden
keyword in the third database is included, allow ng displaying the

i nf or mat iretrieyedc rionenhe  Deternety sitef neoithehdntludednit thiet rstn clon dsetord
neither the first nor second database to the user, neans for, if there is
a forbi ddtabkeyswas to eshmiiesifithetehis 4 forbitldibat labyesmrdi inchidedriatthe ehid
information or contents, examning the retrieved information or contents

t o exanm ratabagehin dhe iretdewsdr rifadhhidok eyrweorttehts; | mdexs ifor, tifidheoy idino

dat abase, and nmeans for allow ng displaying the information or contents

r et ri evedofbidden eylwoidinethestitiel datbasded inohuiiid, kélowihe didglsyingothesecond
dat abase to the user only if there is a worthwhile keyword included in the

forth datinforfieition étheontehty rattiedd fbm GantehsetWitehinchfiddombhaldes theywor d
included in the third database. According to a further aspect of the

present iffigeHdrosecdnkde datdtiaser 8 itHedusad)) MmBRas dbHSiff Gfer€ ot AOofdrbiifleACCESS
to outside sits through the Internet in a conputer system conprising:

means f orkepi@vd dirtuded | ihS thé afiaRAS@athBas&I GNgha rdthiste X IinfaetRIP &
Internet sites, nmeans for providing a second dat abase
contents, examining the retrieved information or contents to examine if there
is a worthwhile keyword included in the forth database, and means for
allowing displaying the information or contents retrieved from the Internet site
included in neither the first nor second database to the user only if there is a
worthwhile keyword included in the forth database in the information or
contents with the forbidden keyword included in the third database.
According to a further aspect of the present invention, there is provided
an apparatus for controlling access to outside sits through the Internet in a
computer system, comprising: means for providing a first database including a
list of accessible Internet sites, means for providing a second database
including a list of prohibited Internet sites, means for providing a third
database including forbidden keywords, means for, when a user tries to have
access to Internet sites in either the first or second database, allowing access
to Internet sites included in the first database and for prohibiting access to

Internet sites included in the second database, means for, when a user tries to

have access to an Internet site included in neither the first database nor the

Oa



including a list of prohibited Internet sites, neans fo hird
dat abase i ncl udi ng forbidden keywords, neans for when gsgi ¥é9P?g%Q?% have
access to Internet sites in either the first or second dat abase, al |l ow ng
access to Internet sites included in the first database and for

prohi biting access to Internet sites included in the second database,
means for, when a user tries to have access to an Internet site included
in neither the first database nor the 9a 28 Septenber 2004 second dat abase,
exam ni ngecofidr databane,orexantihig dnfeetratione drf contdrtie rdtricecdefrori tthenei t her
included in the first nor second database so as to examne if thereis a

f or bi ddennkeyebsite neitherdediuded fietHdfivst ndatsabase databiake sbets ioessatnine
information or contents, neans for, if there is no forbidden keyword in the
third datipltage is 2 fofisiddeakeyaldr@uhdigidddsal thigi therd Agtabake ifahe Gatrgdvedont ent s
retrieved fromthe Internet site included in neither the first nor second

dat abase ihfrifRionS6F colRats, hitansi for! efiRré Ss and Goidian KepWoR dnithel uded

inthe third database in the retrieved information or contents, exam ni ng

the ret thfvedatahage B inelidid, CARANE SdibPlagitRE ihforbl@io® bf c%n‘ﬂéﬁt%h\/\h' l'e
keyword included in the fort h database, and means for allow ng di spl ayi ng

the infQefRdveANiBn GPR! Getndtebitt ERMIdP Tht BBithet %@eﬁrs?t' her | sicbhided in

neither the first nor second database to the user only if there is a

wor t hwhi | Aot Mot 1;%5. dnk o tﬂﬁg{e o §dy %ﬂ%é eR{an@tingn or
contents % the feo (lelgﬁ teywo I ncl ugﬁg In t eﬁwﬁ (rah&l EI ase. BRI EF
DESCRI PTI Y. RWAN ts rgﬁﬁi ts., alise }é%ﬁﬁ%ﬁ ages of
t he presetfnat}l Glanventl oﬁﬁvvl gq%gerde) @E{a yo‘ﬂl:m erstooc Seroug e

fol I ow ng}eg?eﬁr%ﬁ'lﬂfdrprpatlon or contents to examine if there is a worthwhile keyword
included in the forth database, and means for allowing displaying the
information or contents retrieved from the Internet site included in neither the
first nor second database to the user only if there is a worthwhile keyword
included in the forth database in the information or contents with the

forbidden keyword included in the third database.

BRIEF DESCRIPTION OF DRAWINGS

These and other objects, features and advantages of the present
invention will be more readily understood through the following description
with reference to the accompanying drawings, in which:

FIG. 1 is a schematic diagram of a computer network including a

sever computer and client computers connected to the Internet through the

9b



with reference to the acconpanying draw ngs, in which: BBGeptembeR2004
schemati c di agram of a conputer network including a sever conputer and
client computers connected to the Internet through the 9b 28 Septenber 2004
server computer in which a nethod according to an enbodi nent of the present
invention is used. FIG 2 is a schematic diagramof a server conputer in a
conput er  AEVRD cimpudenin whichGUREthod Bedairding3toi an embbdimératr of thh pwesegtt he
steps of a method according to an enbodi nent of the present invention.

FIG 4 is mventisnhgnisedhowi ng the steps of a nethod according to another
enbodi nent of the present invention. FIG 5 is a flowhart show ng the

steps of a met hop@CcoOkdl NEhEM ARl Giberdfl &Tﬁ&% n SirP HEESH)

i nvention. REST MODE FOR CARRYI NG QUT THE | kﬁ?‘o&?rﬁﬁuﬁ}dﬁ% Rt i ¢
di agr am of t e hpcluding a server conputer and a plurality
of client Iégtrrv%u ers&{:%{r%lng%?fé]g“¥g'the Internet 15 through the server

comput i n whi t hod according .to preferred enbodi nent. of the
presenfgi nventiglﬁl(?s LS B %’E}S}W%'B eFbeRs P awﬁ%ﬂﬁwr%@c%d to
the Internet_ 2_through a provider 3 which provides the conputer | wth
I nternet cORRBEH O rresgtiaventipdy be a personal conputer connected
to the provider 3 through dial up. In Fig. 1, the conputer 20 1 is a server
conput er connectlElGt 4 iz plflowthary sifovdhigetite stepsudfersmbthddt augrding ltocal
area network 4 and may be inplenmented as a proxy server. This | ocal

another embodiment of the present invention. ‘

FIG. 5 is a flowchart showing the steps of a method according to other

10  embodiment of the present invention.

In FIG. 1, a schematic diagram of a computer network including a

server computer and a plurality of client computers connected to the Internet

15 through the server computer in which a method according to a preferred
embodiment of the present invention is implemented. A computer 1 is
typically connected to the Intexrnet 2 through a provider 3 which provides the
computfer 1 with Internet connection. The computer 1 may be a personal
computer connected to the provider 3 through dial up. In Fig. 1, the computer

20  1lisaserver computer connected to a plurality of client computexs 5 through a
local area network 4 and may be implemented as a proxy server. This local

area network 4 may be a local area network in school or office. Various kinds

of WWW servers 6 around the woxld are connected to the Internet 2. Each of

WWW sexvers 6 provides an Internet site which is identified and accessible

10



area network 4 may be a |l ocal area network in school or £ A OIS

ki nds of VWWVserzers 6 around the world are connected %g%?hgg?ﬁgiéégﬁlz_
Each of WWVservers 6 provides an Internet site which is identified and
accessi ble 10 28 Septenber 2004 through URL Internet sites provide various
kinds of information or contents which are accessible through a browser

sof tware. {pnRRATRL] InterRbe althy phii8de $8tH0aB1E8NAE of b8 EBR 0xdokngertt’r ough
whi ch various information or conpents are accessible. 5 Information or

EO ntents | a\%ﬂ&% %ﬁers?;ib?e hi l{%lpg ﬁa&gﬁge%dﬁ‘&gfb. 'ﬂom%&ﬁg@’i@ %g%f&éﬂy Mpkup
anguage ( Fchcan’inc e text, graphics,” 1mges, sound, “vi deo,
and etc. An exanpl e of _content itten i.n HTM..is . shown.in page 1

hr ough 230 BERED O GPLIRETBEL Piip RRUEID WIBHD RS RIeIgaR e oF DREerSci ot y
of Information Processing, 1997. The retrieval of 10 information or
contents i Ar&aspsible.ver 6 is general ly achi eved through a WW browser
software (not shown) installed at a client conputer 5. The WAV browser

sof t warfe can not Infokmalioovesecintbotavet MOWVBrservenseh age hypartew\Wwisdendn 6 by
retrieving the information or contents froma WWVserver 6 and then

di spl ayi ngtk &lypeirexteNiaplup rLeaomagp tEITMLR whishlay Behedntaft, grafhics,i ent
conputer 5 but also send information to a WAMVserver 6 froma client

conput er %m&%%s,%ﬁ%l\,/m%&r: d 8t N ekMnBlé oP Ubh&kits v@lﬁﬁreﬂ iof FRErMYMgser ver

6. In additi the owser software can provide client conputers 5
1 ST SO OGSk FESRR SHEDNGR HBELLOIRARagLE.
proxy '98/'99"  the Society of Information Processing, 1997. The retrieval of
10 information or contents in a WWW server 6 is generally achieved through a
WWW browser software (not shown) installed at a client computer 5. The
WWW browser software can not only browse information or contents in a
WWW server 6 by retrieving the infoxrmation or contents from a WWW server
6 and then displaying the information or contents on a display screen of a
15 client computer 5 but also send information to a WWW server 6 from a client
computer 5, for example, writing text into a bulletin board of a WWW server 6.
In addition, the WWW browser software can provide client computers 5 with
chatting function, that is, message exchange function among client computers
5.
20 The method of the present invention is implemented in the proxy
server computer 1in FIG. 1. Computer program for implementing the method
of the present invention is stored in a computer readable media, such as CD-
ROM 7. As shown in FIG. 2, when the computer program is installed into the

server computer 1, the computer program builds a first databases 8 and a

11



server conmputer 1 in FIG 1. Computer programfor inpl eggrgéﬂgmblggzogghod
of the present invention is stored in a conputer readable nedia, such as

CD- ROM 7. As shown in FIG 2, when the conputer programis installed into
the server conputer 1, the conputer programbuilds a first databases 8 and
a 11 28 Septenber 2004 second database 9 in the server conputer 1. The
first databewadsdatabheedsinathd satveofcotdRusentl. Thedimttdasabase 8 inslhided aan
operator of this local area network 4 allows users to have access. This

l'ist, thatlistof BRIGAN afeidetRitee tb vilich kfCpedator dthfs l0talafea Tithbek 4
Internet sites which an operator of the local area network 5 4 considers

sut tabl e f gflokBGiddee 16 Ra BRSNS fior, StHER 185s0-LAGS BYUKAL 1RY, %ﬂ:(]:lbt]ufe%hom S,

academ c organi zations, governmental organizations,

institutio Th o} tabase, 9 inchudes a list,.af URLs of |nternet
sites to \Amlhs %ﬁa%%é lﬁfeoﬁ%ﬂn%risétqso E}C&‘aﬁﬁpﬁ@t%%a? #Fﬂfw?’fﬁat gé}ﬂgoé‘ s from
havi nghﬁacc ss. This-l| i,saiJ g(graé&ﬁi S, so-glalled bl ack |jst, Jncludes URLs of
10 protl bi £ &piexs suitable Bhe a5 thparelmrkdt such apdaternet Sitestalor k 4
considers harnful to the objective of the |local area network 4, such as

I nternet $hoels, ofcadrmisyoagiyizatigngagoy el Ronganizatjorisy ciudeothexhi t e
list for the first database 8 and a black |list for the second data base

bef or ehandpulilie idxit thu tisist Tharsdcddddktdbast 9 inthidas £LRsREMVURIa of Bitwimdgd i nto
several groups based of attributes of Internet sites therein, for exanple,

a group ofsigehe®lwisichem opeidtor Bf @he A6MAT BN dthwork NG pr&hibit@Nuset Foma
group of pornography sites, and a group of ganbling sites. = An operator of

e oo BRARTSRRCE SygeeleRl 1 ESBLO R AR hELand st 1

10 prohibited Internet sites which an operator of the local area network 4
considers harmful to the objective of the local area network 4, such as Internet

sites of pornography and gambling.
CD-ROM 7 may include a white list for the first database 8 and a
black list for the second data base.beforehand. The both white and black lists
15 in CD-ROM 7 are divided into several groups based of attributes of Internet
sites therein, for example, a group of school sites, a group of governmental
institution sites, a group of pornography sites, and a group of gambling sites.
An operator of the local area network 4 may select those groups in white and
black lists in the first and second databases 8 and 9 by activating or
20  deactivating each of the groups to meet the objective of the local area network
4. In addition, an operator of the local area network 4 may add or delete any
Internet site to or from each of activated groups of white and black lists in the

first and the second databases 8 and 9 at any time. The activated groups in

the white and black lists in the first and the second databases 8 and 9 are

12



20 deactivating each of the groups to neet the objectiv DG4 ar ea
network 4. In addition, an operator of the |ocal area %%g\%rrt%é may %dd or
delete any Internet site to or fromeach of activated groups of white and
black lists in the first and the second databases 8 and 9 at any tine. The
activated groups in the white and black lists in the first and the second

dat abases §s@Ddnd tRke bk cBErqAt T 320w SRA Hebefnligteh! %%ﬂﬁ:ﬁ%\%i Thel G 3

which is hereinafter explained. The deactivated groups in ite and

bl ack listg.in: fLr o ses 9 arg n used in
PhaCt ) ovendeddiated drbbs %E%H“?%%gt%ﬁﬂﬂ?@é Q%% i tﬁ%g}g&%@t fhe %%%’8 am i n
CD-ROM 7 fuyrther bui lds a thirgd. database 10.a fourth database 11 in
t he serveraﬁtﬁ'ﬁ)ﬁﬁ?\%g a{‘%é\/ﬂ%‘ﬁn? Es%f]c?g ?‘gﬁf%@ﬂ%&ﬂ&%& nto the server
conputer 1. The third database 10 ipcludes a |ist of forbidden keywords in
i nfornation or cBatesrng oddH-2 agaiy the cempadenpragiamninopBrBOM Tdurthes | ocal
area network considers harnful to the objectives of the |local area network

4. The 8 i sbuidds fdhbidddatableey dbraisl 4 Gourthl detabasd d1 hethapbeerdebhmneetr an
words, words inducing crimnal activities, and discrimnative words in

Engl i sh anghehhhe grepeuadssnstilled ity tHe séi'ﬂbﬁ@tﬁﬁ?uﬂér 1."H dIehisd Aakalsdseof

wor t hwhi_l e keywords 1n information or contents romlnternet sites which

tell that i@%'FIHdéE”@tﬁé%nopgoﬁm&lnﬁggvgr&@riﬁhﬁﬁi))!'lﬁﬁtei&ig(y}]s !c&gte%?s Fah! aying

even though a forbidden word i s 1nc I n them I'st of worthwhile

e 0 G 5 R SR o L e 5,
o TS5 PR, Bl St SR, MO o R DR
10  includes, for example, defamation words, words inducing criminal activities,
and discriminative words in English and other languages. The fourth
database 11 includes a list of worthwhile keywords in information or contents
from Internet sites which tell that the information or contents is worthwhile
browsing or displaying even though a forbidden word is included in them. The
15  list of worthwhile keywords includes, for example, words used in journalism,
‘medical words, and legal words in both English and other language. CD-ROM
7 may include a hist of forbidden words and a list of worthwhile words
beforehand. Forbidden words and worthwhile words in the lists in CD-ROM 7
are divided into several grdups based upon its attribute, such as a group of
20 legal words, a group of journalism words, a group of defamation words, and a
group of discriminative words.
An operator of the local area network 4 may select the groups of the
list of forbidden keywords in the third databases 10 by activating or

deactivating each of the groups which the operator considers harmful to the
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are divided into several groups based upon its attributesg SmbSr 8094 oup
of 20 legal words, a group of journalismwords, a group of defamation
words, and a group of discrimnative words. An operator of the |ocal area
network 4 may select the groups of the 1list of forbidden keywords in the
third databases 10 by activating or deactivating each of the groups which
t he oper at objectivsiofléhe lbexlnduel netwdrk 4.3F@8hSepirewheratz®@f thejlecdli meaof t he
| ocal area network 4. Further, an operator of the |ocal area network 4 may

sel ect thengtwis4imay %lédtsthegégo%_&tih%ﬂé Bsk 6F Wk dswhile 18 wdr@Y th the

dat abases 11 by activating or activating each of the groups to neet the

51 om | nt SrnE Qe Ay BELORE br dAchRaRhy MR I RERBuES RS | "

even though a.forbiddgn word in the activated groups jn_ the.third, database
T0° s i ol RERR PR aeR atetGoRE g BAS alpRe B etien Y 1348808t or o
the local _area network 4 y add_ or delete any keywgrd to or from each of
act i vat®ed fr@%i&%ﬂref&t £Hes |tfq§%es splayed o prewsathon glichentysempatess xyeand 11
at any tine. 10 The activated groups in the lists in the third and fourth
dat abases Hpughda farbidden wenrd innthehactivaped lgxoups i Ehethdvlatabaise 10 is

herei nafter explained. The deactivated groups in the lists in the third

and four t hithiddsbie thd fanshatibnagecontehtsidacadditibheah | opeehirtofithe Ab&al 3.
Referring to FIG 2 again, the conputer programin CD-ROM 7 further 15

bui | d fi ' i s
uilds a fafdadhnéiRicikasends add éﬂw&elétf MET% Wa% ok MBENeANE P OGR!

installed into the server conputer h dat abase 12 stores the

'[]ihzt F?c/al 0 rotggﬁ HBeNisthhE ' BLEAELnRYRRE d9fatlEs G0 S 1T YU P of

10  The activated groups in the lists in the third and fourth databases 10 and 11
are used in the flowchart in FIG. 3 which is hereinafter explained. The
deactivated groups in the lists in the third and fourth databases 10 and 11 are

not used in the flowchart in FIG. 3.
Referring to FIG.2 again, the computer program in CD-ROM 7 further
15 builds a fifth database 12 in the server computer 1 when the program is
installed into the sexrver computer 1. The fifth database 12 stores the history
of the use of the Internet by each of the client computers 5 of the local area
network 4. The fifth database 12 stores URLs of Internet sites accessed by
each client computer 5, and the number of times that representative keywords
20  are detected in information or conténts sent from Internet sites and displayed
on a display screen of each of the client computers 5. Representative keywords
mean words representing the feature of the information or contents and may

be forbidden keywords in the third database 10 and worthwhile keywords in

the fourth database 11. Alternatively, representative keywords may be chosen
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network 4. The fifth database 12 stores URLs of Interne ? ﬁ ﬁ g@&fd by
each client conputer 5, and the nunber of tines that %? SENTAry

keywords 20 are detected in information or contents sent from I nternet
sites and displayed on a display screen of each of the client conputers 5.
Representative keywords mean words representing the feature of the

GQI g[)ggte ' gi&&ﬁgﬁﬁ%ﬁg \}Eolﬁ'}gﬁmﬁen ?gld{ ﬁb?ﬂ}ﬁﬂﬁﬂe keYyWerdisid thd Hﬁtatﬁﬁﬂsééj 10

wor t eyvvor the four dat abase

Al ternativel esen r S t ember 2004
independen??é 11‘1r§' ¥e§|'88 grv&‘% Iﬁ%&ﬁﬁ tﬁn %osoﬁﬁérg%eﬁgageabases 10
and 11. Representative ke vvords ma l.i s n . _The
conput er progran’iﬁﬁ Co Pr%}f@%@?ﬁ%wgf@ Fﬁ ﬁx%g?z?qgsp
server conputer 1 when the programis installed into the server 5 conputer
1. The si x18 idathebessyer Tosmartes 1 waeni thecnraggangin dstalled into e septesss of
the client conputers 5, to identify each of the client conputers 5

connectied tamptter (¢ dlheasidh néatabake 413 Bhoresddhntifioativhelgtpesanh aniBnti on
uses this identification data to control access of the client conputers 5

to the | na@anek. of kel dlicht Combutard bO¥YE baritifl adach et thieedicnt Cohithaereb
browsi ng control nethod according to a first enbodi ment of the present

i nventions JTeLR am
nstall od BRI he 'ig%onpu?%%ét%f# R PO ot iRERI B agh

br owsi ng contr st ar e rver cess
Fequest 1 ooiretingdriagcastet i i QR Rea gl eeﬁﬂ%ffta{o%*ﬁ%ts?%5%5 i
server conmputer 1 analyzes the access request to the Internet 2 froma
client co BRe5 ot step S2 with respect to IP

10 In FIG. 3, a flowchart for implementing Internet browsing control
method according to a first embodiment of the present inventions is shown.
The method is implemented by the computer program installed in the server
computer 1 from CD-ROM 7. After the Internet browsing control method
starts, the server computer 1 receives an access request to the Internet 2 from
15 a client computer 5 at step S1. The server computer 1 analyzes the access
request to the Internet 2 from a client computer 5 at step S2 with respect to IP
address of a client computer 5 stored in the database 13. At the step S2, the
server computer 1 also determines if an operator of the local area network 4
allows client computers 5 only to browse Internet sites and prohibits client
20 computers 5 from writing information into WWW sexvers 6 in the Internet. In
this embodiment, let's assume that an operator of the local area network 4
prohibits all client computers 5 from writing information into WWW servers b
through the Internet 2. Alternatively, the operator may allow some of or all of

client computers 5 to write information into WWW sexvers 6. At step S3, if the

15



address of a client conputer 5 stored in the database 13g it RBesb684S2.
the server conputer 1 also determnes if an operator of thglocal ar ea
network 4 allows client conputers 5 only to browse Internet sites and
prohibits client 20 conputers 5 fromwiting information into WAW servers G
in the Internet. In this enbodinent, let's assune that an operator of the
| ocal ar ead¢tesswreguest frouhchents canputérsemtis donpuite isf@miation wifot WiFW
information into WWVservers 5 through the Internet 2. Alternatively, the

oper at or rsrvetd Gtisanthekesreralompiter Al %@%’f t@ﬁ@ﬁ@@% ohiDitVhd Gccess
i nformation into WWVservers 6. At step S3, if the 15 28 Septenber 2004

access " eRest IEASHH U BRerfOBD /1055 [BohOwHAL LA el RHRERVYY

servers 6, then the server conpu goes to st to prohibit the

access re . | .h ent ters. 5 fro iting informati into
WAV ser veérbg 9glgsaénéﬂ @r‘\#'%r?nrr%' t?’%ereﬂggsru%gtcgﬁngF?%ﬂ?mg%ﬁ%&%%ﬁcpﬁnﬂﬁgﬂe
rejecti.on of the 5 aggeai fe uest ]%%rthe Internet, If the access request
from cPi erfiCCERAUSSE te the Integnet, It the-aqepss kequesbnom rlientoronamesnbasf r om a
WAV server 6, then the server conputer 1 goes to step S5. At the step S5,
the servertoggabtrteieve infoamation urgondents fmmaBIWEY sewvelr 6o thew tlodsarver ¢l i ent
conputer 5 requests to retrieve information or 10 contents as to if the

URL of a \WWipwtevdrg®@sdoastepBbuded in the first database 8. If the URL of
WAV servers 6 formwhich the client conmputer 5 requests to retrieve

information or cantlendétspiSs, thekaded compube T bxshinlat@RAST SWWHesABe
server conputer 1 goes to step S6. At the step S6, the sever conputer

Transer B ool ioEh o IR SUEPLEC o RRIER, & MUl RGELE by

10  contents as to if the URL of a WWW server 6 are included in the fixst database
8. If the URL of WWW sexrvers 6 form which the client computer 5 requests to
retrieve information or contents is included in the first database 8, then the
server computer 1 goes to step S6. At the step S6, the sever computer 1
connects to a WWW sexrver 6 through the Internet 2 by u'sfn—é Hypertext
15 Tramsfer Protocol (HTTP) and retrieves information or contents from the
WWW server 6. The server computer 1 goes to step 7 and sends the
information or contents retrieved from the WWW server 6 to the requested
client computer 5 through the local area network 4. Then, the information or
contents from the WWW server 6 is displayed on a display screen of a client

20 computer 5.
At the step 5, if the URL of WWW servers 6 from which the client
computer 6 requests to retrieve information or contents is not in the first

database 8, then the server computer 1 goes to step 8. At the step 8, the server

computer I examines the URL of a WWW server 6 from which the client
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WAV server 6. The server conputer 1 goes to step 7 and
I nformation or contents retrieved fromthe WW server 6550%?%%‘“?%%%%%%%

client computer 5 through the local area network 4. Then, the information
or contents fromthe WAWVserver 6 is displayed on a display screen of a
client 20 conputer 5. At the step 5, if the URL of WAV servers 6 from

whi ch the Gniaifer FRIPIGES tdrdteNe Shiorhfatid bl BYfteh® 95 T04f Ok DRICENLENt S

is not in the first database 8, then the server conputer | goes to step 8.

At the st I en, | ' he, f WV server 6
from whi Cﬁﬁvﬁgv %&%&?\? %%% ep en%heer se%g? %g%%ﬁee?'qgkpg&ﬁgtlg l{"gluflg‘&ri eve
I nformatian Qr contents as taq if t URL of a WW/server 6 _are included in
t he secondnd‘g}eaﬁ%é‘%éaqa%aﬁ?&’ ijaﬁnir@% SEEVSEAMPIEER A 0S8 daribecaieR iR o,
then the server conputer 1 goes to the step 4 in order to prohibit the

I nt er net €8x § Brohihy @Ieilél%@m@é gpeassof he chentreomumiter §. HothesURAGsmded i n

t he second database 9, then the server conputer 1 goes to step 9. At the
step 99 t hHackeledan thengpevrd dhtalvasedd;tthehdhelserviiivsepwer 16g6ds ougbp & he
Internet 2 by using the HITP and retrieves information or contents from

the \WW seAt/tlie StepThethieesdrver esnputar MebhAsctto GRBIWWY §di98t Bhgir WK
server 6 is examned at step 11. 10 At the step 11, if there is no

f or bi dden ¢r@ywReshet0h§ Gsirl Eﬁg@%d%ﬁ%&%ﬁé{ﬁ@a 6h fen®Y Phm

i nformati on or content’s from server e server conputer 1

g0ee L0, B HRRVE b B egf S BBl bR RGP
contents Osrér\?erd. fsple}?z}/mfrfer aetnstg£) 1tﬂle client conmputer 5. If the
10 At the step 11, if there is no forbidden keyword stored in the third
database 10 in the retrieved information or contents from the WWW server 6,
then the server computer 1 goes to the sfep S7 to send the retrieved
information ox contents to the requested client 5 computer in order to display
the information or contents on a display screen of the client computer 5.If the
15 information or contents retrieved from the WWW server 6 includes a
forbidden keyword in the third database 10, then the server computer 1 goes
to step S12 in order to examine the information or contents as to if there is a
worthwhile keyword is included in the information or contents at the same
time. At the step 11, the server computer 1 may count the number of the
20 appearances of forbidden keywords in the information or contents from the
WWW server 6. If the number of the appearances of forbidden keywords is
very small in the information or contents, such as one or two, the server

computer 1 may go to the step S7 instead of the step S12. Alternatively, an

operator of the local area network 4 may choose that, if at lease one forbidden
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15 information or contents retrieved fromthe WW servebgdypghiydesody
for bi dden keyword in the third database 10, then the server conputer 1 goes
to step S 12 in order to exam ne the information or contents as to if there
is a worthwhile keyword is included in the information or contents at the
sane tine. At the step 11, the server conputer 1 may count the nunber of
the 20 appdesyvences fofind at bhe giep Ky the deverrconirartenflalways goe®to thwdtept s
fromthe WWserver 6. |If the nunber of the appearances of forbidden
keywords igigvery small in the information or contents, such as one or two,
the server conmputer 1 may go to the step S7 instead of the step 512.

Al i | t t, if
ot Lenoe ope} o?‘ﬁ‘f {REELDLSTa AL el g%"%‘f%bﬂ’%ﬁ%e@% & e AR,
11, th t t th t At th f
the serverStOESLR B @uﬁlhﬁgtv@%%ﬁf et ayie o oo ea#%aeﬁrw%@ﬁérﬁaﬁﬁ{eh !
RN AL hg‘@?@dﬁgﬁtﬁeﬁ@m&E@c&égﬁghééﬁw@@la%mﬁ% HEcaor vor

conputer 1 goes to the step 7 to send the information and contents to the
request ed thlei semvexccopputer Sgoes tortherstep 7diossendythelinfarniatiornandrcontents
contents on a display screen of the requested client conputer 5. The

exi st ence toothe raguiddtedi dlienk epwarncterakes dider itof disphiy eie enforatdteod sr
i ncluding a 10 forbi dden keyword worthwhil e displaying. For exanple if a

Forbi dden colgyyiardh 8y sbrdefi®fithe hegd@itad aBenf&bmptth BThe &ASAIRE"

"anphetamne", is found in the information or contents froma WNWVserver 6

at the step §%%orthmﬁ1é USWERh! AAKES Bkl br REnfit§ i BheSE' | 1 N0

such a drug and ¢
10 forbidden keyword worthwhile displaying. For example, if a forbidden

keyword stored in the third database 10, such as, "cocaine", "amphetamine”, is
found in the information or contents from a WWW server 6 at the step S11,
the information or contents might be offering or selling such a drug and come
from an illegal Internet site. However, if a worthwhile keyword, such as
15 "news" which is in a group of journalism words selected and activated by an
operator of the local area network 4 and stored in the fourth database 11, is
found in the same information or contents as the forbidden keyword "cocaine"”
at the step S12, the information or contents are thought to come from an
Internet site providing news articles. Then, since the operator allows the
20  client computers 5 to browse news articles through the Internet by selecting
and activating the group of journalism words in the fourth database 11, the
information or contents are sent to the requested client computer 5 in order to
be displayed at the step 7. If another worthwhile keyword, such as,

"imprisonment" from a group of legal words, is found in the same information
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froman illegal Internet site. However, if a worthwhile as 15
"news" which is in a group of journalismwords sel ect edzgg%\ﬁ?%rﬂp?/%%@%l by an

operator of the local area network 4 and stored in the fourth database 11,
is found in the same information or contents as the forbidden keyword
"cocaine" at the step S 12, the information or contents are thought to

come from gp coh Qs R I $EbIRY Kb Itae%c%{r%i'ﬁ{}f‘éinfgﬁﬁatioﬁ!dl‘:@ont.t?ﬁtrsough

operator allows the 20 client conputers 5t rowse news articles

the Internet by selectin ang. activati the @roup . of .journal.ismwrds in
the fourt hate DS 10 Pl Bl et el it SenipitE e
requested client conmputer 5 in order to be djsplayed at fhe step.7. If
anot her V\DPFHWEHW%HWQ%%?IH%H% Against the misHse "‘g‘f“rﬁbrilaer@?@ﬁp lg)fml egal
words, is found in the sanme information 18 28 Septenber 2004 or contents as

t he forbi deperatey abtle tasat arerenetwonk 4 milomrsealient compadensehite haxeeacténsught
to cone froma legitimate Internet site explaining the punishnent or

crimndl | sonlmganeissitéshaboutduss, tHe oparatorTilerndd celect nhd aptivatetlad @oupf t he
| ocal area network 4 allows client conputers 5 to have access 5 to Internet

sites aboubf llapd, widilsoferad ah o Ubdrge!Rehbasd 1achbfpbieart e 10 herOf
| egal words stored in the fourth database 11 beforehand. If another

wor t hwhi | e gwfgﬂ O%%p?%i%a&haarsm&ﬁlﬁgg{a%ajogﬁgﬂ &ffectd ' aagrE?ﬁlgp of¢

nmedi cal wor ds, e same informatl or contents as

forbi dden _Kk rd "cocakne"y,. the information. or contents ane th ht to
Come. {1 om B ondEDRRRd i B SR WAoo AR TN o £ FBRAENES 0,
an operatoy of t({;ﬁ! | oca)l ﬁrea network 4 want to alt{hgw ﬁlient copputers 5
to have actKe¥¥oxd, cqcame nghe anfoxmalion,pr cenients argthenght te cogprebranya

shoul d sel ect and activate ) )
10 legitimate Internet site of medical matters. Therefore, if an operator of the

local area network 4 want to allow client computers 5 to have access to

Internet sites about medical matters, the operator should select and activate

the group of medical words stored in the fourth database 11 beforéhand.'
However, at the step S12, if there is no worthwhile keyword in the

15 forth database 11 is found in the same information or contents as the
forbidden keyword "cocaine", it is very likely that the information or contents
come from an illegal Internet site offering or selling drug. Therefore, the
server computer 1 goes to the step S4 to prohibit the information or contents
from being displayed on the requested client computer 5.

20 Some examples of forbidden keywords stored in the third database 10
and worthwhile keywords stored in the fourth database 11 are explained in
the above. Those who are skilled in the art easily choose various kinds of
forbidden keywords and worthﬁhﬂe keywords for the third and fourth

databases 10 and 11.
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the group of nedical words stored in the fourth databaseg ehBLED .
However, at the step S12, if there is no worthwhile keyvvo:%p?n tﬁe éqg

forth database 11 is found in the sane information or contents as the
forbi dden keyword "cocaine", it is very likely that the information or
contents cone froman illegal Internet site offering or selling drug.
Therefore, the 2adgrstep Sddpaheend proessst of the wedodSdcdoadpieo s the fils
i nformati on or contents from being displayed on the requested client

conput er Sem?dSaeRt qgam:egsﬁogtoﬂagbum oR IYRNES el 8ekted Be &intd

dat abase 10 and wort hwhi eywords stored in the fourth database 11 are

expl ai ned | . r |l - i t I Qose

vari ous Ki {;}cﬁgp%?&s?%%?%lg-eﬁgﬁil%)mrgg, g’r?géﬂv@]ﬁ%\%ﬁ?wg é;a/a\rf\lodr g%ﬁjPS%{nt%‘rElg%t hi rd
and fourthy databases .10 and 11. 19 28 Septenber 20 At..step S 13, an end
process of KEREO %83%0@'?&?’#&“} Fher F‘?&?Pgsb%cf?ﬁﬁiﬁ%ﬁl@h?h‘?rét FHRUSSS 8t or i ng
URLs of_ Internet sites acgcessed by c|ient., conputers 5, forbidden keywords,
wor t hwhl | eaRd §OURY Ok appearancafoy eacksfvpltend suxapiaters & be thar@ithat i on
or contents accessed by client conmputers 5 5 and their counts of appearance
for each oflahasatl2conputers 5 in the fifth database 12. FIG 4 shows a

flowchart of Internet browsing control nmethod according to a second

enbodi nent of t hEI@rdesdntws ny efibweltartl of FlxGerdet thiewsixp| eomatdlomahedt t he
same steps in the flowhart as those of FIG 3 is 10 omtted and given the

sane ref er gaeedRMETHS ASs@dn k! nBodititit! & @l BheseRE PNt O FRG. Etihed
according to the second enbodi nent of the present
explanation about the same steps in the flowchart as those of FIG. 3 is
10  omitted and given the same reference numbers as FIG.3. The Internet
" browsing control method according to the second embodiment of the present
invention controls Internet access client computer by client computer. In the
method, there are four groups of client computers 5 about the control of
Internet access, that is, a first group of client computers 5 to which no
15  Internet access control is applied, a second group of client computers 5 which
is prohibited to have access to the Internet, a third group of client computers 5
which can have access to Infernet sites included in the list of the first
database 8, and a fourth group of client computers 5 which Internet access is
controlled by the flowchart explained in FIG 3. Each of the client computers 5
20 bélongs to one of the four groups. Information about which group a particular
client computer 5 belongs to stored in the fifth database 12.
The method in FIG. 4 determines which group a client computer

requesting Internet access is included in by comparing IP address of a client

computer 5 requesting Internet access with the group information of the client

20



I nvention controls Internet access client conputer by cgg%% +&R §6a 1N
the nethod, there are four groups of client. conputers about the control
of Internet access, that is, a first group of client conputers 5 to which
no 15 Internet access control is applied, a second group of client
conputers 5 which is prohibited to have access to the Internet, a third
group of ctemptitarairptured $n Bhe Eiftlc Hatdbnsba2e adethsS 14.dflaéledtelongidtes 5
included in the list of the first database 8, and a fourth group of client

conput ers e ditisting! Hft@fﬂé%tacé&%"i%%ni:ﬁldeﬁ%tth@ﬁll%g g%ﬁ BPc]fiérPB’\%’?ﬁ?]ﬁte?é(Bl ai ned

in FIG 3. Each of the client conputers 5 20 bel ongs to one of the four

groups. | nfec 1.0 | C | cul ar | i.ent conputer,.,5

bel ongs to{vglf[l%?éd% %&?ﬁ%&l ?m%}['%%t{ %gggl#?&#k%aﬁn@fvﬁga I?%VeFﬁﬁesﬁ taeﬂlgr m nes
which group a client c uter, . requesti | nternet access is included in by
conpari ng frﬁeﬁﬂ%ﬁ@&‘%? gﬁY&P@WO gﬁ%ﬁg‘? SWP%&%EPF%fEﬁ?SeW?P é@é@ss
with the group information of the client 20 28 Septenber 2004 conputer 5
stored d n ¢orEect e @ WV MbaewerH imprdarely stuigve infosmetioaner eanfputsedf 5
requesting Internet access is included in the first group of client

conput er s &ienthiorhpater apguesting Giterhet haeat iaireln ded intke deanldopsupwfhave
access to the Internet without any restriction, then the server conputer 1

goes to stepenibedmpbteedietich andopy¥¥dtSE bl ehie fodal e aletiwdrk & Hl6WiBits
information or contents. If a client conputer requesting Internet access

i's incl udef ol hbiSSCRRS LAY NGt iRRL LY S5 rer ¢ ';ﬁﬂeﬁp n@gsrtator of

t
the | ocal area network 4 prohibits from having access to any rnet
sites, the h r - . S prehi.bit and rgject
the Inter née]ﬁte %a’ggz@sﬁﬁ{}?ﬁ@%ﬁ& g%f&gg&n%u%t%r%éﬁg%eggu%@ i ﬂb&rtnfoﬁﬂlé Fratcess
'S ncl'OU deldeqlure]:s qu I%l?elarrn%t T Llc‘f‘hllélg gn e Utr rg%ot?p of client computers 5

~

which an operator of the local area network 4 allows to have access to Internet
sites only included in the list of the first database 8 or in the fourth group of
client computers 5 to which an operator applies the same steps as those of FIG.
3, then the server computer 1 goes to step S15.

15 At the step S15, if the client computer 5 is included in the third group,
then the server computer 1 determines whether or not the URL of the
Internet site requested by the client computer 5 is included in the first
database 8. If the URL of the Internet site is included in the list of the first
database 8, then the server computer 1 goes to the step S6. If the URL of the

20 Internet site is not included in the list of the first database, then the server
computer 1 goes to the step S4. If the client computer requesting Internet
access 1is included in the fourth group to which the same steps as those in FIG.
3 1s applied, then the server computer 1 determines whether or not the URL of

the Internet site requested by the client computer 5 is included in the list of
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whi ch an operator of the |local area network 4 allows to

Internet sites only included in the list of the first ata §§I§B§P§06?n t he
fourth group of <client conputers 5 to which an operator applies the sane

steps as those of FIG 3, then the server conputer 1 goes to step 515. 15
At the step 515, if the client conputer 5 is included in the third group,

then the sehyfiestodutabaes 8. Ufdké ETRIL 6LehaifbRest ofe 1@%c1hﬂ8d HRkh O1ist ﬁ&
Internet site requested by the client conputer 5 is included int first

dat abase 8 t | t he
first dat glr)%t‘;%éﬁéﬁa%éﬁ% nﬂ{eﬁeﬂgee%é\%gg% ;&J%eterrel %éesoﬂé?h[lé%?% {“h&‘ Sgﬁh &ft
URL of the 0 si.te.i.s i.ncl,ud i th |

dat abase, pﬁ gg]{;g%\?ef’ noéd%&%g}i 4&6“@ Spf}heegg feaa as?’f rt ncth1eent
conputer re estl I nternet  acces included in the fourth roup to
whi ch the E‘S’é‘ g% t Reeet9 §ten é %Eheu SR pTtERY ast Hese (el Koy Jeare
conputer 1 determ nes whether or not the URL of the Internet S|te
request%d Ba,ketﬂhe client conmputer 5 is included in the list of 21 28

Sept enber 2004 the first database 8. If the URL of the Internet site is

i ncluded in the FIGH chotwhe a filowthaiat ababeteBnet Maowishe semtes] epsieter 1
goes to the step S6. If the URL of the Internet site is not included in

the |ist ofcdob@ing t6ta HairdbatBodimdient the presimen it ah #1608 tha step
S8. The sane steps as those of FIG 3 are "5 taken. FIG5 shows a’'flowchart

of | nt er nebyRLAURLAGLGAR e BRINIGT uACALMLAG dLufbb e fcerPod] fRAL4Of the

present invention. . expl ana € Sane st eps |
L{J(r)rb\/\grgr gsgi‘iﬁig@% §%Llu(e?" e?#géc%?gtg%l%ﬁrﬁ gasqgl(g Le,"‘fn tfure] ?ngt%nﬁ a{c%gre&ng%g
10  the third embodiment of the present invention, Internet access is controlled by
clock and/or calendar. At step S16, the server computer 1 determines if
Internet access is allowed without any restriction at present, any Internet
access is prohibited at present, Internet access only to Internet sites included
in the first database 8 is allowed at present, or Internet access is being
15 controlled at present, according to clock means and calendar means provided
in the server computer 1 depending on what day and what hour it is. For
example, at midnight, Internet access can be free without any restriction since
children are not supposed to have access to the Internet then. From 9AM to
5PM in weekday, Internet access is prohibited or alternatively Internet access
20  only to Internet sites included in the first database 8 is allowed since this time
zone is working hours at office. During other time zones including weekend,
Internet access is controlled by the method shown in FIG.8 since Internet

access still needs some control.

If it is midnight, then the server computer 1 goes to step S6 to connect
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10 the third enbodi mrent of the present invention, Interpgt |
controlled by clock and/or calendar. At step S 16, theggésre@g‘%ﬁ%%rrr%%?%r
determnes if Internet access is allowed w thout any restriction at
present, any Internet access is prohibited at present, Internet access
only to Internet sites included in the first database 8 is allowed at
present, ofp hMWVBYWEkeReead ShidughetingIdteraontlf ot iedroaking tisenin waekdagli ng to
cl ock means and cal endar neans provided in the server conmputer 1 depending

on what daygn ?]ﬁ(‘é"‘yé}vélo H&m%htéxs 1 &6 (CXREPEE, anbrdﬂigfti BlterndthhedeRStoraccess

can be free wthout any restriction since children are not supposed to

h t the .l nt t hens 1L BPM i f t
nave acoesa O RGTEILR SETSLTITIAAE, TG DK Mkl et
ol es inel e e Sl eLodeLabeRe, 0 hsagl Lo el neg LILS B 1

I nternet access is controlled_ by the method showmn in FIG 3 since |Internet
access 5t i Hit aiwafier SBMbincweekday or in weekendithgisghver corgtend goes festep
conputer 1 goes to step S6 to connect 22 28 Septenber 2004 to a WWVserver
6 through Sie tbnleteneie if the URE ofimiarngt siterweqmested byt ayclientromputer Ser ver
conputer 1 goes to step S4 to prohibit Internet access or alternatively

goes to stppnekddiont@ledistiinghkffirkh@atdBaseB. I nternet site requested by a
client computer 5 is included in the list in the first database 8. 5 If it

is after 5PMin Vﬁ?%}?ﬁéﬁ@kﬁh&%@&éﬂ@prb@@sé@éﬂ%s NP eF FICHQewill BeSt €p

S17 to determ ne | Internet site requested by a client conputer
5 is inclyded yn the i ' | rst. . ;d he
cam pr ocebtis ek iy, Rk o Thpeaef S 7 ARRatn Bl KRG 2iERS 6 id

10 allowed, the server computer 1 goes to the step S6 if the URL of the Internet

site requested by a client computer 5 is included in the first database 8 and

the server computer 1 goes to the step S4 if the URL of the Internet site

requested by a client computer 5 is not included in the list in the first data

base 8. When access to Internet sites which are not included in the lists in the

15 first and second databases 8 and 9 is controlled depending on the existence of

a forbidden keyword and a worthwhile keyword in the third and fourth

databases 10 and 11, respectively, the server computer 1 goes to the step S6 if

the URL of the Internet site requested by a client computer 5 is included in

the first database 8 and the server computer 1 goes to the step S8 if the URL

20  of the Internet site requested by a client computer 5 is not included in the list
in the first data base 8.

The proxy server computer 1 shown in FIG. 1 and FIG. 2 may be

without a monitor display and controlled through one of client computers 5 so

that an operator of the local area metwork 4 sets, controls, monitors, and
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done. When only access to Internet sites included in thg8ﬁ§#§&ng@;g@@§e 8
is 10 allowed, the server conputer 1 goes to the step 56 1f the URL of the
Internet site requested by a client conputer 5 is included in the first

dat abase 8 and the server conputer 1 goes to the step S4 if the URL of the
Internet site requested by a client conputer 5 is not included in the |ist

in the firsahddedstthedBeg tBro¥IeRix3E CRIabASS! LB IITEI15 1L esn AN BFhom! cheft
included in the lists in the 15 first and second databases 8 and 9 is

trolled | heygxi Sk f grid
or thuni e h ey b HBRER 5" P, BHER Faflpute 8 A AEY B MG ese

respectivel the senver ter 1 goes, 0 {he, ste 6 I the U f the
| ornet s fhkatiabgs BCThiRheh T & ndeail i s 1od8) B npliuats 4 % e o0
dat abase 8 and the _server co uteé h@ oes . to the stﬁ{g Sg.if the URL .20 of
the | ntern@tcespite thegldereet Hironeh) theptocabarea etworks 4r@ient foruyegr by t he
list in the first data base 8. The proxy server conputer | shown in FIG 1
and FI & 2chent momputenoby asingither fifitspdatabasd d8ntwhithedtorhs otytirdne of
client computers 5 so that an operator of the |ocal area network 4 sets,

control s, imbimhation ahdads of 8liGeptenpatei209Andotiad eixth hdathbass 18hwhithh
si xth databases 8, 9, 10, 11, 12, and 13 fromone of client conputers 5.

O her cl i esfore MR h&tSryPolCRteit 408¥@ REERTSof ReldliRff cotphoiases 8 through
13. An operator of the’local area network 4 may control “access to the

L0 et L U1 155 o R kL R O A
o 22t oL e ERIDAL 7S, B B Bl R B e 5
10 connecting to a WWW server 6, and downloading updated URLs of accessible

Internet sites into the first database 8, updated URLs of prohibited Internet

sites into the second database 9, updated forbidden keywoxds into the third

database 10, and updated worthwhile keywords into the fourth database 11.

An operator of the local area network 4 may send the contents of the first

15 through the fourth databases 8 to 11 to a WWW sexver 6 through the Internet.

The first through fourth databases can be updated or shared through the

Internet so that Internet browsing control method is optimized with the fast
developing Internet.

Although several embodiments of the present invention and its

20 advantages have been described in detail, it should be understood that

changes, substations, modifications, variations, and alterations can be made

therein without departing from the sprit and scope of the invention being set

forth by the appended claims.
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An operator of the local area network 4 may update the Higrst Lhyoug
fourth databases 8 to 11 in the server conputer 1 througﬁs%ﬁélﬁntergg% by

10 connecting to a WMWVserver 6, and downl oadi ng updated URLs of accessible
Internet sites into the first database 8, updated URLs of prohibited
Internet sites into the second database 9, updated forbi dden keywords into

the third database 10, and INDEETRIAGIAPPRICABIEYWrds into the fourth
dat abase 11. An operator of the |local area network 4 may send the contents

o i st Lo saaeiie oty Sobahngs,hd MBS

t hrough the Internet. irst through four t S can

shared thr t he nternet sp that, |l.nt eppnet browsin ont.r ol t.had is
opti ni zed \%l!il ?Eniieﬁgeﬂ; %)g:tbroggm feraet %Feér _Prﬁﬁ%%agﬁnﬁg{}é% Qﬁrge?i"ﬂa ¥ment s
of the present . i nventi agg its 20 adv;gtage have_  been_described in
detail, itUsHobier swtrolipedntomet paeess @ o heghoek, modi fi cati ons,

variations, and alterations can be nade therein wthout departing fromthe
sprit @hd scope of the invention being set forth by the appended cl ai ns.
24 28 Septenber 2004 |1 NDUSTRI AL APPLI CABI LI TY The present invention is able
to be used in a conputer connected to the Internet for browsing |nternet
sites. The present invention is particularly wuseful for controlling

I nternet access at honme, office and school. 5 25 28 Septenber 2004
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CLAIM5 1. A nethod for controlling access to outside si gﬂﬁﬁggpz
Internet, conprising the steps of 5 providing a first ata ase Including a
|ist of accessible Internet sites, providing a second database including a
list of prohibited Internet sites, providing a third database incl uding
forbi dden keywords, 10 providing a forth database including worthwhile
keywords, when a user tries to havecqog®gs to Internet sites in either the
first or second database, allowi ng access to Internet sites included in

the first database and prohibiting access to Internet sites included in

t he second dat abase, 15 when a user tries to have access to an Internet
site mclude%f ﬁ her th |rst dat abase gor t he secogd da&abase

exami ni ng Fstho roq.oné iBg: 8CGess {0 0RtFide Sieshhong. Bfr8ehei t her

included in the first nor second database so as to examne if there is a

f or bi dden kwypoOsHg e gigesiofin the third database in the retrieved 20

I nformation or contents, if there is no forbidden keyword in the third

dat abade is included,piodvidingl khodirsy datmbhayi mgludiagi af disvatf accessildent ent s
retrieved fromthe Internet site included in neither the first nor second
dat abase to the Lifginetd$ted8 Septenber 2004

providing a second database including a list of prohibited
Internet sites,

providing a third database including forbidden keywords,

10 providing a forth database including worthwhile keywords,

when a user tries to have access to Internet sites in either the
first or second database, allowing access to Internet sites included in
the first database and prohibiting access to Internet sites included in
the second database,

15 when a user tries to have access to an Internet site included in
neither the first database nor the second database, examining
information or contents retrieved from the Internet site neither
included in the first nor second database so as to examine if there is a
forbidden keyword included in the third database in the retrieved

20 information or contents,

if there is no forbidden keyword in the third database is
included, then allowing displaying the information or contents
retrieved from the Internet site included in neither the first nox

second database to the user,
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510 if there is a forbidden keyword included in the thﬁé@!eg%@moﬁin t he
retrieved information or contents, then exam ning the retrieved

information or contents to examne if there is a worthwhile keyword
included in the forth database, and all ow ng displaying the information or
contents retrieved from the Internet site included in neither the first

nor second database t ojf Jla.t@gebibsﬁ%x%%}i[leﬂ ke W6 Lirchu oM THWMNiLE dﬁ%&l’é&{eﬂe

included in the forth ase In the information or contents wt

f or bi dden keyword ., n¢l,ud Ene the third e 2. The h reci ted
inclaim1l furthet t}éeO%@tlniegfg%bnﬁo%@%&ogporoqog%%rgtg gﬁlcﬁnn Xar"?@flgg&e g%a? %’rEd

cal endar, allocati days and/or  hours into. restrjcted ) .and/ or

hour (s) in whi chlfénﬂlg(‘?fﬂﬁﬁf)%rqxeftont%fée@se’iaémﬂedﬁitgﬁlfee‘cﬁ aﬁwgﬁé@ﬁilﬁyé’ﬁoréay(s)

and/or hour(s) in which 15 Internet access is free without any restriction,
sel ect ed access Hwdsd irafuy fortihdakabapeiandwni ch I nternet access to only
Internet sites included in the first database is allowed, and regul ated
day(s) &nd/ or hour(s) allowisy displayeg et irdfonaation ©r contandk rethiéveddeomr dance
with the nethod set forth in claim1. 20 3. The nethod as recited in claim

1 further conpri gidthileBetstie®ndhde®@in Heilihag the st lortasceid dataidse to
conputers, dividing a plurality of the client conputers into four groups,

allow ng the firggL0uPoRly #MiRefd i€Q woRERHERS ReyWorld BRIVAAPYE the forth

database in the information or contents with the forbidden keyword
included in the third database.
10
2. The method as recited in claim 1 further comprising the step of:
according to clock and/or calendar, allocating days and/or
hours into restricted day(s) and/or hour(s) in which any Internet
access is prohibited, non-restricted day(s) and/or hour(s) in which
i5 Internet access is free without any restriction, selected access day(s)
and/or hour(s) in which Internet access to only Internet sites included
in the first database is allowed, and regulated day(s) and/or hour(s) in
which Internet access is controlled in accordance with the method set
forth in claim 1.
20
3. The method as recited in claim 1 further comprising the steps of:
providing a plurality of client computexs,
dividing a plurality of the client computers into four groups,

allowing the firs group of the client computers to freely have
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27 28 Septenber 2004 access to the Internet, allow ng tQ@S&&%&HﬂeHé@HQ of
the client conputers to have access to only Internet sites”included in the
first database, prohibiting the third group of the client conputers from
5 having access to the Internet, and allowi ng the fourth group of the
client conmputers to have access to the Internet sites in accordance with
the method set fggdelsikfth&ldethds, 10 4. The nethod as recited in claiml
further conprising the steps of. categorizing the accessible Internet

sites in the first dat r.ohi bi i [ Ln.th ond
dat abase, the forbi ddeﬁﬁ%ﬁéggsd%f:ﬁ@ h%tbﬁﬂi(lr)f;hg%{&a %gec?) ﬁiée%%égm}ga(r?t%hMi |l e
keywords in the fourth tabase i nto.severgl. oups, hased upon the sanme or
simlar 15 attrf‘fﬁ?ﬁ%iop pﬁgﬂww‘ﬂ,%&ﬂ@“@@aﬂv%?%’3%33@5&@?4 vating each of
the groups in the first _through_fourth databases to_select any of the
groups. 20 5. The net hevphabitingithedthind cgegun off the whient gompwteny frem st eps
of connecting any one of the first and through fourth database to the

| nterngt or | oadhaying aoeputcether ledelaidteamddi um st ori ng updated accessible
Internet sites, updated prohibited Internet sites, updated forbidden
keywords, or updated walékimMy lthe kouved @sou@nd tdalient compueems e Hdwe first
t hrough fourth databases

access to the Internet sites in accordance with the method set forth m

claim 1.

10 4. The method as recited in claim 1 further comprising the steps of:
categorizing the accessible Internet sites in the first database,
the prohibited Internet sites in the second database, the forbidden
keywords in the third database, and the worthwhile keywords in the
fourth database into several groups based upon the same or similar
15 attributes respectively, and |
activating or deactivating each of the groups in the first

through fourth databases to select any of the groups.

5. The method as recited in claim 1 further comprising the steps of:

20 connecting any one of the first and through fourth database to
the Internet or loading a computer readable medium storing updated
accessible Internet sites, gpdated prohibited Internet sites, updated
forbidden keywords, or updated worthwhile keywords, and

updating any one of the first through fourth databases
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28 28 Septenber 2004 through the Internet or by the corrggt Ltd18BERRO64
medium 6. The nethod as recited in claim1l further conpris ng the steps of
connecting any one of the first and through fourth database to 5 the
Internet or | oading a conputer recording nmedium and sending the contents
of any one of the first through fourth databases through the Internet or

witing into thet}ﬁ%ﬁ? HitRe Theasabbe by ¥REcbipuié veadhbR: ARENAA. as recited in
any one of claims 1 through 6 further conprising the steps of: counting the

appear ances of keywords included in information or contents retrieved
t hrough the Internet, and stori ng the nunber of times that a particular

keyword ap Iy N |nf o] tents retrigve thr ugh t he
| nt er net . @eﬁﬁ‘é‘le#g‘f) 5'8159 ]%arrﬁf]ﬁy%g?lmo;np{}p% | ng the steps
of providing a plurality of cI i ent copputers, getgectl n repr esent ative
keyword i ncl uded in i r¢MeEtNgRIGT oneef thefiisheadithrengy rthhdé taftaserte
Internet by each of the client conputers, and storing the nunber of tines
that the repr esefitealntemdiayvoadingappenpstdrmerorling fradram, andor contents
retrieved through the Internet by each of the ¢lient conputers. 29 28
Sept enber 2004 sending the contents of any one of the first through fourth
databases through the Internet or writing into the computer readable

medium.

10 7. The method as recited in any one of claims 1 through 6 further comprising
the steps of:
counting the appearances of keywords included in information
or contents retrieved through the Internet, and
storing the number of times that a particular keyword appears

15 in information or contents retrieved through the Internet.

8. The method as recited in claim 7 fuxther comprising the steps of:
providing a plurality of client computers,
detecting a representative keyword included in mformation or
20 contents retrieved through the Internet by each of the client
computers, and
storing the number of times that the representative keyword
appears in the information or contents retrieved through the Internet

by each of the chient computers.
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5 9. The nethod as recited in claim1 further conprisinggtdeisheprso8hi
categorizing Internet access into prohibited type and permtted type,
identifying the type of Internet access request, and prohibiting Internet
access request if the type of the Internet access is prohibited. 10. The
method as recited in claim9 wherein the prohibited type is witing 10

i nformation into a WAWVserver through the Internet. 11. A conputer readable
medi um storing a conmputer programto control access to outside sits

t hrough th [ i_n 4 IS Ng: .for providing
a first daﬁa'g%églélﬁ%ﬁ& irgaﬁggﬁ'é@rgff ﬁ%@%%@%@?ﬁﬁ@%ﬁt%?ﬁ%ﬁﬁsi tes, neans
for providing a second database including a |ist of hi bj t ed | nt er,net
sites, means for provi$HAZOBZLE; rﬁltﬁﬁ}%bﬁ@@%c%i rﬁfpoi‘gblﬁ‘?‘ijdéwe k@?\%rds,
20 neans for providing a forth database including worthwhile keywords,
nmeans for, when Bewmidted BiP8s to have access to Internet sites in either
the first or second database, allow ng access to Internet sites included
in the&irst database mledtifyingpghelypé of hrjeanetessesordguest, eetd 30 28
Sept enber 2004 sites included in the second dat abase,

prohibiting Internet access request if the type of the Internet

access is prohibited.

10. The method as recited in claim 9 wherein the prohibited type is writing

10 information into a WWW server through the Internet.

11. A computer readable medium storing a computer program to control access
to outside sits through the Internet in a computer system, comprising:
means for providing a first database including a list of
15 accessible Internet sites,
means for providing a second database including a list of
prohibited Internet sites,
means for providing a third database including forbidden
keywords,
20 means for providing a forth database including worthwhile
keywords,
means for, when a user tries to have access to Internet sites in
either the first or seconti database, allowing access to Internet sites

included in the first database and for prohibiting access to Internet
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means for, when a user tries to have access to an Intergggkﬁﬁéﬁkmggﬁdyded
in neither the first database nor the second database, exai ning
informati on or contents retrieved fromthe Internet site 5 neither included
in the first nor second database so as to examne if there is a forbidden
keyword included in the third database in the retrieved information or

contents, neans keyword in the third
fs Es indl *F&f;{l?t}iesséb% hY=RLH ; !

dat abase i s incl u ow ng di sp aying thé information or contents 10
retrlevedfromthelnternet |te|nc neither the first, nor econd
dat abase to the user, wher aﬂ?&?fgﬂ.e% tgilar‘.f?l?icﬁ"c?éﬁo ﬁkﬁeﬁn?tn%?%ded
in the third data |ntheretr|eved | mation of contents, exam ning
the retrieved i mfg}léﬁillﬁnnﬁ they  tha, darst OEW&#ﬁﬁen‘Plf thpesecond dapafrasewhi | e
15 keyword included in the forth database, and means for allow ng

di splayi ng the i AR@mRInZoinformation ent sontents iretreeyedr foomt lke IIntenrest sitd t e

i ncluded in neither the first nor second database to the user only if

there i% a wort hnbither keguded inithelfirde o setiied fdatibasdadnhase ekBuniihe if
i nformation or contents with the 20 forbidden keyword included in the

third database. {RereTica ForhNles HeydbaR! iR cNRIHAUA e rtﬁﬁ‘dt aQth&se'ﬁ' el
further conprising: neans for categorizing the accessible Internet sites

dat abase, ¢ he 31 30 SEdraReBAEl ERAEREEC® Siords in the third
dat abase, and the wort hV\'h' | efor if there is no forbidden keyword in the third
database is included, allowing displaying the information or contents
10 retrieved from the Internet site included in neither the first nor
second database to the user,
means for, if there is a forbidden keyword included in the third
database in the retrieved information or contents, examining the
retrieved information or contents to examine if there is a worthwhile
15 keyword included in the forth database, and
means for allowing displaying the information or contents
retrieved from the Internet site included in neither the first nor
second database to the user only if there is a worthwhile keyword
included in the forth database in the information or contents with the

20 forbidden keyword included in the third database.
12. The computer readable medium as recited in claim 11 further comprising:

means for categorizing the accessible Internet sites in the first

database, the prohibited Internet sites in the second database, the
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keywords in the fourth database into several groups based 4pebnbBe2osaMe or
simlar attributes respectively, and neans for activating of deactivating
each of the groups in the 5 first through fourth databases to sel ect any
of the groups. 13. An apparatus for controlling access to outside sits
through the Internet in a conputer system conprising: nmeans for providing

a first dat abasefo&ﬁﬂdgﬁi ng OMSSFinOfthgl%ﬁgcﬁlﬁg%ﬂgg, léﬁcfr@)g% t"gé#ﬁ%;“ nmeans

for providing a second database including prohi net

sites, means fory nprovidi.ng;a jhind . dat.abase, i ncl uding forbi dden keywords,
15 neans for prol\{/(i%’d’??\régéng%lreté?uagf ggggl%asle t%&P}ﬁ%faéuSg%’m' peed peg s,
nmeans for, when a user trjes to _have access to Internet sites in either
the first or seciiAcgasupdaratiziiuins resrsctiuely, aed | nternet sites incl uded
in the first database and for prohibiting access to Internet 20 sites

i ncluded i n the secondndansbasactivasiarsor geactiméhlmea[ﬁeofﬂrei g9upe ihale
access to an Internet site included in neither the first database nor the

second 5dat abase, firs¢xthmoughnfpuirttf dataltzises toseleaienbbilicsirougyed from the
Internet site neither included in the first nor second database so as to

examne if 32 28 Septenber 2004 there is a forbidden keyword included in
the third database in the

13. An apparatus for controlling access to outside sits through the Internet in
a computer system, comprising:
means for providing a first database including a list of
10 accessible Internet sites,
means for providing a second database including a list of
prohibited Internet sites,
means for providing a third database including forbidden
keywords,
15 means for providing a forth database inéluding worthwhile
keywords,
means for, when a user tries to have access to Internet sites in
either the first or second database, allowing access to Internet sites
included in the first database and for prohibiting access to Internet
20 sites included in the second database, |
means for, when a user tries to have access to an Internet site
included in neither the first database nor the second database,
examining information or contents retrieved from the Internet site

neither included in the first nor second database so as to examine if
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retrieved information or contents, neans for, if there bhg té,ﬁbgtgg@@
keyword in the third database is included, allow ng diSp|SE$)I ng the
information or contents 5 retrieved fromthe Internet site included in
neither the first nor second database to the user, nmeans for, if there is
a forbidden keyword included in the third database in the retrieved

I nformation or c S . Df cont ents
to examne if thi:e)[?]%el%lrgsS a%@?ﬁ%%ﬁ%‘%g g%{\,\‘%? th? tghga fzafrﬂ’l’ﬁlgéf]‘gr

dat abase, and neg ns. for. ﬁ}@ﬂ ng. di s ayj ng the |nf ormati on or contents
retrieved fromtﬁ%r’reﬁ’?grl tfogl 8% in neither the first nor second
dat abase to the user only if there is a worthwhile keyword included in the
forth database in the FI¥RESnE0Y] éﬁthﬁr%dﬁt%tfé’rbﬁddﬁntkwa@ finr thed dloird
keyword included in the third database. 14. The apparatus as recited in

claim 13 furt her detbase 45 includedralldwingcdispying the infoemationssi dingerttst er net
sites in the first database, the prohibited Internet sites in the second

dat abade, the 2f:titevbidtem Kbyvlitdmedtnsitbenthided databese, tRdirkhaior
worthwhi | e keywords in the fourth database into several groups based upon

the same or sinidcahdaldthbidd @sthleqffeectively, and means for activating or
deactivating each of the groups in the first through fourth databases to

select any of the groupg,ngfor, AFREREa forbidden keyword included in the third
database in the retrieved information or contents, examining the

retrieved information or contents to examine if there is a worthwhile

10 keyword included in the forth database, and

means for allowing displaying the information or contents

retrieved from the Internet site included in neither the first nor

second database to the user only if there is a worthwhile keyword

included in the forth database in the information or contents with the

i5 forbidden keyword included in the third database.

14. The apparatus as recited in claim 13 further comprising:
means for categorizing the accessible Internet sites in the first
database, the prohibited Internet sites in the second database, the
20 forbidden keywords in the third database, and the worthwhile
keywords i the fourth database into several groups based upon the
same or similar attributes respectively, and
means for activating or deactivating each of the groups in the

fivst through fourth databases to select any of the groups.
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The present invention provides a nethod of and apparat usgfQuhteaBat $9b4 i NY

I nternet browsi ng and conputer readable nedium storing a conputer program
carrying out the nmethod of the present invention. The present invention
provi des a dat abase storing worthwhile keywords. When a worthwhile keyword
Is included in contents or information fromthe Internet, a user is

all owed to browse such contents or ABKSIR@WITon even if a forbidden keyword
i s included.

The present invention provides a method of and apparatus for

controlling internet browsing and computer readable medium storing a

5 computer program carrying out the method of the present invention. The

present invention provides a database storing worthwhile keywords. When a

worthwhile keyword is included in contents or information from the Internet,

a user is allowed to browse such contents or information even if a forbidden
keyword is included.

10
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