WD 01/ 76152 PCT/ US01/ 05678 DATA COLLI SI ON DETECTI ON I N NETWORKS Fi el d of
the I nvention The present invention pertains to the field of networking.
More 5 pavooowiszly, this invention relates to detecting Pat/aseolskissi ons in
net wor ks. Background of the Invention The nunber of people using
conputers, and the types of things conputers are used for, seens to

i ncrease every day. CBM[A@QLU&%&B&T GHOMIN NETWORKS i n day to day life
as tel ephones and tel evisions. Even 10 today, a typical household or small
business is likely to have nore than one conputer. Networking conputers

t oget her Buslg\ofdrs Iventidher of advantages. For instance, even within a
househol d or small busi ness, networked conputers can share nenory space
and share accdd® pieseatiyeptian Qﬁﬂﬁ"&stodhegll%& of aefworkingerMere connecti ons.

proni Bi 1 PogsHiath ARl rgeRtoS FsRs o R BERTBoMBNSs 1T 0RFF0US L e
aver age IBackghourd of thenmlentiorsi ness user. Recently, new products have been

specifically targeted for househagld and small busi ness networking. One
approach to t Hd$endmper of pgeplfov¥ag ¢eautess, andifetypesHRbHENGS ri ng or power
line wiri 0 re 1 tA ' e, a
house or ‘:;('E)5 ﬁll‘gg& ﬁ%ggé%%ﬁégé?ﬁgstg l@%’%gﬁgvgrfgﬁgp%ﬂpugeg%@éf ngérwnr e than
one r oombedsura hs,coair‘nﬁnﬁn day t?eiaqnﬁelrastbtaﬂmnesearmommﬂsieﬂs. E(Ve:nnehphone
line leading into.t ouse, | ou plug one conputer into a telephone
jack 1Pn &edAY.ch Pé‘?ﬁq?%ﬁegpi&’go’aﬂg?ﬁ@#s@%%ﬁ@ke'VﬁPd‘aé{ﬁdPﬁ@ thanepePhone j ack
I N anot hegy NeF ke Iy} | Lum or

t he phys?@gdﬁgﬁnnect | 8&% te m&t%etbggt#%t? g?@&%%%pﬁmlﬁéﬁﬁﬂgég@tc %é'be sent
and r eceilogdnstocey evemedthima heusehetd on smalhbusiress metwayked compaters

I nstance, t wal | outlets are on the sane electrical circuit., OF course,
pr ovi di n§aRIARYBRERIY SBRGE AP TAHERTCEHS 16 FaQHTCER S &% PRISSS aNtht 11 ng
the conpyiiafifetrimdicliohd. UHoRMALBR/ tr‘é\ﬂﬁfon%'l‘ﬁeﬁﬁé%aﬁﬂ@ﬁ@ﬁéé favean be 30

pretty challenging. One basic aspect of network co ni'cations 1s deciding
whi chS nacﬂeeneelgars)roblbﬁwty elxpensevenr prohibitinel ywooRplerdtoninepiemeah &ardhey

machi nes can_ "l i sten’ Ito data,traffic on a network and send data when there
is a average household or small business user.

Recently, new products have been specifically targeted for household
and small business networking. One approach to these smaller networks uses
existing telephone wiring' or power line wiring to connect two or more computers

20  within, for instance, a house or office. Most houses these days have telephone
jacks in more than one room. Usually, all of the telephone jacks are connected
to one phone line leading into the house. If you plug one computer into a
teiephone jack in one room and you plug another computer into another
telephone jack in another room, the telephone wiring provides the network

25 medium, or the physical connection between the computers over which data
can be sent and received. Power lines can be used in much the same way if,
for instance, two wall outlets are on the same electrical circuit.

Of course, providing the physical network connection is just the first step.
Getting the computers to talk to one another over the network connection can be

30 pretty challenging. One basic aspect of network communications is deciding
which machine gets to send data over the network and when. Generally,
machines can “listen” to data traffic on a network and send data when there is a

break in the traffic. If, however, more than one computer is waiting for a break in
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break in the traffic. If, however, nore than one conputer is waiting for a
break in -1 WO 01/76152 PCT/ US01/ 05678 traffic, nore than one conputer
may sendvrziat)mﬁaszthe same tinme when a break 35 is detect eBCT/TRII3678t uat i on
is a "data collision.” The data sent by one conputer becones mngled with
the data sent by another conmputer, rendering all of the data unreadable.
In order traffigmprethasn ene pmpsitemmnay sentlidata atdhel sametémeovherha heak

col l i,gi 0 X et ach to data

col1 731 o JelRifed 3 SitGrich, A e afidiE Rl SRR G bRl e
transm t bedatriesomingled vithtienéatarssnidykandther oaepute?, pdrideringi &if éNthe to the
network. That is, the machine sends data and Ilstens for a reflection of

the data dM@MreddaklRe network. If the machi ne "hears” somet hi ng comi ng

back f th t,
the machi ne adaraef {6, S0 gaGerbifcon i hefa So et heiSaREONRBrher
machi ne <@meliergmbié af arttadititweal mEtworking apptdachst@rmattaldmnst@uaef@tuandat a

collision i network. In ich case, the mnachine may stop sendi ng
dat a’ 8\/\/aluts‘eBdF‘ Ehﬁﬂ?‘?td@“ﬂp”ﬁ \Q@he&%% Adnachine dpnsmits ¢at3ree ano accuratel y

predi ct ‘mgérﬁé?%e'i\%}ke?ﬁé d?ﬁné"a%bg‘ gt%nw {db Heor?{t\n)drlkeTha{ F;e gy si cal

net wor k medi um nust have own an I Cct aracterirs 50 If the
char act ematliine sehds [datalapdi Icsad:nsrmdlajreﬂebtlan néth@dbtaabackjfrbnome or if the

ol oot ededvpfic ff i Brchite SBearsasainpthing soetad Dack fiam dné cebworkiother
traditi ongn @mwrr@n?éd%.oh%f \méﬂ fh rﬁacmﬁé%f‘ewt Otﬂe JﬁHEﬁﬁnéSasrsﬂ%%nﬁlafiﬂ%r i bed

above for Et her net networks, cannot be relied upon for unknown
"har 4B, uwo(mcﬂedmaﬂectmmdse t6 anotiesphachineisendingodatadnke thei metwarki ng ar e

I f. h h t . haracteri stic hese nedi a can
ey sk Beots Pk BB et BRI ENRM Tl G5 T epone
and povermadHife thay SHpSERIiNG Hat &vdioRe G ISé}*'od‘Sf ek aﬁéttﬁeﬁ 'h?'rhiﬁﬁs' on.
Bui | ding codes vary fromregion to region and over time. W

deteri orate oJeordents, acguraiely prediciavhaidbe refiection dfa sgnybwﬂlslook dikand
r %t DR PAGHES) P e B TR RO 408 Wrero PR e ety
| i ke sbenpethat sHapastwgishicerbfltHe/phydisd médilnt ba PeEFOMK! HeHKndWnoBs ifi the
characteristics can vary drastically from one network to another, a reflected
signal cannot be accurately predicted. In which case, a traditional approach to
collision detection, such as the one described above for Ethernet networks,
cannot be relied upon for unknown, or “harsh,” network environments.

55 Telephone wiring or power line wiring are examples of harsh network
media. The characteristics of these media can vary drastically from house to
house, and business to business. Telephone and power line wiring were not
designed for network data transmission. Building codes vary from region to
region and over time. Wiring may deteriorate over time. Wiring in one house

60 may be 50 years old and wiring in a house right next door may be brand new.

~ Some wiring, particularly older wiring, may be susceptible to environmental
changes, like temperature and humidity. Given all the possible variations in
characteristics of physical media in harsh networks, signal reflections from
these network media cannot be accurately predicted, rendering traditional data

65 collision detection un-usable, and therefore limiting the ability to network

devices using such media.



characteristics of physical nedia in harsh networks, signal reflections
from these network nedia cannot be accurately predicted, rendering

tradi ti oveb odadise 65 col |i sion detection un-usable, and thecEUS#sETSM ti Nng
the ability to network devices using such nedia. -2 WO 01/76152

PCT/ USO01/ 05678 BRI EF DESCRI PTI ON OF THE DRAW NGS Exarrpl es of the present
invention are ill ustratBRIEmMDESCRIPTHOINAAR TitE DRAWY ©. The acconpanyi ng

oo 0=, MvaEnoflt ke by b oo RS e utblen R PESRER VARV LT

i |l ustr atgrawiniygs. ETHE GcoBipahii dr@wqu< hoﬁie@éfed@nbf hM&tthéts%% e the
enbodi nent of a colli si ontpde?ggt or gure 3 illustrates onepenbodl ment of

a si dfAal W@W@c‘ﬂ’@ﬂtlon Figmilar refgeansestindbe drawingsnipdigate simiar elements.
i nvention. 75 r t i f a hardware system
Figure 6 ill uslﬂ’g'téei '@'nslé'lalt%%tohg eqﬁ?gac}ﬁ‘eg'%%hrﬁ%g}o(@adabl e storage nedium

-3 WO 01/ 76 15Fifere DRUstRhes dnelmbbdiFeiDoERtAlisioh detettae. f ol | owi ng
detail ed description, nunmerous specific details are set 80 forth in order
to provide a tmg¥@udnlusietes cRsFMBodMmaniof & signat raflectiani on.  However,

t hose skilled nt invention may
be practiced ﬁ'?lﬁﬁj{ﬂ%tem%%%dté%l ﬂgﬁérﬁ @%éﬂ%ﬁﬁg ‘?n erﬁ%r%esent invention is
not 76imited tRigttees diystetesl oa&tmdbo@rﬁemt odrwhaﬁamvaréfm/smrﬁsent i nventi on
may be practl ed i vari et | ternat e enbodi nents. In ot her

i nst ances, gﬁrﬁoalr\' ygiraies q gsem paimeni 2 eradable $toragecui ts have
not beenrq a n|]bed in detail. Parts of the description will be presented
usi ng term nol ogy commonly enployed by those skilled in the art to convey
t he substance of their work to others skilled in the art. Al so, parts of
the description will be presented in terns 90 of operations perforned

t hrough the execution of programm ng instructions. As




wel | understood by those skilled in the art, these operations often take
the formof electrical, magnetic, or optical signals capable of being
stored, twansf@sred, conbined, and ot herw se mani pul at edrctvusuglse7sf or

i nstance, electrical conponents. 95 Various operations will be described
as nultiple discrete steps performed in turn in a manner that is hel pful
in understanding the present DRAAMLEDDESORIBIEON the order of description

perforned i n (RANGLFwirReye Biled Hekctifin MRy Pl R
Last Igp, rferRah eridérsOsofide Aehdsraugh ezmdef\s,taﬁ@inﬁ rﬂiqﬁé wRedent }RdefRpS not

necessarily refer to the sane enbodi nent It may. As discussed
nmore ful Ijoweyeswthaseeskiled éimthe artayit |uoderséamd)thm thamesemllnveﬂtmm wayect i on

o evi oual§e PRkl afiflous Thoc¥ sikci; B8Re. el it PEFRliNAmBedh nd et cct

data collimigddfstHedepittedeémpoditientsNAnd thatahaqrksémahvéhtich Rdyste
net wor ki ng 105 environnents where channel characteristics of the network

are unkncﬂmCt'CQ%b\r%H?B?B/b‘l’fea"%(ﬁat%ﬁ@hQ@W’éS in gtherdngianses, well ksowat es one
Cven? onhetiod3, BRocKed CEGfe s, Hod Rikfs 1f8 TR B aissibeBE her

usi ng teldgthibne wiring 110. Tel ephone wiring 110 may be 110 wiring in, for
i nstance, a house, ggﬁﬁgt ment, office buildin etc. Four network -4 WO
01/ 76152 PCT/ WS eb s deserirtignawilkba plesented ysicetarminalegy coaymenly

tel ephongﬁd’iﬂgl%@& béjtﬂosé:% Ne85h R4 é&tstb'?:toﬂ(lé ffe ét%%tﬁﬂ@é oﬂ]ﬂent\%rk to

-function y necessar aI e} one "ahot her

Wi t hi n nedtherskskilsd |ri3t)helmtt\/\mlkm rmartshef tResdescriptiGsvilt be sresentedrintermses
such access to I nt er net 30 tnrﬁugh PC.104_and access to printer 115
140 ORr o toPeEatens PrAeRmed BUEN e SXeSHON A PIRAIMNNGHOSINFNRNS A8 | S| on

det ect or \/Jépunﬁ@t%fbocf bf%é"sé‘?ﬁn@@cjsﬁ {Hy §rrtft?1 8e Jo%%r%ﬁé"ss% taked h%n@'rm'cﬁ‘t 0

net wor k 100 SI gha I nc some uni or m' si corrponen
i nst ance,eléctrioalke neagreticirentopticai sjgadls Gapabéeof beingostortdydransf@®®ed,n dat a

H ggemsﬂ grlz[%(gn alﬁ%d;éf? otll1é]r(\:/\|/|:~l;]t(a:I ?nsar%p&%?ecp erBuSH' %r lﬁ)srtgggél gl%gtr}g%Yef ormas a

components.

95 Various operations will be described as multiple discrete steps performed
in turn in a manner that is helpful in understanding the present invention.
However, the order of description should not be construed as to imply that these
operations are necessarily performed in the order they are presented, or even
order dependent. Lastly, repeated usage of the phrase “in one embodiment”

100  does not necessarily refer to the same embodiment, although it may.
As discussed more fully below, the present invention performs data
collision detection by comparing a current reflected signal to a representation of
a previously reflected signal. The present invention can be used to detect data
collisions in virtually any kind of network including harsh networking
105 environments where channel characteristics of the network are unknown,
unpredictable, and change over time.
Figure 1 illustrates one embodiment of a network 100 according to the
teachings of the present invention. Four personal computers (PCs) 101-104
are coupled together using telephone wiring 110. Telephone wiring 110 may be

110  wiring in, for instance, a house, apartment, office building, etc. Four network
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The collision detector in the network interface that sent the signal into
network 100 receives a reflection of the uniformsignal conponent and
conpar es whei1/r@afi ecti on to a representati on of a previ ousbPgrusdlse1sed

uni form signal conponent. Assuming the characteristics of the network have
not 125 changed substantially fromthe time the previous signal was

r ef | ect edntesiades d2duha goupledhadounBCsdoketbphione witing dridi nigach sietwark i nt o
network 100 at t.h sa i the reflection, of th urrent uniform signal
ComponentErBGFdnayeBs A dhe dinclotabinefeesalY IERIPEPGH 1 Remmluiedls

uni f or m siigahe EPBBETSAthin Ifetwbke10@T BeGidtBEkisy tHEoPOsBKd PCshéari Saret i ve
collision detector 150 will indicate that 130 a data collision has been

det ect ed.reppurcegissighi amaecess 1@ intaraet 380 ithioughtRE Wdeandi@ceesstb priptanot

al BRY Yy collision actually happened. If the

ch\gﬁégt eri st higﬁi'? _%tcﬁibg'netv\or k change substantially between reflections,
the second refggsh hetwomynteehce imilgded AR ihveriive dolllsidabietsr 155 dERGh
anot her network device to the network, 135 renoving a device fromthe

net wor k, R @ametyionly intREase (\edr leheendsracignallinto retwerki00athe signahge t he
Tart ous. dngibyes sbind Ofirdieh WRiro Bt o SRncElin bie UnBSdBEL Do) ov,

t he i nversignals @t Isent imo deitwotlol0GGaphata frameladrbeatin fidnge indladésheri stics
of the network over tinme. 140 The uniform signal conponent may or may not

be URPqudartcyanaradedined wavglepas a rieambledo thadataparti cul ar net wor k

I nterface may At wlqr, ' nent. For
i nstance, a neﬁv%?@“?lgﬁgre?%%@y@aﬁg%%-%Wﬁ%%%@%%@&ﬁ@@m Si X
di f f er entneftwarke 100 eecdiVes a refiectivre bf tresenifdrive sigoll cesmpondat agtor woul d
store representation f all six for conparison, purposes. 145 In alternate
enbodi e AOEPAIRS 187 TR QI0prion ERERBUAEAT O /A PRYIdUNb T IBIOm 1 ray. be
conbi ned ld F%Hé?ﬁl AR giaq:é Seastidti I 9@9 be added,
and the cﬁ%%r?é"ms may be nS?H rkeocfﬁlélﬁ ang/éﬂr?g eﬂpéo Q@ﬁ fé\éeuﬁggi ons by any

nunt@f ofchaegedrdubstatitially Fiayportike 2imé thespreviams sigpakwhsdefiectedpandol | i si on

?ﬁgfczg{ ﬁ%%ﬁg’hﬁ@i\;)g gf ne SOrKdéfEéft ?tl:plegs é?n oqgg%rsallqhalfiﬁ{o F\gt(\a/vgr r130'[0 gte{hleeCt 'on

same time, the reflection of the current uniform signal component should
substantially match the reflection of the previous uniform signal component. If
the reflections do not match, the inventive collision detector 150 will indicate that

130 a data collision has been detected.

An indication that a data collision has been detected may not always
mean that a data collision actually happened. [f the characteristics of the
network change substantially between reflections, the second reflection may not
match the first. For instance, adding another network device to the network,

135 removing a device from the network, or damaging the network medium can all
substantially change the characteristics of the network and cause a false
collision detection. In various embodiments of the present invention hdwever,
as discussed below, the inventive collision detector adapts to changes in the
characteristics of the network over time.

140 The uniform signal component may or may not be unique to a particular
network interface, and a particular network interface may or may not always use
the same uniform signal component. For instance, a network interface may use



has no previous reflection to conpare the reflection to so collision
detector 150 cannot nake a determ nation one way or the other. For the
second ref¥bentdion that collision detector 150 receives, PCT@WaN/056T8pare the
reflection to the first reflection, but if the reflections don't match,
collision detector 150 has no way of 155 knowing if there was a collision
duri ng trséxﬂiﬁaeniriaamncprieamlﬁestIlmwstwooalse,rtbéIoemsimﬂdeﬂentcwrw(smdcsm& t he

enbodlrrent of Fiqure wth up.to three reflections at a tine and
operates " eisﬁ’é‘t%é‘glﬁrﬁftg@ﬁ"ﬂ?&thr@pé}fsq’b%ﬁpoﬁﬁ out of three reflections
mat g5 no dat anlerhatesmBEaIMEIRE, HRE drbﬁoﬂ@aéfcﬂﬂ@dc rﬁﬁéﬁ&ﬁtéqms&ratg@ i, Is a

pretty good assunption because, due to the conplex nature o
transm ssﬁlgwe bmay betmlklnadd:rtammoatq@i @nyrratrober of addifioralt ¢anponenta

net wor k, trenely unlikel that wo dat allisions, wil] produce
reflecti 6ﬂ§y Pﬁa?‘fd(%tag'ﬁ %Frf’og]‘?@r %Vngﬁtﬂeg‘@ﬂ%?a ' AW HRHMARe BH* the nature
of the nejomfigliratRnsdsy éhy‘«?hgﬁwb&t&ﬁeﬁhomﬁmwﬁk adequately using just two
reflections or a collision detector nmay use nore than three reflections.

165 In Figure agumZHImsﬁraées peelerobodiment of eollisiarddatectasf 1%t in greateput 215.

anails] oAl M aeyerPl ! Ietref PorebeBanREFliton Ehtecle Y RS 7 anal o
signal 3¥as hd prévibus seadtion tS%nﬁtﬁérettﬁéQ@fléétldrﬁw'é@bolhgbﬁrd’étbétdﬁﬂ 150
respect to time. Each digital sanple is a representation of the anplitude

of the af@nogt makeaa dgterinipation7ong wayi @fuhgarotherst Bert thensaqomg. refietiomst ance,
32
e or e TR0 oot sidatld, 1 Kinefrd MY EbRORR RS |7

| nl tial rmrefléetivn, dut IfStheWéﬂeﬁmstdbrilemtclﬁwoukﬁ)rﬁ@é@@fdrt1@0 Rddnoapapaf i t or s

220 and 230, and re%fters 240, 250, and 260. Since no previous
ref 1l8et i &NOWiRG & thetswasat eallisiog dyring.thedsbeafigctionoriihg sgsond 75 refl ect i on

t ti ing -6 WD

01/ 76152 ARG MoRAER Vask™ fife BrEnet & FbOR SHGKEVI 45 sk 1., ¢

the col | weﬂmtlonsohtwtlrrmamngperaﬁfek Iomstherasgumptmhltbat 220 least twoebut®fr esol ve
dat I er or instance, in response to

assor {1 ofhise tatechens Matgh e et polleion recsieddn! e Biatehem RIaeNEe. my

back of f g j@a MY GoBE ds3tnfiltioh' BB, B8 To tHS BoipYexs RARIE Gf At dat a

agai n.
160 transmissions on a network and the complex nature of reflections on a network,

it is extremely unlikely that two data collisions will produce reflections that
match. In alternate embodiments, depending on the nature of the network, a
collision detector may work adequately using just two reflections or a collision
detector may use more than three reflections.

165 In Figure 2, an initial reflection is received at reflection input 215. In one
embodiment, a reflection is a series of digitized samples of an analog signal.
Figure 3 illustrates one embodiment of a reflected analog signal 330. Digital
samples 340 are taken at regular intervals with respect to time. Each digital
sample is a representation of the amplitude of the analog signal at that

170  particular instant in time. For instance, each sample may consist of a 12 bit
value. A typical sampling rate is 32 MHz, or 32,000,000 samples per second.

Referring back to Figure 2, the initial reflection is provided to zero capture
comparitor 210, comparitors 220 and 230, and registers 240, 250, and 260.
Since no previous reflections have been stored, collision detector 150 has no

175 reflection to compare to, and cannot make a data collision determination. Erring
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In any event, the initial reflection should be stored for conparison to
subsequent reflections. Storing the entire initial reflection would require
a | arge vaooumisnf storage. For instance, even if only oneCcmukéi/esersond of
data needs to be stored, with 12 bit sanples at a 32 Mz sanpling rate, 32
t housand 12 bit 185 sanples would need to-be stored. Rather than storing

t hem al | onthe sitewftaaatiod, centneldogier?90 assarts the egllisierrindication @05t he

flection,,.Specif.icall t i tor. 210 i t t initial
ref | ect | GPIIPT 08PN G28TR ysed 1B rERcive S 8RR clitiedimMTHTRSTEP L ¢ 3.
That is, wdie. VROMMstAnRAGH réohseatdertfort 8T &6llidion detdgiomtial ly zero.
If the value of the data sanple is substantially zero, zero 190 capture

conpar i t drdigation, ithe medwerk deyiee aray2ack off feroa candam peniptof tikgpandithgn on

t he pl i ' ee of accuracy desired, different nunbers of
zer&%Bcré'g@%%@@@y%égégS%h: For instance, in one enbodinment, the first 30
zero crossings adycevsr! e ihitial RMceEeNshauldehe efdred f6i Edrapariddh agot her
enbodi nment the first 60 zero crossings are stored. 195 The digital

sanpl es &tbseaventr reflectionss uBiaring the extirezinitial reflestion svould srauice adlaege aken

at a partj r¢f n . ket ] |

appr oac htealan gﬂer?[oqf %g%%é?%ﬁggégga% Lfe(#hﬁgﬂéﬁﬁm%F ? Q&J’ ,?)ﬁgagécﬁgg%is E%r o]
crossi ng bef stbled, anith 4@ i saraplesFaira BaMidasamplinghiagsird2 thousane 12f bit he

di gi tal sg}n&il es are exactly zero even thou t he anal og signal crosses
z

h
er d83evéRRIPlep Wayldweed|tg %ﬁf@ﬁe%a@thgeﬂ@%o‘éﬁfiﬂg dhemrhithe dlustrated onpar es
the abso'e'r'r‘it?odﬁﬁ{e‘ﬁ? std?fes%afgg)tr%%méﬁoﬁ 0f the> BHectibh” R S:Lf&gﬁg,l i@r{)g’@a&thfé or der

to capture sanples near zero crossings. T ol N ored in
regi st er cdfitpdritot 2die mdoritdre tiae iiritialaeflevtidnibordzerd bsziigs, csurtsasgero The

| ocation is an indication of ere the data sanple is 205 with respect to
a synchr 6FPSRRE ggr'ﬂ%@“’ﬁ :g'eTngF ISy the valueceh earhsdafasamplers copraiedipzed

starting 3hb§%n&i%ll%\?§hé.i nﬁh@wawréimﬂéda%é@e Ié@&fﬁﬁ@&fﬁiéﬁ??éf‘& zér@™Pling a
reflected signa th respect to the tine the signal was first
t r an9ei t capturgheamparitoe 2d Dyinstruets tregistert 260 to store thasanmplen Degendimg anal og

ST v B BArGARan A bR ales B8 e ety B RaL P S Aerene
transn sgrssimg aRDe storédli Forstandte it ¥l SRbbditiBritMhe first 30 zero
crossings are stored to represent a reflected signal. In another embodiment,
the first 60 zero crossings are stored.

195 The digital samples are compared to “substantially” zero. That is,
samples are taken at a particular frequency. As the amplitude of the analog
signal approaches zero, samples may be taken before and after the actual zero
crossing of the analog signal. For instance, in Figure 3, none of the digital
samples are exactly zero even though the analog signal crosses zero several

200 times. In which case, zero capture comparitor 210 compares the absolute value
of each sample to a small threshold value 320 in order to capture samples near
actual zero crossings.

The data points stored in register 260 include the location and value of
the zero crossings. The location is an indication of where the data sample is

205 with respect to a synchronized starting time for all reflected signals. The
synchronized starting time is the time at which a network interface begins
sampling a reflected signal with respect to the time the signal was first

transmitted. That is, every time the network interface transmits an analog signal
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different reflected signals correspond. In Figure 3, every sanple nunber 2,
for instance, is in the sane location in tine with respect to the

synchr oniwedi/zasarting tine 320. From Figure 3, the zero peDwsémgs7swoul d be
stored in register 260 as the |ocations of sanple nunber 2 and sanple
nunber 10. The val ues 215 woul d be whatever the digital representations are
f or t hos®ntatpe astwak, theunstyork antedface hgginscsampling the mefledtian atitide val ues
othar t han zeﬁo to

t. refl ect.ed si ls. E I nst , I
could0be Bl imaAtte Te Easmisson,pegnfe JaiiEavay e SARRIES Tam st i ce
however, différeff Féffbctéd) BRINAISCESPEspotRe Ut iguie B! 86éyanBIBHumBe: 2 TRt 1S,

the anal og val ue of the signal on the 220 network may exceed the maximm
val ue t hanstangg gstialthe sapieclosation ép timeewith respectitadbaisyachronizeédgur e 3,

t hreshol ¢,3 r.epr nt he. maxijmum anpl i t ude t hat digital sanp]e, such
as a 12 %ﬁ?&iggr‘}%ﬁ%?&@af@hﬁ)ﬁggﬁﬁt g W@EEO gﬁ%ﬁsgbgss\{vawglabe 3%’(5"3@)%%@%%”3{”

t hreshol @68148s tifd locatiohd ®f atipleinupsiel 2andasagmplBaumaber Y&l dde Vdluas val ue
range i s used for conparison that is outside the saturation range of the

225 249 gi wauld Hepwbateviendhe gigitat sepreseotationsaredor tnse samplessat urati on. In

Filgure o, oncrcaber A andss e Rl refiitalu 1 bsatitr REHBR 260

control Ireglesendefidoips sitpras.t Fog imnhhts i impledicoatld BE cdMpared topd epar es
for receiving the second reflection by copying the set of zero crossings
230 i nt o POsHivetQra negativevalpsgangpe in prRCtiSe e vess reflecteshsignalswaften zer o

capture ' . | {reC heqze ' ' ts register
260 o sCarar [efonBA R HAT Tial B a6 DAL B b T L. ¥, C7 %50
r et RRevenetwerk malyi eXceedtthefmadmune vahs that a digitah samgpletcin 2pPesentd
conpares the val ue of each_zero crossj n?ﬁ}}o t he val ue of

! 235 the
cor r espoh@rAgStaRee, wakiguee By tieshld31Q Frpresents dhe gnaximyme anplitdde daat he
data sa b I i e y\ﬂﬂé i i ng
poi nt, n?odl g??%%’rﬁagosruggn&g%ﬁ%cﬂ gag{ﬂ% (géar{r};‘?pgg?ﬁ%tfs as rr‘?%gé%bﬁ%at i on
in the $S80cexteeds!thmshoid 330 aalpottheodigital sampled havedherszsse nglueOnlfa t he
| ocati ons

val ues oNelRrATRE Bagrech s codRAtoB Bk e BE BBAIAOPAROge At thhe.
di f 85 encfyitd? samplessthe! dhta\@iilfons fhay be lost in the saturation. In which case,
smaller values, such as zero tend to work best.

Returning to Figure 2, once a set of zero crossing have been recorded in
register 260, control logic 290 stops asserting collision indication 295 and
prepares for receiving the second reflection by copying the set of zero crossings

230 into registers 240 and 250. When the second reflection arrives, zero capture
comparitor again detects the zero crossings and instructs register 260 to store
them for future reference.

At the same time, comparitor 220 retrieves the initial set of zero crossings
from register 240, and compares the value of each zero crossing to the value of

235 the corresponding data sample from the second reflection. That is, since the
data sampling of each reflected signal begins at a synchronized starting point,
comparitor 220 can select a data sample that has the same location in the
second reflection as a previously stored zero crossing. Once the locations are
matched up, the comparitor takes the difference of the values of the two

240 samples and compares the absolute value of the difference to a threshold

value.



WD 01/ 76152 PCT/ US01/ 05678 Using a threshold provides a margin for
variation in the sanple due to |ow |level noise on the network, gradual
changes iwobheiaet work do to environnental changes |ike tpopeEs@rosss and
hum dity, etc. If the difference 245 between the values is less than the
margi n, conparitor 220 just noves on to performthe sane conpari son using
t he next zero Usingsi thgeshdldtprevides laemargia fos vanation inhthe samplendwstoml d

I , i t . 220 i,ndi t di Lt t 270. Co it
220 per f JPNdeYeldaise en dhe naweik. G570ual HaBeST in the.PEWask Ao 9ssi ngs and
counter 2fM}ireAHidntaltdranyeshike t@hp&aﬁf@_aaaqimdit%%@anf e différéhgeer f or ns

the sanme operation using the zero crossing stored in register 250 and
courRddr Detweenthe valesnigriess than esmeegpancompariird29 jushmdveistomto set  of

Zero crosgsi e t or i bot egi.sters 24 n he conparitors
WL or SRR S Bhihrlte R RN ES o B3R, TP e BeRE
conpar i soenoriesthahthacthredhold vanes esmpayitora?® indicNes acdisedpanby $o t he
conparitor 230 may be disabled at this stage. As discussed bel ow, the

second cé@patartdi0.becomes inportant later. Control logic 290 receives the

nunbers of di | f e O,k er of

di scr epanci es?éﬁggﬂﬁr?tohé%&r%{%a%a&g?%@%ﬁ% ?Oqfﬁ?hl %f;tpg %ggbasser ts
col I12568i orcrosEingsiandrecolfifier 270 tcbants ther epraber 68 divceefeiows.t Ndrypar@shol d
val ue, caollisign indication 295 is not asserted. Again, the threshold

val ue of ZR0sRPrEYANE thes SpMe PRRIStIPR usingHIe 7 OoFrosaigastpERd iInragistenebflor k
due to Caﬂd.sé'ourﬁ@?’??@é&ggﬁ{%g‘:ﬁﬂﬂQSFOP%!ﬁ{e:rreZJ'a'ﬁEies‘?t§in§é;tr{?hﬁitfa?fs}sf98f! ons

mat ch, i St on de assunes was no ata collrsion. The
set of zeeoo crassinggywhereséatednin hegh segiste?$@40sarxch260, the corapastors wik40 and

250 for co rison to the next reflection. By storing only the npost resent
set of z&ng%?%ﬁPweg thﬁeﬁ?%r?ﬁiﬁté- cétl th%PBIH{i eo‘i—%’@ggé%ﬁrx%m%'ﬁon

det or g &hﬁﬁ | &;ﬁ% hetd That is,
as legscgsl?g%c! a ove;c,ets\%grgji'ous itnhr es %ﬁ@bé/d;w&@?}gpgw de %ﬁﬁg?g?nm§%rbe

vari at i odisablethat 278 stageonrAs dBgussedhpelawsithg sdvendosimparitenbecefiesct i on,

col l'i si on_det ectiagn adapts to changes over tinme, such as tenperature
changes JVRPTAA furse of the day. |If the reflections between the initial

signal and thegsREANEgRI 2o tevétOthe numbers of discrepancies from counters
270 and 280. If the number of discrepancies is over a threshold value, control
260 logic 290 asserts collision indication 295. If the discrepancies are below the
threshold value, collision indication 295 is not asserted. Again, the threshold
value of discrepancies provides for a margin of variation in the network due to
noise, environmental changes over time, etc.
If the reflections match, collision detector 150 assumes there was no
265 data collision. The set of zero crossings stored in register 260 is saved to
registers 240 and 250 for comparison to the next reflection. By storing only the
most resent set of zero crossings when no data collision is detected, collision
detector 150 adapts to gradual changes in network characteristics. That is, as
discussed above, various threshold values provide a margin for variation in the
270 network. By always using the most recent reflection, collision detection adapts
to changes over time, such as temperature changes over the course of the day.
If the reflections between the initial signal and the second signal do not
match, collision detector 150 cannot determine if a data collision occurred

during the first reflection or the second. In which case, control logic 290 copies
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mat ch, collision detector 150 cannot determne if a data collision occurred
during the first reflection or the second. In which case, control |ogic 290
copies WOWIA3Z 76152 PCT/ US01/ 05678 275 the zero crossPanyusSéwmsnIst he
second signal to register 250, but the zero crossings fromthe initial
signal are retained in register 240. Wen the third reflection is received,
zer @75apthe eeunnmsingsrfr@rlﬂhegﬁﬂmndckigmitte registercit&ﬂss*duh@sae 2erb i nstructions

regi ster 260.to store t er.0_crossi a nt Conparitor 220 again
Conpar os Tosings Fioth oy A SIS cre et asd T aediSles Monge 1 regi ster 290
and conpar i t onyyRER tRE Mird Féﬂ&ﬁbﬁ% tdriverf, |2266 cpturé cohfpariet 290 a@ﬁfno
crossings in register 250. no data col'lision was detected for

second r gletests |Z@|ﬁ<? CCQﬁSIngS and desteuations 18Qistemfi@ to stasetthe izero efcmmg on t he

380" con: SPFe BRERLS csthbaigt 2903k BEHPARE BREAePSR 1 od gok o 0 210
ref logot i @aos?esﬁgsrm ﬁégagtebczwm amy cémpkahsdrozno aghindésrmpafes tlhfe Fe'ﬂécﬁ&‘rh kel

reflection matches neither, a collision is I'ndicated, and the zero
cr ossi ngdhe get phzeroheriogsingsin seoptes2d0stlbnedlats collisiprswes dm@ctaddonr egi ster

2dat o o s5E8nd Tefedel Saldhn detibion RN EEE imd ButEanetfon ar oot on.
regi st er sadfd asrtie 2t ondveflettish bb afistlissedtisbdie BEESUSH RSHSBES 240andvhi ch
case, the nunber of discrepancies provided_by counters 270 and 280 to

control 125§ contain thgsaree l§6t af rerer@nssingis dhabis, ifibedhisd refieationes, control
! 09'2%? 2 ¥atERKE Hofh, 458 Sél%l'aﬂt %lcét‘édt 93&4%%% Fq?l%kﬁ&ﬁ %icﬁ@% ﬁggﬁ%P%' ther

Zero Ccrossi I"I S, COI’]tI’O asser

i ndi cati collig®m isl mdtdatt@d sanditie mTo ¢rbsaags ¢brt et thirdscdllision at®statedrtot
mat ch. Thi s, |S£5roba Ié an indicatjon of heag network traffic or some
rapi d chzﬁ‘ﬁ%‘égert G ard fegiptanc4thigtains dhe zere o 35&”%9'051/31% previiisz er o

Cr 0SSi NQ$efi ggé;nhe third reflection are copied fromregister 260 into both
regi sters 4{ and 250. Wen the next reflection arrives, it will be
handl ed i n t héf, Sameveoa dathcollisien waeindécated witl tespetbio thiessaconed above.

That s t he next refI cti mat ches,. bot no collision.is indicated,
and %P e tr% fiog, Legisters 24 Lﬂﬂiﬁ?@g centain dif%ée%%tsrcg(?@ﬁ? CHRSSN9S oY%i ngs. | f

the next wWiféh eaké OtheMirRBEs ol BiskRfTancsYoviddoBy counters 270 and 280 to
control logic 290 should be different. Based on the discrepancies, control logic
290 makes a determination.
If the third reflection matches neither set of zero crossings, control logic
295 290 will assert collision indication 295. In this situation, three reflections in a
row do not match. This is probably an indication of heavy network traffic or
some rapid changes to the network characteristics. In any event, the zero
crossings for the third reflection are copied from register 260 into both registers
240 and 250. When the next reflection arrives, it will be handled in the same
300 fashion as the second reflection discussed above. That is, if the next reflection
matches both, no collision is indicated, and the registers are all updated with
the most recent zero crossings. If the next reflection matches neither, a collision
is indicated, and one register is updated and one register maintains the
previous zero crossings.
305 Referring again to the third reflection where a data collision was indicated
with respect to the second reflection, if the third reflection matches one of the

two sets of zero crossings based on the comparisons, control logic 290
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I's indicated, and one register is updated and one register maintains the
previ ous zero crossings. 305 Referring again to the third reflection where
a data covoosiam was indicated wth respect to the seconBcT@béiestison, if
the third reflection nmatches one of the two sets of zero crossings based
on the conparisons, control logic 290 -10 WD 01/76152 PCT/ US01/ 05678
assunes tassumedsethahithelthied reftaction i$ sohatdata datlisicroahd copiesathe setmifes t he

set of zero crossing stored ip register 260, f he .third. refl ion into
ogi ot er 255 6TaRG Hbrayah Fegrstay iRt She AT teeckAR dntouegi B P40 a0dar o
assyIpt i QB0 for fittiry @bkhpakidbhk ethis ipfobably ddbfe S&dmptian takherlions will
match. This result neans that the wearlier reflection that nmatched the

third refundiselydhabbwo data colligien reflgetienscwill metain, Thisuesuleneansathatthevay t o

determn . : [ l.me. aresult a frane of.data may
have beeﬁeahrfr']\%terce '§ég§'ﬁﬁﬁpfﬁg%ﬁﬁgﬁeﬁ'bﬁﬁ]ﬁ% 'gnt\'\‘%ﬁwﬁﬁl%'&i,a 48 @QlisPRat s a
smal | pribe therenass horwaetd adleemitrd that frl devtafatiBleatirh OAs Adésifigl be used
in virtually any network, including harsh network environnents. Using the

t hr ee- r efflfasge jof fata giay have bean dnepessaiily peevented from heing anemittedso not

oot PCo B R G SRl oS ) 107 rolldbie BblLARISBn oMl Rt af Bes ™
damage 3&edtin vitteallyehmp nistwerke inclliding harsicaétwark @mviteharings, 150 wil |

continue to treat reflections as collisions until it gets two reflections
that mat ch. ANSIp@ithe dhresneeflegtioniseenaniaasidascribed ahavencollisiasedetectasct i ons

are not | i | ; S have to
be. unnece e S adafiet GrhuaY 8o mtgitl vBrafihe R ndiuclithletThbe

col |'i si orbul @tissx adaptsutioclerge atapges,tsuchias addingesr. redddvifg deviced, damaget r at es
one odi nent of the present inyvention. In | ock 410, an initial

r ef I3§g?i gﬂqﬁ% n?g’&%ﬁ v@EF.F-) %H%t '?g?‘ﬂlé%?'ﬂ (S’ﬁt‘?‘"éorsiﬁlé’d" ?%’Pt"ﬁ’f? tor*é?ﬁtgsenft ation of

the ref! gefiedbnisSas boNigBndsurfi figers 8o 30MRion8 HHaffaen.| Angfefisctiddid! cat ed.
A col lision may not have actual I'y occurred, but no previous reflection is
st or ed f markerthanitbemastrrposetthres reflestionsmaye bet nonsidgrenf. knwhichgevere way

o o oS o o BE ot A8 oy BV b SRS et A e on
mat ch, t hite GHahgBS th e ABhVEMR, tie 86f8i6A deflector quickly adapts to the changes.
325 Figure 4 demonstrates one embodiment of the present invention. In

block 410, an initial reflection is received. The reflection is stored (or an

representation of the reflection is stored as discussed above) and a collision is

indicated. A collision rhay not have actually occurred, but no previous reflection

is stored for comparison purposes, so there may be no way of knowing one way
330 orthe other.

In block 420, the next reflection is received and compared to the previous
reflection. In block 430, if the reflections match, the current reflection is stored in
block 440 and the process returns to receive the next reflection in block 420. If,
however, the reflections do not match in block 430, collision is indicated and

335 both reflections are stored in block 450.

In block 460, the next reflection is received and compared to both stored
reflections. In block 470, if the current reflection matches one of the two
previously stored reflections, the current reflection is stored in block 440 and the
process returns to block 420 to receive the next reflection. If the current

340 reflection does not match one of the previously stored reflections in block 470, a
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bl ock 440 and the process returns to receive the next reflection in block
420. If, however, the reflections do not match in block 430, collision is
i ndi cat edvantd761885 both reflections are stored in bl ock 4BOT/Uke1/d3kT8ck 460,
the next reflection is received and conpared to both stored reflections.

In block 470, if the current reflection matches one of the two previously
stored remallision émindicated du blask: 438G ithe surrent reflestionds storelinditockidd@nd t he

a0 ot 1 dtd B nrBeh Btp bRek %P SRet e B et rarBBhOR ™ o1 ections i n
bl ock 470, a Figdré\® ilidtrids ne@mbeditdi it hélQMéré'ﬁ}%térﬁ ihfeidedtgd in

bl ock 480, the current reflection is stored in block and the process
returns t/GPFASSEE ubrpadocategery ef eompuistsystamesurbas pergonal &mputms,r ates

one o] br.o cat egory
of c%%u%‘?ﬁg{%@i‘s ah@f q\@ég%gé%%%g%tecoﬁpﬁ} @‘r ﬂus@%t%dv\%rﬁgégiqqrg € and/ or
enbedded yrdivare sykﬁem hﬁ:lmdiéwpwcﬁsedr Sﬁ’OQXbUﬂiﬁd to hfgﬁh @ﬁééﬂ'\@ug 5i)55t em

i ncl udes processor 510 coupl ed |ch i's coupled to

i nput / out¥Ylieh (‘~°fP@)‘F"SQstOHfl‘.BUVWtBUbﬂ/%gusog"éé'ér%b busrbriges 839 mermory 520 is

coupl ed t I /O

devi ce(s) gél S ﬁ%@sﬂgﬁgcgg H%ogbit% 5% ?’%3@%‘@%?{ fhe%@%’yé’é@ may i ncl ude
a di spl aycoipledtn bas Beﬁbd@ devm&(&s)cﬁ"SGmraiscﬁxbeqsledltormtsVM& I/Ordezv’ ée(eps.,

etc rtai n enhodi ncl ude addi ti onal conponents, not

requ’158e a‘{afllo Hayh ugeavilse 2 keybogsd, nger H@rﬁrﬁi‘t@ﬂah@?@'%brrponents.
For instg ack€N@Rrary menory 520 may be on-chip with processor 510. 355
Al ternately, permanent nenmory 540 may be eliminated and tenporary menory

520 may be reflertaid embbodianerdsgoay indlde addioabl eompogeatsyabay noead onl 'y
menory n software routines are executed in place fromthe

( EEPROM)
EEPROM ésﬂﬂ"?ﬁ&%ﬂﬁﬁt%ﬁqun%orﬂa@n § By MayLarabigeane of AR COMPANents- ¢ he

conponentrpranstafed Plepfborary e mma@%bh%mﬁw bridges to
360 whi ch vrarl gus gc@?‘??o%l corr%/onents can be coupl ed. Tﬁose skilled in

t he 386t ernaneéy frarmangnt wemoty §40 maybekliminated sne femporant memaonyr ks
'bﬂgl \lljmd't E%;of may t')en %;ﬁgggd with arr1] te‘flercrt]r"licaIlr)]leér\zls\{(s?z[]tl)<leb;§ir?)8(rjarrqrr%a?:l)leh Irtgahd gﬁleed system
memory (EEPROM), wherein software routines are executed in place from the
EEPROM. Some implementations may employ a single bus, to which all of the
components are coupled, or one or more additional buses and bus bridges to
360  which various additional components can be coupled. Those skilled in the art
will be familiar with a variety of alternate internal networks including, for
instance, an internal network based on a high speed system bus with a
memory controller hub and an /O controller hub. Additional components may
include additional processors, a CD ROM drive, additional memories, and other
365 peripheral components known in the art.
In one embodiment, the collision detector, as described above, is
implemented using one or more computers such as the hardware system of
Figure 5. Where more than one computer is used, the systems can be coupled
to communicate over an external network, such as a local area network (LAN),
370 an IP network, etc. In one embodiment, the present invention is implemented
as software routines executed by one or more execution units within the
computer(s). For a given computer, the software routines can be stored on a
storage device, such as permanent memory 540.  Alternately, as shown in
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menory controller hub and an I/O controller hub. Additional conponents may
I ncl ude additional processors, a CD ROM drive, additional nenories, and

ot her 36&Boperdipheral conponents known in the art. |In onepembsdioseTst, the
collision detector, as described above, is inplenented using one or nore
computers_such as the hardware systemof Figure 5. \Were nore than one
conput er Figuigs@dthe: seftware: rowtineacapde mashine executablelinsituctions/810 an

| 4 | , . 3f0 P K,
cre3n Sngle g i mepnbe, RERan AR M ¢30i wireda SRORR e e
routi nes GREROM; tndynetitetape, Gigital eMes Wriversatié HRKWOMD)) 14988 digikQROMET (S) -
For a given conputer, the software routines can be stored on a storage
devi ce, diash sempenmeient haeesiep efjostrugticasmaes Rot ke staredrocally, andwo
01/ 76152 [ : : t |
execut abldgbgluhsu? ?éé%?gégrogli@gﬂ%ﬁotgt%é% eﬁégvﬁ]éé@;s §ﬁ%§c%|g§§'e?2°&d§g‘legﬁé{]opgge

medi um 620CDsROM devigeda flloppy disk, €f2. RBkdugmdsrahsiantepkO déviid 550 vf deo or
versatiIeF_disk (DVD), | aser disk, ROM Flash nenory, etc. The series of
i nst30ct iFd84"e®ed not be stored locally, and could be received froma

renote storag ' q.,eégfz : ,.@C%% lce, a
fl oppy di sk, girgﬁ?’%ﬁpovu%g%&uf%er,alp%grﬁéétﬁ%céﬁﬂi;/ dgl\%?'{:dg"%gogﬂ 3 giiyégure 5.
Fr om whatdexize e terapotane memonub20 and they aceessya anld Exeoutelebyst or age
device into te y, menor, 20 and then accessed and executed by

pr ocessorP8§gSS r%@i’ue"\ ARe é’%’@%”%?'?‘@ﬂ?nft ﬁ‘§§@ MF@UVW AFRWILER IRy i t t en
in the Ghar@grsyrahFinga H?H?Qq'e tig i g{?%g MR that

t hese 385 rou?r nes nalgbbg np emietr{?gﬁbge% n?/aggong?li e \r/’atrhlgety gf

pr og@8anmiraytinésan@yaye snplemerntedimany of ebwitleeariety of ipeognaesmimg i nvention is
I mpl errentled in _discrete hardware or firmnare. For exanple, one or nore
applicati 8Hg'§§%%§'f ic integrated circuits (ASICs) could be programmed wth

one or nore ofintdiRrAdRVEMBQIniERS! tHe rés\éﬂﬂﬂ\/é'ﬁﬁoﬁfistir:ﬁﬁle?rﬁéhtie%i iAn detector.

I n anot her exanple,. one or nore functions of the colllsion detector could

be i npl erdisgrete hardwarecr firmvearas! Ir examplédione miahoks applicativoapesifiend t he
circuit t?r?f%rggastegocli'ljcglitg ?A'bﬂfse)r&?u% ibre]at Srotgpaemmed with one or more of the above
390 described functions of the collision detector. In another example, one or more
functions of the collision detector could be implemented in one or more ASICs
on additional circuit boards and the circuit boards could be inserted into the
computer(s) described above. In another example, field programmable gate
arrays (FPGAs) or static programmable gate arrays (SPGA) could be used to
395 implement one or more functions of the present invention. In yet another
example, a combination of hardware and software could be used to implement
one or more functions of the present invention.
Thus, a method and apparatus for data collision detection is described.
Whereas many alterations and modifications of the present invention will be
400 comprehended by a person skilled in the art after having read the foregoing
description, it is to be understood that the particular embodiments shown and
described by way of illustration are in no way intended to be considered limiting.
Therefore, references to details of particular embodiments are not intended to
limit the scope of the claims.
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conputer(s) described above. In another exanple, field programmabl e gate
arrays (FPGAs) or static progranmable gate arrays (SPGA) could be used to
395 i npl av@nt/7aase or nore functions of the present i nvent POVUSOIDSYESt

anot her exanpl e, a conbination of hardware and software could be used to
I mpl enent  one or nore functions of the present invention. Thus, a nethod
and 4Pparatus for data collision detection is described. Wereas nany
alteratigns nodi fications of the present invention will be 400

conpr ehe a person skilled in the art after having read the foregoing
descri pt iWhat id claimé® i®e understood that the particul ar enbodi nents shown
and described by way of illustration are in no way intended to be
considered limting. Therefore, references to details of particular

enbodi meng s | dto limt the scope of the clains. -13 WD

017 76105 oo DEIRR APBASHEE 7o Me" Wnat i s ol aimed 1o 1o A et hud

conprDsi ng: 4leceiwigy xifingt sighalreflestedfrdm reefiéteeiried from a net wor k;

conparing the first  si na# to a representation of a previ ousIH reflected

signal ; and gé??é'?%ﬁ"i"rﬂgg’@ sk signah b prrepeeseptation ofa preNieusly saflested negati ve

col l'i si 0%%gﬁéldiaﬁat i on based at least in part on conparing the first signal
1

to the 4 representation of the previously reflected signal. 2. The nethod

of claim1l whegeriemating eiteer e positatel collisibn tildicatiay boashegativel esllisidn si gnal

conpri ses uralit f data points, and wherejn each data point

conpri seén‘icghgﬁgﬁﬁﬁgéﬁéﬁaﬁ\}%lp@ét ?%Q@H‘W'&&tﬁﬁgrﬁr%w%‘d@l @‘er efl ected

si gngk. ?rep;lg})%nf@;d}p?f e ﬁﬂe@idﬂsﬁy V%T@c?éd" igggpari ng the first signal to the
usly ref?

420 representation of the previ cted signal conprises: selecting
a plurality of data sanples fromthe first signal, said first signal and

said prew o t ' ' ' ' LSy such
That b | Gsat neNnefole i ibrg it OprRTHh SeNeTBURLRY RALLEn PuTt
one of  signal comprises a plurality of data points, and wherein each data point

comprises a location and a value taken from the previously reflected signal.

3. The method of claim 2 wherein comparing the first signal to the
420 representation of the previously reflected signal comprises:
selecting a plurality of data samples from the first signal, said first signal
and said previously reflected signal having synchronized starting points such
that a location of each of said data samples corresponds to a location of one of
said data points with respect to the synchronized starting points;
425 determining an absolute value of a difference between a value of each of
the data samples and a value of each of the corresponding data points;
comparing each absolute value to a first threshold value; and
advancing a counter value for each absolute value that exceeds the
threshold value.

430 4. The method of 3 wherein generating either the positive collision indication or
the negative collision indication comprises:
generating the positive collision indication if the counter value exceeds a

second threshold value.

5. The method of claim 1 further comprising:
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said data points with respect to the synchroni zed starting points; 425
determ ning an absolute value of a difference between a val ue of each of

t he dat awenpt@as2 and a val ue of each of the correspondi ngPORUSOIPISHTS S ;
conparing each absolute value to a first threshold val ue; and advancing a
counter value for each absolute value that exceeds the threshold val ue.
430435 The netadaptiog to chiangesin ghapnat chayagtearisties ofithe petworkeassid 08i on

i ndi cati . egative collision indication conprises: generating the
positiveq@%ﬁﬁ?%%gﬁapndication if the counter val ue exceeds a second

t hreshold value. 5. The nethod of claim1 further conprising: -14 WO

01/ 76152 US01, 05678, .43 dapting to changes in ¢hannel characteristics
of the ned‘g\%_bﬁ %%@83 %fnC|a'm1§ Vﬁ??rgfn 2%9%‘?1‘519 p%a%ﬁ%%éﬁﬂ rolpa%qipﬂ]aé wher ei n
adapt i ng légstcarien Bteshsldffor siipal hagagorpn at | east one threshold for signal
variation. 7. The method of claim5 wherein the changes in channel

characteristics are 440 due to at |east one of noise, tenperature

vari atiory, THEIrHefh6dVGT dIdih 8fwhéresh tHEEERAAGESAI Harflel ERSrREIMRIcK fuer tine.

8. The method of claim1 further conprising: storing a representation of
t he 480r stdusj tgrall least oreh ef neiskotermperaturiernagiatiner bimidityorariagionhand

represent ati o ft irst signal. 445 conprises: conparing a val ue of
each of é’%‘%ﬂ‘?@ﬁ??f%‘?é Bgﬁ'ﬁorgéﬂ’ﬁlrgg]econpri sing the first signal to a
particul ar value; and recording a |location and a val ue of each data sanple
that is }gtfﬁn a hf%Hr"afsrlmld r.a 8e of the particular value. 450 10. The

met hod of°- cf AF MethRAH &lam i‘.é“’g &% FUNPYPMYal ue is one of zero and a val ue
l'ess than a sajionimd hd@predetatitin 6AHe fidt ighap! e. 11. The method of claim9
wherein each pair of one |location and one™ correspondi ng val ue conprises a

data point, and wherein recording conprises
9. The method of claim 8 wherein storing the representation of the first signal

445 comprises:
comparing a value of each of a plurality of data samples comprising the
first signal to a particular value; and
recording a location and a value of each data sample that is within a
threshold range of the particular value.

450 10. The method of claim 9 wherein the particular value is one of zero and a
value less than a saturation value of each data sample.

11. The method of claim 9 wherein each pair of one location and one
corresponding value comprises a data point, and wherein recording comprises
recording a limited number of data points for the representation of the first

455 signal.

12. The method of claim 8, wherein if the positive collision indication is
generated with respect to the first signal, the method further comprises:
receiving a second signal reflected from the network;
comparing the second signal to the representation of the previously
460 reflected signal;

comparing the second signal to the representation of the first signal;

-15 -



recording a limted nunber of data points for the representation of the
first 455 signal. 12. The nethod of claim8, wherein if the positive
collisiowontdiaastion is generated with respect to the fiPeT/Usoig3als, t he
met hod further conprises: receiving a second signal reflected fromthe
network; conparing the second signal to the representation of the
previously 4deneiatieg ebesthgpesitive gplisiongindination csrttie Jiegativetasllisien

repr esent.at f . ir ' gz PCT/ US01/ 05678
gener at 1 iguiBfipl with feerlelPla Hle8and sibal Frdd £ 281 I Pl FrecampAting

col | i si orthée rsgicoatlisignalitd hhe espresentationhsf thequevioasignaflebtedasignaal amast in
part _on conparing & the second signal to the representation o? t he

g
pr evibgus|GPmRANRG theysesthpigrabito thesrepsesriitation ohthe Bitsdsionalgnal to the
representatio : ' i : | I . .t he second
o anal 11 the Siging EreprErmSHAT Bt ind toms P RE Febalve Selisidrly Ro T he
r epr esentindicationfis geaerxtednandi gnal and at | east one of the representation
of the previously reflected si gnal and the representation of the 470 first

signal if the $$8479 the reRsepertalan of dne secend sianabABd Atdeastiane ohtheret hod of
claim12 ' pﬁ:@a;? S| Lndl ' ' : L the
second siréﬁa S@r?g?tj:dggg at Hgggjtuggjn{aéf%r %%‘aﬁggﬂ%% gﬂ%ﬁg@?ﬁ?h? t’p‘)% evi ously
r ef 1466t edirst sjigaal e plositive modisston idicatiof ist gendratext. si gnal . 14. The net hod
of claim8, wherein if the negative collision indication is 475 generated
with respect to the first signal, the nethod further conprises: receiving
a second 14.gMhé methiodadfealaif dhwinereirethaondgativengullisioy indieati®ciznd signal to
the representati QF of the first si enerat i Eg“ either the positive
|

| ; 3
col | i si oGRS hF 8BCQNSigpghm el Basbane ohdie enreReniatianfdpect to
the secoffepioSh!rehBERd Ahnal*dN e rblealion BPiMe fft il e second

signal to the répresentat rst signal; stori a representation
of the second signal if the negative collision indication is generated,

and storif)g the heMoaT Al B WAL hecRigbtvbERlsid heiditiheB" esent ati on

475 generated with respect to the first signal, the method further comprises:
receiving a second signal reflected from the network;
comparing the second signal to the representation of the first signal;
generating either the positive collision indication or the negative collision
indication with respect to the second signal based at least in part on comparing
480 the second signal to the representation of the first signal,
storing a representation of the second signal if the negative collision
indication is generated; and
storing the representation of the second signal and the representation of
the first signal if the positive collision indication is generated.

485 15. The method of claim 1 wherein the positive collision indication indicates at
least one of a data collision on the network and a channel characteristic change

in the network.

16. An apparatus comprising:
a first comparitor to receive a first signal reflected from a network and to

490 compare the first signal to a representation of a previously reflected signal; and
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the first signal if the positive collision indication is generated. 485 15.
The nmethod of claim 1l wherein the positive collision indication indicates
at | eastwons7@f2 a data collision on the network and a chren®ko1/05678
characteristic change in the network. 16. An apparatus conprising: a first
conparitor to receive a first signal reflected froma network and to 490
conpar e the ficostroklagicito generate githeeatpositive edllisionindication gr a efeigatived

[ | ; A 01/,76152 PCT/ SO 78 l,.logic t t
ci ther a SosiqT DGMRSR oS allaRet Ga TR @ ediChPOuredtel coBRATRR cat 1 on
based at least in part on a result fromthe first conparitor. 17. The

t foclaim16 furt ising: a. d it t '
Chet s 7ei bisPPRAIALS & ikim: £ SRS TopSiB85 cach of & pi ural ity of data
sanpl es conpr izsédbrid6orpafifor $6 98civé m@fimrsﬁdrfalé'bﬁﬂ to\Comjfared falRe 101 St er

to store a representation the first signal, said representation of the

fird4P5si gagh danplurality pfgata samples aaanpsising the fst sigoal taa pastioytare of t he
pl ural i ty, m‘ .q%ta sanples that is within a threshold range of the
parti cul AP \ral 8 500 as indicated by the second conparitor. 18. The

apparatus of < rRigirtébtyeRireiarepiesetation s Ardtaigradl, $4i8 reprsePtdtion of
refl ected signal conprises a plurality of data points, and wherein each

data poithe fitsdifignalcompnisies g legatieniand vayalueafieachfdaimsamplecéiheus| y

he 111 SPURIEY dati Sariiles 1A ERRRA & thrcinclq FodBd RO BT Sl of e

pr espouslag indicaesd by the geabnd dntpdritéist conparitor is to select a plurality
of data sanples fromthe first signal, said first signal and said
previously reflected signal having synchronized starting points such that

a | ocati q8. ocfheapbardtus af ¢laivat 6 MhERiAIhE PeprReRARIDNtST thd prévibasigt i on of
one of said data points with respect to the synchronized starting points;

and sai dreflecied signalonmrisesra Rbirality oftata moids apndwdireineeacll dateof a
di T er engeintRniiidbsa YSkdidnUnFaVan tdddh Fhans HrBlishsiPienéetkd! ue of each

of the
signal.

505 19. The apparatus of claim 18 wherein, to receive the first signal and compare
the first signal to the representation of the previously reflected signal:
said first comparitor is to select a plurality of data samples from the first
signal, said first signal and said previously reflected signal having synchronized
starting points such that a location of each of said data samples corresponds to
510 a location of one of said data points with respect to the synchronized starting
points; and
said first comparitor further to determine an absolute value of a difference
between a value of each of the data samples and a value of each of the
corresponding data points, and to compare each absolute value to a first
515 threshold value.

20. The apparatus of claim 19 further comprising:
a counter to advance a counter value for each absolute value that
exceeds the threshold value as indicated by the first comparitor.
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correspondi ng data points, and to conpare each absolute value to a first
515 threshol d value. 20. The apparatus of claim19 further conprising: a
counter twoadwasre a counter value for each absol ute val urCt/iat1/05emceeds
the threshold value as indicated by the first conparitor. -17 WD 01/ 76152
PCT/ USO1/ 05678 21. The apparatus of 20 wherein the control logic is to
gener at e 4heTpeappaatusaf 7(%0Wh¢€ﬁ"@)ﬁhe panigeltlpgie is to gepsetatatbe posiivee exceeds

d 2 : f ' 6 inif th
posi Eve SRR slcd o B soe SRunEr S SERERARM R ssh B ol VaIEer 1o
signal, the apparatus further conprises: a second conparitor, bgt h sai FI
f d t Q. V. : . si gna
et ect oa  ONE AR AR M SAEENE. 1R AR nodute Eal B ThdRAERL K he cecond
si gnal t QydrieeateRPWitE 485p&dtab thé fiﬁ'étesigﬁ@ly'trféléb‘dard‘t@ fitHedtomprisds; and said
second conparitor to conpare the second signal to a representation of the

first signal; &&PaEORYEOMRAritesgiboth saigklist spmparitoreand waidoersanidve col | i si on

sl gnal baibariiSf o BEe KoskBny o] REGER A it ROV SBILfRt Socona
conyssi t awompaRor Theonpare tieiseodnd signal &2tHe répreserstation Wkﬁ@?reﬁi}@wy ality
e

of registers to store a representation of the second signal ift.
negat i ve '€fected; sianal, @nd-3aid secand eaampariter, toagemparasther seqans sigpabteeat at i on

of the | aq@;t one of the representation of the

previ ousﬁgﬁ%”@%@e}ﬁbﬂ?ﬂg%ﬁ‘ and the representation of the first signal

i f the positivsaida@ohtrsl lmyid tulgermdnate either thenpositivesl colldionTihdicafipaionithe of
claim?22 wherein the ne c?t ive col:‘l ision indication is enerated if the
second si"ﬁ?r%t"’ﬁeﬁqyl‘%%“éfg Icgtin Wi degpestiie theecopd signalPased; atdeast i ousl v

ref |3t eghai BRFLs AR ORP IHERIE SRR AdoRR Hmbiftofd St signal . 540 25. The
0 | 1&, \/\}1

apparatu clarm erein, If the negative collision indication is
generated with respect to the first signal: said first conmparitor is to

receive Qée?ﬂg%@'ag%g 5feél%i§f§§qumti%c§erhﬁrisiﬂgWork and to conpare the

second si gnal represen ron o I TSt signal;
a plurality of registers to store a representation of the second signal if the

negative collision indication is generated, and to store the representation of the
second signal and at least one of the representation of the previously reflected
535 signal and the representation of the first signal if the positive collision indication

is generated.

24. The apparatus of claim 22 wherein the negative collision indication is
generated if the second signal matches at least one of the representation of the
previously reflected signal and the representation of the first signal.

540 25. The apparatus of claim 16, wherein, if the negative collision indication is

generated with respect to the first signal:
said first comparitor is to receive a second signal reflected from the

network and to compare the second signal to a representation of the first signal;
and

545 said control logic is to generate either the positive collision indication or
the negative collision indication with respect to the second signal based at least
in part results from the first comparitor.
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and 545 said control logic is to generate either the positive collision

I ndi cation or the negative collision indication with respect to the second
si gnal bawedi/atisi east in part results fromthe first conparisarese?sl8 WO
01/ 76152 PCT/ USO1/ 05678 26. The apparatus of claim 25 further conprising:
a plurality of registers to store a representation of the second signal if
the 550 Z%gIhemmailwswfmiamnaﬁcfatthernccvrnpgelngrat ed, and to store the

tatio : ignal and the representation of the first
Sronal 11t he BEUTERT.ofIBERRIs 3RSk f BrrbBieEBh Gl Ipa ko Slamel§ the
appayset usneyfativeaionislon WMlEstioh ishgerieraicd, wadae!dtofd Bie iepiesattafidh bR theat es
at least one of a data collision on the network and a channel -
char act ersesond signalanchiie representations the figst signaldhtheepesiticeispllisionor age

medi um hqx&i?gggﬁgé ﬁgghpﬁgapn machi ne executable instructions, the

execution 0 | né éexecutable instructions to inplenent a nethod
conprising: receiving a first signal reflected froma network; 560

conmparin h I 1.5, .54 QN r ept at i op  of reviously .refl ected

o gnal | SHa Sbkaaral IR b 35y EREERBEBRRRGS sasRi BaBRn o fat  ve
col | i si orat leasti oras bba d2as edllislon eRtie hetwstktanena eABRAEI ckarbBeribii¢ st _si gnal
to the representation of the previously reflected signal. 565 29. The

nmachiXie rehaags|ie the Aelyerkredi um of claim 28, wherein if the positive
collision indication is generated with respect to the first signal, the
met hod further conprises: receiving a second signal reflected fromthe
net wor k; 4&nPaMerbineheasabinstosagm mediymt having stared thardamnmeathinee

previ ousl 3 s anal . rin .second signal .tqg.a
Fepr seniiecafibls Ristifoesy e Beg ONGH o8 mhatiiis ERBFuBHE Bstieides
col I'i si onoiinpledenpa metidie coe@aibinge col | ision indication with respect to
t he second signal based at |least in part on conparing
receiving a first signal reflected from a network;
560 comparing the first signal to a representation of a previously reflected
signal; and
generating either a positive collision indication or a negative collision
indication based at least in part on comparing the first signal to the

representation of the previously reflected signal.

565 29. The machine readable storage medium of claim 28, wherein if the positive
collision indication is generated with respect to the first signal, the method
further comprises:

receiving a second signal reflected from the network;
comparing the second signal to the representation of the previously
570 reflected signal;
comparing the second signal to a representation of the first signal;
generating either the positive collision indication or the negative collision
indication with respect to the second signal based at least in part on comparing
the second signal to the representation of the previously reflected signal and
575 comparing the second signal to the representation of the first signal;
storing a representation of the second signal if the negative collision
indication is generated; and
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the second signal to the representation of the previously reflected signal
and 575 conparing the second signal to the representation of the first
signal; woorraig2 a representation of the second signal ifprChEsoegals ve
collision indication is generated; and -19 WO 01/ 76152 PCT/ USO1/ 05678
storing the representation of the second signal and at |east one of the
repr esent at i orbtefing e perresentatipn afthe seeand isipnal andchttlmastrene ofthet at i on of

e e e
negdigove firsosighal inheé padisitivel cullidion gelieatisrerd géndraterppect to the first

signal, the nethod further conprises: receiving a second signal reflected
fromthe network; 585 conparing the second signal to a representation of

the first3ci Jhelmactlineseatiable stoiayermebRInP o cldime2e AvhéreirPi thé fe aﬁi«@n or

he
the negative collision indication with respect to the second signal based
at | east Golfisirf indicatinisagenriatachwith sespretspghalfirstosighal, theymeatbedat i on of

the firs i . ing a representation of the second signal if the
negat i vetfggh??glbf)nﬁfsggo indication is generated; and storing the

represent at i orreogivirigea second sigra abflenied floen tephesssikat i on of  the first
signal if the positive collision indication is generated. -20
585 comparing the second signal to a representag{lon of the first signal;
generating either the positive collision indication or the negative collision
indication with respect to the second signal based at least in part on comparing
the second signal to the representation of the first signal;
storing a representation of the second signal if the negative collision
590 indication is generated; and
storing the representation of the second signal and the representation of

the first signal if the positive collision indication is generated.
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