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BACKGROUND Fi el d of Invention [0001] The invention
w@ewsnallby rel ates to aut hentication and nore PCT/US2004/023579
particularly to el ectronic security and, nore
particularly to authentication of entities using
sound. Pasgriat hoTEENTREARDAL @dfmm@@gﬁc%mm
growt h of el ectronic comrerce, use of public
comuni cation infrastructure, such as the Internet, to
access various secure net ens and/ or
applications has al so gr&%&éﬁégyﬁﬁﬁi%ple, users nmay
ORiel craaessioho banks (online or by automatic teller

machi nes (ATM ), a private network such as an
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of a system of comunicati on wherein face-toface
contact is_not Possible, opportunities for fraudul ent
dressHatemef the 8¢laledA4s have i ncreased. M sappropri at ed
i dent i [ . r
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(APRHCASiong fe 4150 EroRM: iHOF EXATRIF: USHESHIENERIN afifeys to banks (ontine or by
itk diRAt 28 ller&chine8 SARMD), U pHRAARER Sk subh &s Qx?i]ﬁi‘%ﬂet, a secure server
technique Is by requiring a user to provide the
curdatabasepa oo vittuaBpi vats vetworis (VRN hovey ke Intersetdysiigigil e
faﬁie%{. to authenticate a user, systems inplenenting
A lg§ﬁWTque may be nore susceptible to attacks by

[0003]aN Unagéhefer ZRih theehtPodubBOPS a ARBINBT cHRARRat SIS ace-to-
for user authentication is known as the two-factor
daeeneamtact itriob possibip opaetwritiesfon Eaedwentios pniwhaenyssi @addsy have

n i t.hat. a. user has. . for exanple a
SRS BB B R b LoD Rotatos o
dadigidualk swvghtlzatRee atisebaititiepi eces of information is
used to authenticate a user, systens inplenmenting the
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password. Because this technique uses a single factor to authenticate a user, systems
implementing this technique may be more susceptible to attacks by an unauthorized
users.

[0005] Another common technique for user authentication is known as the two-factor
authentication. Two-factor authentication is typically based on something that a user
has, for example a physical device, and something that a user knows, such as a
password. Because both pieces of information is used to authenticate a user, systems
implementing the two-factor authentication may be less susceptible to attacks than a
single-factor authentication.

[0006] For example, a password generating token is a two-factor authentication system
designed to control access. Here, a unique password is generated and continuously

displayed to a user. The password is generated from an algorithm that is based on a



designed to control access. Here, a unique password is
generated and continuously displayed to a user. The
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on asecure information and theycurrent tine. The user

is then required to input the current displayed
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for security in a data processing system [0010] In
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conprises a storage nmediumconfigured to store a
cryptographic key; a processor coupled to the storage
medi um and configured to gRUMMARYan access code using
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ItRoB RWRECUMRY fiSa 8416 BHREssMolHskehe access code; and an
audi o output unit coupled to’the converter and
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0 receive sound waves en
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ey 8 code using the cryptographic key and the
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configured to generate a time element; wherein the processor is configured to generate
the access code using the cryptographic key and the time element. The apparatus may
also comprise an audio input unit configured to receive sound waves encoded with a
challenge; wherein the converter recovers the challenge; and the processor is configured
to generate the access code using the cryptographic key and the challenge. The
apparatus may further comprise an actuator coupled to the processor and configured to
receive a signal that activates the generation of the access code. In addition, the
apparatus may comprise a user input unit configured to receive a first password;
wherein the storage medium is configured to store a second password; and wherein the
processor is configured to generate the access code if the first password corresponds to

the second password. Furthermore, the apparatus may comprise a user input unit



receive a signal that activates the generation of the
access code. In addition, the apparatus nay conprise a
wais@s/oinput unit configured to receive a firstPCT/US2004/023579
password; wherein the storagemﬁedlyn1|s configured to
store a second password; and erein the processor is

cinfip@ed eslrdesive Rk At @ df WRerBHmARS SorhRHE: it Eo%@ﬁlré& fSdncode the

passwor d corresponds to the second password.

Rast e difp soundhwaygspanday ereimdbe ewlipoiipet enitiseonfigped to output
i f to.recejy asswor d; wherein the

B SR AL o LARG Ba SRR e a8eRor a1 o

[0012]sound Inavether aspactyhafetiod foneqasidng aeMbRidatisRilon useﬁ device
configured to output the sound waves encoded with the
FLINRG dYPigEraRhicHeH: FRRrisehgeeoingan|ancesn oodeeysingsthect |

. . ' jcati f a user .
3:@%%%@@}1% ?{3}(},&%&9@?&% ?%ga?g%sg ?Q&%(le go éoglgﬁﬁ{ai%rgn%gncoaeé with the
gecess adden gndioutpattidgsheaniad waivagderdcb8e CWIR HRMIBERI o I& F

convertin e access code into sound waves encoded
\ﬁ“ﬁ’ﬁnﬁl‘i?éwgc E,[g§§1 Nay HMPRACHEGNETRHRE & Heesdbupentywalhersin

SREQIEEH W bBcdsh @ozeg&glgﬁisgso ekt il ;!}%Qﬁtsi ot P&H% he

nmet hod may conpri nerating a-tine elenment S ei n
gevpéographigkehandhibe éiss dementc Ghp nietiexl ey esmpriseGetdiing sound

d [ h t hic key and the tinme
RS s ol B bl whereen sempesing te

apeRglesticWottprides Sl RiRg the ROLSs/BAOUSHE B dr hic key and th
chalIenge?h%%e?egﬁkgé%gréiingsfhe acc%ss TyPlographic key and the

ébﬁ%ﬂngges generating the access code using the

t ' d_the chal.l enge. .[ 001 In still
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crypt ographi ¢ key, means for generating an access co
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wedeks ¢due facagisnticait. f or aut henti cat | 8n. [2014] In a
furth t, a machine readabl e nediumfor use in
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access code;..apnd code segnent configured to output the
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receive sound waves encoded with an access code; a converter coupled to the audio
input unit and configured to recover the access code from the sound waves; and a
processor coupled to the storage medium and the converter, the processor configured to
verify the access code based on the cryptographic key.

[0016] The apparatus may comprise a clock coupled to the processor and configured to
generate a time element; wherein the processor is configured to verify the access code
based on the cryptographic key and the time element. The apparatus may also comprise
an audio output unit configured to output sound waves encoded with a challenge;

wherein the processor is configured to generate the challenge; the converter is



recei ve sound waves encoded with an access code; a

converter coupled to the audio input unit and
weonsiogused to recover the access code from t hERCHUS2004/023579

waves; and a processor coupled4to the storage nedi um

and the converter, the processor configured to verify
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- [0018] In still another aspect, an apparatus for authenticating comprises means for
storing a cryptographic key; means for receiving sound waves encoded with an access
code from an entity; means for recovering the access code from the sound waves; and
means for verifying the access code based on the cryptographic key.

[0019] In yet a further aspect, a machine readable medium used for authenticating

comprises code segments for receiving sound waves encoded with a access code from

an entity; code segments for recovering the access code from the sound waves encoded



time elenment; wherein verifying the access code

conprises verifying the access code based on the
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further conprise generating a ghallenge; encoding the
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crypt aphi ¢ key may ymmetric key. BRIEF
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?&+ be described in detail with reference to the
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[0026] r ef er Figurt 5kRowd eiotihdr autheheeion prdsrR] Figure 1 shows

a systemfaor digital authentlcatlon over an acoustic
[0027] ¢ han n@llgurf bsbays m wmlchomr forrsoehdingdata into a)ulnd kearves; and

and c 0024 ure
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and [ 0028] Figure an exanpl e conver
retbovtisatiooliauser br entitg.olmitie follesing QESoAiptibh) sPESSERIERINe given

to provide a thorough understanding of the embodiments. However, it will be

[0021]

understood by one of ordinary skill in the art that the embodiments may be practiced
without these specific detail. For example, circuits may be shown in block diagrams in
order not to obscure the embodiments in unnecessary details. In other instances, well-
known circuits, structures and techniques may be shown in detail in order not to obscure
the embodiments.

[0030] Also, it is noted that the embodiments may be described as a process which is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a

subroutine, a subprogram, etc. When a process corresponds to a function, its



[0029] GCenerally, enbodi nents disclosed use the

acoustic channel for digital authentication of a user
wo@eoositity. In the foll ow ng description, specPET/TS2004/023579

details are given to provide agthorough understanding
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communication.

[0033] User of token 130 also provides a user information such as a username to
verifier device 130. Here, the user information may be encoded into sound waves and
communicated along with the access code to WCD 140. WCD 140 then transmits the
sound waves encoded with the access code and user information to verifier device 110
over Internet 120 for authentication. Alternatively, the user information may be entered
directly into WCD 140. In such case, user information is not encoded into sound waves.
WCD 140 then transmits the user information and the sound waves encoded with the

access code to verifier device 110 over Internet 120 for authentication. In still another



verification of an identity, and the terns
aut hentication and verification will be used (

w0 niosctiangeabl e. [0032] Figure 1 shows an examl/&S2004/023579
system 100 for digital authentkcation over an acoustic
channel . In system 100, a verifier device 110 controls
aal@e®sivt embosREH 8hH Biraitkrm AR LY BN Q& Q@idheﬁﬁﬁ&%%ﬁm number
over_ a public conmunication infrastructurée such as e
| HitRks9et 301 Adhus yusga needaint input theerser infarmation.1PRe identifiettion

i : rovi des an access code to
e (o BaaP Roh ANy T8 SBURLH AR e h R e sk an
dewimeni¢AMED)o WATD 15 eWCT @46 thead@nksitC eRHM Cahad eﬁ\l/ggdegd with

token 130 to-WCD 140 through an acoustic channel.
p}g? fgeesy eadepnd theddgptifeation Bermbergo yereradeniteud Dyenlnternet 120

Al y ored within token )
T RIRGHERRE S AP it BiRE AT 1% BS s irhiecanRpimoate with
[the B hrelsmtworkfortsghtem. 130 al so provi des a user

i nfor i 0 uch as._a usernane to verifier device 130.
100341, 0r o Eake da0 15 PRSI A BPOTP g betheeanbe Ak snetaixtd aitach to o

5 :an i . ' ] S de to
AN O A R R o ALRADL Y b8y PP RGO TR Fabitea
aiedGeattpnyin the sarge amomhmnbepmnbaulmsegfsmwmwnow an

.1 fjer device 1 over .l nternet 120 for
S ik 0 AR AR EosK TR PEL b doqr, digusgare; taket KA segves as an
Athehigc 26i6h @6 And db@Gidt Ravd WReMER ot Bunil Rich UG e\l}ggﬁ ' to transmit

user information is not encoded into soun
P actenerodertanshfiendavics 1§ overt Infesnetd 200 Asandsult) ehesaroed code is

: ' od o verifier device

YRR ot 12D B9 MOEDD I T b poiR. e, e i
ahanbgved hissdimenty coReDIBY HBybe erib&1de8 Bito 'aRbRE Vi@ Such as a

gﬁ%§gga n assigned jdentification nunber of token 1?6.

_ S Bhonsetr aRsswnalsat asistant nalsgsathongh SYGRUAO1s shiiven as a
ggﬁﬁ%ﬂl %g%@&sﬂ gcfhaﬁg% ﬁ{nﬁé)tﬁ%ee\;b%%g§ gth@xu écggp?%iﬁl%adelv%eé Q&c?x as but is not

€ access co

- bonted 1o BptopcbompudEPIDAS, wivdleks phOnés @ eéura) 88Vitss $fmes, offices
sou dlvvaves encoded with the access code and the
Pﬁgﬁ???%cation nunber to verifier device 110 over

0055 1 o3 L5 AR 6 P REE Ty s

W@bm@kml%rﬂlemr}é?ygnapm kgD ﬁﬁ@]be'ﬁdﬂeeg ink3 @okltelﬁ 130 at mﬁnufacture
| a portabl e device that my be snma enoug

P BBkl PE edert R (VB oS Fpiasm iy bpvsamay bxesed for
digfalriehéneleRioANsAHRBETC BfptddtEpHie B4 Infrh&ak! i
[ % :tih(lel same lrran%}g?ﬁt hatc?}fpheé}g%}gg%gﬁggzgwgﬁkg 2 et aphic
RE(Pn| Inguigmeairic aoiplogtaphic systegaithe scwekesy otwymigétria key that is
ket K88 4RRin 2R 180 Y Srardd WG k20 1S SRS 0252110, Token 130

generates a digital signature using a secret key and sent to verifier device 110 for

authentication. Verifier device 110 verifies the digital signature based the same secret
key. In asymmetric cryptographic system, a private key and a public key are generated
for a user. The public key is shared with verifier device 110 while the private key is
kept secret within token 130. A digital signature is generated using the private key and
sent to verifier device 110. Verifier device 110 then verifies the digital signature based
on the user’s public key.

[0036] In the above description, verifier device 110 identifies the cryptographic key that

corresponds to a user based on the user information sent with the access code. Also,



aut hentication tool and does not have wrel ess
comruni cation capabilities to transmt an access code
wo 008011191 er devi ce 110 over Internet 120. As BCT/E8S2004/023579
the access code.is transm ttedgover Internet 120 by
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A digital signature is generated using the private key
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[ . 2..015.a bl ock diagram of system 200 =
S Bt T e bR BRI RE B 51 8 seitpnd i babmmsionon
stieei the adcesiaoode ehafpds witbkeath BdbdsiRhe. S&Ro0 St&th8E ARfium 251 may

medi um 211 ) : .
be a database of cryptographic keys corresponding to different users of a network,

system or application. Therefore, user information is sent to verifier device 250, as
discussed above, such that the appropriate cryptographic key is used at verifier 250 in
the authentication procedure.

[0040] Figure 3 shows an authentication procedure 300. For access to a secure network,
system or application, an access code is generated by processor 215 using a current time
element from clock 213 and a cryptographic key from storage medium 211 (310). The

access code is encoded into sound waves (315) by converter 217 and the sound waves



configured to store a cryptographic key, clock 213

configured to generate a clock el enent, a processor
wQi®soondi gured to generate an access code usiPQI/UR®04/023579

cryptographic key and the tinmegel enent, a converter

217 configured to encode the access code into sound
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[0043] Verifier device 450 comprises a storage medium 451 configured to store a

~ cryptographic key, an audio output unit 253 configured to output sound waves encoded
with a challenge to a user of a token, a processor 355 confi gured to generate an access
code using the cryptographic key and the challenge, an audio input unit 457 configured
to receive sound waves encoded with an access code, and a converter 259 configured to
encode the challenge into sound waves encoded with the challenge and to recover the
access code from the sound waves. Processor 455 verifies the access code based on the

cryptographic key and the challenge.



[0041] When verifier device 250 receives through audio

i nput unit 257 sound waves encoded with an access code
w0 ooosautibent i cati on, the access code i s recoveP€dUSBBH)23579

by converter 259. The recover access code is then

verified (330) by processor 3 and access is granted
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storage medium 451. Here, the cryptographic key corresponding to user information
provided to verifier device 450 is used for the generation of the access code. Also,
processor 455 may use any one of known algorithms or techniques to verify the access
code, depending on the type of cryptographic system.

[0048] Therefore, systems 200 and 400 control access over the Internet to a secure
network, system or application based on the access code. In some embodiments,
systems 200 and 400 may be combined such that verification of an access code is based

on both a time element and a challenge. A token would then comprise both a clock and

an audio input unit as described above, and an access code would be generated using a



cryptographi c key and the chall enge.[0044] In system

400, a challenge nmay be a random nunber. Access codes
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response. Al so, storage nediumj451 may be a database

of cryptographic keys corresponding to different users
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[0051] t 0 Vtefn r%tlf]ep %m%&% e}ht q’ggfa ér c%vﬁ:%%gb 09 488 may%uﬂ%&%ogpnse a
ptograp

receiver (not shown). Users are required to create a password associated with a secure
network, system or application through a WCD. Thereafter, each time a user wishes to
access the network, system or application, the user is required to input the correct
password. The password and sound waves encoded with the access code is then sent to
verifier device 250 or 450. As in the previous example, passwords would also be stored
with corresponding user information and cryptographic key at verifier device 250 or
450, or the password may be used as the user information. Here, the password would be

received by the receiver. Thus, when verifier device 250 or 450 receives the password



[0048] Therefore, systens 200 and 400 control access

over the Internet to a secure network, system or
wa@ppbiocabi on based on the access code. | n SOMePCT/US2004/023579
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that verification of an access code is based on both a

tarisogh® wends ca0ededl willahtRBOGde Aodi® KRMMAN bHad RED-overed and both
ggmrl se both a clock and an audio input unit as

§ @FGeheePdsand @assarend ave vecibied & genicacaess! d be gener at ed

usi ng j e neyat the clock d a o
[0052]c hal | elﬁg{eh @ﬁggﬂg v egﬂltgﬁ %8?’1 ‘éﬁo‘?‘gtee%%‘?}ail%mﬂﬁ EPS‘%}P@PCO@ digital data
‘Siuch hsathe yecege code @rpag@vird entvQolid WARB! dr36 rQl by % o416 such as
d an audi o output unit as described above, and~an

ZB‘?: & SSC‘ES’G‘@ ORB#sH opbirgEy sopN WakRss @ snudiircartier (M Ca nevdetdtion may
. u I .
R fochcDue digftaf da e Pt Mo G A i Fathon i e go

recavet e digitel data cromesuridalaveaKBatio®yrl £, 3BAE S@bodiment, the access
addi ti gnal elegents, inéludin but is not limted to,
é;og% OI A wrdds, cppvetted toyands rg;_au@;pmqvg$.| Hudig waves having

' i £ i i ddi t.i ona
IRATBIchas3h KOs Of RN IFY IEON0S KBS ACHIch BTty g randard
ppeskeseanrheyused ur theaudip Ioetpldamufgarmya srtﬁqia'rd inﬁkgopmehuﬁ@rbe used
' . t Wor d. re, the cryptographic

£ hERldia i LY  AASIRr i sVAHa it PRSGHDIABLCOr DoRHIPEL TS,
io&tionh 166. i r F

papieaion X6 qat&%,ﬁﬂ%&%%ﬁdfnggj’&t %?J{el%gg%Ng'r 9(5@66,?%5)/.

exanpl e, in systens 200 and 4 _ _
[0053] £ ur t hEbeusRfrshweameramefir npavetsiot urgh68jor clitwlingyligital data

10 ' full b d.. Wer
T L T T A

fdrevatdéreot. cofibeti AEB@) felbnighy 6 DG a8 ifeatfet @%,%Qﬂ?kal modulator 640,
i dentification nunber (Pl and is stored in storage

AR 1VGESe 435t fyriey transiapm plegiept 630mndpaspromientayode First

' A 0.1t he user. Thereafter,
Rk LT O o e
gyreraers yrchaymipdation ipreamblésh e $@fichirSnif 1| gr&AnB1Ss A8 RUhsmitted to
ﬂou h the input unit the correct password to activate
{1 B afgieeyne 5&?‘8@? mnGryizingia thedgequerey, meswdmhaseayf Jb@

. it . » ter . Qr 7,.an

o ghd)] TIPSR s Rin AN e o el i avence o
b bersmiteot cTHedrEQ encdded hits are. théminssule hvaHae caad S§MBEE By

I t d w,th r ondi ng._ user _
| n"flﬂgg‘ﬁ%t@gn ﬁﬁmﬁ{ %&%mﬁsr %Fﬁﬁli? “Eaz%% 1gto mg}tipiq digiwayeearriers by
digd
o ieior G10 diin P Se HE! Ou B EHBE] b T D B1elfRl 650 10

gPeE anlagignndu nalladMESs yarhot StheMICrsyhibelsaee tef upQdfiverted by
and. access code

e R T A T W
anpithait. h0gdirsRBhversohiunitB00 e HeSmpRIn@fe i ColPters 217, 417
JnlilerIthef(r)r é:n%ggirnigsérel agcess code and/or password into sound waves.

[0954] Figure 7 shows an example second conversion unit 700 corresponding to first
conversion unit 600 for processing multiple audio waves encoded with digital data
information. Generally, digital data is recovered from the multiple audio waves in a
process that is inverse to the process for transmitting the data as audio waves. Second
conversion unit 700 may comprise an analog to digital (A/D) converter 710 configured
to convert the incoming multiple audio waves from an analog to a digital signal, a

down-converter 720 configured to down convert the digital signal, a synchronization



receiver (not shown). Users are required to create a

password associated with a secure network, system or
wa@ppsiocavi on t hrough a WCD. Thereafter, each tPe®EUS2004/023579

user wi shes to access the netwyyk, system or

application, the user is required to input the correct
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[0057] For example, FFT 740, demodulator 750, de-interleaver 760 and decoder 770 of
conversion unit 700 may be implemented as software stored in a storage medium, and
performed by a processor. Also, although first conversion unit 600 and second

conversion unit 700 are shown to be implemented together in converter 417 and 459

respectively for token 410 and verifier device 450, first and second conversion units



di gital nodul ator 640 and i nverse fast fourier

transfornmed by | FFT el enent 650 to generate anal og
waee@salgl cal | ed MC synbol s. The MC synbol s ar BCT/082004R3579

converted by up-converter 660 jyor output as audio

waves encoded with digital data through audi o out put

Unhif be iHpIEmeribd Sdpaf@dly &S k08 cotekte RO QiBRYyASit should b A
i npl emented in converters 217, 417 and 459 for OUIC be apparent to

dhesdkilpdan thesiabat the glements/of toksadd Gor ¢ 10 may bsgearthnged without

-Fi . shQws. anpl e second. .
B e SRRt 9L e S SR rRp ST S erisn 250 or
WSOtmG08E feararded oes®uNgfodtihg the (%eeﬁdﬂfé)in%f\ﬂ?ew%ﬁﬂ_%ﬂ aoded
wth digital data information. nerally, digital data
[0058]; 5 ecliFEife. the doreeping smbpflisteatssard imerelaeaemplas and are not to be

ol Sl E t cess,for . .
RPORERA o Mk Sk BXERRS St A8 HRPHTS as Bipgdiments isintended to
dernltestmiion audindt (60t scopesf theclafin@nas aght GePrdbitabachings
&QJB% %gﬁverter 710 configured to convert the i ncom ng
P OF Fragily aeplisda orer peHPLAPParses ardmany| pligraatives,
D o ARPURARNS ST be fERER T ML SRULE IR, 730
configured to synchronize to the carrier in phase and
arrival tinme of incomng data sequence, a fast fourier
transform (FFT) 740 configured to recover the MC
. synbol s, a denodul ator 750 configured to denodul ate
the MC synbols, a deinterleaver 760 configured to
"~ de-interl eave the denodul ated data, and a decoder 770
configured to decode the de-interleaved data using one
of various known techni ques and recover the digital
data. Thus, second conversion unit 700 may be
i npl emented in converters 259, 417 and 459 for
recovering an access code and/or password from sound
waves. [0055] Accordingly, access code and/ or password
may be encoded into and recovered from sound waves. By
- using the acoustic channel to input an access code for
aut hentication, there is no need for a display or a
constant conputation needed for displaying an access
.. code, thereby elongating the battery life of a token.
Mor eover, since the access code is not nmanually
entered by a user, less errors are less likely to
~occur, especially in a systemthat requires a user to
i nput an access code nore than once during each
access. In addition, because a standard speaker and/or
m crophone nay be used, the system can easily be
i mpl enmented wi thout incurring significant cost. [0056]
Finally, enbodi nents may be inpl enented by hardware,
software, firmware, niddl eware, mcrocode, or any
.conmbi nati on thereof. Wen inplenmented in software,



firmvare, m ddl eware or m crocode, the program code or
code segnents to performthe necessary tasks may be
war@sediipnh a nmachi ne readabl e nedi um such as SPOY/E§®04/023579

medi um 211, 251, 411 or 451 oqg n a separate

storage(s) not shown. A processor such as processor

215, 255, 415 or 455 may peidiyd he necessary tasks.

A code segnent nmay represent a procedure, a function,

aWdabsrcgmedns: a program a routine, a subroutine, a

nodul e, a software package, a class, or any

conbi nation of instructions, data structures, or

pf.ogr a e B EHBH Hon PR coupled to

anothégbéﬁgg ggg%%ﬁ?ﬁgfﬁgﬁﬁgfgﬁare cirgggt by passing

and/ ora stexage wiedgm ndrfigvead torstorelaceyptegraphieke s,

B unePieCe s cABEaS (A B i Gulighied sy generate an access

f@fd@@giﬂg@he@pp%gﬁﬁgmﬁeggd via any suitabl e neans

i ncludi ng nmenory shari ng, nmessage passing, token

passi rigconverteinorpled 4o Sigipsedesser and eonfigoedio deawvert the access code
7 | aLor 0 e-interl eaver 760

S b s e IR BB o 0850 Ty be

i mpl er@rdudib a@psafivu@iples tothe donverRr sh@E@TRUIRDIoWitput the sound
and perforned a processor. Also, although first

b

cHNPe FRGQYIRd u‘ﬁimtﬁse@em@éw@e@aﬁv@nsi on unit 700 are
shown to be inplenented together in converter 417 and

459 respectively for token 410 and verifier device

450|, fThmgmmssﬁ «:tainr’i Ic whereirsthe orypoo grapray kbgis a private key

[ enmented separately into two converters. Moreover
i%ﬂ&ﬁ‘ﬂﬁ‘gﬁe aé’B‘EQ? %ﬂf to those skilled in the art that
the el enments of token 210 or 410 may be rearranged
w t hout affecting the operation of the token.

S.mi | aFieyappatatisek ément eneatf theepretdding cleinis; evh2fiin the coographic
q%é.be rear aggpd wi t hout affecting the operation of
t 18 RAPYPVEMCH™Yi ce. Therefore, the f oregoi ng

enbodi nents are nerely exanples and are not to be
construed as limting the invention. The description

dF t helhsrapparatvs as & any onetad larepeceadlingclaims, §urthet comprising

not t | [ ope of the.clalns, such, Lhe

pres e%télét)éeyaéc ui){r%gstg ghzfﬁ) TREsyos £47 F?“aflé%ﬁ?‘? @)delnsrabét ‘hé’iﬂe element; and
twheesgnof appar atuses and many al ternati ves,

nmodi fications, and variations will be apparent to
t hose tB&PIoresgor is confasuied to@enemts the accesscedeaisingdhe eryptpgraphic
Q@ggﬁ@ﬁﬂﬁhgg&eﬁﬁgyesting aut henti cation conprising: a
storage nedi um configured to store a cryptographic

key; a processor coupled to the storage nmedi um and
onfigyred to generate an_access code using the

rypt é‘BH?r&t &§1n any one of the preceding claims, further comprising:
an audio input unit configured to receive sound waves encoded with a challenge;
wherein
the converter recovers the challenge; and
the processor is configured to generate the access code using the cryptographic

key and the challenge.

6. The apparatus of claim 5, wherein the audio input unit comprises a microphone.



a converter coupled to the processor and configured to
convert the access code into sound waves encoded with
w0 b@sacaess code; and an audi o out put unit couptBUS1004/023579
the converter and configured tg output the sound waves
encoded with the access code for authentication. 2.
The appies gipusingf asah ahyode oﬁbﬁ@ﬁ&b&ilﬁ%‘ Elafthy, Q{) gén‘? ﬂ{é' a‘hd output
key is a private key corresponding to a pu c
THEL compaisat 48Peakes n” any one of the preceding clalns
wherein the cryptographic key is a symmetric key. 4.
The apparatus as in any one of the preceding clains,
f&ur t heFhecapppratisi 43Gh agy 6ﬂ1&ﬁkhé¢9ﬂ¢©¢cﬂﬂ’% E18irhd) urie? %ﬁﬁgﬁ&n
and configured to generate a tine enent; and ra
the pridcde CP§P]§g|‘H thgurecgssos apbemnipueed theemweessgnal that
RAGUHDILDEGI YPHOUAAGkey and the {1 Te el enent
. The apparatus as 1n any one of the preceding
clalns further conprising: an audio input unit
onfigﬁﬁed to receive sound waves encoded with a

al | EPPHRBISES i ?%OWJ]&EIS?“F%@%]@F% further comprising:
chal | enges 1n§ﬁﬂ1ﬂ1f‘@o éﬁf‘eﬁsté ?Jcefvé 23089 9 &/ﬁe 1en? (ﬁreat €

the access code using the cryptogra ey an

chal | drgy#orage nEdina pqcmlﬁgunsd d)rf stoieaa m&ld pdE@WOth abd'®herein
ophone . . The

di t 1
appar SB S OBl BB ihe b epdenibibedist password

wbeesponidd foeh@sbod Pedsekd. uni t conprises a speaker. 8.
The apparatus as in any one of the preceding clains,

further conprising: an actuator coupled to the

h
00 F vapanfig 8L GRS ob ol 6 s S ufinalentiEppipercon,

&ippieee abmprigisigd n any one of the preceding clains,
further caonprising: a user input unit conflgured to
recei 98¢ 1?P‘Fé@“|&9§§ﬁléﬁe@| fo igpdive p passwerdtvdeagie nedi um

i's copfd &H(l&gertlg’c&ff%.l?edqo%ggq%% eﬁ%?“ﬁ?féid @Wéogewgges and

t he processor is co ure
wheein f the first passvvord corresponds to the second

passwgr d. . . !
. the audio output unit is configured to output the sound waves encoded with the

password for authentication.

11. A method for requesting authentication from a user device storing a
cryptographic key, comprising:

generating an access code using the cryptographic key;

converting the access code into sound waves encoded with the access code; and

outputting the sound waves encoded with the access code for authentication.

12. The method of claim 11, wherein the cryptographic key is a private key

corresponding to a public key.

13. The method as in claim 11 or claim 12 as dependent thereon, wherein the

cryptographic key is a symmetric key.



10. The apparatus as in claim1l or any one of clains
2-8 as dependent thereon, further conprising: a user

wo p@aniumi t configured to receive a password; REDUS1004/023579
the converter is configured to-encode the password
into sound waves; and wherein the audio output unit is
conf | grtteadethod aiWikind NPoS@HNe WA KRATNE 1S9d5d Wb Rc}fercon
password for authentication. 11. A nethod for ’
rfaher<ommgisagt henti cation from a user device storing a
crypt ] . conprising: generating an access
code 3%%%%8#%%%§%V%?8 a ﬁ?Tgkey; converting the
acces genadtng tHeQicsery REdS\EEiSiseH EQReMingithd ad & (ﬁ)ﬁ& %§i§lﬁ the
code; and outputting the sound waves encoded wth t &
FEWegrapyakey gpd tgttimanelemant on. 12. The nethod of
claim1l, wherein the cryptographic key is a private
key corresponding to a public key. 13. The nethod as
illl‘;j. c| &hemisthadt ?qszlhlau&ajmlﬂ @&n@%ﬂéﬁﬂ@l_ﬁims{( ma!lfgaﬂde € §&ife itlﬁ:reon,
t cryptagraphic key is a symetric key. 14. e
TS gORensEL

TPHEcl ai m 11 or any one of clains 12-13 as

.. depeng, ; ; GRS s, geperating a
time eﬁgﬁgﬁ$§ﬁﬁﬁg¥%%ﬁéggﬁé?at|ném?g%g%t%ggs code
conpr irepeveregibe ahallpgehwhaeiness code using the
cryptographi c. key and the tine el enent. 15. The net hod
as in gg?eégtmgl%e 8¥°eﬁ§1§/0 MPRISEy enREaLNg thescgess gege peirg the
bh@[%@?hi(fkﬁ}téjﬂrthggﬁg]fehgé.ngi receiving sound waves
encoded with a chall enge; and recovering the
chal | enge; wherein generating the access code

npr i at i t.ne _access caqde usi t he
3800: SBE BRI Ly s BN R of i3 hdependsotthaspon,
furthel evmpdsingr any one of clains 12-15 as dependent

thereon, further conprising: receiving a signal that
act i vERCEIYIngfesigea] dhattaribyatesithe penesationd throateess code.

17.  The method as in claim 11 or any one of claims 12-16 as dependent thereon,
- wherein the user device stores a first password and the method further comprises:
receiving a second password; wherein
generating the access code comprises generating the access code if the first

- password corresponds to the second password.

18.  The method as in claim 11 or any one of claims 12-16 as dependent thereon,
- further comprising:
receiving a password;
encoding the password into sound waves; and

outputting the sound waves encoded with the password for authentication.

19.  Apparatus for authenticating comprising:
a storage medium configured to store a cryptographic key;

an audio input unit configured to receive sound waves encoded with an access

code;



17. The method as in claim1l1l or any one of clains

12-16 as dependent thereon, wherein the user device
waemsesiial fi rst password and the met hod f urt hePCT/US2004/023579

conprises: receiving a second assword; wherein

generating the access code conprises generating the

access; gnferdfcouprdfd ﬂ}%tauﬁﬁﬁﬁﬁ‘&ﬁﬁli%ﬁrc%ﬁﬁ%}gq 4 RcbIE the access

second password. 18. The method as in clarm i or any

oitde dfontthgisaendiwaves; aiwl dependent thereon, further

conprising: receiving.a password: encodi ng the

passwot }%Fo?eﬁts & <25Risd taél\?e*g‘?f a%efﬂe%mnpﬂ’tdttﬂﬁ ﬁg‘i‘f‘?@e’é drigocessor

Vb Eigued e Uty Whd ftckfiecoaa s thOEryptiheRid KAt

19. %pparatusny(_authenticating c&ggrisiné%ﬁﬁh§?g?§§%th6$

b Hiewpseese apdegavedfied store a cryptographic key; an

audi o input unit configured to receive sound waves

encoded with an access code;a converter coupled to the

aodi o Thepbardfistof aREMANvheeintHle tA/PIREMIES kd|B a3RBBSRey

code frogmthe sound waves; and a processor coupled to

tIOECEROBARGLO APFIVARIKEHd t he converter, the processor

configured to verify the access code based on the

cryptographic key and to grant access if the access

Alde iBhewpparhivsds irR€ainT he onglpiai 20 uS d&fenabiithierddh, wherein the

wherei n the cryptographic key is a public key

COYRREARIHE RRGISES YAIBFIG K% key. 21. The apparatus as

in claim19 or claim20 as dependent thereon, wherein

the cryptographic key is a symmetric key. 22. The

d@par dthegpparaius ag na¢laini 89 or argroneafielads €0-2ilns d2pknddntabereon,

?%%$ndent.thefeon, further conprising: a clock coupled
{0 thEOPPBYBEsor and configured to generate a tine

el enentclockiteupled td tHe PREQRERD3RA chiti FPdl ﬂog%ﬁﬁqteveﬁﬁﬁl% dlement;

t he access code using the cryptographic key and the

tYheeeie| ement . 23. The apparatus as in claim19 or any

one Ofthecﬂrg&eq's:’orzigégrgﬁ g%?ec{j \?e%ff? ﬂ'leengccésg tode Héing the cryptographic key

and the time element.

23.  The apparatus as in claim 19 or any one of claims 20-22 as dependent thereon,
further comprising:

an audio output unit configured to output sound waves encoded with a
challenge; wherein

the processor is configured to generate the challenge; and

the converter is configured to encode the challenge into the sound waves

encoded with the challenge;

the processor is configured to verify the access code using the cryptographic key
and the challenge.

24.  The apparatus of claim 23, wherein the audio output unit comprises a speaker.

25.  The apparatus as in claim 19 or any one of claim 20-24 as dependent thereon,

wherein the audio input unit comprises a microphone.



further conprising: an audio output unit configured to
out put sound waves encoded with a chall enge; wherein

wo b@spraeessor is configured to generate the chel/U8209€023579
and the converter is configurefhto encode the
chal l enge into the sound waves ‘encoded with the

chal | emge; dpﬁg?ﬁu@és‘lﬁ%?ﬁﬁrw' ot afPBht G ystéabﬁ%f %%gééﬁeﬁge%t thereon,

access code using the cryptographic

ch@@@éhge 24. The apparatus of claim 23, wherein the

audi o cQo es eak 25. The

appar at us R)gé %F% I%Bﬁ‘gs%FedatWPc’Sﬁ a %S?t PAFSY{20- 24 as
dependge taudlb&ﬁlﬁﬁ RnitWhEdT@igiredne r@éﬂ/‘e%ohﬁkp%véé@nko?ed with a second
conprises a mcrophone. 26. The apparatus as in clalim

1Rpsp¥orhy one of clai ms 20-25 as dependent thereon

wher ei Lumis confi d to stor

first ﬂgﬁ%@?@?{ﬁ%ﬁﬁ dg Heﬁ%‘fftr%ﬁﬁﬁ? Cgpal?é\‘ff’ﬁdg ghed to
recei vie @ﬂja:astommﬁflgm@@ gegerifly e &c8RCR0E iMAS YR Bgssword
t he convert S conflgured to recover the secon

JIEsRAgS toy S?‘f?é‘ dpagsdor is configured to verify
the access code if the first password corresponds to
the second password. 27. The apparatus as in claim19

o¥/. anylterepparfatus|aaiinelai2i 12 br asy clengntents 20ty #@8pendent thereon,
Iju éhrer co rising: receiver unit configured to
gL FQmps nigst password; wherein the storage nmedi um

IS conbdegib %ﬂlt%@nﬁé&é@ toare&ﬁ(;@ﬁ] ﬂ%‘s@ @ﬁ%‘&%‘hﬁi withdyt he

processor is configured to veri e access code if
t he fithesstorage svedivn monéglpmd wtsstbm 4 feeoneppsdiopasyvor d.

28. A for a catln naverlfler devi ce
stori ng L(Salja g%f/%%ﬁ? ‘S?nf%g’ﬁ"ﬁic?%g? Rede ¥ dhedisst pRgsword
&0116@014@1@&}1@5&@6@%%{:3 an access code; recovering
the access code fromthe sound waves encoded with an

access code; and
28. A method for authenticating in a verifier device storing a cryptographic key,
comprising:

receiving sound waves encoded with an access code;

recovering the access code from the sound waves encoded with an access code:

2

and

A

verifying the access code based on the cryptographic key.

29.  The method of claim 28, wherein the cryptographic key is a public key

corresponding to a private key.

30.  The method as in claim 28 or claim 29 as dependent thereon, wherein storing the

cryptographic key is a symmetric key.

31.  The method as in claim 28 or any one of claims 29-30 as dependent thereon,
further comprising:
generating a time element; wherein

verifying the access code comprises verifying the access code based on the

cryptographic key and the time element.



verifying the access code based on the cryptographic
key. 29. The nethod of claim 28, wherein the
wa@egospogeaphi ¢ key is a public key correspondi PQI/US2084/023579

private key. 30. The method asgin claim28 or claim?29

as dependent thereon, wherein storing the

cryptographic key is a symmetric key. 31. The net hod

as in claim?28 or any one of clains 29-30 as dependent

t¥Her echie methph es icdaipr 2& Pty age 9é chaithh 30-31tas dependent thereon,
t. wherein verifying the access code conprises

3%?ﬂ%3pglnﬁﬂggaccess code based on the cryptographic

key aq&n&hqn%hmﬁﬂﬁm%gﬁnt.sz. The method as in claim?28

or any one of clains 29-31 as dependent thereon,

f ur t hecedinp thasshalengedniorthe savgd avaypaenceded withribodhatignge;

the c ' ncoded with the

chal | CapEEE el b LR AR LR R Bl o

chal | ergiéyingktes @icess\codé Eompriset NEifFHRAES a6 MALdSESthe

verifying ghe access code based on the cryptographic

K t3%7P¥% c¥ g therdallengs.  The nethod as in claim 28

or any one of clains 29-32, wherein the verifier

device stores a first password and the nmethod further

ABnpr iBhegnethed ed ini algms2Rorchinwave sf elaimao29 3 wikeréinSBE 0 iticr

passwor d; 1d recovey i t he second password; wherein

WRYISF oty 4 Wt messwerd! anddee woshd fadher Gamprsisng t he

acces se@ddRg bburdRavek EidodP@SHNA Ec iy a%gp&la? do the

second password. 34. The nethod as 1n claim or any

one ofrecaivaiing ttegegond pakevasdywhdreinveri fi er devi ce

store i rst password and. the nethod further, | ,

conpr is(’glgi;{mé gig VPR GCE LB ¥%§3€e AGHFRSOdR If the first

passwioyd Berréspen&eehSsceOftEpEeNtrdl ses verifying the

access code if the first password corresponds to the

second password.

34.  The method as in claim 28 or any one of claims 29-32, wherein the verifier
device stores a first password and the method further comprises:

receiving a second password; wherein

verifying the access code comprises verifying the access code if the first

password corresponds to the second password.



