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WD 2004/ 027618 PCT/ US2003/ 025894 DYNAM C NEGOTI ATI ON
OF SECURI TY ARRANGEMENTS BETWEEN WEB SERVI CES
we@aRYRLGHST NOTI CE 5 [ 0001] A portion of the di BCT/US2M08025894
of this patent docunent contains material that is
subj ect to copyright protecti on The copyri ght owner

has no ' j 0

T G G A R S L o
as it appears |n t he Pat ent and Trademark O fice
patent file or recoBEIWEEN WHBISERVICEServes al |
copyright rights whatsoever. 10 REFERENCE TO COMPUTER
PROGRAM LI STI NG APPENDI X [ 0002] A conput er program
listing appendi x appears inmedi ately before the
claims. The conputer programlisting appendi X

i ncl udes the foll ow NCEPYRIGAENSTICE:
Secur i tySender Recei verl nfo. XSD (schema for negotiation

[0001; puts §Ftﬁ)ﬂrdf teCARS %i:é gietlﬁsy %n%@g%lﬁﬁéhg@&?aﬁlﬁ FnalieBihat is
for Lecurit e) ecurit ntract XSD
subjeot tosepynight prcﬁemmna d’ihe copyright bwoen les gotobaciiamto) the facsimﬂe

ni t Secur i esI nf 0. sche for . .
oD, SHOT AR PR PR AN P PRt SeSdgpars i the Pater
and"l"iﬁ&brﬁeﬁ‘k @fﬁE@ﬁLe@eﬁt fRe6MebbraRaRe bitRWiRE Roseivbs 415 S‘dﬁ?lght rights

info in exa Conput eSecur | tyContract. XM
whatgoswetut ed security contract in exanple.) 20
BACKGROUND OF THE | NVENTI ON [ 0003] The present
i nvent REFERENCES 0 € QMAIITER -AROER AMVILISSING APPENDIX
nmet hods to negotiate and inplenent security
[0062]r angenkrbsiphiet pegran Uil apfefidx Wepealisimtheliselyef@e the claims.
particularly, it relates to devices and nethods that
Thesgommutsy progsein lishag sprepdix ingludesrthe fl O“e%ﬁr@g@na%erpts
c t h i nput s,
S Koy e F AL Rt ot 1 5t ed
SecﬁﬁtyﬁmtractKnyafcr HBPenment(schelar for keysasedfpaedsitnj t he

Secg.ﬁ'@f %S]t:re%tt t Iagg g: :Wd(gége | bfggééﬂﬂn‘tcyh(%n%ragc oufput from negotiation.)

CorRHSh PSR ntiQ TR &R0 6BAB)  8Rhema for negotiation in En%'e
application-to- appl i cation (A2A) electronic rce

SecaritySenqsrbodo. XYk or ner pr(@traleniréo froexagipde) roni ¢ dat a

i n chan As bus sses strive to inprove
SecpflyReS RPNy i (1 BSBBRITRBRE SR, a nurber of
Corthp@esRatititptaé. ot f or @empaed cedipiey Laifrast AndamgRr.)have

energed. Anong conpati bl e standards, gaps remain to WO

2004/ 027618 PCT/y/ ORI OF q}? vﬁwll\qqoﬁor

instance, the industry has define si nmpl e web

[006‘%2?/ Iu 82 rgeag%géﬁf@d_ a@etsgg g&ﬁu@%@e@ éi%\@lg ﬁd\ﬂl&ﬁods to negotiate

andSinpiehesnt sectlfity areingémbhty bametn the osmoty Wy Serv1ces More particularly, it

reliability, a bility, and choreograph
relafes 4e dPvings AN meshods Shatspecilyl inpetang qutoRS I FacEs, compEte and generate 2

sec&(‘?c hiréct cﬁﬁﬁéﬂt% 1’?@ T dnl G Rim dRf 6% fyﬁg'&%ﬂ?ﬂ% vw‘%1 negotiated
ions 5 an nlgu ation i Ssues. aborative we
secmﬁy\amagermmis tRreeiiculmrespadts of the prtserd nmreaﬁgemieewsdribed in the claims,

ve as, non-web businesses do. There is no any
Speﬁl\bL‘ Oé’i?é‘ﬁéf"i‘/‘@nﬁ uni fied device or method that
[00d4qn am cannésmblys@ﬁesa(@zypﬁﬂtaﬁh&ﬁféﬂ&bi%mhbﬁ _rar ARélectronic

configurations as web services "evolve her e
conznerce areuAplacing formed prrtocpls for eleatronie datn @ntemh@rra@ (EDI). As businesses

. abl nd A2A el ectr

srife fiepee’ EREHEEER %mtﬂe%eﬁiﬁ?%@margs SREIBRELp gl
platfhdlsSnd WBbktidd Qéﬁdaﬁi‘s‘l ha®@em&tabliG oM@ﬁﬂBl@fstandards gaps remain to

Conversation efforts incl ude ebXI\/L/ P from OASIS and

M crosoft's Ws-routing. The dominant security effort

is Ws-security fromIBMand M crosoft, there is also

a conplenentary security effort in QASIS call ed SAM.

For reliability, there are proposals from M crosoft,

ebXM./ TRP from QASI'S, and HTTPR fromIBM WBC is
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15 addressing standardi zation in all of these areas.
Key industry players have fornmed a rival consortium
W@ 24276Vl . However, they have not addressed PEEUS2003/025894
dynam c security negotiation 2i ssue. [0006]
Accordingly, an opportunity arises to devel op net hods :
be ﬁélndi Heningtesscey thatinduwiyrmdns defireyd wies olsingpls sebsénviceopt Stendards related

K T R e DR M M-

not fuﬁ_l)’ "i‘x‘ie%ﬂHe%eéiﬁfﬂa Ut BAbi RS REnARYbIGES afd hdBS S, requirements for

gﬁot | ate and i rrpl enent securl ty arr angerrent s bet ween
practiond BaB m@ZMlﬁcgemv icomsnergh reecp@ytin pattigplay presents numerous options

o 1 RO 030 RS D e

evolS@ E4id-Web Bﬁilﬁ@@és 0 MRtesd B anly cbmiprabhisive @mnghified device or method
npl enment ati on of security in accordance with
that ﬁww%ms%wdﬂwdaﬁeﬁ sFyEREoRtons pad eondigueations apwel services
evd9£ the present invention are described in the clains,
specification and draw ngs. BRI EF DESCRI PTI ON OF THE
[000BRAW NGThafz 4rO0a8inbét afindustryiihitiakdvesad estend standards applicable to B2B

and m oA ek C b Q%Egn;g;@f o opluie S ML ABRSS from OASIS,

hﬂ mm%d%m@ﬁbﬁm&&&%ﬁg IBRERatich éiﬁﬁ'fs%elude ebXML/TRP from
OOO gure 2 depicts negotiation and I nplenentation

OASIS asléd\dmcrctsyfta W anggimgntlhe c{o@ﬁmjﬂt saugity eff@t I1sl Wssepritg grom [BM and

M1cr§te§§ " I@rl«;léggl &%ﬂe;fpl%rg%ncef anon t aeg?ctrg q&gg@%g S%/IL For reliability,
theré hletbpRhR Fromh MRERSSS, CBXRIDTRPRAH DASIS, ot BITPRGrom IBM. W3C is

receiver's |nfornat|on when the sender is local to
addrgsding standapdigation in a8 of éhese fuegs. dfevaingusiprplayers bopAdprmed a rival

Fi gure j strate ne.net war LR -
condopifh Suted Wik HoRk¥er, BRE o 1 RloslRPE A O ffi W oration
issut.he present invention. 5 DETAI LED DESCRI PTI ON [0013]

The follow n detalled description is made wt

[00064f er enciccpusiingls anjqppe@Lnity goises &46&10@%%?%@%19@ that

RS RISV SHIGH o g RARSE sl SRR pltd
Those of ordinary skill in the art wll recogni zé a
variety of 10 equivalent variations on the

description that SUM®BMWSRY[ORTHE INVENITONI | ustrates
communi ti es and networks of communities, which are one

[006)Vi I ONMBRIERNVR &R 0R 28BS &5 c&ﬁ@t&t@ﬂed Qé/\fié’e@aﬁd methods negotiate
negoti at i on of securi ty arrangenents is useful ng
and nmplsmeobmm‘nytar@sgemerﬁs)hwﬁm vaner] motsi wid serviersalMore paftlcula:fly, it

rlafe i ke and R S R AR BB e, B Bygpion and

genéBors @fﬁ%&hﬁw cohttgct tonG Qemuiti Mlpﬁf%ﬁarﬁﬁnfpléméﬂfeﬁm| ofecurity in
an enterprise or a sub enterprise. Communities can
accqyémssgithonegohated seormﬁearmﬁmﬁmﬁy Paicigr Repectypptheairpsgnt invention are
[ me common busi ness
desc%%{é%l}flgh‘{e C?ﬂam?rgg’gggtr: | on | S beg%een nmenber communities
in one or nore community networks. The networks
i nclude a gold marketplace network 1, a precious netal

mar ket pl ace  BRIFF BESCRIPIIOWROF THEWRAWINGS a
gl obal trading web network 4. In this illustration,

[0odg]e g ol grige rtqn{sﬁfa%s%ﬁmﬂﬁﬁﬂ&réﬁd hefitiid BEcIRRENQLS which are one
met al mar ket pl ace network 2 are contained within the
envigbwbent in Mén@hhr@nmtﬁrweslmd ldynammgphzamnmf§e¢mtt§aalsanoements is useful.

ket pla rk 2 | ud |
(00§t ket piides 2R nctelition Ao e En. o sinlFl asgpecmens.
[0010]ade siHiy@k 3iiludtheesStéoneilingPRéKRhBIsAER L SREhB It pesr

mar ket pl ace custoners can trade in gold I4. One
community, PQR Enterprise 17 belongs to the gold

mar ket pl ace network 1, the private network 3 and the
gl obal 25 trading web network 4; another comunity,
ABC B|g Suppller 18 belongs to the prlvate netmork 3

NI\ 7™y P~
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belong to this comunity. Enterprises Iike PQR
Enterprise 17 that have forned a community by
w0 beawzieves bel ong to the gol d narket pl ace net MOF/KSI03/025894
These conmmunities are part of ¥he gold marketplace
network 1, and the gl obal trading web network 4. Snall
[00Kkppl i efFigige #dllpsirates attemhiévaanbmlinenta fdrathpdinicg receiver’s information

16 . t t hat
wihe R oris 1o o REE s SRMIED: networ k1.
[001Rhe conmRgirk SRBudb@tdARAE ndt¥AriEe! St %ﬂanﬁlﬂ)%l&irfd%so&%eg that can be used

mar ket pl ace entities 15-17 indicate that the gold

to irgpleresntAspeds pldheprasentanventipmf f i ¢ bet ween enterpri ses
(communities or otherw se) transacting gold trading to
be routed through XYZ WO 2004/ 027618 PCT/ US2003/ 025894

business i ntel Pééﬁﬂifrﬁﬁﬁﬁﬁébt%ﬁh%'éﬂ?e??fi se 17
ol 2 SO PaL ot e g mmeketplate S0
Pref@‘f@d tmBYRRhE rarelg’esgﬁyedbcs 11"i‘t!ibt1‘afédth nhlgzgéﬂt ;x%{)é?h{n%,?gﬁﬂ ﬁlﬁg its scope,

t hat does not want to form a
Wh1¢1n1§tdeﬁniec}lagihst01mms i Thosewlf ad:hn?a:y skilldh thsartsalt sscognize a variety of

nlzalons rvic n transformations, in the
eq“%% \falrgg 15s ?ﬂntge 8§°ﬂlpﬁﬁ? %@?fﬂ%ﬁ@’é On the other hand,
[001ABC Bi g F%ligé"l liRilistrafed cBASunRIIRAd AetiorVAs R oRBhatids, fouch are one

its own r instance because it wants to keep its
envisenmaePh imwhichspmphiter-assisted. dynimie r@g@maém oferurity arrangements is useful.

Amé)ﬂégitﬂgsfeo ol mﬁrﬁ{]gs Q Icg%lic eft{s 2 @gggﬁgéi%csa? %%55&67' t@ cgl?des information

suckﬁfsaﬁaz%ﬁcdﬁlﬁﬁénieﬁ $e$v1@esﬁ-‘dﬂ1&tc©ﬁ@éct&§ thABS&relart dftthe community. The
participates 1n the private network 3. Financi al

comguin{ty ¢an B & wadksiplpes afrepgrREsa or 2 Sulneriemprise pemmugiies can belong to
I [

one bl AR AmeSRINACS T BicAY ggmtgllngéﬂs%ng @R B BALBfe common

businesyiistersis Imtehfpetehﬁ)ngd; bdteveert mmbegcomhumnes inlche o@\more community

ne k of c nnu i es_makes available a gl obal
ne %ﬁmfweawo leg gs4d mﬁ@t@ﬁ%%w» i» SIFSFIQHS g tRlgnarketplace

netwd?® B UPpR¥atd H&v&m‘dﬂdl Emﬁptraﬁ?é GETLERIOA, ﬂf th¥ ¥ulfation, the gold
nore routes to that co nit or to externa
markesplaecatwerk hamh@lh pwmmis nhdtal mdrkeiplaoe] netwodn2rarecmntained within the
dpocupent s, bound, f t he comruni.t be routed..
ot AR b RETREl 1T Presfit Mttt el 5o A Siivi hinpludeg gold and
sﬂvé?@na[r@éibl%@esdmr ¢3! BoIPREMRSMRELRbRREs &ﬁ%@@ kioves if @ sfihe
communities or indirectly through one or nore

markqﬁpléwbijm %11V@bmml¢¢mla0@§ust5unsrm§raénm gdd Ui Qne comhemity, PQR

Ente é@lr se 1 e%o ﬁl T&/ ctsfr%ﬁwcho@“ ﬂgéo}r@%e?% %ﬁ ang%le global

tradigg Wb&ieméﬂkgll,l Elﬁotheﬂ ddmiﬁlﬁ.rﬁ@"; ARC B Sippeier l@Vﬁbﬁgﬁ& 1 private network
entities and conmmunities that create an i npetus for

3. Ilil HieHbseation, K4 Gakblyis emearketplape oenmmpeisy Jor sredisg geld. Enterprises
belo%?xg tc% %@ggﬁ gﬁr%élg)h%sa} ?’tgi Ekte%@is@ 1f’7%at g«%} E ?}%teﬁ g%mmumty by
themmalves behmlgl toctht g@oimarkpiphice hé)twmeleﬂ ((Rade) cohﬁﬁmrﬁtlésrar@paraof the gold

directed S t hr er onne s t hat nction
mar g R ER b I Q00 RGeSO I e S5 LSRR 118 part of the
gold&h&rketpfaed @%ﬁ%ﬁyt ORter %%ﬂﬂféle§ ?6 Ere %%E]Iﬁﬁﬁtl&k%hﬁ a}é)%art of the gold

conmuni cate with” ot her connectors that use
marketplagpemithemtsehaperkpt. ol lncaingectOns hetsteon X XA Gbld 14 and other gold

C ni cat e .opti.o enljst the.25
marG RO GRS 151G onOre 15t (AL E e ttes oo i fefic between
entefprRBS{coiin@ihilarof 'oﬂ%%ms%sﬁ&ﬂﬂ n1d Qacﬁﬁm ol thl’Mléﬂ‘XYZ
a connector that does not use fhe sane

transport/envel ope protocol. Connectors that
comruni cate on a directed basis conmuni cate through
hub connectors according to routing rules. Routing
rul es anong connectors can be mapped in a directed
graph supportlng one or nore hub and spoke

M o o o o o o o, o s g, o o o
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whet her the source and destination are part of the
sane community. Wthin a sub-comunity (which nmay
WO p@ioews1g he whol e community), centralized funkeCT/ORR03/025894
may be unneeded and P2P conmuni cations permtted
anmong connectors that otherwise are directed to
Goldldnfaringaice, igicoHed bjling and beniess injelligentse information. PQR Enterprise 17

. Q nicat i i th.destinations in ot . .

is o ERRMRNE Brietbrdte By Rbl AR P et pre ggork with

suppHiet P8 eSHANRESHIHRF $5 (Y HRtan RS vRuBnyal CstbbBét that does not want to form a
connectors), hubs 1(isorjeti mes cal |l ed %at eways or

comppipity by yitself apdistcad regiviera i srckadam, ¢ {Up&7 & of ganizatieps, services and
; ' i I i npl! . .
tran e R e Bk BRI Ly D O, B DIEFRGLE A i Suppter
18 habhénrmbt @\priaate neawdrktof &6 otva, oo inxtkmice dé@usiPwanBng keep its metadata,
. connectqrs in the same 10 sub-¢o ity. So-cal|ed
intermg cglogé(iyssgatew aga HapsipERatiops, E{cﬂgﬁ ogy(%ﬂnp@; pyRlic access because they
i l.i t . .
e R R T cafinker TR 1 A participates
in thenprivatemetwork Guthndncmhsavise praeddar OEF BasndialdRi wants tduyfvsvide financial
forward el ectronic, copmerce doc nts. aqr nessages.. .
servIGEb L0 HPORS e EILALTATES WAB RO n ok OB GLegeBR gl ffits own and
registi RATH tha ofobETRAHISWEb AR 10! Al R4Rbrk offc@mnhBSi@Nskes Bvailable a
hub may translate envel ope protocols and al so .
globahysisistre of comgivhitissedhe glognlscp@ustry permpitsdpolo of iheepmmunity and

detetgﬁlgrllgté@ §f‘ (i)r%gosrtérl?%g r%&%sﬂtg rtﬁa%\%hﬁ%rhun@gﬁ&&tg realgg%? g G %E:t%{rs t?hrsough which
the dl€otiRLd @hsmérdatlo@ngentdbou@d Bbi @ik tobintint @ﬁa?%e@butbd'i.nbﬁéinnents routed
to them A central connector is useful, for instance,
from gpeepmyuRiht torangthsr eey ba reuiekdirestly briversnexteul sprgcetors for the two
. ayr . ng.r .
comgrg@isj(?e% tg? Elﬁiérgéﬁf %ﬂr(gu Sg)? trr%g% ﬂfg%%%g}a%)g C(ﬁr%hhl@igs. Bl&fess and security
rules foamapaactioenviedloing the odrmmohitiss gldo bah bdéethed tind aiairdained in
20 [0017] A schemn d a process flow provide an ..
co Ly iregiptyes. lagepete %meaﬁ@élﬁ%@%the Fuxest gyalges of entities and
co s A e e D R o A Rty oo oo Ehmepce platforms.
[0015y a corfjpunestoriaserngriees sortdpaticaions theecammbiyicate with other
rofiles of sendin and. recei vi ng  servi tQ . .
applifahons, Cunse NGB O RHPSHSERe ReSTIS PIs) (ot R e 2 directed basis
throBg1LoBEAInNtectdR tRat fERHSR b Yulk, EABHEIE Bktetnd] PRHObAAfEEbnnectors, etc.
of potentially updated regularly, wthout user
Conpentens Wt communigieTiiifsarg rblgrig eomnmunivaie with eibgrotonacasers that use the
updated, or .checked for.validity at a use uest or .
samb ARV BPE Fiibolser coPBRe fisetfuSopRbiele AP hefl may enlistthe
assifa B M g Biib OshnSOIE tRAtRFfoRR tiaBslhorPderdEssa®hemaying to communicate
.. basis, such as nonthly, weekly, daily, on occurrence
withgt copeioietet dasanot wisdke sedeanapei/cnvelonsaseiagdls Usaneuser that
comﬂnﬁ?cra{é &#A ?iﬂ-eﬁ?%%{s c%ﬂgn G ’Eﬁ%uﬁ%@con@ec’?&; Lé’x%f(ﬁng to routing
conponent Tarlure or a changé 11T security
rulepr Rbeingrakes hmond emnr&cmrﬁcdndm&hg/ppgé aoh dataed gﬁpamigpmﬁhg one or
fails,. or_on sone 30 other periodic or occasion
morg U &4 ke pRlAECS BORS QYIS R FRAEEFRYEIOPR PEIIESE: 4 fub and spoke
topo‘id'ggr BRUSCBmrr RS BRPEIBAL %ok@? REEIRER 28 %Frrio?eﬁﬁ'éﬁ. TRis facilitates
negotiati on of security rangenents. The schema
centBdized saryiComsuches by, bainessiintelligeneaotleaionptiacking, auditing,

appendi x,, desgcrj.b ne .e di nrent of negoti ated
scocHBRERF S0P MG S DAL Re A s SBB QPR T same conneetors fo
suppoit BFeRET @kishbitténeaohd @etocHl GHABRhndE:i2H B4 i :
pIiPCT/ %20037&15%5894 gls(}‘ﬁgfcol D'). The égr@%lggezggsf O\jg\t/%%ib}é&ggrez For
instance,astigagerdud ang spelsrereuzHOYaRdYalY tsAuizgtcto use Sonic as a transport
i npl enentation of security arrangenents. [0018] The
. schema SecuritySender Recei verl nfo. XSD, in the source
code appendi x, can be used to validate a plurality
input files to negotiation of security arrangenents.
In this 5 enbodi nent, the nachine-readable input files

. Y T LT I T

50




10

15

20

25

30

The Communi tySecurityPolicyPreference conponent states
the comunity preferences to sign the header, encrypt
wo b@soewdent i al, and credential preferences. |PCTHIDE025894
used to specify a default 15 value for a whol e
community or it could be adapted to specify a default
technplogy thasy togise S T EbeBITBY Opaenallyr cquomymicatina routes may depend on
WheS ! gnasgoﬁlgéeaatngﬁ%l t:l%’i%]ﬁ oneoﬁl al l & gmﬁecqu I&fatinln a su% -community
(whith feptrchak itenwhelt icomsaunives &efgﬁhew hmaﬁ@& B8} ¥e@iheeded and P2P
services may ., have nmultiple parts. Signature and
congRBRigHiong ﬁereeﬁrfkaregng:%ﬁmeeom tiogheryise @predifggtsiddo communicate with
r C
pan?fgggxﬁ'r%stog% wgirggér%ﬁqgiﬁ?gtu%g\bﬁ desIer&orﬁ 8?13? ghnb Smmunities.
[OOkﬂc rypti @mnn@@tomhaynbembéled eﬂrm]e%rmemtsr(lsmnéﬁtﬁemmbgf called

he Pu S.CO i dentifies _key records for
conpiars), Bebs (RECEgAN B e ERIEYABT P TOYLED 9p SFRIF CofGe ogRe sAlternatively,
they %r'b@ Qedcibod RGO S"i‘m%l%%eiﬁﬁ&:%rg Ql%tdlrebfgﬁ he E&Hﬁﬁmcate via hub

par the securi ty arrangenent such as a connect
connegters, dxceptrvdiandbey @ropeetittod to apatmitate P2 amngbemmectors in the same

suchﬁ%Ew@aﬁVS%c (r_) ﬂtﬁgl}] g{}l? O abl Ibé]% trgrﬁ ghaz ore Cag lglglﬁlhrtegted or linked to
thelt€ YubA hlay-sefve Bhdre ﬂk&)ﬁn@ Fctiof @.ﬁd RRcoim e Be§ apPedeaore than once in a

the receiver's 25 CP, or the owner of theé connector,
routgelfiEn @isperco o M@tln@trons @rhSrfgrwwd elscirgrie commierce documents or messages.

Y e G i ST o B LTl protocol

Forhh&anck ey mhP Gaeias algr%l éfgqﬁbﬂé@(ﬂs 6ad)alb6 inkisleshehtQ) dlfferent transport
encryption. The SecurityContainer conponent can

prorsveeldlnoa tragspissign dhan upan recsmt e At esNEr Al ponBPCEOT S éﬁmcmfl gpse of a hub,
P Pr.af nt
whllﬁﬁ ‘8% f()jet é(sefi-gg%gl(?ﬁ%?dﬁg E:%E&g%g@ %}[p?ﬁcgwecﬁ%erc Led ¢ o :lﬁk%ﬂ%%g&g A central
conhedtarisadfoln for ThetarlcBSe refse bui Lasheiou fudcyiBad whsh @iNbrsing connectors
CPRecvServi cesSecur.ityPolicy conggnent i ncl ude sets

frorga squieq Ap4Oyding 9 raubiag Fees 4ass nekelsed gy iwb that spRRasty the
t f d
trar Y e R by the BB b OS] PThe: sehorm
[006dcuri t y@echenatmld)aspjapcea‘s ﬁowr mmoviliears overviewoafdecurity arrangements
di b for re arij.n .
aco R e o i Bt 18,1 Pt Mo Rttt Esepurity
arrfAQEHERO s catribdt gt By WeoR Pk @35%@})%0&%@%%@9 %cgﬁéfsﬁéﬁlez of sending

enbodi nent, the nmachi né-readabl e docunent is an
andgecsiving services otdetarménetron ey ggreeaiﬂmmcud@tmaagmwu Peaferably, this

be used.,to store,the.s
seofY aBEndRAS <hoBbBlie bl Sou ST ARy iy usepjatervention.
Thid BirgngeaReMMayiBé hélRsiaRd] irda®d o Bheckba fii8lafiditpht S@ekfdqh¥st or without
poI icies. A security channel defines resources and

usey Bipreentiop wheneer sessagpnire exphapgeser e qther periodic or occasional
bas Qﬁ A Hfgﬁpﬂ% %&}(gb aa yc‘ Iod '?)@ Frfeglf:% gﬁ%{a %x}%?ﬂn @Ftui%ggcts exchange of

entica
messages tbetyedh atpartrculm dendatl hﬂdmrebéiaérl (012, assfuatedmpode@Ghilure or a
The, rocess fl ow e 2 can used to descri brfe
chapg B zsﬁreé?ranwfhgr%mm%@e Regogled ayrpRgement fails, or on some

oth&@" hp' ﬁﬂ&%%?ﬁ&%smhé‘l L m@&ieﬁﬁrﬁecuﬁtggeﬁe‘?ﬁ&re%%% §fSD in the source
e sending and receiving services are maintaine
Coda aprayidist, dgscPbds sofiw lapurteg) Mgoyaumyofmecwﬂy eﬂamgmlrrentso Theeschema

d rec vrn servi ces, that eith
secgpf Segedrtiaip 00X iR ige e Bes B eAibodipagat of
negbfatay fclial/ ﬁra?n@erﬁerﬁ? GH hishYaldd RBGRFERNEr d{b@ﬁBHf’d’ Béhtract document
service that IS accessible to one or bo of " the
sendi ng and receiving services. The sendi ng and
receiving services may maintain their own registries.
O, a protocol may be devel oped for the sending and
receiving services to exchange their security
preferences as part of the negotiation of security
arrangenents A reglstry 201 15 further may narntarn

o o o o o
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203. These arrangenents may be confirmed with the
sendi ng and receiving services, nay be subject to a
W@ 2108/0%61% he sendi ng or receiving service, or PElUR®03/025894
trusted by the sending and 25 geceiving services. The
sendi ng service or another service responsive to the .
(“SHM0 F{ge Peqopssciéovp Biguras s ean bhasedde desctipe aegatintiememt snplementation of
s the docunent 204 for transm ssion to
sem%ﬁgahgn |§%%§ service 209. In sonme circunstances, the
[00B3cur i t yTierschérge Sedtirisy S¥ntérReaéilerefo. XBI,ah e XdupR code appendix, can
assertion froma trusted assertion service 206. For )
be qSﬁianY?élé?tetaﬁ%ur@thpwg fHestorneeatiafiongf sequyity eganggmpnts. In this
t ; ' t I ' . OR.
ol RI . e HRERe PR okl e e AEE NN EnHL N3G Tl Bfliments. other
datef shructpeesenay bousedfio stofAhk sans arfoinenioantdr ifense n thed gtructure modeled

servi.ce 2Q5 ul.d obtain S assertion froma SAML
afef B UL s08c. THE ShGTRGICuy Sen sERRcenarni CaPib T indersicod by
1 ' ;
<0 8 AT, MR AR R PEILSFLER v T i
providesgpenerabalternativh atewsod tthoschame gntluding a donumertatied gamration view.

nal qgous to natarizatign. In so ci rcunst ances,. the

Sen@Qnf 007 Rat Sesg bhetsr i e ot Goo GBp R R A Pk are dofined
by thi3¥sEhen®e WVieted S SPPS sdheml MWear UM, G8ARkPSenderReceiverinfo. XSD

. PCT/ US2003/ 025894 ~ 8 signing or encryption froma
1nclb@g§|spgerkléx)¢§1p@g@nts; thapeg usebio defias sersier andweceiverdicogyitaiformation.

r LV, |16 ree to u XKMS servi ce .
The s e PP ien o o s T PRGN PreTgisaces to sign
the headed enqrepd thy cleientXKMbd sedsdehit paceiefSss. Scah iR uS@MoCPecify a default

public keys. The sending service 205 and the ;

of ) : .
valuediet Wholg courmmily opdiccomist e dsnted tesresify atdefuligrebisdor a collaboration
y o . .
rrAELROE 08k SRS AR, B VL, EASAGHH s
enciypheompetorenes Qlﬁ):kleéuthdfmi@zﬁ@tkn (&ptiaﬁt.VMeksdagQ Exdlﬁngé&betvlzeen seﬁvices may
I Vi LT [
b RETIA RGP ISR GRETRIA R ien 4o b PR ( the WholE message or

indiHdLANBREEThS aBproall &{rEeadlyYhe %d@gﬁcg%%g%ﬁg Isi?%/{at‘are and encryption

secure transport infrastructure.
poligies torgjements withitherpgrtsh Tl RukilidEedy hgonpomentidgtifien gey records for this
rvice 202.to. the receivjn rty 209 or ot herw se
cp. o HisC GOt apbE e neB L By Ry g ju SiretioRde gamaurre that
impRinehReafRFIRIR Ry AalGerhif, $0R YIB B name. It includes connector
Al ternatively, the secUrity arrangenments 203 may be
capabilély pawEneiirs puchise ederyniiemearabidita stanaiineppebility, an encryption public

r ged prof. I ory hbAstance i t b a f .
ke B8 3B BERE, por "mRAE Boe i of B sfePEF P g roceivers
CP, oetigageer dhide cpiisaior Adegending oh ogetheByniag ol eh@yptidiSs involved. If

sage header or_nessage part to be signed and?or o
the é’@i&pﬁy earty,isineg definedptheier of theanersese; S@@c?qz &9 be yyadifor signing and the
i e n
ke B R el Y 3 IR IO 118 S HBCotalter component can
be usedptoaamg dddifi60d bpjettsahdtidregseBddor sebyRgnddel nf o. XM,
ecurityRecej.verl pfo. XM_, and ) ) )
Sengifg b <ebn Dl yHsaleraBPoRan s dee sAdiBg R @adpble credentals
M r > . .
e e Saoar 1 e R O oy S ek sy Policy component
inclyslesstisrod semsitppaicaesdbetheisandidg/bnd wdevingrstoices ngsgeotivdle. The
Saw%pt S QeEp eﬁglaingd abﬁyzﬁfTh comput ed security 20
bF?gﬁ%éﬁ%ﬁ§a? OXTHEEFAP R SRR Bperability security
[0019pNt r acThe QEHEARIBecGRTDRFRAKID, df¥Fin the source code appendix, can be used
SecurityContract. XSD schema in the source code
as a gidehigr Rreppiimp2 marhing-measlable sapiridy intéreperebilitsr contract document. In this
preferences information includes comunity
pref erences and service preferences. The community
preferences address security algorithns, preferences
to sign the header, encrypt the credential and for
sel ecti on anong avail able 25 credentials. The

o e

o Y o o o o
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will be selected by sending and receiving services.

The community in this exanple prefers not to sign
wheadors1or encrypt credentials and accepts baRtT/US2003/025894

credentials. In general, a community or a WO

2004/ 027618 PCT/ US2003/ 025894 9 col | aborati on: part ner
emhegdimerdyibe praehleﬁemblefd@curamt 1%@1:XMI@ slocalmeahglelrm r embodiments,

oo GO G581 5, 5t i B AP BSRTV R Y

modetsdeaited fel X0NE, ccﬁ@ ITHHRi st ienid @Effﬁfe@ pélased dild%h&lﬁ{é%eiror Security policies. A
preference file should correspond to communit

secitp eharaskdafings msewrces andvRuiee to resricerdhat samy puigiesenity algorithms, such

as s@&ﬁﬁ’e Ie{?érgg@w agl.%eﬂ 18%1%&1%5%0?@1‘%1@% 2@ gfs I{{ay%nclude non-repudiation and

auﬂmmaatpﬂrﬂesﬂumesfl I e used to record sonme or all of a

nmuni ty' s secu referenc [00 The servic
00fenai ngthegroressipy Fidite 255 R P t deirirs mpgptation and
impRANGGRA W kLB %l bltn%nts PHESRY glﬁr Q?M%ﬂeﬂ%s of the sending

message parts, |gnature an ncrypilo
and mmseamces axk mamtamachdl 4 wgisay2ént hxsaeglstty mbve bs agessible to the

B eSS e B D Bt g, r

mayeé%pa[vﬁﬁ%lél tdP4 SdcRFigNERnEShedt BHpRHn®Sertiod t}ﬁt't Q;rHcB&sfP)le t()%e or both of
encrypting or not encrypting a nessage part. In th

the somding and meceidAng sy 1@@% s[e ing andat@gwngg ngVlcealwmammn their own

reeiSHES, OF kARt Bo B SRl Rk ot e BB Eiehifs ervpmmyo exchange

theis ﬁcmlglqgrafe&ﬁhbemtpaﬁtﬂﬂ'@hé e g@tl@t&irﬁﬁ%éb/urﬁff ait hieh’fsm@feglstry 201
it mght specify a specific orithm 15 [0024]

fartleyr gegy raamﬁwg Byiermagion &gaéfé%& iiﬁifﬁ‘}lg Breéerancss ot poeltabarasipn partner that
ownts i s%g%@(?rﬂr ng%ﬂllﬂﬁg tu gl 5 ccﬁlabggtlt%ﬁ é)aﬁﬂeé %gf&hkg olf‘ Biih. II%fault

prefamhbmsnhay:bﬁ d)mmddEnd)yrseSﬁxw spesxﬁc peefereatdseih geaerak ok ofrsain default

jere |dent|f|ed for({he sendi ng serV|ce to use for

prefereg s BRaPRsiXFR Pirptdenss OVer RRvEmaRIIiG DisaPRcsp| Detault proferences of

coll%&&ﬁﬁtﬂﬂn@rs% Bedlfé'%&édf dlﬁgreﬁﬁ% hagidcr-ak r@f'él%ﬁces of the community.
credenti al s. e sending service's securit

Inpw statemgreteol sepumyenemgﬁmena peferamdes aredeleadrdm dm epstry @01 or another

th 0S PO|IC Tenpl atePreference.. I n .
souopnGE adfiGhst D% HEreb A ERRIE FORD eSS0 4p gng pmbodiment,
this fc%;au%ﬁé—se%ﬂ@@is“d Lokt ?rcMﬁﬁéc@ Buildeh e 3PPtk tS ardBE e?ﬁérﬁs are output

hi s exanple are found in the source codé appen I X
203¢ Thesemgmmme be aerfinaad. witlote 53ndReg eidsicerjving rsclymes may be

are found in the source ¢ X
s A BB RS B g R i e S R BRERENE solifie and
receiig S@0iREy/ | TiE sféﬁdih? s&rvive @l ahGthsSseBieY lebnsit® tdMhR s¥RliNg service 205
simlar to those of the sending party, even using the
usessthprseciribhurRngesRls 27 mmﬁ@swf&mmeg M for wansmission to the receiving
ffer
serv?de %Qgr I%gg@ﬁe &ﬂﬁgﬁsﬁ%@% > L ﬁ%%ﬁ't? %Eﬁx%gsoﬁlgp?aél for obtaining an
asseanmh&mhlaaaistadmsmtﬂommh% B&Git F cﬁrinsiﬁm:enﬁs samdivgidneceiving services
[ your credentials or deternining

ou are rg@@@éln
may eSSt 8 SErVIRR 40 EPRSTRIF URRIGALIORBYCIASE o ety
f
L e e p et oL SAME B DRnRAU o dchfld sprvce 205
wouldebtaince$ AMigaspartivy fronps BAdlesares 200h isanaglsarenibediment, an electronic

not@%ic@?%&?\/ Bg Eltéoggdcea cel ! Pq%é}%g%%(%q Bagks,p% secyrdty authorities might be
trustod €6 PéRE4EE a@Bticatien asfs@x@i%ﬁ;l. ih B fldtkidn ﬁﬁzﬁﬂ@u@ to h¥@rit &S In some

of preferences are stated that the securit

circgpstapgsenba securifbytangementn avill esll faDobtainipepdilic keys used in asymmetrical
preferences is anong algorithmtenplates. The el enent
SecurityPol i cyTenpl at ePref erence appears twi ce in each
of the sending and receiving services' WO 2004/027618
PCT/ US2003/ 025894 10 preferences, setting forth
connunlty and serV|ce speC|f|c preferences anmong
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encryption m ght be selected from anong the matches.
Taki ng both preferences into account, the npbst secure
w@ B)jo4oe76the | east secure (D) m ght be sel ect edPCT/HS2003/025894
anot her enbodi nent, the resp@gctive services m ght
. weight or score their preferences and a conbined o
signingj qF lsneiptien fremarmiblio keygsopecei2d8d Fopinstares, itha sndingsod receiving
r es. e of or. e S _I.S:
serv{i ol R R AT HECH STV SERENE B B LBAT Mg el arrangermen

203 pRaRBgecifyhe XK DISsegicetaddeRe by e sbarcaddpeisiiabyby Thé fding service
SAMsgPart el enents of SAl\%?Secur ityPolic The message

205 pag the TeqeiviRg SEYERBPS bethavaldesoessibie aghved keysiautcgi2g8. In accordance
withtH & IR Aty gaheﬁc@ 0% gl%%tbﬁcgﬁ%g%gf;c@ PIARY c&fts fPiocument 204

sl gni ng “an ncryptin and only encrypti ng
throtigtea hetegek 2(FF tofthe moeiemgvartly @080 Theredutingiahd tdaespoeicthiongh the network

wanted 15 the | mage signed, as I1..as th r
207 FR817% PG eGP aranghBennts epHEalth 1o pe ST prpsecure
trandPoPt R Sdhuciliae W@ekﬁ@y%ﬂﬁ@éﬁ?ﬁrﬁﬂﬂ%@? b BrivEliddng tHel ﬁésmputing

yecei ver w ns,. sender "W ns, .g est req_U| rement VVI r
servige 203 wethe reciing paren209wnrsher@ire madsercodssiptectodhereceiving party,

indeh%%%ﬁf étj th%h%gs%g% g%r%zhg]% ﬂn%idgr:@r@%xit@%o ;Aateg%?i:v%lﬁ?thséesgguﬁt}tf erangements
203 b Heah@adedWiginthe B curf @& POY oY coFBIAS Y6 & phedr@R@dd (REtocel0 For instance,
0027] A set of computed security arrangenents for

it mashbespaskeiithe ecagnge headenor itomy beasepypienptonitheamessyar. The

. . o _ .
preahfh DR o B RS Gl s pa o b signed andlo
encrySlic@ nisihy tieRsriey fspectivdkep$MWBh gRopdoesss flow and schemas above in mind,
Pol i cyl d="P- XMLSi gnhat ur eRSA- MD5- C14N" >
an exaspplR Ao BPEPTISy APFFAPPERHES may be explained.
i § . ! . .
[oozy@ggmf‘ ?E&%ﬁi%g%ﬁ@?g%d&%%ﬁ%'Qgﬁ’tﬁfﬁ{@&lgeﬂnfo.mh and

ConypdeSeEuritg Conrael/ DAL, blas/fideemodiamiple of<s€aderand adceiver preferences and a
ﬁAn- 20001026</ Canoni cal .. > 386 ) .
resullifg £UIPGhseourRaURRES TSN nhis feader and Zpopiuer preffrgces are stated in

XME/c8M-L5Hr9Rah ©Vihe XVIEONM LESRRhd LIRSS, The com%uted securjty
<EncryptionPolicies> W 2004/027618 PCT/ US2003/ 025894

arradgemexplsBtated/iptandnadpempility security contract document conforming to the
Pal j.cyl d=3 P Encr ypt 3DES- RSA- 2048.. > :

Secr R SNBCRPEAPYRF SEHRB RS AP, vo. or g/ 2001

[001224/ xn en gftsénRely pid RRBS préfeyeit&onhfdrmalid® includes community
<Encrypti onMet hod>htt p://vwww. w3, or g/ 2001/ 04/ xm enc#3de

preferenegss abé &9rFive pygierenees MEthh commaily Sraferencay address@egmity algorithms,

ot SRR, SRS A I AR
credshtid\d. ETigy aapirhai Bopre feyencesl flso-lai ednkidri @tRe kdctirigsatgorithms or

<EncryptionKeyl nfo KeyOQaner="x ccns: comrer ceone. com .
othegryise PLefrrenge pirong dhq sogyrity elgoridppg,| Ajsiridan setef preferences might

A ] i < (e > R
be P el o DRI T4 & Ether BRicpd BRI Frdtion o prfigences fora
comsuXif O Dathisexaipies thepdomamukeytas sfxosets of signature algorithms options in
elenfe/ntsser?alljr{édt)zl\l?[ils5g%1lat?1%e>AlgorithmTemplate and three sets of encryption algorithms

options in elements named XMLEncryptionAlgorithmTemplate. These sets of options are
templates. More than one template of options can be provided for a particular algorithm. Use of
templates simplifies configuration of options and increases the likelihood consistent option sets
will be selected by sending and receiving services. The community in this example prefers not

to sign headers or encrypt credentials and accepts basic credentials. In general, a community or a
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<SecurityChannel channel | d=" CHANNEL1"
sour ceConnect or =" x
W@ 2003/0Z76[08 COMTEr cCeone. com connect or : : cent er Sel PCT/US2003/025894
t ar get Connect or ="x- 20 ccns: cap.
conmer ceone. com connector::centerSel | "> <Confidenti al
collapprgbpn pritHey B1ey-have predergnaes BESNRSAC (Y 8rrengement options that the service

can P L BSCUNATE 50 QURSICTartor R R RS REren6 8 Bor only some

optidnar Cymnaelity Pasfeienedsah aukhdee’s tpteretercdAlel sholdd ebare®ond to community
<l\/bssagePa[stP art Nape="Order" isOptional ="false’/> 25
preferqices sgflepaisewheate: Nghesin srisgistryicatyy forpommuyify rraferences. The file

. . . L e .
o T P REA LT R 54 NG 0 Y SR 10 Reord some o
all oftnoomemarityie seonitycpefeeateos.: | buy” tar get Connect or="x 30

cns: cu conmercegne. com, connector:: sel]"> . o
(0023 ¢ e gr 15/ SoRY i (SETHTHE Fervicn Indier Lo Tarests ussh MpeSaqusityPolicy it

ferdnidbs o HaNARHFEm arts, for signature and tion of

pre eKeyQ/vner =" Owner eAS"Si eu elrS ’PS f) Isﬁgg?(eyeé}nPuetrJllcriyg P%grilﬂlatrlrlg gn essage as a whole,
and fomhqgé_@mn. Mzsdalampay Mrvdeeverals@ptsi Gloadespondingdt Amessage part, a

servigé %g% S%%@d?ﬁg&%&%ese %e ]grg%? eggrli;ge{%nce for signing or not signing or for
encryffabi UPABOMOARBIA mdsdagblfast. I8thi9EmBE&itieht, ¥ preference for a category of
arrangenents has two major sections for security

algorifbm, sychaasd geaeiat lggrithghetine{ML-spacifinialgosilmapirebe selrstad. In other

e oS8, S I BRI B0 AL SO BROR figpoy peice

algofitafif. s of the security policy. The security policy
section_.sets out the signature policy, and_encryption .
100241 i cy QT avrrgrpenisHokspuTiyrase Alse covered by Misexammle. slhe receiver’s
_ s ) eat o
o= e BB 00 AL TSGR b Bupngonion. Too resounes
so-called ebmiectors, rard hiestifdethiod thematding bevisaneus fgnsigning asd éncryption.

The SO0 EHIENR CHREIAIS B OTHBRA 85 DI PR pKe et i he sending
servie@gg&uhgy SPdefint Reflid 6 &8 alkliSred TG o) B Pkl Mfder

sel ected for "signature, encryption and authentication
SecugityP odiby T eraplateBreftrenueg Hn tlesptanss, the tm¢eadneiypgioo ptdferesces are all for

XIS EBRH e e 206 el of i ile it e inhp souree code
appeh8STUE SesuitPendbfihrent. servi ces or processes can be

used for signing/verifying and encrypting/decryptin
[0023] f f er eRecepeing pardy preforenssaars. fowndsinghe soues/code appendix tile

sl AR A0, 08 ODE L Lo RS SASRPAGE s o

are vehadiinglhr ebdde@T titkeadinb §artp afveh QSiSg te ROREEHEOK Sypes from the

i nvolved in_applying security policies.,  For a, ) .
schepgar Sjgaificnt giblerepyes Arpéounndn Adtherticatipn And aharizetian since the logic
o S5 SPRSRIRREA BRI 8RS RLARES Dy vour
credentiglses tdetegmnmey whethenp acepdwhat ia pgsented. ORordnstaxices that

applj.es th cugit olic {  act s an intered ar )
Sendg&%ﬂé&g@ﬂgﬁ@?ﬁ%gf) pBé IQMY%%@Pﬁé cgegelmq&s[. ylhis elem%nt is not
part HOhE eV ptyPaplebGtlRS, BRS Wshd % Rtk b H&{bcéi%inr% party’s

signing, encryption, authentication, authorizatio
CPRewtberagaslearritginlics pelich ideniifiénA perpicdCredegtidls.ed t o

rry out.the securi olicy is provj in the .
002660 Y O plsdmblic e bRt S eesaata s Reips Tog tuty avrengements
logicG8EHCiTbd) COBLEWE bF YrefdréRRY BIRINNS A@Hthe 16BpRRS! TREdlcARnt
nessage and activity related data, CP-service rel ated

SecugigtPelicy kenplpte]reftrgaasi apheass teicaineehch af the seoding apd receiving services®
rel ated data, encryption key related data and
configuration data. Sone additional detail regarding
use of these categories of is described bel ow.
Message and activity related data relates to digital
signatures, encryption, non-repudiation, and

- . o - - o - o ~ -
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sender's nessage to receiver. Simlarly, a sender may

requi re non-repudi ati on neasures for a receiver,
w@pwamnriony) to a trusted party verification of PEDERWD3/025894

of sender's nessage by the red6iver. Beyond the

gescri pti.on_ahove, it shoul d be nmentioned that ) )
preferesd S7iERe fHh oyt 81 sericenwecifispretegness ampng algorithms. Figure

3 IR ETE oo pRrOE ML TRoRls, GRa 201 d 3 pepresent

sentliag apé cickiver frofergnees. sSSuphosehds thg neustisacemeindi G ¢he least secure. In the
seryvi ces. For, instance, a e-. existin r. proven .

fWOrPéF’?éfqn% S _ Pfﬁ?@ale@gé and ﬁé?aéﬁlﬂ 8 q%ﬁ’é’r?narﬁle for choosing

betW&dn 18 8 1 AR faRE Blid 800hibne cPBBI RS of Pre?é?&g:reh.t ¥or instance, the
policies can be inplenmented to cautiouslty reduce ? or

recqinipg seryise’ sauelearce AL fod pigesaunerarttie seadingrservicw spieference (B) for

ar.ticular cases. MWD 2004/ 0276 PCT/,US2003/ 025894 .13
encRRbibaefllo SPRFRA THM AP PG UL, DR DTG ERges im0 accoun,
the alokh@EheqB) 6Mthd ddast sebutleTD) higitiRRelested! NEakiRE @8Ho8fment, the

granting or denying access_to a network resource.
respegE Yrover vigesiteight yeightetsworpbeir prenpnsee andecembingd weighting or score
T e A O
wheplier @2 861, toafxnl dreatiypha pirt 684 tieSye.| Whah® dign 64 edicfpt Istuddressed by

SE‘MTEe Sfcond stage i s 5 authorization, which all ows
the $8F 1 Eleents sgSsowayPoliny . rlidegnessags neats érjthsgxample are Order
thair i ti . ._ . .
nd 1BRK o R hatple, SMUNNUTELEAR phete @bl pifl, 26 SEAEESnd encrypting
the Medesiahé onlyemorypting thel InaganBgésence$ oonhl nod madioifithe receiver wanted
sers, qroups .of users, d the roles assigned t
the 5@%%6&@%%%?%&)58 g’ﬁ%{n af?aﬁ)&-atf%@wwmwlg b ﬁs?c@d to resolve the
mishiafcBl MRE L OA1BROMCI TR s ChuIB Rt de: (UL Vi %ddepsvirﬁ,nlgghest
authorization) and attributes (e.g. credit rating) In
requreSRAPWiTtSSY dgeest TigugreBaM widat @ne gpebd prdfenendreresenilidiion determines
third-party..and this.enables 'distributed frust',
wheact K BRPIY Ree LISy MErRe T GRedyPe SRCtT AROTE.oRiloa Iepelafes. when the
secitity AeAkire & APlie@r aut horization details. Wth SAM. or
a simlar trusted party technol ogy, the issuing _
[002:7]t hor i t4y sefeé icompuingh seduaity vroangemants forghisegawple dppear in
' . ' r...f0r access,type to
ot b ol i GRORL AR her ) e BREERRLISf Gea by
43ezurigGontsachiCD .. Thhe aut hori zati on deci sion allows or
dend es .a.subj ect access to a specific resource. SAM
is ?uﬂggpﬁﬁ'é%pti on for web services security, but it
r equsdigsatarePolicies>al degree of trust and techni cal

ot pr X BHPRAPOBTIEA FoG Seh e SRR TG, o7

andda tﬁibhaﬁurﬁPomyNerH@w&..aﬁgrwzitla’eedllidgmdmrigm%ﬂ D ﬁan be
used. The.prese [ ti. i S..no mte y the
aut hor i zg§'§8%ufe h%%&"tﬁggéfwﬁ%ﬁ}%@n& nor e

abst r act kyaghbusetione MO8/ HasmBoactiphesent | y avai | abl e or

hereafter.invented tech LeS,~ Wth either SAML

aut hori zé??’b"rﬁ"ffﬁ)--g’r--?@‘8@@%&%@?8‘&%&@ es, the

aut hor i zsTransforhat.a#RaotinySighaturyPl.edramsfodms |t into the
nmessag 0030]. Security algorithns rel ated data
includggwgk§5$%+ﬂ%b and configuration options for

si gneBigneturefudicigpt i on and non-repudi ation. As the

sche Il lustrates, signature algorithnms options (XM
or no -Cﬁf\ﬂyﬁnn‘ﬁ\lwels%cl ude use of XM.Dsi g, choice of a
Canonicalization algorithm a signature nethod and a
di gest algorithm Encryption / decryption options (XM
or 25 non-XM.) may include key size, key and net hod.
Default may be inherited by a service, either
overriding the services preferences or being
overridden. In addition, specific overrides can be
specified for CP pairs, as described above. Option
tenpl ates, al so descri bed above, sinplify negotiation

o T -~ r e a
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assure that nmessages can be exchanged within the
community. [0031] Routing related data includes howto

w@ewensrehogi ¢ and resources that inplenment PCT/US2003/025894
aut hentication / verificationllsigning / verification,

and en ion /[ decryption., of 5 access
i nf or n@@%@% NGRRFopE© wé’& licd g if- aéLE”WPW@%SA@QG&'Pce
nasBnCtYIRDA P slicy AlgbNtAFSatto:l/ GRANT. Sr%/im Mml@%ﬁEn&@nﬁonPolicyAlgorit
di scussed in one of the prior applications referr to

jove, a nmessage may take nultiple hops through

connect otEndr@itiohNattdahtt M@, w8, 181200 4BmAcHed e

g <EI ces.. I\%ct #dl ngly, multiple route steps my sbe
S¥6OPAPIRMGt9P™any “action. Security typical ly will
need to dieySerRpROI®BIKE/Sigs> any transl ati on or other

added rV| c 0032] Encr on key rel ated
daJt'ftYFEC%%‘ft?@ tahi Gt biebed gl % citrsa-
1(_:61°Meglamcacypttmnméato@>l ncl udes default (e. g conmuni ty

or coll atio tner) pr ef erences and credenti al
prefereg@gg %]O‘Tfygure4 |IIustrates al ternative
enbodEmmythfenpaltc|é§st aining receiver's informati on when

t he gsende o0 calcul ations of the security
arraifg' ﬁ?@geyhrﬁc’?ﬁeb’f"f‘ﬁbr)é | ocal 431 and 15 renpte
cé@%memebmemmmllaMamﬂ y::deNPRAY"™S exaﬂrﬁl e, tge
sender Iver renote. The sender's
data Y ugh?}{)eé(ﬂ:ll) @%@”'&%ﬂ# YHckedDPocal registry

431. HXs0obag@er' s i nf okXBbIOSHifiGhte>q G0kt ed= 43(%0@6Qrtmcate>
made az)g%gi{j)al e to the logic and resources that conput

the se arrangerrents 411. The receiver's data

nay YEnceyptioaKéylaiosl conpl ete, for instance if the
ver s in the same community as the sender and

th eé:uptngflc‘é%um ty-wide registry, or if the 20

r eGetwrityCleannf oHaiBell BNCHANNERSNs 6B 660HHNEcRRI@i ned and
|l ocal ly cached. Dependi ng on where the receiver's

CFHY BIPFRMTOTCRAN ‘i? PTG pLeniespell dargeteopnertessx-422 or
cé&%Up&omW@K@@etdbnﬁQdann%@iortdéﬂter$apﬁ' ver information

cecatptpestaAGemBRE Soh oG S oA ST angerent s

401 r&?ubﬁcKa&N@&é]Ke‘?@\tﬂe&"ﬁ. illustrates one net vvor k of
ram | og (™ an ources t hat _can be use

81%‘?{96 O(EH@”BFGVSéﬁt'Pff"FW%'H?"‘@H%TGS@@H/B@@II@KeyName>
conponMeesagﬁPaﬁmétwaol@ér'n@b fishal="ffpfal/>si de

collectjo |ve |de"co Iectlon 552, data
obj ecf M‘T’ﬁ %r%HBJ@f enisRyepai=talse" 1 edent i al
neg@rldcﬁtfldentﬁn&l terrpl ate negotiator 532, connector

ut henti cati on manager 521, policy
ng)r%g%'?tyééf‘ i;);ubl i c key manager 523, al gorithm nanager
528ecupitjGheyinelhiahsisid= EGHANnEaﬂr@uréB@dnﬂsaoélf- and
securi t arran enents docunent builder 501. 30 [0036]

CErE BB &P”b?‘wﬁa‘m gy f@rasepniacins=n a
cmmmpmomyneaéemldo&bwmteb@n sefartners to generate

secu be described as follows:

Col F%‘i‘#‘t%‘ BE@EHF&@&QWJ‘FVR%A PR 19%> i ncl udi ng

an at &PilbligkeyNsme Kk omb&--@ums@m eubliRRepEPAS >

Col I ect, t he E_L,d Vsec /L nfor@nﬁil on. L%ﬁk |%K§ﬁ\lame

rout i n@ B‘?a@@ﬁ)aﬁ gdﬁ%etqs\ak faléedrmation to

| rrpkﬁlrrtegﬂtysecurl ty rreasur es. Get capability paraneters

% g connector. Wal k through the WO 2004/ 027618

PCTFEE: 985894 15 routing chain to find which
</SecurityCantrapCD>t 0 use for authentication, signature,

and encryption. GCet the recever's

service-activity-nessage object. This may incl ude

getting a SAMsgSecurityPolicy object fromthe

receiver. This wll have nultiple parts and it can

have signature and encryption policies for the whol e

nmessage. It also may include getting a 5

SAMsgSecurl tyPoI icy Obj ect fromthe sender and rratch

- " ~ARA o~ -
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not the same community. If they are in the sane
community, it may be sufficient to set an object
W@oinnzT618 Cet CP- Servi ce objects for both sendeCT/ES2903/025894
recei ver services and get CP @Pjects for
corresponding communities. This may include buijlding
Thl% PR OEPSSEU AEApERMPRy besdMerreriersestionsier 1®u§ém>éncy and security
rences
i RTS8l {Ene RERY BIEY RS o B RliES e ana
mulspleesed;urfty olmannkis tp uﬂplemnqmrﬂs Iof t}& seéuttty buhd:}d "Bhe security policy section

i redTe ct Li st . { t he services'
st B S BHE Sl bl A S icon T pformaton. Ttalso may
t At @elié a
= QPO GBI b By G085 g o e
In this pmbedimemhithe sairlel sigratme @mdaerm:ryptmng)ohcly fsepphﬁhltol ablrparts of the

doc%ﬁ%rlﬂog?ﬂ e]? s{er%éceqd @ﬁl nel él%p%gql it Ce&ﬂgggﬁpp %nt%) rent parts. The

algoTlind is€leAud Rigraficd, @RcryPRbL&ld AMbnBY¥Adndheé Sbstracted through templates
credentials from CﬁSecur ityPolicyPreference of the

contgHpREpptions sqthéiréplnfymgﬁh@seleq’q@n oén@onm Seﬂdmﬂ a@gmthm are

dent er.ence fro
aSSO %’ec Vi %% 7%1 ?9r e‘f er endégerg’? SRACEE @F?FSFSGS &3 b g for
mgnﬁgﬁvﬂmfylhg apd Hﬁdryptwmpﬁﬁgﬂﬁf&érﬁ efs o£PMeSRPONA ;ﬂGhE Rey or
er ec ver. Cet the value of SignMessageHeader and
certé%gr,efﬁr@ braashpitted i the ﬁpg’gp‘r@m ksarelgment of the security policy section. The
t ey
e P A S SL 168 Lo S SR pb fllecurt ot
For n periculer polidy, the chahnet sécsios mtlﬁeﬂsduﬁceedobhwtor thhtae 1res assistance
@5 it toa defa%t such as false or true. Using._t
in aPRIYNE AP LR AT (€ Sortheissnding SCRRfeIEREEing enqrﬂgwn) and a target
niRERH
S R S P KLRY poBEY bOR R (RRHL S ho ki A resources that
aPPBl%mBB‘@g:@headEM Bowtieda stunty ipotiey, saﬁdastslr@nng, encryption,

A NN QR L O A

seculridy ﬁ@lcyﬁ@ﬁrd@[d&ﬁ% tHeS¥eurity BhamBPectifie! ude getting the
encryption key of the sender, if an encryption is

[0028} qui r edhe dnfa us@b’lot detﬂg’msnlmamruy @rfnegem@tmantﬂe@ategonzed as message

2 tur re
IR PN R
datapetichgmioh &ay redited dath @B coethurddlon! ditd tBimrl%)c{dd'i’cibnﬁle&itte!qué:gardmg use of
of the segur ity. WD 2004/ 027618 PCT/ US2003/ 025894 16

thesg rategngione %@esqr;twé belowv. Mavrags &nd gebivity rrdateddataeglates to digital
s1gn§t‘rﬁi;etg'n e %8‘5](}]%@ ﬁ@&] %th?t?%a{tlglg nﬁglf notélhr%gu%gt(fcéjl% L b¥eciver may

requllm}nba-mntdlatlbﬂ nhepperenfor arsefiddr em@nkiag eng trh$téd ?my verification of the

related to whether .tQ sign or encrypt, part o
Sendffes Sugwe KyRCH YTy Sirdedna BT B e iEsRAN-Tepud ationmgasures for a

rgceﬁi'é?faﬁfo 130t trﬁs@ec%&tﬁ Wabifi E&l(ﬁl‘:&‘?g’% Oﬂ‘t e s%ﬁi%? L ﬁfé@sa%e by the receiver.

preference, or just the opposit
Beyenghthe deschigtion @bﬂvd ibehcuééble tmmﬁlmld&hm lsignpmsslahd encryption can be

o B S B o L S Sen A3 . 1t

overﬁ_tl@@hlblé%p&ﬁﬁéc?fo@ PQ@S HeRHine gn@t&@wﬁg%rﬁééso For instance, a pre-
Signature tiona ign Don"t Sign Don't Sign No Si

exisiifg QIO T Tsletipaiin cas) hgriretad diffSiegtly theeau enﬂIEbmqmtelatmnshlp

oS8, UL, 0B RIS S AL

Wanﬁmhdmalm&méqmﬁtne&mnbaﬂﬁﬂﬁlaymsepon t Encrypt No
Encryption Error Don't Encrypt Don't Encrypt
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Sender Signature Signature Required Optional No
Signature Signature Receiver Required Sin Sign Sign
wEr@amesie Optional Sign Don't Sign Don't Si nPCTDXOS2003/025894
Si n No Signature Don't Signi3Don't Sign 10 Sender
Encryption Encryption Required OQoptional No Encryption
[0028hcr ypt £8 rrela@ds?;taemclRé@ﬁﬂWlﬁmﬂEﬁtom anE@@ﬂs@ﬁ?atEﬁlc@%t Authorization is

the péﬁpgerrs%//gﬁ gralﬁlgl%otﬁldgggilflg ggc%% at&%&g}rky%%]&{so& t%&g&éa‘cm%q to access most

comp¥Br decitgTsyftms (AR st propesss At firdt\weuge umthesmbﬁadﬂ fwhich ensures
extended to support signing and encryption at
that ¢ ptineinel dPSerETeesIH SEPIGaEL0R OB HVige A THIOE IR0 des dig spcond stage is

o B EESLE d BgHEPest D5 o e ety

Autleoizatiomis alsatcaliaimeedsepstral ongess dootrdl ingsqiblauthosize acaess to website

tt t fi . '
resoﬁrl%?s g@ggg?eg? fe”gpa? A gabwg orel.rssIr gt{wgég lésﬁr e%@n er(?les ;rsg{g%ed to users.

SAM]Q Egﬁ/f Rlan XMfoasé]ﬁh@éﬁﬁ)f§ sh?é ﬁﬁbﬁ%tﬁﬂ%b@ﬂ%@&ﬁky @Verﬂ??‘@éuthentwanon

to be perforned by a gat eway si gned/ encrypted
and mh@a@aoni)aetnd alttﬂbtmea(ﬁsg M@tbuaﬁng))rm@rﬁé)z%ﬂmmge |E5ht$t data can

anot h out e raI it
e B0 Sl o s G B STRRRGRE e g omonce
but daf@e-uSSHheTr raﬁﬂ@ﬁuéa%n SX hihH\#aticA AEAME.t et stttaesrungar trusted party
central connector may act as the central security hub,

techacvidgp dlnd ksmmg)autb@rga Qlée%‘@b@thﬂtty g@ﬂé@ﬂ@tfﬁw‘f @hsm pgrvices or

e, DBy SRR R STBLLEASANS B

The Euﬂh@htaﬁcb@dle&lmoﬁaﬂo@@ or Ganidsi bt Motesab taispecifiprdsbarce. SAML is
security capabilities, of connectors .in the

usefalrpsiopy prs‘@etsseém%s sspuriy 1t dlosaiFestap. iniflabdsenwecaidrust apl technical

f
resoprg %Ofﬁ 1h§gﬂl{cg% Iw(rll)lgn g%ﬁ%‘&gﬁgbﬁ%}? g%eif%%é?fé gglgt ﬂﬁéé&les such as
ID/passivord and e tdbiendfqaivilegesi agmcmjedawdh an dD)cpn bensed. The present invention

capabilitjes of the co borat er at
is nt dmpiisdihyrtae aythorizgsion a%cgn%f)gsga% S FOLR @%Sﬁract %G gelection

amoﬁ%&?kégeﬁt \)aﬂ%lg of RGeS MRChRH tct:chH 1efs h Wlﬁ?éﬁﬂi& SNL &thorization

er or the gateway/router connec clean 39] From
or IDipesspoet tedhmgogles the amthamzatwrt data chn bfeer@pjp:aq: d hualt into the message.

ose of, skill.in.the hat wide |et
[0030) 05 e Ssr Bl Bt oAb ocfhipd g R iy g Bligugation options for
s1gn§ﬁh?e CREMPIG YR Rhn-rePRiiatRine S ¥he 'séhé%[atﬂlﬁﬁrat@"ﬁgnature algorithms
mbodi nent is a method of dynamically deternning

OPtIQ@c(QMLyDr op-XAdk) thay lncb«}d@hlaﬁ gEXMLIdvig dhpicawi e Cr@@@%lﬁ@le@ﬁon
algokl g Ween %%glgrdl 1 achaélgeai %gnﬁ]%ﬁ VEﬁc%g?téo;Bg/nc%g i v\ﬁ gghons (XML or

non!FaVILY ae§ itidedef sy reiRf kd}&ﬁidl MEhs® CDéfatlkt nptyei 1hlw1té?d)b§f' ﬁ) service, either
first and second services. The securl tgdprofl | e

oveiridéng the yergisenprefeyensgt pobripereFEAda. Jnaddigpn, Saﬁﬂgi& Bg%ltﬂées can be
t T
specy;?clf %’g? n@%ﬁ,ﬁaﬁ&%ﬁé&%eh %lé%ﬁéle r(glﬁg)%tecgﬁklé?essﬁﬁy §&Eabed ib%ve simplify

0 sign or encry
negétitgion of sautypardngementt. hElﬁﬁ&IBn;ta@ei,onswghapmy @pXMinand non-XML

subsets corresp d| g to nor e signi. .
algogitiygs:istgnaRire dgey P?%%%&%ﬂré&? B i vy M-Disg, my
offe? B 1018 fol MEB0E, r@efr%ﬁfc'aﬁ’ihtl@h OPdrsEdMiBand! di?égf WfHile %hQQM?Lf algorithms,

ng and encryptl on keys and ident cati on of
e.g., PCKS#7 may have options for signature and digest methods, only. Use of community

standard security templates are preferred, to ensure that there is at least one match between

preference lists of the respective services. A community may require all CP’s or all services
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25 an authentication algorithm The dynam c net hod
i ncl udes accessing the security profiles and
w@edoeoriony) a particul ar option set that is acce@l/akioes/ 025894
to the respective services. Qgtionally, this option
set can be used to comunicate a nessage between the
operatinge thd soanmyenivs ioeswpp@ee priculapeaaysitasandispeacugtyggption set, to
t present invention ca t hi s enbodi nent .
assurggﬁa&p?ets? P ST PeEse %%B@ﬂﬁ"glth%?c g?r%%‘%&lyh one or nore
[003Iﬁgi st r RestindRlatedl @taECRISS Mo td secesdugic tayd tegiucenthat implement
the first and 30 second services. Default aqption

s 1 X . : , p A
authentigatéans/ veridications signsediseEcation. sl Qjspdtion édeqryption. Any type of
Q L1 I I . .
e 2 0 A AR (N O s
locatRe IR L. E nentiscissedsingime @f tlenmioy pppliatiotrerefpredite dbdve, 8 essage may

parts of the ssage or .to a nessage, as ole. .
take Byiiigle Bpes e FERRSHATS O HagRIFieth O%f;xa@ks-aggﬁ PEYPD
Acc&digggﬁ A ér&tf’ﬁtegsemagsg HGbBiGted GRS detidn. SRty pically will
and - €ncry eys may be s " or

I on ymetrica

needas pemetppliedifier Any trantlatoay drethan@albeadd oD wsvige.

~ - PCT/ US2003/ 025894 b ied out trusted
00330 cnt - Ennoaer sosamhte e BeciGal AR dat i ng tne

[0033FSSage Chgliymatod Ra IRHRIRS HeMElt §LE.VE&iRBuNity or collaboration partner)
Aut henticatiron by a trusted agent nmay be evi denced by

prefaendes and cretlérdial pregeasendesn. Al ternativel y,

thenticati Lnclu S 14t 11 r ' . . .
OB 5 e DL AT P 50 R ntrmin
whet (R0eAddrad ey chicuRfbhs 6ffthé fruiiBsaa@geaentsaln the figure, local 431 and

transmtted in addition to the nessage. qugg%%}ion to
remeier B FRgistaes a5p indigatao ln ks pramplgythe sendgiyg | g recerver remote.

J ' . i ) s D
o G LSRR Sy 0 ESUE ) S s omations
colleztegionil tdhthnile@shiddblé ®hthalapinaidrgsmrces ithe ‘cempute the gasty

erranggERp o 150 PRI G TR BB TBL SUoaHeigyfor ttaice if the receiver
is inSHPHNtd éoﬁﬁ%n?l&f}?%r{hé it thd hEre3€h ¥bBRAUARE Hi¥d RYistd)Eor if the

nessage. er aspect of the present” invention is
receib@r’t Hfermativnchas beoumetenilyatbéaingcars! logallyeacheds prepending on where the

NI AT
recelVRY irBEmi A8 And MaRe ACHAWABle toMRY 16tic tHatcombiffdsdeOiirity Wh@Bgements. A

di scussed above may be applied, 1ncluding receiver
set ofiseayrity ematgemantstOlvesilt. secure wins, | east secure

i NS or wei.ght ed. factoring o vj '
10035) 55 o7 e Ao S fidpentik i Bt wBleh BFletbliTioumccs fhat com e used
to IAF¥mbMCspéles sethe prdselitigvehelsRUTEE R giccoagousts obthid feewdrk include:
respective garti es to i r(r)gllge[rent any conbi nati on_of
c

sendstidmentlepen >eherappici siftf, collgetitn¥2e dita ohicct BagET I afqubing manager
542 ogre&%ﬂélrr%%ﬂgétg; iﬁn terRASRYeEGiRator 3905&)%@&& ﬁglqag%f’g?aﬁ Ruthentication
says nay be package channel's. A

nto -security
mana@&fi2il | yoltd[ygjgﬁ%]geﬂml, pﬂmihod@mhamgai 28| & gasthecmandger 524, policy
security. / [ t he, present invention.i
builGRreAL oA AP TS 58 PR e hESP RSB 0L
[005{620' exa'@ﬂeeﬁ?nﬂﬁﬁrﬁéﬂt%‘#tpﬁ%%&ﬁ odit o%egaﬂi‘m_ﬁrascfoﬁﬁﬂuﬁ@%f collaboration

1
ese exanples are intended In an illustrative )
partners hegerterede sdcnrity driangeinens sanbedesOipiasdolies i €oldast the receiver

rocessing is jnplicated in the descr, bed enbaodj .
secteg GrangIy: e o BatREule bR TP TR aura o Colect the
sendB5&QESy fl@brmaHBAP WK 1S 8di#ing B1dka6 58 k) Gon¥freiBormation to
includi'ng logic to inplenent the nethods, nedia
implempmé sesudtyninedsurasgiGet tapabiity parameterhior pechrroasectefatWalk through the
streans inpressed with logic to carry out the
nmet hods, or conputer-accessi bl e processing services.
It is contenplated that nodifications and 25
conbinations will readily occur to those skilled in
the art, which nodifications and conbinations wll| be

o a1 o, .

o o Y
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- <xs:schema 10
t ar get Nanespacepubl i ci d: com comrer ceone: schenas/ contra
W(Mdeh,@Mﬁwi nfo/ vl _Q SecuritySender Recei ver | nPOGI/KSm03/025894
Xm ns: xs=' http [ 1w, W3. or g/ 2001/ XM_Schena"
xm ns: sicd="publicid: com comer ceone: schenas/ soapext en
routisigehaiodn find ovhiell enmpenton peivtp use Sercutheniicsions sgratisgandigncryption.

dr="publi.ci d:
e RS B PUBHL S 000 SOIISRSRONE, BEATSROR: t act
SAM@S&&urﬁ?yPollﬁtyt av dot oms ey 0D QB Kuni edﬁu@@le paxiglang it can have

sam ="urn: oasi s: nanes:tc: SAML: 1. 0: assertion
signgtyhand gpgpiptien golicies for the whole message. It also may include getting a

S EABLASAEFOHP AR P AL AL Yl 120
SAM@g&bmﬁtyEdhcy attj ¢ot héunotdihgly mletaride decision tmlesfaraedi"swssed below.) From
<XS: i npo

the Mgmy%sy phieeh Badpl aleEioayrauisdoptidy wespes ead build
Reqhﬁ’%ﬁ%rlgﬂmﬂfﬁ&t Gef Eéﬁhﬁ%ﬂst%’ gmgr%%j de @B bER Sendthio 4Rd

ocation="http:/ emas. conirer ceone. com schemas
Recélsexﬂlpfe This may include getting a CommumtySecuntyTemplatesPreference object of the

sen Iﬁlg r})‘/cﬁ.ﬁigé %e%%}l{ysaﬁgol'lrgt Mtér\llllplag es Co ts%glﬁ:rgty poﬂcy preferences.

It alSGARS ARG gé&ﬁ}g%ébrﬁmﬂﬁﬁ%‘ecﬁﬁty$%ﬂplales@rs}‘&%ﬁéd dbpétt of the receiver, if
schemalLocation="http://ww. oasi s

not ‘dipenmo comoumityt {fdbey are duthetspmg serymmitysit eay bl swiiciens & set an object
poméfl: (r:bt'f’t% gervme Blegf g?{eethot%ﬁ 1‘1%81‘0 er%%erlllregggtéﬁ% gﬁcﬁ k&rCP %lgects for

corrb3oRding IS FIMInitySDe THE thaf ﬂlﬂuﬁe buitding Mmaﬂ'@@bmﬁwreference of the
<xs: docunentati on>The root for all 1CD security

sendsa pn¢ jacaiver. f Basasl on e ssBdrtand reelvsT prSEGIFRSSE a0d @ﬁgeclslon rules in 2
Req}lléﬁiffl%{pg% Tﬁt ﬁ%ﬁﬁ'fhé %re%r@ﬂ@enﬁs?s Eﬁ&ﬁﬁl‘{a‘ﬁg Security

ReqﬁﬁB@P‘enﬁﬂ@tHObjeyﬁeﬁe Ifthe berfies’® rééj)etty\&q;;eference list do not match on any
"SecurityRecei verl nfoType" > - <XSC? atl on>

Ao R UHENOAS OIS FRY $9361245 Bmaiely (oo SeBatrA iyeniGHtiagypbiect for
the f#&%lf &ePike. LS ReE ﬁ%\%ed' e )ﬁﬁurg SeHERILAL Ql@ﬁlod spe01ﬂed including

Xs:annot ation> ement> Main Elenments -
acceptad credemtielstand amhenﬁc@tlnmlmode Match the credential from ServiceAuthentication

o S LSRN B3PS SRS ki i e i or s more

tharhe (HACHTRE St GheaBMmhityhdS@rbdantihPreftirhée SORMUNI LY,

CPSecurityPoliéyPreference of the receiver, or from CommunitySecurity TemplatesPreference

corresponding to the receiver. Get the value of SignMessageHeader and EncryptCredential from
either the CPSecurityPolicyPreference of the receiver or from
CommunitySecurityTemplatesPreference object of the receiver. If no value is specified in either
place, set it to a default such as false or true. Using the available sender’s credential selected by
the receiver, the authentication mode specified in the ServiceAuthentication object for the
Receiver the SignMessageHeader Boolean attribute, and the EncryptCredential to build the
authentication algorithm. Base on the connector’s PublicKeyCapability to get the proper key.
This may include getting the encryption key of the sender, if an encryption is required, and
getting signature key ID of the receiver, if a signature is required. Get the authentication key ID

of the receiver, if an X509 authentication is required. Build the policy section of the security
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i ncluding Security Al gorithm Tenpl ates, Conmunity
Ssecurity Policy Preferences and Community Security

woiooy7619r ef er ence. </ xs: docunentation> 5  PCT/US2003/025894
</ xs:annotation> _ <xs:conplléexType> - <xs:sequence
m nOccurs="0"'> <xs: elenent ref=

arrangsmemts Bindithe egnmeetor fqrhhﬁr@mmléﬁe@n angibyidd dlg changel spetion of the

- <XS: ment nane="Conmmuni t ySecu

Secmﬁyt%igl%y ef erence” type= sicdr: Configured

[0037y ef er eDeeikleh itabyckyingy be et €& thiplemead'the type of preference reconciliation
<xs:annot ation> <xs:docunent ati on>The, pref.erence

l].
relateghtogylgther 15 SigB 4FSRCTYRIREFYASE Te5SERHEN 1SR dSFIFIOBF BRIl PF biesed o
acce%ﬁ%ﬁfe%@@ fot tStsf}‘n O}t cg t thE rdcBfef ?Ef’éféljené’@ biifist RE oppdite. Some

comuni t unment at'i on /' xs? dnnot at1'on>
decisiéx bkl dme ndd b2 ﬁlsetbcm impkemeent possible decision rules follow:
ref ="si cdr: SecurityPolicyTenpl at ePref erence"”

mnQccurs="0" max0ccurs=_"unbounded" />

oo u oo

</ xs: sequence> </ xO¢ Breforence </ vs- ol enent> 25 -

<xs: el enent nane= 'SendwrﬁgCPS Signatuy®ol i cyPfofil e">

- <xs:annot ati on> Rsequimexlinent {ptionalhe SecuiMa Hignature

Recéiveri | es‘gﬁgtarée sending Col | aboration Party] It has

PrefefericeRey@RAE O eigighi al s i nfigign</ xs : docuimpdrat i on
> 30 </ grarign> <Xs: comlexlype> <XS] sequence

m nOccud')‘gfjo > <XS: §I§ﬁrrent namb nAyanabl eCr

t ype=" gretdf—tredenttat-Types"

mTypeS ITetAOC T Ul S— UIIU unut—:u
35 </ X9 ce> < <
35 X MEAGRS TRy SO eX [¥BRFSig XS e' §Ign
Ao CTTCTIrecTit LA "l \JI'\IVDU\JU\JU T ryruouri Cy l
! erT\InQ > 40 - <xsahhot nfl nn\ <X S

docunent at i on> Each SS0AeEr / Act i ve/ Nessage have

multiple parts andBncryfienhave Eiagyetiar e and

encryption polici esReguirethe wh@@mtionsésage. TiN® Encryption
aut hent i Fﬂﬁy bn s defined at the service

Recbivép! - unent Edcwp’c 45 </ ¥Eigypstot at i on>Error
</ XS: e nT X§: el ement naire="Publ i CKeys| type=
"sicd: Plﬁﬂo §y'ype E>ncrypt Don't Encrypt Don't Encrypt
No Encryption |[Error Don't Encrypt Don't Encrypt
Sender
Signature Signature
Required Optional No Signature
Signature
Receiver Required Sign Sign Sign
Signature
Optional Sign Don't Sign Don't Sign
No Signature Don't Sign Don't Sign Don't Sign
Sender
Encryption Encryption
Required Optional No Encryption
Encryption
Receiver Required Encrypt Encrypt Encrypt
Encryption
Optional Encrypt Don't Encrypt Don't Encrypt
No Encryption |[Don't Encrypt  [Don't Encrypt Don't Encrypt
[0038] The present invention is readily extended to support signing and encryption at

intermediate connectors along a path between a sender and receiver. It is useful to be able to
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- <xs:annot ation> <xs:docunent ati on>Public key records
for this CP. The KeyID 50 will be the unique key for
w0 ba4prishs c key records. The location wll narChUsion3/025894
connectors within this requedts. </xs:docunentation>
</ xs: annotation> </xs: elenent> 55 - <xs:el enent
sign athencrypCdacureetivatCapadsitors elpng a rowbinenwdl that7gegot the message

orlglgggrrsooa 08l geﬁ?%gﬁlég ﬁﬂaé’clfe lﬁé@z 209 ta%%%a?@ routers and central connectors.

For ga@évadygtse%rﬁﬁgrm erﬁ:@@ﬁﬂiﬁﬁhﬁ@ine@@% bﬁﬁefﬁ)rﬁm oY atgdateway5f -
<XS: CO pe> <XS: sequence> - <xs: el enent

signegdenseyriasan 9sf§gg Jﬁsétﬁn]sﬁopye fromeone: epvelgprypratpsoLto another. For
routef.ﬁgncg&ﬁgalaé tnﬂgcﬁorjs it n{&?fé}%ﬁi‘é s M t%tdsQ 9 S].Yﬁg'ﬁi egftryy‘&ltfﬂoﬁﬁ into the

ocunen ryption c e “per forned
enterptisé for extetraih B@ﬁi’nﬂmtxes Aabuter suscetitralovanédn oap-act /ax ghe central security
annot ati on> </ xs: el enent >

hub gngpeziogn gy gfgﬂng@ésgg}ty ppvaﬁqr&;r%)_beh;@: EJBJ% {égﬁ%. epterprise. This may
simplifies ﬁl@'}‘ﬁl%é&gé merSmd %%%&%%étﬂﬂ?é/ Brdefs. Nhid flﬁlﬂ’uorﬂﬁ pcan be

si gni ng the ssage or verify the signature can
confipardddryneettiratupt the seoclutpn@(pabjhhgs of qepnectors in the enterpnse S part ofa

Comél/ué%st%d chﬁ (g‘:?l >.c§ / nrp%o}'%_]eal'{ylﬁ /&Ii%gér_éitrl%ro&)ngggasls to have
signfn¥ R b“fl'it‘f}%r CRiry e & hlﬁﬁﬁadfnﬁbﬂaﬁ)'be MhRETIOLL *g,Qnm encryption

<xXs:annof ati on> <xs: docurrent ati on>The Public Key party
capabfiies pEthe gelaborgsionanengtytiogher camiestossa inmie edse ﬁégateways and routers,

or th r
sou S50 58 TSmO e PPE RIS e el over
conreBiop, connector |ocation will be used for encryptl on.
</ xs:docunmentati on> </xs:annotation> </Xxs:

[0038F - <xErasn divamecedingelesorgrtion; #griibhe pPRARER) rﬂaﬂw@ S OFSKilin the art that a
widd %Rl%ty &t s%greﬁ%%'ah&‘ RELRs QREPBE EostuctBd RORCIHPSTs Sdcomponents of the

present invention. One embodiment is a method of dynamically determining security options for

exchange of one or more messages between sending and receiving services. This method uses
sender and receiver security preferences, which may take the form of machine security profiles
for first and second services. The security profiles may identify security options/elements and
option subsets that are acceptable to the respective services. The options may include
requirements to sign or encrypt one or more parts of the message, signing option subsets
corresponding to one or more signing algorithms, encryption option subsets corresponding to one
or more encryption algorithms, identification of signing and encryption keys and identification of
an authentication algorithm. The dynamic method includes accessing the security profiles and
selecting a particular option set that is acceptable to the respective services. Optionally, this
option set can be used to communicate a message between the respective services. Several
options and aspects of the present invention can be added to this embodiment. Security profiles
can be maintained in one or more registries that are accessible to security logic of the first and
second services. Default option subsets and/or preferences can be specified in community or
collaboration partner security profiles and may be copied into service security profiles.
Requirements to sign or encrypt can be applied to the parts of the message or to a message as a
whole. Signature and encryption algorithms may be applied to a message as a whole, reducing

complexity. Signing and encryption keys may be symmetrical or asymmetrical. Authentication
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- <xs:annot ation> <xs:docunent ati on>The Public Key
party that is wused for signing. This can be any CP or
wao b@4/02@10owWner of connector. If it is not defiPedySiohyomsso4
the Key of nessage sender at 18his [ocation will be
used for signature. </xs:docunentation> o
may b garrigd aot b 2 bnstedagent. shetnesh SAMIEseeystsbafaig sopaunicating the
<xs;attrihut ne=_"conn " T XSy LOn oo
mes gty B FortHR e GO At by /PTed el b fo ovidenced by
auth&ficaticd assddibn. StsplagvelyyRdsntication-mayxiacluderphlexiftjrpecredentials for
name="Sendi ngSer vi cesSecuri tyPol | cyType"> -
examiRaio oA IO SRS 00 41 1555 6FEACIER 1) o Bib 95 Anessage or may be
<%S: C i i y i e f
tranEifc AR WARGRIE TR BOSROH ] M ficu it hhoRAlon may be
addresedby sergrisearvingements x $he shoorityeprofites amy include identification of at least

one ;ﬁggrgaagaétﬁ]lag&ifi nitogqstagfi?sigé gﬁeﬁ%’(g.e an & iﬁr;nﬁp%évc ergeszs?"ﬂ;i; authorization may
be i 1@@@&%& HELeRERA agMitHERRS EGTmHnic 66 WeSsage i B9 WiislaRing

<xs:elenment ref="ServiceAut hentication"

credentiaBoiodhsserdiereceivingshaimeenage.i Arfrthey aspect of the present invention is
B
encrstidie MHrbfeRinb &b ad @r both)oF ttoRtTedRtady takeil %% account. Any of the

annotati on> </xs:elenent> 15 </xs:sequence> </Xs: .
decigionpilesdisqresed abaysmen bp am&rp)dp@ch@m:recewer wins, sender wins, most

Recej vi_n [ VI I i GV S
seens Bl T Rl D PR S LY DRt s prefrences
Detes@énaibh ¥f pRuiisyarfaaperaatth ma GndliRe desermiting pesotuats torbe used by the

</ xs:anpotation> _ <xs:conpl exContent> - <xs: .
respestive paTtiss ihiaplementiany comBinglipm gEagHATRES SBERyPtion, authentication,

R | 1 n > .. . 3 . —_n n _ .

s BT i, TSRS AR ST e oo
secusikys clannelt.ai ssorrity channel may implement a single aspect of security.

[0040] While the present invention is disclosed by reference to the preferred
embodiments and examples detailed above, it is understood that these examples are intended in
an illustrative rather than in a limiting sense. Computer-assisted processing is implicated in the
described embodiments. Accordingly, the present invention may be embodied in methods for
computer-assisted processing, systems including logic to implement the methods, media
impressed with logic to carry out the methods, data streams impressed with logic to carry out the
methods, or computer-accessible processing services. It is contemplated that modifications and
combinations will readily occur to those skilled in the art, which modifications and combinations
will be within the spirit of the invention and the scope of the following claims.

[0041] We claim as appears after the appendix.
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<xs:docunentati on>SAM. Attri bute Assertion for the

end connector to use. This will be a data type from
WEA0BB16t andar d. </ xs: docunentati on> </ xs: PCT/US2003/025894

annot ati on> </ xs: el enent> </¥s:sequence>

</ xs: extensi on> 35 </ xs: conpl exContent> </ Xs:

compl ex TYROMBUTER PROQG KISTENG APRENDEXe =

"Aut henti cat eCapabi lityTypes" > - <xs:annotation>

<xs: docunent Stl n>Tth g:i gg gg ﬁ (@p | it or the
connector < % é fREE %SB> 45 -

SXsirestr |,. ,.o " C](EN' <XS:enuneration
< Xn] Vers' (I e?‘cgaﬁgs Uenurreratl on val ue= "REMOTE" />

edrtedx ’ﬁllth%%%‘% (hég g / XSM&Q ctaén?lca}f §%§Ulﬁeaﬁ%§r(@5n‘\r9§ca One)
_ <xs/§E§ % npl eType> - <XS: SI npl eType

Overy] de.. com Heekah %Qﬁe 28 {rg Y, peri
sﬁgég??f 3ot %'é E % i-on Z ﬁ Eﬁé

))‘r‘ﬁ Hetp! &:3‘ ér %M Lé@a%ﬁ%“”g
E v ! H%ﬁ'l @ éc‘ﬂéﬁas/ sohpextension/contrac
iHE"Slc ‘{Hurb‘ﬁ ld Sm @ﬁn@?\é@@ﬁé‘%bﬁém\é@llé @E/‘iﬂi‘@érmfo/v
I Olﬁéiuﬁﬁvgaﬁt?éﬂme%r!'ﬁﬁ RedRequired” /> </
RERhE IS L I IRE: /TR IV R / 010 xmidxRs#si Nl eType
RANRS: 5aNRIQirh A dspa e hfyRESAML: 1.0s&sertiBAL at | on>
kS hslegimRiditb ANedvptereboh 8BS chiegnisi/ebhtaciHaperinfetvl_0/
tdhiueity8&Rd St ddepl I AR, 6 Seldineh tFp rihDefaaltgOqualifited”
negbutertoroDefdulte:"unglialifiéd'|> det er m ne whi ch al gorithm
wixklirmipertpi cked. It can be 15 receiver w ns, sender
Wi Agmebpareespubicidi dcomEommenseore:schrmras/ soapexteanion/ co
W neracttsedoityent af SecorityQondragtnaiddt i on> - <xs:
r esthdncdliooatidres'attp: £/ $OMEDRENCOMmMeceongmam schemas/soape
v alxtenditn feonvradl/seturity /vl_0/SecurityContract.xsd" />
<xs:import hamespace="urn:oasis:names:tc:SAML:1.0:assertion”
schemalocation="http://www.o0asis-
open.org/committees/security/docs/cs-sstc-schema-assertion-
Ol.xsd" />
-l
Sender Security ICD Infomation Block
-—>
- <xs:element name="SecuritySenderInfo"
type="SecuritySenderInfoType">
= <Xs:annotation>
<xs:documentation>The root for all ICD security policyinfo from
the sender.</xs:documentation>
</xs:annotation>
</xs:element>
- < !-..
Receiver Security ICD Infomation Block
-—>
- <xs:element name="SecurityReceiverInfo"
type="SecurityReceiverInfoType">
- <Xs:annotation>
<xs:documentation>The root for all ICD security policy info from
the Recevier.</xs:documentation>
</xs:annotation>
</xs:element>
- <!....
Main Elements
-
- <xs:element name="CommunitySecurityTemplatesPreference">
- <xs:annotation>
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20 <xs:enuneration val ue="Sender Wns" />
<xS: enuneration val ue="MreSecurityWns" />

woe@eenener at i on val ue="LessSecurityWns" /> PRERES2003/025894

restriction> </xs:sinpleType>2025 - <xs:sinpleType
name="Cat egoryTypes"> - <xs;annotation> .
<XS: ﬁéiiéﬂ%’tﬁ‘f‘%’(t?%‘?fb?ﬁﬁfé'rﬁf Ralicy fop shis spmmuti®gor y</ xs:
docuneichtdipg Security AlgeidthupTamplates, Q@@m*-ggtgw i ctjon
base= Ssecuiiiy diatiqy-Preferences apd¢emmunity Security Policy
val ye=FrelEEENEe.t (setocpmentationgnyner at i on val ue=
" SEGIHBIRRAUINS oy s- enumer ati on val ue= " XM.Encrypti on"
/> <XSE8MRHNIUPSE i on val ue= "Encryption" /> 35
<xs: BRURPEOFOAINAIYE="ONBn Repudi ati on” />
<xs: erfiffid @neBhrefa | shedr ferHutyMgorithmEerwiates”/ >
</ xs: r&8NPredPor? /2 xs: si npl eType> - <xs: si npl eType
name= S JEBANT BAMGpSommuitySecykityRolicuRrefprence
<xs: doc U¥ReT siGdsiEonfiaursaPreferenceRalicydvpe
al gori t KARPkUrsgd dnent ati on> </ xs: annotati on> -
<xs: r e3P AMNBRILAZe="xs: NMTOKEN' > 45 <xs:enunerati on
val ue=" BASxg:dogumenigilonsi b PERIRERNSEAWIlL be gy | >
<xs: enuner abefery gngoptgasdential, Qrdyeredential
<xs: enuner aPyeSRrengey gto- Awilirg the defauly value fox, ¢ j on
val ue=" NONEYhe Whele community.</xs:fpgaentation>
</ Xs: ﬁﬁ?&%@tm@ ements and Conplex types --> WD
2004/ 0278 PUS2003/ 025894 24 - <xs: el enpnt najre=
" Ser vi TEAGIERERE [¢arTiedrSecurityPolicyTamplatebrsfargnce
docunentBINOsEHSAR HEA P et ToMnPeLRdad: 67 a gi ven
ser viCESeAURRESTUi ng Accepted Credential s and
AUTHASTIEPBRIEXHPSS Mbde. </ xs: docunent ati on> </ Xs:
arPfeteRMEH> - <xs: conpl exType> <xs:seguence> -
-<ws: dp@eshpamgneSendingePSacyratyRolicyPeofiled>t ype= " si cd
r =~ Gxefaneiadiomypes” maxOccur s="5">.
<xs:documentation>The Security Profile for the sending
Collaboration Party. It has CP's Available Credentials
info.</xs:documentation>
</xs:annotation>
- <xs:complexType>
= <xs:sequence minOccurs="0">
<xs:element name="AvailableCredentials" '
type="sicdr:CredentialTypes" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>
- <xs:element name="SAMsgSecurityPolicy"
type="sicdr:SAMsgPartsType">
- <xs:annotation>
<xs:documentation>Each Server/Active/Message have multiple
parts and it can have signature and encryption policies for
the whole message. The authentication is defined at the
service level.</xs:documentation>
</Xs:annotation>
</xs:element>
- <xs:element name="PublicKeys" type="sicd:PublicKeyType">
- <xs:annotation>
<xs:documentation>Public key records for this CP. The KeyID
will be the unique key for the public key records. The
location will match all connectors within this
request.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="ConnectorCapability">
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- <xs:annotation> <xs: docunentation> Miltiple
credentiails can be accpeted for a given service.

wapog2desunent ati on> 15 </ xs: annot ati on> PCT/US2003/025894

</xs:element> <xs:elenment refl="sicd: Aut henti cat eMbde”
/> </xs:sequence> </xs:conpl exType> 20 </xs:el emrent>
= AV XRTy pe -
namsxs XJESngntation e Aoppertararalibte Type" > -
<xs: afasemeters=/xssloganemarieat i on>Def i ne XM.Dsi g type
of</r8lan@gtadied> al gorit hns</ xs: document ati on> 25
</ st eapIedhiPe> - <xs: conpl exContent> -
<X 8 <extseasem®>base=
" si ctlrxelmenttnagecy EncyyRtipnGanaiidkyp| at eType" >
<Xxs: sequeretxs:Boolean’el enent ref="si cd: XM.Dsi gPol i cy"
/> <|xsxsameader> </ xs: extensi on> </ Xs:
conpl exConsatucementatone¥eglaniNy flag. Ths docwmend] enent
nanme=" XM Siepcey phieny dearyptioiaap be perfoymed at this
"si cdr : XM._Sognettareod nef: < Hisnifeupieataionge” > -
<xs: annotxatdnoniations: docunent ati on>This is for XML only
si gnakixsaelerfexs> docunent ati on> 40 </ xs: annot ati on>
</ xs: ekemEment namess'SidratuneCapability”
name=" Teypekdxebestearndti on" type="xs:string"> -
<XS: annetxsatnmnatiencs: document ati on>This el enent i s not
used. |t $s:dophenivnddies ofNe dlag. Themigningith@st or
bug. </ xs: donessagead verify thesignabaiteacarphe
</ xs: el enemperformed at thispdoaiggper or
name=" XM_Ematypis sloalmeniationifenpl at eType" > -
<xs: annefxstarmesatBl><xs: docunent at i on>Def i ne XM_Enc
type efxpeleireptand al gorithnms</xs: docu nentation>
</ xsz amaanérgmamex'EncoyplienioblickeyPany'2004/ 027618
PCT/ US26g=08fcd9CollflerationRareyl DE msinOncurs="0">
- <xs:annotation>
<xs:documentation>The Public Key party that is
used for encryption. This can be either sender's
CP or the owner of the connector. If it is not
defined, then the key of message receiver at
this connector location will be used for
encryption.</xs:documentation>
</Xs:annotation>
</xs:element>
- <xs:element name="SigningPublicKeyParty"
type="sicd:CollaberationPartyID" minOccurs="0">
- <xs:annotation>
<xs:documentation>The Public Key party that is
used for signing. This can be any CP or the
owner of connector. If it is not defined, then
the Key of message sender at this location will
be used for signature.</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:isequence>
<xs:attribute name="ConnectorName" type="xs:string"
use="optional" />
</xs:complexType>
</xs:element>

- <&l

Main Complex Types
->

- <xs:complexType name="SendingServicesSecurityPolicyType">

- <Xs:anhnotation>
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base="sicd r: Abstract _SecurityAl gorithnmlenpl ateType" >
- <Xxs:sequence> <xs: el enment

wo edo/0gieesl: XMLEncryptionPolicy" /> 5 </Xs:seqRents2e03/025894

</ xs:extension> </xs: conpl &Content> </Xxs:

conpl exType> - <xs: el enent . . .

‘namsxs }UCEREniasiona BArvdes sasrdnppeliey for gachyR-—This

"si cdecanie thecpoliey far/githen sendiaaopirgelying” > -

<xs: afABMIEe<gKS degymneRigtia®nt at i on>This is for XM only
eroPGRNBIRLIORPXs: docunment ati on> </ xs:annotati on> 15
</ apiReFR BInOcUE= M| exType .
na e AT PRiCRTSsier SemriPRIRTRplate BT pgence

abst r avneteurse’0s maxgesurmnhovndsd” /> .

<xs <d6Riemattaef viSerMicepathentieatipn’| MEOcGEE By t he SIC
20 Burkgt@nnet@kipmy run-time al gorithm mat ching.

</ xs: doexareenumdnsation xAuthentisatianimethad fora giv@itence

m nQccur sserdice, ineluding Aagsnted Gredeatialsgand

type="si chmtheatisgbiopTMpde:</xggosmerstipr=" 0" > -

<xs: anfstalidatonexs: docunent at i on>The cat egory of
secu/ksglemeydri t hm tenpl ate. </xs: docu nentation>
</xh&sa@eaoere>on> 30 </ xs:el enent> </ xs:sequence>
<Yss:egroplekltpe>nanme="Nane" type="xs:string"

- usexbmptaxdnpd hame=RecaivingSetvigesSequrityPolicyType">

t-ypessdmsatstion>ng” use="optional " /> </xs:conpl exType>
35 —<xsxducaorptaichyReceiving Services security policy for each
nanme="ceegis idoydngotatibhaPr ef er enceType”
absixsentretdtanse" > - <xs:annot ati on>
<xsxglogvperCatteons>The preference of each security
al gonist ditengden bage="sicds:SendingServidesSeeurityPolicyType">
</ Xs. arp@kaléra minOcsxs=twnpl exContent > -
<XS: ext eRs kRN FE="sicd:Authorization" minOccurs="0">
"si cdr: Absist @GtorSiassr | t YAl gori t hnifenpl at eType" >
<Xs: seqUenc&s: dbeumehitlbf FBAMLNAIRBULE Alsceaine”
type="xs: shogér tHe”end/cdhnsbiaBafse. ThiSwiltpeansi on >
data type from SMAL
Standard.</xs:documentation>
</xs:annotation>
</xs:element>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

- <Ll

Sin*;pEe Types
-—>

- <xs:simpleType name="AuthenticateCapabilityTypes">

- <xs:annotation> ‘
<xs:documentation>The Authenticate Capability for th
connector.</xs:documentation>
</xs:annotation>
- <xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="LOCAL" />
<xs:enumeration value="REMOTE" />
<xs:enumeration value="BOTH" />
<xs:enumeration value="NONE" />
</xs:restriction>
</xs:simpleType>

- <xs:simpleType name="OverrideTypes">

- <xs:annotation>
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</ xs: conpl exContent> </xs:conpl exType> 50 -
<xs: el enment nane="SecurityAl gorithnTenpl ates"> -

woz@memees at i on> <xs: docunent ati on>Each ConmunP@T/usiob3/025894

have a set of recommended S&2urity Al gorithmfor CP
to select from </xs:docunentation> WO_2004/027618
PCT/USXE3MepEon>Tyge of the oyergdgrulgss This Is used for
<xs: coNPYEINGréxs:documentaidefiience> <xs: el ement ref =

" sTegianRetasidrat ur eAI orithnilenpl ate" 5
MR%OT (Rt Setionssen AN T9'@<’! “e| enent

r ef =i IIUMXRIEN ¥R YpTRRAMIERA | PhniTenpl at e

max GG EerAbL idee= "ptiangls /sequence> </xs : co m
pl exPppenumergtien yaluet thetRequised” Jenpl exType nare=

" ConfsingatristioPr ef er encePol i cyType"> - <xs:annot ati on>
<yss:diotieiypeat | on>Def i ne sonme configurabl e policy

- pixefsgnplatepe nafrhés"NegotiatignRuleTypes'\whol e comuni ty

|-ewrd:apmotatiothe CP 15 | evel . </ xs: docunent ati on>

</ x sandaiuatantation >Typesafibe Negatiation Retled:anben there
name="dpegnlyitisd e gedichds duringte skydrithihe argotiation, the

m nCc quie Wil 'det@inine<whidnalgozithomwilobe: pickedkeltt can be
>| f seteceiven wihs, stxdisr wingl higiestBlegeitreméent winspyned.
</ xs: dowmest nequirement wigs. gmagioatmentatior? xs: el enent >
25<{xskxmogdtinent nane="Encrypt Credenti al " type=

"x sxfoedtecivh baser O MMEOKEN"> <xs: annot ati on>
<xs:<kscemen¢ration malug=5RecaineanWirsd /er edent i al header

wi | | <lseemmoergivedalughl' SercterWiaspl/y to t he non- SAML 30
t ype<af enfmetatide nblivak MobeSexubityiEinst cat i on node i s
TARGEE: emi/msration vaptallessSecyrikgpwhisiotat i on> </ xs:

el epenteztrictisns: el enent nane= "Credential Preference"
3Gxé:ypesteBjpedr : Credenti al Types" m nCccurs="0'> -

R CH ANPRIrAtd AaTe=XCategoryBypeatson>Sel ect one from

“BASKE: apRstatfeR®. |t

<xs:documentation>Type of the algorithm
category</xs:documentation>
</xs:annotation>
- <xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="XMLSignhature" />
<xs:enumeration value="Signature" />
<xs:enumeration value="XMLEncryption" />
<xs:enumeration value="Encryption" />
<xs:enumeration value="NonRepudiation” />
<xs:enumeration value="NonRepudiationReceipt" />
</xs:restriction>
</xs:simpleType>

- <xs:simpleType name="CredentialTypes">

= <xs:annotation>
<xs:documentation>Type of the credential
algorithm</xs:documentation>
</xs:annotation>
= <xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="BASIC" />
<xs:enumeration value="X509" />
<xs:enumeration value="BASE64_BINARY" />
<xs:enumeration value="ANONYMOUS" />
<xs:enumeration value="NONE" />
</xs:restriction>
</xs:simpleType>
- <!.._
Elements and Complex types
->



10

15

20

25

30

35

40

45

50

will be used, when there are nmultiple credenti al
mat ched condition. SICB will pick the one matches 40

wo ool w1 i el d first. </ xs:docunentation> PCT/US2003/025894

</xs:annotation> </xs: elenel> - <xs:elenent
nane="Negoti ati onRul e" type=" Negoti ati onRul eTypes"

- Fxpretesgrdnegres "SgeviceAythentigatian s>

[

SxSXUpATRYR™EL | on>When there are nultiple matches
dur ig:dasemenipsioneiwthegticatien sethogfor a givgn service,
det er ineluding AnceptedrCreadeniials and Ayitbraticatipncan be
r ecei \Modey<is: dedimRstalipis, hi ghest requirement 50
Wi FESHNNCERMEST requi rement Wi ns. </ xs: docunent at i on>
</ %65 60MPIERTYRST> </ xs: el enent> </ xs:sequence> 55
</ xssHRarexcPype> WO 2004/ 027618 PCT/ US2003/ 025894 27
- <xs <ebemntiames"dccapteddredeatigisipl at ePr ef er ence”
t ype= " biregl'sisdri@redemtigdypesimeaxperwpe S ype" > -
<xs: annexsenenstiands: docunent at i on>The preference will
be si gnatixsedocHmentatitingiultipte ceed@rrgtiﬁi%ﬁn el
encrypti on,acepeted forcmgiveave any nunber of
pr ef er enceserviceat/ixsgocegeniationks: docunment at i on>
</ xs: affxstaiogaton xs: el ement > - <xs: conpl exType
name="<&rvegP@ntEl enent Type"> 10 - <xs:annotation>
<xs: dexarsanenti refr="siesl: AutingnticateMode” re part from
Ser woixt Aeqiianiceyy/ Message. </ xs: docunent ati on>
</ x xsacumugletiype> <xs: si npl eContent> 15 -
<yss:eketremsron base= "xs:string"> <xs:attribute nane=
<3k gaiplexdypé yper=XXMbstd retateAlgoeithoaeroplkité Type " >
<x&x&bhndthtibe> name="Si g nat ureType" type= "xs:anyUR"
us e =@pd dcafradntation >Aiefite XMLDsid tyge oA pBHéyaadypt i on”
t ype="aigoHaheays:dosesergisronal * /> <xs: attribute
Nagps: adrdatpisl onType" type="xs:anyURl "
usexs:ephbrRabnteht> <xs:attri bute name="Bl ockl d" type=
"Xs: Shosttensigd use="optional " /> </ xs:extension>
base="sicdr:Abstract_SecurityAlgorithmTemplateType">
= <Xs:.sequence>
<xs:element ref="sicd:XMLDsigPolicy" />
</xsisequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="XMLSignatureAlgorithmTemplate"
type="sicdr:XMLSignatureAlgorithmTemplateType">
- <xs:annotation>
<xs:documentation>This is for XML only
signature.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="TemplateDescription" type="xs:string">
- <Xs:annotation>
<xs:documentation>This element is not used. It is a placeholder
to circumvent a Castor bug.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:complexType name="XMLEncryptionAlgorithmTemplateType">
- <xs:annotation>
<xs:documentation>Define XMLEnc type of policy and
algorithms</xs:documentation>
</xs:annotation>
= <xs:complexContent>
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</ xs:sinmpleContent> </xs: conplexType> -
<xs: conpl exType nane="SAMsgPart Type"> 30 -
wo@memees at i on> <xs: docunent ati on>The part w PET/NSH03/025894
nmessage. </xs: docunentati on>25</xs: annot ati on>
<XS: sequence m nCccurs="0'> 35 - <xs: el enent
' NamESSANE Q%W‘t El ement” m nCccur s="0"
max Oc CRASS= %ﬁ%&hé@éCE_SQC%BFXAWGPmT%B'atETVPe">
<xs: dGCEMEALARSEIN>This is for ea
CP/ ServF?Sé/em@r\?lrﬁﬁﬁ"%s’éﬁéE“Wé’th@ﬁéW" {3 40 defined
by usﬁ%@SX%ﬂﬁ‘CG?f an elenment within the part is
def | ne@:ext¢sP>he attri butes of the elenment wll be
us &dxs eordelexEonitaeizhet her the el ement will be si gned
ot/ xemmompExédpes xs: document at i on> </ xs: annotation> 45
- -<xsxalemeniphardy PEMLEncryptionAlgartiimEemplates: ext ensi on
bagepe-sisiir: X3AMERFyptiBnAlgorithmEemplateType">
<t xgssinnplaéGont ent > 50 </ xs: conpl exType> </ Xxs:
el enexd:documersatidrerhis isforeXMPanlBi gnat ur eAl gCat egor y"
t ype= émeryptionSAhe gleaumBnighiatiir eAl gori t hnlype"
m r¢xcansotaiddns> 55 - <xs:annot ati on> WO 2004/ 027618
RGX: 1820685025894 28 <xs: docunentation>lf the
~Shgnaimplexdypg miantdwtAbstradt {9 eventity AlgorithineTevnplaiepype”
Wi ldbstrectsi"tymet> </ xs: docunentati on> </ xs:annotation>
5- <kxsnebement> - <xs: el ement
namezkPdodurmartyipdn orhd tetapkage will be yped-bytheBICSAVEg
Par t EnBuil¢ér @iivthgaunttimeyalgorithimnOccur s="0"> -
<xS: anmatehing/xiosusediationent ati on>lIf the encryption
al ggxs:hmotaondef i ned, then the whole part will be
enexypeqdencs/misOccosat®Emt at i on> </ xs: annotati on>
</ xS« gd:efemnt nadfe=tCatsgbtyinmeesicdr:CategoryTypes”
minOccurs="0">
- <Xxs:annotation>
<xs:documentation>The category of security algorithm
template.</xs:documentation> -
</xs:annotation>
</xs:element>
</Xs:seguence>
<xs:attribute name="Name" type="xs:string" use="optional" />
<xs:attribute name="ID" type="xs:string" use="optional" />
</xs:complexType>
- <xs:complexType name="SecurityAlgorithmPreferenceType"
abstract="false">
- <xs:annotation>
<xs:documentation>The preference of each security algorithm
policy.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <Xs:extension
base="sicdr:Abstract_SecurityAlgorithmTemplateType">
- <Xsisequence>
<xs:element name="Preference" type="xs:short" />
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
~ <xs:element name="SecurityAlgorithmTemplates">
- <xs:annotation>
<xs:documentation>Each Community will have a set of
recommended Security Algorithm for CP to select
from.</xs:documentation>
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<xs:attribute nane="Part Nane" type= "xs:string"
use="required" /> <xs:attribute nanme="Si ghatureType"

WO 2@esi7688 anyURI " use="optional" /> <xs:attriPCL/ES2003/025894

name=" EncryptionType" type="26:anyURl" 20
use="optional" /> <xs:attribute nanme="Bl ockld" type=
" xsixsemgptetionge="optional " /> <xs:attribute
mateCqrBRBX 1 eal " type= "xs: bool ean" use= "optional "
def ai¥stseapeNee” /> </ xs: conpl exType> 25 -

<Xs: CcSHpleETypecidpicd rdAbEignatyreflgarithmIemplate”
<xs: annotexOcoirs=unhaveleditat i on>The root _for parts
in a rEssijeetigelLaiddr: XitLEReryptionAdgerjthpTemplate” gocy
ment at i oxOegws=dmhmundesti¥> 30 - <xs: sequence>
<xs.dKeFeaensame="SAVsgPart" type=

" sk ogrcosaNegivaer Type” mi nCccur s="0"

réxEelemest® unbounded" > - <xs:annotati on>

- <xs:cdoplm@npanamas TConfiguredireterencgBolicyType" >

GPt8eemaeligeti vity. Each nmessage part has nmultiple
el erestdocanentdticvaiDdiinecsamngraindigeirable policyypteaference.
pol i ciTds tan Heheitivasataghopacommuniy el oreatt thiel OP >
</ xs: develt @bisaiveud@ntatios> el enent > - <xs: el enent
nasecs! BAvkagBingnat ur eAl gCat egor y”
typesssajuedee SAMs gSi gnat ur eAl gori t hmlype”
m AGoGuelsment rame="SigntiessageHeaderl igpatoasrionlaanbn>| f
t he sirgin@ceure=pwi>i cy i s defined, 45 then the whole
nmessageaswinhbtabiensi gned. </ xs: docunentation> </Xxs:
annot at ksndosUmaitakbdrerifradet thenthedeadartand ICD
name=" SAMBIckonIPbeé sigNegiCalagdscyinenBationpe= " si cdr:
SAMs g Erigs: yphotatiddgor i t hnifype” m nOccurs="0"> -
<xs:gmpaiiahénty> <xs: docunmentation>lf the encryption
poliexs: lemeat hared="Erndigptcredenbial etypes Sagbouldahn” be
encr yphdcambxsg'>docunent ati on> 55 </ xs: annot ati on>
WO 204k an6dlBioReT/ US2003/ 025894 29 </ xs: el ement >
</ xs: sequea6amMertiBomt Ifidet thentheaFed bhtiapgeddere”
type="xs: @il beEndifptedMhi®baly applytotheCoomsamiy pe>
type of of credential, where Authentication mode is
TARGET.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="CredentialPreference"
type="sicdr:CredentialTypes" minOccurs="0">
- <xs:annotation>
<xs:documentation>Select one from BASIC and X509. It
will be used, when there are multiple credential
matched condition. SICB will pick the one matches
to this field first.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="NegotiationRule"
type="NegotiationRuleTypes" minOccurs="0">
- <xs:annotation>
<xs:documentation>When there are multiple matches
during the algorithm negotiation, the rule will
determine which algorithm will be picked. It can be
receiver wins, sender wins, highest requirement
wins or lowest requirement
wins.</xs:documentation>
</xs:annotation>
</xs:element>
</xsisequence>
</xs:complexType>
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<xs: conpl exType
name="Abstract CPMessageSecurityAl gorithnmlype"
W@b®B02018="t r ue" > - <xs:annot ati on> PCT/US2003/025894
<xs:docunentati on>This type w11 have Encryption or
Signature 10 Al gorithns. </ xs:docunentation> </Xxs:
- sHAGiReBPMes Segurity Rplicy TeaplateRyeierange” ¢ ype=
" s g siodeSecyityMaerithmPrefenencefiwpe’> > </ xs:
cofst @aRMEpEeN15 - <xs: conpl exType ]
nanexssiigRartoneThs RrefIense withhs signature, XML
<xs: arsignaiuirenenciyptione Xitnenenypiione etedtigaa have any
encr ygturahenef prsferencesiieasky eategpihi</ixs dagyreniatione:
CPFEEFANNOEFUREPI vi t y</ xs: docunent ati on> 20
g/xselgmestat i on> - <xs: conpl exContent> -
- <x§:conad s npass-SAMsgPartElementType">
skygenppstierct _CPMessageSecuri t yAl gori t hnilype" >
<xs: vsenowntathn>Theselemsantaxithinsthg pagkfrom
name="SéwentActinitytMessaaeegisydocumepiatiosic d
r: €htsegorof@yges” fi xed="XM_Encryption" m nCccurs="0"
|><xxsingdle@anientyane="Encr ypt i onAl gCat egory"” 30 type=
" si-ceks: exCandgo bgSerusistfing&d= " Encrypti on"
m nCceus ssttriutd nrambxiSighatwre® typegX'xsgraplean’s>
</ xs: extueesiapthordl" £* xs: conpl exCont ent > </ xs:
conpl ex¥gietbutx samenpbignaiypeType" type="xs:anyURI"
name=" SAk&goptionzli HmAl gori t hnmlype"> -
<XS: arnxstatrione naxe =tiBecnyphioat tyre=Dysihewleand’ cat egory
of the enesigutiamalppoticy 40 for the whol e nessage per
CP/ Seraxscafriite natng="EmcryptionType; typesiks:AMURAY
Non- XM useistoptiordd?t yned. </ xs: docunent ati on>
</ xs: anxsattathiuvename<XBlochiig| tpesisahort’- <xs:
ext ensi ane4opthwet" />
" si celxsAxsensiot> CPMessageSecuri t yAl gori t hmType"> -
<X &/ eesjrgha@ntents: el enent
rREeToONblMepespt | onAl gCat egory” type=
- "Siscabim glatTyge my e SAMsigPadtTy)det Encr ypt i on" 50
<Xsxela@netationane="Encrypti onAl gCat egory" type="sicd
r: Cakrgasiihygestiofi Medpartblithipai on”  nmi nCccurs="0" />
message.</xs:documentation>
</xs:annotation>
= <xs:sequence minOccurs="0">
- <xs:element name="SAMsgPartElement" minOccurs="0"
maxOccurs="unbounded" >
- <xs:annotation>
<xs:documentation>This is for each
CP/Service/Activity/Message. The element is
defined by using XPath. If an element within the
part is defined, then the attributes of the element
will be used to determinewhether the element will
be signed or encrypted.</xs:documentation>
</xs:annotation>
= <xs:complexType>
- <xs:isimpleContent>
<xs:extension base="sicdriSAMsgPartElementType"
/>
</xs:simpleContent>
</xs:complexType>
</xs:element>
- <xs:element name="PartSignatureAlgCategory"
type="sicdr:SAMsgPartSignatureAlgorithmType"
minOccurs="0">
- <Xs:annotation>



</ xs: sequence> </xs:extension> 55
</ xs: conpl exCont ent > WO 2004/ 027618 PCT/ US2003/ 025894
W@E004427688 conpl exType> - <xs: conpl exType PCT/US2003/025894
name="SAMsgPar t Si gnat ur eAl gorigt hnType"> -
<xs:annot ati on> <xs:docunent ati on>Define the signature
pol i cy Perdasgaieniiion>Ifthe signature,alaosibmis
CP/ Ser vi stefined;, ¥hey the vhalg pavk miliheon>
</ xs: ann@ighedixs: degumdaREX Cont ent > -
<xs: exPEMINGRAIPY >base=
"si cdxs:plestanket _CPMessageSecuri t yAl gori t hniType" >
<xs <gewplementnames' Pactincrwstiondlagatfgary”
nane=tGiegsicdr:SAMsuRastEngryptionAlgorithmType”
t ype="min@eureaileyor yTypes" fixed="Si gnature" 15
m nCreXg:-genemlion> <xs: el enent ] ] .
name=" XMsSilepyaantaNngah the gngryptigmalgorithm is
"sicdr: Ced&fglﬁty;?ﬁ@@e wholegarkwilliRfhat ur e”
m nCccur senquypled. <4y doREINERHONP0 </ xs: sequence>
</ xs: SRESEMYINFION></ xs: conpl exCont ent >
</ x/sDRIFMSBIFype> - <xs: conpl exType
nafRs!SANSSPgnat ur eAl gor i t hnType"> 25 - .
<xsxsapthobeirame=ReriNAINeEIPsE $SNG nesahEequiredof X
of <xshettgbyfratanre="ptgnatyreTyne itipenhxstanyi#REage per
CP/ Sesewi'gptidnal’Vvibty. In this case, only the XM
Si grmatirieutal ngord=t"ENcWAtionTy ngé ity pRst xs:anyURI"
</ xsusgéeCopdonal'i/on> 30 </xs:annotation> . ‘
<xsx< aitpbeeCamesrBlockIdt sypesy keisbiost Ysgsceptional” />
" séxdattAbsterrame=Cia@ptional Sena="ky:Raghean higrypeptional”
<xs:d=fguienfalse35><xs: el enent
raxe coplesiyeat ur eAl gCat egory" type= "sicd
- kxExbepaxfYypesthet| SkMsgPaNEType'rat ure" />
</ x%s:aeopteticre> </ xs: extensi on> </ xs: conpl exCont ent >
40 <xssdanneEneatbypdhe-rook for pheisdnta message for each
name="c)Surdie/ Actieit$ec/its idogokneyion>
</xs:annotation>
- <Xxsisequence>
- <xs:element name="SAMsgPart" type="sicdr:SAMsgPartType"
minOccurs="0" maxOccurs="unbounded">
- <Xs:annotation>
<xs:documentation>This is for each
CP/Service/Activity. Each message part has
multiple elements and it can have signature or
encryption policies for the message
part.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SAMsgSignatureAlgCategory"
type="sicdr:SAMsgSignatureAlgorithmType" minOccurs="0">
- <Xs:annotation>
<xs:documentation>If the signature policy is defined,
then the whole message will be
sighed.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SAMsgEncryptionAlgCategory"
type="sicdr:SAMsgEncryptionAlgorithmType" minOccurs="0">
~- <Xs:annotation>
<xs:documentation>If the encryption policy is defined,
then the whole message will be
encrypted. </xs:documentation>
</xs:annotation>
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- <xs:annotation> <xs:docunentati on>For the CP/ Sendi ng
Service will have a set of security policy. The

w@oiosoy7eis defined per Sending CP's 45 pref er ePCEES2003/025894

This will be used for overri2®. </xs: docunentation>
</ xs:annot ati on> - <xs:conpl exType> -
<xs UORSIREBAt ent > 50 - <xs: extension base=
" sFOEFSegEfRIe™NgSer vi cesSecuri tyPol i cyType"> - <xs:
at £xg:pUtibuisIEEe A M erspoeName diypg="xs:string” use="optional"
t ype~* si cd: Col | aberationPartyl D' use="optional"> -
%3 6RMBIERTYRST™> WO 2004/ 027618 PCT/ US2003/ 025894 31
- <xs:cdoeimErpans oesHbbstrast \GRMesradegscurityMppyithp Type”
t hebSawtertryefrarty | D</ xs: docu nentati on>
o sxs:anmielenON> 5 </ xs:attribute> <xs:attribute
nanmexsBicegeEneftiong' This bere Wik haye| Enaiyption e Signabing|
def aulAlgotithinsel/xtdocfixentdtionasi on> </ xs:
cofpises@omtian™>> 10 </ xs: conpl exType> </ xs: el ement> -
<xsxsettpbeteTates A Querriged byna=y sinddvertigdefypes”
<xs:e@ybpkiGoat'et > - <xs:extensi on base="
SéxurcomplentywBppe” > 15 - <xs:sequence m nCccurs="0'>
- <xs:colpimiiype obrtesi'§AMsgBarkEncryptionAlgorithmType" >
i-ngR8eraetativyol i cyProfile” mnCccurs="0" /> - <xs:
el enerst dofehCRBerdBgineg thes SaciyptiopPpdli¢ycfor each part
m nCcoaithirl' 8'resdhge petrs: annot at i on>
<Xs: d Ry Sarviie/dctivtty </ ke dGR/rSamdiion> Service wil |
hawé<saargwtatgfn>security policy. The policy is defined
pexSendinpgxCPhientpr ef erences. This will be used for 25
overistextehsien docunent ati on> </ xs: annot ati on>
</ xs: dlzgeetdieditAbstraet] LEPMessageSes Uity AlgorthmType" >
</ xs: comHegu&ortent > </ xs: conpl exType>
= <xs:choice>
<xs:element name="XMLEncryptionAlgCategory”
type="sicdr:CategoryTypes"
fixed="XMLEncryption" minOccurs="0" />
<xs:element name="EncryptionAlgCategory”
type="sicdr:CategoryTypes" fixed="Encryption"
minOccurs="0" />
</xs:choice>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
=~ <xs:complexType name="SAMsgEncryptionAlgorithmType">
- <xs:annotation>
<xs:documentation>Define the category of the encryption policy
for the whole message per CP/Service/Activity. In this case,
both XML and Non-XML must be defined.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
- <xs:extension
base="sicdriAbstract_CPMessageSecurityAlgorithmType">
- <Xs:sequence>
<xs:element name="XMLEncryptionAlgCategory"
type="sicdr:CategoryTypes" fixed="XMLEncryption"
/>
<xs:element name="EncryptionAlgCategory"
type="sicdr:CategoryTypes" fixed="Encryption”
minOccurs="0" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
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- <xs:element nane= " CPRecvServicesSecurityPolicy"
type= "sicdr: ReceivingServicesSecurityPolicyType"> -
wo@arieet at i on> 35 <xs: docunent ati on>For eachPCRUS2003/025894
every Receiving Service wll| 3thave a set of security
policy. The policy is defined per Receiving CP's
FERIFPBRENRTYS2/ xs: document ati on> </ xs: annot at i on>
- grRsomplaxtype same="SAMsgRarSignatypeAlgorithmType">
nafEsemAaney Recei ver | nf oType" > <xs: conpl exCont ent >
- <xss:documestaivnpRsfinesthagSignaiure paligyHios Bash part
<xs: sewvitbince messagelRss="0"> - <xs:elenent ref=
" si cdrCRASReVICSE Agtivity Séxsifoqupmiitalign™ 45
m ROSCAMSEPN> - <xs: annot at i on> <xs: docunent at i on>For
easks:oPnpleveptenRecei ving Service will have a set of
seeupistgxtpagioity. The policy is defined per 50
Recei \lang=Gicdr: Absirace fRM essagefecuityAloatishindype”>
</ xs:z &ATEHUEE> </ xs: el enment> </xs:sequence> WO
2004/ Q2782:8h®GTF US2003/ 025894 32 </ xs: ext ensi on>
</ xs: conpiexédlomeshtame=</SignatunsiMdgdategsry”
<xs: conpl ex¥ype"sicdreCdtegony Typasiffi@yptSignature”
<xs: sequenovin@icn@sel(@’s~ 0" > - <xs:elenent ref= "sicd
r: Com m<ks¢leygetnamee|XMESianaturghlgCategary”
m nCccur s="tgpe="siedisCatiegorvfyres> 10 <xs: document ati on
>Security FoledeyXMbSignatyre ommAscerp="0" fitl udi ng
Securi t §/Wigwi¢ethm Tenpl ates, default security Policy
Tenpl avsssaqEnCdPmuni ty Security Policy Preference.
</ xs</xduedensinnat i on> </ xs:annot ati on> 15 </Xxs:
el efmentomplexGatentenent ref ="si cdr: SAMsgSecurityPol i cy"
FM/ROcompExT@le> - <xs:annotati on>
- <%s! dhoglediypaneor=CSAMs§SigraxtlireAligoeitrdypgs> have
mukképheotpaivhs and it can have signature and 20
encr ygpi: i edunpaitatdresDéfive the categoey of thagignakioee policy
aut henfor¢hkivPRolesmessagepenCPY Bervies fActivity. In this case,
only the XML Signature algorithm will be
defined.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
~ <Xs:extension
base="sicdr:Abstract_CPMessageSecurityAlgorithmType">
= <Xs:.sequence>
<xs:element name="XMLSignatureAlgCategory"
type="sicdr:CategoryTypes" fixed="XMLSignature" />
</Xs:isequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:element name="CPSendServicesSecurityPolicy">
- <xs:annotation>
<xs:documentation>For the CP/Sending Service will have a set
of security policy. The policy is defined per Sending CP's
preferences. This will be used for
override.</xs:documentation>
</xs:annotation>
= <xs:complexType>
- <xs:complexContent>
- <xs:extension
base="sicdr:SendingServicesSecurityPolicyType">
- <xs:attribute name="AuthenticateParty"
type="sicd:CollaberationPartyID" use="optional">
- <xs:annotation>
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| evel . </xs: docunentation> </xs:annotation>
</xs:elenment> 25 - <xs:elenent ref="sicdr:PublicKeys"
worRew@ozsis="0" nmaxQOccur s="unbounded"> - PCT/US2003/025894
<xs:annot ati on> <xs: docunent ali on>Publ i c key records
for this CP. The KeylD will be the unique key for the
public key<Sf€idP@Eﬁ?'ﬁé?'%”h@%’bﬁ%ﬂ‘ﬁ'%dﬂl%&ﬁat ch all
connectors RANiIP enthe SeRdeEs RarRs: docunent at i on>
</ xs: annot at IRRASo@MeRNtaiRT > - <xs: el enent
ref ="si cd/*€8RRYEEBR Tapabi | ity" m nOccurs="0' 35
maxQcc urRE QiHwERRIed" > - <xs: annot ati on>
<xs: doctirspitabyte somm Delegatel ity pey xs:boolean”
Par amet eréserxaptignal efrudi="tHse'</xs: annotation> 40
</ xs: B EEHEBSIAND: el enent ref ="si cd: Securit yCont ai ner"
m nCYEsHCeEPEXCORER: cur s=" unbounded" /> </ xs: sequence>
<xsfxsgromilediveenane="passcode" type= "xs: base64Bi nary"
Apxqielemenppt i onal " /> </ xs: conpl exType> </ xs:schema>
- WiRs 200wIe5Z Vi BaPETF/ 2820 tySendecinfoggpe >
Sesx:cerpPertordentkey| nf 0. XSD <?xml  versi on="1. 0"
ene GisneytBndTdn Base23SecwdiyInfoTypal >XM. Spy v4.4 U
( ht t p<kéwaguere spinOcank=HY'>Synon Chang ( Conmer ce One)
--> - <x%s:8lkehmmhref="sicdr:SendingCPSecurityPolicyProfile"
t ar get Nanegimreers=pab)+ ci d: com conmer ceone: schemas/ soap
ext ensi oxd:element ref="CPSendServicesSecurityPolicy"
ontract/ semodactingsv0"Y SecurityContract. xsd" 10
Xm ns: skcdas" gutokatng: com commrer ceone: schenmas/ soapext en
si on/ cont r ags: dotg@entativy s Far tH&SEPYSentlingont r act . xsd”
Xm ns: xs=" ht spivicemwillViiava g/se00f s&bluFohpakicy.
el ement For nDFrhapdlicyds alefineddierSendiro CeFor mDef aul t =
"unqual i f | edpreferences: This Wil bEbused<far. si npl eType
name= " Col | abveatider?zs:tytutientatiorxs: annot at i on>
<xs: docungixt @ninot@tdhis is the Col |l aboration Partner's
| D</ xs: dpctgremeat> on> </ xs: annotati on> 20 <xs:
restr i<gks:eequease="xs: string" />
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <xs:element name="CPRecvServicesSecurityPolicy"
type="sicdr:ReceivingServicesSecurityPolicyType">
- <xs:annotation>
<xs:documentation>For each CP, every Receiving Service will
have a set of security policy. The policy is defined per
Receiving CP's requirements.</xs:documentation>
</xs:annotation> .
</xs:element>
- <xs:complexType name="SecurityReceiverInfoType">
- <xs:complexContent>
- <xs:extension base="sicdr:SecurityInfoType">
= <xs:sequence minOccurs="0">
- <xs:element ref="sicdr:CPRecvServicesSecurityPolicy"
minOccurs="0">
= <Xs:annotation>
<xs:documentation>For each CP, every
Receiving Service will have a set of
security policy. The policy is defined per
Receiving CP's
requirements.</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
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</ xs:sinmpl eType> - <xs:sinpleType
nanme="KeyUsageTypes"> - <xs:annotation>

woex@dosuwent at i on>Key i s used for signature, PCT/US2003/025894

encryption, 25 and/or autherdd cation.
</ xs: docunentation> </xs:annotation> - <xs:
r est¥/FEEXENSIPASe= " xs: NMTOKENS" > <xs: enumerati on
var(EcompEagfetATI ON' />  <xs: enunerati on
véxueampPRERYER ON' /> 30 <xs:enuneration val ue=
<85 GNATPUREY ¢ namexsSeeuniylnfaTywperal ue="SSL" /> </ xs:
r-esxg:sequepne mirdsairst MPeType> - <xs:sinpl eType
napeXskggmiegor i t hnifypes"> 35 - <xs:annotati on>
<xs: doeintsitdatCampimitySecREty tempBrtesPrafepénceley .
</ xs: rdio®©gowatdl>on> </ xs:annotation> -
<Xs:t exsranopiadignbase="xs: NMTOKENS" > 40
<XS: enufEs:dofwnentatioe=Se@uity/Poligysfor thiseeemmiity,
val ue=" DI#cludingSecsirity ddgorithincremplates,sdefphEType> -
<xs: si npl saoyrityrRoticy' Pemplates andc<GpuaTynitys Securfty -
<xs: annot Beliey Brefeseness diemdequimantaiien ocat i on of
wher e YKEapMRAEMT cati on takes place. NONE neans
nei t¥xs elyuete nor target connector will performthe
autherst elemenbrefl="T8icdr:AMsgSecudityRaliey" grinPegurs " >
f or et gixsowmtRttooP t o performthe 50 authentication.
</ xs: dosxsrenturneniation>Each ServweriActive/Message have
restricti onltipbkepdrts ankiNE cdMavesignatunesrat | on
val ue=" SCeRGyption pelides fomthreawhole mdssage.THREET" / >
WO 2004/ oaadihtkRationSacisigabaipthe Serviss: enuner at i on
val ue=" NOwel.<#xs:dpumnentatien cti on> </ xs: si npl eType>
- <xs:<dkemppetatigne="Publ i cKey" type=
"si cepLEmerey Type"> 5 - <xs:annotation>
<x s docarmenhréfaisitis PRbECKeyKepinGscwise. 0'Each public
key wihbxOdrave="pabbynbedkeyl nf o, description and
usagessxs/amothiourent at i on> </ xs: annotation> 10 </Xxs:
el enent =xs:documentation>Public key records for this CP. The
KeyID will be the unique key for the public key
records. The location will match all connectors
within this request.</xs:documentation>
</xs.annotation>
</xs:element>
- <xs:element ref="sicdr:ConnectorCapability" minOccurs="0"
maxOccurs="unbounded">
= <xs:annotation>
<xs:documentation>Connector Capability
Parameters</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element ref="sicd:SecurityContainer" minOccurs="0"
maxQOccurs="unbounded” />
</xs:sequence>
<xs:attribute name="passcode" type="xs:base64Binary"
use="optional" />
</Xs:complexType>

</xs:schema>
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- <xs:elenment nane=" Encryption Keylnfo"> -
<xs:annot ati on> <xs:docunentation >The Keyl nfo that

whaw4lootelns Publ i cKeyl D and X509Dat a f or PCT/US2003/025894

encryption. </ xs: docunentati on33 15 </ xs: annot ati on>
<xs: conpl exType> - <xs:conpl exContent> -

<xs: ext ensi on basSeturritiCantiadtdleylaite. X STk : attribute
nane="KeyOmer" 20 type= "sicd: Col | aberationPartyl D"

<HSAVer9 <A@ encbdingShorfr-gext ensi on>

<15/ xs: conpl exContent> </ xs:conpl exType> </Xxs:

ednt@é REPRNCSRY4.4 (R IRIRL EXEHASMY @{J%é?p @hér@%@&r%—%@r@e Bne)”

--SXS: annot ati on> <xs: docunent ati on
- <¥€E&PkAs I Ncluding Partyl D, Keyl nfo, Usages and

he Public Key

L8 ekl th b csL SuiRGASEB R, é&h%rceﬁﬁé%cﬂ@ﬂﬁs?‘sbgBaxﬁ:‘?\smn /c
%ﬁr&&qgsamwms S 09lsRBRHAtydSHtradt.xdtPar Lyl
¥BInSlsaBnbubedid cont @onﬁﬁéfé&h@%f@ﬂéi}f&ap@xtensmn /contrac
YySeaufl/atll anReEuShHtsHPRAad"on>The Keyl nfo bl ock

tmalhs ias ey /D wid by arslo e QD oM IEchenglgc unent at i on>

&R esurooh Défa 0l=" quaiFiel" enRibuteForm B Rug=e aRqlaliféd"
siceglodceyilgpeUsage” maxQccurs=11411> - <xs:annotati on>

- 4s e plddgpemeanhat | QolkdbeyationPartyIDbs Signat ur e,

eneky:phnaatiomnd/ or aut henticati on. </xs:docunentation>
</ X S xsaidubradntsion >Ihis itineollabordlion PXthelenent
name="gfay/Ak getimnbnatibype="si cd: KeyAl gorit hnlypes"”

m afecaireatbn> - <xs:annotati on>

<x &xstogatn@incidsea>Idietriey” /> RSA or DSA  key</xs:
dggstepigi@types> 50 </ xs: annotati on> </ xs: el enent >

- K%S8isthBRBRle hethe=H&fsddeIypests on” m nCccurs="0" /> -

<,xsxgalaﬁn&a§.omﬁne "Location" type= "xs: string"
M NQeeul seanntation >ReY BNk Sighater-€ 08¢y ptiohd
PCT/ UWr%ﬁ%ﬂtlc on.</xs:documentation>

</xs:annotation>
- <Xs:restriction base="xs:NMTOKENS">
<xs:enumeration value="AUTHENTICATION" />
<xs:enumeration value="ENCRYPTION" />
<xs:enumeration value="SIGNATURE" />
<xs:enumeration value="SSL" />
</xs:restriction>
</xs:simpleType>

- <xs:simpleType name="KeyAlgorithmTypes">

- <xs:annotation>
<xs:documentation>Key is RSA or DSA type of
key.</xs:documentation>
</xs:annotation>
= <xs:restriction base="xs:NMTOKENS" >
<xs:enumeration value="RSA" />
<xs:enumeration value="DSA" />
</xs:restriction>
</xs:simpleType>

- <xs:simpleType name="AuthenticateModeTypes">

- <xs:annotation>
<xs:documentation>The location of where the authentication
takes place. NONE means neither source nor target
connector will perform the authentication. This may be the
case of letting foreign connector to perform the
authentication.</xs:documentation>
</xs:annotation>

- <xs:restriction base="xs:NMTOKEN">
<xs:enumeration value="SOURCE" />
<xs:enumeration value="TARGET" />
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<xs: docunent ati on>The connector ID that key the
Private Key. </xs:docunentation> </xs:annotation>
woe2ognEleesTent > 5 </ XS:sequence> </ xs: conpl exAGPES2003/025894
<xs: el enment nane="Partyl D' 34
type="sicd: Col | aberatjonPartyl D'> - <xs:annotation>
<xs ageaErRratiPo M3 NAYEpATt ner 1D or Col | aborati on
Paf£E&estritgond i n UUI D f or mat . </ xs: docunent at i on>
&% SimmiRtyREPon> </ xs: el enent> - <xs: el ement
- FamelermerddEn T Gwblickgy=types! sicdiRyplickeyType">
<xsxsammtatioon> 15 <xs: docunment ati on >The descri ption
of t¢xs:ddcemenkatiatodinecPublic Kay reepids Eachduhlicoey will
</ xs: dlavespartyID, Kexindbedesariptiomangey TypeUsage"
t ype="usagésioxtislagemep@sion> 20 - <xs: annot ati on>
<xS/XRNEFH™ on >Key is used for signature,
efxtgiemient> and/ or aut henticati on. </ xs: docunent ati on>
- <ks slemerdt rerhen EncryptioniKeylmfo’> 25  <xs: el enent nane=
"Keyd:ahwotation> <xs: annot ati on> <xs: docunent ati on>The
Key | adsod adojprentati g >ThenKeyinfi(vh 8k hgs bidh RasplicKeydb jasck .
Howev ex5091bathai fior SiInCiEypitonsd/ys deeurPetihticn>Key ID field.
</ x&¢s:glootam>at | on> 30 </ xs:annotation> -
<xsxcoompbexType> - <XS:sequence> <xs:elenent ref="
Si etkxshtdvhpleX@odt&lit> > </ xs: sequence> 35
</ Xs: evgpEixeErebase</ sisd KeyIaM Typeixs: el enent
name=" Paks:attieyidharhy-paceyownet'ri ng " > -
<Xs! annot gipeengicd:ColibenanohParyDDThee-Poptionakes> | D i s
a uni gues:ketenkiontUUI D 40 or from XWKS
ser &g compsexdatarest at i on> </ xs: annotation> </ xs:
el epdomplesipesl enent name="Publ i cKeyNane"
Y ROslem@s>Publ i cKeyNameType"> - <xs:annotation> 45
- K8 dapEybahkrrR=ThabiekeyBfpdbe Public Key. It is
Tsapgs.asnotbhgnfubl i cKeyl D but has owner nanme as the
Opt | BR3ocumentation>The Public Key record, including PartyID,
KeyInfo, Usages and Description.</xs:documentation>
</xs:annotation>
- <Xs:sequence>
<xs:element ref="sicd:PartyID" />
- <xs:element ref="sicd:EncryptionKeyInfo">
- <xs:annotation>
<xs:documentation>The KeyInfo block that has KeyID
and X509 Data.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element ref="sicd:KeyTypeUsage" maxOccurs="4">
- <xs:annotation>
<xs:documentation>Key is used for signhature,
encryption, and/or
authentication.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="KeyAlgorithm"
type="sicd:KeyAlgorithmTypes" minOccurs="0">
- <xs:annotation>
<xs:documentation>The Key is RSA or DSA
key</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element ref="sicd:Description” minOccurs="0" />
- <xs:element name="Location" type="xs:string" minOccurs="0">
- <xs:annotation>



attribute. </xs :docunentation > </xs:annotation>
</xs:elenment> 50 - <xs:conplexType
woarmoiBubl | cKeyNaneType" > <xs: si npl eCont ent > PET/US2003/025894
<xs:extension base="xs:string3s <xs:attribute
name="KeyOmer" type="sicd: Col | aberationPartyl D' use=
"opt i onawdpwthzgwmezmn%w IBxhat keydbes 36
</ xs: ext eRdvaieKeyxgdxsidagimagatient > </ xs: conpl exType>
<xs: covpt-@rRMyiplcvame= " Keyl nfoType" > 5 -
<xs:HRELIEBA> <xs: docunmentation>This is for
Ensfppidaoancefhe Keyl nfo object is fromthe XM.Dsig
dexKeyhpkesTiisi>ect . However, within SICD we only use-
- Rl dlememynant: 2 RarE0y tgee+isidd;GolabeatianfattyIDibxs:
dosysrenneteiiom> 10 </ xs:annotation> _ <xs:sequence>
<xs:-elsedeEnmangdtidhsiToddingopatKey [D'or/ Collaboratiohdtetner
nanme="IR6DOOHIR formabeyus:dotibhentationsxs: conpl exType> 15
- <ps:zePuEime> <xs: el enent nane="X509Certificate"
ypeelexenbase64Bi nary" /> </xs: sequence>
= <xs sslaroan rexdyp®eschiptionX dypeed "gsesttingst Xs: sequence>
</ xgs:ane@atfoppt exType> Policy Types 25 --> -
<XS:-ohd@BrpEion e désdriptiin 6Pthey Type”
abst r a@y=/ks:decamentati®$s> annot at i on>
<X &/ oenHmesatia on>This is the abstract policy for all
s@rsteieinentpol icy related algorithm The IDis the
- tegniehentNaite £ ' Wey TyBelBagdl §pELdibl: KeyUsageTypes">
</ x5s:-daReEBHLAL I on> </ Xxs:annotation> <xs:attribute
naness: feduhtanstio s is i fsetl fok RignatePe, evdtybtionl " />
</ Xs: Il oPalitRBRticatidA. GERbEXAYREtion >
nagpcs: MhsH> Credenti al Pol i cyType" 35
ahgd eRGtentirue” > - <xs:annotation>
- XS ORI L WeyTREey >l s the abstract policy for
Taukhenhh&atiben
<xs:documentation>The KeyInfo object is from the XMLDsig
ds:KeylInfo object. However, within SICD we only use Public
Key ID field.</xs:documentation>
</xs:annotation>
- <xs:complexType>
~ <Xs:isequence>
<xs:element ref="sicd:PublicKeyID" />
</xs:isequence>
</xs:complexType>
</xs:element>
- <xs:element name="PublicKeyID" type="xs:string" >
- <Xs:annotation>
<xs:documentation>The Public Key ID is a unique key ID (UUID
or from XMKS server).</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="PublicKeyName" type="sicd:PublicKkeyNameType">
= <Xs:annotation>
<xs:documentation>The Name of the Public Key. It is same as
the PublicKeyID but has owner name as the optional
attribute.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:complexType name="PublicKkKeyNameType">
- <xs:simpleContent>
- <xs:extension base="xs:string">
<xs:attribute name="KeyOwner”
type="sicd:CollaberationPartyID" use="optional" />
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credential policy algorithm </xs:docunentation>
</ xs:annotati on> 40 - <xs:conpl exContent> -

woz@4exteessi on base="si cd: Abstract _Pol i cyType"BCT/US2003/025894

<Xxs:sequence> <xs: el ement nams= "Credenti al

Pol i cyAl gorithnt type="xs:string" /> 45 </xs: seq u
encesfxs:extegsierrensi on> </ xs: conpl exCont ent >
</s/xssimpleesmepe> - <xs:el enent nane=

< At tremplexBpePnpl enent at i on" type="xs:string"> 50 -

= <xs:camplExdyponemex KeldodoByrelti on>Cpti onal for

di £xtsammitationHd enent ati on, such as SAM., Securel D, or
Ker besacainestatiooThist istfoo Encryptien.dfine KeyInfo-object is
</ xs: ¢tanmeheXMDIAGHY: RBYHife dlject.I200arer 58 Hin SICD
<xS: elvesrenty aserPubhcKeyritiD aad {80 Certifjqate two

" si cd fieldh et datugMydetiynpres” > - <xs:annotation>
<xs/xdoruetattcati on>The | ocati on of where the
atxmeaqueatd>on 5 takes place. It can be either SOURCE
connrestdement rEARGSEK:PublinkeyXD" />SOURCE neans t he
Sendes' deheocaharcorXs0oatahimihOcpes£ @ 'm SAM. Singl e

Si gn- Orsicypelenfysar henti cati on. TARGET neans the
connect oxs: edjuehee>¥ ecei ving end will performthe

aut hent i cadstdemeNONmMERABOIGH tifikate'our ce nor 10
target conrgsd-Oksiddseeasinarym/i-he aut hentication. This
may be<piesegastresf letting foreign connector to

per f okmxd: bemplawtypenst i cation. </xs: docunentati on>

</ xs¢/qeRMnaddten> </ xs:element> 15 - <xs:conpl exType
nagBs:AdLeeRtl cationCredenti al Pol i cyType"> -

R BdHpikRYfaR> <xs: document ation>This authentication

.and credential policy wll work for Basic and

pg(ép%g%éxs: docunent ati on> </xs:annotation> 20 -
<%s: conmpl exCont ent > - <xs: extension

- RasQTmYISAy L RAMAC ABSIPAEN PioNcYPY €Y IDRRICE="true">
<XSxSEANRREE I NnCccur s=" 0> <xs: el enent

ref .8l GuMEhBRIh-GRISIPOHR abstractiSoIfdy BRIl security
ref =" gididyAdiftentdIgatiet AP rREED Rlthe Temphate Name for
M NQC GHeSAigBrithm,. S REARRRRT> </ Xs: extensi on>
</xs:annotation>
<xs:attribute name="Policyld"” type="xs:string” use="optional" />
</Xs:complexType>

- <xs:complexType name="Abstract_CredentialPolicyType"

abstract="true">
- <xs:annotation>
<xs:documentation>This is the abstract policy for authentication
credential policy algorithm.</xs:documentation>
< /xs:annotation>
- <xs:complexContent>
~ <xs:extension base="sicd:Abstract_PolicyType">
= <xsisequence>
<xs:element name="CredentialPolicyAlgorithm"
type="xs:string" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

- <xs:element name="AuthenticateImplementation" type="xs:string">

- <xs:annotation>
<xs:documentation>Optional for different implementation, such
as SAML, SecurelD, or Kerberos.</xs:documentation>
</xs:annoctation>
</xs:element>
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</ xs: conpl exContent> </xs:conpl exType> 30 -
<xs: conpl exType nanme="AnonynousCredenti al Pol i cyType" >

WO 260402@mmh 0ot at i on> <xs: docunmentati on >Thi s i s BEI/US2003/025894

anonynous credential policy type that has no
credential . </ xs: docunentati on> </xs:annotation> 35 -
= SxgelonglteRamT duthenticgteMadest rj cti on base=

" siwpg=ApisdrutheaticateModePResCy Type” > - <xs: sequence>

| exsxsprdaiomame= " Credential PolicyA gorithnt ty

i1

" xs:gsrdocHgentativaa TheApeatjop of wheretheguihent 1@9@959
</ xs: talﬁgs Plage: dhsan be@itheroBBUBLERAdector or TARGET
</ xs: conpectory @ych(mqg@qrnh@)@pﬂg@r s local connectors will
name='"PRALQraTS singles§ig pepe-of authentication.
<xs: aTAAIGET Bieanstherannackeren she raeaiving and ydjlc
crederi'ﬁ"g?" G'I‘?E t"l‘ cattchﬂ N @Eé“?ﬁ’%ﬁ&'t 3§§%BF"§ ngr
cr edenf @F nticat may
<XS C tlg Et éngF ' to per ormt e
L '?ﬂﬁ/éit PB“HE?% M7 al Pol i cyType" </ xs:

> </ Xs: conplexType> - <xs:conpl exType

W@ SR gD

Q%X%B%‘WEWP%% on>This is a X509 credentj al Eﬁol i C
type<xs<9‘3€§meﬂl§?él?l‘?§ﬂ'lhé’i pithentjcation,and gre poli
<XS: | wors fRreBasic apd X3Q9«$:gpcumentation>
ba‘é@‘S NOPtQhent i cati onCredenti al Pol i cyType" </ xs:
CoTpt: EXTBIRKEPRENY xs: conpl exType> 10 <xs conIPI exType
eSS BASIEON PRIsicr AT pal BoroeyHigipalicyTY
<XS:ANMSISEANYIES NUROCEyET it ati on >This is a
BASE64_BrNaRmeoREESENgicAiAuthenticptepde” />
</ xs: dosxgrelement oef> "sicdtAutihestisateimplemgentation”
<xs: conpl eCeuksH'8" /><xs: extensi on base=
"si cd=<Axg:BedHsneat i onCr edenti al Pol i cyType" > -
<XS:EgietrRiEonzxs: el enent nanme="val ueType"
t yphocsicosnbklreitenit> <xs: el enent nanme="encodi ngType"
KypecdmpleQNpe />
<xs:complexType name="AnonymousCredentialPolicyType">
- <xs:annotation>
<xs:documentation>This is an anonymous credential policy type
that has no credential.</xs:documentation>
</xs:annotation>
= <xs:complexContent>
- <xs:restriction base="sicd:Abstract_CredentialPolicyType">
- <Xs:sequence>
<xs:element name="CredentialPolicyAlgorithm"
type="xsistring" fixed="Anonymous" />
</xs:sequence>
</xs:restriction>
</xs:complexConteni>
< /xs:complexType>
<xs:complexType name="BasicCredentialPolicyType">
- <xs:annotation>
<xs:documentation>This is a basic credential policy type that
uses ID and password as credential.</xs:documentation>
</xs:annotation>
= <xs:complexContent>
<xs:extension base="sicd:AuthenticationCredentialPolicyType"
/>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="X509CredentialPolicyType">
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20 </ xs:sequence> </xs:extension> </Xxs:
conpl exContent > </ xs: conpl exType> <xs:conpl exType

woa00e027680st ract _Encrypti onPol i cyType" 25 PCT/US2003/025894

abstract="true"> - <xs:annot &§ on>
<xs:docunentation>This is the abstract policy for
EnexsypRigationsol i cy al gorithm </ xs: document ati on>

</ xsgriRstEENERTPN>Tbis s X508syrdeuiiat palisy -

<xs: eXVPasi/vsidpaweentatiord: Abst ract Pol i cyType"> -
<xShsEerteR><xs: el enent name=" Encryption

Pot Xt §ANBeKEeiant> ype="xs: string" /> 35 <xs: el ement
nanexsEdensnn brrget siod Autheaticalion€redenfialPelisyEYreient
ref ="dgbcd: KeySi ze" /> <xs: el enent

r ef AsgjombisameantyKey Si ze" mi nCccurs="0" 40
</xscypplasies </ xs: ext ensi on> </ xs: conpl exCont ent >

- <kgsorehxTepd ypee="BASE64.0PINARYCradaentinl Polieyitypgiti on

Pokxsgiiygietion> 45 - <xs:annotati on>

<X s :<tsodarenteataton>Thisiscn BABE6MOBINARYC \CREDENTIALK f or

bot h pélickrtypand xPiCSHiestarisndocunent ati on>

</ xsaammotatanon> - <xs: conpl exContent> 50 -

<x$xeErdreplekOontent>

bas estssdxt ensilns baiszet"siicd cAythienticBtionCyddeetiaiPolicyType">

<xs:segugpg@sncsxs: el ement nanme="KeyEncryption Met hod"

type= "xgs:8lefienB@ame=mndiaeTgpeOtype="xsiQNrimeguence> WO

2004/ 024%5L:8leR{eht HoR@E3eNCiAGTY P typh X X2 QNG 0>

</ xs z/@séa@nl;e;exCo ntont> </xs: conplexType> -

<Xs:ghkempdnspage="KeySi ze"> 5 - <xs:annotation>

<Xg Aot @nk@tsThis is the asymmetry encryption or

SYRATBLhYlekB)pesi ze, depends which al gorithmis used.

- E05: BpIATYBATRL K= CABSral il ERc dthioolidyyRy el 1Y key

sl éBstrﬁfE @6 symmetry key size is defined on the
ometryieysize 10 field. </ xs:docunentation>

<7 Xs<ﬁ%%én%ﬁ>n>This is the abstract policy for Encryption
policy algorithm.</xs:documentation>
</xs:annotation>
- <xs:complexContent>
= <xs:extension base="sicd:Abstract_PolicyType">
- <Xsisequence>
<xs:element name="EncryptionPolicyAlgorithm"
type="xs:string" />
<xs:element name="EncryptionMethod" type="xs:string"
/>
<xs:element ref="sicd:KeySize" />
<xs:element ref="sicd:SymmetryKeySize" minOccurs="0"
/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

= <xs:complexType name="EncryptionPolicyType">

-~ <Xs:annotation>
<xs:documentation>This encryption policy will work for both
XMLEnc and PKCS#7.</xs:documentation>
</xs:annotation>
= <xs:complexContent>
- <xs:extension base="sicd:Abstract_EncryptionPolicyType">
- <Xsisequence>
<xs:element name="KeyEncryptionMethod"
type="xs:string" minOccurs="0" />
</Xs:sequence>



10

15

20

25

30

35

40

45

50

- <xs:sinpleType> - <xs: restriction base="xs:short">
<xs:m nl ncl usi ve val ue="56" /> 15 <xs: maxExcl usi ve

WO 20402764996" /> </ xs: restriction> </xs:si npPElYpmn3/025894

</ xs: el enment> <xs:el enent nap®="SymmetryKeySi ze"> 20
- <xs:;annot ati on> <xs:docunentation>This is the
symfetFExXERSIASt i on key size, if the asymetry

al GO EIMRIECER></ xs: docunent at i on>

LI/¥% CANBSKRYAGN> - <xs: si npl eType> 25 -

- <x§:qlement namen KeySéze">xs: short" > <xs: minlncl usive
vakysanggation> <xs: maxExcl usi ve val ue="4096" /> </ xs:
r estiscddaamentatiors Thisfs ey psymngdry epcryptioreat > -
<xs: cympnekryykey sinep delbhds arhiph iabgotithm \igysed>For an
<xs: arasymanetiry>cases thiscwitbbe &hé @symmetnyi kdy sieekandr
any ertbeygymmetnokey gizetigstefingden thie SymmetivKeySizes
</ xs: divldiHFelesumer@tiepapl exCont ent > - <xs:
extEeRsIBwtHie= "sicd: Abstract _EncryptionPol i cyType">
<XSXFEFRaPe><xs: el enent name=" KeyEncryptilon
Methot: restFtion pese x'Kssshori ;>
def aukxsrhintpelusivewalus='&i&j//2001/ 04/ xm enc#rsa -1 5"
| > <xsxelremdic|usvaeaiBe49P61 6 Tr ansf or n
t ypesskggegriciiong m nCccurs="0' /> 45 </xs: sequence>
</ xSsesitmgieSyper> </ xs: conpl exCont ent >
<//xsekeomptexType> - <xs:conpl exType

- Rt Tamcd ="SypmaketirydeyiSize/Fype” abstract= "true">
50<«xs:sxsotanowt at i on> <xs: docunentati on>This is the
abst<4acdoduelantatidniTH 8 thd syrhintggtay eherystion key size, if
al gor ithemasymihetCalgoRitRi Rusedtk X&: datueiatitdin>
<x&/aodHoeat{cont ent > WO 2004/ 027618 PCT/ US2003/ 025894
40<xs:skpl€RtpeBSi on base= "sicd: Abstract _Pol i cyType" >

- <xs:restriction base="xs:short">
<xs:mininclusive value="56" />
<xs:maxExclusive value="4096" />

</xs:restriction>

</xs:simpleType>

</xs:element>

- <xs:complexType name="XMLEncryptionPolicyType">

= <Xs:annotation>
<xs:documentation>This will work for any encryption policy
type.</xs:documentation>

</xs:annotation>

=~ <xs:complexContent>
- <xs:extension base="sicd:Abstract_EncryptionPolicyType">
—- <Xsisequence>
<xs:element name="KeyEncryptionMethod"
type="xs:string"
default="http:/ /www.w3.0rg/2001/04 /xmlenc#rsa
=1_5"/>
<xs:element name="DecryptionTransform"
type="xs:string" minOccurs="0" />
</Xs:seqguence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

- <xs:complexType name="Abstract_SignaturePolicyType" abstract="true">

~ <xs:annotation>
<xs:documentation>This is the abstract policy for Digital

Signature policy algorithm.</xs:documentation>
</xs:annotation>

-~ <xs:complexContent>
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- <xs:sequence> <xs: el enent
name="Si gnat urePol i cyAl gorithm' type= "xs:string " />
w®200e2mlienent name="Si gnat ur eAl gorithn' typeRCT/US2003/025894
"xs:string" /> <xs:el enment nage="HashFunction" type=
"xs:string" /> </xs:sequence> </xs:extension> 10
</ x SXE R SIOobRsert sicd Absiract o RplieyTivRse =
<xs:xoXpredRnge>nanme="Si gnat urePol i cyType"> -
<xs: annotsaeliement H&@?db%ignémrﬁﬁoﬁﬁMlﬂ%"tﬁm"l work for
any di gi ttapesixgestrings />15 policy type.
</ xs: doetmelarent oaxe=/Signa @e‘\éswd\}:mﬂ" -
<xs: conpl@rSonsestring 3 ext ensi on
base=" stxsdelament aemes| ashiynabion’ dyRgpas:gteings /7 s
conpl skGosraprnce>20 </ xs: conpl exType> <xs: conpl exType
namefXxXRk@esigPel i cyType"> - <xs:annotation> <xs:
doc/xgeotrgtexgionteftibs is for XMLDsig policy. </Xxs:
docucmnplaxType> 25 </ xs: annotation> -
- <xs:compEx@yEonseat SignakerePelicyTigpel» base=
sxdaSigaadur ePol | cyType" > <xs:sequence>
<X S <Bsefiz0ineftatRR >Thiowild storkdfbr anyadigitdl sighature
t ype="pelicyitypasl/xgidoCmaantatom> /> <xs:el ement nanme=
" Te pasfroomdtidnygpe= "xs:stri ng" mnCccurs="0' />
</ X%s:6@fpleRCERents/ XS: ext ensi on> 35
</ X S @0ERERAEFOPERAI Sicd Abstracto SiyreatliyeRolicyVypeage Part
40« /xsoePapiengyneantype nanme= "Part El enment Type"> -
R BHpleRtyf> <xs: docunmentation>Xpath is used to
- eEiBmpidiay st RERRL"XMLDsIyPdIRRgTPpEL> Of the message.
~ </ %g4:9R%4tEBAI At i on> </ xs:annotation> 45 -
XS S GRRAANNR ThiSISiPMDOsign base= "xs: string”>
<xs: atddiicQul GsYEReliRn>t YPE="Xs: anyURl "
USE7OMropdiftin> <xs:attribute name="Bl ockl d" type=
XSxs: 30 3plexcofteH8£="0pti onal * />
- <xs:extension base="sicd:SignaturePolicyType">
- <Xs:sequence>
<xs:element name="CanonicalizationMethod"
type="xs:string" minOccurs="0" />
<xs:element name="Transform" type="xs:string"
minOccurs="0" />
</Xs:seqguence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
- <!....
Message Part
->
- <xs:complexType name="PartElementType">
- <xs:annotation>
<xs:documentation>Xpath is used to define the element within
the part of the message.</xs:documentation>
</xs:annotation>
- <xs:simpleContent> ‘
- <xs:extension base="xsistring">
<xs:attribute name="Type" type="xs:anyURI" use="optional"
/>
<xs:attribute name="Blockld" type="xs:short"
use="optional" />
</Xs:.extension>
</xs:simpleContent>
</xs:complexType>
= <xs:complexType name="MessagePartsType">



5

10

15

20

25

30

</ xs:extension> </xs:sinpleContent> </xs:conpl exType>
- <xs:conpl exType nanme="MessagePartsType"> WO

WQOM0BTH618 PCT/ US2003/ 025894 41 - <XS: annorEl/Us2en3/025894

<xs:docunent ati on>The part w4lhin a nmessage. URl is
used to define the part. </xs:docunentation>

</ oS AMPREATPON> 5 - <xs:sequence> - <xs: el ement
nanexs ppcupesiatien> Thepart within.a massagendRE i ysed to

m nCc clefinethe parkQyssdoctmamstiated” > - <xs: annot ati on>
<xSAEEapaticari on>The el enent within the part. It is
Io<xmtanuaped>y to XM. type of nessage part. </Xxs:

dog e relermnenmames \Rartilsment] drpe=2sicd:PantElpmentType”
</ xs: s@ghence>"0"IfaxGxue=t"rhbaundedire=" Par t Nane"

t ype=kxsapnetakigh>use="required" /> <xs:attribute
nanme=" Tyyetdoduyprntations EheyeRmentswithin the pal. It is-

<xs: at t r i dnly appdyrtcXMIigtyne bhimgssagee="xs: stri ng"
use="opt i pardi</xg docuentativntbut e nane="Bl ockl d"

t ype=%xkxs:ghimtationsse= "optional" /> <xs:attribute
namex$:e@ménshal " type= "xs: bool ean" use= "optional "
20<Hesfsmgbence>f al se" /> </ xs:conpl exType> -
<xsxeh@ribuik naane="PeEtNagePtyme= "xgistring” use="required" />
" skxdatvbbsegeRart"'IYppL type="xsmapyR1b Lat + mptional " />
<x8x<l ottt iRt ram e ATgerienId Wyphi Ixg: fging'ssegdoplibpal 5>
Al gos:bithbiitd rissnd-0'BlodkIsl" papd="xb{shiont" Wegdoptibmall /s
nokxs:defibmethanideis@ptional” syp¥-gasibdduléanWidd="bptional"
useddefhs="faeupBnt ati on> </ xs:annotati on>
</xgcehpRNpe> 30 </ xs:schema> WO 2004/ 027618

- RGO H0258 MessagePacty ity pe-Caldd: MebsagEPartsRype" >
vekgd.aamotdtiéh> encodi ng="UTF-8" ?> - <i- 5 edited with

XM SRYdothrfentht{dh-te partwithin tHeymeeBageyTKéong Hsu
( Comey|g8rithiRd iSP6HENIL parfitITtAE ATgokitietd Poaveent 10
Cr eat efbfined, BHER ParBANS Al§SfitHrmudwil@e Commer ce One,
Inc. used.</xs:documentation>

</xs:annotation>
</xs:element>

</xs:schema>
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- <xs:schema

t ar get Nanespace="publ i ci d: com commer ceone: schemas/ soap
we@zdaoangicos/ c 15 PCT/US2003/025894

ontract/security/vl _0/Securi tgpContract. xsd"

xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 1. 0: assertion”

X ns: SecurityContract.XSD

si cd="publ i ci d: com conmer ceone: schemas/ soapext ensi on/ c

<79l LBorkh 3 ap Uty dtgepr [ Ly Qontract - xsd:

;XM NS:XS= rg/ 2001/ XM_.Schema" 20

ed;;e?&l'%{r@(\ﬁ_%y rr%)e ft = qua | Cét%) R{ @’%é%&i@o '#r?%ecfegunle% =

"ug,quallfled" versi on=" 1 0"> -<Il-- inports 25 -->

Eég:%y;{g"fﬂ&ol&; AanEspagsEpublicid :

ceone: Schems/ soapext ensi on/contract/vl _0/1n

R 130shehadakid t/ Contraclxsd”

@gﬁ@gﬁg@g@%%@;é bhdThd schemas, comrer ceone. com schenas
.4 scape ,tension/contract/ vl 3/ Inter opera bl

_<X|.5tsxg:gﬂgr act.xsd"/> --> 35 <xs: inport namespaceurn:

bﬁ\!arﬁ‘@s‘ﬁﬁéei“bu%wid Lol EoARTdrc@Pne:schemas/soapextension/c
SRR g7 E M) B N onn
QRS @5@@qamaagaﬁﬁéﬁ%wc@mdqcala“sgeméﬁ* schema- asser
s :sid=Xsusblidi é"'confl:omn‘ﬂ&céﬁﬁb%ﬁ%nﬁé?sohﬁéﬂéﬁ%mn /contrac
$£8dRityP 08! 0PSecuPs@ontFacasidr act Keyl nf o. xsd" />
SahedRs+ OittfRg ¢ wirkywBM gy 20814 XMLSeheip €l enent
susne HemttpdnpavSecLergl/ 2000y 0ag khliiBig#30 type=
enethtSeeDdfay Colfuati€ledy petibuteFexsDaanbt: dandquatified”
rsiahcCdn®nt at i on>The Security Interop Contract
-fgrfeenent. It defines Policies and channels for
imgwtsurity policies.</xs:docunentation> 55
<Pxs: annot ati on> WO 2004/ 027618 PCT/ US2003/ 025894 43
</xs'el ement > Schema for Security Policies -->5 -
<I- Define Crdetential Policies - <xs:elenment
namexs:BawitcCr edenti al Pol i cy" type="sicd:

Ba%intscpasge ipbligld: ool domyiEipene: sshentey/soapexisnganimonizac/ghs/Intero
perabilityContract.xsd”

schemal.ocation="http://schemas.commerceone.com/schemas/soapextension/contract/
vl _O/InteroperabilityContract.xsd/>

-—>
<xs:import namespace="urn:oasis:names:tc:SAML:1.0:assertion"
schemal.ocation="http://www.oasis-
open.org/committees/security/docs/cs-sstc-schema-assertion-
Ol.xsd" />
- <!_-
includes
-—>
<xs:include schemalocation="SecurityContractKeyInfo.xsd" />
- < !_..
Schema for Security Policles
-—>
- <!....
top element
-
~ <xs:element name="SecurityContractICD"
type="sicd:SecurityContractType">
- <Xs:ahnotation>
<xs:documentation>The Security Interop Contract agreement. It
defines Policies and channels for security
policies.</xs:documentation>
</xs:annotation>
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<xs: docunent ati on>The credenti al and authenticati on
algorithm policy for ID and

w@amsmoteds </ xs: docunent ati on> </ xs: annot at i oNBCT/US2003/025894

</xs:element> 15 - <xs: el eneit nane= " X509Credent| al
Pol i cy" type=" sicd: X509Credenti al Pol i cyType"> -
g elamenEr | on> <xs: document ati on>The credential and
- dlthentication algorithm policy for X 509
Schere iferiSeariey’ Refisies: document ati on> 20 </ xs: annot ati on>
¥Pxs: el ement> - <xs:el ement nane=
- “AnonynousCr edent i al Pol i cy" type=
D“-‘%ﬁ&d&%ﬁ’fﬁ%ﬁéa edenti al Pol i cyType"> -
¥Xs: annot ati on> 25 <xs:docunentati on>The credenti al

= aiferelmEREMen PaRicaredenuaiRelisyi i cy for no
cr bepert sigd:BasicGredgptiginllayiT¥RS %/ xs: annot at i on>
</ S BIEHBYR> - <xs: el ement nane=" BASE .
64 B‘IW@F‘@G@%PP&FPSH"E?““@@ and, authentication algorithm
" si cd:PRlcEder BP aadRassyeerd- s/ sofeyngibetion> .
<xSPEFPCERLSHT> <xs: document ati on>The credential and
FXHieRmMegst i on al gorithm policy for
- BAS@@Q@tmwﬂégﬁm%wad?%s%nem ati on>
</ Repeafiviotd AFRGredentipalRoliqydpAt™> - <xs: el ement name=
"-AGX¥ientqtalenon Policies"> - <xs:annotation> ]
<xs:<dscdnremeatdtion>The apdentiat ang aughentication algoriigm
aut herpalisytfos X-299 Eertifieateot [Xsydogumentistanmrent at i on>
A0<Kfssxann@iaitsnat i on> - <xs: conpl exType> -
<ixs:sleqeshre> <xs: el ement
- ek lament: rBay < @negymausaredentjalRgliegc cur s=" 0"
maxGeclisicd! AmiryymdusCredentimiRodicydlypetnt ref =
"skxgaXsge®@rxient i al Pol i cy” m nCccurs="0O'
max Goestdecumenbasioneddie gredential and authentication plgprithm
BASEG6 4 dbicyARY Goettedentih Rs) xscgocunant@ianer s=" O'
max Oscanmetdtionyounded” /> <xs: el enent ref="
si/estelmEmprousCr edent i al Pol i cy” 50 m nCccurs="0'
- rex (euesdhed BASESS._BINARYCGredentjattnlwy”
</ xgpeUsidceBASPes BENARYCeidendidlPoBé&yafe"re Encrypti on
Rokkeieesotdo2004/ 027618 PCT/ US2003/ 025894 44
<xs:documentation>The credential and authentication algorithm
policy for BASE64_BINARY_CREDENTIAL</xs:documentation>
</xs:annofation>
</xs:element>
- <xs:element name="AuthenticationPolicies">
- <xs:annotation>
<xs:documentation>The abstraction for credential and
authentication algorithm policy.</xs:documentation>
</xs:annotation>
=~ <xs:complexType>
- <Xsisequence>
<xs:element ref="sicd:BasicCredentialPolicy” minOccurs="0"
maxQOccurs="unbounded" />
<xs:element ref="sicd:X509CredentialPolicy" minOccurs="0"
maxQccurs="unbounded” />
<xs:element ref="sicd:BASE64_BINARYCredentialPolicy"
minOccurs="0" maxOccurs="unbounded” />
<xs:element ref="sicd:AnonymousCredentialPolicy"
minOccurs="0" maxOccurs="unbounded" />
</Xsisequence>
</xs:complexType>
</xs:element>
- &l
Define Encryption Policies
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_ <xs:el enent nanme= "Encryption Policy" type="sicd:
Encryption PolicyType"> - <xs:annotation> 5
wo@sdosusent at i on >The encryption al gorit hm aPdI/UusS2003/025894
policy, such as PCSK#7, or SAM ME. </ xs:
docunent ati on> </ xs: annotation> </xs: elenent>
x%: el enent name= "XM.EncryptionPolicy" 10 type=
= <P RS RS T RNCHYIP RGN > - <xs: annotati on>
<x §YRfoc BieERERGrYBHOTRelieYiEYB®®i on al gorithm and policy
fof XS RMEAECLT xs: docunment ati on> </ xs:annotation> 15
</ x <xspfesypniationadhegengryplionsslgerithm and policy, such
" Encr A%t PEPIOBI or 84 MIME. <&sesdegumarnietion
<x S/ EUNPEHIN on >The group of encryption al gorithns
shg elspaétes for XMLEnc, PCSK#7, or S/M ME. The
- FaFielsmentiiame="XMiEnaruptignRpliey'el D i n the Regi stry.
ThiesigdiXMbEngrypdionPolicy Typeaimel Section as
Al g:RORRERECPRD i dentify which encryption policy
al goPist ¢aaumentatise > Therngryptigocalgeritiam and policy for
</ xs: AMLERG.<Oxerdestgnandalidrex Type> 25 - <xs: sequence>
<xS/xsgarpigtionef =" si cd: XMLEncr ypti onPol i cy"
/XeelemesE* 0" maxOccur s= "unbounded"” /> <xs: el enent
- Reb=lerhent: naEmeT \EpicryptionPoligies i nQccur s=" O
maxce eunaatiombounded” /> 30 </ xs:sequence> </XsS:
c onphexdogperentationsThlecgrontp>ofDendryakiosi ajgatithmsRoid cy
35 - - policiessfar| XMEBEnC, RIS 7 Xbt Bz MIMED ITiheyPoligyip-will
" si cd:bévthiesTegyRplatefDyipdhe Registty. ThisoIDiwillibe gsexd in
docungheLhamel Bectiohgsohlgosithhgily td idargifg wlsichcy f or
XM_Dsiencryptien pdticy radgetathronwildbe usrd.<amsoioatmentation>
</ sAseanetdtion> - <xs: el ement nane="Si gnat ur ePol i cy"
typesteginplgxTgiegnat ur ePol i cyType"> - <xs:annotation>
<x 8. <tiscIeqeaneE> on>The signature al gorithm and policy
for 4&%sXMrbsitgef-PERIKXMLEnS W Hdh Ry licy" doicOnantatd'on>
</ xs: annex@ccwn="wibouraertfont > - <xs: el enent nane=
" Si gnaksetPodntoets"sked:EncryptionPolicy” minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
</xs:element>
- <!-_
Digital Signature Policy
-
- <xs:element name="XMLDsigPolicy" type="sicd:XMLDsigPolicyType">
= <Xs:annotation>
<xs:documentation>The signature algorithm and policy for
XMLDsig.</xs:documentation>
</xs:annotation>
</xs:element> :
-~ <xs:element name="SignaturePolicy" type="sicd:SighaturePolicyType">
- <xs:annotation>
<xs:documentation>The signature algorithm and policy for
XMLDsig, PCSK#7 or S/MIME.</xs:documentation>
</xs:annotation>
</xs:element>
- <xs:element name="SignaturePolicies">
- <Xs:annotation>
<xs:documentation>The group of digital signature algorithms
and policies for XMLDsig, PCKS#7, or S/MIME. The Policy ID
will be the TemplateID in the Registry. This Policy ID will be
used in the Channel Section as AlgorithmID to identify
which sinature policy aigorithm will be
used.</xs:documentation>
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- <xs:annotation> 50 <xs:docunentation >The group of
digital signature algorithns and policies for

WOXRrMoDo271818 PCKS#7, or SIMME. The Policy ID w PCT/D82005e25894

Tenmplatel D in the Registry. ®iis Policy IDw Il be
used in the Channel Section as AlgorithniD to identify
whies: aingiatiene policy algorithmw Il be 55 used.

</ 6 6BRIRKHRR on> WO 2004/ 027618 PCT/ US2003/ 025894
45~ <¥siesqdateetat | on> - <xs: conpl exType> <xs:sequence>
<xs: ekaselmerdfref="sjaskXMiDBig Rebsyi' 6ynOswiee Qir s="O' 5
max Cc c urmexOgeireawundeddys: el enent

r ef =" skegieBheiaein"shsl:SigyratureRalicyr sin@ecurs="0"

max Cc c urrexOgeres hwwundedd//rs: sequence>

</ x/Eompliesrtgpe> 10 </ xs: el ement> Non-repudi ation

- -s/xs:coxmpleTepent nanme=" Non Repudi ation Policy" 15
Kyypmelegientt> Si gnat ur ePol i cyType”

- glbstituti onG oup="si cd: NonRepudi ati on Policies"> -

Necsapadiai@tnat i on> <xs: docunent ati on>The non-repudi ati on
gl>gorithmand policy that use digital signature.

- <kgslafoeimamext NonReyidigtienBeliek'at i on> </ xs: el enent >

- ty==dbiedgignaturePoNeyRapeidi at i onPol i ci es" .

t y pebstisittahGibsn + sicd:NonRepudiationRalidies’ t="t rue"> -
<«xsxganoetativon> 25 <xs: docunent ati on>The policy and
al godist denuhmntation>Thepaen-zepwaiagion algorithm and policy
or i gi rthat usedigiiaksignatunes</xs/dostmentationPon>

</ x&xsedrenoggtion> - <xs: el enent nane="

NorRefpodindti onRecei pt Pol i cy" 30 type="si cd:

- Sixgrei¢ruedRuimey NgrRepudiationPolicies”

S U bgte=t" stadamiistract="Policy T \eel Rejsteictt "tiardRecei pt Pol i ci es”
> <xs:grBotatiomt at i on> <xs: docunent ati on>The
non-<vepdaivatdntatical>Jdre policyaanid pigarithm folmnonse di git al
Si gnatrepadidtion 00 ovigbmi<gks:docundmtatiors* annot ati on>

</ xpxsehremaion> - <xs: el ement nanme="NonRepudi ati on
Regeiepnkoiti-ci es” type= "sicd: Abstract_PolicyType"

- absidiantt hanie= "NonRepudiationReceiptPolicy"

type="sicd:SignaturePolicyType"
substitutionGroup="sicd:NonRepudiationReceiptPolicies">
- <xs:annotation>
<xs:documentation>The non-repudiation algorithm and policy
that use digital signature.</xs:documentation>
</xs:.annotation>
</xs:element>

- <xs:element name="NonRepudiationReceiptPolicies”

type="sicd:Abstract_PolicyType" abstract="true">
- <xs:annotation>
<xs:documentation>The policy and algorithm for non-
repudiation of receipt.</xs:documentation>
</xs:annotation>
</xs:element>

- <xs:element name="SecurityPolicies">

= <xs:annotation>
<xs:documentation>The security Policies section. It defines all
policy related security policies.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <xs:sequence>
<xs:element ref="sicd:AuthenticationPolicies" minOccurs="0"
/>
<xs:element ref="sicd:SignaturePolicies" minOccurs="0" />
<xs:element ref="sicd:EncryptionPolicies" minOccurs="0" />
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- <xs:annotation> 40 <xs:docunentati on>The policy and
al gorithm for non- repudiation of

WO e@aiopte1s</ xs: docunent ati on> </ xs: annot at i on>PCT/US2003/025894

</xs:elenment> - <xs:elenment ganme= "SecurityPolicies">
45 - <xs:annotation> <xs:docunentati on>The security
Pol i ci<es: depenioief=sicdidionRepudiationRelicies’ e| at ed
securi t yniperiws P " MpRuoanienbaunded” />

</ xs: aiseiempehs="sisdsNomRepadigtienReariptPolicies”

<xs: sequRinGecsrsx'Y" rdxPasHrsT"uhboyndegd” />

Aut hertXsedemnenPef+ e Engrytieniteydnfio” minQecurssnBht

r ef =" si cepxSicgwzElvePounded’s/> ni nCccurs="0' />

<xs: ®lxemeArenceP="sj cd: Encrypti onPol i ci es"

m sosceasRiedypes WO 2004/ 027618 PCT/ US2003/ 025894 46
<(zs'elespemit ref ="si cd: NonRepudi ati onPol i ci es"

-m!nCccur s=" 0" maxCOccur s="unbounded" /> <xs: el enent

Scdme!'for GunnalonRepudi at i onRecei pt Pol i ci es”
mhQccurs="0" max0ccurs= "unbounded"” /> 5 <xs: el enent

- resonipeXTyBa cees" KaxalgarftbmTwpetecur s=" 0"

max@e@onstationbounded” /> </ xs: sequence>

</ x s<xvapiuaxehiatéon > Kiexmotdior Aptrgrity0and Confidehtiah f or
Channeblocks.>AH these twoypedppblock within the Security
nane="¢t@nel davetaihgue' Bublickeyd Dammad Adg ¢rithm 1@, so does
<xs: dokhensighind amd-Enerypiien policy withjnithe Gredential
Conf i deleckel/xsidperentafipn>t hese two types of bl ock

wi chxsiarmsat@curity  channel have to have PublicKeyl D
andxAsgassnchm | d, so does the signing and encryption
pol i €¥s:akerteinh refirésicd RithiiakeyNaphe'cle: </ xs:
dosixmsrauenog™> 20 </ xs: annotation> <xs:sequence>

<x sxelatimibnte nzhet WAlgdrikbimIdt KoeNdnsistring” use="optional" />
</xs:compplexigms> <xs: attri bute nanme="Al gorithm d"

-tgpsecshxdexsiype mginess KeyMessageldrts TypeLs>

<} xsswonplagisiype> - <xs: conpl exType
namezkKeyddessagedrer eyt for partsin anadsaigeoitalso
<xs: dodefmdtiné Keghifocand ehe Gigorfthint polidy ForaHsage. |t
al so pftsrgxé:decltayttationand the al gorithm policy for
al k/xs:annotation>
- <xs:complexContent>
- <xs:extension base="sicd:KeyAlgorithmType">
- <xs:sequence minOccurs="0">
<xs:element ref="sicd:MessagePart" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="SequencelD" type="xs:short"
use="optional" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

- <xs:element nhame="Credential">

- <Xs:annotation>
<xs:documentation>The credential and authentication policy.
Note that the CredentailEncryptionAlgorithm is here. This is
due to authentication will be preformed before the
decryption at inbound.</xs:documentation>
</xs:annotation>
= <xs:complexType>
- <xs:sequence minOccurs="0">
= <xs:choice minOccurs="0">
- <xs:element name="PartyID"
type="sicd:CollaberationPartyID" minOccurs="0">
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30 parts. </xs: docunentation> </xs:annotation> -
<xs: conpl exCont ent > <xs: ext ensi on base= "si cd:

wKegodlogmsns t hniType" > - <xs:sequence m nCccur s=PCA/BSBH3/025894

<xs: el ement ref="sicd: Messagefart” m nCccurs="0'
maxQOccur s="unbounded" /> </xs:sequence> <xs:attribute
name= " Seg§eHERlAMOype="xs: short" use= "optional" />
40 </ xs: ext&psioswnentatizs>The Parbk B Ahahissused xs:
conpl exType>for BasicaredentiahansdauagamtioaP” > -
<xS: annotdks@RBoEorxs: docunment ati on >The credenti al
and aut feitelementon policy. Note that the
Cr edent ax4: Eleoreppréforigicd Rublinkeyd ame emindyicyrs=S0"xue to
aut hent -catsi amopgtidn>be prefornmed before the
decr ypt i on<as:donbmenidtiahxThe &keyrbbat is tsed for
</ xs: annot at X509 ctéential s</comotexdypéion><xs: sequence
m nQccur sYkPannotatiars: choi ce m nCccurs="0'>
<xs: el expestelamaet> Partyl D'
t ype=%gxxcdhdid> aberati onPartyl D' m nCccurs="0"> WO
20044 @23 RIS SHE TS0 CBLOSHBOE nchybtionAlgerithmit at i on>
<xs: doc typest'sicd KeylAlgopiahinTypB" thadcdusst'9éd for Basic
cr edent ¥&d:arthotatidl@eunent ati on> </ xs:annotation> 5
</ xs: el ene@tdocdrenedtmmeiTher Bicryptiod: Aygblitisikeydane”
m nCccur s=34 @sad to efctyphtid atddential. This will only
<xs: docunerdeafisexhwHen HayAutienticatissesholderis X. 509
credenti al TARGETIe¢xsrdotuaberaatior® </ xs: annot ati on>
</ xs: el efrsmrmotations: choi ce> _ <xs: el enent
name="<Cxsedentend® Encr ypti onAl gorithni' type="sicd:
Key At [gomsketiemEgpe” m nCccurs="0"> 15 - <xs:annotation>
<xS:<dacattrnitangore = Ahgo e Igit type="Msgstriigim t hat i s
used teeen@qgupted'’e credential. This will only be
us edxwshattriilie nAaich¢ sequancalD " ppe="hs:shiokRCET. </ XS:
docunegktateptional” />
<xs:attribute name="DelegationFlag" type="xs:boolean”
use="optional" default="false" />
</xs:complexType>
</xs:element> .
<xs:element name="Confidential">
~ <xs:annotation>
<xs:documentation>The encryption security policy. The
AlgorithmId will be the tmeplateID from the Registry. If the
Algorithmld is defined and no message parts, then the
whole message will be encrypted. In this case, if there are
Non-XML parts, then the NonXMLAIlgorithmID will be
defined, too.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <xs:complexContent>
- <xs:extension base="sicd:KeyMessagePartsType">
<xs:attribute name="NonXMLAlgorithmId"
type="xs:string" use="optional" />
</xs:extension>
</xs:complexContent>
</xs:complexType>
</xs:element>

- <xs:element name="Integrity">

~ <xs:annotation>
<xs:documentation>The digital signature security policy. The
AlgorithmId will be the tmeplatelID from the Registry. If the
AlgorithmiID is defined, and no message parts then the
whole message will be signed.</xs:documentation>
</xs:annotation>
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20 </ xs:annotation> </xs: elenent> </xs:sequence>
<xs:attribute nane="Al gorithm d" type="xs:string"

wWe@/0eBegli red” /> 25 <xs:attribute name="SequetivEk1003/025894

[

type="xs:short"” wuse= "option® " /> <xs:attribute
name="Del egati onFl ag" type= "xs: bool ean”
usEE GYTPIERBIPe>def aul t ="f al se" /> </ xs: conpl exType>
30 <gxescogienient><xs: el enent name="Confi dential "> -
<xs:anndestansies bags= iedifeyMassaasRasEYRE \pt i on
secur iz yxgegduence migOccArgoRiThm d wil |l be the
t mepl at el<DdstelegnentrerrReyiHeaderSignatyeeAlgorithgori t hm d
i s defi ned tere-"sizdiéepAlgorithmiypel meinOthusatPe
message wt Kksiganegtpypted. In this case, if there are
Non- XML par t $xs: témmarnietiotorDivd Plagaturennd D wi | | be
defined, too. Adgesithaothatdatuseddoessigntbe annot ati on>
40 - <xs: conpl kkeatgrecredniisl.cHmytiesuCmitetinn> -
<XS: ext ensi<oxs:parAiationst cd: KeyMessagePart sType" >
<xs: at t r idus@lamend=" NonXM_Ai gorit hnl d"
t ype=" xs/xstyeqngiicedse= "optional" /> 45 </ xs:extension>
</ xs: coxpherGoetrame="Nan¥MLAlgorithmIdxType>
</ xs: el engpe>"xs:istriy" skeefeptionaliig="| ntegrity"> 50 -
<Xs: amyixd: axteosionxxs: docunment at i on>The digit al
si gnaxsrcempéx@onteptpol i cy. The Algorithmd will be
t he/xsmephEedlyPetrom t he Registry. If the Al gorithm D
kgxglelehe@tdy and no nessage parts then the whole
RS ShRe dmd3€' NoinRepllddatien'docunent at i on> 55
</ xgs:apmakaénon> WO 2004/ 027618 PCT/ US2003/ 025894 48
- <XSisCAIRhRNTIRS> TheRGr-eapdidtion dfedrign -
<XS: exjdieyl Ofxs heemesitidn>KeyMessagePar t sType" >
<XghHseshRigeny nCccurs="0"'> 5 - <xs: el enent
nagRs: chipprReTPegnat ur eAl gori t hnt
Uy pesissicek@Al gorit hnifype” m nCccurs="0"'> -
<XS: AnRQIMheNhae: WKOGRBAPaFH-on>The Si gnature
type="sicd:KeyMessagePartsType" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="NonRepudiationReceipt">
- <Xs:annotation>
<xs:documentation>The non-repudiation of receipt
policy.</xs:documentation>
</xs:annotation>
- <xs:complexType>
- <Xs:sequence>
<xs:element name="NRRSignPart"
type="sicd:KeyMessagePartsType" />
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Authorization">
- <xs:annotation>
<xs:documentation>The SAML attribute assertion for the
sending CP that will be pass to the receiving service. This
will be shown in the end-to-end security
channel.</xs:documentation>
</Xs:annoctation>
= <xs:complexType>
- <Xs:sequence minOccurs="0">
<xs:element ref="saml:Assertion" minOccurs="0"
maxOccurs="unbounded" />
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credntial . </ xs:docunentati on> </xs:annotation> </xs:

WE@h@ameies </ Xs: sequence> <xs:attribute PCT/US2003/025894

nanme="NonXM.Al gorithm d" 15 4% pe="xs:string" use=
"optional" /> </xs:extension> </xs:conplexContent>
</ xs/*xLoppHeaIype> </ xs: el enent > 20 - <xs: el enent
nansxsmm@maa@@%neqmreswrm altypgri>s:boolean’
<xs: doeemamauiredn#*The non-repudi ation of orgin
pot/ixgycomplegydetunent at i on> </ xs: annotation> 25
<g:conpl exType> - <xs: sequence> <xs: el enent

E: kS tgrPani e’ ype=" si cd: KeyMessagePart sType"
| >==<[ xs: sequence> 30 </ xs:conpl exType> </xs: el ement>
</xsxge@eBient name="NonRepudi ati onRecei pt"> -

- <XSelenTot aeme TS Sequriteaitaltett T on>The non-repudi ati on
of <xseewigsetior3S pol i cy. </ xs: docunent ati on> </ xs:
annotatdosnmentationedhis willppdhe containey fenthese piggy
<xs: elbackrsecnpity relakmiRobjegts Raks dogamepigsien>si cd:
KeyMesgagtRmnes Type" /> </ Xxs: sequence>
</ xss:conpeekypgpe> </ xs: el enent > - <xs: el enent
napesxs etihendezatiQmtirs="a% - <xs: annot at i on>
<x S : -l egsrrEmertti r@m<R M MGledential boireO @y ser'0on f or the
sendi Rg<PcdrhpliexWde> be pass to the receiving service.
This W |dxsheqebosmindche=80t>t 0- end security
channel . <kxs:eldhpaitmentiat iMarketBd ticipantIDiiot ati on> -
<xs: conpl ex Tyr="xss8riAGUHETO@UR=OC gur s=" O' >
<xs: el enenkxsafehaamanfssTPNamé" typaeixsisginid)'
maxCccur s=" upheotdes="0"¥>

<xs:element name="TPShortName"
type="xs:string" minOccurs="0" />
<xs:element name="TPRoleName"
type="xs:string" minOccurs="0"
maxOccurs="unbounded" />
</xs:isequence>
</xs:complexType>
</xs:element>
<xs:element name="PiggybackObject" type="xs:anyType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>
- <xs:element name="SecurityChannel">
= <xs:annotation>
<xs:documentation>The Security Channel defines the from
connector and to connector, and what to do within the
channel, such as authentication, encryption and digital
signature.</xs:documentation>
</xs:annotation>
= <xsicomplexType>
- <Xs:sequence>
<xs:element ref="sicd:Credential" minOccurs="0" />
<xs:element ref="sicd:Confidential” minOccurs="0" />
<xs:element ref="sicd:Integrity" minOccurs="0" />
- <xs:element ref="sicd:Authorization” minOccurs="0">
- <xs:annotation>
<xs:documentation>The SAML attrlbute assertion
for the sending CP that will be pass to the
receiving service. This will be shown in the
end-to-end security
channel.</xs:documentation>
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<xs:attribute nane="RequireSubscription" type=

w0 @4bzsiean” use="required" /> </xs:conpl ex TRQEEES2083/025894

<I- sami :Attri buteStatenmemillype"> </xs: elenment> -
<xs: el ement nane= "SecurityContainer"> 10 -

<xs: annofEtanvasatiens: docunment ati on>This will be the
cont aFkfme&reeBIeNthose pi ggy  back security rel ated

obj ect#s:elemeriaeinreirdsNepRepudiakion; mrpPaeUren0"-/ >

<xs: conplelerTgpasi=I"sicd:NenRepydiationRecRicur s=" 0" > -
<xs: el ememPconeare®* KM Cr edenti al " m nCccurs="0"> -
<xs:x onplelermpasi<gicdiSeqrHyEonFoeE nddqouss="0">

<xs: el-emenenmia@e™Var ket Parti ci pant| D' 20

t ype=" xs:<stsrdargtnentationeThis=will bethe,gontainamnfar
name="TPNarthbs¢ piggy kacls security relatedccur s="0" />

<xs: el enentobjecks—/RPJlogrmRAIALION>t ype="xs: st ri ng"

m nCccusks apnotaiion25 <xs: el ement nane= " TPRol eNane"

t ype=</xsekementng" nmi nCccurs="0" max0ccurs=
"unbuysdedlence> </ xs: sequence> </ xs: canpl exType> 30
</ x st @rintte nexe=EchammelIdatypes: Xy string k@g~doptional”
type="/%s: anyType" m nCccurs="0" max0ccurs=

" unbosrateibuté nanexssowwgGonvnector< iy =Cuastdngype> 35
</ xs: alsestrequired¥s: el enent nane= " SecurityChannel ">
- <xsxsaatirittuae iname =2iargétComnatat’i ypeFixs: Swing’i t y
Channelsed&fequised'ie from connector and to connector,
and/»shamplexpewi thin the 40 channel, such as
akdheltendti on, encryption and digital signature.

- <kgomptedypa hatnesiSecurityCanbiciciType™> -

<xsxs:eaplegxdype> <xs:sequence> 45 <xs:el enment
r ef =& gdmenergatdied:Seauritgralicies'Q> / >
<xs:element ref="sicd:SecurityChannel"
maxOccurs="unbounded” />
</xs.sequence> :
</xs:complexType>

</xs:schema>
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<xs:el enment ref="sicd: Confidential" m nCccurs="0" />

<xs:element ref="sicd:Integrity" mnCccurs="0" /> -
woz@setmnent ref="sicd: Aut hori zati on" m nCccurBET/052003/025894

<xs:annot ati on> 50 <xs: docun®it ati on>The SAM

attribute assertion for the sending CP that will be

pass to the Cenmunity Seenvityd emmplateginfo. XMEhown

in"the end-to-end security channel. </Xxs:

<7Q§ﬁ@9gﬂ§|’6ﬁqaui@n 2n VA ,2&.0-4]—@2876@ PCT/ US2003/ 025894 50

XS: annot ati on> </ Xs: el enent > <xs: eI enment

ed;tﬂrd% LGy Do R B Ry /ath0ispie B7on0Chahe (Commerce One
- <xsme ecr?e%%t Elgfq— ;gwcd Noang1 ﬂg)‘fatl onRecei %t( 5 )
- <sIBIPES RIS ecurﬁyTerﬁ?Sl%te%'Pﬁ‘éf@Féhce
LR s SikG L BB HETdE ¥R ot MeFce dH 6B MAS/ &&ract/helpermfo/v
X 9/8BBAE &%rﬁééemgyﬁs%@t'l on>This wi |l be
A @él@@i"ﬁﬁhmd B8R cHmatdtcBaRK: s%ﬂ%ﬁfdd/}éoéﬁéﬂie@%nd@/ contrac
QPsQGir Ry Fir X Sh fOSsLRicRnt At xsd/ XS annot at i on>
Shfss: RE S MBI Y /AW SSIORI YO0 1 /SSL SdHerhBUhstance”
RaiFRFeMAastibohd" pablpsd: cons.co e eoneeschienpas foomtiact I helpe
kinfexe1.00 | SeduritySeatderR spivardGeouxsdt or
thyte 727 scherhas.agin meseoheaspm / scHemas foconteadty helerinfo/vi_0
Seealitys galdEReneiveolnfoixguld =" xs: stri ng"
- gsiedt: Bequrity AdorithmT20nplates> conpi exType> </ xs: el ement >
~ <sigirotvysiencly d graitemTSep late NepCoriDSAcSHAReCE4N"
<X S:I1pe|bbB8Zfa0<b9 30+ Lhat6rb 8esftc4 Ghaat:538e >t yPol i ci es”
| > <BEdoCatejoeyreXMLSEnEtered/sBdcfiatego@vannel "
max Catad $M ! Deidruling €dlicyld="P<KiMlL.SignakreDSA<SHA1-C14N" >
conpl exType> </xs:schema> 30 WD 2004/ 027618
PCT/ US206i3t (& 8adrePBlicyAlgorithm>http:/ /www.w3.org/ 2000
Conmmuni ¢ 93éxmld$ig FeupradiSianadre PXMYAlgoiim >
version="1.0" encodi ng="UTE-8" ?> 5 edited with XM
Spy vA4. Aslgd(31@rtaéuVWWtW§WWWD§9<@%§‘@%W6A'9

( Cormmer gt E
<sicd:HashFunction>SHAL</sicd:HashFunction>

<sicd:CanonicalizationMethod>http:/ /www.w3. org/TR/20
00/CR-xml-c14n-
20001026 </sicd:CanonicalizationMethod >

<sicd:Transform>http://msdn.microsoft.com/ws/2002/
01/Security#RoutingSighatureTransform</sicd:Transfor
m>
< /sicd: XMLDsigPolicy>
</sicdr:XMLSignatureAlgorithmTemplate>
- <sicdr:XMLSignatureAlgorithmTemplate Name="DSA-SHA1-EXC14N"
ID="bb587fa0-b980-11d6-b8e6-c40beac518e7">
<sicdr; Category>XMLSignature</sicdr:Category>
- <sicd:XMLDsigPolicy Policyld="P-XMLSighatureDSA-SHA1-
EXC14N">

<sicd:SignaturePolicyAlgorithm>http:/ /www.w3.0rg/ 2000
/09 /xmlidsig# </sicd:SignaturePolicyAlgorithm>

<sicd:SignatureAlgorithm>SHA1withDSA</sicd:SignatureAlg

orithm>
<sicd:HashFunction>SHA1</sicd:HashFunction>

<sicd:CanonicalizationMethod > http://www.w3.0rg/2001/
10/xml-exc-c14n# </sicd:CanonicalizationMethod >

<sicd:Transform>http://msdn.microsoft.com/ws/2002/
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WO bakpzisihf o/ v

- <sicdr: CommunitySecurityTenpl at esPreference
Xm ns: si cdr="pub]icid: com commer ceone: schemas/ cont r act

xm ns: si cd="publ i ci d: com com$er ceone: schenmas/ soapext en

sion/contrac t/security/vi_0/Secu rityContract.xsd"
xni ns: &1 /ASeaurfy#RawkingSignaiurebnanale s rétied i RsEtice”

"Xsi : sch&mralLocat i on="publ i ci d: com conmer ceone: schenas/ c

ont F&BEJ:HMILBEIOPRIIGYPo/ v |0/ Secu ritySender Recei ver |
nf<dsigdig XYkSignatureAlgorithmTemplate>

httsipdr AU HgnasueblavsfvebeepebNamRERIATBRErGt 4N hel per
| nf dDViEU587fS@cbWé§R§U&WFﬁ#§?%sﬂ" > <sjcdr:
SecasicHE¢alegaR kgmaky e/ sicdr: Category >

<st cdicd MiGsigPationr Balicylls PrXid-SignatureRSA-MD5-C14N">
Name=" DSA- SHA1- C14N" . )

| D=" bb585 &6 Iga0ena i Alggsthrezl :Béé@d‘g'ﬁ‘:%'“@ﬁm)/%%‘?%dr :
Cat egor 489mldaig# ol siqrgrureelicggpym>

Pol | Cyl Ao SRS GAP I UERNRG RS A e Sgnaturenlgo
icd. g Pol i ] . . w3. or g/ 2000
oo ST SPabh CHBaOE TR i v3. or
e S
lc14 :
HashFunﬁgzgfazlg /csicd_:CanonicalizationMethod>

<si cd: Canoni cal i zat i onMet hod>ht t p: // www. w3. or g/ TR/ 20
00/ CR- X atirgiThahLOROURRE < AhSdh. FasEofBLbmin sy Rdayod>
<si cd: TogpséaQirtyHRditingSidRatireTeandformentins/T28%24r 35
01/ Securist y#Rout i ngSi gnat ur eTr ansf or nx/ si cd: Tr ansf or
> </sic€XMLDEMPBBdyg Pol i cy> </ si cdr:
XM /SicgraiMLseNagaeAlgb AtrenTdrapiete >
<skgielri MK gEtakM AN taeITeinhrate Nphei-¢RSA-MD5-EXC14N"
Ramep -DEHs Sa0-b88041N d6458e5-c40beac518e7" >
| D="43la8: thatddp PSRMLSithdtieé< idbeacabdey " >  <sicdr:
Cat egpidyxvivbssEitiay PoRTIGE TIXMLESIY AU ERSA-MD5-
<si cd:pddiangPol i cy Policyl d="P- XM.Si gnat ur eDSA- SHAI -
EXC14N'> 45
<si cd: SkgiaiSigeRotaPeyAdAimorithinshitty: b/ Winwaw3orgy 302000
/ 09/ xm depgsanldsigd</Sicd: SartainePolidyéigarigontt hime
<si cd: Si gnat ur eAl gori t hn>SHA1w t hDSA</ si cd: Si gnat ur eAl
g orit keied 5DgraticdigdshmadR S withBSAr/sisd GignatureAlgo
HashFunothron> _ .
<si cd<eieAdHAsBRINcERD > BHNET Asd MBUNItRRA. wa. or g/ 2001/
10/ xm - exc-cl4n#</si cd: Canonicalizati onMet h02> gi
<si cd: Tr&aKgFeMepicel .thr\WgHw.dthng,éweﬂ!ﬁdﬁg 958891/ wo
2004/ 02081 ¥mbrepy FO35E§anoHeAligaY 43 #Rout i ng
Si gnat ur<?sl-<r:5a1nr§r];s BrrrrrﬂI%J:t%g/Fr%ggﬁfn(?{croga’t.com/ws/2002/
01/Security#RoutingSignatureTransform</sicd: Transfor
m>
</sicd: XMLDsigPolicy >
</sicdr:XMLSignatureAlgorithmTemplate>
- <sicdr:XMLSignatureAlgorithmTemplate Name="RSA-SHA1-C14N"
ID="bb587fa0-b980-11d6-b8e7-c40beac518e7">
<sicdr:Category>XMLSignature</sicdr:Category>
- <sicd:XMLDsigPolicy Policyld="P-XMLSignatureRSA-SHA1-C14N">

<sicd:SignaturePolicyAlgorithm>http:/ /www.w3.0rg/ 2000
/09 /xmldsig# </sicd:SignaturePolicyAlgorithm>

<sicd:SignatureAlgorithm>SHA1withRSA</sicd:SignatureAlg
orithm>
<sicd:HashFunction>SHA1 < /sicd:HashFunction>

1 0/ Secu ritySender Recei ver | nf BCRES003/@25894
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</sicd : XMLDs i g Pol i cy>
</ si cdr: XM_Si gnat ur eAl gori thmlenpl ate> 5 -

W gi0sd276¥VLSi gnat ur eAl gori t hmlenpl at e PCT/US2003/025894

Name="RSA- MD5- C14N"' I D = "bb%87f a0- b980-11 d
6- b8e8- c40beac518e7" > <sicdr: Category>XM

LSi gnat ure</si cdr: Category> - <sicd: XM.Dsi gPol |

Pol i cyl GS‘ZE&CRWE‘SF ﬁgﬁ!@?@%éﬁdmpdllwy "‘?’So CREVED
<si cd: Al t heht / www. W3. or g/ 2000
/ 09/ xn 339 M@f%&z é?'t?%‘ ?%WSF’\ Z%P “gori t hn )

fzxfsoS'ifa“” TR e

:)'

HashFun

<si ¢ WLLD%E‘L% I onMet h_od>http: /I www. w3. or g/ TR/ 20
OO/ d%‘ MLS R %’ﬁl Qte:>

="RSA-SHA1-EXC14N"
r LS% t8 Q Termplate Name S Al-EXCLd

4
XNE§ ?c fé A%QY ?E c$(¥d> ﬁ?gis%?qﬁiAf:H:;?nSf or

<SI cd gnat ur eAl gorit hnirenpl at e

R§A1' n‘% i%'lc Algorithm>http:/ /www.w3. org/ZOOO

ID: bb5§ é&_ t%ﬁ&?@ﬁ L8eim= <SIcdr:
Cat egory> Si gnature</3| cdr: Category>

<si cd: XMs@a'EQWtUl@AId%Bithrﬁ)ébﬂmﬁvm&gmwSE;!RSArrMDS 30
EXCLAN' 3righwh s d:

Si ghakudice RedshEyitiga s BHATRGtitd:HasnpwctiBn or g/ 2000

/ 09/ 'xm dsi g#</sicd: Sig naturePolicyAl gorithnm 35

<si cd: SkghadttaneAlcgiwativhMetioSwhttpREAwiel 03 8irg/12001 £Al g
0 rit hime/xeileskc-&bdiyicd: CandviDSditatiardetiedsh Funct i on>
<si cd: Canoni cal i zati onMet hod>ht t p: / / www. w3. or g/ 2001/
40 10/ xmsicdkansfampehtipet/ mednanicresaft-gony

<si cd: T.Oz;vf§1eeunriﬂr#lmumvm@anam@T@éafﬁore‘bﬁﬁﬂ%i%@sﬁr

01/ Secufz y#Rout i ngSi gnat ur eTr ansf or nx/ si cd : Tr ansf or
ne MS@SX%@WD%YQPOI i cy>

</ siget IS RRidieAdoONtyB T?"f‘ﬁﬁﬁee?”rp : ]

<s Reigdr: XNLSggyRianAsIrigonT emAe P%?Fe "3DES-RSA-2048
Namre 2 -Rbh584ia0-0RHQ-11d6-b8ea-c40beac518e7" >

| D="41687¢aieg g B ¥MLENSTYIION C/AE4E50E7> >  <si cdr:
Categtied XMMVEBIrgprianTobey Ralicyid="BaXMyBngryps3DES-RSA-

<si cd: Z(M_Sj?i gPol i cy

Pol i cyl d="P- XMLSi gnat ur eRSA- SHA1-

<si cd: Si<giat Eremsignegly @Oi”f']‘fﬁﬁm / / ‘l" "V\?o’°59é?%00
/ 09/ xn ds’|°g‘#¥P§PEB#§/ij ERCry BRI XA Y B hm > 55

;SI g?, tSI enc re/:Is-cbc<5 %%ﬁy&ﬁ%sﬁr&?ﬁﬁbg?&hzgeN

nction Yeica: KeySize>2048</sicd:KeySize>

<sicd:KeyEncryptionMethod>http://www.w3.0rg/2001/0
4/xmlenc#rsa-1_5</sicd:KeyEncryptionMethod >
</sicd:XMLEncryptionPolicy>
</sicdr:XMLEncryptionAlgorithmTemplate>
- <sicdr:XMLEncryptionAlgorithmTemplate Name="AES~128-RSA~-2048"
ID="bb587fa0-b980-11d6-b8eb-c40beac518e7">
<sicdr:Category>XMLEncryption</sicdr:Category>
~ <sicd:XMLEncryptionPolicy PolicyId="P-XMLEncryptAES-128-RSA-
2048">

<sicd:EncryptionPolicyAlgorithm>http:/ /www.w3.0rg/ 200
1/04 /xmlenc# </sicd:EncryptionPolicyAlgorithm>
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WD 2004/ 027618 PCT/ US2003/ 025894 53 <si cd:
Canoni cal i zati onMet hod>ht t p: // www. W3. or g/ TR/ 20

wOodB26m - cl 4n 20001026</ si cd: Canoni cal i zat | PCIVES10031025894

5 <sicd: Transfornehttp:// nmedi4m crosoft. con’ ws/ 2002/
01/ Securi t y#Rout i ngSi gnat ur eTr ansf or nx/ si cd: Tr ansf or

m> </sicd : XM LDs Pol | cy> 10
</ si cdr<5>@9L§'§M&*¥QJH“2€& hERHV y%otg/2001/04/x
<si cdr :IIANSG; @8eghcyoFice HiRFEfRbioqtgthod>

Na e =<Stesh Keypiae x3048q6icd :KeySize>

|Ca Dt: bﬁ%@?iﬁ)@%’dﬁeﬁ@?Eéé&@%ﬁé%@ﬁ@'&?@z%s| cd r:
egory> nat ur si cdr gat
rsa 1 é/‘ Enc/r% lonl\g‘%%gyrgé&gglé%

<si 5_65.'37: -“&Ff&?“é@% % [ t ttp ! | vwwv. W3. or g/ 2000
/ (ﬁ#'ﬁﬁ g Orl%h emplate XAllﬂ:cg 'RQZ\miOEQ"

I XMLngcryptlonA g

ﬁ
si gARE(PREBHHO P i 9 81 !
o:rlgﬁﬁﬁa" :Laf Brl AP W%g% : §‘F fatur el g on>
<st c8'ceahneAPIRES G TR HIES Wﬁ%%oou
25 10ARRA 2xc- ¢l 4n#</ si cd Canoni cal i zat i onMet hod>

<sicd : Tran for
01/ Secu é$% E T:ﬁmété%n orlgrgg%gr

m> 30 < PG |c >
XMLSI gnagug. Ebrw T\%th Www,.commerceone.com/
<si cdr: LERG Q&;éﬂﬁggﬂsﬁgﬁ%’mt%@le

" 3DES e>1 5% < /sicd:KeySize>

"bb587f a0- b980-11d6- b8ea- c40beac518e7" > < sicd r:
Cat egor ¥ sizdMel ERGY YIRS HMthGd Shitp ) Mwbawagory//20i /-0
<si cd: XYlehitéd¥ isQRP0sb k feycd: KeyEncryptionMethod>
Pol igyik@XMPEXMyBRERREILBDES- RSA- 2048 > <sicd :
Eng/sydat ixon eERelybayligeithitTempratatt p: / / www. w3. or g/ 200
L/ QA Qe crithhTelpmtygd | onPol i cyAl gori t hme 40
§§fc8|dCorﬁﬂﬁfrﬁfﬂgb&ﬂwﬁaﬁqmﬁrénée’w W3. or g/ 2001/ 04/ x
@Q% AMERETLISE 4L r> FAEREL Jeid TR dxasige Heside et

; ﬁééeﬁeﬁgalﬁbéék?‘ﬁ?dr4!§1cryptCredent|al>

r Qﬁﬂ%%?&@ﬁ@w ichf: OVeMeWBalPFgeRA0dE O
e@ ,[n%g,t 5n§%q vPrERY¥ Lypti onMet hod> </si cd:

é’xPr érﬁ%ﬂtie ér‘e ck ‘Name="RSA-SHA1-EXC14N"
g el -
-1< Id fi%ere S%ea0518e7 >

<:smér Securlty 8 c¥ efmpla{]egrgi% n%gﬂa%ec—drRSAcﬂE?ﬂ%m4N“

ID="bb587fa0-b980-11d6-b8e5-c40beac518e7">

<sicdr:Category>XMLSignature</sicdr:Category>

<sicdr:Preference>102</sicdr: Preference>
</sicdr:SecurityPolicyTemplatePreference>

- <sicdr:SecurityPolicyTemplatePreference Name="RSA-SHA1-C14N"

ID="bb587fa0-b980-11d6-b8e7-c40beac518e7">

<sicdr:Category>XMLSignature</sicdr:Category>

<sicdr: Preference>104</sicdr:Preference>
</sicdr:SecurityPolicyTemplatePreference>

~ <sicdr:SecurityPolicyTemplatePreference Name="RSA-MD5-C14N"

ID="bb587fa0-b980-11d6-b8e8-c40beac518e7">

<sicdr:Category>XMLSignature</sicdr:Category>

<sicdr:Preference>105</sicdr:Preference>
</sicdr:SecurityPolicyTemplatePreference>

- <sicdr:SecurityPolicyTemplatePreference Name="3DES-RSA-2048"

ID="bb587fa0-b980-11d6-b8ea-c40beac518e7">



10

15

- <sicd: XM_EncryptionPolicy
Pol i cyl d="P- XMLEncr ypt AES- 128- RSA- 2048" > 55 <sicd :

wEe@rppteio©nPol i cyAl gorit hmehtt p: / / www. W3. or g/ 2BOT/US2003/025894

1/ 04/ xm enc#</ si cd: Encrypti oftPol i cyAl gorithn> WO
2004/ 027618 PCT/ US2003/ 025894 54 <sicd :

Enesigdt FHRIAYRIMERNGEYPHANG/ I rBPIVYT/ 04/ x

n eviedraeierenearild7si/69dr PEREDFRT onMet hod> <si cd
Ké§iSirzeecupiyfRlirgiestplatRBipgrrease™s <sj cd

- <Siganseeykehdicytemplpgbrefeeance Samast AFReY2B-RSA-2048(:

KeyEnthbhR7faAnASd-1d6t b8eboAfbrachl 82 2001/ 0

4 ssit@emeateserys XMLEnGryptionR&jeieGafpeYRMet hod> </ si cd:
XM Eindr Brefarendas 5 QB8s/sicdr: Preference>

</sicdrdPe NG cysn metaPrberentarTenpl at e> -

- <sicduSepMtERd ity pemplRyeferariorNam = DES-RSA-1024"

Na ip="HhEB AS0- 1193901 1d6-b8ec-c40beac518e7" >

| D=8ibty58Fa Gv>98ILBrcigptions/sdlbeaiedarge7" > <si cdr:
Cak sigdr: prefveiercr QR 4 /sind): SrafeirenCat egor y> -

<gsicdh: Sddulshygitojipy TeomPaieP mference>

< /Bl Cp o iRey Sttty Ty BESPRSAentS> 1024" >

<si cd: Encrypti onPol i cyAl gorithnrhttp://ww. w3. or g/ 200
1/ 04/ xm enc#</ si cd: EncryptionPolicyAl gorithnr 20
<si cd: EncryptionMethod>http://ww. conmer ceone. cont
security/ xm enc#des</sicd : Encryption Method> <sicd :
KeySi ze> 1024</sicd : KeySi ze> <si cd:

KeyEncrypti onMet hod>htt p: // ww. w3. or g/ 2001/0 25

4/ xm enc#rsa-1_5</si cd: KeyEncrypti onMet hod> </ si cd:
XMLEncryptionPol i cy> </sicdr:
XMLEncrypti onAl gorit hnlrenpl ate> </sicdr: Secu
rityAl gorithnilTem pl ates> - <sicdr:

Communi tySecurityPol i cyPreference> 30 <sicdr: Sign
MessageHeader >f al se</ si cdr: Si gnMessageHeader >

<si cdr: EncryptCredential >fal se </sicdr:

Encrypt Credenti al > <sicdr: Credential Preference>
BASI C</si cdr: Credenti al Preference>

</ si cdr: Communi tySecurityPolicyPreference> -

<si cdr: SecurityPolicyTenpl at ePref erence
Name=" RSA- SHA1- EXC14N"' 35

| D="bb587f a0 b980- 11d6- b8e4- c40beac518e7"> <sicd r:
Cat egory>XM LSi gnat ure</si cdr: Category> <sicd r
Preference> 101 </sicdr: Preference> </sicdr
SecurityPol i cyTenpl at ePref erence> -

<si cdr: SecurityPolicyTenpl at ePr ef er ence
Name=" RSA- MDS- EXC14N"' 40

| D="bb5S7f a0 b980- 11d6- b8e5- c4Cheac518e7"> <sicdr:
Cat egor y>XM_Si gnat ur e</ si cdr: Category> <si cdr
Preference> 102</sicdr: Preference> </sicdr
SecurityPol i cyTenpl at ePr ef erence> -

<si cdr: SecurityPolicyTenpl ate Preference
Name=" RSA- SHA1- C14N' 45

| D="bb587f a0 b980- 11d6- b8e7- c40beac518e7" >



<sicdr: Category>XM.Si gnature</sicdr: Category> <sicd
r: Preference> 104</sicdr: Preference>
woe@ioeiisiSecur i t yPol i cyTenpl at ePref erence> - PCT/US2003/025894
<si cdr: SecurityPolicyTenpl at &6Pr ef er ence
Name=" RSA- MD5- C14N' 50
| D="bb587f a0 b980- 1SecutitySendetnfooXBEL' > <sicdr:
Cat egor y>XM_Si gnat ure</ si cdr: Category> <sicdr:
<7RhRUERAEOT, ol Anebdhgdirigef er ence> </ si cdr
<l=

ecuri tyPolicyTenpl at ePreference> -

RSA-

5 —eﬁﬁiﬁé&&g}g%%%%%kw gg:w&%gﬂ%;%kgr% B8 &/nRIMCEnang (Commercea One)
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- <1="bb587f a0 b980- 11d6- b8ea- c40beac518e7" > WO
semphOA 26 R WR20034 G260 R gl Cat egor y> XM

--4+Encrypfion </sicd r: Category> <sic ref erence>

- <SkedryBkhrE4rinBr ef erence> </ sicdr:

SEAREL LBl L ¥ I AT AR RIPEES 9E:8BREmas / contract/ helperinfo/vi_0/
Selchiity SErAiReEBRIdreNrbaRgY at ePr ef erence Name= " AES- 1
2811RS0s2448p: / /vdkilaw3.0rg/ 2000/ 09 /xmidsig#"

5058 £E AL R0 bablsl fahebredARe AL Difmeitian<si cdr :
Gatingercy = XEBiRGd iceh.e0Mmécdonefsiihegtas/soapekbelision / contrac
Ry sé Uy et_b0BséaiipmiontRicixasdence> </ sicdr:
S@ohs:ixkiyPatipe y/Meumt a2 Bref 20 ENOMMLSchema-instance”

s6i: schenBocationyPpubligidergyh abefnefezoaecechemas/ contract/helpe
Ninfe# Vv DEG/ S&durityS€hdetReceiverInfo.xsd

|EXp A ERTH a®dreY 6Grin VS ehsehrenabennteaatdplperinfo\yd, 0\Securit
FSenglerRecéivernfoydsdi'on </ si cdr: Cat egory> <sicdr:

- RCofrengrity®ecurigZespatesPrebeeheeence> </ sicdr:
SesGeduripPgporiyTeepidatesr ef erence> </ sicdr:
CormiNtSiSeturdAigofidhpremesre NemesiDEA-SHAL1YEL4AN"

2004/ 0R#3hB58TH0-B28031 UiG-$849-&Wbeac518e7" >

Sec ur i<CaBmguder XMLSigiMtureiGateapsysi on="1. 0"
encodi<sgd ! XIMBBIPolizy Bolayid=c'®P-KMLSighatuspDSAASHAL-
(http:/ oaN"%m spy. com) by Syrnon Chang (Comrerce One)
Sanple XML file generated by XM. Spy v4.4 U

(htt p: / / wagicsiRigmpureBalcyhorithase bip: { (e ev3.ore/

xmi ns="puBPPe7 @9 Lemldsigfis/ debrlanstHeRlisy ARt IEMRT / hel pe
rinfo/vl _OQ  SecuritySenderReceiverlnfo.xsd' _

XM ns: ds;;ei‘l]cf" ! %‘W Agerigigr U@d’/"ﬂ@?%ﬁ&é’@%s'g”atu

Xm ns: sanl™= i S: s:tc:. 1. 0:assertion" 15
xni ns: sregd gfqr&ﬁ'apﬁg%éﬁﬂﬁq‘f@%@!%@ﬂ'}nﬁs/ soapext en
sion/contrac, t/security/ W, 0l r sd"
Xm Ns: XSi E%’ggﬁ?gg?ﬁ%ﬂég’g?té? %E%M‘gg%g%’éioﬁé% -z':-\%ce"
Xsi: sche o e

Locati on= pggf‘%%/ Sé%dmc?:%onqlfearl'éaet(l)onnév!eg&%de>nas/ contract/

hel pe  ri pERlVha(rSiecihithY/SHNEEH ReicrbSGEcBh w20

C:\platfopayge séémi'g\mcﬁ)bﬁqﬁ heHerkasstobmlpeicinf o\ v
1 0\ Securﬁ-;ﬂa);sﬁb%@e,derl ecei ver nPg. xsd" > A

<Commuykicy Seusidrsiiepl at esPref erence>
</XMLSignatureAlgorithmTemplate>
- <XMLSignatureAlgorithmTemplate Name="DSA-SHA1-EXC14N"
1D="bb587fa0-b980-11d6-b8e6-c40beac518e7">
<Category>XMLSignature</Category>
- <sicd:XMLDsigPolicy Policyld="P-XMLSignhatureDSA-SHA1-
EXC14N">

<sicd:SignaturePolicyAlgorithm>http:/ /www.w3.org/
2000/09/xmldsig# </sicd:SignaturePolicyAlgorithm>

<sicd:SignatureAlgorithm>SHA1withDSA </sicd:Signatu
reAlgorithm>
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<SecurityAi gorithmlenpl at es>
<XM_Si gnat ur eAl gori t hmlenpl at e Nanme="DSA- SHA1- C14N' 25

woO Dotole8%f a0- b980-1 | d6- b8e9-c40beac518e7" > PCT/US2003/025894

<Cat egor y>XM.Si gnat ur e</ Cat egor y> -

<si cd: XM_Dsi gPol i cy Policyl d="P- XM.Si %nat ur eDSA- SHAI -
Cl4N' ><3@d:HashFunction>SHAL</sicd:HashFunction>

<si cd: Si gnat urePol i cyAl gori thnehttp //vwvw w3. 0

2000/ 09/ m@&w;@nwmngﬁw?mw %E&

<si cd: Si @349/ ¥mlg@fq Fﬁﬁ%‘g%w ERTEUS ?té

Lgﬁlwgg ISIt hm>’_‘§5 < | cd £ Pmsgﬂcélc?-gsoft com/ws/20

<si cd: Ca 1} gefﬂ'tfrfe' ?H%gﬁﬂaturﬁTrans%mo?/&cﬁiR

/ 2000/ - ohc

2009 %ﬁg' caS @éﬁ onl\/tet hod> 40

<SI

Tr ans dPP ur.F gagg#s; Cd
s gﬁ?{w&ﬁﬁ i Taliress %%Hé‘ax‘ﬂifﬁw%xcmr\r

| D="bb58¥MN 5> h980- 11d6- b8e6 c40bea0518e7 >
<Cat egor y>XM.Sl anat Ly ilgﬁ www.w3.0rg/
;8' &Cﬁ (ﬁgo@ﬁ Mld@%%f l@ﬂ %oﬂ&%éﬁr& (A sHAL-

<si cd: Si %@é&é@ﬁgwrw@b@mﬁJMﬁBWiirm:zﬁAw%dV-@igﬁé@"r
2000/ 09/ X HicBfhs/ si cd:  Si gnat ur ePol i cyAl gorithne 55

<si cd: SighaHESEAReGsH IMDB St HEEISAS G d: Si gnat u

reAl gorithnr WD 2004/ 027618 PCT/ US2003/ 025894 57

<si cd : HashkuasdrienzSithMethed attp: Haphrwrw3congy TR

<si cd: Carymoouydr-xhlecivhi-hod>ht t p: / / www. w3. or g/ 20 01/

10/ xm - exz2000 YOR6< /sicddCarGaraltatiahMettodonMet hod> 5

<si cd: Transfornphttp-.//msdn. m crosoft. com ws/ 20

02/ 01/ Secsmiéd: ymturm@ﬁtgddmcbﬂmﬂ@ssfm@/w/ 20

Tr ansf or B2 A0 kiSaturityfRoutingSignatyysTransform</sicd:

</ XM_Si gn'&ﬁmfem?gorl t hnTenpl ate > -

<XML.SK BMERBIgBeliYAniTenpl at e Nane="RSA- MD5- C14N"

| D:%wgsfgaaﬁwg@goumtelﬁsé@ﬁmomac518e7 > )

<Cat<edtiSjenauursipesitinéemndateljengs"BSA-MD5-EXC14N

<si cdINMIDs53TTa0-b 98PN 1dS bge5eaesicBA8e Y 2 RSA- MDS-

15 Cl4RNategory>XMLSignature</Category>

<si cdxSicgndiWisidPolicy Holl aybst=i "PhiMESIghatuseRS AdMBEy/
EXC14N">

<sicd:SignaturePolicyAlgorithm>http:/ /www.w3.org/
2000/09/xmldsig# </sicd:SignaturePolicyAlgorithm>

<sicd:SignatureAlgorithm>MD5withRSA</sicd:Signatur
eAlgorithm>
<sicd:HashFunction>MD5 </sicd:HashFunction>

<sicd:CanonicalizationMethod >http:/ /www.w3.org/ 20
01/10/xml-exc-c14n# </sicd:CanonicalizationMethod >

<sicd:Transform>http:/ /msdn.microsoft.com/ws/20
02/01/Security#RoutingSignatureTransform</sicd:
Transform>

</sicd:XMLDsigPolicy>

</XMLSignatureAlgorithmTemplate>
- <XMLSignatureAlgorithmTemplate Name="RSA-SHA1-C14N"
ID="bb587fa0-b980-11d6-b8e7-c40beac518e7">
<Category>XMLSignature</Category>
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2000/ 09/ xm dsi g#</ si cd: Si gnatu rePol i cyAl gorithm 20
<si cd: Si gnat ur eAl gori t hnrVD5wW t hRSA</ si cd: Si gnat ur

we@2gogoricthm> <si cd: Hash Functi on>MD5</ si cd:  PCT/US2003/025894

HashFuncti on>

<si cd: Canoni cal i zat i onMet hod>htt 1w W3, ong\/ TR 25
/ 20G0% R XMLDsigRelicyFot oigs 2P ¥ MkSignatureRSA-S

Canoni c@14Nat i onMet hod>

<si cd: Transfornmphttp msdn m crosoft com

02/ 01/ Se iR SioRBIePigeRigor tﬁ%‘é’ %r&/ 30
Tr ansf or 909, did‘"%%éfﬁg %‘99““"6 mﬁk orith

</ XMLSi gnat Al gor.i hmT

20 ynatyy i e e L S OTC e o

| D="bb5 35

<Cat eg o<r8S ’E %% I'gn a%%n(rj}gsﬁé‘ggk%éoﬁ%%ﬁ étfoh>>

<si cd: théﬁeoeegﬁarﬁyah?gé,arwtﬁodmeﬁmw WRERYTIOS-
EXCL4N' > /2000/CR— ml-c34n-

<si cd: Si g /grcw&agu%ictambhmr{oew w3.org/ 40
2000/ 09/ xm dSI g#</sicd: SignaturePolicyAl gorithnp

<si cd: Si geatdireNsaem-htpPhwdniRideseftocb by wsdR0r

eAl gor i t howy o/ SuturitasRoutingSigatWESFrasis€okm </sicd:
HashFunctrransforrds

<si cdxGachRMeBkigratayonMet hod>htt p: / / www. w3. or g/ 20 01/
10/ xykmesgnettasgstiincémpldtanon i cal i zati on Met hod>
<S L kMg OfeARft it Témpldte Naae o SRSA-SHALYEXCIGIND

027 01/15echi 58 ¥7A0ob9 8003 dBbBE4 CHObRaEE L8675t Cd:

Tr anskoatyor/sxMOdsigvatsrghahtapry >

</ XML SkgastMmmsAirency PARYRIF PaXMESignatureRSA-SHAL-
<XM_Si ggrcua®Ab-gori t hnifenpl at e Nanme=" RSA- SHAL- C14N' 55
| D="bb587f a0 b980- 11d6- b8e7- c40beac518e7" >

<Cat egor y23bd:S%irghatbeleyAlGatidoor httpViD WV 86d.8

PCT/ uszoommm,tkm&mg#<§|¢;usagna@s’e@$ﬁov4\lg9rithm>

Pol i cyl d="P- XMLSi gnat ur eRSA- SHA1- Cl14N'>

<si cd: Si grsitdiSigratireplargimt AHARMMIRIAMEIAESEREY 5
2000/ 09/ xlfﬂ%ﬂﬂr #apsi cd: Si gnat ur ePol i cyAl gorit hnme

<si cd: SF@ﬁ@t"@FEW@BP”?ﬂHﬂgFVS&W f“ﬁ?ffA‘EFté‘i"%ﬂ Si gnat u
reAl gori tggﬁ@h%ﬂﬁ@fggh Feutgc(t:bhttp i/ /www.w3.org/20
>SHAL</ si

<si cd: CanBh{ L0/ xmlexgrihdnh St (Feniglizaks "EiegierR

conon co 3 G a2

utingSignatureTransform</sicd:
Transform>

< /sicd:XMLDsigPolicy>

</XMLSignatureAlgorithmTemplate>

- <XMLEncryptionAlgorithmTemplate Name="3DES-RSA-2048"

ID="bb587fa0-b980-11d6-b8ea-c40beac518e7">
<Category>XMLEncryption</Category>

- <sicd:XMLEncryptionPolicy Policyld="P-XMLEncrypt3DES-RSA-

2048">

<sicd:EncryptionPolicyAlgorithm>http:/ /www.w3.org/
2001/04/xmlenc# </sicd:EncryptionPolicyAlgorithm>

<sicd:EncryptionMethod >http: / /www.w3.0rg/2001/0
4 /xmlenc#3des-cbc</sicd:EncryptionMethod>
<sicd:KeySize>2048</sicd:KeySize>

<sicd:KeyEncryptionMethod>http://www.w3.0rg/ 200
1/04/xmlenc#rsa-1_5</sicd:KeyEncryptionMethod>
</sicd:XMLEncryptionPolicy>
</XMLEncryptionAlgorithmTemplate>
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15 <sicd: Transfornpehtt p:// nmsdn. m crosoft. com ws/ 20
02/ 01 / Security#Rout! ngSi gnatureTransform </sicd :

wae@asteis> </ sicd: XMLDsi gPol i cy> PCT/US2003/025894

</ XMLSi gnat ur eAl gori t hnifenpl &9e> 20 -

<XM_Si gnat ur ng&go“ t hnifem pl at e Name="RSA- SHAL- EXC14N
| D=<BMBEETGrptisgagerithadeppiate Manmsa AFE3178-RSA-2048

<Cat etfor |bbBA7En0rhA80-d 21460 beac518e7">

<si ca<SaEgeiygMMLENCrPBiPD 7/ ERI=gATYRL Si gnat ur eRSA- SHAI -
EXCHaAfpisd : XBILEncryptionPolicy PohcyId-"P XMLEncryptAES-128-

<si cd: SR@A-alQﬂf&é'Pol i cyAl gorithnehtt p: //vwvw \/\/3 org/
2000/ 09/ xm dsi g#</ si cd Si gnat urePoI | c

Zsicd : e %1@? {3087 g na
SBI reAl go"'raﬁiija c#<¢%l§ Eﬁﬁryﬁtf?”%’gﬁﬂ‘i% o an? )

Hash Fu nctl o

<si cd: Ca //w %200/1{8 01/

10/ xm - od>
<si cd: Tra
02/ 01/ Seé yﬂﬁo y 'Z gna O?‘gg eg&ri?gy%{z%%

Transf or np, <f.8 >$\f€p : /7% ww.w3.0rg/200
</ XMLSi
0 Eogy kdif Q%%@%EW /SR EnerRYetod> ) g

%ﬁ&ﬁrﬁ-r@,% arc40Obeac518e7"> <
A 'nff'ém |£@t1\%\99éé/'%Es-RSA-1oz4"

- Aed by
Pol i ci Yy e%s%ﬁg
. EAGhXRE L.H?E 98F %g

%hg&sm Cncr plon dc'{yc orltﬁ
<si cd: ypti onMet hod>http I 1 v V\B or g/ 2001/0

4/ xnl enc# ERRGStSHF ey AlERh I HEep: /YR iRdw3. a1y /cd

KeySi ze> £ aH1IencHYSicd EnchtieAPolicyAl ithm>
KeyEncrypti onll\?bt/hodfﬁtct p/ C?%hor go I% gon

1/04/ xm eagéd:sacriphorgethod > KRpENORYIR. tamr%tdmdex
</ si cd: XNdrapsesprityyxmnsleneydes </sicd:EncryptionMethod >
</ XMLEnegiypKepisé 90024 hraleinpéydiss> WO 2004/ 027618
PCT/ US2003/ 025894 59 -
<XMLENcr ypsicdxm A Eyany ptivmiFestind dxt ket plaifevwivalS.org / 200
28- RSA- 201,804 /xmlenc#rsa-1_5</sicd:KeyEncryptionMethod >
| D=" bk?8ad: 0L 68GPptldRelip8eb- c40beac518e7" >
<Catgyorgnctivplithidggthimdamplaaregor y> -
<s« GEcXMyBinriphiremplatescy
Rok CeyhimitiPSedurityraligyRréfeBerk28- 5 RSA- 2048"> <si cd:
Encrymghiocdsatéitaaticgofalsduysig iMessiyareadBr>or g/
<EncryptCredential>false</EncryptCredential>
<CredentialPreference>BASIC</CredentialPreference>
</CommunitySecurityPolicyPreference>
- <SecurityPolicyTemplatePreference Name="RSA-SHA1-EXC14N"
ID="bb587fa0-b980-11d6-b8e4~-c40beac518e7">
<Category>XMLSignature</Category>
<Preference>101</Preference>
</SecurityPolicyTemplatePreference>
- <SecurityPolicyTemplatePreference Name="RSA-MD5-EXC14N"
ID="bb587fa0-b980-11d6-b8e5-c40beac518e7">
<Category>XMLSignature</Category>
<Preference>102</Preference>
</SecurityPolicyTemplatePreference>
- <SecurityPolicyTemplatePreference Name="DSA-SHA1-EXC14N"
ID="bb587fa0-b980-11d6-b8e6~-c40beac518e7">
<Category>XMLSignature</Category>
<Preference>103</Preference>
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2001/ 04/ xm enc#</ si cd: Encryption PolicyAl gorithnm 10
<si cd: Encrypti onMet hod>htt p: // www. w3. or g/ 2001/ 0

wd ooalogTsestaes128- cbe</ si cd: Encrypti onMet hod> PEBUSIIN3G/025894

KeySi ze>2048</ si cd: KeySi ze>60sicd : Sym netryKeySi ze>
128 </sicd : Sym netryKeyS i ze> 15
<s$/E¢CyEty Bpltayy P GraviseiesrRNSA®t p: / / www. w3. or g/ 200
ﬂ{ﬁﬁmnﬂ@@mﬂ@mmats%éer@ape Na@oERSATH A yod>
</ silp&" KWEBR a0, bOBOrI 6-bPe7-c40beac518e7" >
</ XMOEfegoyyr XKMhAIgwmtHureritangaoaye> -
<XM<Enefergnck o hdf gdrretehentem pl at e Nanme=" DES- RSA- 1024"
20</Sect tityBeIkfyaOmMbB8ERrefEdB B 8ec- c40beac518e7" >
<Gt ag oyt TeEpdaty pteferancd iamegR§A-MD5-C14N"
<si di>=XbhE8ZfaQ>bP80OFL1dGp8e8-c40beac518e7">
Pol i<SakepshP> XNLEignatprOESaRIRry2024" > 25
<si cPréfecanypt LOBRGIreiEyddagori t hnht t p: / / www. W3. or g/
20¢/HeadrityirblgnyTémpmiteRtteferdfmerypt i onPol i cyAl gorit hne
<st SeturiBrotipyTeirqidePletetehte Parms wiiDSASHRL -GN, C
o SIEcU!bbbEB740-b0SHEEEdE-hiSe9-c4GnexofliSiedh> Vet hod> 30
<si cCatedleySXKME Sidiitdré siGatlegorikey Si ze>
<si cPréfeydneeryp6kpnbar-drad>ht t p: / / www. W3. or g/ 200
1/ 9exntlignolidysamplabetrsiceshce>Key Encr ypt i onMet hod>
</ 8s&dridMoBETeyHl dtePleed reaye>NaBb="3DES-RSA-2048"
</ XMpE"ebEBYf40+A080- 1 1 M6FbBE-e40eac518e7" >
</ Sequtédorp- BMLERBAJtIaN Gloassgory >
<Corapyeietances o7kyRefdreydsef er ence>
<S gibssrertjeasgtémbaesiceib-gnMessageHeader >
<EaSE AP fHR e RdtebrfsenéENEmY Rt AESAE-R8I=2d48"
<Cr e@enbh8B7FS)-p080C LT FE - Pebst4bISciBigel7Ps ef er ence>
</ Conagedd dry SRMLEhEWRIdEy/Credpirgnce> -
<Se%ﬂréﬁe¥£&€b§b§%?ﬂeﬂir@x%e$f erence
Na@%e B@ %g%%%éﬁfeference>
! Dss@éa# B sthPAfeRRGA NS AHRLEBES IRSA- 1024

BXS§§ EP oY{ £a6lnsdcEIbeackise7 >
<Pr Silﬁrg FR e & @ tegory >
</ Se&#é h oy LepRkaLeloef €rence> -

F ¥eldsuhpRLmtREL RSl ence Name=

li T(?”H%tgsprgfegemf%eac518e7 >
rgga.t‘%rd%ﬁ g@tbggﬁg,g E}Q ,,FPr ef erence>

r
8Ienc uriI'typPo |cy at ePref erence>
- <Sec?u n rle?‘i%lc"f]@ergpl i ePref erence

Nanme=" DSA;

| D=" bb5 ) ggg’]"%g@te@@éy@ PAbRgnaLy s/ AY-SignatureAl

<Cat ? gp </ Cat egory> 55 <Preference>

103<ze§ &\ﬂzggay 027618 PCT/ US2003/ 025894 60

</ Secir| ty I cy?errpl at'ePreference>
<XMLEncryptionAlgCategory>XMLEncryption</XMLEncryptio
nAlgCategory>
</PartEncryptionAlgCategory>
</SAMsgPart>

- <SAMsgPart PartName="Image" isOptional="false">
~ <PartEncryptionAlgCategory>

<XMLEncryptionAlgCategory>XMLEncryption</XMLEncryptio
nAlgCategory>
</PartEncryptionAlgCategory>
</SAMsgPart>
</SAMsgSecurityPolicy>

- <PublicKeys>
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WO Deoilof8% f aO- b980- 11d6- b8e7- c40beac518e7" >

- <SecurityPolicyTenpl at ePreference
Nanme=" RSA- SHAL1- C14N'

<Cat egor y>XM_Si gnhat ur e</ Categdry> 5

<Pr ef erence>104</ Pr ef er ence>

</ PaEYIPGIX-cy Tenpl at ePref erence> -

<Se (@ENFicpmyMerGepremeEligharation PR o Earips/ st 4herty
| D="1BB587f a0 b980- 11d6- b8e8- c40beac518e7" >

=CalEBRy Eaanksy hratay @erer QrgEA 10 <Pref erence>
105 R Pd dfubl gfrydR> Buy eEypliskeysgpicd \Preligiede®r ef er ence>
- <Sét9dr¥5t‘33?@@Fﬁ%yTerrpl ate Preference

Nane=" DSA- SHAl- C14

| D=" bb58?‘f¢‘é®<589§@'t‘i' ﬁé>b§9§=WBE§§¥595UZJQ°FU

<Cat /ego Qfgn prvé; %#'C‘é&

106</ Pr Eé@ e

I<(I:;:at te)go{j ‘ggﬁ %?1 %IZPEII::O)%V
FWE1G

107</ Prfgg ﬂh l&fz% e>
WIFE\EWkNCWpYTJBJREl

Name- F]VENVT]FJRlZSZEddeJGRW

| D=" bb5ﬁ illll u@%hﬁ?ﬁﬁéﬁSVbWMRlRBVEJ

<Cat egoh¥rz&d 8 ORENOdMITX ﬂWﬁBQSﬁSU%&dﬁP ﬁ
108</ Prqfrevm@s-runwmidd WUpiLHI Jat-lzﬂ‘ @nce>
- <SeCUCUUYERL k@O IR 0BYIRIGUSHERD TQkxjcFp2QnVDQ2I
Nane=" DEfHRSRGFREZFZEMGNLRXIuQ3M2azg5UEhSUGISMFdYOH
| D=" bb58BLaByzABaMKYaDMaTUSVNEREAQVNIEHZRY mdHellRV
<Cat egOFNRMZCIWINNH VDN DZESGaDkIOT B2 YOk eMaiZV QkBx
109</ Pr dkiezejiLTa/ISTGhSeUhOMEHFRNmMUyS2dpV 6ZRSUeDRUIRC &>
</ CommuhTZz&5acwYizl g2@4 i Wit bdIFZQleV 2eiNAMUFNTUIBQUd
<SANMs g SqTOR BM2DIYIGsiBM VBARY ERE0 1 CREIIREE I AW emRFV

i sOpt i oNBEV 2Kz YdOdmIXM W paWE p BNieRd \ p ENWRIMIBIRBY >
<XM_Si gARFZSMFEBGOMFEQW ¢ ¥Z0/L BMEJBUATRHYOMERBRAIGUC A
gCat egoVYBQIRIQKFRQOUy NEM&PW@)&Z M nBgb¥EzZnFtUjIic -

<Part En§ﬁ bf:zﬁm NmMRESXBiYkZ20UxocnorYkc
<X|\/LEncE ‘ gk;‘t% \é @%ﬁ VBW&E‘?‘W io
Z}NS%\I\/B g ?IgRM EQ@N\% I?NTIKMDhP

%?
i sOpt i o R ﬁ%éxJQ
<XI\/LEnc t—" EQEE
50 nAl g XP DR3ej d
ac314N3RLamJHaTgchJrQ3h|YI21dEIoYmkzZ
DRnaW:I.Ockc1RXJOdUUmevaWQGUkJLU2VRTXd2ch
GUIIIN2YreWtKVGESZVRLaWF4R2hOcDR4dnc5LSO0tLS1F
TkQgQOVSVEIGSUNBVEULLSOtLQ==</sicd:X509Certificate
>
</sicd:X509Data>
</sicd:EncryptionKeyInfo>
<sicd:KeyTypeUsage>SIGNATURE </sicd:KeyTypeUsage>
<sicd:KeyTypeUsage>AUTHENTICATION</sicd:KeyTypelUsage>
<sicd:KeyAlgorithm>RSA</sicd:KeyAlgorithm>
<sicd: Description>String</sicd:Description>
<sicd:Location>String</sicd:Location>
</Publickeys>

- <ConnectorCapability ConnectorName="x-

ccns:cup.commerceone.com:connector::buy” >

<EncryptionCapability>false </EncryptionCapability >

<SignatureCapability>true</SignatureCapability >
</ConnectorCapability>

PCT/US2003/025894
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</ Part Encrypti onAl gCat egory> </ SAMsg Pa rt> </ SAMsg
Secu rityPol icy> - <PublicKeys> WD 2004/027618

weEIMOSB03/ 025894 61 <sicd: Partyl D>x PCT/US2003/025894
ccns: commer ceone. com Col | aboré@ i onParty: : buyParty</sic
d: Party 1D> - <sicd:EncryptionKeylnfo

__K@m\céqar-Camg;yA@@wr@ctorName "X~
<sFERS:PUBIGO F%lﬁr@?mtﬁﬂﬂ'tﬁ@gﬁlfsﬁr@ﬁrml *cKeyl D> -
<sTEREryeitisspabilivysitpge</EncryptionCapability >
X509EBr G apabEity FalsesySrugyareSarali stz QOFU
RSCENSSORADPY RICKRPRBZX N QXd J Qk FnSUVQTOZQSVRBT - 10
k] naSPECa M fERFREOIBREI alroratirmRRbRvNFRarty </Encryptio
RXd KA &YBEQTFVRUNOTULRM | OYI dWeVky VW
SRETPAAREER FMRXI SVWWFHbHp) RUSCSUds e
= KPPRHZP ERF W TROVLFRMEBI BEI x Y25ComW VnpJRzI 1
Yk &Hs DIOAPCEDSER BRI ETA A b JBIsSEOXVa 15
UCSANE labIeEr e<iFintia IRR X5 99NRX 0al BIRIedredaNORI9R] d OSUR
FEPRrAdRICEF Ry ROBMRETBF RFVEI UWTFNek Oz V2p
- G603 SEEHE/LE DI RRREVBRUNENETMARNCWYFYRT BJ REI
3 TURIS EMiMVEICE0B Ao e bioFa b BTy s HUSBRXEY " >
NGk $ $4OTEXARUNATROXN S MY tefateh b DY S B BESFRSEB\EON S 6
nT| ZCRPSIIREYRMREX Y tidiEs SduSmviptRUx NQW H
QTF\RUSfe TtV k3Zreterd RRWJpLbi pJaHZj Tk FRRUJ
CUCFEEL 1 KyRalic ReEpBieBerdsanepTQk Xj ¢Fp2QnVDQ|
FTRARGEKH ZENMENL 80 cefBieR o (5 biEL-SAES TR REA-2048">
BDUzRyeZadrivk X MLEMcNgidisk AQvdd aiZh YndHel | RV 25
FNi Rz sRk)Xeréfdpendebk J OTUp 2 YUk v MZVQ Bx
dkkzRicl tith V&l GaseldheivecirdiddwSz dnVGZk SUoOMUJ 0
bTZg Smmpiolicyfith s b edEdkd/dai =1 rbbFJ8 \RgA D 048" >
g TORBMEd SV RMY il %& J VkdWenRFV
nRZ\ébgg lkHad pB X wcsd | M B3Q@Bd 30
u0| | MORRRUJCU
%Fﬂﬁﬁﬁ% V\pm/n BsbXEzZnFt Uj JZ
/ rﬁ?é% lN\gnN ESXBi YkZ2OUxocnor Ykc
2c2hW pt MVp YVXphaH16N2QBZ2U3VOVKR2FZVj FHYi d
FTX] Mk ZkeXM2c1VI QkZNbHZUNk ZPRj NgOHdMY33uN2 35
FFN3pRVEMAa2U5L z VWNVBHT NI aZVWaUGNLNTI KMOhP
dWpz bXUvaENPVW COXZVM2MBVHV] MrhRaE96aExJQ
OVl @ VTRDFCd2hEMXNKd XZn\nVOanAz UGp2eUpCakl T
eDVXxY2UwS250Qmxpc DR3ej RNTWkpdEt Tdk FXSEI gR1Bv
bOVONO ac3l 4N3RLamJHaTgxcWr @Bhi Yl ZI dEl oYnkzZ 40
DRnaW Qckcl RXJOdUUx Nmmw RWO GUK J LU VRTXd2c Fd
GUI | | N2Yr eW KVGE5ZVRLaWFAR2hOc DRAANC5LSOE LS1F
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TkQgQOVSVEI GSUNBVEUL LSOt LQ== </sicd : X509Certificate

</ si cd: X509Dat a> 45 </sicd: Encryption Keyl nfo> <sicd:
wEeywIppsisage >SI G NATURE </ sicd: KeyTypeUsagePCHRESI3/025894

KeyTypeUsage>AUTH ENTI CATI ONgg/ si cd : KeyTypeUsage>

<sicd: KeyAl gorithnPRSA</sicd: KeyAl gorithnm> <sicd:

Descri pti on>Stri ngSeéarityReceiverinfa.Xdvt. 50 <sicd:

Location >String </sicd: Location> </PublicKeys>

<&890&%.%2"'E%p%hkéam%:'@%a@%or Name="x-
cns:. C ne.

C Up. cOnmer ceone. com connector:: buy">

SRR LSS P IR ol

- <S</ Eggabi [ity> WD 2004/ 027618
S=
Qna
G

! o
%&Eél ._cﬁ%%on@%e?céo%gagérﬂngmﬁ'réétt/%elperinfo/vi__O/
sd ecéiverinfo.xsd"

GUPHEITR L ARG S EY SB00 266 Pkmidsgier Buyl ">
R |ﬁsr:mfﬂ%@gié_:héﬁ«%&!tu.fmgé&%%%ém&@pab! lity>
sl G EAL gfediRid kb cd ARG choh 8R_h BhRGBaRb &itlension / contrac
TR 00 Po PSSP ICRn M Xsd"
&EISs: RHETRIE SONPW ORI eI /20w aiMiERbehya-ilstaRaet y</ Enc
KY¥iPddhemalftatlboh & KRRl o nfLémnierteohe: chenids Meohtiact/ helpe
irinfa/ vl <GeseturitysehderreddiverZafo.gydr of i [ e> 10
cAyplatpheCoed omaim) weddshenrd \wonitiadt\ R&lpedinfo \ el SO\ Securit
yaAendbrbdaivardand.xad’s>X509</ Avai | abl eCredent i al s>
- <CoandinitySRSetyTan piPasPejdeoda> e> -
<GEsandSevgarithsSenpiatéssPol i cy Aut henti cat eParty="x-
C CASMUSIEa0EeAR o cHM Tioh plateoarh & o T BA{SHA DIOIRN"t v >
15 _ sSewwbsszrEolbegd-andeabsed-a4obeacs18e7" >
Nane=<8RkE5oRSAMDSighaturesgCegavyy>XM LEncr ypti on
</ Cat egied y¥MLDsRIPefi6r Bilicglr=1P<XMLSighatuesDSA-SHA1-
</ Secur ciyNoti cyTenpl at ePr ef erence> -
<SecurityPol i cyTenpl at ePr ef erence
Nane=" AES<d@8 SRBA:R6AB cyAlg@0thaCalb kg of AveMe . ERerg/Ht | on
</ Cat egor3000/89%han kisigs< ZigdPpighatugeipdsyAlgorithm>
</ SecurityPol i cyTenpl at ePr ef er ence> _ .
<Securit y%Fdiégg%Pé@émﬁﬂﬁéwlm/smd=Slgnatu
" RC2- 128-RAlmopiBnB8>> <Cat egor y>XM LEncr ypt i on
<] Cat ogoTigHashFuasi e AL e/ e Speiies
</ SecurityPolicyTenpl| at ePr ef‘e ence>
</ CPSend:Ei'%q’E §%@%'Zgg:g’ﬂfé PLIAILPLY)/¥ppy-w3.0rg /TR
ritySend gﬁ 0>2 </siC :Cano%iz:gflls o tLlJl%%QOB/ 025894 63

zationMe

<sicd: Transform>http://msdn.microsoft.com/ws/20
02/01 /Security#RoutingSignatureTransform</sicd:
Transform>
</sicd: XMLDsigPolicy>
</XMLSignatureAlgorithmTemplate>
- <XMLSignatureAlgorithmTemplate Name="DSA~-SHA1-EXC14N"
ID="bb587fa0-b980~11d6-b8e6-c40beac518e7">
<Category>XMLSignature</Category>
- <sicd:XMLDsigPolicy Policyld="P-XMLSighatureDSA-SHA1-
EXC14N">

<sicd: SignaturePolicyAlgorithm>http:/ /www.w3.0org/
2000/09/xmldsig# </sicd:SignaturePolicyAlgorithm>

<sicd:SignatureAlgorithm>SHA1withDSA</sicd:Signatu
reAlgorithm>
<sicd:HashFunction>SHA1 </sicd:HashFunction>
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SecurityReceiverlnfo. XM. <?xm version="1.0"
encodi ng="UTF-8" ?> 5 edited with XM. Spy v4.4 U

W@ baotfo276A8WW. XM spy. con) by Syrnon Chang ( ConmeCT/ESI0N®)25894

--> _ <SecurityReceiverinfo 64
xm ns=" publ i ci d: com commer ceone: schemas/ contract/ hel pe

rinfol/vl Secu ri tySender Recei ver | nf o. xsd 10

Xni ns: ds-"ﬁ‘gl gaPPQWz\‘R‘BOBM ébb?t@@/& (%91 ns:
sam ="ur nOb4% Q"ﬁ'ér?é@ ¢4 %anoé‘é@ tf°(5‘ tho

Xm ns:sic cean xt en
ilnoﬂlscggfgé %ﬁ i?;g;ﬁ}c{ryg he% ance
15 Tra

Xsi:gs sreds MLDSIQPON@*E Lk.com comrer ceone: schemas/ ¢
ontr Rbrda rﬂz (@ S?q%n{ L pSATMBERR SN e !

nf o. Xxsd_,

C\ pl atd bb 87fa %ﬁo\t%‘é% Obe crsalcste\7hel perinfo\v
1_0\Se el - -
<Com‘m<%%ﬁﬁ cur e I#re ﬁceté"e§8A MD5

<Secur i gorl t h mTem pl at es> -

<X'VLS' gnaLur e, ook LB ?1§t?m%3 /gign%'d@é org#N
T e e
<Cat egory>XM LSI gnat ur e Cate or

<si cd: XM_Dsit@ %ﬁaﬁurewdn@%dn&kmvhﬁsma&;ua SpedHAL-
25 C14N' >eXlgb6tthni>

Si gnat uksiPolHae Al r@eibh & MDEY ARd {HashWiuvéioasg/

2000/ 09/ xm dsi g#</ si cd: Si gnaturePolicyAl gorithne 30
<si cd: Si grsittiixGaAbgiaslizabiorBetAbds httpSAWewW.ovRiogg ATR
reAl gori t fROO0BACRekmI-EBdhfunct i on>SHAL</ si cd:
HashFunct 280061026 </sicd: CancnicalizationMethod >

<si cd: Canoni cal i zati onMet hod>htt p: //ww. w3. org/ TR 35
/ 2000/ CR- x8ird dransfeovohidp 6</msdm micpgsafhcenl/iwst3bn
Met hod> 02/01/Security#RoutingSignatureTransform</sicd:

<si cd: Tr ah$nefiopPht t p: / / msdn. mi crosof t. conf ws/ 20

02/ 01K E‘E‘JPWL)P#IQSB{"FV i gnat ureTransforn</sicd: 40

Tr AP AR ORIy -

</ XI\?Q@Y’ %QIPM'%WWWWHS? é‘?@ﬁ‘"RSA'Mlﬁ -EXC14N"
<XM_Sil ﬁéiblaﬁélzf PPBANLH6h8eScc@hracS3ISR7SHAL- EXCLAN'
| D=" bis5B¥e%e0y LMY SianUBBe-Atadhéac518e7" > 45

<Cat 2gaitog SRy Rptiay Aepkcyld Th-¥hH,SjgnatureRSA-MD5-

<si cd: XEXGIddPa1 i cy Pol i cyl d="P- XM_Si gnat ur eDSA- SHA1-
EXC14N' >

<sicd:Sig é‘F‘EJJTSé@ﬂtP" Sl\ll"'g OF’E'WBHNHP { /v wederg/ 50
2000/ 09/ x?rPQQ( Q2LrmidsioF s/ aﬁ%mr@wm'w@erlmrﬂﬁp

<sicd: Si eAl gor S nat u
reAl gori tE %ﬁ'&ﬁg A'% 'ﬁ“@%%ﬁ%@é&? g T
HashFungglEg l%zshFunctxon>MD5</sncd :HashFunction>

<sicd:CanonicalizationMethod >http:/ /www.w3.0rg/ 20
01/10/xml~-exc-c14n# </sicd:CanonicalizationMethod>

<sicd:Transform>http://msdn.microsoft.com/ws/20
02/01/Security#RoutingSignatureTransform</sicd:
Transform>
</sicd: XMLDsigPolicy>
</XMLSignatureAlgorithmTemplate>
- <XMLSignatureAlgorithmTemplate Name="RSA-SHA1-C14N"
ID="bb587fa0-b980-11d6-b8e7~c40beac518e7">
<Category>XMLSignature</Category>
= <sicd:XMLDsigPolicy Policyld="P-XMLSignatureRSA-SHA1-
C14N">
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WD 2004/ 027618 PCT/ US2003/ 025894 64 <si cd:
Canoni cal i zat i onMet hod>ht t p: / / www. w3. or g/ 20

WO 200302736m8 - exc- cl 4n#</ si cd: Canoni cal i zat i onMePEDUS2005025894

<si cd: Transfornphtt p:// nmedn. nggr osof t. conf ws/ 20
02/ 01/ Secur i ty#Routi ngSi gnat ur eTr ansf or nx/ si cd:
Transforne </sicd : XM_Dsi PoI [ CK

</ XMLSi gnafigd S H‘”'efﬂ'l'ﬁ?’é raxhttpy/ /www.w3.org/
<XMLSi gnatBPesp é‘%%ﬂ%@)&“%@“@ﬂw

I<EI):at 283?37/1;8-%%’5 80 11?&3}‘%28659%9@\?&%1§R</smd Signatu

éildfﬁrd X r&¥xo€9ghi\3il<951cg Hé%@ngﬂgﬁyr eRSA- MDS-

i cd: S
;?)IOE)/ 09|/ 2;—3’ B”C%R%lcgl E %tlri?g?ﬁlﬁ{etgp{l cyAl'gori ﬁ] R

<si cd: S gﬁ@buis Q%ﬁddt VRS RFAS ST i gnat ur
20 eAl gorithne <sicd: Hash Function>MD5</si cd:
HashFunct keiaa: Transform>http://msdn.microsoft.com/ws/20

<si cd: Canonyog) séairity#rdutiugsighptureTansforiaxgsidd

/ 2000/ CR- xrahsfokdx 25 20001026</ si cd:

Canoni<gsikd 2aMliDsgvblidyed >

<si cerXMisngsfaoureriyotithmTersplaten cr osof t. com ws/ 20
02/-0dxX1BegighattyiRprtthmTgSip e Na re R REAFSHALLEXCIMN"

Tr ansfip=TBb887fC-bod0X M db-bBeal-t4yeacs518e7" >

</ XML Si@hegarny eXMUSIdrdtafeqitaasgory >
<XI\/L.SI<@rbaitXMEIZ§|@7Zu1|Ic§/ ol 'at-xmlesms;aﬂaSéRsmsExm4 N'

| D="bb5&KaanN»380- 11d6- bSe5- c40beac518e7" >

<Cat egor y>XM LSi gnat ur e</ Cat egory> 35 -

<si cd: XM_BsicgRugnatyrePolidy@ydodittirR>KilpSy gwatwiveRBig NDS-
EXC 14 N'2000/09/xmldsig#</sicd: S!gnaturePohcyAlgonthm>

<si cd: Si gnat ur ePol i cyAl gorithnehttp: // ww. W3. or g

2000/ 09/ xﬁﬁ@éﬁg@@tgweédﬂor@rgh&mieméhk%ﬁw Stgnﬁtu 40
<si cd: Si grRfferrERMgor i t hneMD5wi t hRSA</ si cd:  Si gnat ur
eAl gor i Chifg: "@h@ﬁ“cmpﬁ§ﬁﬁﬂﬂét/ﬁ‘6%ﬁ?§ﬁ@”§'€@>

HashFuncti on>

<si cd: Canéﬁ'lceaqainf criskiepMedodrh P/‘/w %@%

01/ 10/ xm 984294 ﬂﬁs$w4&ﬁ&¢ ACRUEFTSR

<sicd: Tr ansf htt

02/ 01/ Secj 'i"Eg jgégfé@' 8% gfg%'\f‘s W #0

Tr ansf or mfrans

</ XM.$I /gllggt)w ‘?}é‘g@’%ﬁé} mTean at e>

</XMLSignatureAlgorithmTemplate>
~ <XMLEncryptionAlgorithmTemplate Name="3DES~-RSA-2048"

ID="bb587fa0-b980-11d6-b8ea-c40beac518e7">
<Category>XMLEncryption</Category>

- <sicd:XMLEncryptionPolicy Policyld="P-XMLEncrypt3DES~-RSA-
2048">

<sicd:EncryptionPolicyAlgorithm>http:/ /www.w3.0org/
2001/04/xmlenc# </sicd:EncryptionPolicyAlgorithm>

<sicd:EncryptionMethod > http://www.w3.0rg/2001/0
4/xmlenc#3des-chc</sicd:EncryptionMethod >
<sicd:KeySize>2048</sicd:KeySize>

<sicd:KeyEncryptionMethod>http:/ /www.w3.0rg/200
1/04/xmlenc#rsa-1_5</sicd:KeyEncryptionMethod >
</sicd: XMLEncryptionPolicy>
</XMLEncryptionAlgorithmTemplate>
- <XMLEncryptionAlgorithmTemplate Name="AES-128-RSA-2048"
ID="bb587fa0-b980-11d6-b8eb~c40beac518e7">
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wogaogwers >XM.Si gnat ur e</ Cat egory> -

<XM_Si gnat ur eAl gori t hnifem pl at e Nanme=" RSA- SHA1- C14N"
| D="bb587f a0- b980- 11d6- b8e7- c40beac518e7"> 55

<si cd: XM_Dsi gPol i cy Pol i cyl d=6&- XMLSi ghat ur eRSA- SHAL-
C14N'> WD 2004/ 027618 PCT/ US2003/ 025894 65

<si cd:<Gagaarr XMLEneRyRtian/Caragenty: / / ww. wa. or g/
2000t 6F/RpXMingmationtelicy Sio ade & R L BNy gEAES 1R85
<si cd: SIRGMROABAr gor i t hm>SHALWI t hRSA</ si cd: Si gnat u

reAl gorithme <sicd: HashFuncti on>SHA1</ si cd:
HashEunct E8ige:EncryptionPolicyAlgorithm>http:/ /www.w3.0rg/

<si cd: Canaﬂp%épféﬂpfmf/ﬁﬂiwtpﬁmymoﬁ‘FW?R 10
Canon ca aggm %f e FoR e
02/ 01/ Seg ﬁ:@% ‘i ga@s R 1
3%‘2235&%5 o i
r w, 8 ,
g %?@ e
te

Eﬁ Y b BT ry> <SI cd XNLDSI gPol i cy
e i

{f bsy’ 'b org/ 25

‘% tﬁl: i ol Cy gorit hnp

EC%I'}Q@L <nSI cpggkké\ls 2 Et'ﬂdg‘%&'

n>

HashFuncti on>

<si cd: CanQQk&aénk hbm\/ﬁ gQPﬂ%ﬁ% VWMWY QD
01/10/ xm 264¢764 »&dﬁc %ﬁpal A%W£QJ>
<si cd: Tr ansf or n>ht rrsdn m crosoft com ws/ 20

02/ 01/ Secukich %B@@tlbm&hgaahurpei mnﬁmbﬁﬁhar@ébne c
Tr ansf or nenwisecadtyyMmbRingBadeseystcd : EncryptionMethod >
</ XMLSi gniatl 1KegBizgnL028rTetthKaySze> -
<XMLEncrypti onAl gorit hmlenpl at e Nane="3DES- RSA- 2048"
40 | D=" bbs8itfl @y b8 Pptidnitet b&bshitt g yeewbil AS/8eg / 200
Cat egor y>X04 Banlemt# rsa- K/ BatseglokgyEneryptionMethod >
<si cd:<AscExhEpcriyoticldlicy>
Pol i eAMLENByRNb I goryibtrBRERIREA- 2048" > 45 <si cd:
Ener/SesuiriomgdritbpAegotateédmht t p: / / ww. W3. or g/
208 CH M uaitlySao#ityRalicgPrefememaept | on Pol i cyAl gori t hne
<si cSighiessppé i erdehbtaisskisidriMdsbayareadecy g/ 2001/ 0
<EncryptCredential>false</EncryptCredential>
<CredentialPreference>BASIC</CredentialPreference>
</CommunitySecurityPolicyPreference>
- <SecurityPolicyTemplatePreference Name="RSA-SHA1-EXC14N"
ID="bb587fa0-b980-11d6-b8e4-c40beac518e7">
<Category>XMLSignature</Category>
<Preference>101</Preference>
</SecurityPolicyTemplatePreference>
~ <SecurityPolicyTemplatePreference Name="RSA~-MD5~-EXC14N"
ID="bb587fa0-b980-11d6-b8e5-c40beac518e7">
<Category>XMLSignature</Category>
<Preference>102</Preference>
</SecurityPolicyTemplatePreference>
- <SecurityPolicyTemplatePreference Name="DSA-SHA1-EXC14N"
iD="bb587fa0-b980-11d6-b8e6~c40beac518e7">
<Category>XMLSignature</Category>
<Preference>103</Preference>
</SecurityPolicyTemplatePreference>

PCT/US2003/025894
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4/ xm enc#3des- cbc</si cd: Encrypti onMet hod> 50 <sicd :
KeySi ze> 2048</sicd : KeySi ze> <si cd:

wKegoE02ToY$t | onMet hod>ht t p: / / www. wW3. or g/ 200 PCT/US2003/025894
1/ 04/ xm enc#rsa-1_5</sicd : KgyEncryption Method >
</sicd : XM.EncryptionPolicy> 55
< Rem@nisyRopey e giePrafenelespraiee>RSA-SHA1-C14N"
<XM_IErc ' bp 87 tadib9S0- L hdG-fa7xc40beac518e7" >
NamesapgRry 2 ¥MRSigratage </ ahegory >
" bb 58T efgterire8d.04xdB<fBences40 beac518e7" > WO
208/ TEPeliTEMISREDBIMDTBI4 66 <Cat egor y>XM
|-Fr8equpity RuticyT<Batl @gdraeferencefip g =XREARMPBPCL AN oI i cy
Pol | ID'Bb5B7 Q- B98Oy b1 6D 8eB3 c4 0l3da FRR7: >5
<si ctldEegory pXMuSRphatsy ek feategdrypht t p: / / www. W3. or g/
200 K RydfexericenrdMBLgPreterendercr ypti on Pol icyAl gorith m>
<sk (SkchrigPy dtyiTemivietbRerdfenénqe> / www. W3. or g/ 2001/ 0
4] xstenicyradisy R mberlSeedce NEmesyDSA-SHARECDAN" 10
<Si Cib="bKSBIFI®-boBD4 BLd6+8LI-cHBYEACTLIBe >Cd !
Sy Nt atyd@ey SKMLSidedare kfChtegymnyet r yKey Si ze>
<si cPrieyde 1 pbgpidedrhoc>ht t p: / / www. W3. or g/ 200
1/ 9 exutismolicyTambldierietdrette> KeyEncrypti onMet hod> 15
</ ssedirddhagTaMmblbePRIE RS Name="3DES-RSA-2048"
<I XM=nobysl7¢a0-boso- i L h6ssE-a4ebeacs 18e7" >
<XMEet6ydr > XMAEpRFY p o e /qHted ey Nane=" DES- RSA- 1024"
| D="4bf2rért@>n99Q/drbedreh&eC- c40beac518e7" >
<CapeoriwpMyFeaiyREPrefstifat-egor y> 20
<sk sk MAney vk 1 ORPRIfE @Y ce Name="AES-128-RSA-2048"
Pol i gyl gy b5§7§%—£9@0¥@&%%§§%4698&5&§@7“&d :
Encry@itbfsrye kiMLEN copptid hartbdbr) 4 www. w3. or g/
20014 fHfx e RRABBLFbicfreRss Ypti onPol i cyAl gorithme 25
<Skf§acuﬁﬂ@6 ¥R RIY LRQeszbiddy: / / www. commrer ceone. ¢
QML EEG I ﬁd(/c%ﬂn%\%@?e?é!e%k&ﬂlan%ﬂ@bléﬁtkﬁﬂ-i‘&iﬁOd>

KeyERGy E&wg&ﬁﬁﬁwﬁ&@&é R o

1/ 044yt LR AL doL /Ps @@ﬁ% cryptionhet hod>
?

</

e
jﬁrﬁé t¥/ &R%ﬁgng atée%hé}s't 35 - <Commu n itySecu
B Iia%/ Snc&l-der"}sgptlo I="false" > S
<Eﬁcrﬁ%§d§%§8 d{eﬂc[r% NESs SeFiader

?gﬁrged Encrypt Credenti al >

;,Crcgd;num@rﬁa BRARARLE SRRl BRSE SRR
<|\IaSec4.1/1rP %%%i bpﬁreference

Eh 8™58e4- c40beac518e7" >

| D="Dbb
<XMLEncryptlonAlgCategory>XMLEncryption</XMLEncryptio
nAigCategory>
</PartEncryptionAlgCategory>
</SAMsgPart>
- <SAMsgPart PartName="Image" isOptional="false">
- <PartEncryptionAlgCategory>

<XMLEncryptionAlgCategory>XMLEncryption</XMLEncryptio
nAlgCategory>
</PartEncryptionAlgCategory>
</SAMsgPart>
</SAMsgSecurityPolicy>
- <PublicKeys>
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WO 2608027618 t yPol i cyTenpl at ePr ef er ence

<Cat egor y>XM LSi gnat ur e</ Cat egory> <Preference> 101
</Preference> </SecurityPolicyTenpl atePreference> 45
PCT/US2003/025894
Name=" RSA- MD5- EXC14N' I D = "lggb
587f a0 b980- 11d6- bSe5- c40beac518e7" >
<Gsiagyleariy3RMXSi gnat ur e</ Cat egory> <Preference>
102 cchscbormarceons. @yuitadltaporatiopFarky selPatysy/ sind:@arty
50 -IDzSecurityPolicyTenpl at ePreference
Nersice: gAY SigaReEG1 K ryOwner="x~
| D="dehs¥PhuteheRmeideln: G iaboratipnRastygsetiRarty">
<CarelgorRpbiaraydp yRafantlestaed dsigs: Pupidfyience>
103 <pied f50PBAEE> </ Securi tyPol i cyTenpl at ePr ef er ence>
WD 2004/ 027618 PCT/ US2003/ 025894 67
<Securif Pblxﬁﬁ ifaie 2 PPAHSIGRUAIHRRRVIYBUZIQOFY | 4\
| D=" bbs% @ﬁéﬂs 1) fﬁ&W'BQMéQBSEEEYQJ 0ZQSVRBT
<Cat eg LS| nat ur e</Cate > <Pr fer

C
104</ Pr K §FEP&‘nce>
<Securi - - C14N'
<Secut SRR
iggi/eg %‘e pC %f‘ﬁw&ﬁmz
oy Secu:hk v u IhOMEIFTkJJ
<Secur | TB""‘E%’A%PM‘ 1C‘,!14N
| D=" bb JBJRE|3TURJ
<Cat egog ﬂg Wﬂ%hﬂ?szﬁﬁ&ef er ence>
106</ Pr TFVRUN4TUxSVzVuYVc1prYSnB|bWN
</ Securak EJ@M‘ RO @MIRMRAXjbUSS
<Secur i §yGskvew @hﬁﬁQﬁri:vnmewmvai)E&mRﬁD%
| D="bb5gpLB: ThkitARUbBBBFEZDRePIROD B
<Cat egow BRE2YPQkRTFH LNV 2 FTHRBREFNAEZEMGNL

107</ PrrK3ii@BM2azd UEhSUGISMFdYOHBDUzBY

</ Secur ZnWpEn Koy DMYN US ARG e @VNIdHZh ¥mdHellRVFNiR2Ez
<Secur i twitNYyLINDDT SGeiTa OFUp2Y&IkvMmZV

Nane=" AQBxkR8«zegATYIgBGh3eUhCMEdFNmMUvSzdnVGZkSUoOM
| D=" bb58I6 LT Z2DBOWY £3HHL WBAW tHRFFZQIONBe 7" >

<Cat egoe WNNIBFRoTYBQUdaTORBMIID)-0dBMYVYKRVEREBICN
108</ Pr &sz@ﬂygﬂmnRFVnszzszUdOdeXMWpa

</ Secuer
<Secur i !-

WP RESQSAZRFZSMFBCQVFEQWAYZ0
IMARRBUIEUNVBQERAQKAR-S RSA- 1024"
| D=" bb5§?\U&UE CLEN %‘HPHB‘@&B VRZpGZ

GZhczErcXAO

;ggile %?g'é‘l"&!eg‘é XphaHIGNzggngBVOﬁZ%rZ%JEﬁYIdF
</ Secur § )F '?'éF G N\ BHTnIaZWVaUG
</ Comuf va MaMs

MHV]MmhRaE96aExJQOVIQ2VTRDFCd 2hEMXNkdXZmNn
VOanAzUGp2eUpCaklTeDVxY2UwS250Qmxp
cDR3ejRNTWxpdEtTdkFXSEIQR1BvbOWONO1ac3I4N3RLa
mJHaTgxcWJIrQ3hiYIZ1idEloYmkzZDRn
aW10ckciRXJIOdUUXNmwvRWIGUKILU2VRTXd2cFdGUII
iN2YreWtKVGES5ZVRLaWF4R2hOcDR4dnc5

LSOtLS1FTkQgQOVSVEIGSUNBVEULLSOtLQ==

Certificate>
</sicd: X509Data>

< /sicd:EncryptionKeyInfo>
<sicd:KeyTypeUsage>ENCRYPTION</sicd:KeyTypeUsage>
<sicd:KeyTypeUsage>SIGNATURE</sicd:KeyTypeUsage>
<sicd:KeyTypeUsage>AUTHENTICATION< /sicd:KeyTypeUsage>

</PublicKeys>
~ <PublicKeys>

</sicd: X509
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- <SAMsgSecurityPolicy> - <SAMsgPart Part Nanme="Order"
i sOptional ="fal se"> <Part Si gnatureAl gCategory> 35

woeXnMLB gt ur e Al gCat egor y>XM.Si gnat ur e</ XMLSi gPGEL/USRHB/025894

gCat egory> </ Part Si gnat ur eAl g&at egory> -

<Part Encrypti onAl gCat egory> 40
<XgiEgvOaitpin oRptyBS e et/ gisNaRYEP Y pt i on</ XMLENncrypti o
nAK gjGhEe guyplion keybaliot fayOvwnet + Restyiiselleibry > </ SAM sg
Pa r¢sicd4Bublick&AMrdeyA Faict NauplicKdyiRge"

i sEptdignybaeTabse" >  <Part Encrypti onAl gCat egory>
<XM.Encr ypt i onAl gCat egor y>XM_Encrypti on</ XMLEncrypti o
nAl gCat egledss 050 ertfrare>HiFaty !-CBHAH %’EHQOFU
</ SAVs g REOLESOWTUGIREZEQBNBEN U REXBREI>
WO 2004)(@2#%&@25@@92@'9@%‘0% BEIZ 2dONRWURW F!'J>x
ccns: coméUﬁBVEUﬂ'%QW‘ANPBHF’BM Ylgm\m

cd: Par JVFWMWQ%W%UEH\W

ccns: co W@é@u L W@M%ﬁﬂg ?
e : sm%%%m
M

- <sicd ¥

<si cd: X X E 'ﬁ? 10

Rgl(:l Lgl IDRIEEERRN L0 f

3KV:336 I ibWN4RIRBVEJ]
e y V, XNQWtH

eVky F | TkFRRUJ

USCSUds ¥pT eyl

| Ykhr eEg RX71Q3M2azg5UEhSUGISMFAYOH

| VZFsY2 |Bgiﬂd£\§w a@&&ﬁ!ﬂﬂﬁb% K&kzQVNidHZhYmdHellRV
Rkp2Y] NEgGRS R S BRYESyp LY UMt mZzvQIBxX
0 YOb NRE ik kk &FrivEV 1$VGH SN eEPPnY vE2dnVGZkSUoOMUJo
Z3d11 th%mmnnmwnmmaﬁu BMURATUIBQUd
e EVg QVF g7 ORBAKES DB MVVRRYPRZG1 CNKIIRZE1VkdWemRFV
dW 6 RVWKRZMAE B UdAdin IXISVIZpAWEp b AP SV BTNWHiMjB3Q3d
4Rl RBVEZRFZzSMPBIGRAREQWIdIZOABMESHD U3SFHUOIIMORRRUIJICU
SUUSd Vp UNBQIRAQKTREOQOUE NEVMNYWIZYZIN priVORWXEzZn FtUjIZ
SGZhczErcXAOMUg4UWRmMNMRESXBiYkZ20UxochorYkec
2c2hWQIptMVpYVXphaHI6N2Q3Z2U3VOMXR2FZVIFHYId
FTXIMUkZkeXM2c1VIQkZNbHZUNkZPRjNqOHdMY3JuN2
FFN3pRMEMwa2U5LzVVNVBHTNnlaZWVaUGNLNTIKMOhP
dWpzbXUvaENPVW100XZVM2M3MHVjMmhRaE96aExJQ
0VIQ2VTRDFCd2hEMXNkdXZmNnVOanAzUGp2eUpCakiT
eDVxY2UwS250QmxpcDR3ejRNTWXpdEtTdkFXSEIqR1Bv
bOwWONO1ac3I4N3RLamIHaTgxcWIrQ3hiYIZ1dEloYmkzZ
DRnNaW10ckciRXI0OdUUXNmwvRWIGUkILU2VRTXd2cFd
GUIIIN2YreWtKVGE5ZVRLaWF4R2hOcDR4dnc5LSOtLS1F
TkQgQOVSVEIGSUNBVEUtLSOtLQ==</sicd:X509Certificate
>
</sicd:X509Data>
</sicd:EncryptionKeylInfo>
<sicd:KeyTypeUsage>ENCRYPTION</sicd:KeyTypeUsage>
<sicd:KeyAlgorithm>RSA</sicd:KeyAlgorithm>
<sicd: Description>String </sicd: Description>
<sicd:Location>String</sicd:Location>
</PublicKeys>

- <PublicKeys>

<sicd: PartyID>ConnectorB</sicd:PartyID>
= <sicd:EncryptionKeyInfo KeyOwner="BOwner">
<sicd:PublicKkeyID >RKeyB</sicd:PublicKeyID>
- <sjcd:X509Data>

<sicd:X509Certificate>LS0tLS1CRUdITIBDRVIUSUZIQOFU
RSOtLSOtTUIIREZEQONBZhInQXdJIQkFnSUVQTOZQSVRBT
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25 UpLbl pJaHzj TkFRRUJCUUFEZ1kwQU13ROpB
bOdCQUSNCc2pTQkxj cFp2 VDRI TTHR3RGFkaFZEMGNL
WORXBMQB6RR z g 5 UEh SUGI SM-d YOHBDUZz By PCT/US2003/025894
Z\Wk1 MkcyaDVKNUSVYNGkz QVNI dHZhYpgdHel | RVFNI R2Ez
cW NYNVLNDZTSGxt TkJOTUp2YUkvMhZV 30
Q Bxdkk kéna3FoARSHOXSN PSRV ERRE L2 TV RAGONRWURWUVFH
UJob TZz BPRel§VAVE BUZN&MHQ&%'{V&TU 1RMjl0oYIdWeVkyVWd

eVWNi MUFHMIYSH YR JRU5CSUdse
VEpgW c XY REFN et 2ZA0REIFOXVa
I BNEd Irl ] aGNOTURl;'lgzo‘;‘-'aZUpR
%er NEV 5 pwggl%% PYTjBIREI
WJGRVV
%2“”“8;(2 %%n ibWN4RIRBVE]
(])—qldl\/h(BS UxNQWtH
& ]TkFRRUJ
NLNTI K g jcFp2QnvVDQ2I
MHV) Mrh y r GISMFdYOH
VGanAz Uﬁﬁ%ﬁf* I abrWNvg B0 QVNidHZhYmdHellRV
cDR3ej RMGYKPESWENT W@@@@&@BQHWHW%M
mJ Ha TgX it &0 VA A EHE UM EF @M UvSzdnVGZkSUoOMUJo
aW Cckc pir¥d oUR Sl SR 2k vd e UFnTUIBQUd
I N2Yr eV Ko RBSHMRN VRVRRZ08 ENKIIRZE1VKdWemRFV

LSCQt LS1 hRzQ2%2UB 6 dasi i dw Bot WEsdV pTR W pIM§B3Q3d
Certifi zrFZSMFBCQ\WFEQWd¥Z09BMEIDU3¥HUCKHMORRRUINNY | ON
Keyl nf o ¥ VEQ TRIQkRYOYyrNEVeeliW Z Y ZMB N hBEbXEL Zh EWdUjIZ
Key Ty pe B6ZhezErc6A 0MU g4 W R Nt R ES)B iYRZ2KAMdenorY ke Cd:
Key Ty pe Rs2hWQlptMY@YVXphaHI6N2Q3Z2U3VOMXR2FZVjFHYId

Key Ty pe BEXIMLKZKeERMRA N TQKENDHZu Nk ZREByN g OEdMYRIMND 5

</ Publ i ERN3pRMEMPaRUSEEEYNYBNDaDWMaENINTIKMOhP
PCT/ US2 0¥ TREHRENRYWIOQXZVMRMB3MH YiMmhRaE96aExIQ

Par t yBSOMIQ2VTBPEGd2hPMXNKdXZMNnVOanAzUGp2eUpCakiT

d: ERDMKYRUSRSPQmvRPK T FeiFXSFiqR1BY
:2: gd W‘%@(’@H%@Q glgxc W l@ dElaYmkzz
ERE G R e
LSOt LS1 _ L
RSOt LS P%gg?ﬁi SRETRT TRt oRRqertificate
kJna3Foga: FRVUZBREI 2TVFz d ONRAURWUVFH
RXAKVPY . FVRUNoTUlRI\/] | OYl dWeVkyWd 10
D e e
N i JA BN
] RYET et Deser

<sicd:KeyAlgorithm> SA< sicd: KeyAIgor:thm>
<sicd:Description>String </sicd: Description>
<sicd:Location>String</sicd:Location>
</PublicKeys>
~ <ConnectorCapability ConnectorName="x~
cchs:cup.commerceone.com:connector::centerSell">
<EncryptionCapability>true</EncryptionCapability >
<SignatureCapability>true</SignatureCapability >
</ConnectorCapability>
- <ConnectorCapability ConnectorName="x~
ccnsicup.commerceone.com:connector::sell">
<EncryptionCapability>false</EncryptionCapability>
<SignatureCapability>true</SignatureCapability>
</ConnectorCapability>
- <CPRecvServicesSecurityPolicy >
- <SecurityPolicyTemplatePreference Name="3DES-RSA-2048">
<Category>XMLEncryption</Category>
<Preference>1</Preference>
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[l

UCBVW hOMEI FTK] ] Rkp2Yj NRZO16RXdl aGNOTURIdCSUR  TB N VG
MKTXp N M1 doY05 N RE 13TI RFME 1 U W TFNekQzV2p 15

wWEh®I8ZBu=211 EVI FRREVZOUVZWFpWMKNCVVPYTj BJREI  PCT/US2003/025894

3TURJ e EVgQVFCZOSWK Fj VENVT] Fi7R1Z5ZEds dWB6RVW
NQK | HQTFVRUNA TUX SVz VuYVe 1bFpYSnB1bWWAR! RBVEJ

n R/ 2SOMYIRIGCTRTINAAAR IS8 SRS Vp URUX

OREYRU FONVITRB 24 efermaeiiarn g REA- %@ﬂ"ée’
CUUREZER s XINRCRIBD OG5 A8 EITOIRX | ¢ Fp2QnVDQR2I
TTHRBRGHeacZEMAIR E0GangBMR az g5 UEh SUG) SMFd YOH
BRY3 ByFitKPdicg Taihlk BB AIGZEX/Ni dHZhYndHel | RV
ENiga2 Ezty V6 INY T bRZAFSEer dricd ORpe-Y BSAVSEMG-BL 4N >
dk k zehtegdh)>STMhSigaathfe7RatagBrcn VGZk SUoOMJ) 0 25
b TZ z Brazavén dgZ34) redittaidEZ Ok V4e VWL MUFN TU) BQU

0 KOBBi¢it{ MR BRAAVKIRPRABARGNE | RZEl VkdWenRFV

DR # Hd@%%M%@AEmW&WMMBBQBHA-ZMS“

ZRFZS BdnPafebbios MORRRU) CU
WBQE%%@E N%@mgzvxprrVnBszEzant U Jz 30
YkZ20Ux Yk
2(: \%&ﬁ& %ﬁgﬂ GWQSZZUSVGWRZEE{]/O{:I—NFd
b A &AL M &d Pt AN EHIEAGTSHIN2
FFN% 8 Qé W&ﬁgﬁ@@%‘t@@r&ﬁéﬂéw

dWp 0 VigWi b MihBakAfakecbi Mede >

o X2 REAKNKIXZmNnVOanAz Up2e UpCakl T

e 5 % E piLRNTWpdEt Tdk FXSEJgRL By

g NOlETe a gxcWr QBhi YI Zi dEl oYnkzZ DRnaW-
& Kirw RVB GUK I LU2VRTXA2GFd

GUI I I N2Yr eW KVGESZVRLaWF4R2hCOc DRAdNc5LSOL LS1F 40
TkQyQOVSVEI GSUNBVEU: LSO LQ==</ si cd: X509Certificate
</ si cd: X509Dat a> </sicd : EncryptionKeyl nfo> <sicd :
KeyTypeUsage> ENCRYPTI ON </sicd : KeyTypeUsage> 45
<si cd: KeyAl gorit hmPRSA</ si cd: KeyAl gorithnm <sicd :
Description >String</sicd: Description> <sicd :
Location >String</sicd : Location > </PublicKeys>
<Publ i ckeys> 50

<si cd: Part yl D>Connect or B</ si cd: Partyl D> -

<si cd: Encrypti onKeyl nfo KeyOaner ="BOwner "> <si cd:
Publ i cKeyl D>RKeyB</ si cd: Publ i cKeyl D> -

<si cd: X509Dat a> 55 <si cd:

X509Certificate>LSO LS1CRUd) Ti BDRVJUSUZ] QOFU

RSO LSO TUI JREZEQONBZNI nQXdJ Qk FnSUVQTQZQSVRBT WO
2004/ 027618 PCT/ US2003/ 025894 70

k) na3Foa2l HOXcwk FRVUZBREI 2TVFz d ONRWURWUVFH

RXdKVI V6RVZNGK | HQTFVRUNoTULRM | OYi dWeVky VW
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UM Vs TVMAd Ot SWURWUVFVRXI SVAFHD Hp) RUSCSUds e
ki HWAZj aUl wW hOMGFXNWBJ SEI X Y25ComWVnp) Rzi 1 5

WO R BEBUQON CZO5WKFNVUhFTNZi VZFsY21ObEl FOXVa PCT/US2003/025894

UQJ VW hOVEI FTK3JRkp2Yj NRZO16R4dl aGNOTURIdO5UR
TBNVGVK TXpNMLdo YOBNREL3TI RFMVEI UWTFNek Oz V2p
CbOLSZ3dGZ1I EVI FERmpEieSakmitiCiinvira et EVEE!
3TURJeEVgQ\/FCZOSV\Q<FJ VENVT] Fj RLZ5ZEdsdW6RW 10
N4 FUXSVZVUYVcei bFpYSnBi bWRARI RBVE3
i bUSSSUUSdeURUxNQN H

1OR

Gyt ] OTUp2 YUKV MhiZVQ Bx

g'kr—gzeg{ltpf %%%g% %ﬁl’\/ﬁz}f%‘&@&%&urceu

g TORBMc L LG BIMEVK RYIFRAER drﬁﬁ§|>%§&§0§€%f)rg@< 0:Cre

NRZV2x z4 i &Wwﬁw dVpTNWI'M B3

ZRFZSMFBCQVFE 01BMEdDU3FHUOI i MORRRUJCU

VVBQT R &k RQOUIANEN it NE DX\ B Y 8 BBIRKIEZ/B Fiftd 3 ZAuthenticat

SGZhc z BspetOVIUg4 UWRMNMRESXBI YkZ2OUxocnor Ykc

2¢ 2 RY\efik MAXSIXOhalch 6MNPQRF2USVOVKR2FZV] FHYI d 25

FR{DMokZk eXVRed\datsiMdiiciéy ik ZPRj Ng OHdMY33uN2

ERNzpfilVEYVBR AR -2 RONEBETN aZW/aUGNLNTI KMOhP

dVip zlp M dwa ENENMILAPETHVRBRYEDS TR MAISIGRatadeRSA-MD5-

OV QR¥IRRFSA 2hEMXNK d XZNnVOanAz UGp2e UpCak | T

eDVxY2UwS250QmxpcDR3ej] RNTWkpdEt TdkFXSEI gRi Bv 30

bOWONO| apRFitN3RligmatiiaPobicy AloaBih ¥hEipe Ff eVink 73 oBRn2 W

1Cc k ¢ 1 ROaas johimbdsRy'8 S/ ik ) 2/Rioka 2o BHolicyAlgorithm>

GUI i N2Yr eW KVGESZVRLaWF4R2hOcDR4dnc5LSOr LS1F

Tk Qu QUvSHWEFESUISIRY R leg@orithm > MBSWHEBRSAXEDe0R @ iSidrc at e

35 </ si@yreS8ouihme> </ si cd: Encrygtl on Keyl nf o> <si cd
KeyWW@&s%@@SQﬂGQN’QRED@%’P@f*X Wﬁ‘ﬁ&)@agp <si cd

: KeyTypeUsage> ENCRYPTI ON </si cd : TypeUsage>

<sicd: W@ ,ﬁlP‘ %ﬁaPHWSNS'AQPEW%t@OdKBVRl éé‘ﬁ’i"‘f"l‘i-r‘fﬁ"‘ -PPILER ¢

Descri pf 2% %‘i‘r’?“ﬂgg T‘ d: Descr tl\gao <sicd :

Locat i o%°9§??ﬁ§/p£ fé’F—eod a”‘?_% ttfﬁ" thed>pypl i cKeys>

<Connect orgap ti" ardr ;é{) mlcros ft c
ccns: cu
<Encry % £ éﬁ eTIron glT}Jrleﬂx 0:
<S| g % rue</ Si gnat ureCapabl lity>

7 b ﬁélaz%g'g& <Connect or Capabi l ity
Co Eﬁ Q. FtidiPoliGaSs CUP. commer ceone. com connect or:

se_ <pref|x 0:XMLEncryptionPolicy Policyld="P-XMLEncrypt3DES-RSA-
2048">

<prefix_0:EncryptionPolicyAlgorithm>http://www.w3.org/
2001 /04 /xmlenc#</prefix_0:EncryptionPolicyAlgorithm>

<prefix_0:EncryptionMethod>http://www.w3.0rg/2001/0
4/xmlenc#3des-cbc</prefix_0:EncryptionMethod>
<prefix_0:KeySize>2048</prefix_0:KeySize>

<prefix_0:KeyEncryptionMethod >http:/ /www.w3.0org/ 200
1/04/xmienc#rsa-1_5</prefix_0:KeyEncryptionMethod>
</prefix_0:XMLEncryptionPolicy>
< /prefix_0:EncryptionPolicies>
- <prefix_0:EncryptionKeyInfo KeyOwner="x-
ccns:commerceone.com:CollaborationParty::sellParty">
<prefix_0:PublicKeyID>DefaultTestCert</prefix_0:PublicKeyID>
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wo@afoemses or Capabi lity> -

50 <EncryptionCapability>fal se</Encrypti onCapability>
<Si gnat ur eCapabi | i t y>t rue</ Si gnat ur eCapabi [ i ty>

<CPRecvServi cesSecurityPol i cy?3

<SecurityPol i chen‘pI at ePreference Nane=

" 3DESREX-DkR8YRatags < Cat egor y>XM LEncrypti on
>i<Preference> 1 </Prefere > WD

</ Cat egor > nce:

2004/ 02 TR SREF Bl tL$1CRUdITIBDRVIUSUZIQ

00410278 S SOEr P E S ER b BZoN QX IQkFnSUVQTOZQSY
ok el ePr ef

</ Securi §
)

SR
, k

Al %ﬁf& W5ISEIX
Va Jeﬁhﬁ%@‘;w&k ENVUhFInZ

Vo)
HNRYE OFEX & BRFIGSGRTBNVGMXTXpNM 1d

r NEAARFMEL OWTANEKEA 2pCho1s _

Nane=" ARS8 RIS U VAR FBOAN KR EVWVp YIS B VDEIBTUR]

</ Cat eg@ﬂlﬁ%\ﬁﬁ!ﬁﬂfmkﬁﬁklﬁﬁj iz 2>

</ Secur idw SRV NQRIMPQIECRUNUIURSYRYUYVCc1bFpYSnBibWN
<Ser Vi CRIRBYEIhTRICQWIUREVOdmIXMWxjbUSs

<Accept sUDEgsUROkNMEIHGT YRS FUIDAAIEIBZ 1040 RRW
<Accept arpibaggaHZ§i KFRIABI CDUFEEepQuddregBnt i al s>

<si cd: Alodaqgu 3 QRIITHRBREGFRkakZE M GNLe >
</ Ser vi ROAMQBM2azgRUEhSUGISMFdYOHBDUZzBY

</ CPRec ZW¢xIMkey=tMxNUSY NGkzQVNidBZhYmdHellRVFNIR2Ez

</ Secur iIWREBGu V. NDIZTSEXt I QT2 Y2 ine mZV

PCT/ US2 QBxdRRBSHTVISTGhAehCBtkdiNmyeSadnYGZkENDOM
<?2xm  vaPobdgzSmayrYziqZ041gWai HRFZORM Gy | tlglCont ract| CD
5 eWN1MUFnTUIBQUdqTORBMk1DYOdBMVVKRVFRZO1CN

Xni ns: pNFR&Ewwm%ﬁ‘m%ﬂm‘é@émWEﬂen&s/ soape

xt ensi orWEBAWIES TN_‘é’é’éUii‘?'??N?LRB?%EEECQVFEQWGWZO
HUOIIMORRRUJCUVVBQTRIQKFR

riityCo D

q -
L R e e,
<pref | x QI RIREMY l:ggé 2UZYOMXR2FZV3FHYIdF
fi : bHZu jNg

Pol oy R T,
Sg'n't iCZuAl 'a.iw 67 IVTRDFEAZhEMXNKdXZmNn

; I D S250Qmxp .
P o CORIEIRRT WitEt ﬂﬁ%&ﬁ/ NeLLAuNHI c2
t erdgﬁJRl-?fj FW ¥rdB hi¥PAUE SARIREZBRAC! | CY>

</ pr ef i YaviPL Ok %I O ANMAA/ RWOGTKILU2VRTXd 2cFdGUII
iN2YreWtKVGE5ZVRLaWF4R2hOcDR4dnc5
LSOtLS1FTkQgQOVSVEIGSUNBVEUtLSOtLQ==</prefix_0:
X509Certificate>
</prefix_0:X509Data>
</prefix_0:EncryptionKeylnfo>
</prefix_0:SecurityPolicies>
= <prefix_0:SecurityChannel channelld="CHANNEL1" sourceConnector="x~
ccnsicup.commerceone.com:connector:i:buy” targetConnector="x~
ccnsicup.commerceone.com:connector::sell">
- <prefix_0:Credential AlgorithmId="P-AuthenX.509Source"
SequencelD="4" DelegationFlag="false">

<prefix_0:PublickeyName>BuyerPublicKey</prefix_0:PublickeyN
ame>
</prefix_0:Credential>
= <prefix_0:Integrity AlgorithmId="P-XMLSignatureRSA-MD5-C14N">

PCT/US2003/025894
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- <prefix_O SignaturePolicies> 20 -
<prefix_O XM.Dsi gPol i cy

woeiooylens=" P- XMLSi gnat ur eRSA- MDS- CL14N' > PCT/US2003/025894
<prefix_O SignaturePolicyAl gor t hmehtt p: // www. w3. org/ 2
000/ 09/ xm dsi g# </ prefix-0: SignaturePolicyAl gorithnp
25 <prefix_0:PublicKeyName
<pr ef KeyQ@vepgr Swnerd gBuyerRuhiise w RS BrefiiligkeyNgny n
atureAPgori thn> <prefix 0. HashFunction> .
NDsélpmféﬁOX"jﬁﬁsaﬁﬁgqﬁFﬁﬂ@W@ﬁS Qrder” isOptional="false" />
<pt/eref_Q:lokgmwitveal i zat i onMet hod>ht t p: / / ww. w3. or g/ TR
Kooelx ORSsedrityClzanneP000 1026</ prefi x 0: Canon

- kpeefixzQtSeowlityChaane! channelld="CHANNELZ" sourceConnector="x~-
<pearfs:iguBcPnunefceomeieam:gonmegtonicensersiell cont ws/ 20 35
02apd¢tSesurdterRout | ngSi gnat u reTransf or m</ prefi x_0:
Tr eensenprsonypeegeonegcomsqannest =;rant¢@;ﬂ ></ prefix-0:
S GhratiesE FapidsnésbATorityr S R ERBFYREF BRPIRSATARAE 70
<pr eTArs>OOR sk YRR KPPV BG = "X~ )
Pol i cyraszcpMINERRANEscNICRIfEhoratignBarty::selRprty"pDefa
Encr y pi§Tespesntsymefscd PHbIrKeNamer/ wwy w3, org /,
2001</maﬁ4&r9|=%ﬁ%sgeﬁg?réf’?smemesn@rw 'i"f;‘?ﬂ-*‘»lﬂ“ials"-yE\i(‘lJI 8r /T hmp
45 <prefix0:Wesgery/pProNamechbnagRt spPtirndlmafalae’ oy,
200/prefix_04Cxifldenti#@3des- cbe</ prefi x O Encrypti onMet hod>
<pwrefix x0:OecuiyChammnel2048</ prefi x- 0: KeySi ze> 50

</emfif DySecueBntegdEPanMet hod>ht t p: / / waww. w3. or g/ 200
1/ 04/ xm enc#rsa-1_5</prefix_0: KeyEncryptionMet hod>
</prefix_O XM_EncryptionPolicy> </prefix_C
Encrypti onPol i ci es> <prefix O EncryptionKeyl nfo
KeyOmner ="x 55 ccns: commer ceone. com Col | aborati on
Party::sellParty"> <prefix_0O:
Publ i cKeyl D>Def aul t Test Cert </ prefi x_0: PublicKeyl D> WO
2004/ 027618 PCT/ US2003/ 025894 73 <prefix_0: X509Dat a>
<prefix_ 0: X509Certificate> LSO LSI CRUdJTi BDRVJ USUZJQ
OFURSO LSOt TUI JREZEQONBZNI nQXdJQKFnSUVQTOZQSY 5
RBTk3n a3Foa2l HOXcwQk FRVUZBREI 2 TVFz d ONRWURWUVFHRX
dKVI V6RVZNQK 1HQTFVRUNo TULRM | OYI dW
eVkyVWIUM Vs TVMWd Ot 3SWURWUVFVRXI SWWFHbHpJR
USCSUds ekl HWzZj aUl wA hOMGFXNWSJ SEI x 10
Y25ComWVnpJRzl | Ykhr e EpUQAND CZOSWK FNVUNFTNnZ
i VZFsY21hEl FOXVaUQIVW hQOVEI FTkJJ
Rkp2Yj NRZO16RXdl aGNOTURJdOSURTBNVGWK TXpNM i d



OYCH5NREL3TI RFMEI UMFNek Oz V2pChOLS
Z3dGZ11EVI FRREV3OUVZWFpWWKNCWWpYTj B3REI 3TURJ 15
We Eddg Qe OSWK Fj VENVT] Fj RLZ5ZEds PCT/US2003/025894
dWB6RVVNCK I HQTFVRUNATUxSVzVu Y& i bFpYSnBi bWN
4RI RBVEJINTI ZCQW UREVOd mI XMAKj bUSs
SUUSd Vp URUX NQW HQTFVRUJ 0 TUNW/K 13Z104dORRW
UpLbi pJaHzj TKFRRU3CUUFEZ1k B 20
bOdCQUSNCc2pTCQkX) cFp2n VDRI kaFZEMGNL
RXJu@Maz g5UEhSUGI SM-d YOHBDUz By
Z\Wk] MkcyaDMKNUSVYNGkz QVNE dHZhYndHel | RVFNI R2Ez
EvAmsthod Psosanirrl ovijng\gyity options for exchange of at least one

mes%%é%}zéé? rrléérlv-z%% %e%%%?e%%%\é@&g%g WMA3a including:
Er\qul F%%%%%%&Wg%%%%md services, wherein the

Vg W 5o e Tddap BE Zeolvh SHYhYZL table to th i
 ENEABUGFLOO! | N%E&QEC{{KZNBWSO ¢ acceplable fo the respective
BRBYE

SOC KN YooUpiE o1 Ui JZSGZhczEr ¢ XAO

MUg4 UNRMNITRESXBi Yk Z20Ux ocnor Ykc2

C 2 hTAQUp IR VOKp e Ph 6 NGB RSBV ORRIFGEWAgRHY | dF

TXIMkZkeXMRc 1VI QkZNbHZUNK ZPRj Nq

OHAMY33UN2 EFNSDRVEMAG2LBL 2 VIV | aZ\WaUG 35
e B B LR Siéssige;

MVHVj MrhRaE96aExJ QOVI QRVTRDFCd2hEMXNK dXZrNn

VOaorz 6iGade\didnind JistidvevBidtédd eHasigning algorithm including a signing

cDR3ej RNTWkpdEt TdkFXSEl gRL BvbOMONO ac3l 4N3RLa

8 HAEgS by Pk beiappHed ovaR 2y pse Bt of the message;

aW Ockcl RXJI OdUUx Nmw RWO GUK J LU2VRTXd2¢ FdGUI 1

| N2 e WM SFneNati a6 G i ithm includi
LSOt LST FTngCIgNMgVEI %%@E%?& %cf:nzcgpélf’ 34tgorigim including an
X50e@eypticni agdregbm<b e eppliedGo oS 0O Dateaparts »f tHepnessage; O:
Encrypti onKeyl nfo> </prefix_0: SecurityPolicies>

b1 ekl 5O Secul LY ChANDeL, SHANIS LR, SR,

CCNS: cup. comrer ceone. com connect or: : buy"

t ar ged &0ABRGNOFYPLi¥N keys to use with the encryption algorithm;

ccns: cup. comer ceone. com connector::sell"> 50 _

<prefix O Credential Al gorithm d="P-Aut henX. 509Sour ce"
Seqﬂlfelﬁ%% ppgaqher}y@pfé%qlgwhm ng}g-apah%deﬁopne or more parts of the message;

<pr ef i x_O Publ i ckeyName>Buyer Publ i cKey</ prefi x
LBy d ﬁlé%é’dﬂﬂt??ﬁ)?’i}l/e%%nﬁ/ sPle&id gt HirlERAaRE b security elements for the

<pref1x_OlIntegri

Wegrage thabdschetdptatiie B the a¢spediR8AeVdEs;CHIN' > WO

2004/ 027618 PCT/ US2003/ 025894 74 <prefix O:

cutbmunicayidotiie message between the respective services compliant with the particular

option set.

2. The method of claim 1, wherein the security profiles are maintained in a registry

accessible to security logic of the first and second services.

3. The method of claim 1, wherein one or more of the security elements are specified by a

default in a machine readable default security profile.

4. The method of claim 1, wherein the requirements to sign are applied to individual parts

of the message.



KeyOaner =" Owner A" >Buyer Publ i cKey</ prefi x_0O:
Publ i cKkeyNam e> <prefix_O MessagePart
w@aroumzrees=" Or der” 1 sOptional="false" /> 5 PCT/US2003/025894
</prefix_Olntegrity> </prefi% O: SecurityChanneI>
<prefix_O SecurityChannel channel | d="CHANNEL2"
§ouFheangthod of ¢lpint k,-wherein the requirements to sign are applied to the message as a
Whofcns cup. comer ceone. com connector::centerSel 1"
ar get Connector="x 10

gp?@? gt@)c&; LG Ie%%gm eorrclaagﬁetan%nts oeenntc%p%'are apphed to individual

partdaRE h;egsmgg P- XMLEncr ypt 3DES- RSA- 2048" >
<prefix_O PublicKeyNane KeyOmner="x-
c lRORY biRaplivd e message
R S R g i e :
as awokf i x_ O Message Part Part Nane="Or der”
i sOptional ="false" /> <prefix_ O MessagePart
BarTiNatrethod oAgeim I sdudreianhd sighatealgorithm<d pppdfed to the message as a
Confidential > </prefix_QO SecurityChannel > </prefix_0:
wholsacyri t yContract | CD> 20 WO 2004/ 027618
PCT/ US2003/ 025894 75 CLAIMS 1. A neth
Qy nEd wethpq ofieleisn \ﬁhqxglnéh@:mqrygtmﬁ&g%ﬁ@nflmp@s@é fiafiganessage as a
f at | east one nessage between services, the nessage
aV|ng one or nore parts t he nethod including

L e
T BB R Rl TR i

security elenments include; requirenents to sjign one

8 Ehgyaethed of clefe ln:gg@r@@éhe allltbgmcp@%ﬁ]ggrqh@ ]éﬁ)@]friﬁﬂtout lgy a trusted
R e T

Loghi n al ithm a | ] r
Jar P e 97 el T PRGs b 7 Sy BPRicath bBoRB ST fomiing
credShiA€hde ohPaning tiRNAAEsy Al f@ﬁe;élinﬁﬁétidﬂlm the eéribic Recodfing the message.
encryption algorithmto be applied to one or nore
Rl e ﬁfethbﬁ ®f (iR & er‘éﬁ‘ﬁh@ Eecﬁﬁf}ﬁel&h&ﬁ@‘ﬁ%ﬁr kRYiRleti@entification of at
use wth the signature algorith one or nore
leasbmmqmatlm#gomtbmlseswmh g mdmgcsm;ﬂmq oprivileges-i t hm
‘at | east one authentication algorithmto be applied to
dseThe methiod of alairs 1éf whdreinres &;latbm'izatlan alositimg it daeried out by a trusted

S c rit rofil.es_and sel ec rticular., set of
agertybgt %E%IHL%PWC@P%&T%‘E?%%?%F apf gVt %ﬁ%%@g@wﬁwr%ﬂon assertion.
acﬁﬁﬁmabl e to the respective servjces;

methor o clala 1ewbyga thepyihepicatien ?159%@?}’{ ingludes submitting
o P A g

e TR aE Pl ggﬁg% St oo BEP SRRIR Bl 55 i¥epens of

pref@fen@és&in[ﬁnk thokighia An® BecrPfticieuritly cldhgenseadrseleyting the particular
el ements are specified by a default in a machine

optipe geflset lekesdntpuAceow hernrelfprapees of| ab leagt Onpwé thesteRdeesof
claim1, wherein the requirenents to sign are applied
t18. Thelinethodaif claimtld, whereintselenting thggarticular option subset corresponds to

the option subset that is acceptable to the respective services and most preferred by the service

whole

receiving the message.
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claiml1l, wherein the requirenents to sign are applied

WO eootloz7enessage as a whole. 6. The net hod of BCHUA2023/025894
wherein the requirenents to efigrypt are applied to

i ndividual parts of the nmessage. 7. The method of
dPal’re methaf of eliaim f Rewhesginni selerigng e mertishbr ppiomgubset corresponds to

the Gt it fiph PEREIRECR: o Selrel8 G oS pittaby e service

sendifethe®ssspe. as a whole. 9. The nethod of claiml,
wherein the encryption algorithmis applied to the
BSPROBe@Sd 3f iR 2, widtein SBRcHES 1he atfcultk Bptdnlsubset takes into
wherein the signature and encrypti on keys are

accopst/ thrprafercates of both ofttbe sasvined of claim 1, wherein the
encryption keys are symmetrical. 12. The nethod of
@Il aTlme hetheh ef elaim il Aewhertinealertag the padicglar bption subset takes into

scccif hggestgreoRi ! i 5FoRly SpAuR LA AP DI b the respective

servsegertion. 13. The nethod of claim1, wherein the
aut hentication al gorithmincludes submtting
o : et . . _
B PRChEBD oF SRR WA o TS R ol G Bt into
acconit & leawest ecunityd el amohg tiseseouity yelemhemtethbisaré acdepble to the respective
include identification of at |east one authorization
SV orithmto establish a sending service's privileges.
15. The nethad of claim 14, wherein the authorization
2P gbhg mahed of elapm il dgwhreingglegting batween regpisemenetopign or encrypt one

or n’g;?? ' &qﬁé ﬁﬁgsstgggtaﬂ?ssﬁf’cg&fgm_};ﬁéé br%e?e{}ﬁgcgs g? atg%aslt %11‘161%: the services.

uthori zati on sertion.

SH0RRe Peteg® of ety SPE-ReBREl bioaitt REubEERy 1 vigy or encrspt one

or n@f@ﬁé\r{b&iﬂm@mlaysaF@ Eors@p¥hdsao FRCtiohREbdehtharR S8 &geable thhe respective
The nmethod of claim 1, wherein the security profiles

serviqg prbmoptieeigered 8y theesprearestiviedhemes®8s anong t he
signing and encryption security elements and sel ecting
t2heThamethodlodclaim )7 whersimsskrtingheweemtequisernenisto sigreor encrypt one

refere s_of at | east e..of the servjces. 18. .The .
or e Pt DR rsnd o er R RrrIR Gl T B et the respective
servidel kRNmS s eferre@ by GfRASe {eddinighiBe AREJa0H Subset that

is acceptable to the respective services and nost

PEETRS £8hoR Y LRGN 18T Wh&Sin s’éﬁ%ﬁh%bé’c%e&hi%qﬂﬁ&ﬁ@&? to s\{@ or encrypt one

2004/ 027618 PCT/ US2003/ 025894 77 19. The nmet hod o
or mprapartsiof, thevmesseg e taked mta aqeguntitbe preferemgh af baghoff te services.

subset corresponds to the option subset that is

20 cEid mbthed of clalie 17 ewhaeini sekectieyg bétoesn sqdirémaits to sign or encrypt one

referred by the servjce sending the nessage. 20. The

or niggg it Qe PsiEe CIUTER &5 e T RshEF el I5Y sl e Seourity
elenfitd A5 a?é‘Q@c%{ataBE!’t@%hé &%&c‘ci@&%@é# he preferences of

both of the Services. 21. The nmethod of claim 17,

orei . ‘i _ .

PAEERL BBl SPLRR 15 DGuBORLLRUA oROLLPR SRSk, LAESor conytone

or nBRE pants of thd ArEsaps takbaint@aoaticclptvabil seclirily 1dvel among the security
services. 22. The nmethod of claim17,

respecti ve
ele%é’ffgﬁwr%éw@e lego thfrepREctive SAT%CSpt i on subset takes

into account a_|owest security |evel anong.the

S8cling mytherl ofrelain 1¢ wherehy e seceipy pasfidesfprthardnclude one or more
L
D P e o Pl 2Bl och B AFORRS Hipief fiude Vol or more

resoBfeY LERSDy the fespddife RBVRRE tOfmplbbip sichatuitédeindishcryption.
selectlng bet ween requi renents to sign or encrypt one



or nore parts of the nessage corresponds to the option
subset that is acceptable to the respective services
wap@40osts pref erred by the service receiving tPer/US2003/025894
message. 25. The nethod of cl®m m 17, wherein selecting
bet ween requirenents to sign or encrypt one or nore
phrlite méthedef daiss hgwherein thesysowrity profilehbribet inghids ghe ex more
that is,. ac %%ﬁbl to t.he respective services and
resoyreh v & GOy T erudy vRaBRI MReet e message. 26.
The nethod of claim 17, wherein selecting between
requi renents to sign or encrypt one or nore parts of
t he nessage takes into account the preferences of both
of the services. 27. The nethod of claim 17, wherein
sel ecting between requirenents to sign or encrypt one
or nore parts of the nessage takes into account a
hi ghest security | evel anong the security elenents
that are acceptable to the respective services. 28.
The nethod of claim 17, wherein selecting between
requi renents to sign or encrypt one or nore parts of
t he nessage takes into account a | owest security |evel
anong the security elenents that are acceptable to
the respective services. 29. The nethod of claim1,
wherein the security profiles further include one or
nore resources used by the respective services to
i mpl ement signatures and encryption. 30. The nethod of
claim17, wherein the security profiles further
i ncl ude one or nore resources used by the respective
services to inplenent signatures and encryption. WO
2004/ 027618 PCT/ US2003/ 025894 78 31. The net hod of
claim1, wherein the security profiles further include
one or nore resources used to authenticate the
servi ce sendi ng the nmessage.



