A Multi-Threaded Packet Processing Engine for Stateful Packet
Processing Field of the Invention 100011 The present invention is in the
field of high-performance central processing units (CPUs), and pertains
more particularly to a multithreaded processor for processing packets in a
network environment. 100021 This application is a Divisional Application

of Singapore Patent Application No. 2004 01861-0 filed on 26 March

2004 claiming Priority from PCT Application No. PCT/US02/30421 filed

on 24.09.2002. BackyMut- HisadedriackstRrosessing Ereissifer as used
in the instant specification refeatefpbPesketBrosessing digital operations
(processing) on packets in a packet data network, such as the well-known
Internet network, for example for the purpose of routing said packets
through a router or through a point-to-point network. It is well known that
there are multiple types of packets, and that packets of a same type may
belong to different flows, a flow rgefaqipotREMEIaIKdR the combination of
source and destination. As an_example, all packets carrying information
1B90hke rnet s Bistat NWEREMR TofBidis) defdiebwintoandnass aurbngnsessing
Among these packets, those that belong to a specific conversation )
Wity [{woaﬁamﬂlﬂa}s;slé%ﬁ|aaa&1%vbalmgmazmﬂ}ﬂ%éﬂ@ﬁ@fe%ﬁé0§éﬁa@W.Smg
_11:5%;)04] It is also well known in the art that data packets, in general, have
PRSI Et agisiias Y 5o bortion. The header portion typically
comprises data fields of standard digital form and length that identify such
things as the packet type, the source, and the destination. A packet
processing engine, then, may know the type and flow for a packet

[0002] This application is a Divisional Application of Singapore Patent Application
No. 2004 01861-0 filed on 26 March 2004 claiming Priority from PCT Application No.

PCT/US02/30421 filed on 24.09.2002.

Background

[0003] The term packet processing as used in the instant specification refers to
performing various digital operations (processing) on packets in a packet data network,
such as the well-known Internet network, for example for the purpose of routing said
packets through a router or through a point-to-point network. It is well known that there
are multiple types of packets, and that packets of a same type may belong to different
flows, a flow referring generally to the combination of source and destination. As an
example, all packets carrying information for Internet Protocol Network Telephony
events will be of the same type. Among these packets, those that belong to a specific

conversation between two particular people at a particular time belong to the same flow.



by referencing the header fields. [0005] In packet processing engines it is
typically necessary, when a packet is received to be processed, to

determine an appropriate rule for processing the packet. The rule is the
recipe of what to do regarding the particular packet, and the recipe can be
any one of a relatively large number of functions, such as packet

dropping (discard), forwarding to a next hop, load balancing, encryption,

and much more. Clearly the performance of packet processing systems

K4 quiphhisritse restkrotsndethe At whta psksth 18 spasely havg a header
identify packets, to select appropriate rules, and to perform the indicated
PREIEsANG fripRAEMent s Beadrspoytion syrisdbriveinagscs satafisdds iof standard
always desirable. Summary [0006] In a preferred embodiment of the

GG o A SH D 5 DR ST D TR and the
tasks is provided, the engine comprising a multiplicity of processing
deERtioRc Yy mBekeh MprRSTRZLRsiNg pihsty Brrbaaskihe fieransblloyrigra packet
multiplicity of processing resources for concurrent processing of a
Wﬁfg@&%‘@ﬁéﬁ%ﬂt eleomplish the tasks, a memory structure having

a multiplicity of memory blocks, each block storing data for processing
tAP8als, dmparkRitRiesHMEsCEgStIta B cdhtrfcayarsny Bempmagket is
tribe-to-tribe migration of contexts to move threads from tribe-to-tribe. -2

PRE g B PTATEr SRl ARG A ARG RdedP s Qs Rsei & pepacket. The
preferential access to individual ones of the multiplicity of memory blocks.
[Blsdy ihpresprerdd@idmeR tissetinenbrers ieaseanksl 20¢d8s frstReLn be any
individual one of the multiplicity of tribes to an individual one of the
PRGIEPACRIAEY heleR B IBBRE UGt ibe P bR it altoRmingi Gy Br ),

controlled memory ports. Also in a preferred
forwarding to a next hop, load balancing, encryption, and much more. Clearly the

performance of packet processing systems and equipment is related to the ability of the
system to classify and identify packets, to select appropriate rules, and to perform the

indicated processing. Improvement in efficiency, cost effectiveness and speed is always

desirable.
Summary
[0006] In a preferred embodiment of the present invention a processing engine to

accomplish a multiplicity of tasks is provided, the engine comprising a multiplicity of
processing tribes, each tribe comprising a multiplicity of context register sets and a
multiplicity of processing resources for concurrent processing of a multiplicity of threads
to accomplish the tasks, a memory structure having a multiplicity of memory blocks, each
block storing data for processing threads, and an interconnect structure and control

system enabling tribe-to-tribe migration of contexts to move threads from tribe-to-tribe.



embodiment the multiplicity of tribes, the multiplicity of memory blocks,

and the multiplicity of memory ports are equal in number, and each tribe

has a dedicated port to a memory block. In some embodiments

processing tasks are received sequentially, an individual task received
creating a thread, including a program counter and context, in a first one

of the multiplicity of tribes. [00081 In some cases the thread operating in

the first one of the tribes is migrated via the interconnect structure to a
Thespeivmis harsteiized Behsidnbrighationespibeddresfamplaigepieal access to
program counter and at least a portion of the context to registers in the
wdgABalae ot it mpiplikispahneemnmcalesksoriginal assignment of tasks
received to tribes is at least partially dependent on distribution of

K ssingr e fsiehgrihedimsMdRP I GoRE feretiah Agris xuypimadivigual one
tasks may be at least partly software controlled, or at least partly
pbihnmvEBbROREH oD Indisideab ansdithe mulnritiod weaeasyddecks by
from one tribe to another tribe is_at least partly dependent on distribution

¥t pryisshopa abr dnvdiv) gy AlerIsHERNOTHBU P iR BriiPaRicHG ST
migration from tribe to tribe may be at least partly software controlled, or
ap?&a’éﬁﬁamwgwwéﬂ@twﬁfr&rédmmipmgyp?éfa%%h%%@wﬁ%fhﬁe
processing engine is implemented at a first node in a data packet network
R HRIRL QR oSy PN BTG FEHA P BRERA o fifhEapEibsthas § dyfticated port to a
processing the packets for translation to a second node in the network.

PRR Y HEEkn SRR AP HLSE R REIS RSP S HATR 21D eV RY SpfotpRifelly, an
aspect of the invention a method for concurrently processing a multiplicity .
B\‘%&‘!&?*éﬂ‘d\?ﬁéﬂ?‘iﬁé@ﬁ@%@%ﬁa PREHENRA REpEBQI AR oMY ina
in a single processing engine a multiplicity of processing tribes, each tribe

E‘Bﬁh‘ﬁ}}%ﬂf éhg multiplicity of tribes.

[0008] In some cases the thread operating in the first one of the tribes is migrated via
the interconnect structure to a second one of the tribes before completion of the task, by
moving the program counter and at least a portion of the context to registers in the second
one of the tribes. Also in some cases original assignment of tasks received to tribes is at
least partially dependent on distribution of processing data among the memory blocks.
The original assignment of tasks may be at least partly software controlled, or at least
partly hardware controlled.

[0009] In some embodiments migration of a thread from one tribe to another tribe is
at least partly dependent on distribution of processing data among the memory blocks.
The direction and timing of migration from tribe to tribe may be at least partly software
controlled, or at least partly hardware controlled.

[0010] In a preferred embodiment the processing engine is implemented at a first

node in a data packet network wherein the tasks are generated by receipt of data packets



multiplicity of context register sets and a multiplicity of processing

resources for concurrent processing of a multiplicity of threads to

accomplish the tasks; (b) providing to the processing engine a memory

structure having a multiplicity of memory blocks, each block storing data

for processing threads, the memory blocks connected to the tribes in a

way that individual ones of the tribes have preferential access to individual

ones of the multiplicity of memory blocks; (c) connecting the tribes

fbPrgResPnadPriket: ki tioaratiané dorveond ﬁ%ﬁ%ork- The packet

tribe-to-tribe migration of contexts to move threads from tribe-to-tribe; and

06H iswkaiiay et HRDBNETK: program counter and context in

registers, in a first one of the multiplicity of tribes for each task received.

!@81@] In draeEieeasersbBaIsaRY RISTep NSThoddRsrettraratlydy9esHiing 2

individual one of the multiplicity of tribes to an individual one of the _

multiplieity of taskris providsd the prelrrberparmgdRs dtems ol éadimplementing in

multiplicity of controlled memory ports. Also in a preferred embodiment, in

aieipels PreresHuRIpHERy éﬁﬂﬁéé%%mﬂfﬁﬁ?ﬁ}gdﬁh?én%w tiRsg@mpriging a

the multiplicity of memory ports are equal in number, and each tribe has a

Jud Al 56 RS RG5!0 ARA B o Bdis M QS sasray Be rRseRTGRsfor

sequentially. [0013] In a preferred embodiment there may furtherbea

SRESURISBY IR AFs e ha TaHEPkisHY ff thisaistorrs Urphishireessshilyrateyiding

via the interconnect structure to a second one of the tribes before

Lo Hip RIGEFS URERNSRK HBSBIIRSH Wi S haVigeamuirLigity 8§ mgnagsy blocks, each
rogram counter and at least a portion of the context to registers in the

§ gedstake piesssyoe 1areads shinmenepshipckieir s ctsdgmie tribes ina

assignment of tasks received to tribes is at least partially dependent on

diav BaiBA sirb cass iy tabe g PefsiratidrerstiQingiyidual ones of the

assignment may be largely hardware controlled, or largely software
SyHtplneigy of meémory blocks; (c) connecting the tribes through’an interconnect structure

and control system enabling tribe-to-tribe migration of contexts to move threads from
tribe-to-tribe; and (d) initiating a thread, including a program counter and context in
registers, in a first one of the multiplicity of tribes for each task received.

[0012] In a preferred embodiment, in step (b), preferential access from an individual
one of the multiplicity of tribes to an individual one of the multiplicity of memory blocks
is provided by an individual one of a multiplicity of controlled memory ports. Also in a
preferred embodiment, in step (b), the multiplicity of tribes, the multiplicity of memory
blocks, and the multiplicity of memory ports are equal in number, and each tribe has a
dedicated port to a memory block. Processing tasks may be received sequentially.
[0013] In a preferred embodiment there may further be a step wherein the thread
operating in the first one of the tribes is migrated via the interconnect structure to a

second one of the tribes before completion of the task associated with the thread, by



[00151 In some cases migration of a thread from one tribe to another tribe
may be at least partly dependent on distribution of processing data
among the memory blocks, and the direction and timing may be either
largely hardware controlled, or largely software controlled. [00161 In a
preferred embodiment of the invention the engine is implemented at a first
node in a data packet network wherein the tasks are generated by receipt
of data packets and processing the packets for translation to a second
RBYEs s rearkoumer aadat peaskamhesin Al iaypdedaseeisiets in the second
network. -5 Brief Description of the Drawings [0017] Fig. 1 is an
areritdbaifarSverview for a packet processing engine in an embodiment
of the present invention. [0018] Fig. 2 is a memory map for the packet
B8tk sindregis S apeareHBddhRitaingl astigvesahe i skseciisd 1o fuhgs is at
3 illustrates detail of the address space for the packet processing engine
ISaH P AHBYRRSAL ST Pre BrBERKIOR PE RIS STOB M E IR thr s §locks.
4d comprise a list of configuration registers for a packet processing
dhgirrsi RS Mgt O BRI Sanvere POl QiaTackes qoenelyd
illustrates hashing function hardware for the packet processing engine in
PPEMbodimerneripes m&a%m%%ﬂ@mzmdvéqé%%?@& qiaay be at
erformance events for the pa_cketProcessjng engine in an embodiment
e ptedincirahasslisbirtenigl proacsssidak emongdha dtemamyatiesis, and

for the packet(?rpcessing engine in an embodiment of the present
thealiteston and timing may be either largely hardware controlled, or largely software

controlled.

[0016] In a preferred embodiment of the invention the engine is implemented at a first
node in a data packet network wherein the tasks are generated by receipt of data packets
and processing the packets for translation to a second node in the network. The data

packet network may be the Internet network.



[0024] Fig. 8 lists egress port determination for the packet processing
engine in an embodiment of the present invention. [0025] Fig. 9 indicates
allowed degree of interleaving for the packet processing engine in an
embodiment of the present invention. [0026] Fig. 10 is an illustration of
Global block architecture in an embodiment of the invention. [0027] Fig.
11 is an expanded view showing internal components of the Global block.

the invention. [0029] Fig. 1BuiebRssaniptions Daxying
pirgen tihes. {00301 hig dd-is A 2\el dpararmiel fsNeosHt{on

an embodiment of the invention. [0031] Fig. 15 is a diagram of a Port
IteHassRiQekHR sha ekt in an embodiment. [0032] Fig. 16 is a

diagram of a Packet Loader Block in the Network Unit in an embodiment

g 'anLi%QQ-ii(l%@&lﬁlg[gé%i]ﬁ)gtgﬁgm{& iR KanseinBuiieh GPENBLdiment of

lock in an embodiment. 8 is a diagram of a Packet Buffer
MemeryBlackniioan embodiment. [0035] Fig. 19 is a table illustrating the
interface between a Tribe and the Interconnect Block. [0036] Fig. 20 is a

,@bbi”us’t '.”9iIR@ti@%@ﬂ@é&%P&t%%%a&?b%s'!ﬁﬁ\é@f&_%{g (ﬁ&gﬁﬁﬁessing engine in

nterconnect Block. [0037] Fig. 21 is a table illustrating the interface

beueRaithenclehal Blagkandiifn.

[0020] Figs. 4a through Fig. 4d comprise a list of configuration registers for a packet
processing engine according to an embodiment of the present invention.

[0021] Fig. 5 illustrates hashing function hardware for the packet processing engine
in an embodiment of the present invention.

[0022] Fig. 6 is a table that lists performance events for the packet processing engine
in an embodiment of the present invention.

[0023] Fig. 7 lists egress channel determination for the packet processing engine in an
embodiment of the present invention.

[0024] Fig. 8 lists egress port determination for the packet processing engine in an
embodiment of the present invention.

[0025] Fig. 9 indicates allowed degree of interleaving for the packet processing
engine in an embodiment of the present invention.

[0026] Fig. 10 is an illustration of Global block architecture in an embodiment of the
invention.

[0027] Fig. 11 is an expanded view showing internal components of the Global block.



Interconnect Block. [0038] Fig. 22 is a diagram indicating migration
protocol timing in the Interconnect Block. [0039] Fig. 23 is a table
illustrating the interface between a Tribe and a Memory Interface block in
an embodiment of the invention. [0040] Fig. 24 is a table illustrating the
interface between the Global Block and a Memory Interface block in an
embodiment of the invention. -7 100411 Fig. 25 is a table illustrating the
interface between a Memory Controller and a Memory Interface block in

O hbodliiteAtds Aidlinseniiomol oBeptingiglosk shawamhpdimsrhehibey

interface timing in an embodiment of the invention. [00431 Fig. 27 shows
trEEe8mory interface to controller timing. [0044] Fig. 28 shows tribe
memory interface to Global timing. 100451 Fig. 29 shows input module
K9%%ignaldania martibly Bidiertingpuerptiy peeiesal bsblednusheting the
interface between a Tribe and a Memory Block in an embodiment of the

[8086kion. fopd# iEiyboekslngrmmeottha Mgt & Htderse dehodimen of the

Tribe and the Network Block in an embodiment of the invention. 100481
FRCBTS a table illustrating the interface between a Tribe and the
Interconnect block in an embodiment of the invention. [00491 Fig. 33 is a
H183Kl diaghien 15f1as ietseenofchbort dieifzsrideck iohsANerigrigl ptan an
Tribe microarchitecture block diagram. 100511 Fig. 35 is shows a fetch
pRIdiefata tribe in an embodiment of the invention.

[0032] Fig. 16 is a diagram of a Packet Loader Block in the Network Unit in an
embodiment of the invention.

[0033] Fig. 17 is a diagram of a Packet Buffer Control Block in an embodiment.
[0034] Fig. 18 is a diagram of a Packet Buffer Memory Block in an embodiment.
[0035] Fig. 19 is a table illustrating the interface between a Tribe and the Interconnect
Block.

[0036] Fig. 20 is a table illustrating the interface between the Network Block and the
Interconnect Block.

[0037] Fig. 21 is a table illustrating the interface between the Global Block and the
Interconnect Block.

[0038] Fig. 22 is a diagram indicating migration protocol timing in the Interconnect
Block.

[0039] Fig. 23 is a table illustrating the interface between a Tribe and a Memory
Interface block in an embodiment of the invention.

[0040] Fig. 24 is a table illustrating the interface between the Global Block and a

Memory Interface block in an embodiment of the invention.



100521 Fig. 36 is a diagram of a Stream pipeline in tribe architecture.
100531 Fig. 37 is a stream pipeline, indicating operand write. [00541 Fig.
38 is a stream pipeline, indicating branch execution. [00551 Fig. 39
illustrates an execute pipeline. [0056] Fig. 40 illustrates interconnect
modules. 100571 Fig. 41 illustrates a matching matrix for the arbitration
problem. [00581 Fig. 42 illustrates arbiter stages. -8 [0059] Fig. 43
illustrates deadlock resolution. [0060] Fig. 44 is an illustration of a
[00d3tbar Fiwddlés foade]iligtramilthaiatedasrebriveamandemsyy feafrater and a
modules. [0062] Fig. 46 illustrates the input module data path. [0063] Fig.
Mamipsirdceiace Witk butteerivdinen]odBy]IFignt8ii|ustrates the return
module data path. [0065] Fig. 49 is an illustration of a request buffer and
[42¢ moHligde26-hDet4iibe D anptioRtofEn BB Ehts prbodiray dfthe
Porthos Multi-Threaded Packet Processing Engine [0066] In a preferred
isvebideliment of the present invention a multithreaded packet processing
engine that the inventors term the Porthos chip is provided for stateful
[p8dXet pFigebihgws bibeanemopy tateU®s e ¢amtsthediietigns. Fig. 1 is an
architectural overview for a packet processing engine 101 in an
(8848 dimEin: 38 e presbpmaranyidtieboe 1) Nlahel bidiectional network
port 102 is provided with maximum input and output rates of 10 Gbps
[0845] Padligt IDusfervsdenly mfidsiastilsignal mROYBEDIRgS-

[0046] Fig. 30 is a table illustrating the interface between a Tribe and a Memory
Block in an embodiment of the invention.

[0047] Fig. 31 is a table illustrating the interface between a Tribe and the Network
Block in an embodiment of the invention.

[0048]  Fig. 32 is a table illustrating the interface between a Tribe and the Interconnect
block in an embodiment of the invention.

[0049] Fig. 33 is a block diagram of an embodiment of the invention.

[0050] Fig. 34 is a Tribe microarchitecture block diagram.

[0051]  Fig. 35 is shows a fetch pipeline in a tribe in an embodiment of the invention.
[0052]  Fig. 36is a diagram of a Stream pipeline in tribe architecture.

[0053] Fig. 37 is a stream pipeline, indicating operand write.

[0054] Fig. 38 is a stream pipeline, indicating branch execution.

[0055]  Fig. 39 illustrates an execute pipeline.

[0056] Fig. 40 illustrates interconnect modules.

[0057] Fig. 41 illustrates a matching matrix for the arbitration problem.

[0058] Fig. 42 illustrates arbiter stages.



stores individual packets from data streams until it is determined whether
the packets should be dropped, forwarded (with modifications if
necessary), or transferred off chip for later processing. Packets may be
transmitted from data stored externally and may also be created by
software and transmitted. [0068] In preferred embodiments, processing on
packets that are resident in the chip occurs in stages, with each stage
associated with an independent block of memory. In the example of Fig. 1
HOhre didghtiSiillesiraton draslageresovtisach associated with a particular
memory block 105, also labeled (0-7). [0069] Each stage 104, called by
{AR6PIventBis 44rihan Bhivteatianed uprassBor sepilse threads
simultaneously. A software thread will typically, in preferred embodiments
e invEigidd, iBudeiies Bis HibmEasaeKEiHFEA e Wes time, and
may jump from one tribe to another. [0070] A two HyperTransport
if3hce 108 Aoulustcsdhsrimicardwradsetbrocessors,
co-processors or other Porthos chips. -10 100711 In preferred
E0YdimdTits bt tHustenasr itk eiaasdutes instructions to
accomplish the necessary workload for each packet. The instruction set
0 cturde (ASAN wsipeabatstrpy el 498 Bitiar to the well-known
64-bit MIPS-IV ISA with a few omissions and a few additions. The main
H6stnceiBetdévintiiumpipnstsrcarrat It anddre s urriefized as
follows: 1. Memory Addressing and Register Size The Porthos ISA
contains 64-bit registers, and utilizes 32-bit addresses with no TLB. There
is no 32-bit mode, thus all instructions that operate on registers operate on
all 64-bits. The functionality is the same as the well-known MIPS R4000
in 64-bit mode. All memory is treated



as big-endian and there is no mode bit that controls endianness. Since
there is no TLB, there is no address translation, and there are no
protection modes implemented. This means that all code has access to
all regions of memory. This would be equivalent to a MIPS processor
where all code was running in kernel mode and the TLB mapped the
entire physical address space. The physical address space of Porthos is
32-bits, so the upper 32 bits of a enerated 64-bit V|rtual address are
ignored and no translatidRetdke & af e mhe 80igtated CPO
registers and no TLB mstructlons 2 Omltted Instructions In preferred
embodlments there IS no floatln pomt un|t in the Porthos chip, and

S H ‘. N4 f_," pOInt

mé ers a6, Mre@ra;ﬁgod‘%ht 'W?ﬁ@‘iﬂ@%@?&e‘ﬂ%ﬁﬂ[ﬁtﬁ?@aﬂéﬁéﬁcket
pRASIGR) &Rt MRNIRA (loRGeim IR drikdMtip 1s RMEGed fol\Qateful packet

branches on CP1 conditions are implemented. Coprocessor 2 registers

ﬁi{%éﬁﬁg PSR @Q@@Mg@hﬁ%‘ﬂh éfréél%&eq:k@aﬂ iSIArer-aNMNLoverview
instructions (LDC2, SDC2, DMFC2, DMTC2). The unaligned load and

oA HoRHUSHERS AR ENPIETALRIER b I it i G IPRIHATIAN S gt

implemented. 3. Synchronization support has been enhanced The SC,

(8663 LL a6l inisisianc arsrirpaiemente sk At onal hAhersisift and

ADDM instruction that atomically adds a value to a memory location and

SetpERStBETRRYILY edch 20diMiRNBhERS 19 GCATRNSIRUGLAN thAGIMSHRr that

stream to preserve packet dependencies. This is described in more detail

dfbR4QHawingaP pEHRA AR HONA G RIRANA UM A S B8R ARIREL RARAG gs
External events and timer interrupts are treated such that new threads are

JAMRNRAIrbhESRE BIRPALBY PRitHEH NOLINERA$REEIS NG eSS chip

delivered to an active thread. Thus, a
for later processing. Packets may be transmitted from data stored externally and may

also be created by software and transmitted.

[0068] In preferred embodiments, processing on packets that are resident in the chip
occurs in stages, with each stage associated with an independent block of memory. In the
example of Fig. 1 here are eight stages 104, labeled (0-7), each associated with a
particular memory block 105, also labeled (0-7).

[0069] Each stage 104, called by the inventors a tribe, can execute up to 32 software
threads simultaneously. A software thread will typically, in preferred embodiments of the
invention, execute on a single packet in one tribe at a time, and may jump from one tribe
to another.

[0070] A two HyperTransport interface 106 is used to communicate with host

processors, co-processors or other Porthos chips.

-10 -



thread has no way to enable or disable these events itself, they are
configured globally. This is explained in detail in a section below on

timers and interrupts. 5. New Set of CPO Registers CP7 Sequence

Number CP21 Tribe/Stream Number CP22 FlowiD CP23 GateVector 6.
Thread control instructions DONE Terminates a thread FORK Forks a

new thread NEXT Thread migration 7. Special purpose ALU instructions
Support for string search, including multiple parallel byte comparison, has
Iﬂggﬁl proViRiBEFtPErd P REadinantabiie iny spiinnsAUh BtReR B FRoiRpBYEtiRRS to
and insert instructions. Finally, an optimized ones-complement add is

HromeigirdhemseesaeRaicad dereaaioriol v d ol S H Porthers higsture
&gﬁht ports 107 (Fig. 1) to external memory devices. Each of these ports

. ) R .
LupplemerirdiRriation s simtlargdhersdragun fibat MRS IR Anwvith a
access all memories, although there is a performance penalty for

feReedisipm R N Add it LBttt At s hrE W asre et RIS A and

are executed. A diagram of the memory map is shown in Fig. 2. -12 The
Mgt breoTHRmaAtGH il Sused to access internal registers including
ﬁacket buffer configuration, DMA configuration and HyperTransport port

oMRIEPLY o disatiae B egist&nSiéf the breakdown of this space are
provideddaterhod MSAdREINRNY4-bit registers, and utilizes 32-bit addresses with no TLB.

There is no 32-bit mode, thus all instructions that operate on registers operate on all 64-bits. The
functionality is the same as the well-known MIPS R4000 in 64-bit mode. All memory is treated
as big-endian and there is no mode bit that controls endianness. Since there is no TLB, there is
no address translation, and there are no protection modes implemented. This means that all code
has access to all regions of memory. This would be equivalent to a MIPS processor where all
code was running in kernel mode and the TLB mapped the entire physical address space. The
physical address space of Porthos is 32-bits, so the upper 32 bits of a generated 64-bit virtual
address are ignored and no translation takes place. There are no TLB-related CPO registers and

no TLB instructions.

2. Omitted Instructions

In preferred embodiments there is no floating-point unit in the Porthos chip, and therefore
no floating-point instructions. However the floating-point registers are implemented. Four
instructions that load, store, and move data between the regular registers and the floating-point
registers (CP1 registers) are implemented (LDC1, SDC1, DMFC1, DMTC1). No branches on
CP1 conditions are implemented. Coprocessor 2 registers are also implemented along with their
associated load, store and move instructions (LDC2, SDC2, DMFC2, DMTC2). The unaligned

load and store instructions are not implemented. The CACHE instruction is not implemented.
3. Synchronization support has been enhanced

The SC, SCD, LL and LLD instructions are implemented. Additionally, there is an

ADDM instruction that atomically adds a value to a memory location and returns the result. In
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9. Tribe Migration A process in embodiments of the present invention by
which a thread executing on a stream in one tribe is transferred to a
stream in another tribe is called migration. When migration happens, a
variable amount of context follows the thread. The CPU registers that are
not transferred are lost and initialized to zero in the new tribe. Migration
may occur out of order, but it is guaranteed to preserve thread priority as
defined by a SegqNum register. Note, however, that a lower priority thread

diondhaieiaRca 1 BHyRbehitstitalivasHsan uRresefepagket dependencies. This is
J&SHBRIAN HiPe dd@N 124 ATBIERY MigicHIng fgdheathige that it is currently
in is treated as a NOP. A thread may change its priority by writing to the
HegiMon sagiERIIBR A3 chigghread migration instruction: NEXT specifies
a register that contains the destination address and an immediate that
contaimxtheamedty aidkitead gemiett toe prasar vaciilhiegisiatsdiit aedaunched.
ot preseryed are zeroed in the destination cantext. If 3. thread migrates
LR e e 5 R R I SRS LS A ARt gy thread. Thus,a
il LA dylayegaiiagrdisabi guedrechd tisdIT,ith eybe dbmeiiscafolobally. This is
resent inv ntiqn wherein %a}cket seniority is enforced by hardware
Fﬁ%ﬂaﬁdtﬁbﬁﬁ%aé 3t & FSHO MDA et R Uit the packet

pr g\g%’glgo\ﬁle %d" \When a gate instruction is encountered, the

instruction executloerglfscg?rﬂwat packet is stalled until all older packets of the
same flgy have made %%%?@eqlﬁrﬁﬁét the same point. Software manually
advances a -13 packet through a gate by updating a GateVector register.

Multiplegates may ke;specified Noh.agiven packet workload and

serialization occurs for each gate individually. [00751 Packets are given a
sequegenumber by thampacket buffer controller when

CP23 GateVector

6. Thread control instructions

DONE Terminates a thread
FORK Forks a new thread
NEXT Thread migration

7. Special purpose ALU instructions

Support for string search, including multiple parallel byte comparison, has been provided
for in new instructions. In addition there are bit field extract and insert instructions. Finally, an

optimized ones-complement add is provided for TCP checksum acceleration.

8. Memory Map

Porthos has eight ports 107 (Fig. 1) to external memory devices. Each of these ports
represents a distinct region of the physical address space. All tribes can access all memories,
although there is a performance penalty for accessing memory that is not local to the tribe in

which the instructions are executed. A diagram of the memory map is shown in Fig. 2.
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they are received and this sequence number is maintained during the

processing of the packet. [00761 A configurable hardware pre-classifier is

used to combine specified bytes from the packet and generate a FlowID

number from the packet itself. The FlowlID is initialized by hardware

based on the hardware hash function, but may be modified by software.

The configurable hash function is also be used to select which tribe a

packet is sent to. Afterward, tribe to tribe migration is under software

controll hotFeiop Afcenfigupien ShaRe itilised thasgsrs AdtrErRbIRE s ETmimstuskng packet

seripvsRtignhah, W%ﬁﬂfgﬁqﬂmﬁﬁ@wﬂémlaf@ﬁdﬁtsmaém@&%fﬁ,d Bpace. More
C

addition to the FlowID register and the PacketSequence register
dptalrihabisokd e RiHissps s N Idssd ks dlohiplfietsre oftware

me_(al%iset and clear this register arbitrarily, but it is initialized to O when a
feltihsriigritieReated for a new packet. A new instruction, named GATE,

is implemepésdinThsboiivhEnto U ipR AV SR RIGCH QMiohsiallibitibxecuting on a
there is no thread with the same FlowID, a PacketSequence number that

THeBWER At WRSEnevet iSRG ARyt e balisderdrsasiorn, When migration
Hdpsdegic werializ emalnpackeiswithinote tiame-AoWrad t1al pein&¥ehat are not

that seniority is enfarced. [00781 Software is responsible for setting a bit

il EsavdetbPIEdRtENAdR TR HVEYS MavdrificaisaEAD T Qg ovt of order, but
allopuathacapelplsstove mes i priviical SRELIRA. b hES dgplteN eeiaitde P&ieS, however, that
represents progress through the workload of a packet. Software is _
FECPEREIHIE R FE B R et RiahRRiSlet MRITHANY Y OEsidiff Helticet different
Skipsagi e ttaip. gate, -14 to prevent younger packets from unnecessarily

stalling. If the GateVector is set to all Is, this will disable flow gating for

[aer3jackes, wirad migyninggert hatke shailltvivdufesmihain packetedNGte N@P. A

forward progress is guaranteed since the oldest packet in the processing

thread may change its priority by writing to the SeqNum register.

[0073] The thread migration instruction: NEXT specifies a register that contains the
destination address and an immediate that contains the amount of thread context to

preserve. All registers that are not preserved are zeroed in the destination context. If a

thread migrates to the tribe it is already in, the registers not preserved are cleared.

Flow Gating

[0074] Flow gating is a unique mechanism in embodiments of the present invention
wherein packet seniority is enforced by hardware through the use of a gate instruction
that is inserted into the packet processing workload. When a gate instruction is
encountered, the instruction execution for that packet is stalled until all older packets of

the same flow have made progress past the same point. Software manually advances a
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system will never be stalled and when it completes, another packet will be
the oldest packet. [0079[ In a preferred embodiment a seniority
scheduling policy is implemented such that older packets are always
given priority for execution resources within a processing clement, One
characteristic of this strictly implemented seniority scheduling policy is
that if two packets are executing the exact same sequence of instructions,
a younger packet will never be able to overtake an older packet. In _
parksetthiqueh aRalchyrpdringie Geestnsresiier mMy ERtiosien siprysescified
acket dependencies in software. This is because a no-overtaking
bR eESAPUkFhaRtidardreed ssippettirnariprefRe sesheate inghddeally.
workloads, so the oldest packet is always guaranteed to be ahead of all
PiiSher dackets masivener SHeemBANMBSEEY iRk R Ereameeligiavhen
seniority based cache replacement can only behave with no overtaking if
Mot s woristitis thre snseraupher saneiBtiacd rrdng tifoprecessing of the
conditional branches cause packets to take different paths, a flow gate
{d-be necessary. Flow gating in conjunction with no-overtaking
rocessing elements allow a clean programming model to be presented
A7 effiddetrnehhartvm mRidar iens i pr anmbipe sercibisd ges from
can be categorized into three groups: triggers from external events, timer
IRFPRGES 2 aa%ﬁ@é%iatslw@%a%la%ﬁfzm&trbpﬁqlﬁhfé%ﬁw&w dSthe
events -15 are not specific to any specific physical thread. In the third
St e Gl OBk BAR WAt LB RE i el M B  BRdby

Buffer Overview In this section the following nomenclature is used:; _
software. The configurable hash function is also be used to select which tribe a packet is

sent to. Afterward, tribe to tribe migration is under software control.

[0077] A new instruction is utilized in a preferred embodiment of the invention that
operates in conjunction with three internal registers. In addition to the FlowID register
and the PacketSequence register discussed above, each thread contains a GateVector
register. Software may set and clear this register arbitrarily, but it is initialized to 0 when
a new thread is created for a new packet. A new instruction, named GATE, is
implemented. The GATE instruction causes execution to stall until there is no thread
with the same FlowID, a PacketSequence number that is lower, and with a GateVector in
which any of the same bits are zero. This logic serializes all packets within the same flow
at that point such that seniority is enforced.

[0078] Software is responsible for setting a bit in the GateVector register when it
leaves the critical section. This will allow other packets to enter the critical section. The
GateVector register represents progress through the workload of a packet. Software is

responsible for setting bits in this register manually if a certain packet skips a certain gate,
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Port - Physically independent full-duplex interface Channel - Tag

associated to each of the packets that arrive or leave through a port.
Interleaving degree - The maximum number of different packets or frames
that are in the process of being received or transmitted out. [0081) The
packet buffer (103 Fig. 1) is an on-chip 256K byte memory that holds

packets while they are being processed. The packet buffer is a flexible

FIFO that keeps all packet data in the order it was received. Thus, unless

19 PERYESE HOUNESE RASKETS T e uURRsSSBY i ting- (3§ hafefs rEIsekto all Ls,
m_emorgi the packet will be transmitted in the order that it was received.
thire il dierhbe fler rine&n FRehRBRKS cHneR BRQURESEBATKRIaHAN wpit for that
pass-through and re-assembly scenarios. In a pass-through scenario, ‘
prkietrdNote et SupeustesiEhisRRErises sirscohs Alsrkaackst indbsrrigeessing
only slightly before being transmitted. The payload of the packets remains
ST RS sl edpad e GRTaekiteiBRosRe RaTk e lisitie g ldest
monitoring and traffic management applications. In a re-assembly

E%@??&rio, packets must be consumed by the chip and buffered into

memory where they are re-assembled. Alter re-assembly, processing

B orftrenrelfarne dRPadireahy s hetraipmesrriTap setgated such
Re-assembly scenarios occur in firewalls and load balancing, Many )
ﬁﬁbﬁ&%@%@%%aéwmsm%&moa%&gs@www%w@ﬁa%émaprocessmg
scenarios -16 [0082] The Packet Buffer module in preferred embodiments .
fheateRts WA RRRGISrstR AHBIGTIBRM PR et oRIAG thechatulinaprplicy is
of some GPRs and CPO registers at the time a thread is scheduled to

Al NORARKG R R ERFIAEE DAFERANY IR SRIYERSS tanihe HiRtte f BaHRECT

memory and the shared memaory ] o
packet will never be able to overtake an older packet. In certain cases, the characteristic

of no overtaking may simplify handling of packet dependencies in software. This is
because a no-overtaking processing element enforces a pipelined implementation of
packet workloads, so the oldest packet is always guaranteed to be ahead of all younger
packets. However, a seniority based instruction scheduler and seniority based cache
replacement can only behave with no overtaking if packets are executing the exact same
sequence of instructions. If conditional branches cause packets to take different paths, a
flow gate would be necessary. Flow gating in conjunction with no-overtaking processing
clements allow a clean programming model to be presented that is efficient to implement

in hardware.

Event Handling

[0080] Events can be categorized into three groups: triggers from external events,

timer interrupts, and thread-to-thread communication. In the first two groups, the events
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Satisfying the requests to the configuration registers, for instance Hash
function configuration Packet table read requests Packet status changes
(packet to be dropped, packet to be transmitted out) Performance
counters reads Allocating space in the packet buffer for software to
construct packets. [0083] Frames of packets arrive to the Packet Buffer
through a configurable number of ingress ports and leave the Packet
Buffer through the same number of egress ports. The maximum )
HgReLSPSGHES AR eSS ciBBYalsa ENEntisTB AN E K STBRP-ad e G signal
ports, but it does not exceed 4. [0084] The ingress/egress ports can be

eirgtiae pebcahmaiorliidisaly six configurations (all of them full

duplex): 1 channelized port 2 channelized ports 4 channelized ports 1
PaskehBHHer L2PERY 2 non-channelized ports 4 non-channelized ports

0085] The channelized port is intended to map into an SP14.2 interface,
K SO LR AT TS BRIE TSRS mp Into & GMIT nterface

Moseovep (o e, Tohor and -4 iparl chanaelized cases, software can
configure the egress interleaving eBree as follows: 1 channelized port:

egréssrintérlfayasdegreal obd tadh & diedpackets that arrive or leave through a port.
Interleaving degree - The maximum number of different packets or frames that are in the

process of being received or transmitted out.

[0081] The packet buffer (103 Fig. 1) is an on-chip 256K byte memory that holds
packets while they are being processed. The packet buffer is a flexible FIFO that keeps
all packet data in the order it was received. Thus, unless a packet is discarded, or
consumed by the chip (by transfer into a local memory), the packet will be transmitted in
the order that it was received. The packet buffer architecture allows for an efficient
combination of pass-through and re-assembly scenarios. In a pass-through scenario,
packets are not substantially changed; they are only marked, or modified only slightly
before being transmitted. The payload of the packets remains substantially the same.
Pass-through scenarios occur in TCP-splicing, monitoring and traffic management
applications. In a re-assembly scenarto, packets must be consumed by the chip and
buffered into memory where they are re-assembled. After re-assembly, processing occurs
on the reliable data stream and then re-transmission may occur. Re-assembly scenarios
occur in firewalls and load balancing. Many applications call for a combination of pass-

through and re-assembly scenarios
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2 channelized ports: egress interleave degree of 1 or 2 per port. [0086]
Software is responsible to complete the processing of the oldest packets

that the Packet Buffer module keeps track of in a timely manner, namely
before: 1. The subsequent newest packets fill up the packet buffer so that

no more packets can be fit into the buffer. At 300MHz core frequency,

peak rate of ingress data of 10Gbps and a packet buffer size of 256KB,

this will occur in approximately 200 microseconds; and 2. There are 512 _
82 hackEbs Frekst Brffsrinadits ind pitsssdsrabefidrristntes deiatdth software in
whether packets in between the oldest and the newest have been
theoBpel i WA out to external memory) by software. Otherwise the

Packet Buffer module will drop the incoming frames. [0087] If software

do@s rfuerishngitie iMEpaales Berine SRR oredPREBI Y Bivelime a thread is
occurgcthaitackelBuermadiig wilksigld dropping the incoming packets

until both conditions are no longer met. Note that in this mode of dropping

pgckeﬁaaﬁéying) thmﬁﬁm el skt @#fﬁﬁéﬂ?@f@ﬁ@%th? FeardenpraeRet
W'".bes%‘fﬁ?ﬁh‘%g@et WHE-SRES thP s, PREKEIS YL DeYer Re,gssigned to

any tribe, nor its data will be stored in'the packet buffer. More details on
packerdrépslidprdwdedidedowtiPacket Buffer Address Space [0088] Two
regiong ofPtQ%ePtt)arlt)Eeos Cé]tllg %26-5 Sit physical address space are controlled
directly by the Pac et Buffer module. These are shown in Fig. 3: _I18 the
packew®buPfarkmetatosyci2nGEsE moickee t deydrdperel thackeickets trrasstitted ag)
they arrive, Software is retsponsH)Ie to take them out of this memory if
needed (fo?%%%ﬂfg,ﬁ%u%ﬁﬁhrgg dns that need re-assembly of the
framesAlihitoniigideiiand paiste bapRetorldiBdrab abnsad) fagkasntains
the following sections: the configuration registers themselves: are used
to configure some functionality of the

[0083] Frames of packets arrive to the Packet Buffer through a configurable number
of ingress ports and leave the Packet Buffer through the same number of egress ports. The
maximum ingress/egress interleave degree depends on the number and type of ports, but
it does not exceed 4.

[0084] The ingress/egress ports can be configured in one of the following six
configurations (all of them full duplex):

e 1 channelized port

2 channelized ports

e 4 channelized ports

¢ 1 non-channelized port
e 2 non-channelized ports

¢ 4 non-channelized ports

[0085] The channelized port is intended to map into an SPI4.2 interface, and the non-

channelized port is intended to map into a GMII interface. Moreover, for the 1-port and
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Packet Buffer module. the packet table: contains status information for
each of the packets being kept track of. the get room space: used for
software to request consecutive chunks of space within the packet buffer.
Accesses to the packet buffer address space [00891 Software can
perform any byte read/write, half-word (2-byte) read/write, word (4-byte)
read/write or double word (8-byte) read/write to the packet buffer. Single
guad- word f_16-byte) and octo-word (32-byte) read requests are also
ZiRoRied 2B 75 fre SV e rORTIGHE SiaGaRsFd MIE me dFRtec 2y
4 consecutive (in space) double words, software has to perform,
fRltively, 2 or 4 double-word writes. The Packet Buffer will not
guarantee that these consecutive writes will occur back to back; however,

no dthérchrstizsiportirewaniateisavimicesel ih Bebeén the writes (but
aCGeSSESIRIBI QNG o HIPES CaNMIARIAL YRR $@‘i’_l&9%¥£§ g&? of the

packet buffer memory is 256KB, it actually occupies B in the logical
address space of the streams. This has been done in order to help

[OHBYIZIna hes e D oB BRONe DIRUAbIHRUACHIS NEATINAPARKEIS At thar

stored into the packet buffer. This mapping is performed by hardware;

PRIKRISAHR AW BIFIOIRE, CRISEC R HY § MY MSrd2KBlShass.lrom

the point of view of software. -19 [0091] Software should orily use the

hackat RifeiRIEAth e RREERIRING MRVRREPHu AR AR HB‘%IB?&bgékets can be (it

Buffer module, and to modify these packets. The requests from the
tribdBta tBeturien fdiAQo Mbmeorqreasiveisy theak apieobrirggpiniaie cd Jélqgps and a packet

the WéiﬁWSGKB, this will occur in approximately 200 microseconds; and
2. There are 512 total packets in the system, from the oldest to the newest, no matter whether
packets in between the oldest and the newest have been dropped (or DMA out to external

memory) by software. Otherwise the Packet Buffer module will drop the incoming frames.

[0087] If software does not complete the packets before any of the previous two
events occurs, the Packet Buffer module will start dropping the incoming packets until
both conditions are no longer met. Note that in this mode of dropping packet data, no
flow control will occur on the ingress path, i.e. the packet will be accepted at wire speed
but the packets will never be assigned to any tribe, nor its data will be stored in the packet

buffer. More details on packet drops is provided below.
Packet Buffer Address Space

[0088] Two regions of the Porthos chip 32-bit physical address space are controlled

directly by the Packet Buffer module. These are shown in Fig. 3:
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Accesses to the configuration register physical address space [0092] The
configuration registers are logically organized as double words. Only

double word reads and writes are allowed to the configuration register

space. Therefore, if software wants to modify a specific byte within a

particular configuration register, it needs to read that register first, do the

appropriate shifting and masking, and write the whole double word back.

[0093] Writes to the reserved portion of the configuration register space
will*bethfipaskarbuteraamernyitiAliR o boveparimhete faskkle @e gtored as they arrive.

[0094] e bis RIS RO IR FEAIPITT R R ERRPME HJQLH I EH Rple, in
Writes to these bits will be disregarded. Reads of these bits wil | return a

value 8Pplisatos) thieseldtaerablnefdhe fi@nsshfiguration registers can
be bmﬁlé%ﬂﬁélfh%ﬁ&%@is%%é@ ﬂ@ﬁ@mlf%@@)%gt %H?ﬁﬂ?ﬁ'%%%wing sections:

configuration registers will be "disregarded. [0096] Software should
change thdcesnégtsasiotecgisteis tremorl vesy e rsaf e nothig ipe sk Buffsionality of the

is in quiessgnt.pinde. 3sSgplained below, and there are no packets in the
system, otherwise results will be undefined. Software can monitor the

contents dhetpacksatieletabiéapecketss odnfigatatidarrensisidiths figeketobring kept track
whether the Packet Buffer is still keeping packets or not. -20

Configuration register list [00971 All the configuration registers have an
after-resetheageerob@sumiess fotrmifivisecspeeifiest. doigecdavédloompeiSspace within
a tal:_)le Iisgilr;egpal(!k%g {)hutaffgrqnfiguration regis_ters. _The fo]lowing sectipns

provide more detalls on Some of the configuration registers. Hashing

function

Accesses to the packet buffer address space

[0089] Software can perform any byte read/write, half-word (2-byte) read/write, word
(4-byte) read/write or double word (8-byte) read/write to the packet buffer. Single quad-
word (16-byte) and octo-word (32-byte) read requests are also allowed, but not the single
quad-word and octo-word writes. To write 2 or 4 consecutive (in space) double words,
software has to perform, respectively, 2 or 4 double-word writes. The Packet Buffer will
not guarantee that these consecutive writes will occur back to back; however, no other
access from the same tribe will sneak in between the writes (but accesses from other
tribes can).

[0090] Even though the size of the packet buffer memory is 256KB, it actually
occupies 512KB in the logical address space of the streams. This has been done in order
to help minimizing the memory fragmentation that occurs incoming packets are stored
into the packet buffer. This mapping is performed by hardware; packets are always stored

consecutively into the 512KB of space from the point of view of software.
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100981 Fig. 5 illustrates the hash function hardware structured into two
levels, each containing one (first level) or four (second level) hashing
engines. The result of the hashing engine of the first level is two-fold: a
16-bit value, named the flow identifier (or flowld for short). This value will
be provided to the tribe as part of the initial migration of the packet.
Software may use this value, for example, as an initial classification of the
acket into a flow. a 2-bit value, that is used by the hardware to select the

M of onefrarseshonkkemhyusaifeiprdehhuteniposdihe Redesithelapys been
the hashing hardware. 100991 Each of the four hashing functions in the
Horeshiy | rel s e Prer dnodiitey angetormadify Fagisomakes-a thsetpiiatefrom the
One of these four results is selected by the first level, and becomes the
$ tibee pisr iR b datiiEcabre Dy g IR §AB SRHAMYHiGIcaes fHtS the packet
101001 All four hashing engines in the second level are identical, and the

5% engine in the first level is almost also the same as the ones in the
second level. Each hashing engine can be configured independently. The
forswEY R e iisrgRian sReifteinhy e tALR S BaRATON to all the hashing

fONes: SReCMESIRIGH defRb&ORE %ﬁﬁﬂﬁg 88isIeL 82aBUwIAl SRS, Only

vector determines whether byte i of the packet will be selected to

ORISR SLRRUAP TR NAshiMgRa9N@ d LhRR AL rdddstePsHien Yaelefore, if

[0..i..63] configuration register: the 16-bit result of the hashing engine is

SorRRIadaHEIRG i RIS R e tipRghunis eI s SRgURRSE RhlRr, it

and one for the lower 8-bits. In the case that byte i was selected by the

ﬁ@é@@td/?&{&)Eh@&éé&féi%?&?ﬂ!ﬁ@ﬂe\é%ﬁ%ﬂﬁ@mﬁlﬁ? yaethekithe MaewWwil the

be used to compute the lower 8 bits of the 16-hit flowld result (0) or the
WiBRY H e (ordfiihe byte was not selected in the select vector, the
corresponding bit in the position vector is a don't care.

[0093] Writes to the reserved portion of the configuration register space will be
disregarded. Reads within this portion will return a value of 0.

[0094] Some bits of the configuration registers are reserved for future use. Writes to
these bits will be disregarded. Reads of these bits will return a value of 0.

[0095] Unless otherwise noted, the configuration registers can be both read and
written. Writes to the packet table and to the read-only configuration registers will be
disregarded.

[0096] Software should change the contents of the configuration registers when the
Packet Buffer is in quiescent mode, as explained below, and there are no packets in the
system, otherwise results will be undefined. Software can monitor the contents of the
‘packet table packets’ configuration register to figure out whether the Packet Buffer is

still keeping packets or not.
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[0101] For the first level hashing engine, there exists a skip configuration
register that specifies how many LSB bits of the 16-bit result will be
skipped to determine the chosen second level hashing engine. If the skip
value is, for instance, two, then the second level hashing engine will be
chosen using bits [2..3] of the 16-bit result. Note that the skip
configuration register is only used to select the second level hashing
function and it does not modify the 16-bit result that becomes the flowld
(anfigytion registenliff of the second level hashing engines there also

06t a skim wentidumionresiteReHAERINg thesame RaToKAlNE:ef
the result as in the first level. After this shifting of the result, another

SresHpIiatian ig-ae Tarmas s nGnWR CINes COATIgUsAIIHEIRR Srdfieh registers.
purpose of this manipulation is to generate a tribe number out of a set of

prssfleiinesBuBRe o JibisHetal e shitibasie toishzatdschPeneLef
2 (i.e. 1, 2, 4 or 8), and the set can start at any tribe number. Example of
sets are [0,1,2,3], [1,2,3,4], [2,3], [7], [0,1,2,3,4,5,6,7], [4,5,6,7], [6,7,0,1],
7,0,1,2], etc, This manipulation is controlled by two additional

r H%gisters, one per each of the second-level hashing

fages: firsts3tRikyakieibahspesiligsvaichvizdRe fHistidrotwa SRl  kach

tribe O, .. 7: tribe 7) total: 2-bit vector that specifies how many

comaaihb vadiilRes ek fas (QediPRviiPhiHNRS A AR TR 3B ribEMe
-22 [01031 The maximum depth that the hashing hardware will look into

thempackesiis:o4 thytastfron toewsatiaf the packet. If the packet is smaller
than 64 bytes and more bytes are selected by the select vectors, results

will be ynglefinetudORAad SREMGRE RiR1E: bs: FRAGTH Il SRABPUIRGINEe will be provided

hashing function hardware since only non-variant bytes across all the

packetgodh?ﬁé@dfﬁé%ﬁf doinidia andgralioa ptshe packet. Software may use this value, for

example, as an initial classification of the packet into a flow.
e a2-bit value, that is used by the hardware to select the result of one of the 4 hashing

functions that compose the second level of the hashing hardware.

[0099] Each of the four hashing functions in the second level gencrates a 3-bit value
that corresponds to a tribe number. One of these four results is selected by the first level,
and becomes the number of the tribe that the packet is going to initially migrate into.
[0100] All four hashing engines in the second level are identical, and the single
engine in the first level is almost also the same as the ones in the second level. Each
hashing engine can be configured independently. The following is the configuration

features that are common to all the hashing engines:

e select vector [0..i..63] configuration register: each bit of this vector determines whether byte i

of the packet will be selected to compute the result of the hashing engine (1) or not (0).
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perform the hashing computation; otherwise, different flow identifiers for
the packets of the same flow might be generated. Quiescent mode
[01051 The Packet Buffer module is considered to be in quiescent mode
whenever it is not receiving (and accepting) any packet and software has
written a 0 in the “continue' configuration register. Note that the Packet
Buffer can be in quiescent mode and still have valid packets in the packet
table and packet buffer. Also note that all the transmission-related

YRR ViR e pérforhienliraratianoaisirs B dAghieeiref hakwebingiengine is
be giRpRRd SRS 46 s00DKTR RARCHHIAHAR ST tif 281 B1BA8 hind one for the

When the contents of the “continue’ configuration register toggles from 0 N
to 10%RES KR Bisrressibral e il prrdsricthythifotslRet Bperatibih i igrtle position

newdaee Atifeniaskehifial Sis tsyariiing.Aalten 1be Safing @k s FRMBIRUSE the 16-bit
configuration re%ster takes place phgsically will be accepted (it may be

evelftiadyethibgPerr the Baner Sitsdrs 46 Bkl Belohicippirsritribe select vector, the

togedinesppH@ny bitadihthsolalleningieprration takes place: any packet
that was currently being received when the clearing of the “continue’

configuration register occurs will be fully received. any new incoming

faoiet thatstad siairiving ﬁ%ﬁfr?@n%ﬁ&gﬂﬂ&é thesconfigyratiantegisheregister that
takes place will be fully dropped. -23 [01071 Software should put the

fpreitrisBelianmodus Kideiaseantmnadawhenevakibpd@pdutemadiyhe chosen
configurable features (note that the Packet Buffer comes out of reset in

sdiareereMasiang agifRllopingsrie hacste psrsadtwrRke s ulialewschbnd level
Write a 0 into the “continue' configuration register.

hashing engine will be chosen using bits [2..3] of the 16-bit result. Note that the skip
configuration register is only used to select the second level hashing function and it does
not modify the 16-bit result that becomes the flowld value.

[0102] For each of the second level hashing engines there also exists a skip
configuration register performing the same manipulation of the result as in the first level.
After this shifting of the result, another manipulation is performed using two other
configuration registers; the purpose of this manipulation is to generate a tribe number out
of a set of possible tribe numbers. This total number of tribes in this set is a power of 2
(i.e. 1, 2, 4 or 8), and the set can start at any tribe number. Example of sets are [0,1,2,3],
[1,2,3,4],[2,3], [7], [0,1,2,3,4,5,6,7], [4,5,6,7], [6,7,0,1], [7,0,1,2], etc. This manipulation
is controlled by two additional configuration registers, one per each of the second-level
hashing engines:

e first: 3-bit value that specifies which is the first tribe of the set (0: tribe 0, .. 7: tribe 7)
e total: 2-bit vector that specifies how many consecutive tribes the set has (0:1 tribe, 1:2

tribes, 2:4 tribes, 3:8 tribes)
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2. Monitor the “status' register until bit 1 is set. When this occurs, the
guiescent state has been entered. 3. Configure the desired feature 4.

Write a 1 into the “continue' configuration register to allow new incoming
packets to be accepted. 101081 If the above steps are followed, there will

be no packets being received when the 0 to | transition happens on the
“continue' configuration register. This is not true if software does not wait

for quiescent mode befaore setting the “continue' configuration register; in
mggdase,ﬁh% pRHRBIE AP ﬁhaygkééashé%%hfrﬁfb%{é wﬂkk&&ﬂ%é e packet is 64
receiving when the | to O transition took place. Performance counters

bygasogany Hisret @ htbserdet I8 e rkahitcenalentiemah bytesckit Boredytes

module (63 defined, 65 reserved) that can be monjtored by software. Out

BE friested ke selethy e scrTbls Wibhroredetingde same time. a 48-bit
counter is assigned to one particular event and increments the value of
EEbunteP By tre R Pe Eatisty B seRfigrEnn e barhipe dinstiqn sdsvare since
tracked by hardware every cycle. -24 [01101 Software can configure
WhicIRVEHERS Mitsinsrars eddheorarie's ebthsermeriow dopttishhs silasted to
counters are made visible to software through a separate set of

RS MBS Apster i ian PRRIWETs 3 taptat Sy tiiiers drohrzaekets of
events that can be monitored. Internal state probes [01121 Software can
IO S BERENSFAIRE-Packet Buffer module using the
'internal-state-number' configuration register. When software reads this
configuration

Quiescent mode

[0105] The Packet Buffer module is considered to be in quiescent mode whenever it
is not receiving (and accepting) any packet and software has written a 0 in the ‘continue’
configuration register. Note that the Packet Buffer can be in quiescent mode and still
have valid packets in the packet table and packet bufter. Also note that all the
transmission-related operations will be performed normally; however any incoming
packet will be dropped since the ‘continue’ configuration register is zero.

[0106] When the contents of the ‘continue’ configuration register toggles from 0 to 1,
the Packet Buffer module will perform the following operation:

e any new incoming packet that starts arriving after the setting of the ‘continue’
configuration register takes place physically will be accepted (it may be eventually
dropped for other reasons as explaied below).

When the toggling is from 1 to 0, the following operation takes place:

¢ any packet that was currently being received when the clearing of the ‘continue’
configuration register occurs will be fully received.

e any new incoming packet that starts arriving after the setting of the configuration register

takes place will be fully dropped.
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register, the contents of some internal state are provided. The internal
state that is provided to software is yet TBD. It is organized in 64-bit
words, named internal state words. Software writes an internal state word
into the “internal state number' configuration register previously to reading
the same configuration register to get the contents of the state. This
feature is intended only for low level debugging. Egress channel
determination 101131 When software writes into the "done’ or
“egress_path determined' configuration register it provides, among other

[oferatione theRaRsa FPpannelrasrecIiEe: fothediansmeigsittnddliSvhenever it

channel ranges from 0 to 255, and software actually provides a 9-bit

GeARtMRAMEesLHR:eReRJRMI8QaES chanNeb PstWBTRHSSHd O RRTHIMLR: in

the actual egress channel. Fig. 7 is a table that specifies how the actual

gaRssHERARE Theambwiag JometheRneadackearss Giaanel. 101141

The egress channel information is only needed in the case of channelized

Rort ShevwisiHbis dialds ektpdiass dgtaare. -25 Egress port

determination [0115] When software writes into the “done’ or i

Lgréenitonihe tatimnireipter B Biddds SRnty IerigRGSHTo theAig RS qend state has been
egresgept associated to the transmission. This port number ranges from

0 to 3 (depending on how the Packet Buffer module has been

Sonfigiitedyeshaidsstshferitually provides a 5-bit quantity, named the

ancedied LOMSROTE MWk ATIbSRMHIQ £OMRYIS HIRWGHERiBGRSSAUkets to be
Fig. 8 is a table that shows how the actual egress port is computed from

the &fE8Hd egress port. Completing and dropping packets [0116]
Software eventually has to decide what to do with a packet that sits in the

[0108] If the above steps are followed, there will be no packets being received when
the 0 to 1 transition happens on the ‘continue’ configuration register. This is not true if
software does not wait for quiescent mode before setting the ‘continue’ configuration
register; in this case, the Packet Buffer may keep receiving the packet it was receiving

when the 1 to 0 transition took place.

Performance counters

[0109] There are a total of 128 performance events in the Packet Buffer module (63
defined, 65 reserved) that can be monitored by software. Out of these events, a total of 8
can be monitored at the same time. a 48-bit counter is assigned to one particular event
and increments the value of the counter by the proper quantity each time the event occurs.

Events are tracked by hardware every cycle.
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packet buffer, and it has two options: Complete the packet: the packet will
be transmitted out whenever the packet becomes the oldest packet in the
packet buffer. Drop the packet: the packet will be eventually removed

from the packet buffer. [0117] In both cases, the memory that the packet
occupies in the packet buffer and the entry in the packet table will be

made available to other incoming packets as soon as the packet is fully
transmitted out or dropped. Also, in both cases, the Packet Buffer module
W4 8inot golimpieertreanfisusaridshninamt teitReritps i sk af shafgspaters. The
right away. Moreover, there is also no upper limit on the time the packet
FATYPRIS T Ahmeopaike pIsUTade YaThie 1o SRl {SrHER Py PEd. An
example of a large period of time between software requests a packet to

g feHaHanEResHIthe actual start of the transmission occurs in an
egress-interleave of 1 case when software completes a packet that is not
[ﬂ%eléldestthné,l%(‘Pm% ORIBEREIRSTTRrAGhEs AYSIE ik SAHPS R tRSEG
long time. -26 101181 Software completes and drops packets by writing

into the "done' and “drop' configuration registers, respectively. The
IermauRRprRgeed in both cases is the sequence number of the packet.
For the completing of packets, the following information is also provided:
WikHer grovttnBrsar prbeohsiivsing diae QidesRacke Btk nagide ypiwe the
start of the packet has either grown (positive value) or shrunk (negative
Vatﬁ'é‘f‘luﬁﬁtPegﬁ@éﬁﬁé%ﬁ@Fﬁgl(ﬁ’a@%&%rw%G%ﬁ%fﬁééa‘éﬁl#? senfiguration

cor_nFIement. If software does not move the start of the packet, this value

fih e gonistb abtPEGdE e HE Pre PHYAtRY Lhrdatepmalstate that is

provided to software is yet TBD. It is organized in 64-bit words, named internal state
words. Software writes an internal state word into the ‘internal_state number’
configuration register previously to reading the same configuration register to get the

contents of the state. This feature is intended only for low level debugging.

Egress channel determination

[0113] When software writes into the ‘done’ or ‘egress path determined’
configuration register it provides, among other information, the egress channel associated
to the transmission. This channel ranges from 0 to 255, and software actually provides a
9-bit quantity, named the encoded egress channel, that will be used to compute the actual
egress channel. Fig. 7 is a table that specifies how the actual egress channel is computed
from the encoded egress channel.

[0114] The egress channel information is only needed in the case of channelized

ports. Otherwise, this field is tretaed as a don’t care.
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101191 The head of a packet is allowed to grow up to 511 bytes and
shrink up to the minimum of the original packet size and 512). [01201
Software should either complete or drop the packet. Results will be
undefined if multiple completions/drops occur for the same packet.
Moreover, there is no guarantee that the packet data stored in the packet
buffer will be coherent after software has completed or drop the packet.
Egress path determination [01211 The egress path information (egress
Faressieri ek B8nnelized port, the egress channel) is mandatory

fNnd s)eedstadiespnaddodnhansafivamagifiesthat the peasassing, of a

particular packet has been completed. However, software can at any time

pRIVINNIBES (henearRs sPsHRNGArMRLQRSS foRasketiRYE RbifHB@-ansmission.
processing of the packet still has not been completed. Software does this

DY iWHsRG IRBNanLh IRIFES R DARRPERIBINMYA RN HOPLIK BT FeSbRAE has

the sequence number of the packet, the egress port and, if needed, the

pesessianas). d4hd 2tk wire avisglytbroprickatsal GahRe I RAsTHHIRE Qidbded
until software writes into the “done' command, but the early knowledge of

te-eopens Mathyallewsstaa oasimizalion e scieswingnf Baskatsohe

transmitted out in the following cases: 1-port channelized with egress

HRSHERYE BlacBull dresd-pHtivithRaes SriHameavesabl @psédpoprt with

egress interleave of 1 [0123] Note that even if software notified the egress
path information through the “eagress_path_determination' configuration
register, it needs to provide it again when notifying the completion of the

GrerBLdng AR TORRINS RSk configuration register.
[0116] Software eventually has to decide what to do with a packet that sits in the

packet buffer, and it has two options:

e Complete the packet: the packet will be transmitted out whenever the packet becomes the
oldest packet in the packet buffer.
e Drop the packet: the packet will be eventually removed from the packet buffer.

[0117] In both cases, the memory that the packet occupies in the packet buffer and the
entry in the packet table will be made available to other incoming packets as soon as the
packet is fully transmitted out or dropped. Also, in both cases, the Packet Buffer module
does not guarantee that the packet will be either transmitted or dropped right away.
Moreover, there is also no upper limit on the time the packet might sit in the packet buffer
before it gets transmitted out or dropped. An example of a large period of time between
software requests a packet to be transmitted and the actual start of the transmission occurs
in an egress-interleave of | case when software completes a packet that is not the oldest

one, and the oldest packet is not completed nor dropped for a long time.
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GetRoom Command 101241 Software can transmit a packet that it has
generated through a GetRoom mechanism. This mechanism works as
follows: Software requests some space to be set aside in the packet

buffer. This is done through a regular read to the GetRoom space of the
configuration space. The address of the load is computed by adding the
requested size in bytes to the base of the GetRoom configuration space.
ThePacket Buffer module will reply to the load: Unsuccessfully: it will

KB o ‘1%%?@%@@&%@5&8@%%%& By e Biesingu ke SorgiyAne veliop’
return in the 32 LSB bits the physical address of the start of the space

tRaf BRI REIP SRl FYRETATONBRHAE BEVEAHLAIRE: Satfitdh b
number associated to that space. Software, upon the successful _
TRIRYSHEBRSHRLIibe Bankebriiardle ansplietiog ohritketsr ifuisdievinp deformation
-28 When_ the packet is fully constructed, software will complete it though
tﬁélﬁhlé@t‘déemplete mechanism explained before. [0125] Note that for
software-created packets, it is expected the delta to be always 0 when

the adkeAdy emmiletsdcsinge th el ke srbev By Ritenthaetart of the
accougiaw&@ RAD& Bz Rl c CARHRLIGINE ALEIRES AN R espect the

ports [0126] Software can configure the number of ports, whether they are
channénAERcbPaRkEL-drts iidia dyFaerdeihi AR snciHelhertinatR Aeginot move the

the sagrchpiRglizatiomanchiiRiskifayipg glegree properties (ie it can no
happen that one port is channelized and g
¢ Encoded egress channel.

¢ Encoded egress port.

[0119] The head of a packet is allowed to grow up to 511 bytes and shrink up to the
minimum of the original packet size and 512).

[0120] Software should either complete or drop the packet. Results will be undefined
if multiple completions/drops occur for the same packet. Moreover, there is no guarantee
that the packet data stored in the packet buffer will be coherent after software has

completed or drop the packet.

Egress path determination

[0121] The egress path information (egress port and, in case of channelized port, the
egress channel) is mandatory and needs to be provided when software notifies that the
processing of a particular packet has been completed. However, software can at any time
communicate the egress path information of a packet, even if the processing of the packet

still has not been completed. Software does this by writing into the

_27.



another port not). [0127] A port is full duplex, thus there is the same
number of ingress and egress ports. Fig. 9 shows six different
configurations in terms of number of ports and type of port
(channelized/non-channclized). For each configuration, it is shown the
interleaving degree allowed per port (which can also be configured if
more than an option exists). The channelization and interleaving degree
properties applies to both the ingress and egress paths of the port. [0128]

¢

SRS et PATBETAR ORI BIPIRE Y WHITGURRS e stEP bHlegacket,
configuration register, and the type of ports by writing into the 'port-type’
BSTEITERIA aﬁglgﬁ?ﬁ%é@? BIFIRENHSH and 2-port channelized cases,
software can configure the degree of egress interleaving. The ingress

IRE2AL avirldf Gabrse hamarseb ¥l herbansmitied out Hrtl spfvei gy ites into the

sender of the packets, but in any case it can not exceed 4 in the 1-port

3

SPEHATBRIE LA See A PO EBHhesRRIDES Rews 1BF pRligtation of
cases, it has to be 1 (the Packet Buffer module will silently drop any
thacrBedHHP SO AR the HhodRTItRY RddnhefeHoHg Sedise restriction).

[0130] The egress interleaving degree is confi?(i)rured through the 'islot

endblebPaREMERal R NHED ceress Busigianbh Adidters. An “islot” stands

for inteflganingtplairaBchisriasnosiates 20 one packet being transmitted
out, across all the ports. Thus, the maximum number of islots at any time

is 40 (fot-fest Wb rEERsnAtiRsacake, all 4 islots are used when the egress
port is configured to support an interleaving degree of 4, for the 1-port
case, up to 4 packets can be simultaneously being transmitted out -one

d23brt-) Nedehah arvenel sofvrue sptfiehiae ssisss Babinfusiatietiyngnhhe

number of ports times the ‘ o S
‘eagress_path determination’ configuration register, it needs to provide it again when

notifying the completion of the processing through the ‘done’ configuration register.

GetRoom Command

[0124] Software can transmit a packet that it has generated through a GetRoom
mechanism. This mechanism works as follows:

e Software requests some space to be set aside in the packet buffer. This is done through a
regular read to the GetRoom space of the configuration space. The address of the load is
computed by adding the requested size in bytes to the base of the GetRoom configuration
space.

e ThePacket Buffer module will reply to the load:

e Unsuccessfully: it will return a 1’ in the MSB bit and ‘0’ in the rest of the bits

o Successfully: it will return in the 32 LSB bits the physical address of the start of the
space that has been allocated, and in bits [47..32] the corresponding sequence number
associated to that space.

e Software, upon the successful GetRoom command, will construct the packet into the

requested space.
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egress interleaving degree. [0131] Notification about how many ports
there are is made through the “total_ports' configuration register. It will
also be notified about the type of the ports (all have to be of the same
type) through the 'port _type' configuration register. [0132] For
channelized (ie SP14.2) ports, software will configure a range of channel
numbers that will be transmitted in each of the 4 outbound "interleaving
slots” ("islot" for short). This configuration is performed through the

“isI8tchhhsibtle gacketig Sillyconpiarstest, sodpwiamileommeleiidhonghsthg racket

SP14.Z P18 thelHtSRaXpRImOd Bebeislot channels 1: 64-127 islot
channels 2: 128-191 islot channels 3: 192-255 -30 then the output packet

data may have, for example, channels 0, 54, 128 and 192 interleaved (or

channels 0, 65, 1§035200, {6k Mt ioWilMEYREHANREPANRRISO @B doted the
interleaved. 101331 For the 2-port SPI4.2 scenario, islotO and islotl are

assigned to portf@nd bislateaano valeh3 e ¢ ARSI eEHB1RR dindd ik HDRier

maximum interleaving degree per port is 2. With the same channel range

example above, padf witkagy RbSARGNAMNRISLAB RS, tRNGA WIHIRRYRY.

see channels 70 and 80 interleaved. The following configuration is a valid
one that covers all the channels in each egress port: islotO channels:

0-127 islotl channels: 128-255 islotl channels:0-127 islot3 channels:
Gonfiguring the number and type of ports

[0126] Software can configure the number of ports, whether they are channelized or
not, and the degree of interleaving. All the ports will have the same channelization and
interleaving degree properties (ie it can no happen that one port is channelized and
another port not).

[0127] A port is full duplex, thus there is the same number of ingress and egress
ports. Fig. 9 shows six different configurations in terms of number of ports and type of
port (channelized/non-channelized). For each configuration, it is shown the interleaving
degree allowed per port (which can also be configured if more than an option exists). The
channelization and interleaving degree properties applies to both the ingress and egress
paths of the port.

[0128] Software determines the number of ports by writing into the ‘total ports’
configuration register, and the type of ports by writing into the ‘port_type’ configuration
register.

[0129] For the 1-port and 2-port channelized cases, software can configure the degree
of egress interleaving. The ingress interleaving degree can not be configured since it is

determined by the sender of the packets, but in any case it can not exceed 4 in the 1-port
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[01341 Note that if software fails to cover a particular channel with an islot
assigned to the channel and packets with that particular channel have to

be transmitted to that port, results will be undefined. [01351 Software can
also disable the islots to force no interleaving on the SPT4.2 ports. This is
done through the “islotenable' configuration register. For example, in the
1-port SP14.2 case, if “islot enable' is 0x4 (islot2 enabled and the rest
disabled), then an_ interleaving of just 1 will happen on the egress, port,
SN (R bt ChHHiveROS SEUREHAR S Rt ianftgses, ithasto be 1
configuratign register. [01361, Fo tH? 4-port GE/III case, the channel-range
HES OARTEPIY ERRIPOF the L RRHENEY HORAMGRISKLiaL A (o ™
channelized. An interleaving. degree of | will always occur at each egress
BeressInrnEa e oRgiar ST i8Mplete all packets in any order, even

those that will change its ingress port or channe]. There is ng need for
Hrihre 1SRRG SHEEIBIRAER COrRPRERY HrpUek Stowithoh Ehahigd and
of its ingress port or channel, other than natifying the new egress path ,
iffﬂamaﬂwfhﬁoag??ﬂf@%wg EHEraton Yebistendfifaitigratigg slot and is
[0138] When packets have been fully received by the Packet Buffer _
?ﬁ%&b@é@%%%@aﬁ%eg%%ﬁa@aw%% S ThE pRERT BRE B By mun
the first migration of those packets into one of the tribes wil| be jnitiated.
RIS IO | SR DF S Ao A o b ised

A S 1A e TP &7 RUOR AHEEE 1 Gt By o
e e o ol Rl e 0L e SR
‘itﬂgtntﬁilfeicnalfrir%]ep g erbu%led islots should coincide with the number of ports times the
egress interleaving degree.

[0131] Notification about how many ports there are is made through the ‘total ports’
configuration register. It will also be notified about the type of the ports (all have to be of
the same type) through the ‘port_type’ configuration register.

[0132] For channelized (ie SPI4.2) ports, software will configure a range of channel
numbers that will be transmitted in each of the 4 outbound “interleaving slots” (“islot” for
short). This configuration is performed through the ‘islot _channels 0’, ..,

‘islot _channels 3’. For example, if there is one single SP14.2 port and

e islot channels 0: 0-63

e islot channels 1:64-127
e islot channels 2:128-191
e islot channels 3:192-255
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and a tribe number using the configurable hashing hardware, as described
above. The packets will be migrated to the corresponding initial tribes in
exactly the same order of arrival. This order of arrival is across all ingress
ports and, if applicable, all channels. If a packet has to be migrated to a
tribe that has all its streams active, the tribe will not accept the migration.
The Packet Buffer module will keep requesting the migration until the tribe

ccepts it. [0140] After the migration has taken place, the foIIowing )
s Sh i PGSR S S R 8 SAPEAISs PSS e LR 192 interleaved (or

daiiniézed, withl toe aaiuadn theieaespanding: 3Rt 0oradn Gotenter ed.
confiﬁuration reqister. Note that all the streams within a tribe that are

Widvhted biokhs aRRithilTigrarirwil Uthrpd sethifrg adtensd iReed frend

Initial program counter. CP0O.22; the flow identjfication number, a 16-bit .

S BB RIRE PR AR RUIARG hrdWiTehe BB E UIh I S AL RES FRf RS, port is

a 16-bit value tgﬁt contains the order of arrival of the packet. If a pagszketA
il

ully GH R RS AH SPaTREVER e euy ReRcE WHkRsEFGER thed 255,
seguence number of B plus | (assuming no other packet from other port
TR 55 GRS CaPh A Tl sﬁh@%ﬂ%ﬁ%@ﬂ%@%@&ﬁi.ﬂ
The sequence number wraps around at OXFFFE. GPR.30: the ingress
yie Ed\?s%&H%VSW&%ﬁ%%ﬁ[é%‘FTﬁ@ﬁ& SEBIRPEY). GPR.3 1: the 32-bit

logical address where the packet resides. This address points to the first
byt® of el fid NET module left space at the front of the packet
(specifigdt bypheBeader-gsgwth offset configuration register), this address
still points to the first byte that arrived of the packet, not to the first byte of
the'ad&é‘éf%p?@é@?‘f-‘%r‘?j\%?e-initiated packet drops

e islot3 channels: 128-255

[0134] Note that if software fails to cover a particular channel with an islot assigned
to the channel and packets with that particular channel have to be transmitted to that port,
results will be undefined.

[0135] Software can also disable the islots to force no interleaving on the SP14.2
ports. This is done through the ‘islot_enable’ configuration register. For example, in the
1-port SPI4.2 case, if ‘islot_enable’ is 0x4 (islot2 enabled and the rest disabled), then an
interleaving of just 1 will happen on the egress port, and for the range of channels
specified in the ‘islot2 channels’ configuration register.

[0136] For the 4-port GMII case, the channel-range associated to each of the islots is
meaningless since a GMII port is not channelized. An interleaving degree of 1 will always

occur at each egress port.
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101411 There are two types of packet drops: Software-initiated drops:
software explicitly requests a particular packet to be dropped.
Hardware-initiated drops: a packet is dropped because there is no space

to store the packet or its control information. [0142] Furthermore, the

cause of a hardware-initiated drop could be one of the following: The

packet buffer is full. If the occupancy of the packet buffer when a new

packet starts arriving is such that it cannot be guaranteed that a

HEXTinum Ssife precteatcsmmintelsee Hinrck etfel i andwedervonea ibpshdreineBheirrnge its
packet. The packet table is full. If the table that is used to store the packet
eseyiersofcdinoslidiora itionnestiher peltwers 18 Aglbirbing meiabadiat
starts arriving, the hardware will -33 drop that incoming packet. The
prisRitid fediackenkiterchangs O Fill ingsstRereos hijassl, ke Ahanmietiying the
available in the packet table upon a packet arrival. The 'continue’
eowRgrretion atfietaation thraegh de cd@atfeeniiseratior segistesut of reset

with a 0 in the “continue' configuration register. Until software writes a | in
there, any incoming packet will be dropped. Interleaving degree violation.
HfaiNgigsRidart violates the maximum degree of packet interleaving that

the NET supports. The size of the packet being received exceeds the
H:38hum Wihsweackelsiheysibeermivdlyripsrinedrpyphe Backs: Su{r sapdyle and they
accepted is 65536 bytes. Software can override this maximum size to a

fswe peaadillyrsieradptedtemaskes bkl Aomersnienfy $migragen of those packets
configuration register 'max packetsize')". If an incoming packet is detected

tAt nenehths drigs R Ebs iitinigrh Phe RELEHEMSRR comaktir pasquagtial a

data of the packet arrives, . o o
migration to a tribe, waiting for the tribe to accept the migration, and providing some

control information of the packet to the tribe. This information will be stored by the tribe
in some software visible registers of one of the available streams.

[0139] The Packet Buffer module assigns to each packet a flow identification number
and a tribe number using the configurable hashing hardware, as described above. The
packets will be migrated to the corresponding initial tribes in exactly the same order of
arrival. This order of arrival is across all ingress ports and, if applicable, all channels. If a
packet has to be migrated to a tribe that has all its streams active, the tribe will not accept
the migration. The Packet Buffer module will keep requesting the migration until the tribe
accepts it.

[0140] After the migration has taken place, the following registers are initialized in

one of the streams of the tribe;
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the packet is forced to finish right away and the rest of the data that

eventually will come from that packet will be dropped by the hardware.

Therefore, a packet that exceeds the maximum allowed packet size will

be seen by software as a valid packet of a size that varies between the

maximum allowed size and the maximum allowed size minus 7 (since up

to 8 valid bytes of packet data can arrive every cycle). The ingress port

notifies that the packet currently being received has an error. This

notfficaforittnal Geduyith tey alvreiatheptrenerdiptda-bittaogaskgounter configuration
101431 Nate thatentiraiParkalsAle Wianpstily ier aPagkekia 86RROSH initial

by hardware, there is no interrupt generated. Software can check at any

given tgr#Hensd] parhpecatinggadsattharpagd i PHBEpEePENS o

each af B harnase: IRLALRCABHSEHBY:, DA NG SRR IR RSN ARG g hardware.
events. Porthos Instruction Set 10144] The Porthos instruction sét in a

preferreBTh Bdinquandst thaprs sef-invedtiothis cas oo ths: ogleraif@rrival of the
A6 ARDY ABBH SHE o SHBH ARl AR BT SEEMSTlber of A wil
SLTIU" DADD, DADDU, DSUB, DSUBU, DADDI, DADDIU, Logical AND,

OR, XORhRNGRIANDNTTRI 0L B RIUNARSUBHITE 80 bITGRPack e Arogi ether port completed

[S) gk@?ﬁfé’etﬁc‘?&h Bt ¥aRAssRRY hYp el bRRERAY TSk tence number

wraps around at OxFFFF.

e GPR.30: the ingress port (bits 9-10) and channel of the packet (bits 0-7).

e GPR.31: the 32-bit logical address where the packet resides. This address points to the
first byte of the packet. If the NET module left space at the front of the packet (specified
by the header_growth offset configuration register), this address still points to the first
byte that arrived of the packet, not to the first byte of the added space.

Hardware-initiated packet drops

[0141] There are two types of packet drops:

e Software-initiated drops: software explicitly requests a particular packet to be dropped.
¢ Hardware-initiated drops: a packet is dropped because there is no space to store the

packet or its control information.

[0142] Furthermore, the cause of a hardware-initiated drop could be one of the

following:

o The packet buffer is full. If the occupancy of the packet buffer when a new packet starts
arriving is such that it cannot be guaranteed that a maximum-size packet could be fit in,
the hardware will drop that incoming packet.

e The packet table is full. If the table that is used to store the packet descriptors (control

information) of the packets is full when a new packet starts arriving, the hardware will
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Multiply/Divide MULT, MULTU, DIV, DIVU, DMULT, DMULTU, DDIV,
DDIVU Memory Load LB, LH, LHU, LW, LWU, LD Store SB, SH, SW,
SD Synchronization LL, LLD, SC, SCD SYNC ADDM -35 Control
Branch BEQ, BNE, BLEZ, BGTZ, BLTZ, BGEZ, BLTZAL, BGEZAL Jump
J, JR, JAL, JALR Trap TGE, TGEU, TLT, TLTU, TEQ, TNE, TGEf,
TGEIU, TLTI, TLTIU, TEQI, TNEI Miscellaneous SYSCALL, BREAK,

ERET, NEXT, DONE, GATE, FORK Miscellaneous
drop that incoming packet. The packet table is considered to be full when there are less

than 4 entries available in the packet table upon a packet arrival.

e The ‘continue’ configuration register is 0. The Packet Buffer module comes out of reset
with a 0 in the ‘continue’ configuration register. Until software writes a 1 in there, any
incoming packet will be dropped.

¢ Interleaving degree violation. If an ingress port violates the maximum degree of packet
interleaving that the NET supports.

¢ The size of the packet being received exceeds the maximum allowed packet size. The
maximum packet size that can be accepted is 65536 bytes. Software can override this
maximum size to a lower value, from 1KB to 64KB, always in increments of 1K (see
configuration register ‘max_packet_size’)'. If an incoming packet is detected that it may
be over the maximum packet size allowed when the next valid data of the packet arrives,
the packet is forced to finish right away and the rest of the data that eventually will come
from that packet will be dropped by the hardware. Therefore, a packet that exceeds the
maximum allowed packet size will be seen by software as a valid packet of a size that
varies between the maximum allowed size and the maximum allowed size minus 7 (since
up to 8 valid bytes of packet data can arrive every cycle).

¢ The ingress port notifies that the packet currently being received has an error. This

notification can occur at any time during the reception of the packet.

[0143] Note that entire packets are dropped. When a packet is dropped by hardware,
there is no interrupt generated. Software can check at any given time the total number of
packets that have been dropped due to each of the hardware-initiated causes by
monitoring specific performance events.

Porthos Instruction Set

[0144] The Porthos instruction set in a preferred embodiment of the present invention

is as follows:
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MFHI, MTHI, MFLO, MTLO, MTCO, MFCO CPO Registers The CPO
registers in a preferred embodiment of the invention are as follows:
Config TribeNurn, StreamNum (CPO Register 2 1) Status EPC Cause
FlowID (CPO Register 22) GateVector (CPO Register 23) -36 SeqNum
(CPO Register 7) Microarchitecture Description of the Global Block of the
Porthos Chip Overview of the Global Block [01451 Referring again the
Fig. 1, a Global Unit 108 provides a number of functions, which include
hosting functions and global memory functions. Further, interconnections
Af global unit 108 with other portions of the Porthos chip are not all
indicated in Fig. 1, to keep the figure relatively clear and simple. Global
block X8hhrwever, is bus-connected to Network Unit and Packet Buffer
103, and also to each one of the memory units 105. 101461 The global
(or "GBL") bladB1,08mb thes PBrtBuBthia BE sHoDShlS Ay, B1er oI WINGLTIU
functions: Implements a memory controller for external EPROM
InterfaBesDAIt DWBINY,d2STBNBSABIR, PIAENSI, DADDIU,
Logical
AND, OR, XOR, NOR, ANDI, ORI, XORI, NORI
Shift
SLL, SRL, SRA, SLLV, SRLV, SRAV,
DSLL, DSRL, DSRA, DSLLV, DSRLV, DSRAV, DSLL32, DSRL32
Multiply/Divide
MULT, MULTU, DIV, DIVU,

DMULT, DMULTU, DDIV, DDIVU

Memory

Load

LB, LH, LHU, LW, LWU, LD
Store

SB, SH, SW, SD
Synchronization

LL, LLD, SC, SCD

SYNC

ADDM
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Provides input and output paths for the general purpose [I0s Satisfies
external JTAG commands Generates interrupts as a result of HT, GPIO
or JTAG activity Interfaces with the network block to satisfy
HyperTransport requests to packet buffer memory Provides a path for
memory interconnection among the different local memories of the tribes
Nomenclature for Global Block processes: Request: an access from a
source to a destination to obtain a particular address (read request) or to
Gooldifly a particular address (write request) Response: a petition from a
source to a destination to provide the requested data (in case of a read
requeBiEBlto acknowledge that the request has been fulfilled (in case of a
write request) Transaction: composed of the r initia ﬁ%{f
source A to a6 BL-5fe goﬁ%l&oﬁ&ﬁ%?r%ﬁ%&]éﬁ ' y the
source B to the destination A. Note that a transaction -37 is always
compdglé’(? of a request and a response; if the request is for a write, the
response wili %Yl’gﬁgﬁiﬁn acknowledge that the write has been
fulfilled. 101 Ig. 10’is a top-level module diagram of the GBL block
108. r181481 The GBL is composed of the following modules: Local
memory Sueues 1001 (LMQ): there is one LMQ per each local memory

block. The L{MQ cpRtaing the qgietarfegeiygtransactions from the

attached local mémory fo another local memory, and the logic to send

transagtignseam a 1acal menmoryrtgheRitached local memory. Routing
block 1002 (RTN): routes requests from the different sources to the

differegtisdgstizations. EPROM controller 1003 (EPC): contains the logic
to interface with the external EPROM and
SYSCALL, BREAK, ERET, NEXT, DONE, GATE, FORK

Miscellaneous
MFHI, MTHI, MFLO, MTLO,

MTCO0, MFCO

CP0 Registers
The CPO registers in a preferred embodiment of the invention are as follows:
Config
TribeNum, StreamNum (CP0 Register 21)
Status
EPC
Cause
FlowID (CPO Register 22)

GateVector (CPO Register 23)
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the RTN HyperTransport controller 1004 (HTC): there is one HTC per
HyperTransport IP block. General purpose 1/0 controller 1005 (10C):
contains the logic to receive activity from the GPIO input pins and to drive
the GPIO output pins. JTAG controller 1006 (JTC): contains the logic to
convert JTAG commands to the corresponding requests to the different
local memories. Interrupt handler 1007 (INT): generates interrupts to the
tribes as a result of HT, JTAG or GPIO activity Network controller 1008
(NTC)Sﬁﬂéﬁé“fhgt‘I‘l’ergﬁ&’éE’é 10 the network block to satisfy HT commands
that affect the packet buffer memory without software intervention. Local
Memory Queues block 1001 (LMQ). [0149J Block 1001 contams the Ioglc
to receivatisrearshitestyuseDiessripid he Glohal L7 i
memory, and the Ioglc to send transactlons from a Iocal memory to the

ttached | 11 is an expanded view showing internal
F BT Pk

cB‘FﬁBS*rYe‘r’u -38 Description of LMO 1001: [0150] LMQ

[6I6£% 100R afecengesp aaqthesttgahch respmh §bst fi Ofhpitoeritesad merharyf functions,
block. A request/response contains the following fields (the number in
whidnthdsds stz fndttiomns kite)glotzdldrditoas Serteidnyh Enrther) ook connections
memory block sends a request or response. If de-asserted, the rest of the
digitisbarerid 008 vatebthdapar{ths dhi¢hdMarthesobiated moalliidicetpdesttog. 1, to
a read response; otherwise (read request or write response) is "don't

loaxethe figure relatively clear and simple. Global block 108, however, is bus-connected

to Network Unit and Packet Buffer 103, and also to each one of the memory units 105.
[0146] The global (or “GBL”) block 106 of the Porthos chip is responsible for the
following functions:

¢ Implements a memory controller for external EPROM

e Interfaces with two HyperTransport [P blocks

¢ Provides input and output paths for the general purpose 1/Os

e Satisfies external JTAG commands

e Generates interrupts as a result of HT, GPIO or JTAG activity

¢ Interfaces with the network block to satisfy HyperTransport requests to packet buffer memory

e Provides a path for memory interconnection among the different local memories of the tribes

Nomenclature for Global Block processes:

e Request: an access from a source to a destination to obtain a particular address (read request)
or to modify a particular address (write request)

e Response: a petition from a source to a destination to provide the requested data (in case of a
read request) or to acknowledge that the request has been fulfilled (in case of a write request)

o Transaction: composed of the request initiated by the source A to destination B and the

corresponding response initiated by the source B to the destination A. Note that a transaction
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stream (5): in case of a request, this field contains the number of the
stream within the tribe that performs the request to the local memory. In
case of a response, this field contains the same value received on the
corresponding request. regdest (5): in case of a read request, this field
contains the register number where the requested data will be stored. In
case of a response, this field contains the same value received on the

corresponding request type (3): specifies thegpe of the request (signed
reald AWRRy PN AN ATSTBTSHEEGSEP s hEdhe BIVEHIGIE @ MEdg,; the response will

wrl bvRAGESEI(3Adhn I RAge BhereGHeRthikisfgIfigantains the physical
ress associated to the read or write. In case of a response, contains

the same value received on the corresponding request. ]0151] LMQ block

[19%lookp;gt thastyREplRibIMTaHIE RASHHOMNE GBE IBR RN queues the

access from the local memory will be inserted into. [0152] The LMQ block

wikisidepaniiesly Rl dae dparl FIRTIAR 1baRldcan not accept more

requests or responses. The LMQ block guarantees that it can accept one

MO LRGHESIFSSRRISE 10hE GhG IR JRILGRY IRIRABS o il SIGRETy block. Th
-39 [0153] The LMQ block sg%:%/giquests and resg(%zes to the Iocaé‘1ly ock. The

mehR sptainnthedgaicsoresssbisdepeiions andamutaeied kpsahmemory to another

regiRsH/ FESRORSSIE BRI VS IRt EHAL BRMRIM BIRK1 HIRWEMPIOR attached local
address bus is shorter (23 bits) since the address space of each of the

loc&r¥&ories is 8MB. [0154] The requests are sent to the local memory

N th%tﬁﬂ@%l%@ef@@ f?ﬁq V%{J{EQ%qﬂ%ﬁ&?&qw&f§mt¥&;@s%eme different

responses. When there is an available request and an available response
to lesmatinshe local memory, the LMQ will give priority to the

¢ EPROM controller 1003 (EPC): contains the logic to interface with the external EPROM and
the RTN

e HyperTransport controller 1004 (HTC): there is one HTC per HyperTransport IP block.

¢ General purpose I/O controller 1005 (IOC): contains the logic to receive activity from the
GPIO input pins and to drive the GPIO output pins.

¢ JTAG controller 1006 (JTC): contains the logic to convert JTAG commands to the
corresponding requests to the different local memories.

¢ Interrupt handler 1007 (INT): generates interrupts to the tribes as a result of HT, JTAG or
GPIO activity

e Network controller 1008 (NTC): logic that interfaces to the network block to satisty HT

commands that affect the packet buffer memory without software intervention.

Local Memory Queues block 1001 (LMQ)

[0149] Block 1001 contains the logic to receive transactions from the attached local
memory to another local memory, and the logic to send transactions from a local memory

to the attached local memory. Fig. 11 is an expanded view showing internal components

of block 1001.
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response. Thus, newer responses can be sent before than older requests.
Routing block 1002 (RTN) [0155] This block contains the paths and logic
to route requests from the different sources to the different destinations.
Fig. 12 shows this block (interacting only to the LMQ blocks). Description
[0156] The RTN block 1002 contains two independent routing structures,
one that takes care of routing requests from a LMQ block to a different
one, and another one that routes responses from a LMQ block to a
different one. The two routing blocks are independent and do not

PREAPs}ELNee1IBdN can thus route a request and a response

%i%inatin from the same LMQ in the same cycle. [0157] The result of

Mg of BVEyblestirEdWorssaiTiseauenrane teparsieiomdhslasabiosmsdy

-40 Microarchitecture Description of the Network Block 103 of the Porthos
elpgk- Avisanetl/reenese camaimstihe do ey inetteldp (b nrombarid. paresfthssecs is the
Porthos chip is responsible for the following functions: Receiving the
PidkatstiSH 1, 2 or 4 ports and storing them into the packet buffer
memorii/élNotifying one of the tribes that a new packet has arrived, and

provid

infserRibYkesche tnealaenerd ok nivds Tadusyiry tAwpeasel If de-asserted,

and e reayesis 4o thepacket Ruffer memory performed by the different

tribes and the global block. Keeping track of the status of a packet.

data (64): the data associated to a write request or a read response; otherwise (read request or
write response) is "don't care".

stream (5): in case of a request, this field contains the number of the stream within the tribe
that performs the request to the local memory. In case of a response, this field contains the
same value received on the corresponding request.

regdest (5): in case of a read request, this field contains the register number where the
requested data will be stored. In case of a response, this field contains the same value
received on the corresponding request.

type (3): specifies the type of the request (signed read , unsigned read, write) or response
(signed read, unsigned read, write).

address (32): in case of a request, this field contains the physical address associated to the
read or write. In case of a response, contains the same value received on the corresponding

request.

[0151] LMQ block 1001 looks at the type field to figure out into which of the input

queues the access from the local memory will be inserted into.

[0152] The LMQ block will independently notify to the local memory when it can not

accept more requests or responses. The LMQ block guarantees that it can accept one

more request/response when it asserts the request/response full signal.
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Monitoring the oldest packet to each of the egress ports and sending it out
to the corresponding port if it has already been processed Providing a
DMA mechanism to the tribes to transfer data out of the packet buffer
memory and into the external global memory. 101591 The NET block will
always consume the data that the ingress ports provide at wire speed (up
to 10Gbps of aggregated ingress bandwidth), and will provide the

rocessed packets to the corresponding egress ports at the same wire
Efﬂééh. ThEEra EV Q@ RJerksndsi saigtrranirseontes (o H elespignssaopatiock. A
101601 The data will be dropped by the NET block if the packet buffer
BB RARShsPHeiRsARY %@ﬁ%@é@%ﬁﬂi@mmﬁ%@m%@wghe local
that the network block keeps track of reaches its maximum of 512, or
PRIAOTY Riasks dtrsmerst ths astdrass SHsdm thRItehE3d hiiphsirgs By agdress space of
interleaving packets that it sends, or there is a violation on the maximum

b Pepldirspedssdsftivite requests incoming packets to be

dropped. -41 [0161] Newly arrived packets will be presented to the tribes
H}1§‘Fbte nbRolaresianTs spadeeheless! Semer dydssams Si9esAgasapived from
requirement of as_signinig a 40-byte packet to one of the tribes (assuming
thaRthdrdlegke Smiladkieridsrrshangss-thren thugiathraeilapledgdusiband an
core clock frequency of the NET block is 300MHz. 016.2{1 Frames of
Padlabls HHRAEYS thBeNErT thiButRTak BeRmitrdind- B TriJiadyy froths
and leave the NET through the same number of egress ports. The
FREBARSENT Ny FSYYB FWSEIRiSAB RS TR hrde e dpermides retiieSumber and
type of ports, but it does not exceed 4. [0163] The ingress/egress ports
can be configured in one of the following six configurations (all of them

RS ck 1002 (RTN)

[0155] This block contains the paths and logic to route requests from the different
sources to the different destinations. Fig. 12 shows this block (interacting only to the

LMQ blocks).

Description
[0156] The RTN block 1002 contains two independent routing structures, one that

takes care of routing requests from a LMQ block to a different one, and another one that
routes responses from a LMQ block to a different one. The two routing blocks are
independent and do not communicate. The RTN can thus route a request and a response
originating from the same LMQ in the same cycle.

[0157] The result of routing of a request/response from a LMQ to the same LMQ is

undefined.
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1 channelized port 2 channelized ports 4 channelized ports 1
non-channelized port 2 non-channelized ports 4 non-chanmelized ports
[0164] The channelized port is intended to map into an SPI4.2 interface,
and the non- channelized port is intended to map into a GMII interface.
Moreover, for the 1-port and 2-port channelized cases, software can
configure the egress interleaving degree as follows: 1 channelized port:
egress interleave degree of 1, 2, 3 or 4. 2 channelized ports: egress
interleave degree of 1 or 2 per port. -42 101651 The requirement of the
M ARG (6 1O DESMILRi 67 V¢ P RN BIOR VIS dheneadiehsQethdh
the packet buffer to the external memory (through the global block) at
wire speed. Block diagram [01661 Fig. 14 shows the block diagram of the
Oiervidock 103. The NET block is divided into 5 sub-blocks, namely:
terfage (PIF)..r speQ LPJ for IE¢ i trll ﬁk s on the. different .

e W g P e A SN R p

lot t?qlgagg oguthef.g cket belongs to, and responsible for interfacing
With the eg‘f?eé p%crtg also on the egress path. PacketLoader (PLD):
. esﬁ@é‘esl'v%eé ‘ZETE}PaA&%%'Pr%n%‘ D30 BSHRRAS iR RS PR LSRNV D Ifer memory.
the purpose of flow
e Notifying one of the tribes that a new packet has arrived, and providing information about the

packet to the tribe.

o Satisfying the read and write requests to the packet buffer memory performed by the different
tribes and the global block.

o Keeping track of the status of a packet.

e Monitoring the oldest packet to each of the egress ports and sending it out to the
corresponding port if it has already been processed

¢ Providing a DMA mechanism to the tribes to transfer data out of the packet buffer memory

and into the external global memory.

[0159] The NET block will always consume the data that the ingress ports provide at
wire speed (up to 10Gbps of aggregated ingress bandwidth), and will provide the
processed packets to the corresponding egress ports at the same wire speed. The NET
block will not perform flow control on the ingress path.

[0160] The data will be dropped by the NET block if the packet buffer memory can
not fit in any more packets, or the total number of packets that the network block keeps
track of reaches its maximum of 512, or there is a violation by the SP14 port on the
maximum number of interleaving packets that it sends, or there is a violation on the

maximum packet size allowed, or software requests incoming packets to be dropped.
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identification and for deciding to which tribe the packet will be eventually
assigned to Deciding where to store the packet into the packet buffer,

and performing all the necessary writes Allocating an entry in the packet
table with the control information of the newly arrived packet Providing

the information of newly arrived packets, in the order of arrival across all
ingress ports, to the different tribes for processing Maintaining the status

of each of the packets in the packet table, in particular, whether the

(d6kEts nDve byesH ermprbesyplRerssenti o tpbdes phpfajeno lower than a
Monitoring the oldest packet in the packet table to decide what to do with
Peket e HetA S skt ss AbispIRY WesdbairairrRs Alinstigragietidytppacket
the NET block to drop the packet-; transmit it out to the correspondin .
teragefdbr: iR (Reraing deah et cirrelable dramtningliedeesy R wire
still active), and do this for each of the egress interleaving slots. -43
paetetibefercdnttolienprsr pfitacdiftiblosk is 38MEE-some buffering for

the requests of each of the sources of accesses to the packet buffer
ERRbry, e nbarckst sengiiaifg Nﬁ%@@%ﬂfé@@ﬁépwﬂbéedm@ﬁpf ingress
banks of the packet buffer memory. The different sources are: the

pritvard Iryrede DT tausbnibs sowgrasstsad s st Adinaersm

the global block and the 8 tribes. The scheduler implements a fixed

et cEsRsterie e dRase ieR betBrbe mvgees B iMeRARgTRePHIghdags not
priority). The 8 tribes are treated fairly among them. PacketBufferMemory
e %it contains the packet buffer memory, divided into 8 interleaved
banks. Performs the different accesses that the PBC has scheduled to
K& lof thEheHpkessirrdcRs st Resempfigtied s Adtirdel o higg itk

also performs the configuration
configurations (all of them full duplex):

e 1 channelized port

e 2 channelized ports

e 4 channelized ports

¢ 1 non-channelized port
e 2 non-channelized ports

e 4 non-channelized ports

[0164] The channelized port is intended to map into an SPI4.2 interface, and the non-
channelized port is intended to map into a GMII interface. Moreover, for the 1-port and
2-port channelized cases, software can configure the egress interleaving degree as
follows:

e 1 channelized port: egress interleave degree of 1, 2, 3 or 4.

e 2 channelized ports: egress interleave degree of 1 or 2 per port.

42 -



register reads and writes, thus interacting with the different sub-blocks to

access the corresponding configuration register. [01671 The following

sections provide detailed information about each of the blocks in the

Network block. The main datapath busses are shown in bold and they are

64-bit wide. Moreover, all busses are unidirectional. Unless otherwise

noted, all the signals are point-to-point and asserted high. 101681 All
utputs of the different sub-blocks (PIF, PLD, PBM and PBC) are

el

, ) :
ered! dRviETAeY Bidbk PXYHA ¢rgir) istepimsifasuerptiBard st to DMA

The PIF block has two top-level functions: ingress function and egress
hfRarsRITYt AETnpirsstdMiBEkiagra R gresRinbangbreiopakblock) at
ingress function interfaces with the SP14.2/GMII ingress port, with the
WiseRREESader (PLD) and with the PacketBufferMemory (PBM). -44
SPI14.2/GMII port [0171] From a SP14.2/GMII port, it receives the following
information: Valid (1): if asserted, validates the rest of the inputs. It

BRRKIesI:

SPI14 is sending valid data in the current cycle. Data (64):

contains the 64 bits of packet data provided by the SP14, This 64-bit .
1946 is Figiddighawidha trekalipptam of e Hithblesk 193 HhesbliddbIek is
specifies that valid data is the last data of the packet. Last byte (3):
Hyidedrinetisvaloskt ME8! Byte in 'data’. If all 8 bytes are valid, 'last byte'

e Portinterface (PIF): responsible for receiving the packets on the different ingress ports (1,2 or

4) and deciding to which of the 4 ingress interleaving slots the data of the packet belongs to,

and responsible for interfacing with the egress ports also on the egress path.

e PacketLoader (PLD): responsible for:

Applying a hash function to the packet being received for the purpose of flow
identification and for deciding to which tribe the packet will be eventually assigned to
Deciding where to store the packet into the packet buffer, and performing all the
necessary writes

Allocating an entry in the packet table with the control information of the newly arrived
packet

Providing the information of newly arrived packets, in the order of arrival across all
ingress ports, to the different tribes for processing

Maintaining the status of each of the packets in the packet table, in particular, whether
the packets have been completely processed by the tribes or not yet.

Monitoring the oldest packet in the packet table to decide what to do with it (skip it if the
packet is not valid —ie software has explicitly requested to the NET block to drop the
packet-; transmit it out to the corresponding egress port if the packet has been completed;
or nothing if the packet is still active), and do this for each of the egress interleaving

slots.
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is 7; if only | byte is valid, “last byte' is 0. If 1 or more bytes are valid, they
are right aligned (first valid byte is byteO, then bytel, etc.). It can not occur
that, for example, byte 0 and 2 are valid, but not byte 1. In other words, if
the data is not the end of the packet, then “last byte' should be 3; if the
data is the end of the packet, then “last byte' can take any value. Channel
(8): the channel associated to the packet data received. The SPI4 protocol
allows up to 256 channels. This field is a don't care in case of a GMII port.

01 PapiotRifescnairaliss iPiRGY: sefanation istanmigre seriedusinegior the requests of
PackRs Gl MG VEARBVRM (Y, dﬁAee&t BagkehAaaArom @Feﬁsmttﬁ@@chedulmg of

arrive, and in cycle x+| data from a different -or same- pac may arrive

TheheisreaestidachadifikranbrimmEre parke Jadterasmpr ribe maf’antﬁé sources are:

datgnbelaRaskishR4pKIRGIRE HaavohRepRL AR he N IP@(tC CAR global block
not arrive interleaved in a GMII port. [0173] In a SP14.2 port u

packutdgialidbrag thresplidplsr brilsarshts)Esd peoRes nmmde‘rhsted before
the BRheLRIRAVHlLMY handie,HBR # THI& B8R, A RAGKESirly among them.

interleaving violation will be detected and the corresponding packet data

il PrskrdbEaMeynars (RBMdasifepetions theppokoutine mefress flividirshinto 8
mOm&%&&b&%ﬁ@a@ﬁm&%m@&h%g@éﬂw Qﬁngﬁehgg gaﬁeduled to each of the

interleaving violation. [0175] The number of total ports is configurable by

softopakes. ankiutsihsacpult torthe prgrsssqysees Tikithipskorlioshssfergpiacxontiguration
PO G NRHOURA WIREE ARG AGIEERI Svh heCABR RhLTR IR R LBS the

maximum interleaving degree Is 2 per port. In the case of 4 ports, no
intePRIESAPRI R RPEGU B FERISHET [0176] For SPI4.2 ports, when valid
data of a packet arrives, the ingress function performs an associative

search into a 4-entry table (the channel slot table). Each entry of
[0167] The following sections provide detailed information about each of the blocks

in the Network block. The main datapath busses are shown in bold and they are 64-bit
wide. Moreover, all busses are unidirectional. Unless otherwise noted, all the signals are
point-to-point and asserted high.

[0168] All outputs of the different sub-blocks (PIF, PLD, PBM and PBC) are

registered.

PortInterface block 1401 (PIF)
Detailed description

[0169] The PIF block has two top-level functions: ingress function and egress

function. Fig. 15 shows its block diagram.

Ingress function
[0170] The ingress function interfaces with the SP14.2/GMII ingress port, with the

PacketLoader (PLD) and with the PacketBufferMemory (PBM).
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these table (called slot), corresponds to one of the packets that is being
received. Each entry contains two fields: active (1) and channel (8). If the
associative search finds that the channcl of the incoming packet matches
the channel value stored in one of the active entries of the table, then the
packet data corresponds to a packet that is being received. If the
associative search does not find the channel in the table, then two
situations may occur: There is at least one non-active entry in the portion
of the table associated to the ingress port: in this case, the valid data
seepiverMsthsistart of a new packet. The entry is marked as active and
the incoming channel is stored into that entry. All the entries in the portion
of the table associated to the ingress port are active. This implies a

pretepol viglatansend tevagket da@awidadionRems ihehadyare sets

a Xth bit in a 256-bit array (where X is the incoming channel number)

callegioplintsshennQlaidddd ek bems sl artpalifee tRRPRS Ofending valid

the table are available for the port; for the 2-SPI14 port, the first 2 entries
areaffoELRRIHFREPEl%Nd the second two entries for port 1, thus forcing

& nraa@wmz INHRRS e He BWnerdaarecidfapRRIRRIy AR KA8FHIDE4-bit vector is
C

incoming channel associated to every valid data is looked up in the

vioﬂ@ﬁﬁﬁ‘l’&fgﬁﬁéﬁiﬁﬁa{&bﬁﬂ%ure out whether the packet data needs to be
dfOE[?&’do@g)a\’éﬁé?W%rﬁ*L%s\éﬁ%q RLRLHESTRANGT JUALRKE 1AW BB packet.

first arrived, violated the interfeave. restriction). If the corresponding bit in
thehdsiidirig (Enaainses ie thethiehvalid Midhhmtednlodited lplird theasrinrelid, ‘last_byte’

Slo%%'ﬁ’oﬂwqrw&eﬁ%ﬂﬂckﬁt q@@’ i§s @rqp E’%g Iﬂt)fp%y@g%ggtvgﬁﬁ?tﬁey are right aligned

happens to be the last data of the”packet, the corresponding bit in the

violﬁirﬁb[@hbbﬁ_é@_ bty idetdnfied., nglcmh@@éqecnbth@wf@mﬁample, byte 0 and 2 are
bet%ﬂ] ﬁn€n§%§tmgrﬁ§&9&r%ﬁg,tﬁqﬂggg%;?s not the end of the packet, then ‘last_byte’

should be 3; if the data is the end of the packet, then ‘last _byte’ can take any value.
o Channel (8): the channel associated to the packet data received. The SPI4 protocol allows up
to 256 channels. This field is a don’t care in case of a GMII port.

[0172] Every cycle, a port may send data (of a single packet only). But packets can
arrive interleaved (in cycle x, packet data from a packet can arrive, and in cycle x+1 data
from a different —or same- packet may arrive). The ingress function will know to which of
the packets being received the data belongs to by looking at the channel number. Note
that packets can not arrive interleaved in a GMII port.

[0173] In a SPI4.2 port, up to 256 packets (matching the number of channels) can be
interleaved. However, the Porthos chip will only handle up to 4. Therefore, any packet
interleaving violation will be detected and the corresponding packet data will be dropped

by the ingress function.
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function. PLD interface: [01801 If the packet data is not dropped, it is
inserted into a 2-entry FIFO. Each entry of this FIFO contains the
information that came from the SP14 ingress port: data (64), end

of packet (1), last byte (3), channel (8), and information generated by the
ingress function: slot (2), start of _packet (1). 101811 Only valid packet
data of packets that comply with interleave restriction will be stored into

the FIFO. If the FIFO is not empty, the contents of the head entry of the
O8] are phsviRESiIRetion maHEPth A eackekpddie b @acksd famdropped

logic exists that will monitor the head of each of the 4 fifos and will send
dufite db ANy PEYRIAPBuNd-robin fashion. This logic is capable of
sending up to 8 bytes of valid data to the PLD per %/cle. At a core

PdokncydesvomriRfitambrsstsao e Hahlsdk 1B can BESe Packet or 4

data at a peak close to 20Gbps. -47 [0183] There is no flow control
lﬁgfﬁfééwf%elwwf ﬁJﬂEﬂkﬁrggﬂfH?ﬂP@rP s’ Braxinyg;intirlpaasKisetrpe s 4. In
aggregated bandwidth of across all ingress ports should be less than
a@?z@%psé’{fﬂo% BOGHHS BSrdmER dRSEy O S6ars TH1 841 rorérindhs srse of 4
configuration registers affecting the ingress function. [0185] Performance
RUEhRGM A lsrx R siadte Ay sacthBPEss function. Egress function [0186]
The egress function interfaces with the e%;;ss orts, the PacketLoader

p

78)  anfivhefibhipatidisnantihdien f A TRdBeinEssgsikaction

egress function receives packet data from the PBM of packets that reside
performs an associative search into a 4-entry table (the channel slot table). Each entry of

these table (called slot), corresponds to one of the packets that is being received. Each
entry contains two fields: active (1) and channel (8). If the associative search finds that
the channel of the incoming packet matches the channel value stored in one of the active
entries of the table, then the packet data corresponds to a packet that is being received. If
the associative search does not find the channel in the table, then two situations may
occur:

e There is at least one non-active entry in the portion of the table associated to the ingress port:
in this case, the valid data received is the start of a new packet. The entry is marked as active
and the incoming channel is stored into that entry.

o All the entries in the portion of the table associated to the ingress port are active. This implies
a protocol violation and the packet data will be dropped. The hardware sets a Xth bit in a

256-bit array (where X is the incoming channel number) called violating channels.

[0177] For the 1-SPI4 port, all the 4 entries of the table are available for the port; for
the 2-SPI4 port, the first 2 entries are allocated for port 0, and the second two entries for

port 1, thus forcing a maximum ingress interleaving degree of 2 per port.
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in the packet buffer. There is an independent interface for each of the
egress interleaving slots, as follows: Valid (1): if asserted, validates the
rest of the inputs. It specifies that valid data is sent in the current cycle or
not. Data (64): contains the 64 bits of packet data provided. This 64-bit
vector is logically divided into 8 bytes. End of packet (1): if asserted, it
specifies that valid data is the last data of the packet. Last byte (3):
Ipointer to the last valid MSB byte in ‘data’. If all 8 bytes are valid,

14281 pytelhe mopmping chaipel %S%mate%%@bww@@dﬁti isrlerbrd vy iadhse
valid, they are right aligned (first valid byte is byteO, then bytel, etc.). It
akieg sbanralsariyrte fevisieubyhebeiberarectdiignpeisistsyteonpad (ie
other words, if the data is not the end of the packet, then “last byte'

whettiRr B salididatasprssnendeiniagrarietdhekethmdhissemiied caplataddthe
any value. Port (2): the outbound port. Channel (8): the outbound
iofeEiRaur AedteiiqRt %tlﬂﬁé%ﬁﬁ?@flé)%bMé’éhﬁ] eushadgrkss Gdbersthe
not channelized. -48 [0188] A total of up 4 FIFOs, one associated to each
dyrest inlesked ingrsibecharel et inktsnatghisnibarscket dakdtdeonped. If the
8 entries. Whenever the number of occupied entries in the PBM FIFO is 5
Rickib At shapprarit Prolrdad el Biseastik Bs omreRmRdiknb bimB
control. xx There could be at most 5 chunks of packet data already read
wntringneharselseray L aliMgdo the egress function. Egress port

interface: [0189] A logic exists that will lgok at the head of each of the 4

78k and Piteitaa iR ysomRidsErER s SRt e sataahtaddhminsress

corresponding egress port. Note that if 4
function.

PLD interface:
[0180] If the packet data is not dropped, it is inserted into a 2-entry FIFO. Each entry

of this FIFO contains the information that came from the SPI4 ingress port: data (64),
end of packet (1), last byte (3), channel (8), and information generated by the ingress
function: slot (2), start_of packet (1).

[0181] Only valid packet data of packets that comply with interleave restriction will
be stored into the FIFO. If the FIFO is not empty, the contents of the head entry of the
FIFO are provided to the PLD and the head entry is removed.

[0182] A logic exists that will monitor the head of each of the 4 fifos and will send
valid data to the PLD in a round-robin fashion. This logic is capable of sending up to 8
bytes of valid data to the PLD per cycle. At a core frequency of 300MHz, it implies that

the network block can absorb packet data at a peak close to 20Gbps.

_47 -



egress ports exist, then there is a 1-to-1 correspondence between a fifo

and a port. If 2 channelized ports exist, then the round-robin logic is

applied between fifo 0 and fifo 1 for port 0 and fifo2 and fifo3 for portl. In

the case of 2 non-channelized ports, either islot O or islot 1 is disabled
(implying that either fifo O or fifo 1 is empty), and similarly for islot2 and

islot3 (for fifo 2 and fifo 3). In the case of 1 channelized port, the round

robin prioritization is_applied among all the fifos; for the 1 non-channelized
WaRHase Peicepfiohetrdrehbiiitese Bripgresotoeianantblisd toblock. This
logic works in parallel for each of the egress ports. [0191] The valid

optien Bt R g G R EYE S AL LIRS HAD B SRR TELTR XHO S8 dessaitan
sent to the corresPonding egress port. This information is structured in the

LA fons ter AL9N e corgrEEquSBrYiRRSFRECR) There is an extra 1-bit signal

from the egress port to egress function, "advance' that is used for flow

WBAAbI be %rﬁfﬁ@%@?ﬂ%ﬂ%ﬁ%@&é@m&?&ﬁ%ﬁf{?azggrﬁ%é BgrisEport

can not accept data. If this is the case, the port de-asserts “advance'.
(RARSheve P cativaiEE B EREdRE afpaapiieEsd bydhe Hiess Kngiited to

send valid data to the port. If de-asserted, the egress function will not

send any valid data, even though there might be valid data ready to be
BeRésdfithr@asess port de- asserts "advance' in cycle x, it still may receive

valid packet data in cycle x+1 since the "advance' signal is assumed to be
[eHiblered AR Bo RO dYeI I ThY Byt eergrioagisclind aditH-oader (PLD)
packet data at a peak rate of 8 bytes per cycle, which translates
ahilsdrackeiudard s SR B0oMHz core frequency). Thus, a
mechanism is needed for a port to provision for flow control. 101931 No
configuration registers exist in this subblock. [01941 Performance events
EBMIraseraponitored by the egress fimction.

[0187] The egress function receives packet data from the PBM of packets that reside
in the packet buffer. There is an independent interface for each of the egress interleaving
slots, as follows:

e Valid (1): if asserted, validates the rest of the inputs. It specifies that valid data is sent in the
current cycle or not.

e Data (64): contains the 64 bits of packet data provided. This 64-bit vector is logically divided
into 8 bytes.

e End of packet (1): if asserted, it specifies that valid data is the last data of the packet.

e Last byte (3): pointer to the last valid MSB byte in ‘data’. If all 8 bytes are valid, ‘last_byte’
is 7; if only 1 byte is valid, ‘last byte’ is 0. If 1 or more bytes are valid, they are right aligned
(first valid byte is byte0, then bytel, etc.). It can not occur that, for example, byte 0 and 2 are
valid, but not byte 1. In other words, if the data is not the end of the packet, then ‘last_byte’
should be 3; if the data is the end of the packet, then ‘last_byte’ can take any value.

e Port (2): the outbound port.

¢ Channel (8): the outbound channel associated to the packet data. Meaningless if the egress

port is not channelized.
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PacketLoader block 1402 (PIF) Detailed description [01951 The PIF block
performs four top-level functions: packet insertion, packet migration,
packet transmission and packet table access. Fig. 16 shows its block
diagram. Packet insertion function [01961 This function interfaces with
the Portinterface (PIF) and PacketBufferController (PBC). The function is
pipelined (throughput 1) into 3 stages (0, | and 2). Stage 1: [01971 Packet
data is received from the PLD along with the slot number that the PLD
computed. If the packet data is not the start of a new packet (this

jofggation istrreyiged Pythe fRbRisdbRteiPlouaINe g BesHiAVRNksHRsAstore

table (named slot state) that contains, for each entry or slot, whether the

PRGKESRRIpEnEBERARA NaR fora PR ediikiere are -50 three reasons
why the incoming packet has to be dropped, and all of them happened

whenevhaifl suada of RewpaskelauivadRROBIA®IheRhbre, TRSmal is

“continue' configuration register was 0. The total number of entries in the

PRckeidadlad et hdR 468 RREKSHIGASSI PN THKAS. M ThthaBouBbe Hgost 5

packet buffer memory (that holds the data of the packets) was not able to

SHAMBERAR! alRiate Rl RAAGKat AT e AR es BIZ6: Q1 981 dfion.

the packet data is the start of the packet, some logic decides whether to
drop the packet or not. If any of the above three conditions holds, the
acket data is dropped and the slot entry in the slot-table is marked so

FRIANE PisEksEdata that arrives for that
[0189] A logic exists that will look at the head of each of the 4 FIFOs and, in a round-

robin fashion, will send the valid data to the corresponding egress port. Note that if 4
egress ports exist, then there is a 1-to-1 correspondence between a fifo and a port. If 2
channelized ports exist, then the round-robin logic is applied between fifo 0 and fifo 1 for
port 0 and fifo2 and fifo3 for portl. In the case of 2 non-channelized ports, either islot O
or islot 1 is disabled (implying that either fifo 0 or fifo 1 is empty), and similarly for
islot2 and islot3 (for fifo 2 and fifo 3). In the case of 1 channelized port, the round robin
prioritization is applied among all the fifos; for the 1 non-channelized port case, all
except one fifo should be empty.

[0190] The round robin logic works in parallel for each of the egress ports.

[0191] The valid contents of the head of the FIFO that the prioritization logic chooses
are sent to the corresponding egress port. This information is structured in the same fields
as in the ingress port interface.

There is an extra 1-bit signal from the egress port to egress function, ‘advance’ that is used for
flow control between the port and the egress function in case the egress port can not accept data.

If this is the case, the port de-asserts ‘advance’. Whenever ‘advance’ is asserted, the egress
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packet is also dropped. [0199] This guarantees that the whole packet will
be dropped, no matter whether the above conditions hold or not when
any of the rest of the data of the packet arrives, [0200] For the purpose of
determining at stage | whether the packet table is full or not, the threshold
number of entries is 512 (the maximum number of entries) minus the
maximum packets that can be received in an interleaved way, which is 4.
Therefore, if the number of entries when the first data of the packet

fmios is Alomecthiassibyihd ke dhineBe Efspreti8obe roddiaifmewill ot send
ypsther dae Rackahbusfemei esabie (aIRPiRthe PRSI0t BRMBEress port de-

state is looked up that contains information re arding how full the packet c :
BRI iadvanrse yalnLintstith amrenst aselidaittelioh tieyekdd dinee the ‘advance

ippackathisier snrce jstaedarmephohaidederstand how this state is
comé)uted first let us describe how the packet buffer is logically organized

RE narbbrseres Surime pudasnd vahidpseel fa sbprmighin bR briss per
buffer are divided into four chunks (henceforth named sectors) of 64KB.

Gslaow biidrrasiitey aPpraHmalshiead By sk B0 UV & e rgauenry gt hus, a

byte 0x30000 and ends at byte Ox3FFFF. The number of sectors matches
wRehanismét BsrddRI TR PLABRVISILCR A9 YiRH e can be in the

rocess of being_received. [0203] As will be seen later on, when the
k&t firSYQRNIEEUHALCAIERIFEES SRS thE VBBISFK: and the packet will
be stored somewhere in that sector. That sector becomes active until the

(9L Hata diarerpanke ererbcavel R SHiar bkt mtr e BUSERRd to that

sector if it is active. [0204] Thus, when a new packet arrives and all the
sectors are active, then the packet

PacketLoader block 1402 (PIF)
Detailed description

[0195] The PIF block performs four top-level functions: packet insertion, packet

migration, packet transmission and packet table access. Fig. 16 shows its block diagram.

Packet insertion function

[0196] This function interfaces with the PortInterface (PIF) and
PacketBufferController (PBC). The function is pipelined (throughput 1) into 3 stages (0,
1 and 2).

Stage 1:
[0197] Packet data is received from the PLD along with the slot number that the PLD

computed. If the packet data is not the start of a new packet (this information is provided
by the PLD), the slot number is used to look up a table (named slot_state) that contains,

for each entry or slot, whether the packet being received has to be dropped. There are
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will not be able to be stored. Another reason why the packet might not be
accepted is if the total available space in each of the non-active sectors is
smaller than the maximum allowed packet size. This maximum allowed

packet size is determined by the "max packetsize' configuration register,

and it ranges from | KB to 64KB, in increments of | KB. When the start of

a new packet is received, no information regarding the size of the packet

is provided up front (the NET block is protocol agnostic, and no buffering
BremeessnsatrethsdnprmiBedaetehiins i hsskoprstbritd Rl afftaemdappened when
assumed that the size of the packet is the maximum size allowed in order

therigiatdBpehibeprakatard yedkaotiags 4pfdBsR R sector or not to store

the packet. [0205] In stage 1, the information of whether each sector is
8 ctivBcoF PRI EH F W iHaH B dERIdsEw AN accept a maximum size

packel RiAIQhisiMAlERIR: s RisiRTPARRATRB IS (1Re HDRR 1SR R g%@rﬁ*)ﬁrs) was more

whether the first data of the packét (and eventually the rest of the data
hast¥8m8ropped. [0206] In stage 1, the logic maintains, for all the

PaCKRLS, DAIBALIRRENHRSL SREIRIRhJNTREEAh BY RS IBLAVG RGRR able to guarantee the

received so far. This valué is compared with the allowed ‘maximum packet
sizetarrgeip fiferpelitef sheanamineyaadlg Wed piedimum allowed size when

the next valid data of the packet arrives, the packet is forced to Finish right
away (its end of packet bit is changed to 1 when sent to stage 2) and the
18598 thelfte nhekctedatiin tiy Sat ebrhe fasketirsamsdoris deridss whspgido drop
Therefore, a packet that exceeds the maximum allowed packet size will

e paeebyr setnihrapsldhgahppatiee epeddizashatdvdhe paskehean héropped
maximum allowed size and the maximum allowed size minus 7 (since up

G thaPberey bt Peciel thbls tanaakadeethalyfwyiera)adet dagitimarrives for that

information is provided to software (no interrupt or error status).
packet is also dropped.

[0199] This guarantees that the whole packet will be dropped, no matter whether the
above conditions hold or not when any of the rest of the data of the packet arrives.

[0200] For the purpose of determining at stage | whether the packet table is full or
not, the threshold number of entries is 512 (the maximum number of entries) minus the
maximum packets that can be received in an interleaved way, which is 4. Therefore, if the
number of entries when the first data of the packet arrives is more than 508, the packet
will be dropped.

[0201] To determine whether the packet buffer will be able to hold the packet or not,
some state is looked up that contains information regarding how full the packet buffer is.
Based on this information, the decision to drop the packed due to packet buffer space is
performed. To understand how this state is computed, first let us describe how the packet

buffer is logically organized by the hardware to store the packets.
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[0207] Some information from PLD is propagated into stage 2: valid, start
of packet, data, port, channel, slot, error, and the following results from
stage 1: revised end of _packet, current_packetsize. If the packet data is
dropped in stage 0, no valid information is propagated into stage 2. Stage
2: [0208] in this stage, the state information for each of the four sectors is
updated, and the hashing function is applied to the packet data. [0209]
When the first data of a packet arrives at stage 2, a non-active sector
(guaranteed by stage 1 to exist) is assigned to the packet. The sector that
is less occupied is chosen. This is done to minimize the memory
W28 entationtel BAihs antke! Bubref s dHdfed it bshssforth
logic will maintain, for each of the sectors, the total -53 number of 8-byte
RHaRksaHamRs 6K Frsis Brissciat i dand dp by FEERbangsexor 3
(ie packets that have been received but not yet migrated, packets that are
Herlig SRoe Q& S0M0B K B BL D P cHERs TS ThE kR B
still not been transmitted or dropped). 102101 Each of the four sectors is
Prithes Gl B @ Ae LT HBral AaR LR A R AR It hediPRiagor
each of them. The incoming packet data will be stored at the position
[RRFi¥Fthe sector pointed by the tail pointer. [02111 The head and tail

ointers point to double words (8 bytes) since the incoming{ dataisin

ks of ¢SoyteLe 691 et AR thPdhteRTEFHESTREH W df A8l iRdRC of the

will become (after converted to byte address and mapped into the global
PR AN e BRROMILRY HRIHAMeThRFR d8at SR thetbaoket lieerass

and it will be provided to one of the tribes when the packet is first .
active until the last data of the packet is received. No other packet will be assigned to that

sector if it is active.

[0204] Thus, when a new packet arrives and all the sectors are active, then the packet
will not be able to be stored. Another reason why the packet might not be accepted is if
the total available space in each of the non-active sectors is smaller than the maximum
allowed packet size. This maximum allowed packet size is determined by the
‘max_packet size’ configuration register, and it ranges from 1KB to 64KB, in increments
of 1KB. When the start of a new packet is received, no information regarding the size of
the packet is provided up front (the NET block is protocol agnostic, and no buffering of
the full packet occurs to determine its size). Therefore, it has to be assumed that the size
of the packet is the maximum size allowed in order to figure out whether there is enough
space in the sector or not to store the packet.

[0205] In stage 1, the information of whether each sector is active or not, and whether

each sector can accept a maximum size packet or not is available. This information is
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migrated (this will be covered on the migration function). 102131 The tall
pointer of each a sector is incremented every time a new valid packet
data has arrived (of a packet assigned to that sector). Note that the tall
pointer may wrap around and start at the beginning of the sector. This
implies that the packet might physically be stored in a non-consecutively
manner (but with at most one discontinuity, at the end of the sector).

However, as it will be seen as part of the stage 3 logic, a re- mapping of
e yerihée S s abrhethedhs 8t detainitin é’%ct]é"rii%&%&‘?%%’élbf thigrest of the

acket to software. [02141 Whenever valid data of a packet is received,
(i)ﬁ@)c}taé}ﬁéﬁéy‘fBP?ﬁe corresponding sector is incremented by the number
of bytes received. Whenever a packet is removed from the packet buffer
0200l beEaRWnEIF iRgit mEHAES IR TaH BE RATk e ek drtelthhe total
occupancy is decremented by the amount of bytes that the packet was
BeRhpy MBI ARk ERHEr eftie 57 fArstadeVaitfe heRRRiGe it sgllowed
applied to the incoming packet data. The hashing function and its )
TRERRBETRRT S W4 Pafbeld B B0E R heNTRGRHbG R pHEs ke Wed firkg when
64 bytes of the packet. Therefore, when a chunk of data (containing up to
o st Byt S7aPl B REtslurd théhearedhifrs Configinatight Biéb its
the hashing function need tq be used in order to compute the partjal
%ﬁﬁqﬁ%‘ﬁ%“ﬁmbﬂ@]‘lﬁf’éﬂ%Wﬂé%?%éﬁﬁ%@gﬁﬁ?&%tgﬁﬁ%{w ge data that
second-level hashing functions are  applied in parallel on the packet data
FENALl, YOU LM SR ArBpaekshiniy! Ry therelmfigiPARiGH Hitd Foeccds
apply to the next chunk of valid bytes are kept for each of the four ingress

RREPRUIHG SR et PRe kT M AR Y I RS RO IR e g S el BT @ size that

command, it i%served. The _ , : : :
varies between the maximum allowed size and the maximum allowed size minus 7 (since

up to 8 valid bytes of packet data can arrive every cycle). No additional information is
provided to software (no interrupt or error status).

[0207] Some information from PLD is propagated into stage 2: valid, start of packet,
data, port, channel, slot, error, and the following results from stage 1: revised

end_of packet, current_packet size. If the packet data is dropped in stage 0, no valid
information is propagated into stage 2.

Stage 2:

[0208] In this stage, the state information for each of the four sectors is updated, and
the hashing function is applied to the packet data.

[0209] When the first data of a packet arrives at stage 2, a non-active sector
(guaranteed by stage 1 to exist) is assigned to the packet. The sector that is less occupied
is chosen. This is done to minimize the memory fragmentation that occurs at the packet

buffer. This implies that some logic will maintain, for each of the sectors, the total
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GetRoom command is generated by software by writing into the 'get room'
configuration register, with the offset of the address being the amount of
space that software requests. The NET will search for a chunk of
consecutive space of that size (rounded to the nearest 8-byte boundary)
in the packet buffer. The result of the command will be unsuccessful if:
there are no available entries in the packet table there is no space
available in the packet buffer to satisfy the requestﬁ%é)lzw] A pending
RS ShBcDAR ARSI dhssrstrr BAIGSIPERarE L Nl Aok Rk AnHhedtetiosk
from ingress and there is no valid data in Stage 1 that corresponds to a
6F Prrkiett thesys RSP e bR RIS ThiaiesHaE: prskiie dhad dimbeing
3: valid, data, port, channel, slot, end of packet, start of packet, size of the

pRerEedivy Hudrbesaand secksioiadmsdimenomtessrbmeilnetbes

of the first level of hashing function. Stage 3: [022[] In stage 3, the valid
trapseaitigdridraepith the PBC in order to be written into the packet
buffer, and, in case the valid data corresponds to the end of a packet, a
HRWlentriastirad hacker sspieridsimrnassslins i kRsEhpripes tiaibarbead
[0222] If the packet data is valid, the 64-bit data is sent to the PBC usin

AL BTG HRAREE o 2oL (T B ACBLIBRPARS S e SiRe e the

buffer). All the 8 bytes will be written (even if less than 8 bytes are
Restiion Witk thersecE eon gt Salhe b RPEept this request for write into
the packet buffer. There is no flow control between the PBC and stage 3.

] 1f tHé</hed pack i mappiate o yetdrdpibiaar &t & batad sinen &y incoming

entry in the 11Eacket table is initialized with the packet descriptor. Stage 1

driansiedytksetRdreNould

[0212] The tail pointer for the first data of the packet will become (after converted to
byte address and mapped into the global physical space of Porthos) the physical address
where the packet starts, and it will be provided to one of the tribes when the packet is first
migrated (this will be covered on the migration function).

[0213] The tail pointer of each a sector is incremented every time a new valid packet
data has arrived (of a packet assigned to that sector). Note that the tail pointer may wrap
around and start at the beginning of the sector. This implies that the packet might
physically be stored in a non-consecutively manner (but with at most one discontinuity, at
the end of the sector). However, as it will be seen as part of the stage 3 logic, a re-
mapping of the address is performed before providing the starting address of the packet to
software.

[0214] Whenever valid data of a packet is received, the occupancy for the
corresponding sector is incremented by the number of bytes received. Whenever a packet

is removed from the packet buffer (as will be seen when the transmission function is
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be at least one entry in the packet table. [0224] The packet table entries
are managed like a FIFO, and the entry number corresponds to the 9

LSB bits of the sequence number, a 16-bit value that is assigned by stage
3 to each packet. Thus, it is not possible that two packets exist with a
sequence number having the 9 LSB bits the same. [0225] The packet
descriptor is composed of the following information: Dword address (16):
the "expanded" dword address within the packet buffer where the first 8
B ihe pseretnesisideerrueiphhud derataidrdss hahdis rasket was
performing the following_manipulation of the original dword address
QSHHpiRSdPSREKSt LBHer Bt 15] becomes bit] 14] Bit[14] becomes
bit&lS] Bit[13] becomes 0 This expanded dword address is compressed
92LRlollolintisRe thodrsBipedLasiing iwABAiGA o ke irgRaskdrEu he
(as will be explained in the transmission function). Tribe (3): the tribe _
hashine ftaciipicnthiss sapRerRtiPBesHTSR AingFhaRavintd trHhashingduaction applies
derived from the second level hashing result generated in stage A and
tertbe SFPIOMYIRadl Padtind R B COPRILASHER OIS I8 T keO RiaiM TP to 8
function. Flowld (162: the result of the first level of the hashing function,
i Buted mritate saasdy e uRiRABRg o ind g tisafihadatiiey

by stage 3 to each packet at the end of the packet, ie when the packet
hiastony ek hedisvbin e te segpudbaRBEPakigeett brovided, the
é]eé%ster that contains the current sequence number is incremented. The

BbnceMsidr el heshiBe fenstienardre thedrsone-|ssrl ashing fgtions are

number associated to the incoming packet.
applied in parallel on the packet data received.

[0217] Both partial hashing results and the configuration bits to apply to the next
chunk of valid bytes are kept for each of the four ingress interleaving slots.

[0218] In this state, if there is a pending GetRoom command, it is served. The
GetRoom command is generated by software by writing into the ‘get room’ configuration
register, with the offset of the address being the amount of space that software requests.
The NET will search for a chunk of consecutive space of that size (rounded to the necarest
8-byte boundary) in the packet buffer. The result of the command will be unsuccessful if:

e there are no available entries in the packet table

o there is no space available in the packet buffer to satisfy the request

[0219] A pending GetRoom command will be served only if there is no valid data in
State 2 from ingress and there is no valid data in Stage 1 that corresponds to a start of

packet.
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Inbound channel (8): the channel number associated to the incoming
packet. Outbound port (5): this field will be eventually written with the
software-provided value when the "done’ or "egress_path_determined’
configuration registers are written. At stage 3, this field is initialized to 0.
Outbound channel (9): this field will be eventually written with the
software-provided when the “done' or 'egress determined' configuration
registers are written. At stage 3, this field is initialized to 0. Status (2): it is
[H%é"zed Wi fpllautiveyniosaation s mavelrditustrgcharge id3imsrtpchannel,
(Invalid) if software requests the packet to be dropped, or to 2 (Done) if
getnsafetegtiadisimibobrrakst w5t s Prstet e dworsaddeyssifarez ez room
bytes of the packet. The maximum allowed size is the size of a sector, ie

mSB4eRgids eyUeRbranleidhs Bikinue tidphingdunstitwed size to a

lower value with the “max packet_size' configuration register). -57
Rfagzidr growth delta (8): initialized with 0. Eventually this field will contain

fog2amount ef.fyiesthal g gackafiesRRakahb B ErAVRRE RNEURN #dFinto

it will he provided by software when the packet is requested to be

IRpiEesh e, .RehaddledHdyARREIHCS MBI RaRAURSSRAECket, a new

information is known for this packet. At stage 3, this bit is initialized to 0

EaRah seOgaedhbleay Retéh il thatindigates riherkthe packet will

be presented to one of the tribes for processing. At stage 3, this bit is

josidized 1o de(jsuthe Raekst Wil hedsavidas 0 08moliie PBOSRIEY the double
processing). Error (1); bit that indicates that the packet arrived with an

SERI aRbEcatinn PamLRede SRS weRltwithin the packet buffer). All the 8 bytes will
be written (even if less than 8 bytes are actually valid). The PBC is guaranteed to accept
this request for write into the packet buffer. There is no flow control between the PBC
and stage 3.

[0223] If the valid data happens to be the last data of a packet, a new entry in the
packet table is initialized with the packet descriptor. Stage 1 guaranteed that there would
be at least one entry in the packet table.

[0224] The packet table entries are managed like a FIFO, and the entry number
corresponds to the 9 LSB bits of the sequence number, a 16-bit value that is assigned by
stage 3 to each packet. Thus, it is not possible that two packets exist with a sequence

number having the 9 LSB bits the same.

[0225] The packet descriptor is composed of the following information:

e Dword address (16): the “expanded” dword address within the packet buffer where the first 8
bytes of the packet reside. The expanded dword address consists on performing the following

manipulation of the original dword address computed in stage 2:
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[02261 The following are the valid combination of the “launch' and “error’
bits in the packet descriptor: launch = 1, error = 0. The normal case in
which an error-free packet arrives and the NET block will eventually
migrate into a tribe. launch =0, error = 0. A packet descriptor originated
through a GetRoom command (explained later on). The packet
associated to the descriptor wi Il not be migrated. launch =0, error = 1. A
packet arrived with an error notification. The packet is allowed to occupy
8pace in the packet buffer and packet table for simplicity reasons (since
the errgr e GG Ihilie,idgle of the packet, it is easier to let the
packet reside in the already allocated packet buffer than recovering that
space;%e8ibitdrermeydithté] so the wasted space should have a

minimg] i %} Jde acket descriptor is marked with an Invalid status,
and ther ";ﬁﬂ@ Aeés}pacgegt at it occupies in the packet buffer will be

eventually reclaimed when the packet descriptor becomes the oldest one

control nter L Shrar=

il et s e SR sprocedure when
by tthe m@qeius) tréugroiitad @itdges woliee okphaiipdamtliatityanamds pironfechico).

the initial tribe, and by the transmit logic, to figure out whether the packet

needs to be transmitted out or dropped. -58 [0228] And the descriptor will

me (PabtidBy) thaittire authda‘s’ttowdéchwln@rpmm'ré beduid esigvatat totdo Mhithvalue is

the packet Ltransmit it out,o qiro The ath an neI (nformation

for T S B B SR T R IR LR AR ot in stage
th|s3 istforevdtibncentipidton bidckiteédrasiimpfifiegione completion of the

C}f‘(gureg {g IHIETE atlon {%glﬁ;[er Irgﬁéfa?%t{gz 1 The u%ltlz%vélnngomputed in stage 2.

confi nregis ers are read and/or
¢ Sequence number (16): the value that is a331gned by stage 3 to each packet at the end of the

packet, ie when the packet has fully been received. After a sequence number has been
provided, the register that contains the current sequence number is incremented. The
sequence number wraps around at OxFFFF.

¢ Inbound port (2): the port number associated to the incoming packet,

¢ Inbound channel (8): the channel number associated to the incoming packet.

e Outbound port (5): this field will be eventually written with the software-provided value
when the ‘done’ or ‘egress path determined’ configuration registers are written. At stage 3,
this field is initialized to O.

¢ Outbound channel (9): this field will be eventually written with the software-provided when
the ‘done’ or ‘egress determined’ configuration registers are written. At stage 3, this field is
initialized to 0.

e Status (2): it is initialized with 1 (Active). This status will eventually change to either O
(Invalid) if software requests the packet to be dropped, or to 2 (Done) if software requests the
packet to be transmitted out,

o Size (19): the size in bytes of the packet. The maximum allowed size is the size of a sector, ie
65536 bytes (but software can override the maximum allowed size to a lower value with the

‘max_packet size’ configuration register).
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insertion function: “max_packet size'": to cap the maximum packet size in
order to minimize the memory fragmentation in the packet buffer.
‘continue’: if 0, the new incoming packets will be dropped.

‘packet_table_ packets': the total number of packets that the packet table
keeps track of. “status': specifies whether the network block is in reset
mode and whether it is in quiescent mode. Hashing engine configuration
registers First level (11 selection, Il _position, 11 skip) Second level
121 1S

sefecgemoh 85848 hauitiahiged 3ith 9. Jkysperally 19s firdgeyilgontain the amount of
12142l ka3 bh 0230 b PRHBHIRAN GRS RIS SHURHISES 32 RGN EWBIRI&by software

by the packet insertion function. Packet migration function [02311 The

purfsBeR B imekriitienrrsted it ieigdedpacket in the packet table
shag sitlnag 0k BRIFNGRLEINER ORRQhIR HHBESARM REEIRA Y38 this packet. At

migration. The migration protocol is Illustrated in the table of Fig. 13. -59

102%2e TritishidasntiaiEsd b imiat fabsdhsHumber of packets that
daye, 1psartas intadiesRacketiapioRutstill ey AU REER BHIGRL tribes for

If this number is greater than 0, the state machine that implements this
funBERSSSHMEretfuibag ad rddibih s dndeaizeshia b ipBintackst il oagasayided to one of the

Proggss Beiss¥pen the requested information is provided by the
packet table access function (explained later on) the packet migration

tunEticn (b hedhatirdinttrs Brantia ek erividraiehapaorenpiibation from the ingress
parfigylar tribe (the

[0226] The following are the valid combination of the ‘launch’ and ‘error’ bits in the
packet descriptor:

¢ launch = 1, error = 0. The normal case in which an error-free packet arrives and the NET
block will eventually migrate into a tribe.

e launch =0, error = 0. A packet descriptor originated through a GetRoom command
(explained later on). The packet associated to the descriptor will not be migrated.

e Jaunch =0, error = 1. A packet arrived with an error notification. The packet is allowed to
occupy space in the packet buffer and packet table for simplicity reasons (since the error can
come in the middle of the packet, it is easier to let the packet reside in the already allocated
packet buffer than recovering that space; besides, errors are rare, so the wasted space should
have a minimal impact). The packet descriptor is marked with an Invalid status, and therefore
the space that it occupies in the packet buffer will be eventually reclaimed when the packet
descriptor becomes the oldest one controlled by one of the egress interleaving slots.

e launch =1, error = 1. Will never occur.

[0227] The descriptor will be read at least twice: once by the migration function to
get some of the information and provide it to the initial tribe, and by the transmit logic, to

figure out whether the packet needs to be transmitted out or dropped.
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tribe number was stored into the packet table by the packet insert

function). When the interconnect accepts the migration, the packet
migration function will send, in 3 consecutive cycles, information of the
packet that one of the streams of the selected tribe will store in some
general purpose and some CPO registers. 102331 The following

information is provided in each of the 3 cycles in which data is transferred
from the packet migration function to the interconnect block (all the
information is available from the information stored in the packet table by

the packet insertion functionﬁ: First cycle: PC (32): address where the

28 of 4 thpeSramiRtertdli e mAgmsthieibisat Rt RI¢T oy EesAlstare
of the first leve] of hashing Second cycle: Sequence number (16) Third
d5ritles Whdriadosat [hsyekstd4anRsEUt IRWEPEE LY phlkerGrand shanrek
resides, Ingress port (2): the ingress port of the packet. Ingress channel
%ﬁﬁ%lmbﬂfg’éélﬁ%ﬁﬁlW%@Hgﬁ&’&wﬂé‘ﬁfté‘z@ﬁ]lfiﬁﬂﬁv‘(ﬁ&t gidesrifenotify this
amount of information could be sent in only two cycles, but the single
inionainnde e Niglshlodi@dptrd! spEER iasﬁ@whﬁlmeomﬁﬁﬁ%f this
information into the different GPR and CPO registers, requires a total of 3
cycles. [0235] The migration interface with the interconnect block is

Oipglingsishsyshter Waytiat, as long as the interconnect always accepts
the migration, every cycle the packet migration function will provide data.

[ﬁ%@]mp”ggqﬁa@%\xﬂﬂé conbisystian registqrs age read and/or written by the packet

insertion function:

e ‘max_packet size’: to cap the maximum packet size in order to minimize the memory
fragmentation in the packet buffer.
e ‘continue’: if 0, the new incoming packets will be dropped.
e ‘packet table packets’: the total number of packets that the packet table keeps track of.
e ‘status’: specifies whether the network block is in reset mode and whether it is in quiescent
mode.
o Hashing engine configuration registers
e First level (11_selection, 11_position, 11 _skip)
e Second level (12_selection[0..3], 12_position[0..3], 12_skip[0..3], [2_first[0..3],
12 total[0..3])

[0230] Performance events numbers 32-36 are monitored by the packet insertion

function.

Packet migration function
[0231] The purpose of this function is to monitor the oldest packet in the packet table

that still has not been migrated into one of the tribes and perform the migration. The

migration protocol is illustrated in the table of Fig. 13.
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cycles. [0236] To maintain the 3-cycle throughput, there is a state
machine that always tries to read the oldest packet to be migrated and
put it into a 4-entry FIFO. Another state machine will consume the entries
in this FIFO and perform the 3-cycle data transfer and complying with the
Interconnect protocol. The FIFO is needed to squash the latency in
accessing the packet table. As it will be seen later on when describing the
packet table access fraction, requests performed by the packet migration
function to the packet table might not be served right away. Figure 13
shows a timing diagram of the interface between the packet migration
Rfon PR BRdESAB BRSNS e PASRUSEAEPTEkSESEHAPES e
Ppacket migration function when sending the information in the second
igsgeed il hemadrbirinRecibbavasrghere iieraigtelithisa yabrets greater
migration function will keep requesting the migration until granted. [0237]
i Ol SR PROTRO It rRRI AR TONBRUARRy Yoo meshie rardwilisaRIde
the migration request is to a tribe x that can not accept the migration, the
Hﬁ‘?é?&t‘%‘ﬁnf%‘a’i&ﬁvﬁlﬁﬁgéﬁ Pé?f&é%tﬁ*fgfr@r)th%*ﬁﬂdbaﬂsﬂl}ﬁ‘éwﬁlﬁfﬂﬁ@aﬂon is
following migration is available for request tqg a different tribe that would .
ReeHISEONAHPACARBIR afiBTe ESHpd R B AP i e seipn
in a different order other than the order of -61 arrival of packets into the
THRERER (SBRESTBFODINE RBcGh BIoak SR MURRLGRBASK thi (B roRadkal a2 ithe
The following configuration registers are read and/or written by the ﬁgacketh
(¥

RS rAHBRYURRESIr e IRl hn PReshiahie by fhsmaskst disse HBrichhe

stream that will be associated to the Eacket will start fetchinﬁ instructions.
interconnect accepts the migration, the packet migration tunction will send, 1n 3

consecutive cycles, information of the packet that one of the streams of the selected tribe
will store in some general purpose and some CPO registers.

[0233] The following information is provided in each of the 3 cycles in which data is
transferred from the packet migration function to the interconnect block (all the
information is available from the information stored in the packet table by the packet
insertion function):

o First cycle:
o PC (32): address where the stream of the tribe will start executing instructions
o Flowld (16): the result of the first level of hashing
e Second cycle:
e Sequence number (16)
e Third cycle:
e Address (32): physical address where the first packet of the packet resides.
e Ingress port (2): the ingress port of the packet.

e Ingress channel (8): the ingress channel of the packet.
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Packet transmission function 102391 The purpose of this function is to
monitor the oldest packet that the packet table keeps track and decide

what to do based on its status (drop it or transmit it). This is performed for
each of the four egress interleaving slots. [02401 There is an independent
state machine associated to each of the four egress interleaving slots.

Each state machine has a pointer to the oldest packet it keeps track of.
When appropriate, each state machine requests to a logic to read the
ERB¢poindéeiihitshpsimerbniodinivitinetivadwid die sifferennlefuestsles,
in a round-robin fashion and whenever the packet table access function
biibilvs sinfiwtite\ndre nbthsrrspittonfder et thestsaantalnsgitr ticopapging of this
oldest packet in the packet table a bit (name oldest touched) is set.
iMiemetien thie thatdi fivsatiod ReadsGRe waisierpoietedeby iggloinderyddes.
resets the bit (logic exists to prevent both the set and reset at the same
i0R33] 1028hd irigeaticaténtaefetineitvithesatttveegstrplpdiritepip)insigoisneh a way
whenever the total number of packet in the table is greater than 1 and 1.
tbitiest longchreticiinterorreti el praysiacesipiathe mgaativrasdnoppete dre packet
transmitted out (‘oldest_processed' = 1). -62 10243] This algorithm

priguatis fhectatey Harhindstdatro ftinsibuslies deatimgibmentriplofs detal of 3
packet table with the information of the oldest packet, thus saving power.
foeled.1 The result of the reading of the packet table is presented to all of

the state machines, so each state machine needs to figure out whether
tA23gioviddd resntris the3 eglebredgmeithccompatitgtiaehemipaiiavsys tries
of the request and result). Moreover, in the case that the entry was
ndeatithe pldsstari et e bstategraiedimé pitt nbiigie edeenttidBed Another state

machine will consume the entries in this FIFO and perform the 3-cycle data transfer and
complying with the Interconnect protocol. The FIFO is needed to squash the latency in
accessing the packet table. As it will be seen later on when describing the packet table
access function, requests performed by the packet migration function to the packet table
might not be served right away. Figure 13 shows a timing diagram of the interface
between the packet migration function and the Interconnect module. The ‘last’ signal is
asserted by the packet migration function when sending the information in the second
data cycle. If the Interconnect does not grant the request, the packet migration function
will keep requesting the migration until granted.

[0237] The migration protocol suffers from the following performance drawback: if
the migration request is to a tribe x that can not accept the migration, the migration
function will keep requesting for this migration, even if the following migration is
available for request to a different tribe that would accept it. With a different, more

complex interface, migrations could occur in a different order other than the order of
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packet descriptor is not controlled by it since each state machine controls

a specific egress port, and for channelized ports, a specific range of

channels. In the case that the requested entry is not controlled by the

state machine, it is skipped and the next entry is requested (the pointer is
incremented and wrapped around at 512 if needed). [02451 The port that

each state machine controls is fixed given the contents of the ‘'total_ports'
configuration register, as follows: total ports = 1. All state machines
eottabbppatRettatzb perpmckd. tBtkie mpachime tbeancthtqritolmantcd ofitic:

state machines 2 and 3 control port 1. total ports = 4. There is a 1-to-1
porcespondence between state machine and port. Any other value of
“total_ports' will render undefined results. [02461 The range of channels
{6238jach Jiatdaldaehipewdignoision prgisidedierehe atidlatovati@nbglhe packet
“islot3 channels' configuration registers. [02471 The status field of the
pagketodesonoor indicates what to do with the packet: drop (status is

invalid), transmit (status is done), scheduled (the egress path information

s Kpawrgnorcoothend.(Slatds: imact \Be).frod [OR48HIE theepadket eidbbeiptesciated to the
is cog('gf(%{l%jﬂpytgal%%g}e mas(frrllli&?d tglen: if the status field is invalid, the

state machine will up ats the pomfler' (it will be incremented by 1), and it
will decrement the occupancy figure of the sector in which the packet
i?ésciﬂetstp A Sth?ssslige Jntac? acket, including the offset for header growth, if
any—ﬁ-vmﬁ/-ago-sepfﬁe—o?ge. T st_processed' bit and decrement the total
pe2dRer of firgketssdfdhthstéina el ik i awnpleted, dhiesstatekan aloktitie palket
start requesting the PBC to read the packet memory, and it will perform
eblmémgpraad asdnkcassatyatooatmipketbiyn icadatut @ep it or transmit it). This is

performed for each of the four egress interleaving slots.

[0240] There is an independent state machine associated to each of the four egress
interleaving slots. Each state machine has a pointer to the oldest packet it keeps track of.
When appropriate, each state machine requests to a logic to read the entry pointed by its
pointer. The logic will schedule the different requests in a round-robin fashion and
whenever the packet table access function allows it.

[0241] Whenever software requests to transmit or drop the oldest packet in the packet
table a bit (name oldest touched) is set. Whenever the state machine reads the entry
pointed by its pointer, it resets the bit (logic exists to prevent both the set and reset at the
same time).

[0242] The state machine will read the entry pointed by its pointer whenever the total
number of packet in the table is greater than 1 and

1. ‘oldest_touched’ is 1, or

2. the previous packet read was dropped or transmitted out (‘oldest_processed’ = 1).
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packet. These requests are requested to a logic that receives these
requests from all the state machines, and will schedule them to the PBC
in a round robin fashion. If this logic can not schedule the request of a
particular state machine or if the PBC can not accept the requests, it will
let the state machine know, and the state machine will need to hold the
generation of the requests until the logic can schedule the requests. The
request to the PBC includes the following information: the address of the
double word to be read out from the packet buffer the channel number

t f f Kk
i By e e R 8y o
hi I actj | th
%ﬁeé%%r?, lt|)ng p%%nl%?et loed eit aﬁ?wn}:l%glrﬁfgst g‘%ohe ors%?? \geg oW
mﬂlﬁura“ﬂ{‘ TSRS E‘tﬁQ?e“%iLngt ;?E}S@far%% dEIetngﬁC” torés'énrt‘e&| ’(111 i Sta

te mac ine, t en |f smvall r comple

P%jﬂh%s,ék'&? & Pea&g%ﬁe Ohiet llieféétblt Irﬁft Sﬂé'eélté?drov& QTS the

not comp ete st e state |ne aso
sklgg ket E the g%]ly f'tf th tat M .
R o i B AT LR IR I, Moreover n

al%tge@eatﬂgltmg YR R!J?ﬂh RAERdTEY Jgsiggl;%?tﬁ% sty Eﬁi&?ﬂg'ﬁ gﬁt(géc?ﬁl that the

either writing into =64 one"or con guratlon register, or until

58&%@&%59 rﬁ%@%stngt%gﬁ%ﬂg(ﬁghl %@Q@&&PSFAY&'}‘{E ﬂjﬁ‘&&t}&s a gemﬁc egress

egress_pathdetermination' configuration register 0] Any request

Be?t,pfrx%rgﬂgl%{e\f\f%@Botgstﬂ sg%%c? %’1& %?Iéhgl't}%fgvﬁp{filgggse that the requested

entry is not controlled by the state machine, it is skipped and the next entry is requested
(the pointer is incremented and wrapped around at 512 if needed).

[0245] The port that cach state machine controls is fixed given the contents of the
‘total_ports’ configuration register, as follows:

e total ports=1. All state machines control port 0

e total ports = 2. State machine 0 and 1 control port 0, and state machines 2 and 3 control port
1.

o total ports =4. There is a 1-to-1 correspondence between state machine and port.

Any other value of ‘total ports’ will render undefined results.

[0246] The range of channels that each state machine controls is provided by the
‘islot0_channels’, ,,,. ‘islot3 channels’ configuration registers.

[0247] The status field of the packet descriptor indicates what to do with the packet:
drop (status is invalid), transmit (status is done), scheduled (the egress path information is

known) or nothing (status is active).
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the requested data will arrive to the PIF sub-block. Part of the request to

the PBC contains the state machine number, or egress interleaving slot

number, so that the PIF sub-block can enqueue the data into the proper

FIFO. 10251.1 When a read request is performed (up to 8 bytes worth of

valid data), the occupancy of the corresponding sector is decremented by

the number of valid bytes. When all the necessary read requests have

been done, the "oldest-Processed' bit is set and the total number of

[024fikts ididberaviatidasc[0PB2s Rindrobkitlay thestuisseerbicid keret when

a new packet table entry is read. The following configuration registers are

read tandlatruwﬁ@ﬂérisfdy\thlédpManmigaahmn vilhotidate the fauitterGiragd be incremented
channgl

e S B R kb resices by
pactkesidesdriptmaikehdnshiskeg thbleffpickad hgrdevtirosyhcd atlye lamidialsoset the
Spa8§15§t§§%995£9(§ SREILBARKEES AL l‘&ﬁJ‘%ﬁﬂlﬁé}%%%‘éketIh's

information is needed by the packet transmission function to correctly

updbtectitetus detlp anoynfig ety the staqpaekisnis witb pod d e asimentittBOUD read the

1025 e even ciated to packet

e R R e R S S0 Bhmpletely read out the

of nbusl%m&ﬂnom|B%qu®<me@u’muhd@iffemmgmlwihmpawemmem all the state
Th?n%&?%%? %ﬁ? &ﬂﬂ%ﬁg%metﬁle f(plqg Kﬁé ﬁﬁérltlnoz? rf"“’r]l((‘itr%%l& f’iﬁ) ?E this logic can not
migration -65 function, the packet transmission function, and

sofselemduleithsughutse P B phrireldnsiele 10RBEE FhisthgiuBicreawny taecpt the requests, it
pa%%t lté’lbd% 'st?a%fnl&&‘%ﬁé&%&f‘&ﬁﬁ%hé@?i%fﬁ{&htﬁ% will need to hold the generation of the

requests until the logic can schedule the requests. The request to the PBC includes the

following information:

the address of the double word to be read out from the packet buffer

the channe] number and port number

whether the request is for the last data of the packet or not

which bytes are valid
o if the packet is not completed, the state machine will take no action and will wait until
software resolves the corresponding packet by either writing into the ‘done’ or ‘drop’

configuration register.

[0249] If the packet descriptor is not controlled by the state machine, then

o if the status field is invalid or completed, the state machine skips the packet, and the next
entry is requested.

o if the status field not completed and the ‘scheduled’ bit is 1, the state machine also skips the
packet and reads the next entry.

o ifthe status field not completed and the ‘scheduled’ bit is 0, the state machine will take no

action and will wait until software resolves the corresponding packet by either writing into
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maximum number of packets that can be kept in the network block is 512.
See the packet insertion function for the fields in each of the entries. The
table is single ported (every cycle only a read or a write can occur). Since
there are several sources that can request accesses simultaneously, a
scheduler will arbitrate and select one request at a time. [02561 The
scheduler has a fixed-priority scheme implemented, providing the highest
priority to the packet insertions from the packet insertion tribe. Second
higthesdpriority ‘ ¢ thengret e fregistsofowang thotugiethetiBiBhintgras @ath
fol RN EY SAHGSIS P, 10s-RackEhGAER (I anANA IR beIGer
requests from the packet transmit function. The access to the packet

table takes one cycle, and the result is routed back to the source of the

R S U LR I MRS o
tﬁg%gﬁés?éﬁa&ﬁ% SRITYRLG, “t%‘@l@eiff?%‘otﬁﬁ)%%%cﬁt Xf%%%égdést AIESRC contains

accesses. Whenever software writes into the op or ne' configuration

IR Rl RTINS, ggl%yéﬁ‘_ﬁ%?eﬁe‘ﬁ’ﬂﬁfﬁ%F&%ﬁﬁ&ﬂ’e?%%r&ﬁ[iﬁ{g PR block

e entry with the necessary information to update the status of the

tab
C;;?Ic &%ﬁgﬁzﬂlim@t a{ﬁ,gﬂ/g{ifgﬂ?erformed by software to the

configuration registers of the” PLD block are handled by the packet table

B o e e (A L E NS e
SRS OIS TR SEUEDSE DUDEH EESE SRS A RE R

gro Ided. ~66 ‘drop': software writes In this register

%@Wﬂ?ﬁé"n%@&é%ﬁﬁ‘:%ﬁ&?&lﬁeg@ﬂﬁ%doem QSRAURNTIQWBRRESed bit is set and

provi

the total number of packets is decremented.

[0252] The ‘oldest_processed’ bit is reset when a new packet table entry is read.
The following configuration registers are read and/or written by the packet migration
function:

o ‘default egress channel’: this is the egress channel in case the encoded egress channel in the
packet descriptor is 0x1.

e ‘to transmit ptr’: the pointer to the oldest packet descriptor in the packet table

e ‘head growth space’: the amount of space reserved for each packet so that its head can grow.
This information is needed by the packet transmission function to correctly update the

occupancy figure when a packet is dropped or transmitted out.

[0253] There are no performance events associated to packet transmission function.

Packet table access function

[0254] The purpose of this function is to schedule the different accesses to the packet

table. The access can come from the packet insertion function, the packet migration
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[02591 Performance events numbers 37-43 are monitored by the packet
table access function.. PacketBufferControfler block 1403 (PBC) 102601
The PBC block performs two top-level functions: requests enqueuing and
requests scheduling. The requests enqueuing function buffers the

requests to the packet buffer, and the requests scheduling performs the
scheduling of the oldest request of each source into the 8 banks of the
packet memory. Figure 17 shows its block diagram. Requests enqueuing
fuprition fooeicker transunssion Bingliotumedidiens soleaes(iupechabo £/

from all the different sources and put them in the respective FIFOs. There
iatertacoral of 10 sources (8 tribes, packet stores from the ingress path,
packet reads from the egress path) [and DMA and tribe-like requests from
102581 B blbekfumspn, @mnlythapadkglitd pisadidichrs ldweidiehchesbale, dhe
the sources. 102621 With the exception of the requests from the ingress
parininamethbaealorrkety thilt v hediepsis thermetwodtihércsdeddds S¢e the packet
enqueued into corresponding FIFOs. The request from the ingress path is
wess@nriunetgister bhedildeinradrntthlimg fondiherabbeiscriteld eyl (ilery
always provide priority to these requests and, therefore, they are

ejrte anlpadeedise senid-AgRealayineT foread Advend RiFoes thaleap request
entries each, and whenever they get 1 or 2 entries with valid requests, a
sfgerapssBentancthislyorredsdnlgingiBoubtisatorfidwelssh et pRayssbalss time.
10264] For the requests coming from the tribes [and the GLB DMA and
iRRblike TeqrebedulTBBY bibekd-treordy selme iinbsuiagi¢dnptiding the highest
performs a transformation of the address as follows:

priority to the packet insertions from the packet insertion tribe. Second highest priority

are the requests from software through the PBM interface, followed by the requests from
the packet migration function and finally the requests from the packet transmit function.

The access to the packet table takes one cycle, and the result is routed back to the source
of the request.

[0257]) The requests from software to the packet table can be divided into two types:

e Direct accesses. The packet table is part of the address space; software can perform reads and
writes to it.

o Indirect accesses. Whenever software writes into the ‘drop’ or ‘done’ configuration registers,
the hardware generates a write access to appropriate packet table entry with the necessary

information to update the status of the packet.

[0258] All the reads/writes performed by software to the configuration registers of the
PLD block are handled by the packet table access function. The only configuration
registers not listed above are:

e ‘done’: software writes in this register to notify that the processing of the packet is

completed. The sequence number, egress channel and head growth delta are provided.
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If the address falls into the configuration register space containing the
configuration registers and the packet table), the upper 18 bits of the
address are zero'ed out (only the 14 LSB bits are kept, which correspond
the configuration register number). The upper 1024 configuration
registers correspond to the 512 entries in the packet table (2 consecutive
configuration registers compose one entry). If the address falls into the
packet buffer space, the address is modified as follows: Bit 16 becomes
Bit ‘UroBitsvitpercormides Bitths ragisteo tis reidbt iy 2g8ckehivsdelbndripped. The sequence
coql\{gl%gp%%}gvlgge@gical space of the packet buffer that software sees to
the physical 256KB space. Also, a bit is generated into the FIFO that
specifies whether the access is to the packet buffer or the configuration
igfer s 6 ' ] o) f i ected n

o b e Sy, s Ol s

re.manitored by the packet insertion function. Requests scheduling
function [02681 This function looks at the oldest request in the FIFOs and

PROCABERINCHR iR 03l PRlg packet memory. The goal is to

schedule as many requests (up to 8, one -68 per bank). It will also

KR2i68tule UpabBhndlesurasfoaisdyisidoprinvat feniting: configpls gtigueuing and
register space. [0269] The packet buffer memory is organized in 8
ipquetaveltbdaings. Eacte@iis enahanngdiB s ardis et Ghpiecket
The scheduler will compute into which bank the different candidate

buffoe iy thereitiesis rehadeliogpedensfitiss idokngrd the aidesarquest of each

source into the 8 banks of the packet memory. Figure 17 shows its block diagram.

Requests enqueuing function

[0261] The purpose of this function is to receive the requests from all the different
sources and put them in the respective FIFOs. There are a total of 10 sources (8 tribes,
packet stores from the ingress path, packet reads from the egress path) [and DMA and
tribe-like requests from the GLB block - TBD]. Only one request per cycle is allowed
from each of the sources.

[0262] With the exception of the requests from the ingress path (named ‘network in’)
all the requests from the other sources are enqueued into corresponding FIFOs. The
request from the ingress path is stored in a register because the scheduling function
(described later) will always provide priority to these requests and, therefore, they are

guaranteed to be served right away.
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in register) will access. Then, it will schedule one request to each bank, if
possible. [0270] The scheduler has a fixed-priority scheme implemented

as follows (in order of priority): Ingress requests Egress requests

Global requests - TBD Tribe requests. The tribe requests are treated

fairly among themselves. Even banks will pick the access of the tribe with

the lowest index, whereas odd banks will pick the access of the tribe with

the highest index. Since the accesses of a tribe are expected to be usually
HB03¢ntiaABdhs EtifNehavesousieitlavisinnd mdwoatiertiangst, tlong entries with
providing a balanced priority to each tribe. [0271] Whenever a tribe or

G reqpesist asuedéssine todhfiguretipondigistenspdoeflny wthisel purposes.
configuration space access will be scheduled from any of the tribes of
{OBe4lintil tree theeciuest scopssgHambierrpmsdandatic GRB2PVhisafuheitonlike
does not get affected nor affects any configuration register. [0273]
Rgrfertmahb® bbbnls themiersS 2180 cuidSHinsioamghoraueartremiforactinn of the
the packet insertion function PacketBufferMemory block 1404 (PBM) -69
poiEvesh mhéPowsose of this block is to perform the request to the packet

buffer memory or the configuration register space. When the result of the
accHsbdsiddady fatlwitita theeahBgestikin(irégisted splictoctimaounge pomulifiguration registers

source of the request. The different. functions in this block.are th the 14 LSB bit
cor i B B B S S &l oy the 14 158 bis
shows kgpblwbictiagraspond the configuration register number). The upper 1024 configuration

registers correspond to the 512 entries in the packet table (2 consecutive configuration
registers compose one entry).
e Ifthe address falls into the packet buffer space, the address is modified as follows:
e Bit 16 becomes Bit 17
e Bit 17 becomes Bit 18
e Bit 19 is reset.

[0265] This is done to convert the S12KB logical space of the packet buffer that
software sees to the physical 256KB space. Also, a bit is generated into the FIFO that
specifies whether the access is to the packet buffer or the configuration register space.
[0266] This function does not affect or is affected by any configuration register.
[0267] Performance events numbers 64-86 and 58 are monitored by the packet

insertion function.

Requests scheduling function

[0268] This function looks at the oldest request in the FIFOs and schedules them into

the 8 banks of the packet memory. The goal is to schedule as many requests (up to 8, one
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[0275] The packet buffer is part of this block. The packet buffer is 256KB

in size and it is physically organized in 8 interleaved banks, each bank
having one 64-bit port. Therefore, the peak bandwidth of the memory is

64 bytes per cycle, or 2.4G bytes/sec. Configuration register function

[0276] The PBC scheduled up to 1 request to the configuration register
space. This function serves this request. If the configuration register
number falls into the configuration registers that this function controls
repeahspuhratalemsphediilcarmitopme townsé puatyefotha Jctiviss thnctiofiguration
executes the request; otherwise, the request is broadcast to both the PIF
ragidt®ispabocks. One of them will execute the request, whoever controls

the corresponding configuration register. [0277] This function keeps track
[6269% everits pagkenbulliE oDy PBBIbddRS pdetvaddidespEarh bank is
counter for up to 8 of those events (software can configure which ones to
thew o4k Hi). Sesuid ibutigbfimedi bit {OPRsicTinduterswil iroonipg tiunttisdichdank
the goal of receiving the result of both the packet memory access and the
tbewfiencaticandidiseaiegpete(tsoeldsshnaivests intoatiheos thy dBFOF thnal the network
request. -70 [02791 To do that, this function stored some contro
imfogintztiowibfatnesedirest ivwidschsdate roa ragechitto dacideankaéf @akmble.
result should go. The possible destinations of the result of the request are
[0 8hme Bouscheloferdipsesiis¢d-thmiie S hvthe theptsteepiid rofolhew e (regsler of
path (network out requests) that do not need confirmation of the writes.
162804: The results come from the packet buffer memory and the
configuration register function.

e Ingress requests

e Egress requests

¢ Global requests - TBD

e Tribe requests. The tribe requests are treated fairly among themselves. Even banks will pick
the access of the tribe with the lowest index, whereas odd banks will pick the access of the
tribe with the highest index. Since the accesses of a tribe are expected to be usually
sequential, consecutive accesses will visit consecutive banks, thus providing a balanced

priority to each tribe.

[0271] Whenever a tribe or GBL request accesses the configuration register space, no
other configuration space access will be scheduled from any of the tribes of GBL until the
previous access has been performed.

[0272] This function does not get affected nor affects any configuration register.

[0273] Performance events numbers 32-39, 48-55, 57 and 59 are monitored by the

packet insertion function

PacketBufferMemory block 1404 (PBM)
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102811 No performance events nor configuration registers are associated
to this function. Interconnect Block of the Porthos Chip Overview [02821
The migration interconnect block of the Porthos chip (see Fig. 1, element
109) arbitrates stream migration requests and directs migration traffic
between the network block and the 8 tribes. It also resolves deadlocks
and handles events such as interrupts and reset. Interfaces [02831
Interface names follow the convention SD-name, where S is source block
(03dd] and Dhispriepstiwatidhibiderkds de patheril dekregekss tarde padiith duffer
Migration interconnect G: Controller -71 102841 Fig. 19 is a table
meovidlirey thesttabgutridbacgistanspaes frdthe tee T¥suilidghaagpessisdeady, it will
description. 102851 Fig. 20 is a table providing Interface to Network block,
ity Henesdh it desstadp tio thel@2BsRORin2 sasree teblecpeavisingd latdiftsrent
to global block, with name and description. Tribe full codes are:
fpryBenFp thishlvek pE theomriiyumtien register function and the result routing

function. Fig. 18 shows its block diagram.
[0275] The packet buffer is part of this block. The packet buffer is 256KB in size and
it is physically organized in 8 interleaved banks, each bank having one 64-bit port.

Therefore, the peak bandwidth of the memory is 64 bytes per cycle, or 2.4G bytes/sec.

Configuration register function
[0276] The PBC scheduled up to 1 request to the configuration register space. This

function serves this request. [f the configuration register number falls into the
configuration registers that this function controls (‘perf counter event[0..7]" and
‘perf_counter value[0..7]), this function executes the request; otherwise, the request is
broadcast to both the PIF and PLD blocks. One of them will execute the request, whoever
controls the corresponding configuration register.

[0277] This function keeps track of the events that the PIF, PLD and PBC blocks
report, and keeps a counter for up to 8 of those events (software can configure which ones

to keep track).

Result routing function

[0278] The result routing function has the goal of receiving the result of both the
packet memory access and the configuration register space access and rout it to the source

of the request.
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TRIBE HALF FULL 1 TRIBE-EMPTY 0 Migration Protocol Timing

102871 A requester sends out requests to the interconnect, which replies
with grant signals. If a request is granted, the requester sends 64-bit
chunks of data, and finalizes the transaction with a finish signal. The first
set of data must be sent one cycle after "grant.” The signal "last" is sent
one cycle before the last chunk of data, and a new request can be made
in the same cycle. This allows the new data transfer to happen right after
the last data has been transferred. 102881 Arbitration is ongoing
whenever the destination tribe is free. Arbitration for a destination tribe is
I3[R8H whén dgridat iy sBustied dpgEsonre senirdriafeyariianef thesedeest, which
asserted for network-tribe / interrupt-tribe migration, or the same cycle as
i dafer foit wipbtadiseldnigteto the resylizBould Berdhs posstdecdnstitidions of the
between the "last" signal and the "full" signal. The "last" signal can be
rsepit o B apaHeshae Hyrreraseruiges it iRtiRsthie & REE Wil thergxssption of the
cycles after "grant” from tribe. To avoid this race condition and prevent
earessloahstwarkneut feduestithas dpseef fisied egidiematfay of Hramtfissa
destination tribe. 102901 The Network-Tribe / Tribe-tribe migration
KStBkol tifdingersihentireiframythe pagkeb brdien srxemesy andstio ponfignigtian
illustrates interconnect modules, The interconnect block consists of 3
feigiardenatipEvent module collects event information and activate a new
stream to process the event. An Arbiter module performs arbitration
Beftten SvursshanencgestntitisonBrssspRrIHeHaGi Astes dathiorins

sources to destinations.
function.

Interconnect Block of the Porthos Chip

Overview

[0282] The migration interconnect block of the Porthos chip (see Fig. 1, element 109)
arbitrates stream migration requests and directs migration traffic between the network
block and the 8 tribes. It also resolves deadlocks and handles events such as interrupts

and reset.

Interfaces

[0283] Interface names follow the convention SD_name, where S is source block
code and D is destination block code. The block codes are:

T: Tribe
[: Migration interconnect

G: Controller
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Arbiter Arbitration problem 102921 There are | 1 sources of requests, the
8 tribes, the network block, the event handling module and transient
buffers. Each source tribe can make up to 7 requests, one for each
destination tribe. The network block, event handling module, and transient
buffers each can make one request to one of the 8 tribes. 102931 If
there's a request from transient buffers to a tribe, that request has the
highest priority and no arbitration is necessary for that tribe. If transient
B\28dis ardigol fiakitapleayoasinthetedroitrtatiohds! feogsafiorf0? 924 1) Figving
41 illustrates a matching matrix for the arbitration problem. Each pointis a
passibid descctpiiwith 1 representing a request, and X meaning illegal
match (a tribe -73 talking to itself). If a source is busy, the entire row is
[(1285hilablei fo? @ trwidelaporviding dotétiaat dm NHetey ayddacla svidroamsdratide
matching matrix. Likewise, an entire column is zeroed out if the
deseapponding destination is busy. [02951 The arbiter needs to match the
requester to the destination in such a way as to maximize utilization of the
if28@onndut. While aligd gpevadiiggtafactiong100@ ddck, mitindarobimd
prioritizing scheme is used in an embodiment. There are two stages. The
fiestrepdige. selects one non-busy source for a given non-busy destination.
The second stage resolves cases where the same source was selected
for multiple destinations. 102971 At the end of the first stage, a crossbar
m%{pgﬁ&aﬁéye calculated by encoding the destination columns. At
the end of the second stage, the "grant” signals can be calculated by
ORIy Fhd-Entire dektination column. 102981 Each source and each

q%g@awmsyamqg-roain pointer. This points to the
TRIBE HALF FULL1
TRIBE EMPTY 0

Migration Protocol Timing

[0287] A requester sends out requests to the interconnect, which replies with grant
signals. If a request is granted, the requester sends 64-bit chunks of data, and finalizes the
transaction with a finish signal. The first set of data must be sent one cycle after "grant.”
The signal "last" is sent one cycle before the last chunk of data, and a new request can be
made in the same cycle. This allows the new data transfer to happen right after the last
data has been transferred.

[0288] Arbitration is ongoing whenever the destination tribe is free. Arbitration for a
destination tribe is halted when "grant" is asserted and can restart one cycle after "last" is
asserted for network-tribe / interrupt-tribe migration, or the same cycle as "last" for tribe-

tribe migration.
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source or destination with the highest priority. The round-robin

prioritization logic begin searching for the first available source or

destination beginning at the pointer and moving in one direction, 102991

Fig. 42 illustrates arbiter stages. The arbitration scheme described above

is "greedy,” meaning it attempts to pick the requests that can proceed,
skipping over sources and destinations that are busy. In other words,

when a connection is set up between a source and a destination, the

HB#Ue andivesimutiss eppdibicrderburemdhs (et simbtiesh thevifhssgnal. The
scheme, there are cases when the arbiter starves certain context. It could
Happestetaheaiberegid ate9oa o ossscypithaboerisping hin Suceisliashidell” arrives
can prevent other requests from being processed. To prevent this, the
4yielasiahics perneiamiohaode avorkéiiseep eerdisoy rasdirevaadeverlow, the
described above. For each request that cannot -74 proceed, there is a
commeribiolpéstrsed br theyslanpée ofgiane St eslimisnsbbeen

skipped. When the counter reaches a threshold, the arbitration will not
§8Wver this Netiuedt Tsiberatiidreviahednitatien pexpeplitkiasisievana Fig. 22.
destination become available. If multiple requests reach this priority for

the same source or destination, then one-by-one will be allowed to
picacednacamudiilesund-robin fashion. The threshold can be set via the

T | i ti ister. Utilizatj 0300] Utilizatj f.
TR 0 e R e BRI by Ll TGy B Ehapasi of 3
ti destinati (say tribeQ ts tribel -7) or.if all
P08l bReT LA o R ThE A St o Eo 6% TRt
f8 ible simult ti 1 the fl f migration i
RSO (oA O T Wi B0. b B PG S0 P g o

aximum utilization is 100%,. .. C
mas 1nations. Azélrosgbar modu?e directs data from sources to destinations.

Arbiter
Arbitration problem

[0292] There are 11 sources of requests, the 8 tribes, the network block, the event
handling module and transient buffers. Each source tribe can make up to 7 requests, one
for each destination tribe. The network block, event handling module, and transient
buffers each can make one request to one of the 8 tribes.

[0293] If there's a request from transient buffers to a tribe, that request has the highest
priority and no arbitration is necessary for that tribe. If transient buffers are not making

request, then arbitration is necessary.

[0294] Fig. 41 illustrates a matching matrix for the arbitration problem. Each point is

a possible match, with 1 representing a request, and X meaning illegal match (a tribe
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Deadlock Resolution [0301] Fig. 43 illustrates deadlock resolution.

Deadlock occurs when the tribes in migration loops are all full, i.e. tribe |
requests migration to tribe 2 and vice versa and both tribes are full. The

loops can have up to 8 tribes. [0302] To break a deadlock, Porthos uses

two transient buffers in the interconnect, with each buffer capable of

storing an entire migration (66 bits times maximum migration cycles). The
migration request with both source and destination full (with destination
taliingng tsekigriie suiceantheys i eotuaransienndiatiebld e eanssieration in
stream becomes highest priority and initiate a migration to the

riewtiieion, apdikeReetRs seiors tintbethatcérgmaiok. rbdiexdse aigraionalamn is
the second transient buffer. Both of these transfers -75 need to be atomic,
Foiesfing Holsteerespasfbngslasineiands tesylestination tribe and the tribe

is not allowed to spawn new stream within itself. This process is indicated
285 targbe aibdcbpapds signatolrtharesesstaviapiodditinative imigctonay as to
into and out of a transient buffers use the same protocol as tribe-tribe
nrigatienyiliedos] Thikeridenesdutrsyindiby derasarenonysposaliviity of
deadlock and not the actual deadlock condition. It allows forward

[9299less Whitendakririg Rototiiizing seletieas| ek ialancugrptheenmadjiges are two
cases where no deadlock is found. It also substantially reduces the
fiagerwdrecdomiplegayalsiets pinineat vmyaouo purfgivensen{osy4ieatination. The
migration that uses the transient buffers will incur an average of 2
sergrdtitrgedsia)ectmtgration elagns searaemisesclsctseblos muliidel destinations.
complete a migrate). The delays don't impact performance significantly

32d the Aidhratod o Biedislsieatingforstiiaizsiheiv aap eaaloplafedbs)

Using transient buffers will suffice in all deadlock situations involving
encoding the destination columns. At the end of the second stage, the "grant" signals can

be calculated by OR-ing the entire destination column.

[0298] Each source and each destination has a round-robin pointer. This points to the
source or destination with the highest priority. The round-robin prioritization logic begin
searching for the first available source or destination beginning at the pointer and moving
in one direction.

[0299] Fig. 42 illustrates arbiter stages. The arbitration scheme described above is
"greedy," meaning it attempts to pick the requests that can proceed, skipping over sources
and destinations that are busy. In other words, when a connection is set up between a
source and a destination, the source and destination are locked out from later arbitration.
With this scheme, there are cases when the arbiter starves certain context. It could
happen that two repeated requests, with overlapping transaction times, can prevent other
requests from being processed. To prevent this, the arbitration operates in two modes.

The first mode is "greedy" mode as described above. For each request that cannot

-4 -



migration: Simple deadlock loops involving 2 to 8 tribes Multiple deadlock
loops with | or more shared tribes Multiple deadlock loops with no shared
tribe Multiple deadlock loops that are connected [0306] In the case of
multiple loops, the transient buffers will break one loop at a time. The loop

is broken when the transient buffers are emptied. [0307] Hardware

deadlock resolution cannot solve the deadlock situation that involve

software dependency. For example, a tribe in one deadlock loop waits for
sonreddbelt isgdeontentiribsdeptiteaghotiibe deabkyck loopstthat reamess rbbeen
in common with the first loop. Transient buffers will service the first
depptidckWdep thed caranavahbseakidsholdohe Ebdritivouulen00S08 D igpdris
hardware reset, an event module spawns a new stream in tribe 0 to
sessdubsshevealt s repetstvatit beragdecmdgletimlablotkedtmecrasstable.
vector is PC = OxBFC00000. [0309[ Event module spawns a new stream
Nimuhiépletraquasraetibdlosgasathofordkessamaé ame¢inoe distaratipts (fineone-by-one
default interrupt vector is 0x80000180. [03101 Each interrupt is maskable
Willvbritahlg wedricepropte sk sunfiguratiorb e fiskées. ilhsohfighrddoandpags via
There are two methods an interrupt can be directed. In the first method,
theeGmtedsuphiestinldatenligyratipriogisteait is not empty. This is accomplished
by the event module making requests to all 8 destination tribes. When

there is a grant to one tribe, the event module stops making requests to
thaigihgh,tribes and start a migration for the interrupt handling stream. In

the second method, the interrupt is being directed to a
[0300] Utilization of the interconnect depends on the nature of migration. If only one

source is requesting all destinations (say tribe0Q wants tribel-7) or if all sources are
requesting one destination, then the maximum utilization is 12.5% (1 out of 8 possible
simultaneous connections). If the flow of migration is unidirectional, (say network to

tribe0, tribe0 to tribel, etc.), then the maximum utilization is 100%.

Deadlock Resolution

[0301] Fig. 43 illustrates deadlock resolution. Deadlock occurs when the tribes in
migration loops are all full, i.c. tribe | requests migration to tribe 2 and vice versa and
both tribes are full. The loops can have up to 8 tribes.

[0302] To break a deadlock, Porthos uses two transient buffers in the interconnect,
with each buffer capable of storing an entire migration (66 bits times maximum migration
cycles). The migration request with both source and destination full (with destination
wanting to migrate out) can be sent to a transient buffer. The transient stream becomes
highest priority and initiate a migration to the destination, while at the same time the

destination redirect a migration to the second transient buffer. Both of these transfers
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particular tribe. The tribe number for the second method as well as which
method are specified using Interrupt Method configuration registers for
each interrupt. [03111 The event module has a 32-bit timer which
increments every cycle. When this timer matches the Count configuration
register, it activates a new stream via the migration interconnect. 103121
The interrupt vectors default to 0x80000180 and are changeable via
Interrupt Vector configuration registers. -77 ]J0313] External interrupt
sedunsbi htamiseresaeigmnmedien pepsters ddemedto thadestipatiangribe and the
available to accept the interrupt, the interrupt is pending until a thread
thibeasres atositsbie spOB1 BwstrdaY 10 thes et .sdhie phregsd dsfindicated to the
event-based activations, migrations From network to a tribe can be
thraiieuibehyshdipirable_senvienh ewaprivalidratidhanmgratonsigieatishout of a
registers (there is one per tribe). When the number of threads in a tribe
trangheisbitd s Hesihorsding MtRcoley whgritionaigmhonstwork to that tribe
are halted until the number of threads drops below the limit. Crossbar
9Rlle [0BuSRithodb psian Mudaienitng ontheassdeidtnphisadirckring iotthe
10 inputs, 8 outputs crossbar. Each input is comprised of a "valid" bit,
Bupitdgadiockrprditips BialleasHopvplipiegsesspisked wsikine &urihe, acbral
each output, there's a corresponding 4-bit select input which selects one

GradpokpalibeueHbeisarotieaserpiiciaise drsdeskisdayng:, lradsesibstanially

input which indicates whether the output port is being selected or busy.
refisehthgyhasihyana Keveriarith with seleictebimedid onmgrifasianss that those

signals are valid only when the port is busy. The output is registered
198 beignéenaticn that uses the transient buffers will incur an average of 2 migration

delays (a migration delay is the number of cycles needed to complete a migrate). The
delays don't impact performance significantly since the migration is already waiting for
the destination to free up.

[0305] Using transient buffers will suffice in all deadlock situations involving
migration:

Simple deadlock loops involving 2 to 8 tribes
Multiple deadlock loops with 1 or more shared tribes
Multiple deadlock loops with no shared tribe
Multiple deadlock loops that are connected

[0306] In the case of multiple loops, the transient buffers will break one loop at a

time. The loop is broken when the transient buffers are emptied.

[0307] Hardware deadlock resolution cannot solve the deadlock situation that involve

software dependency. For example, a tribe in one deadlock loop waits for some result

=76 -



destination tribe. Performance Counters ]0316] With performance
counters the performance of the interconnect can be determined. An
event is selected by writing to the Interconnect Event configuration
registers (one per tribe) in configuration space. Global holds the selection
via the -78 selection bus, and the tribe memory interface returns to global
the selected event count every cycle via the event bus. The events are:
Total number of requests and total number of grants in a period of time
fermb &t e teanethaidendiaple laopdhah hasaodabh idextinaorviibathsefiesg1oop.
of time Average time from request to grant overall Average time from
Taeppeanttbugin ol savisdibstiatioend adetage andeaarey es firak: thedeom
for each source Average migration time overall Average migration time
per destination Average migration time per source Configuration
Redistarald171 The configuration registers for interconnect and their
memory locations are: Interrupt Masks 0x70000800 Interrupt Pending

(93A8b00sbROT AKX 06EHROSVERS I DT SOV ONTIREE MR e O to

Vector 0x70000818 External Interrupt Vector 0x70000820
process reset event. This reset event comes from global block. The reset vector is PC =

0xBFC00000.

[0309]  Event module spawns a new stream via the interconnect logic based on
external and timer interrupts. The default interrupt vector is 0x80000180.

[0310] Each interrupt is maskable by writing to Interrupt Mask configuration registers
in configuration space. There are two methods an interrupt can be directed. In the first
method, the interrupt is directed to any tribe that is not empty. This is accomplished by
the event module making requests to all 8 destination tribes. When there is a grant to one
tribe, the event module stops making requests to the other tribes and start a migration for
the interrupt handling stream. In the second method, the interrupt is being directed to a
particular tribe. The tribe number for the second method as well as which method are
specified using Interrupt Method configuration registers for each interrupt.

[0311] The event module has a 32-bit timer which increments every cycle. When this
timer matches the Count configuration register, it activates a new stream via the

migration interconnect.

[0312] The interrupt vectors default to 0x80000180 and are changeable via Interrupt

Vector configuration registers.
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Greedy Threshold 0x70000828 Network Migration Limit 0Ox70000830 -79
Memory Interface Block Porthos Chip Overview [0318] This section
describes the microarchitecture of the memory interface block, which
connects the memory controller to the tribe and the global block. Fig. 45
illustrates the tribe to memory interface modules. Interfaces [0319]
Interface names follow the convention SD-signal name, where S is source
block code and D is destination block code. The block codes are: T: Tribe
M313ibe nkatamyl interfapicodcuy ieemidmerieashirsiierpGpiComeotiéed. If no
[0320] Fig. 23 is a table illustrating Interface to Tribe. [0321] Fig. 24 is a
thitsied ilLasrdlebly Intestapbths Glotupt{UB2RIdFigPDs perdinplenfilathatadbecomes
interface to Tribe Memory Controller. [0323] Request types (not

aviiahénd type) are: MEM_UREAD 0 MEM_SREAD 1 MEM_WRITE 2

MEM_UREAD_RET 4 MEMSREADRET 5
[0314] In order to reserve some threads for event-based activations, migrations from

network to a tribe can be limited. These limits are set via Network Migration Limit
configuration registers (there is one per tribe). When the number of threads in a tribe
reaches it's corresponding limit, new migrations from network to that tribe are halted until

the number of threads drops below the limit.

Crossbar module

[0315] Fig. 44 is an illustration of the crossbar module. This is a 10 inputs, 8 outputs
crossbar. Each input is comprised of a "valid" bit, 64-bit data, and a "last" bit. Each
output is comprised of the same. For each output, there's a corresponding 4-bit select
input which selects one of 10 inputs for that particular output. Also, for each output,
there's a 1-bit input which indicates whether the output port is being selected or busy.
This "busy" bit is ANDed with the selected "valid"” and "last" so that those signals are
valid only when the port is busy. The output is registered before being sent to the

destination tribe.

Performance Counters

[0316] With performance counters the performance of the interconnect can be
determined. An event is selected by writing to the Interconnect Event configuration

registers (one per tribe) in configuration space. Global holds the selection via the
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MEM_WRITE_RET 6 MEM_ERROR_RET7 -80 Memory size codes are:
MEM_SIZE_8 0 MEM_SIZE_16 | MEM_SIZE 32 2 MEM_SIZE_64 3
MEM_SIZE 128 4 MEM_SIZE 256 5 Interface timings Tribe to tribe
memory interface timing: [0324] Tribe sends all memory requests to tribe
memory interface. The request can he either access to tribe's own
memory or to other memory space. If a request accesses tribe's own
memory, the request is saved in the tribe memory interface’s request
wplrstion Puscand ithetmbaanglopbal lstiaesrstiuastaglebel Haesplesttedeyent count
queues have a corresponding full signal, which tells tribe block to stop
e nglregadhe eyahiedworldspoiedingrmemory space. [0325] A request is
valid if the valid bit is set and must be accepted by the tribe memory
interface Bloti. Iodeoaheeqrrsteyorkidalayobie figtasitgriala tesibd lofigmal
mu;t boe %ﬁ%%gg o\fvpeer&és % r%}%b%rr]try lreefttltls[] o@%a(%;ﬂe(ijegti;l%%%rq]irllz 19588 0d of time
26 illustrates tribe to tribe memory interface timing. Tribe memory
interface tAcenpotierdtimimg.cffB2 b Brstintertdce is different from other
Inte rfacoes K‘V%rgggtéft{rnn% rgrrrY r%%ﬂ%@?'!g rgrant for each destination

e Average time from request to grant for each source

e Average migration time overall

e Average migration time per destination

e Average migration time per source

Configuration Registers

[0317] The configuration registers for interconnect and their memory locations are:

Interrupt Masks 0x70000800
Interrupt Pending 0x70000804
Timer 0x70000808
Count 0x70000810
Timer Interrupt Vector 0x70000818
External Interrupt Vector 0x70000820
Greedy Threshold 0x70000828
Network Migration Limit 0x70000830
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queue full is asserted, the memory request is held until the full signal is
de-asserted. -81 103281 Fig. 27 illustrates tribe memory interface to
controller timing Tribe memory interface to global timing: [03291 Tribe
memory interface can send request or return over the transaction bus
(MG transaction*). Global can send request or return over the GM
transaction set of signals. [03301 Fig. 28 illustrates tribe memory
interface to global timing Tribe memory interface block modules Input
module: [03311 This modMtmerrdntentaqe Block Barthes-Clrig global. If the
request from tribe has address that falls within the range of tribe memory
space, the request is valid and can be sent to request queue module. If
theerrigilest has address that falls outside that range, the request is

sesfed teiealabalRieked ik tHREARRRS S BRAR DR AALERE Rk,

goes to global block. 103321 Global block only send valid request to a

WiRenEIGIGIHRShBAA S dabn MU ARl HIBL PSR MER 9 illustrates

space. 103331 The input module selects one valid request to send to

iR BB ERoNNIRR Mas LA RRe input port. The selection is as follows:
Pick saved triberequest if there are 2 saved requests and an incoming
tribe request, or if there's only saved tribe request Else pick saved global
request if there's only saved global request Else pick incoming tribe
hatefaner it exists Else pick incoming global request if it exists

[0319] Interface names follow the convention SD_signal name, where S is source

block code and D is destination block code. The block codes are:

T: Tribe
M: Tribe memory interface
L: Tribe memory controller

G: Controller

[0320] Fig. 23 is a table illustrating Interface to Tribe.
[0321] Fig. 24 is a table illustrating interface to Global.
[0322] Fig. 25 is a table illustrating interface to Tribe Memory Controller.

[0323] Request types (not command type) are:

MEM_UREAD 0
MEM_SREAD |
MEM WRITE 2

MEM_UREAD RET 4
MEM_SREAD RET 5
MEM_WRITE RET 6
MEM_ERROR RET 7
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103341 The module sends flow control signals to tribe and global: -82
Stall tribe requests if there's incoming global request Stall global
requests if there's incoming tribe request [0335] Save global input if input
is not selected during mux selection and saved input slot is free. Else
keep old saved input. Similarly for tribe input. [0336] Fig. 29 illustrates
input module stall signals [0337] Fig. 46 illustrates the input module data
path. [0338] Request buffer and issue module: [0339[ Fig. 49 is an
Memtatioresiodaeegest Buffer and Issue Module. There are 16 entries in
Niaauaye: When there is g new request, the address and size of the
request is tompared to all the addresses and sizes in the request buffer.
MiYIdepdadéncy is savedin the dependency matrix, with each bit
NEREsgRiing A dependency between two entries. When an entry is issued
to memory controller, the corresponding dependency bits are cleared in
MHbth&Ferftfies. [0340] The different dependencies are: Write-after-write:
Nheveesnt ywgte overwriteg data written by the first write, so the second
write'is notallowed to be processed before the first write.

Nl ive-8ldT-Po#d: The readshould not be affected by the write. Thus, the
write is not be allowed to be processed before the read. Read-after-write:
If there are not enough bytes in the writebuffer to forward to the read,
Ienfasetdmingsforwarding and the read is not allowed to be processed
Be5ens thee Wik, %ﬁg.l]fgcgrt{gﬁggafter-read, if there's no write to the same

address between the reads,

[0324] Tribe sends all memory requests to tribe memory interface. The request can
be either access to tribe's own memory or to other memory space. If a request accesses
tribe's own memory, the request is saved in the tribe memory interface's request queue.
Else, it is sent to global block's request queue. Each of these queues have a
corresponding full signal, which tells tribe block to stop sending request to the
corresponding memory space.

[0325] A request is valid if the valid bit is set and must be accepted by the tribe
memory interface block. Due to the one cycle delay of the full signal, the full signal must
be asserted when there's one entry left in the queue.

[0326] Figure 26 illustrates tribe to tribe memory interface timing.
Tribe memory interface to controller timing:

[0327] This interface is different from other interfaces in that if memory controller

queue full is asserted, the memory request is held until the full signal is de-asserted.
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the reads can be reordered. -83 Each entry has: 1-bit valid 27-bit byte
address 3-bit size code of read data requested 5-bit stream number 3-bit
tribe number 5-bit register destination (read) 64-bit data (write) 16-bit
dependency vector [0342] This module also reorders and issues the
requests to the memory controller. The reordering is necessary so that
the memory bus is better utilized. The reordering algorithm is as follows:
If an entry is dependent on another entry, it is not considered for issue
932Bihe diepelddnsyatscisheatenrindirikréaeitsopithiclgdtasingm a bank
different from any issued request in the previous n cycles, where n is the
Erihsimpaietainierfiee © WelRLIDRAR at 300MHz). Separate the eligible

@2555 Nt fGAR ABA WIHLESd @A&%éﬁﬁLﬂ@qﬂ@s%%?‘r%%b&feﬂﬁ@ ?ra?%ﬁlﬂé}{%%s

ad or write) before’switching to another type. If the other type is no

AX8aRle coBLRLedRIING N PG: rer D IRERRBALN Egﬁge& of

issued request in history table. [0343] A count register keeps trac
gl\}#gger of valid entries. If the number reaches a watennark level, both the
Int_request queue_full and

[0330] Fig. 28 illustrates tribe memory interface to global timing

Tribe memory interface block modules

Input module:

[0331] This module accepts requests from tribe and global. If the request from tribe
has address that falls within the range of tribe memory space, the request is valid and can
be sent to request queue module. If the request has address that falls outside that range,
the request is directed to the global block. The tribe number is tagged to the request that
goes to global block.

[0332] Global block only send valid request to a tribe if the request address falls
within the range of that tribe’s memory space.

[0333] The input module selects one valid request to send to request buffer, which
has only one input port. The selection is as follows:

e Pick saved tribe request if there are 2 saved requests and an incoming tribe request, or
if there's only saved tribe request

e FElse pick saved global request if there's only saved global request

o Else pick incoming tribe request if it exists

¢ FElse pick incoming global request if it exists

[0334] The module sends flow control signals to tribe and global:
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MGreq_transactionfull signals are asserted. [0344] Write buffer: [0345]
Fig. 47 lllustrates a write buffer module. -84 103461 The write buffer
stores 16 latest writes. If subsequent read is to one of these addresses,
then the data stored in the write buffer can be forwarded to the read.
[03471 Each entry has: 8-hit valid hits (one for each byte of data) 32-bit
address 64-bit data 4-bit LRU [03481 When there is a new read, the
address of the read is compared to all the addresses in the write buffer. If
there is*a iatbhibhecdaesisrdiheres dterioaslobaliorauertied. 103491
When therg,js 3,861 iites e Adaress.8hifs wite ks compared to all the
addresses In t%e wér{lk;e éu%er. h‘t there?sca ma c}ﬁ, 'ﬁ:}re%vr‘%e data replaces
the write buffer data. If there's no match, the write data replaces one of

Safiteblier Aol RS SIRIAFAMAILARIN RIKH RS A0 Rl
Lbesc?jirbed%elo% 0315 0 prevent freauent tu%&l;l g1 over o v@ﬁ{le%éésearv e input
savies anwLes TR el Jibesaimallo weddpa plgce an entry. Writes

rom other tribes are only used to overwrite an entry with the same

ress. [R3p Ry field indicats 1 njfhe entry has been

E@?e@sed. %‘ué %nfgherr tlﬁéd ' rﬁjquﬁeﬁﬁﬁe%[s%‘f%cently used. A new entry
Uz e o T GV A B

rd frofh the entry or overwrite of entry

[0338] Request buffer and issue module:

gEcess to the same entry
ﬂﬁe value is

[0339] Fig. 49 is an illustration of a request Buffer and Issue Module. There are 16
entries in the queue. When there is a new request, the address and size of the request is
compared to all the addresses and sizes in the request buffer. Any dependency is saved in
the dependency matrix, with each bit representing a dependency between two entries.
When an entry is issued to memory controller, the corresponding dependency bits are
cleared in the other entries.

[0340] The different dependencies are:

o Write-after-write: the second write overwrites data written by the first write, so the
second write is not allowed to be processed before the first write.

o Write-after-read: The read should not be affected by the write. Thus, the write is not
be allowed to be processed before the read.

o Read-after-write: If there are not enough bytes in the writebuffer to forward to the
read, then there's no forwarding and the read is not allowed to be processed before the

write.

[0341] For read-after-read, if there's no write to the same address between the reads,

the reads can be reordered.
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reset to zero while the other entries’ LRU are increased by one. When a
LRU value reaches maximum, it is unchanged until the entry is itself
being accessed. -85 [03521 The replacement entry is picked from the
entries with the higher LRUs before being picked from entries with lower
LRUs. Return module: [03531 There are 3 possible sources for returns to
tribe: tribe memory, global, and forwarding. Returns from tribe memory
bound for tribe are put into an 8 entry queue. Memory tag information
arrives first from the request queue. If it's a write return, it can be returned

RGN

ediately. If it's a read, it must wait for the read data returning

from thetribe memory. 103541 If global is contending for the return to
tribe busbineahidry block asserts MG_rsp_transaction_full signal to
temporﬁi_lé(ils,g%%lrﬁgponse from global so tribe memory returns and/or
forwarded returns bound for tribe can proceed. [03551 There are 2
possibl&ibstrereotls tbterf gat gtabestadibe memory and forwarding.
These giysteantengyyith tribe requests for the transaction bus. Returns
from tribe memory bound for global are put into another set of 8 entry
queue.3rhilstabebembehe similar to the queue designated for returns to
tribe. [053’[}@}egig@gé’gtﬁﬁmgpg&g)for the return to global bus, memory
block asserts "MText request_queue full signal to stop the external
requesfdPrdaiadestskribe memory returns and/or forwarded returns
bound ﬁ(gr_lgllq%lemgﬁlé froceed. [03571 All memory accesses are
returned to the original tribe that made the requests. Writes are returned
to acknowledge completion of writes. Reads are returned with the read

ARk RetuRRBiINAtP RGL g R JNOTRAGRSRNE WE IR S VGRbI er.

originally.

The reordering is necessary so that the memory bus is better utilized. The reordering

algorithm is as follows:

[0343]

If an entry is dependent on another entry, it is not considered for issue until the
dependency is cleared.

Find all entries with address in a bank different from any issued request in the
previous n cycles, where 1 is the striping distance (i.e. 8 for RLDRAM at 300MHz).
Separate the eligible entries into reads and writes

Try to issue up to x number of the same type (read or write) before switching to
another type. If the other type is not available, continue issuing the same type.

Save the bank number of the issued request in history table.

A count register keeps track of the number of valid entries. If the number

reaches a watermark level, both the MT int request _queue full and

MG req_transaction_full signals are asserted.

[0344]

[0345]

Write buffer:

Fig. 47 lllustrates a write buffer module.
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-86 These are stream, regdest, type, size, offset, and data. Offset is lower
3 bits of the original address. Regdest, offset, size and data are relevant
only for reads. 103581 Stream, regdeset, size and offset are unchanged in
all returns. Type is changed to the corressponding return type. If there is
ECC uncorrectable error or non-existing memory error, the type
MEM_ERROR_RET is returned with read return. [03591 Read data
results are 64-bit aligned, so the tribe needs to perform shifting and
sign-extension if needed to get the final results. [03601 Fig. 48 illustrates
the return module data path. Tribe memory configuration registers [0361]
[03d 6hemdiyeowrite dildfer srered hidpicsdyiesyilingy bscgvemigiseattioioregéstéthese
during initialization. These registers are mapped to configuration space
bddyrsaeaglan deielessOxTd 000w C S rpusbel frae e ariteegerdition
and broadcast to all the tribe memory blocks. It needs to assert the GM
[0d#lIze_dinshraiddnbhste placing the register address and data to be
written on the memory transaction bus. Please see Denali specification
for des@riptivaladdfitsdienrelier sedidtessodstamptions about memory
controlley 103621 Memory controller IP is expected to have the following
functionalities: ECC is enabled, so read-modify-write is included for
unalignédtlitdaeigses 8-entry ingress queue (data and command) 1-entry
egress gygue;Ean process up to 256-bit memory requests. Doesn't
include reordering or forwarding features. -87

[0348] When there is a new read, the address of the read is compared to all the
addresses in the write buffer. If there is a match, the data from the buffer can be
forwarded.

[0349] When there is a new write, the address of the write is compared to all the
addresses in the write buffer. If there is a match, the write data replaces the write buffer
data. If there's no match, the write data replaces one of the writebuffer entry. The
replacement entry is picked based on LRU bits, described below.

[0350] To prevent frequent turning over of writebuffer entries, only writes from local
tribe are allowed to replace an entry. Writes from other tribes are only used to overwrite
an entry with the same address.

[0351] LRU field indicates how recent the entry has been accessed. The higher the
number, the less recently used. A new entry has LRU value of zero. Everytime there is
an access to the same entry (forward from the entry or overwrite of entry), the value is
reset to zero while the other entries' LRU are increased by one. When a LRU value

reaches maximum, it is unchanged until the entry is itself being accessed.
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Performance counters 103631 This block generates event counts for
performance counters. The event is selected by writing to Tribe Ml Event
configuration registers (one per tribe) in configuration space. Global holds
the selection via the selection bus, and the tribe memory interface returns
to global the selected event count every cycle via the event bus. The
events counted are: length of request queue length of return queue
write/read issued forwarded from write buffer global request stall global
response stall tribe request stall Tribe Block Microarchitecture Porthos
Chip Overview 103641 A Tribe block 104 (See Fig. 1) contains a

[f2thre ablesirpibrsanes o antiynig Ipickedt & o thecoddeing b theshigheohB.Us before
fits into the overall Porthos chip microarchitecture as shown in Fig. 33.
bpiveg Pitkedhitero rdhike etithdesvenbRMsin Fig. 34, which illustrates the
modules that implement the Tribe and the major data path connections
between those modules. [03651 A Tribe contains an instruction cache and
redisiehdigs.for 32 threads. The tribe block interfaces with the Network
block (for handing packet buffer reads and writes), the Interconnect block
[@8PHandIiFeprhesad poitsiblioioueted forertnensdey/tbhsekrisrmismedtingldbekland
memory reads and writes).

forwarding. Returns from tribe memory bound for tribe are put into an 8 entry queue.

Memory tag information arrives first from the request queue. If it's a write return, it can
be returned to tribe immediately. If it's a read, it must wait for the read data returning
from the tribe memory.

[0354] If global is contending for the return to tribe bus, memory block asserts

MG rsp_transaction_full signal to temporarily stop the response from global so tribe
memory returns and/or forwarded returns bound for tribe can proceed.

[0355] There are 2 possible sources for returns to global: tribe memory and
forwarding. These must contend with tribe requests for the transaction bus. Returns from
tribe memory bound for global are put into another set of 8 entry queue. This queue is the
similar to the queue designated for returns to tribe.

[0356] If tribe is contending for the return to global bus, memory block asserts

MT ext _request queue full signal to stop the external requests from tribe so tribe
memory returns and/or forwarded returns bound for global block can proceed.

[0357] All memory accesses are returned to the original tribe that made the requests.
Writes are returned to acknowledge completion of writes. Reads are returned with the

read data. Returned information include the information send with the request originally.
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_gg_ Interfaces [03661 Fig. 30 shows interface to the Memory block.
[03671 Fig. 31 shows interface to the Network block. 103681 Fig. 32
shows interface to the Interconnect block. Tribe Detailed Description
[03691 The Tribe block conists of three decoupled pipelines. The fetch
logic and instruction cache form a fetch unit that will fetch from two
threads per cycle according to thread priority among the threads that

have a fetch available to be performed. The Stream block within the Tribe
Torsaine Stawregaestiiachinectvditcequédetss flsr sridwearitbbite oftibe
register file and executes certain instructions. Finally the scheduler, global
oxiginaraddresn Bisedesid ofésstoriae anded@taate tatey anaosbhisdukeds.
operations based on global priority among the set of threads that have an
a8l ctiord tearitatedescs srsculiheffs&t amounemagiiktnulitaiupes. cYpe is changed
scheduled from any given thread. Globally, up to three instructions can be
tedhe dotessspoadimpeteycignd ulf soereisietitictivnsedablsechudy oenercgiasting
within the Stream block, not requiring global scheduling. Thus, the
meaxdmyLrToratee dY PR EMIOPRBEBURGIT it aicturalyg wetleraathesiuby. the fetch
unit, which can fetch up to eight instructions each cycle. A sustained
[@268LitionRead ditivestbisprdiskit abascgeso dheleibs agplsciedeniosmudtibimg and
Fetch 103701 The instruction fetch mechanism fetches four instructions
fiorenposioeHdsdded dotgeatlietBhabagsdliddth of eight instructions. The

fetch unit includes decoders so that four decoded instructions are

98 red Fagtwd ditfeirates theostnrmoddids dateaethcycle. There -89

Tribe memory configuration registers

[0361] The memory controllers are configured by writing to configuration registers
during initialization. These registers are mapped to configuration space beginning at
address 0x70000000. Global must detect the write condition and broadcast to all the tribe
memory blocks. It needs to assert the GM _initialize controller while placing the register
address and data to be written on the memory transaction bus. Please see Denali

specification for descriptions of controller registers.

Assumptions about memory controller

[0362] Memory controller IP is expected to have the following functionalities:

ECC is enabled, so read-modify-write is included for unaligned accesses
8-entry ingress queue (data and command)

l-entry egress queue

Can process up to 256-bit memory requests.

Doesn't include reordering or forwarding features.
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is a 16K byte instruction cache shared by all threads that is organized as
1.024 lines of 16 bytes each, separated into four ways of 256 lines. The
fetch mechanism is pipelined, with the tags accessed in the same cycle
as the data. The fetch pipeline is illustrated in Fig. 35. In an alternative
embodiment, the tag read for all ways is pipelined with the data read for
only the way that that contains valid data. This increases the overall fetch
pipeline by one cycle, but it would significantly reduce the amount of
Bextermamecereowiting required to support the instruction cache. Stream
[dsgsies I3 ANCHEAN BOAHIERRTGRRHAKAARI LA Phdevent i

within the Tribe block) are responsib eguencing reads and writes to

1BRdRd [Sﬁ&ﬁkﬁ?g B PAYURI ARG RSN Qrb?d}f@%‘g% GRS

other arithmetic'and logic operations. A Stream module receives two

degodedinstuctions ata fime firibs:Fetah éﬁ@(%]@&i%ﬂ‘b%@%ﬁh&‘(ﬁé dhgm

for later processing. One instruction is processed at a time, with some

SR ARSFINg MY 'E&Df}foBXF!ﬁé S c‘i’é‘l%aatﬁ{:gg)&t bus.

port to'the register file, all'reads and writes must be sequenced by
Phean ek thghasic pipeline of the Stream module is shown in Fig.
36. Note that in cases where only a single operand needs to be read from
the reg'lg}%mi@rga%égls&géggon would be available for global scheduling
with only a single RF read stage. Each register contains a ready bit that is
used tolengtérpdiruii gReYROSt recent version of a register is in the register
file, or i Wil he yyitteq by an outstanding memory load or ALU instruction.
-90 [0372[ Writes returning from the Network block and the Memory block
must al§gwadedfioensetabutierregister file. The register write sequencing
pipelincaggggpgeéﬁgggghplock is shown in Fig. 37. When a memory

instruction, or an instruction for the global ALU is
global response stall

tribe request stall

Tribe Block Microarchitecture Porthos Chip

Overview

[0364] A Tribe block 104 (See Fig. 1) contains a multithreaded pipeline that
implements the processing of instructions. It fits into the overall Porthos chip
microarchitecture as shown in Fig. 33. The Tribe microarchitecture is shown in Fig. 34,
which illustrates the modules that implement the Tribe and the major data path
connections between those modules.

[0365] A Tribe contains an instruction cache and register files for 32 threads. The
tribe block interfaces with the Network block (for handing packet buffer reads and
writes), the Interconnect block (for handling thread migration) and the Memory block (for

handling local memory reads and writes).
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encountered, the operation matrix, or OM, register is updated to reflect a
request to the global scheduling and execute mechanism. [03731 Branch
instructions are executed within the Stream module as illustrated in Fig.
38. Branch operands can come from the register file, or can come from
outstanding memory or ALU instructions. The branch operand registers
are updated in the same cycle in which the write to the register file is
scheduled. This allows the execution of the branch to take place in the
following cycle. Since branches are delayed, the instruction after the
Rlanekiastruction must be processed before the target of the branch can
be fetched. The earliest that a branch delay slot instruction can be

KR ssedie- tHesbameintgidhsetiathe ismemidleslscuted. Thus, a fetch
request can be made at the end of this cycle at the earliest. The

KRSl ssingiss ihshpsrayndtstaesteubadieivoukdbingur later than this if it was
not yet available from the Fetch pipeline. Scheduling and Execute [0374]
iPR68dchediigingy shevesaatenaan Inigrpeitnge bloes: three instructions
per cycle from three separate streams and handle register writes back to
the stream modules. The execute pipeline is shown in Fig. 39. Streams

PERAREPPIEG PRy at instruction is availabe for execution (only one

instruction per stream is considered a candidate), and on the overall

K362 pribheyl idhs ddoskeenisds af shisadeoaniest Bedinestolde &dedd ogiernnd
-91 following cycle since there is a minimum two cycle feedback to the
wEHIB G foloBra s hg B SRk ViHSRiEtErMTdV exBrads Remrdg@ccording to
Migration 103751 The thread migration module is responsible for

thigtd sigHtYsam it thecarsbrablger afdchutatithle Toibe nsdernadtnFdgptream

can only be participating in migration if . _
block within the Tribe confains its own state machine that sequences reads and writes to

the register file and executes certain instructions. Finally the scheduler, global ALU and
memory modules form an execute unit that schedules operations based on global priority
among the set of threads that have an instruction available for scheduling. At most one
instruction per cycle is scheduled from any given thread. Globally, up to three
instructions can be scheduled in a single cycle, but some instructions can be fully
executed within the Stream block, not requiring global scheduling. Thus, the maximum
rate of instruction execution is actually determined by the fetch unit, which can fetch up
to eight instructions each cycle. A sustained execution rate of five to six instructions per
cycle is expected.

Instruction Fetch

[0370] The instruction fetch mechanism fetches four instructions from two threads for
a total fetch bandwidth of eight instructions. The fetch unit includes decoders so that four

decoded instructions are delivered to two different stream modules in each cycle. There
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it is not activlely executing instructions. During miration, a single register

read or write per cycle is processed by the Stream module and sent to

the Interconnect block. A migration may contain any number of registers.
When an inactive stream is migrated in, all registers that are not explicitly
initialized are set invalid. An invalid register will always return O if read. A
single valid bit per register allows the register file to behave as if all

registers are initialized to zero when a thread is initialized. [03761 In an
isltetAKtiigccntbodiine sectoskarash iy atichrpadi oiams canizedhatf 024 lines of 16
hardware control. Hardware in each of the tribes monitors the frequency of
bidee saels sePArFHSehte IoeaMAENE AP O dinge cddsdsted mecebwigeas pipelined, with
memory. If a certain threshold is reached, or based on a predictive

g ramrrcasredindhel 3t eophaae HIg defiyrdiefelghpéo gl atesteated in Fig. 35.
another tribe for which a higher percentage of local accesses will occur. In
thigncaisanatiyeamabr i e s e st e S ol re ayhiveigatinedity Bndredlete read for
Gating 103771 Thread priority (used for fetch scheduling and execute
eehydherry) thae thefanesamsd Biddata) Strsdnerease the oveialhigighpipghise by one
maintains a gateability vector used to implement FlowGating. The

EXSlEe AR nBeid a@v&wﬁ‘m Breer Betanomif Rerveo aneBs wirdgrequired to
whether or not it should stall upon the execution of a "GATE" instruction,
BIPROIb NG BICHi Wielifle bit per thread is exported to each Stream

block. Any time a change is made to any CPO register that can potentially
affect gateability, the LStream module will export all O's on its gateability
¥Eanh Vidirating no thread can proceed past a GATE), until a new

?ﬁ%teability vector is computed. Changes that affect gateability are rare.

d¥lare ddolliram moduigs (s pstistscara feed tabmise Mg iRribriplock)

its own seqguence number, gate _ , '
are responsible for sequencing reads and writes to the register files, executing branch

instructions, and handling certain other arithmetic and logic operations. A Stream module
receives two decoded instructions at a time from the Fetch mechanism and saves them for
later processing. One instruction is processed at a time, with some instructions taking
multiple cycles to process. Since there is only a single port to the register file, all reads
and writes must be sequenced by the Stream block. The basic pipeline of the Stream
module is shown in Fig. 36. Note that in cases where only a single operand needs to be
read from the register file, the instruction would be available for global scheduling with
only a single RF read stage. Each register contains a ready bit that is used to determine if
the most recent version of a register is in the register file, or it will be written by an

outstanding memory load or ALU instruction.
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vector and flow ID register; 2. An existing thread is deactivated, either due

to a DONE instruction or a NEXT instruction (migration out to another

tribe); 3. A thread explicitly updates one of its gateability CPO registers

(sequence number, gate vector, flow ID)using the MTCO instruction.

Debugging and Performance Monitoring [0378] The Tribe block contains

debugging hardware to assist software debugging and performance

counters to assist in architecture modeling. [0379] All of the above

B iptionVaies teHERIRg f@%@&ﬁ@%&f&%ﬁ{a% Rshemaiydlgekaust also be

present invention, and it should be clear to the skilled artisan that there

SHIRMSRY IfBFATE IRl a T ERE IS SHABFRORE RGHNS ThEheR4iTAmePlock

provided, without departing from the spirit and scope of the invention. For

BN R adyr LR MARIR RS KNP Br ERAB ARSI THAY £Rs the global ALU is

accomplished with more or fewer tribes. Many unique and novel features

SRAALPAIET WiABTRHL MAERGH OPh thBisteh EhRatsrbiofedifet a request to the

Interconnection and communication among the many parts of the Porthos

BAREhTS)CHRIAE ABBIRHEIMT R YU By of ways within the spirit and scope

of the invention, -93 10380] In addition to the above, in some . )

B EtdlimdHRTSR RSB AS SEHTE oS BT GGt ?FﬁegBS%RéPB%S AilHgRjed in
an be configured as "shared” memory for all the tribes. This partion will .

i 55 L SR ORETTRGR LT URE TR RIFEIHHE MEORRE SEk O glstanding

stored into, Therefore, this portion of shared memory is avajlable foy the
TREREToP 0y oAU B OB APt BOMS A K AP apme cvle

can he used for ?oggt es of .accesses (to, packet data and to the shared
Ry e 11 B R R e L A B S 0an §

E@%%E%‘?%%ﬁ%?@ igfthe following cycle. Since branches are delayed, the instruction

after the branch instruction must be processed before the target of the branch can be
fetched. The earliest that a branch delay slot instruction can be processed is the same
cycle that a branch is executed. Thus, a fetch request can be made at the end of this cycle
at the earliest. The processing of the delay slot instruction would occur later than this if it

was not yet available from the Fetch pipeline.

Scheduling and Execute

[0374] The scheduling and execute modules schedule up to three instructions per
cycle from three separate streams and handle register writes back to the stream modules.
The execute pipeline is shown in Fig. 39. Streams are selected based on what instruction
is availabe for execution (only one instruction per stream is considered a candidate), and

on the overall stream priority. Once selected, a stream will not be able to selected in the
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the packet buffer. One implementation of this configuration mechanism
allows software to set aside either half, one fourth or none of the packet
buffer as shared memory. The shared memory can be used to store data
that is global to all the processing cores, but it can also be divided into the
different cores so that each core has its own space, thus no mutually
exclusive operation is needed to allocate memory space. 103821 In some
embodiments the division of the shared space into the different

Iolnuuing sycle PSS S i BHEE R edviele Sestbrsk torthse Sesak tipdater

thread. For those threads in which life corresponds to the life of the
SERER & ARCHES dT IR Wik hanism may be used to provide
storage space for the stack. For those threads that operate on more than
a packet, or that need the stack after completing and sending out the
rocessed packet, a persistent space is needed for the stack; for these
ﬁ*%,‘gﬁ%é% the external memory (long latency) or in the shared

jartin of te packeihuties(shoutidateneydisipeariresioldass hiadbefiéane

the above, in some embodiments the header growth offset mechanism is

THBE BRI M SIS ertoThi RRIN €L TR RAG BT B ReaHting iafHhgration if
packet in case the header of the packet has to grow in a few bytes. Note

thig o el y24 soaynglsauseithis Maehamnismtiongysiantaediai-thaoiswrite
space at the end of a packet A by using the header growth offset space

paatyvilk hepseleasid®fanhadubdre isnagiaekes Bethaéroohhebad A
after packet A. Even if packet B has still not arrived, software can use the

shaadat e eotHh pagkeindaiocecjiitcplavaniean imrtiedRaeihnisspaested in,
has still not been assigned to any packet, or will be assigned to packet B
Aithgistenotidy ing st eoplienly wieidets eeet vhlid. naadevgidveghsedfseil

can also be shared among the incoming packet B and the packet stored
dlghiyabavm A, ifscldnas e upbbispacegbidreafoowthe register file to behave as
if all registers are initialized to zero when a thread is initialized.

[0376] In an alternative embodiment, thread migration is automatic and under
hardware control. Hardware in each of the tribes monitors the frequency of accesses to a
remote local memory vs. accesses to its own local memory. If a certain threshold is
reached, or based on a predictive algorithm, the thread is automatically migrated by the

hardware to another tribe for which a higher percentage of local accesses will occur. In

this case migration is transparent to software.

Thread Priority and Flow Gating
[0377] Thread priority (used for fetch scheduling and execute scheduling) are

maintained by the “LStream” module. This module also maintains a gateability vector

used to implement FlowGating. The LStream module is responsible for determining for
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offset used as tail growth offset of packet A does not overlap with the

lower space of the growth offset used as head growth offset of packet B.
[03841 There are similarly many other alterations that may be made within
the spirit and scope of the invention. -95 What is claimed is: 1. A method
implemented by a multi-threaded packet processing engine, comprising:
executing a particular thread to process a particular packet, wherein the
particular packet is part of a flow, wherein the flow comprises one or more
ghdhisadrebstigherant itrfbuidatyherend s 6Xsrteaid b OFE oingipetion, or
other threads, and wherein the particular packet has a particular seniority
shaukl el téis tieglp RikesstifarbinsrpadedtinGgchy ramb Al £t iéne 2

a particular stage of execution; determining whether there are any threads
qpaness prstedesiny Aoresstipthabere RotsRARYIRFfFthed rRil thdtgdiStream
progressed beyond the particular stage of execution; and in response to a
et R A et endta grtertt Bivevastendntiseinp Rocbesidg A preseed past
senior packet in the flow that has not yet progressed beyond the particular
wtigyé ‘E%@LRR%g%’t%h%ye‘!@é?&iﬁr?‘ap%e%articuIar thread. 2. The

method of claim 1, further comprising: in response to a determination that
(hargss tha' tfecieatebidiyidedasind Aendieasinlerpacket in the flow that

has not yet proﬁ%ressed beyond the particular stage of execution, allowin

the pahiéuistithessd to ratdett Withbsrtagrptis patttsiavesgEsee humber, gate

execujgftoBaddadwatbeebpigiaim 1, wherein a thread has progressed

beyond the , _ . _ ,
2. An existing thread is deactivated, either due to a DONE instruction or a NEXT

instruction (migration out to another tribe);
3. A thread explicitly updates one of its gateability CPO registers (sequence number, gate
vector, flow ID)using the MTCO instruction.

Debugging and Performance Monitoring

[0378] The Tribe block contains debugging hardware to assist software debugging
and performance counters to assist in architecture modeling.

[0379] All of the above description and teaching is specific to a single
implementation of the present invention, and it should be clear to the skilled artisan that
there are many alterations and amendments that might be made to the example provided,
without departing from the spirit and scope of the invention. For example, the
aggressively multi-threaded architecture may be accomplished with more or fewer tribes.
Many unique and novel features stand alone without the limitation of a tribe architecture
at all. Interconnection and communication among the many parts of the Porthos chip may

be accomplished in a variety of ways within the spirit and scope of the invention.
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particular stage of execution if that thread has entered and exited the
particular stage of execution. 4. The method of claim 1, wherein
determining whether there are any threads that are processing more
senior packets in the flow that have not progressed beyond the particular
stage of execution comprises: checking a value of a particular portion of a
gateability vector, wherein the particular portion is associated with the
articular thread. -96 5. The method of claim 1, wherein determining .
[0380her thenddirion sy b, i sTe SRBEELFHS ks SSrBRSFAER &taaRion of
the flow that have not yet progressed beyond the particular stage of '
BedaghisrbudisigReBenyeB ReiroRE sHFstARr thrre aree Beye al shiitbspe This
processing one or more of the other packets in the flow. 6. The method of
BRSPS e et i SR et Hher it okl be
processing more senior packets in the flow that have not yet progressed
Hetrdriatan Ehse et Ahis eyt Br bdarrbmmene cyrie S thekihsn der @y
a determination that there are one or more threads that are processing
YREs RHETSBT IRaUian heRats e the rRSKC R fRmRe WhRether ety pes of
those threads are processing packets in the flow that are more senior
hersepioatrinbdgsmard toAhe pRarsb aOBAC8!-claim 6, wherein determining
whether there are any threads that are processing more senior packets in
R8Abw tHasRaeEmbCgET PG ats paerrfighes tifianaf $aglamd portion of
execution further comprises: in response to a determination that there are

Beksi S rrEnsiappiemretgior eE it pab rurdtirn meshanitint ey vapfavare

senior than the %articular packet, determining
to set aside either half, one fourth or none of the packet buffer as shared memory. The

shared memory can be used to store data that is global to all the processing cores, but it
can also be divided into the different cores so that each core has its own space, thus no
mutually exclusive operation is needed to allocate memory space.

[0382] In some embodiments the division of the shared space into the different
processing cores and/or threads may provide storage for the stack of each thread. For
those threads in which life corresponds to the life of the packet, the header growth offset
mechanism may be used to provide storage space for the stack. For those threads that
operate on more than a packet, or that need the stack after completing and sending out the
processed packet, a persistent space is needed for the stack; for these threads, space in the
external memory (long latency) or in the shared portion of the packet buffer (short
latency) is required.

[0383] Further to the above, in some embodiments the header growth offset
mechanism is intended for software to have some empty space at the beginning of the

packet in case the header of the packet has to grow in a few bytes. Note that software
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whether any of (hose threads have not yet progressed beyond the

particular stage of execution. 8. The method of claim 1, wherein reaching

the particular stage of execution comprises: executing a gate instruction

that causes the particular thread to determine whether there are any

threads that are processing more senior packets in the flow that have not

yet progressed beyond the particular stage of execution. 9. A method
implemented by a multi-threaded packet processing engine, comprising:

mpy aledtiribiamrshintundad prarissdhatitarp iR st drairntheldracket A by
packet is part of a flow, and wherein the first packet has a seniority.

Pt fee toeairepioath Al acadhnt axll b avide dont Bruainfopibe sagket B
a second packet, wherein the second packet is part of the same flow, and
hrerdihbmy et gharpacke s 1dacadhnariaaER hee Hilmehardredeea, can use
by the second thread, a particular stage of execution; determining whether
thesrrse i e he st s st el dhararanireditiair ierfbas srage datisHll not
and in response to a determination that the first thread has notyet
preyrssigatde M P2pks il BF aisisacskemackEoR eihmMgnadibing Hsgtontent
the second thread. 10. The method of claim 9, wherein detennining )
Whetis erevist thrdhiddra S prof RIS dmeifembetikatss aEong dagegping
execution comprises: determiningewhether the first thread has entered and

3kt B dhrearketiiyeddichkareion: 23 lopRasianBacsFRsme bthe growth

wherein the first packet has a first flow ID, i
offset used as tail growth oftset of packet A does not overlap with the lower space of the

growth offset used as head growth offset of packet B.
[0384] There are similarly many other alterations that may be made within the spirit

and scope of the invention.
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wherein the second packet has a second flow ID which is the same as the
first flow ID, and wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
comparing the second flow ID with the first flow fl) to determine whether
the first and second packets are from the same flow. 12. The method of
claim 11, wherein the first packet has a first seniority indicator and the
second packet has a second seniority indicator, and wherein determining
whether the first thread has progressed beyond the particular stage of
fxerution;fytihgr comprises: comparing the second seniority indicator
with the first seniority indicator to determine whether the first packet is

more sknior thaRathedurplsmpaisddy agaul t3-thnsadedopaelsebipraiesping engine,

ain.the first thread has an associated first execution progress
indicator and the second thread has an associated second execution

progreXeiHiBamPagitaHEFEM ERPEpRSHTIAG Witatse pasketirstheredathpagrticular
PRORIERSRE feyRnd, hnRariawalosiagmpl S e UHNGh SGOMBERE Sy herein

processing the first and second execution progress indicators to detennine

thaother paskefy Seerosasprkhy o8 €5 serrbeifish erdp At iihprsta dee particular
£XaL4Ha0, Paritnemetiashripaie L3nwhaeipathedinativaad has a first

gate vector re%g{ter associated therewith, wherein the second thread has

a secolfagie Witk Padisstra ibraderdiiticulvn alEn ehepattivRecution
progrege aeagn s IRiddR e sk AalR RO OIS ANR e SRRk

reqi
execution pro&ress indicator is stored in the second gate vector register,

Hhibaardirbate seligtnoaretssdh dend tiraasiciansierpé ssecution; and
indicatgy$3AHAREIRSS determination that there is at least one thread that is processing a

more senior packet in the flow that has not yet progressed beyond the particular stage of

execution, stalling execution of the particular thread.

2. The method of claim 1, further comprising:

in response to a determination that there is no thread that is processing a more
senior packet in the flow that has not yet progressed beyond the particular stage of
execution, allowing the particular thread to proceed with entering the particular stage of

execution.

3. The method of claim 1, wherein a thread has progressed beyond the
particular stage of execution if that thread has entered and exited the particular stage of

execution.

4, The method of claim 1, wherein determining whether there are any threads
that are processing more senior packets in the flow that have not progressed beyond the
particular stage of execution comprises:

checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the particular thread.
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accessing the first and second gate vector registers to obtain the first and
second execution progress indicators; and comparing the first and
second execution progress indicators. 15. The method of claim 9, wherein
determining whether the first thread has progressed beyond the particular
stage of execution comprises: checking a value of a particular portion of a
gateability vector, wherein the particular portion is associated with the
second thread. 16. The method of claim 9, wherein reaching the particular
section of instructions comprises: executing a gate instruction that causes

the segond thfgad i, delerung WREIBRENNG HRIHMERH RS RIYEISET threads

beyond the particular stage of execution. 17. The method of claim 16,

fHersinTaeteTRernRya TRRdTGRks i tha aw e havsgreler Pragyensertheyond
tﬂ@ﬁ%ﬁ@;ﬂﬁt@g@@é%@u{jgﬁl &gﬂm@'ggs: -99 determining whether the first

thread has entered and exited the particular stage of execution. 18. A
multi-tHesaERRRRRsthsrdhesss g apdineadsdhib BEsT oceRTidRs@regtr more of the
RIRCIcINGs BSANKESs for executing a first thread to process a first packet,
wherein the first packet is part of a flow, and wherein the first packet has a
seniority relative to other packets in the flow; and a second set of

procesging reﬁ%lﬁ%%ﬁJ@BP&%tm%éﬁﬁ%m{ﬁﬁ?thl%ﬁ%?ﬁ%% ﬁ%%?%eads
packet, wherein the second packet is part of the same flow, and wherein

ol aER PERTGSSHIEKBOTS RBIOERAKF IR & prsthshbree npeysbROEESEddteyond

MOSEHRING RSOUEPRRSABR TN ARD RSO execution mechanism,
the instruction execution mechanism

in response to a determination that there are one or more threads that are
processing one or more of the other packets in the flow, determining whether any of those

threads are processing packets in the flow that are more senior than the particular packet.

7. The method of claim 6, wherein determining whether there are any threads
that are processing more senior packets in the flow that have not yet progressed beyond
the particular stage of execution further comprises:

in response to a determination that there are one or more threads that are
processing packets in the flow that are more senior than the particular packet, determining
whether any of those threads have not yet progressed beyond the particular stage of

execution.

8. The method of claim 1, wherein reaching the particular stage of execution
comprises:

executing a gate instruction that causes the particular thread to determine whether
there are any threads that are processing more senior packets in the flow that have not yet

progressed beyond the particular stage of execution.

9. A method implemented by a multi-threaded packet processing engine,

comprising:
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executing the second thread until a particular stage of execution is

reached, and upon reaching the particular stage of execution, the

instruction execution mechanism determining whether the first thread has
progressed beyond the particular stage of execution, and in response to a
determination that the first thread has not yet progressed beyond the
particular stage of execution, the instruction execution mechanism

causing execution of the second thread to stall. 19. The packet _
proce<S&ift ERg MBS Brsad tPeraaset S ketalgsibiig fustoagket is part of

@W%ﬁiﬂ %%Hrm%ﬁpﬁa%ﬂﬁﬁﬁ&igmlaﬁ% leé%%@_ltets in the flow;
processing engine of claim 18, wherein the instruction execution

mechaHeTHtEget e thasad iR BIRaTShasRednt Packsicy i dhscineand packet
istpae AfuRxeetinbwihe gateiert e tieoaa @ tRe ds i eHoM X BRUERD packet;

mechanism to determine whether the first thread has progressed beyon

the paffidiifiestigboiestae thsadehpagculan staes At afien second
thread i firslotineascPas fRlfel APHEPRAFRRNPR IRE (RAPICHAar stage of

stage of execution. 21. The packet processing engine of claim 20, wherein
¢hecyhessiAsttuction is a processor-level instruction. -100 22. The packet

processingshaine aldekdimidsionhasetndmesingtedation I@x?sugw%ressed beyond
mechanism determines whether the first thread has progressed beyond

Prreppirien legefersrasiony BBt g eraettompighniaenat theettst thread

has entered and exited the particular stage of execution. 23. The packet
processing engine of claim 18, wherein the first set of processin

Fesourbs o REaREE Rl SR SR R TLRSIBe fes firs thread has
Aoesiaiedoybhdhe eatibaaketige of execution comprises:

determining whether the first thread has entered and exited the particular stage of

execution.

11. The method of claim 9, wherein the first packet has a first flow ID,
wherein the second packet has a second flow ID which is the same as the first flow ID,
and wherein determining whether the first thread has progressed beyond the particular
stage of execution comprises:

comparing the second flow ID with the first flow ID to determine whether the first

and second packets are from the same flow.

12.  The method of claim 11, wherein the first packet has a first seniority
indicator and the second packet has a second seniority indicator, and wherein determining
whether the first thread has progressed beyond the particular stage of execution further
comprises:

comparing the second seniority indicator with the first seniority indicator to

determine whether the first packet is more senior than the second packet.
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wherein the second set of processing resources comprises a second ID
register for storing a second flow ID associated with the second packet;
and wherein the instruction execution mechanism determines whether the
first thread has progressed beyond the particular stage of execution by, at
least, comparing the first and second flow ID's to determine whether the
first and second packets are from the same flow. 24. The packet
processing engine of claim 18, wherein the first set of processing

resouréés corpidstadivselpmelfistdhaisindbs: gt dhirad fighafppssociated first

acseeisiedopihidheiflisopackate 3B adfintae RIRMHY JeaistREdbcsHI @ @tion
first seniority indicator associated with the first packet; wherein the second

REEEF o Presahirede deRipriang ¥heibehieiird dherse s Brgarssssd
seradiopa iR @as osiaied wihuthn serRadBAKRbsand a second seniority

register for stprin% a second seniority indicator associated with the second

packet?RNESHME R sEaRb it send P ecatgndRaResh aiisaie te dhiraaine whether
whethemmikadkat PropscksbasdyrrdrassastRayenehiie pattisuian stage of

execution by, at least, comparing the first and second flow ID's to
determine whether the first and second packets are from the same flow,

and comgparinchthg dirsdastd saaand weaigH bhiGisataeadh aleAsTiRgte vector
whether the, firstéacket is more senior than the second packet. 25. The

PR BROCILETGERYiffe BhEEinBsecarA Wrad i theshpeg gl o ector

NacessihthERSACRBGeMPiseRelistiol patpiesfadRIGNG Stdlisd fiDie first
ID associated with the first packet, a first seniority register for storin

AL KRR R TR eSO RRs BRI B FRETSp kR Ay S&Oﬁ?étiar%ﬁ%@nd
pagistendoresiasnam WhtiexeptiieBsogie sssingie stobae spRelatrmh pitaihe
]:Ir{ itcglr‘g(r)?sa gc;)mprises:

accessing the first and second gate vector registers to obtain the first and second
execution progress indicators; and

comparing the first and second execution progress indicators.

15.  The method of claim 9, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the second thread.

16.  The method of claim 9, wherein reaching the particular section of
instructions comprises:
executing a gate instruction that causes the second thread to determine whether

the first thread has progressed beyond the particular stage of execution.

17.  The method of claim 16, wherein determining whether the first thread has

progressed beyond the particular stage of execution comprises:
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wherein the second set of processing resources comprises a second ID
register for storing a second flow ID associated with the second packet, a
second seniority register for storing a second seniority indicator
associated with the second packet, and a second progress register for
storing a second execution progress indicator associated with the second
thread; and wherein the instruction execution mechanism determines
whether the first thread has atQrogressed beyond the particular stage of

F

executiisiPByindgaxkethas s ditsgliradihas arared apdgitsd tiry pagicular stage of

gdetsiine whether the first and second packets are from the same flow,
comparing the first and second seniority indicators to determine whether
the first packet is more senior than the second packet, and processing

the first@and sgeRnE-EXSLILIGR QPR eRRICHEIR IR ARtRIRIpe Whether
the First thread has progressed beyond the particular stage of execution.

26. Tha PEERe: Hrbrasssng ryivesrierarsosng adietirdireipregieadirst
pRsisiehisRfil Sl ORLS: packer 1ESHHEr AMSWYRRISIRIEIREPNE PHOBLESS a

register is a second gate vector register. 27. The packet processing

SRRy IERAYH o SR arskethia firstiond 88dond ID registers, the first and

second, seRdit 8RS ARd St RRL:RLEARE LXREHUARRIPY BRRess a
registers are dedicated, processor-level registers. 28. The packet

SreRskRRrke e Y Bitrond nAskFbin RRE AF dhasnsdioncandidisrein the
REQGRESHRCEGS UECRN RYQ IRARAL R PHSL KUBTIRE s@8nd B8 PBSHRESsing resources

processing engine of claim 18, wherein the instruction execution

FREYM ARG A AR ARSI T s thr i EY PHORy FSSSREPB &Y Biignism
thecuike tha Jieuiar thiage el xamMion hyebeckineaMain fhahRarticllason

portion of a gateability ) ) _ ) i
reaching the particular stage of execution, the instruction execution mechanism

determining whether the first thread has progressed beyond the particular stage of
execution, and in response to a determination that the first thread has not yet progressed
beyond the particular stage of execution, the instruction execution mechanism causing

execution of the second thread to stall.

19.  The packet processing engine of claim 18, wherein the first and second

sets of processing resources are separate and distinct.

20.  The packet processing engine of claim 18, wherein the instruction
execution mechanism executes a gate instruction when it reaches the particular stage of
execution, the gate instruction causing the instruction execution mechanism to determine
whether the first thread has progressed beyond the particular stage of execution, and to
stall execution of the second thread if the first thread has not yet progressed beyond the

particular stage of execution.

21.  The packet processing engine of claim 20, wherein the gate instruction is a

processor-level instruction.
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vector, wherein the particular portion is associated with the second thread.
30. A method implemented by a multi-threaded packet processing engine,
comprising: executing a first thread to process a first packet, the first
packet having a seniority relative to other packets; executing a second
thread to process a second packet, wherein the second packet is less
senior than the first packet; reaching, by the second thread, a particular
stage of execution; detennining whether the first thread has progressed
beyond the particular stage of execution; and in response to a

detemu’aationﬂt@%ataeeﬁﬁ%é@gﬁﬁ% ARTBO YL A 08 GAREE PEMANS R on
0

particular stag execution, stalling execution of the second thread. 31.

PHSYHeRBECBrMIh Sormine shcthachaibiisigrnsthes Bregrrstahhexandabe
pregrassed Revand dhgoRaigulaiage WhaKXeCHc GQARBAIPES: entered and

determining whether the first thread has entered and exited the particular
stalgd e RadicutiBitage of RECHWEIPIbA of claim 30, wherein the first packet
has a first seniority indicator and the second packet has a second
seniority indicator, and wherein detennining whether the first thread has
progregéed b&VERAHS Prarsesing €igiys of gatitdfon comprises:

compagiRer et RE PR SITRFIYCIRAIS A6 MR HagPralsanetiDneisateite
determine whether the first packet is more senior than the second packet.

goringa HetRow JPAstRTi8E Wt dis e RRskBtread has an associated
first exeRAUGIR QEEERS JAEPOEARM sNess8RRANE ShiSRR ' @8e8nd ID register for
associated second execution _
storing a second flow ID associated with the second packet; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first

and second flow ID's to determine whether the first and second packets are from the same

flow.

24.  The packet processing engine of claim 18,

wherein the first set of processing resources comprises a first ID register for
storing a first flow ID associated with the first packet, and a first seniority register for
storing a first seniority indicator associated with the first packet;

wherein the second set of processing resources comprises a second ID register for
storing a second flow ID associated with the second packet, and a second seniority
register for storing a second seniority indicator associated with the second packet; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second flow ID's to determine whether the first and second packets are from the same
flow, and comparing the first and second seniority indicators to determine whether the

first packet is more senior than the second packet.

25.  The packet processing engine of claim 18,
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-103 progress indicator, and wherein determining whether the first thread
has progressed beyond the particular stage of execution further
comprises: processing the first and second execution progress indicators
to determine whether the first thread has progressed beyond the
particular stage of execution. 34. The method of claim 33, wherein the first
thread has a first gate vector register associated therewith, wherein the
second thread has a second gate vector associated therewith, wherein
the firsBREsl N IsPOBTERENINGRAIBE ISSORSE SATIIE SRR itd Masgdter for

ERHBIEL aRd MR SeraRdBeg AR gtepadndiCARLSeRIBFRY 10LINEr for storing
second gate vector register, and wherein processing the first and second

afusLtrBP s dRdisatonatsaciris tunth theslrsh paelsemp el Prrgrass egister for
sRiemyectirsgisia idohtaihe ficit ARk secrRahaxestianRsgaress

indicators; and comparing the first and second execution progress )
indicatdfRersn! thascrnBther! O RIATRSES (FFREHSHS GRtRPHIPI A SRBIHEY tpgister for

first threagbbasnproamesssd ey nth e RatiUlatande QbLEAREHIRIY register for

comprises: checking a value of a particular portion of a gateability vector,

SIPEREIA SRHRONSSRIOTEY prsiiatoiasiositrstantivihe AsecsddsiskiatAsdd sseond
Phragthadef elaknsty Wheknia éraghing the;RastisulasseeliRifkd with the

Instructions comprises: executing a gate instruction that causes the
SN HH¥h A8 determine whether the first thread has progressed

beyondiheprrte hatatacs HlRu86H b halisheMatiRd fhelpiuRSsirst thread

wherein determining whether the first thread has grogressed beyond the
B%Frﬂi’éﬁ%?%f\ég@m EWEM?&%@? execution by, at least, comparing the first

and second flow ID's to determine whether the first and second packets are from the same
flow, comparing the first and second seniority indicators to determine whether the first
packet is more senior than the second packet, and processing the first and second
execution progress indicators to determine whether the first thread has progressed beyond

the particular stage of execution.

26.  The packet processing engine of claim 25, wherein the first progress
register is a first gate vector register, and wherein the second progress register is a second

gate vector register.
27.  The packet processing engine of claim 25, wherein the first and second ID
registers, the first and second seniority registers, and the first and second execution

progress registers are dedicated, processor-level registers.

28.  The packet processing engine of claim 27, wherein the first and second

sets of processing resources are separate and distinct.

29.  The packet processing engine of claim 18, wherein the instruction

execution mechanism determines whether the first thread has progressed beyond the
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determining whether the first thread has entered and exited the particular
stage of execution. -104 38. A multi-threaded packet processing engine,
comprising: a first set of processing resources for executing a first thread
to process a first packet, the first packet having a seniority relative to
other packets; and a second set of processing resources for executing a
second thread to process a second packet, wherein the second packet is
less senior than the first packet, the second set of processing resources

RV R SGEs-OiirGRten xeharide marhsnEAPanisHas ariRhol rerigrbility

veashanismRiaxpegintine peernddhrsaduntihapadceishsisnef
execution is reached, and upon reaching the particular stage of execution,

the instruction execution mechanism determining whether the first thread

has pregressadRey@ninenRariculns slaetRi-adesphics: pretsiasRARSR,
to a determination that the first thread has not yet progressed beyond the
PRRESIRP stage of execution, the instruction execution mechanism

causingkexaationef thefpeopdddyeadin siaklet3thelie: PASKAHIAAL $SIBGority
engine of claim 38, wherein the first and second sets of processing
relatyr de ol BakSite and distinct. 40. The packet processing engine of

claim 28 euvifiREeAkdben N atreiel iR pR¥eRL HIfR FNE PASKES N BXERLIRS R@AEpacket
Instruction when it reaches the particular stage of execution, the gate

St eeRIR AR tHE Rk Etion execution mechanism to determine

whethegdiadishhreaeccbag BregiespedibaypadsherRasiauls; stage of
execution, and to stal| execution of the second thread if the first thre

e AT SRS o HEP L AT AESTatse B g g of

Packabpragassing engine of claim 40, wherein the gate instruction is a
in response to a determination that the first thread has not yet progressed beyond

the particular stage of execution, stalling execution of the second thread.

31.  The method of claim 30, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
determining whether the first thread has entered and exited the particular stage of

execution.

32.  The method of claim 30, wherein the first packet has a first seniority
indicator and the second packet has a second seniority indicator, and wherein determining
whether the first thread has progressed beyond the particular stage of execution
comprises:

comparing the second seniority indicator with the first seniority indicator to

determine whether the first packet is more senior than the second packet.

33, The method of claim 32, wherein the first thread has an associated first

execution progress indicator and the second thread has an associated second execution
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processor-level instruction. 42. The packet processing engine of claim 38,
wherein the instruction execution mechanism detennines whether the first
thread has progressed beyond the particular stage of execution by
determining whether the first thread has entered and exited the particular
stage of execution. -105 43. The packet processing engine of claim 38,
wherein the first set of processing resources comprises a first seniority
register for_ storing a first seniority indicator associated with the first

PragKes Wrisidns disl et deicn soeclntrdtp lireedrftiseigrossed

E%QQ{MI‘%@JQ&%EMIM&%@éﬂ@k&ﬁﬁlﬁﬁ]ﬂfﬁrﬁ%%ﬁlﬁﬁﬁwmy indicator
associated with the second packet; and wherein the instruction execution

mechaPHeFRsaBR HiHEY fetroptHe fratinnameras iprigiess i sieire whether
the B8t iRtAT SI89R BfSXRObIRA DA IRR A EARRAS NG dbG kSt and

second seniority indicators to detennine whether the first packet is more
senior than the second packet. 44. The packet processing engine of claim

38, wheuein thedirséiset of RIAGESSIRehERSAUHES QOB RS fifist 58RICEOr
reqgister for storing a first seniority indicator associated with the first

[Reiver ARt At dPprogitbs W het g ibe Rucend  ir it L REUorRiSrEEgss

Hsieairyasseaatedndtbithadifstitbreadionhrmpiedp &es@nek $esred in the first
processing resources comprises a second seniority. register for storing a

BRCOITAI LB Bt iR RfCIe S XSt ARt AR SRR 9R Sk Orgh (rdhe second

SRCONGtBF OGP RES, I AHSIBFoin PRIEBS iR S BEOREIENRCIHIORINRINaSSHI PRiSAIQY
associated with the second thread; and wherein the instruction execution

RS ANISEhines whether the first thread

accessing the first and second gate vector registers to obtain the first and second
execution progress indicators; and

comparing the first and second execution progress indicators.

35.  The method of claim 30, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the second thread.

36.  The method of claim 30, wherein reaching the particular section of
instructions comprises:
executing a gate instruction that causes the second thread to determine whether

the first thread has progressed beyond the particular stage of execution.

37.  The method of claim 36, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
determining whether the first thread has entered and exited the particular stage of

execution.
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has progressed beyond the particular stage of execution by, at least,
comparing the first and second seniority indicators to determine whether
the first packet is more senior than the second packet, and processing
the first and second execution progress indicators to determine whether
the first thread has progressed beyond the particular stage of execution.
45. The packet processing engine of claim 44, wherein the first progress
register is a first gate vector register, and wherein the second progress

registetds a sedBI-(aradsd agriRt Graesssing S8 e REHIEHBE processing
enginexgfrslatnAdrodosypinrtieiest andeesang Hlirkeaisdadsothe s anekt

second seniority registers, and the first and second execution progress
Pég}fgfeﬂgeai@to@&k%%@wwmwwﬁémaitﬁ@ﬂg?rzuwﬁfﬁ@;ﬁaéket

processigoRagiie PHladaide rvb@fthe fisianthsecontinseid &f process a
processingeresourc_es are separate and distinct. 48. The packet

Ervgier o Brsras! BARkeRIR 1SS SFROTHHBH e wafket, the second
seshanisnideteupines whsthenh adiis Hveas Rasumaoressadihay ard

the particular stage of execution by checking a value of a particular

[SHERSH T S Gereah MyPhRRSP, hRerins the sphamtiisrap ot Rasicdyatage of
¥iEouitienSe et direadlupbl feaching the particular stage of execution, the instruction

execution mechanism determining whether the first thread has progressed beyond the
particular stage of execution, and in response to a determination that the first thread has
not yet progressed beyond the particular stage of execution, the instruction execution

mechanism causing execution of the second thread to stall.

39. The packet processing engine of claim 38, wherein the first and second

sets of processing resources are separate and distinct.

40.  The packet processing engine of claim 38, wherein the instruction
execution mechanism executes a gate instruction when it reaches the particular stage of
execution, the gate instruction causing the instruction execution mechanism to determine
whether the first thread has progressed beyond the particular stage of execution, and to
stall execution of the second thread if the first thread has not yet progressed beyond the

particular stage of execution.

41.  The packet processing engine of claim 40, wherein the gate instruction is a

processor-level instruction.

42.  The packet processing engine of claim 38, wherein the instruction
execution mechanism determines whether the first thread has progressed beyond the
particular stage of execution by determining whether the first thread has entered and

exited the particular stage of execution.
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43.  The packet processing engine of claim 38,

wherein the first set of processing resources comprises a first seniority register for
storing a first seniority indicator associated with the first packet;

wherein the second set of processing resources comprises a second seniority
register for storing a second seniority indicator associated with the second packet; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second seniority indicators to determine whether the first packet is more senior than

the second packet.

44.  The packet processing engine of claim 38,

wherein the first set of processing resources comprises a first seniority register for
storing a first seniority indicator associated with the first packet, and a first progress
register for storing a first execution progress indicator associated with the first thread;

wherein the second set of processing resources comprises a second seniority
register for storing a second seniority indicator associated with the second packet, and a
second progress register for storing a second execution progress indicator associated with
the second thread; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second seniority indicators to determine whether the first packet is more senior than
the second packet, and processing the first and second execution progress indicators to
determine whether the first thread has progressed beyond the particular stage of

execution.
45.  The packet processing engine of claim 44, wherein the first progress

register is a first gate vector register, and wherein the second progress register is a second

gate vector register.
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46.  The packet processing engine of claim 44, wherein the first and second ID
registers, the first and second seniority registers, and the first and second execution

progress registers are dedicated, processor-level registers.

47.  The packet processing engine of claim 46, wherein the first and second

sets of processing resources are separate and distinct.

48.  The packet processing engine of claim 38, wherein the instruction execution
mechanism determines whether the first thread has progressed beyond the particular stage of
execution by checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the second thread.
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