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Stored in Storage Unit of Mbile Termnal 5 Technical Field The present
invention relates to a systemfor managi ng programs ( ppl et s)
stored in a storage unit, which is installed in or at Ilmmmlllmﬂmm mobile
termnal. 10 Background Art In recent ypars, nobile term Nals. ich are
equi pped Wi th nonvolatility nmnenories of c arati veI y | arge storage
capacity for storing application QES@RJHTI&%N ch are not stored when the
mobile termnals are purchased by their users, and which can execute the
application prograns have been 15 devel oped. The users of the

above- nentigned e termpal s cap, delet unnec sar catro
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prograns into the nonvolatility nenories. Therefore the users of nobile
term nals can use new application progranms w thout replacing old 20 nobile
t er m npl sTYk lﬁCEPF’iébe' le termnals. In sone of the above-nentioned nobile
term nal s, can wite application progranms into the nenories, Java

vi rtual I’Y&Tﬂé Ssett I )

virtual machi Eﬁss? gn:vgisatlgh Igg‘te%%@n% %@Pé;f; qu?gblgaﬁhgp? ﬂdgr?ﬁ%;&%r ogr agns
(i ncl udi ngpplets) saorddeirsh Storapeainitdwhich ZPimsealted if dri RthchRHB X fnobHe t ©
t he downl oaded Java application prograns into their nonvolatility
menor i es, texminalkecut e t he prograns. (Application prograns including

applets are referred to as "applications' hereinafter.) The above-nenti oned
nobile termnals can be inconvenient to use in situations where their

user acce several applications in a series of
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In recent years, mobile terminals, which are equipped with nonvolatility

memories of comparatively large storage capacity for storing application

programs, which are not stored when the mobile terminals are purchased by

their users, and which can execute the application programs, have been
15 developed.

The users of the above-mentioned mobile terminals can delete unnecessary
application programs from the nonvolatility memories and write other
application programs into the nonvolatility memories. Therefore, the users of
mobile terminals can use new application programs without replacing old

20  mobile terminals with new mobile terminals.

In some of the above-mentioned mobile terminals, which can write
application programs into the memories, Java virtual machines are installed.
The mobile terminals, in which Java virtual machines are installed, can
download Java application programs (including Java applets) through mobile

25 communication networks, write the downloaded Java application programs
into their nonvolatility memories, and execute the programs. (Application
programs including applets are referred to as ‘applications’ hereinafter.)

The above-mentioned mobile terminals can be inconvenient to use in

situations where their users want to access several applications in a series of

AN

T *GOOOO2*



FO0539/ 315P0339fr5%t i ons. Following is an exanple, which describes the
above- nenti oned drawback of the prior art, wherein, a user of a nobile
term nal needs to access application A for making an application for
purchasing commodities by mail order, and 5 application B for nmaking the
paynent for the purchases. In the presept exanple, the user, firstly makes
an application for the purchase of a certain comodity using application
A. At thiPLREYDS. t he user has not nmmde the paynent for the purchased
connndityeiégg9 and.t he user .takes necessary inforpation for
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to 15 any "appoi nted bank acc user 1 nput e paynent anount,

name of ¢kéEmphs)khetiyerbfindt] v enakest aﬂeip%ilicﬁtibﬁrfdrhher%ﬂ‘chh@é“iff’a @BftafiP On,
into the nmobile termnal which executes application B, while all along

r ef er ri ngcommddity iusing repplimation dh Adsthis istdge) thewasen has metcmade faper in
the previous step., Then, the user term nates application B, and starts
appl i cat i paymenydon the porchasedr eommaedity eyeterand: e ciseastakesedownc st ul |y
and that all the procedures, for, purchasing the nerchandi se has been

conpl et ediecpssanyskormation for makingihepayment, namelythe ameunt, the name ch i s
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descri bes, ‘'users o
remit the money to make the payment. By using application B, the user can

Ot

remit the desired amount of money from a certain bank account of the user to

15 any appointed bank account. The user inputs the payment amount, the name

of the bank, the bank account details for the remittance, and so on, into the

mobile terminal which executes application B, while all along referring to the

information which was written down on a piece of paper in the previous step.

Then, the user terminates application B, and starts application A again to

20  confirm that the remittance was done successfully and that all the procedures

for purchasing the merchandise has been completed. The user inputs a

command so that the mobile terminal, which is executing application A,

displays a screen showing the commodity purchase history, and the user

confirms that the remittance for the purchased commodity has been confirmed

25 by the seller, and at the same time, the user gets some additional information
such as the date of delivery of the commodity etc.

As the above-mentioned example of the conventional art describes, users of

mobile terminals need to change applications and input necessary data

manually when users need to make several applications using a series of



mobi | e t F@IIBNRISDeed to change applications and input necessary data
manual | y when users need to make several applications using a series of
F0539/ 3159 3 operations. As a result, the operations take tinme and the
users may feel the operations bothersone, as well as make m stakes while
i nputting information, which can causg problens in conducting business. 5
Di scl osure of .the Inventign To overcone the inconvenience of the
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coor di nat g allons. vvever nctions or data of an application
are used ‘? ’rC?’a%HL‘l |18r?%dflﬁ Hg%% €$Sestriction, it will not be
possible to maintain i nforrratlon security. For exanple, a nobile term nal
stores application C for managi ng schedules of users of nobile tern-finals

and agpl ipREIQUr&ofthe ThédsEdAt i ng and receiving enails. Application C

manages information concerning the schedule of the 15 user of a nobile

term nal , Thoobrdomse Hee inddhiehitndecof ﬁlé@éﬁv&ithdﬁ’dleagg tfeaanﬁ;fﬂg elntioned

appllcatlon Dis permtted to use the functions or p Ication C

w t hout abpvegsthel ¢hventorsshen thbe present uappliedtivn cdévedopdd t theseagaei | s to
his/her friends, there is a risk that the information concerning t’he
schedul e prmt@mngssmabeappd;campsu tmtthen nGnvelatilityt neernories edf tmobile/ her
friends. A 20 ransn f|55|on by default, of information to be kept private
can t ake '$IaNals,c gaabling cthem ecxlepﬂtel rﬁ'—'@%ﬁ%d arperations.aoweveryuifs i n
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emails. Application C manages information concerning the schedule of the

15  user of a mobile terminal, which the user would like to keep private. However,
if application D is permitted to use the functions or data of application C
without any restriction, when the user uses application D to send emails to
his/her friends, there is a risk that the information concerning the schedule
which is managed by application C can be transmitted to his/her friends. A

20 transmission by default, of information to be kept private can take place, even
because of trifling operational mistakes or bugs in application D. Therefore
security of information cannot be ensured for users of mobile terminals when
using applications. |

Leakage of information as mentioned above, as well as, destruction of

25  information, unauthorized rewriting of information, and so on, are serious
problems especially in the case of mobile terminals which may handle
valuable information such as personal information and monetary information.

As a method to overcome the problem stated above, the inventors of the

present application developed the idea that in order to ensure security in



present app43g/atisgn devel oped the idea that in order to ensure security in
FO0539/ 3159 4 communication, the reliability of applications should be
first determ ned; for which, information concerning the reliability of
each application is prepared in advance and the operations of each of
applications, which are related to one4 another, are to be nanaged on the

basis of the information concerning their 5 reliability. Nanely, .
appl i cat i SHBMEIeM1en theediabilitys @gapphé@rwmsa should be it{rﬁt detesnbnedyj fonl y
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whi ch can be executed by the nobile termnal,” and storing t programin a
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i nstance veRfedt her programis requested to execute an operation when
t he progra Whlg%.i s stored in the nenory, is under execution. The present
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- programs, the method comprising: a program- obtaining step of a mobile

15  terminal obtaining a program, which can be executed by the mobile terminal,

and storing the program in a memory of the mobile terminal; a coordination

information- obtaining step of the mobile terminal for obtaining coordination

information, which is used for managing at least one of start of another

program, which is other than the program, by the program and the

20 communication of data with the other program, and storing the coordination

information in a memory of the mobile terminal, and; an operation- managing

step of the mobile terminal determining conditions of at least one of start of

the other program and the communication of data with the other program on

the basis of the coordination information, which corresponds to the program,

25 in the instance that the other program is requested to execute an operation
when the program, which is stored in the memory, is under execution.

The present invention also provides a program management system, the

system comprising: a communication network, which contains a delivering

server, a managing server, and a mobile terminal; wherein, the delivery server



server, FOWRYIHY server, and a nobile termnal; wherein, the delivery
server F0539/3159 5 conprises a program storing unit for storing a
program and a program transmitting unit for transmtting the programto
the nobile termnal; the managing server conprises a coordination

I nformation- storing unit for storingscoordination information, concerning
the control of the coordinated, 5 operations of the program and anot her
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communication of data with the other program on the basis of the

15  coordination information, which corresponds to the program, in the instance
that the other program is requested to execute an operation when the program
is under execution.

The present invention also provides a server for a communication network
containing a mobile terminél, the server comprises: a coordination

20  information- storing unit for storing coordination information, which is used
for determining conditions of at least one of start of a program and
communication of data with the program in the instance that the program is
requested to execute an operation when another program, which is other than
the program, is under execution, and; a coordination information- transmitting

25  unit for transmitting the coordination information to the mobile terminal.

The present invention also provides a mobile terminal comprising: a
program- storing unit for storing a program; a coordination information-
storing unit for storing coordination information concerning control of

coordinated operations of the program and another program, which is other



coor di nate@53p8nani ons of the program and anot her program which is other
FO0539/ 3159 6 than the program and; an operation- nanagi ng unit for
determining conditions of at |east one of start of the other program and
t he conmuni cation of data with the other programon the basis of the
coordination information in the instagce that the other programis
requested to execute an operation when 5 the programis under execution.
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present inv on also provides a programand a record nmedium 15
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The present invention also provides a program and a record medium

15 containing the program, the program permitting a computer of a mobile
terminal: to obtain coordination information concerning control of
coordinated operations of programs, and; determine conditions of at least one
of start of a program and communication of data with the program in the
instance that the program is requested to execute an operation when another

20  program, which is other than the program, is under execution.

According to the program management method, the program management
system, the server, the mobile terminal, the program, and the record medium,
stated above, the operations of a plurality of programs, which are executed in
a mobile terminal are coordinated on the basis of the coordination information

25 according to the reliability of each program, and as a result, deterioration of
information security caused by leakage of information, etc. is prevented when

the coordinated operations are executed following the plurality of programs.

Brief Description of the Drawings



Brief Deguwyg3g/gengof the Drawi ngs FO0539/3159 7 Fig.1 is a block diagram
showi ng an overall configuration of an application delivery system
according to the first embodiment and the second enbodi ment of the present
invention. Fig.2 is an external view of a nobile termnal according to the
first 5 enbodiment and the second enbgdi ment of the present invention.
Fig.3 is a block diagramshowi ng a general outline of a configuration of a
mobi | e t ediigdals addockidiagnam shewing en everad mfzgmaﬂomhefh ancappdhdcatlon
enbodi ment .of the present inyention. Fig.4 is a diagram show ng data
corrponenF’E?thPerﬁﬁ temy; agcaging e to1ghe eliiShaembnsimentg and tthe fsecond
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storing unit according tothe first~enbodi nent an e secC _
enbodi memiobile t bermpinal eatcoriagt iton.théi dirdt | enibddini®at @hd" tthehawcagdan
an

exanpl e of data stored in a registration application area of _

appl i cat eowbadimentefithe presentiingention. according to the first enbodi ment of
the present invention. Fig.9 is a format chart showi ng an exanple of data
stored i nFagdedpor sdingram shewsny dfpl companents eaf ahemorypof ixanobile

info tion-. storing,.unit ﬁc rdin to the first enbodi nent, and the second

errbomﬂrreﬁ‘?“%m Recording tp the Just embodimegt and 4he sergnd emhadimenssfthes

show ng l.icatl.on- storing operation by a managenent server according
to the f%?%&ae?&ﬁﬂ‘zgﬁltﬁ%‘t and the second

Fig.5 is a block diagram showing a general outline of a configuration of a
management server according to the first embodiment and the second
embodiment of the present invention.

15 Fig.6 is a diagram showing a configuration of application information
management system according to the first embodiment and the second
embodiment of the present invention.

Fig.7 is a format chart showing an example of data stored by a user
information- storing unit according to the first embodiment and the second

20 embodiment of the present invention.

Fig.8 is a format chart showing an example of data stored in a registration
application area of an application information- storing unit according to the
first embodiment of the present invention.

Fig.9 is a format chart showing an example of data stored in a temporary

25  custody application area of an application information- storing unit according
to the first embodiment and the second embodiment of the present invention.
Fig.10 and Fig.11 are flowcharts showing an application- storing operation
by a management server according to the first embodiment and the second

embodiment of the present invention.



enbodi mrenFO®39031&E9pr esent i nventi on. FO0539/ 3159 8 F!g.12 anq Fig.13 are

i mges show ng screens, which are displayed in a mobile termnal when an
application, which is publicized by a nanagenent server, is purchased
according to the first embodi ment and the second enbodi ment of the present
invention. 5 Fig.14 and Fig.15 are flovwgharts showi ng a purchasing

operati on of ,ication, which is publicized by a managenent server
agcordi ng f‘é-fﬂ@fﬁp%ﬂ-l e Ao dMREAS Sélwmges%f@@md“&mbcarneﬁlsp_lﬁyetdwmmtesent
rchasi ng operation
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not given any rell accor 0 the first enbodinent and the second
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|'i cat iapplicatidaywiieh s pabieiZd hGnh ment serv€Pa éé@'ﬁ
2%01}“ rrenatppof tlhe’ pr}gsent pi%nvent [ gﬂ}.’ Fi g.%, Fi g.8624, and Fi gggg are 3

f I onchar tembodimeny amd thgpsécoaid @mbodimehvefliliprasentinvwhtitacor ding to the
first embodi nent and the second 20 embodi nent of the present invention.
Fi g. 26 i s HigefeandhFigdg ere dowchamts othoavimgdias pusstexsing) aperatioh eofs tant i on
when an application starting operation accaording to the first enbodi ment
and the watondurhds judged Hehave acgartainuehabdity utqnat putiticjzed by

i Sptyed! MPEBRERE sSvi, BhSoriRRgo, fak AEd. SHbocMEntd e crecond
o RSB S AGHBBheY, 0 oS on i L e et
show ng sqigass Figh¥o: and Fig26Rr8¥RAvcharts showing a purchasing operation of
an application, which is not given any reliability according to the first
embodiment and the second embodiment of the present invention.

15 Fig.21 and Fig.22 are images showing screens, which are displayed in a
mobile station when an application is downloaded according to the first
embodiment and the second embodiment of the present invention.

Fig.23, Fig.24, and Fig25 are flowcharts showing an application
downloading operation according to the first embodiment and the second

20 embodiment of the present invention.

Fig.26 is images showing screens, which are displayed in a mobile station
when an application starting operation according to the first embodiment and
the second embodiment of the present invention.

Fig.27, Fig.28, Fig.29, Fig.30, and Fig.31 are images showing screens,

25 which are displayed in a mobile station in the instance that a plurality of
applications do not execute coordinated operations according to the first
embodiment of the present invention.

Fig.32, Fig.33, and Fig.34 are images showing screens, which are displayed

in a mobile station in the instance that a plurality of applications execute



in a nobi F@539/&ti59n in the instance that a plurality of applications
execute F0539/3159 9 coordi nated operations according to the first

enbodi ment of the present invention. Fig.35 is a format chart show ng an
exanpl e of authorization informati on between applications according to the
second enbodi nent of the present 5 inwention. Fig.36 is a format chart
showi ng an exanple of data storeg_i n aregistration application area of an
appl i cat i%?rﬁmr%?ﬁiaﬁ)i’gﬁtlo§§o?¢% it ttoadhe rlarst gembodiment eafothie epriesentrent

of the pr-g1 gnh invention. Fig.37 is a format chart showi ng an exanpl e of
data stor! § fHoR- registration 10 application area of an application

i nformati i ng ' cording to the third.enodinment of_ the present
i nvent i anf]gls%j)é%'}l E&gﬁigl @&l‘grﬁg’&)@%n@n a‘?x@mﬁquﬂﬁ agatﬂm%i%ﬂafemaém on

I nf or mat i n oy di e | rd _enbodi nent _of the
present lféri]y/vggfl i oﬁt. ?giﬂ%&g&}@ﬁg @o}ﬁgtgegzﬂépt eb{b&ﬁﬁ)&ggnodfeﬁwrgsmt dat a
store§ byVingengsn., i nformation- storing unit according to the third

enbodi ment of the present invention. Fig.40, Fig.41, and Fig.42 is a

f1 onchart Rig®6 iga aformapbhﬁﬁtsﬂwwmgf&héihii‘lgﬂe STl Ah st @?e];ﬁtgﬁjah%ﬁt I on

downl oadi ng _operation according tothe third 20 embodinent o e present
i nvent i orappBieationbareaf aff aCapplicagionuinfohaatione stong luhit Bechidlih®toGe
paragraphs, the preferred enbodi ments of the presen i nvention are

expl ai nedecond embaodimant«afithaipresent ipvenfiotonfi guration [1.1.1) Overal |
configura

contl ouraty on pf el catl on del Luery systom Fg.1ie ablocke diagram
del iygry a%ﬁ%g{poinnartegeof" ggogﬁpq?crgtigonognftorr]renation storing unit according to the
third embodiment of the present invention.

Fig.38 is a diagram showing a configuration of an application information
management system according to the third embodiment of the present
invention.

15 Fig.39 is a format chart showing an example of data stored by a user
information- storing unit according to the third embodiment of the present
invention.

'Fig.40, Fig.41, and Fig.42 is a flowchart showing an application purchasing
operation and an application downloading operation according to the third

20 embodiment of the present invention.

Best Mode for Carrying out the Invention
In the following paragraphs, the preferred embodiments of the present
invention are explained.
25 [1] First embodiment
[1.1] Configuration
[1.1.1] Overall configuration of application delivery system
Fig.1 is a block diagram, which shows the outline of the overall

configuration of the application delivery system in the embodiments of the



FO539/ 313954h /g segent invention. The application delivery system conprises
a plurality of nobile termnals nanely, nobile termnals 11-1, 11-2, , a
plurality of base stations nanely, base stations 13-1, 13-2, , a
plurality of switching stations 14, nobile 5 conmunication network 15,
managenent server 16, authentication sggpver 17, gateway server 18,
Internet 19, and a plurality of content servers nanely, content servers
20- 1, 20-present INVERWANnobile terninal is referred to as “nobile term nal

11', each, hase st.ation (S.referred to as . base stat.ion 13", .each .content
server is épPpP Sa?BnafiéWé‘éMt%’ﬁfe@e‘ﬁ%P“ﬁgs a Hilifé ty of mebilecterpngls it 10
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net wor k , switching station 14, and base station 13, and it witesS the
downl oadedneamtl seateron3041nt20-2,t s - norRadiatmobiloemminalllis refefredf tomeii | e
termnal 11 can execute, at any time according to the user's choice, the
app! i cat i‘ombile termanal bl each bage stativw isaréferredetooasy‘base stdtiore 1 Bresichal  11.
Base station 13 is connected to nobile communication network 15_\%1/ .
comuni cXON&NtcSAIVEE 18 mekawead tavas clepntenstserven 202, heweatterapspectivelysi ifal 11

whi ch i ated | di igned Lo b tatiop 13, nakes a call
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built-in nonvolatile memory or an external nonvolatile memory, which can
15 store applications. Mobile terminal 11 downloads applications from

management server 16 through mobile communication network 15, switching

station 14, and base station 13, and it writes the downloaded applications into

its nonvolatile memory. The user of mobile terminal 11 can execute, at any

time according to the user’s choice, the applications written into the
20 nonvolatile memory of mobile terminal 11.

Base station 13 is connected to mobile communication network 15 by
communication cables through switching station 14. When mobile terminal 11,
which is located in a radio zone assigned to base station 13, makes a call to
mobile communication network 15, or mobile communication network 15

25 makes a call to mobile terminal 11, base station 13 establishes a wireless
connection with mobile terminal 11, and relays communication between
mobile terminal 11 and mobile communication network 15. Base station 13
keeps track of the existence of each of mobile terminals 11 in the assigned

radio zone by communicating through control signals frequently, with each of



FO0539/ 313)5830D/3169i l e termnals 11 by radio, and transmts the information
of the existence of nobile termnals 11 as positional information of
nobile termnals 11 to nobile conmunication network 15. Switching station
14 is connected to base station 13 and to nobile 5 comunication network
15 by communi cation cables, and establlbhes a comunication channel

bet ween nobjle term aI 11, ich has establjished wreles connectlon W th
base st atmﬁﬂ’hﬂﬁéer@ '%E ragmal g@nmlﬁeﬂxﬁom%orm@twwé teepXisignae
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nmut ual Iy connected through gateway swtching station” (not

of comumbsmnuaicatidl ehanhblbbbevedn mobile aéiminal ek Mowkickb has texbAblsdRd
communi cati on channels between nobile termnals 11 t hrough sw t chi ng

st at i ons wiueless coanecontwith bass statidrbi B cand mobile abommungtationknédtwork al so
connected to ot her commrunication 20 networks inot shown), such as a fixed
t el ephond net Moreovenr ewhen, mobilee tewninali chl owhichwohas 1%stablishedect ed
to Internet 19 thrpugh gateway serveg 18. Mobil e conmunication network 15
is eqw p SOTRIECAS ) crBRCCHQR eith anp HCWWH?EIQH(MWCHKOM) m‘&fﬂﬁ t he
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units.  switching stations maintaining the established communication connection.
Mobile communication network 15 is a communication network comprising
15  switching stations 14, which are mutually connected through gateway
switching station (not shown) by means of communication cables. Mobile
communication network 15 establishes communication channels between
mobile terminals 11 through switching stations 14 and base stations 13.
Mobile communication network 15 is also connected to other communication
20 networks (not shown), such as a fixed telephone network. Moreover, mobile
communication network 15 is connected to Internet 19 through gateway
server 18. Mobile communication network 15 is equipped with position
registration memory units (not shown), and the position registration memory
units store the positional information of mobile terminals 11, which is
25 transmitted by each of base stations 13. When mobile communication
network 15 makes a call to mobile terminal 11, mobile communication
network 15 transmits a connection request to base station 13, which can

establish wireless connection with mobile terminal 11 referring to the

information stored by the position registration memory units.



FO0539/ 315938)/3gpagenent server 16 is a server for delivering applications
to nobile termnals 11 in response to requests fromnobile termnals 11.
Managenent server 16 receives applications fromcontent servers 20, which
are providers of the applications, and stores the received applications in
a database, before 5 the applicationsjare delivered to nobile termnals
11. The adm nistration entity. of nmanagenent, server 16 exam nes applications
provi ded BYlapagement servelr 1901s & SEEratf Mebiverngoappheatignsofto coabale:
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managenent s transmts 15 ere ity index to mobile terninal
| 1 al ong Phé Adninisteridif @htiey of| mafabehRnt ReMéi21 6! edaHiRS ApplaRilddzat i on,
it is required that the application e purchased, downl oaded to nobile

t er mi nal prbyidedbycontaritedrvern0,)if theddministatiomsémtity ofeomtent séisep20s
usable (the operation to activate an application is referred to as

'act i vat irequessrtheiaskmimsirationmentity of \thamagementeserver 46r toedo 30; bidr theei ves
a request for ,purchasing an application fromnpbile termnal 11, .
managemeAdBNSEItIQR ety 0f Smanagament ssaryar of6 tdaternainess the wepigbilityt i on.

Vhen  1he .appl i capion is.downl oaded to mobile fepminal 11 t
cor viP 1dR8Rx A U APRHEFS Tomy (e yIRHPABLPI SEUTERY 96 HHaHE OREFRSIINSo
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term nal rééofdédeiiﬁ%%z&aﬁﬂsel Bftrh:Yﬁ%%é?ﬂex?tp%ﬁH 9%. f%ehhﬁnaﬁagéhﬁzﬁrt 'sgpverw’en
managenent server 16 conpl etes tHe preparation of Lransm€sion of an

appl i cat i@ recepesaal ir¥@idseNforoRAIMAMISSioA oI apPAppHehtien; WRIHRIBNG
server 16 transmits informati on concerning these operations to a charge
managenemneliabilityrinden; fedmvempbile terminal 11, management server 16 transmits

15 the reliability index to mobile terminal 11 along with the application.

If mobile terminal 11 uses an application, it is required that the application
be purchased, downloaded to mobile terminal 11, and activated namely, made
into a state where it becomes usable (the operation to activate an application
is referred to as ‘activation operation’ hereinafter). When management server

20 16 receives a request for purchasing an application from mobile terminal 11,
management server 16 prepares a transmission of the requested application.
When the application is downloaded to mobile terminal 11, management
server 16 appoints an area for storing the application in the memory of mobile
terminal 11, and permits mobile terminal 11 to store the application in the area.

25 Moreover, management server 16 instructs mobile terminal 11 to execute an
activation operation for the application. When management server 16
completes the preparation of transmission of an application or an activation
operation of an application, management server 16 transmits information

concerning these operations to a charge management server (not shown),



FO0539/ 315B033)/3W39ch i s connected to nobile communi pation netwprk 15. After
the charge managenment server receives the information concerning .
conpletion of the preparation of transm ssion or an activation operation
from managenent server 16, the charge nanagenent server cal cul ates the
usage charges of the 5 application for]8obile term nal l\bnonht he basis of
the infornption. Authe tlcatlo server 17 is a server i ch manages
public ke‘gglc& 1§6ennect ea mmfﬁﬂﬂ&@él@ﬂnﬂeté@r\keﬁ 16é\fterotheenharger ver s
20, and hentication server 17 in ublic key system Wen

aut hent i P%e’?gptéﬁr‘ﬁ?f Feseaysse the, mﬁKﬁt‘ﬁ!&Q“ wncgrrpum compighian oh they of

20,
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tent server stores one
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managenment “server 16 in response to reques pl'i cati ons nade

by managenfentheneicution Kervéihe748m Bérvier, 2ihiéh SRifdgesPublic@ kbggtof%%\sa% 20

can transmit the applications to the adm ni stration entl managemnent

server 1aermmaiarlrly|mgnagﬁmenasemrl Ko scariteht gen@ing Q0 Sarfdf aﬁﬂféntxcauon
applications if_necessary, and obtain reliability i ndexes of the
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unit of nobile term nal
applications to management server 16 in response to requests for the
15  applications made by management server 16. The administration entity of
content server 20 can transmit the applications to the administration entity of
management server 16 for carrying out examinations of the contents of the
applications if necessary, and obtain reliability indexes of the applications
from the administration entity of management server 16 according to the
20  result of the examinations.
[1.1.2] Configuration of mobile terminal
Following is a description of a configuration of mobile terminal 11, making
mobile terminal 11-1 as an example of mobile terminals 11.
Fig.2 is an external view of mobile terminal 11-1, and Fig.3 is a block
25 diagram showing the outline of the configuration of mobile terminal 11-1. As
shown in Fig.3, mobile terminal 11-1 comprises display unit 21, operating
unit 22, antenna 34A, control unit 31, control memory 32, communication

unit 34, memory controller 35, memory 12, and voice input-output unit 36.

Display unit 21 is a component by which the control unit of mobile terminal



I FO539/ H¥RW31591-1 di spl ays nessages to a user of nobile termnal 11-1.
Display unit 21 displays an operation nenu screen for execution of
applications as shown in Fig.2, as well as nmenu screens for other kinds of
operations, browser screens for displaying information received from

i nformation sites, and various kinds 5]4f information such as strength of

radi o wave andg. t el ephone nunbers. Operatjng unit 22 is a_conponent, which
provi des Findt &éefay(ﬁnme%a%nm @ USET; © rgqivﬁaotéﬂamzlgltﬂi. tDisplay witiZdped

wi th operation buttons,. on which s ols such a nuqbers are printed, and
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according to the control progr ich are stored In control  nmenory 32.

Mor eover, Qpeérativlg wiit 22338 ar @RfipoAsit, MChgROVARE InsGUCHBAP EY cdhtrol Bhugh
menory controller 35, and executes the applications. Control unit 31 can

use functllor@peratitet anitf22iis eqpipped: with eperatibn buttensyron Which syaabolsse t o
requests made by a control programor an .agpl ication, which is under 20
execut i orsuchnas ygrmbersages promedolandniappbibuttans23d+ Appli-byttest 28ois an

permtting to. use the functigns or the data,.as well as identification
P nf or et [CRETRHOR PELORY wbﬂclp?wrtmﬁ rtmmxﬁﬁymg: spestiongnicapplicatianse

requ ﬁt’ to nem)ré controller 35. Menory controller 35 uses the
iden? fi P25 fiHor mation for judging if the request should be accepted

appl i cat | auatelna; A 5 & hOBFGHRR SRFEH Bt Aol Ao SWave, gara
) 5 ST S AT Al SRS o BRILGR RIS,
vol ati |i t YComedk ¥nitr3 i@ mHidrapidcess@maviyichncomtrsls all other components of
mobile terminal 11-1 except memory 12. Control unit 31 controls each of the
15 components according to the control programs, which are stored in control
memory 32. Moreover, control unit 31 reads out applications from memory 12
through memory controller 35, and executes the applications. Control unit 31
can use functions or data of an application stored in memory 12 in response to
requests made by a control program or an application, which is under
20 execution. In such a case, control unit 31 transmits a request for permitting to
use the functions or the data, as well as identification information of the
control program or the application, which made the request, to memory
controller 35. Memory controller 35 uses the identification information for
Judging if the request should be accepted or not. Control unit 31 can execute
25 several control programs and applications at the same time, but control unit
31 does not allow any data to be passed between the control programs and
applications directly, and all data are passed through memory controller 35.
Control memory 32 is a volatility memory or a nonvolatile memory in which

control programs of control unit 31 and data managed by the control



control FERB8ERES9f control unit 31 and data nmanaged by the control

FO0539/ 3159 15 prograns are stored. Control nenory 32 is also used as a
work area for control unit 31 to execute the control progranms. The control
prograns include several prograns, which realize basic functions of nobile
termnal 11-1 such as nenorizing tel epfione nunbers, which are installed
when nmobile termnal 5 11-1 is _sold. Communication unit 34 is a conponent,
whi ch t r JTO8TAMS 1 ¥ eapi@redc bionseol megnenys 32y Bmalses used s 8nwogkpgreaatiito wave
t hr ough ant%n a 34A, Wen rmgile termnal 11-1 needs to transm.t an
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recei yes raqijQ sWhye signals frombase station 13 through antenna 34A,
comuni cation unit 34 denodul ates the received radio 15 wave signals to
retrieve aP@ind@hicationOinidadA i§onicenishdnt, Wisicha@hfsmatdeto ah@npdceivdsl the
retrieved data are an application, comunication unit 34 transmts themto
nmenory coignals! fionddbasef stationr ¢8r bevesdidatwaver thrdugh t atexina C34AdWhen
comuni cation unit 34 transnmts themto voice input and output unit 36.

O her wi senobdantenininali bh-lunceds4ottramsmitt any heformatian ¢a biaseastationoh,r ol
unit 20 31. Voice, input and output unit 36 inputs and out puts voi ce data
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. anal ogue wheR@bsnmihitation umdit 34%iee@ives radio wave signals from base station 13

through antenna 34A, communication unit 34 demodulates the received radio
15 wave signals to retrieve applications or data contained in the radio wave

signals. If the retrieved data are an application, communication unit 34

transmits them to memory controller 35. If the retrieved data are digital voice

data, communication unit 34 transmits them to voice input and output unit 36.

Otherwise, communication unit 34 transmits the retrieved data to control unit
20 31.

Voice input and output unit 36 inputs and outputs voice data when the user
of mobile terminal 11-1 has conversations with any of the users of other
mobile terminals 11, or on fixed telephones, and so on. Voice input and output
unit 36 comprises a microphone (not shown), an A/D converter (not shown), a

25 D/A converter (not shown), and a speaker (not shown). When the user of
mobile terminal 11-1 talks, voice input and output unit 36 receives voice
information of the user of mobile terminal 11-1 through the microphone as
analogue signals, and converts the received analogue signals into digital voice

data by the A/D converter, and transmits the data to communication unit 34.



data by thgs39MBigonverter, and transmts the data to communication unit 34.
F0539/ 3159 16 On the other hand, when a conversation partner of the user
of nobile termnal 11-1 talks, voice input and output unit 36 converts
digital voice data, which are provided by conmunication unit 34 into

anal ogue signals by the DDA converter jgand makes sounds by the speaker
using the agﬁlo ue signals. 5 Menory controller 35 is a m crqQprocessor,

whi ch corPpdhs athemband,swbag agenversaiion parisenpf ghe Hsereelwmabilestesminab and
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i ndex that i's higher than a certain evel ; menory controller 35 receives
t he reli anehidry il2dandalcongmwhidatiore urdp34.caWhen. commusicationasait 3dnory
controller 35 wites the received reliability index in the same nenory

ar ea wherteansmits i are sapplcatiom, i meniany. cohtrolleendd yweites rthiel appliGatieeinves a
request for pernmitting to use 20 functions or data of an application
witten imemoryr 12170 theneppligatieqsdich gompumicatiom ginib 3detransmitse quest
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controller 35 receives a request for "perm ssion, nenory
data. If an application, which memory controller 35 receives from
15 communication unit 34 is given a reliability index that is higher than a certain
level; memory controller 35 receives the reliability index along with the
application. In such a case, memory controller 35 writes the received
reliability index in the same memory area where it writes the application.
When memory controller 35 receives a request for permitting to use
20  functions or data of an application written in memory 12, namely a request for
permitting to read, a request for permitting to write, and a request for
permitting to delete functions or data of an application, from control unit 31,
memory controller 35 judges if the request should be accepted or not, and
executes a proper operation to memory 12 on the basis of the result of the
25  judgment. The request for permitting to use functions or data of an application
written in memory 12, which is made by control unit 31, contains
identification information of the program, which requests the permission.

When memory controller 35 receives a request for permission, memory

controller 35 checks the reliability index of the program, which requests the



control | eF)839/3180ks the reliability index of the program which requests
the F0539/3159 17 permssion. If the program which requests the

perm ssion, is a control programfor nmanaging control unit 31, nenory
controller 35 accepts the request w thout any condition, and executes an
operation to nenory 12 follow ng the Q&quest, since control prograns are
given the highest |evel of 5 reliagi.lity i ndex.. On the aother. hand, if_ the
program REra§SI08 e‘%"tm@gf‘y@sn’?" iGhy Fequestsnthey NErayssion, isad ¢otEokenory
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expl ai ned above, and only when the reliability 1ndex of the application,

whi ch  nedpesifies thegmeniorysarda whersathe apphication isr steréd ghemémon) 12han

the reliability index of the application whose functions or data are
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after it coiteallerea3iuresmpares the reliability indexes, which are obtained as
15  explained above, and only when the reliability index of the application, which
makes the request is of the same level as, or a higher level than the reliability
index of the application whose functions or data are requested, does memory
controller 35 accept the request, and then executes the necessary operation to
memory 12 according to the request. Operations according to the permission
20 method using reliability indexes mentioned above are explained using
concrete examples in the latter part of this description.
Moreover, memory controller 35 generates a secret key and a public key of
mobile terminal 11-1, and encrypts and decrypts data by use of the secret key
and the public key. Memory controller 35 generates a pair of secret key and
25 public key according to a keyword, which is input by the user of mobile
terminal 11 under the control of control unit 31. Memory controller 35
transmits the public key to authentication server 17 through communication

unit 34, and at the same time, stores the secret key after it takes measures for

protecting the secret key against leaking from mobile terminal 11. If memory



protecti ng05BY/3969r et key against |eaking frommobile termnal 11. If
menory FO0539/3159 18 controller 35 receives data, which are encrypted by
use of the public key of nobile termnal 11-1 from an external source

t hrough conmuni cation unit 34, nobile termnal 11-1 decrypts the encrypted
data by use of the secret key. Wen mggory controller 35 tra_nsm3£15 dat a
frommermory 12 to,gn external 5 body through conmunication unit 34, nmenory
control | e?grﬁf)ozlé‘?k?g pESCLVEE (gié@,aWth ase e@prymédsl?c Fléf Qfet%eopubﬂ;m |kle§t of
termnal 11;1 if nec ary. Menory 12 is a nopvolatile nmenpry for storing
appl i cat i@ﬁ?h%ﬂ&‘ﬁ’éf@'ir@%@ %GXWB# Wréﬁttgm coaeNICAON gt 34,
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ar eas forbyl.ﬁs@pﬁkhe;gééxenkeywrﬁbbﬂe%ﬁﬁinaqimepifﬁéée%tehiy.ty I ndexes of a
hi gher level than a certain | evel by managenent server 16. Managenent

areas 40 avemanypd@eis aohonwohgeemenmrgafdOsforing applitatiofsEWhieheared0- n
("n" is an arbitrary positive integer), and free areas 41 are conposed of
free aredeggived from air externalesowrtenthroughi cormmuarivatiomnnipSdi and adata,
integer). In the follow ng description, 20 managenent area 40-1 and free
area 41- Winah aremanaged: eapplicaignagdiigrt 1raediagramarshowiag damas 41

. plicationsg gk Joms ms 4

at 818 o COORGRS AR FOPRITHIIR | Ly i nf or mit i on area 4R 1. An Appl i cation |

mnaged bMPRSPAIERNGEE e bhtetieR UmRridy Sress whibaeaiielel o ca.
d by the"Y . 1R “pBEPEAY: B 2 eIt o

gi ven o 1 Manae AR GLE frek dicks AT MMdRk bt 0e AT R 1 o

area 41- appiicationSeWhich aregilenciabilify Brlekéé tatiid ¢ofed Righédaeddithhn

a certain level, by management server 16. Free areas 41 are areas for

15 applications, which are not given reliability indexes of a higher level than a
certain level by management server 16. Management areas 40 are composed
of management area 40-1, -- -, management area 40-n (‘n’ is an arbitrary
positive integer), and free areas 41 are composed of free area 41-1, - -, free
area 41-m (‘m’ is an arbitrary positive integer). In the following description,

20 management area 40-1 and free area 41-1 will serve as examples of
management areas 40 and free areas 41 respectively.

Management area 40-1 is divided into application area 40A-1, data area
40D-1, and reliability information area 40R-1. An Application is stored in
application area 40A-1. In data area 40D-1, data, which are managed by the

25 application stored in application area 40A-1, are stored. In reliability
information area 40R-1, the reliability index, which is given to the application
stored in application area 40A-1, is stored.

Free area 41-1 is divided into application area 41A-1 and data area 41D-1.

An application is stored in application area 41A-1. In data area 41D-1, data,



An appl i G05393159stored in application area 41A-1. In data area 41D 1,
data, F0539/3159 19 which are nmanaged by the application stored in
application area 41A-1, are stored. The storing operation and deleting
operation of the application in application area 40A-1 and application
area 41A-1, and the storing operation phd deleting 5 operation of

reliability index in reliability [.nformation area 40R-1, are executed by
menory ¢ é’f‘ﬁ/‘tcbl qrg;y mapaged ynthe, athFﬁté?ﬂ (ereshin gpplicafden pyea fedbrderidht
server 16 Oé the other hand, the reading operation of the application in
appl i cat iSB‘?fe rea 40A-1 and application area 41A-1, the reading operation

Oper ot | oo Hie totinEabdrbR Andfdielify ' dHeFAGRN b‘fzb%éx‘%ﬁa‘éé’t?é%mé%?gé%%iﬁé”f_ 0
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[1.1. 3] nfiguration o nagenent server di‘agram
showi ng exgenrdabyonidhory Yontrallk BIuaédording®fto IRPALEITR! Pﬁgfliueﬂ B9

Managenment server 16 conprises cryptograph key storing uni
appl i cat manageimentasérversi6r iOw thei bthiet, hand) thefeadiig wperationi 6o thei t 53,
and control unit 54. Cryptograph key storing unit 51 is a unit for storing
a secr et application 1n apphisgtionrarea &i0/erl asd gpplication abga ddAt-1othairsadifg, and
e bt B 7 et i~
ot DR G 8 B T 5keR B b e AT el Ohsligh 19
10D 2CeobAISY oy 5 el R0 0 L Bha" S Pt il
1 220 RSN of 8k Y BARTRIOPLY AP U s A0 Y ESRLOY, 19
menor i es niéinofy eeatroller 35 in response to requests made by control unit 31.
[1.1.3] Configuration of management server |
15 Fig.5 is a block diagram showing a general outline of a configuration of
management server 16. Management server 16 comprises cryptograph key
storing unit 51, application information storing unit 52, user information
stoﬁng unit 53, and control unit 54.
Cryptograph key storing unit 51 is a unit for storing a secret key of
20 management server 16 generated by control unit 54, and public keys of each
of mobile terminals 11 and each of content servers 20, which are obtained
from authentication server 17, in the form of databases.
Application information storing unit 52 is a unit for storing applications and
information on locations where applications are stored, which are transmitted
25 by each of content servers 20, in the form of a database along with other
information of the applications such as names of the applications.
User information storing unit 53 is a unit for storing information, in a
database, to recognize which applications are written in memories 12 of each

of mobile terminals 11, and which applications have been purchased by users



of nobi | eFEBOY3EeE 11, and which applications have been purchased by users
FO0539/ 3159 20 of each of nobile termnals 11 to be ready for downl oadi ng
to menories 12 in response to the users' requests. Control unit 54 is a

m croprocessor, which controls each of the conponents of managenent server
16. Control wunit 54 controls operation®@f obtaining 5 public keys frg(r)n
aut henti cat.ion server 17, obtaining applicatiaons fromcontent servers ,
decrypt i ng{t 59&1 pgmwll& terppingls bt &0 bedeggdy dar dewnigadinggo mppiariest 1 i,
which are to be transmtted to nobile termnals 11, and delivering the
applicatiW%eﬁ%gﬂq’éls?’@rﬁ?ﬂ%sis-ll. Moreover, control unit 54 updates the

data in th t abas of cryptograph key,storin nit 51 0 application
nf or mat | oﬁ@?@ii%ﬁﬁi‘? aibrrtogesior; whichsontlSeach RE tﬁ% contponengy, fch
are cause i . tr i 4. .Data.formats o
each dat agg%a%éfenrg%% éé)r#lé’r?? p@e?@&ﬁ%ﬁ%ﬂg efﬁh@“&’ﬁ%@@t ?8 rqg)te[pg?ng 4
transmtt APRhUE atrh RN S\ hecexplalnedhn latt .

(Lo ¢ UBIEPRELS oo Saifnth pRGSKPLENRET 170 S0I8iHiRe! SppRiions ol °]
di agr am sberiiend sefva@pzo,qvédryptingfar:,fpmtati@riss,rrwmaﬁrmete @a e'h%%;&t by
nobile termnals 11, managenent Server 16, and content se€ yer _. er
i nf or mat i applcationsy whitls a aoe beonpasedited tsemobile®r wWRniNAlsSUQ! i Hid  uni t
53-1, user information storing unit 53-2,  , and user information 20
stori ng udelivedng thetapphications 40 anebile agemimils 4 1c Mosspendcontrobunitti4 e
termnal 11-1, nobile termnpal 11-2, , .and nobile termnal 11-k ('k' is

an i nt egépdatgsuihey data Hunther dstabases | of t enyptoguaph1 key stonbegt unitl $1, User
oot L | SRl oo bR Sang s
an " ar oa TREE ekt Bl Y Bk 208ioL BpetiBftins. ol GIFOLERCI4Gr o how stored in
On ' he ot nEPHf Tofaliy ! E8IF  Etapdectof TdRadorhént o 16, phl oS or
I nf or mat | @perations for transmitting applications will be explained in the latter part.
[1.1.4] Configuration of application information management system
15  Fig.6 is a diagram showing an application information management system

realized by mobile terminals 11, management server 16, and content servers
20.

User information storing units 53 are composed of user information storing
unit 53-1, user information storing unit 53-2, *--, and user information
20 storing unit 53-k, which are data storage units corresponding to mobile
terminal 11-1, mobile terminal 11-2, - - -, and mobile terminal 11-k (‘k’ is an
integer showing the number of mobile terminals 11), respectively. User
information storing units 53-i (i=1, - - -, k) is divided into downloaded
application area 53A-i and download-ready application area 53B-i.
25 Downloaded application area 53A-i of user information storing unit 53-i is an
area for storing information of applications, which are now stored in
management area 40 or free area 41 of memory 12 of mobile terminal 11-i.
On the other hand, download-ready application area 53B-i of user information

storing unit 53-i is an area for storing information of applications, which are



storing WO3393159is an area for storing informati on of applications, which
are F0539/3159 21 not stored in nenory 12 of nobile termnal 11-i, but
have al ready been purchased by the user of nobile termnal 11-i and ready
to be delivered to nobile terminal 11 in response to a request from nobile
termnal 11 at any tinme. In downl oaded application area 53A and

downl oad-ready application 5 area 53B, infqrmation of applications such as
names of “é)&pf’rtptf‘éf il nEen)ysilgno r@ﬁgﬁﬁst%mlﬁblpllilclatb‘ﬁnbﬁwd?élmad}{ dgenon

nmb f i dent i fyi h i cati. i zes ,of | i catjqns,

05 S BLHER AR abl oot T el B8 on,
t . I eat | tc, is stpred. Rig.7 is.a,farmat chart
howi ng AHOBREefbirBR L F vefifiss i selneSCRbRl spole Sefrdinhy ﬁglgﬁaw 531
whi ch il ' : ' ' i.f-w the
expl anat e B i loRRe0 SR ardy S3A 30 dbBnibiieidy %bgi caﬁﬁnnrnbe¥
¢ i : . . _ e o
dat o Shogect 8o, ARG PR aBORE uH TR pars GT Applfcduls, ReigH ©, 7
mobi | e t eiuihbers 19f lapplicatingl i ¢@déntdicadvis e nuidbérsie fbr f iidahd n@uré_aen 'S
"AP-3568' is stored, and the activation operation for the application has
been comapepliedtioftf csiage of nipplicationsysdistinctionpebetweey cohmplédont ands in
tenmporary custody application area of application information storing unit

52, wher anegipplesian ehactivation opesatiens) storagetnumberssef applicatéons, etpadsari | y

stored. The gppl.i gati ong, which haye already been transmtted to 20 nobile
t er mi nal Sfﬂ.rﬁa- g;ldg%gis de toehayt gsan fHramplesobdat steredebyiwsergi ven

svanfe SRRUSEIGDRER SR 51 VAR S0 0h & BB lentiod D™
s L 0o TRV L SimAty e ErelaidiBpRls SRS BrY BE it BR bE b B on 25
has bee“%&&ﬁ?ﬁ@éﬁiﬁn nﬁmﬁé}gffiagg@&%&fan?aﬁgigﬁﬁbﬁ, Eff&gmsr?ggfgﬁ@]&.shom In

Fig.7, there are tour ap cat 1 ons, are no menory 12 now,
but the ugaicopdingty tiee exspl@ral dala dhdwa ial FRavyimapplhiesssh afch JeAsipe can
downl oad at any ti1 ne.

of management area 40-1 in mobile terminal 11-1, the application whose

15  identification number is ‘AP-3568’ is stored, and the activation operation for
the application has been completed. Storage numbers are used for specifying
the locations in temporary custody application area of application information
storing unit 52, where applications, which are ready for transmission, are
temporarily stored. The applications, which have already been transmitted to

20 mobile terminal 11-1 do not need storage numbers, and no storage number is
given to such applications in downloaded application area 5S3A.

According to the example of data shown in Fig.7, in application area 41A-1
of free area 41-1 in mobile terminal 11-1, the application whose identification
number is ‘F-0325 is stored, and the activation operation for the application

25  has been completed.

Further, according to the example of data shown in Fig.7, there are four
applications, which are not stored in memory 12 now, but the user of mobile
terminal 11-1 has already purchased and he/she can download at any time.

The application whose identification number is ‘AP-4125’ is one such



The appl i G533 ps@se identification nunber is “AP-4125" is one such
F0539/3159 22 application, and the application itself is stored in an area
of application information storing unit 52, which is identified by storage
nunber "T-7851'. On the other hand, it is found that the application whose
identification nunber is ~AP-3021' ispt stored in application
information storing unit 52 at present 5 since a sign, which says "already
del ot od  ABPHEBUPBeANInthanapPlishTioBt theldels Alorodrin an area afs apphication hat

t he appli c@?iron whose identjfj] is stored in

regi st r at POOTHHOC OIS Uk é%&% lfnf'g Py byggpé%?angrm "Etcf_é&5h’_ot .
' .Sl I S. qi. I n e
S B IR 81 o ST o SRR et
oresent nit APsTOB S s B RAGrIBORTRiOR NaiE w52 BEBrSent on
. mory. °
Chese appliee, hoTgh, NHch (s ChircAdy, Bkt oD, Foctitediin Hd et fcast or

As shown honfbed’ 61t i8RIsd Foah@that iy gp@i@ﬂi@ﬁ WHAL fta@g&ifé%ﬁ]%a%ﬂnﬁs? is 1°

registration application area 52R and tenporary custody application area
52T. In tAB-4513t iiorstenml iinarégistratien icdtidrorarea i SPROBS "MaMagément Of

applications, which are developed for nobile termnals 11, _‘suc.:h as nanes of
appl i cat i seryerdr anddoesimot requite apytbraget namber, sinoe inbi dathiis givenbe tise of
applications. sizes. of applications, usage charges of applications,
over vi ew 8PPHEAtQmcin othe dterapstosage dwsli,nbét‘e. As &t Um&rabiﬁpgo?;&eh ahe
appligations,. or in the .information on l.ocation ere, applj.cations are
sf gr L WBB‘&?‘E?%“%‘I?SF HBE?"“#%%M Styedip 5%{ I dbélﬂpp cﬁtm lares
I ndexes, hC I hj | qvel _than erstain.] eyel .. i rati on
such as rgﬂaaglr ‘fai*%?}ﬁjl"%%&xﬁ‘g{f%é‘rfsai ﬁ‘af’ﬁ‘%ﬁ?‘y %ewogﬁiﬁ Y@Q‘Pﬁﬂsﬂbg’?h&
ubl i ci zegcpati i+ thdks hi ' ge
Char gos. bay ertiol BpBrtiche R LS wpRBkafos e} HOF Bettl cYRCNREE Mfndeelif Y,
of managetetiiesecippticafions Aheréfoss, §6 dagfis givéﬂ%ftlﬂéiﬂeﬁi“a&ﬁ%io?ﬁ lon area
52R. Regarding applications not given reliability indexes, Ich are of a
hi gher | evAls shawm ineFigi6p applidationD' inferngatien $torinighamnit 2 comprises
15  registration application area 52R and temporary custody application area 52T.
In registration application area 52R, information on many kinds of
applications, which are developed for mobile terminals 11, such as names of
applications, version numbers of applications, identification numbers of
applications, sizes of applications, usage charges of applications, overview of
20 functions of applications, etc. is stored along with the applications, or in the
information on locations where applications are stored. In addition to them,
regarding applications given reliability indexes, which are of a higher level
than a certain level, information such as reliability indexes, distinctions
between applications being publicized and unpublicized, distinctions between
25  collection of usage charges being undertaken and not undertaken by the
administration entity of management server 16, are also stored in registration
application area 52R. Regarding applications not given reliability indexes,
which are of a higher level than a certain level, ‘0’ is given for the item

‘reliability index’ in registration application area 52R.



“reliabil IROp3MBESO in registration application area 52R F0539/3159 23
Fig.8 is a format chart showing an exanple of data stored in registration
application area 52R, and in order to sinplify the explanation, it shows
only the itens "identification nunber of application', "reliability

i ndex', “publication', “collection of 2Bage charges', and " storage

I tion information' . Regarding.the storage |log¢ation infornmation of

appl | cati ORISR N & At oriEt ShORBE AmRaRITIE O Pkt Siarae anregisirabonan
specify | .1.ons wher 1 es,.contai ning applications are stared. In the
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used int I et u t st or.age l.ocati,on .i.nfor.nati,on.
Accordi ng % '? #?Zﬁgsnflodre\x%]ﬂcggﬁ& oﬁ'g&lbl%i regi §Pﬁl<ri? & appr?léagflh% éﬁ&eolx 52R
shown as A K s Ad e | ' S
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entity of adbprrenpodindt of einfermdton anchiche canPipetify dochliogs fwherestfiegd in
registration application area 52R On the ot her hand, If'It. i's fqupd t hat
the appl i cantasningnvapplicatiens i drec stared. dnntler foHowARg3déstriptionyi Vaiiform as
its reliability index, the application is.ﬁbl icized, but the collection
of usage &Keapykce Locatars ﬂpﬁmiawénclbwc heidelpi wsed mithe nlnsentniet,y will be

managenent serv 16, and the 20 fag,gll i.cation is not stored in application
i nf or mat i ¥ f‘%%?\@tq}”ﬁg? QI HHEEMAtION. s stored in the |ocation

if “ftn: .ab f1. . .appl i.cat j.on' Cfil f
o cifhe. cibcorate 1 e lforiRatith oreH  iBhFogisGation sunioation FeA Meber i s
" F-3251" | t Qi l.i.ali:Lid y ;i d data . 15:0i.ven for the
items " pu ﬁ?@gt ia%hy&gg%l%?égfﬁggﬁ%ﬁ{ g’gelyfé’gag ctﬁgI‘ gg’tse .aﬁfﬂé&ﬁ@%quﬁpé? Zi ng
of appli cildmificativh wiRWdrals NAPLISEPOld g%:?ﬂs%@u& I}éﬁ@ﬁlit?%n&%ki th@s the
di fferences between storing an application, and storing [ocation

i nf or mat i applivation kepeblitizeddd manidgemeat §&vepa 6t té cbllectio® oFthesage | N
t enporary cust ody aﬂpl i cation area 52T, applications whose storage
charges of the application is undertaken by the administration entity of

15 management server 16, and the application itself is stored in registration
application area 52R. On the other hand, if it is found that the application
whose identification number is ‘AP-3712’ is given ‘5’ as its reliability index,
the application is publicized, but the collection of usage charges is not
undertaken by the administration entity of management server 16, and the

20  application is not stored in application information storing unit 52, instead, it
is stored in the location specified by ‘ftp:/ftp.abc_software.com/application’
as a file name of ‘ap_0306.exe’. Furthermore, the application whose
identification number is ‘F-3251" is not given a reliability index, and no data
is given for the items ‘publication’, and ‘collection of usage charges’. The

25 publicizing of applications and undertaking the collection of a charge, as well
as the differences between storing an application, and storing location
information, will be explained in the latter part of this description.

In temporary custody application area 52T, applications whose storagé

location information is registered in registration application area 52R are



| ocati on Fo¥3g3aE5Hon is registered in registration application area 52R are
FO0539/ 3159 24 stored tenporarily during the period after managenent server
16 receives the applications fromcontent servers 20, which are providers
of the applications, when nobile termnals 11 request deliveries of the
applications, and before the applicatpgns are delivered to nobile
termnals 11. Fig.9 is a format chart 5 show ng an exanple of data stored
in t enporsaegedctﬁsnm;ardwiuw@g tlampamed aflzer nmegmpp sexveri dnseceieesthsr ed

cust ody cARICaHORS T én”ﬁé&%fm“‘f{:r‘iv“ezqs rﬁﬁéfaafs PRl it g applca apbcatogs,
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adm ni stration entity of content server 20, nages plblic k

public kegpplications 1Aubh§mrar5abuandy icaliongaears¥fs for Itself a pair of
keys narrely a secret key for aut entlcatlon server 17 (referred to as

Secret Kdy2J Outline bf ttansatittemg oferatiori or ' SK-AS' hereinafter) and a
public key for aut hentlcatlon server 17  (referred to as  Public Key for
Aut hent i c HrelbowWmg iean exp atm(msof mar@rthm@ﬁ an opexation @f HEANSIKHNG Aser ver
17 s res t ecret key, nanely 'SK-AS', protecting it against |eakage to
an e H@ESP -and on the other hand, 25 transnits the public key,

Ei‘”‘éie%er ] eéﬁ%raﬁ@r’x RAHR Phittiast BEAPPIEAOD 3 seorer Key for mobile
t erm nal 12 (lr F{ll?)l?gaﬁ(gn ??Cfﬁsm@%ﬁm%l[yf or Mobile Term rlal ' oor SK- MT™" )

andapu no (referred to as "~Public Key
In the application delivery system according to the embodiments of the

present invention, authentication server 17, which is managed by an

15 administration entity that is independent from all of the administration entities

| of mobile communication network 15, the administration entity of

management server 16, and the administration entity of content server 20,
manages public keys of a public key system.

Authentication server 17 generates for itself, a pair of keys namely, a secret

20 key for authentication server 17 (referred to as ‘Secret Key for Authentication

Server’ or ‘SK-AS’ hereinafter) and a public key for authentication server 17

(referred to as ‘Public Key for Authentication Server’ or ‘PK-AS’ hereinafter).

Then authentication server 17 stores the secret key, namely ‘SK-AS’,

protecting it against leakage to an external body, and on the other hand,

25 transmits the public key, namely ‘PK-AS’, to any apparatus, which requests it.

Each mobile terminal 11 generates a pair of keys for itself, namely a secret

key for mobile terminal 11 (referred to as ‘Secret Key for Mobile Terminal’ or

‘SK-MT") and a public key for mobile terminal 11 (referred to as ‘Public Key

for Mobile Terminal’ or ‘PK-MT’), following its user’s operation. Memory




for Mobil gOhaomsg’' or "PK-MI'), following its user's operation. Menory
F0539/ 3159 25 controller 35 of each nobile term nal 11 nmanages the secret
key, nanely 'SK-MI'" protecting it against | eakage to an external body. On
t he ot her hand, each nobile termnal 11 transmts the public key, nanely
"PK-MI", to authentication server 17 t0}§ ough nmobi | e commruni galtion netvvolrk
15. When 5 aut hentjcation server 17 receives PK-MI' fromnobile tern na
11, aut hERRITEHeEr i fr ¢agh mokietesminal | Eonanages theisecketykey,Pramely in
i cation nunber of mobi I e term naI 11.
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The secret key of managenent server 16: " Secret Key for Managenent
Management server 16 and each of content servers 20 generate their pairs of

o))

—

15 a secret key and a public key, as in the case of each of mobile terminals 11.
Then, management server 16 and each of content servers 20 store their secret
keys protecting them against leakage to an external body, and at the same time,
transmit their public keys to authentication server 17. When authentication
server 17 receives the public key from management server 16, authentication

20 server 17 stores the received public key in its database along with the
identification number of management server 16. Authentication server 17
carries out the same operation for content servers 20 when it receives public
keys of content servers 20. Authentication server 17 transmits the public keys
of management server 16 and content servers 20 to any apparatus, which

25 requests the keys, as in the cases of authentication server 17 and mobile
terminals 11. In this description, the secret keys and the public keys of
management server 16 and content server 20 will be referred to as follows:

The secret key of management server 16: ‘Secret Key for Management
Server’ or ‘SK-MS’



Server' @0533IMEH F0539/3159 26 The public key of managenent server 16:
"Public Key for Managenent Server' of "PK-MsS' The secret key of content
server 20: "Secret Key for Contents Server' or 'SK-CS 5 The public key of
content server 20: "Public Key for Contents Server' or 'PK-CS If there is
a need to distinguish a key of one of g@ntent servers 20 froma key of
another content server 20, the subscription nunber of each. content server
20 is pl acddieapublict key dspapagomenb sesverad bonPublichKeyefor Managemeantcase
of 10 nolkyle termpal 1. For exanple, the secret key of content server
20-1 wil rgerggr r(ééuéjrﬁ‘é@ Jro as '"SK-CS- |'. The algorithns for encryption

usi ng secr keys d the algorithns I cedecryptiqn i uplic keys in
aut hent i cate# Sé‘gpg},ﬂqu, CPH&Qécﬁ?r%?r fzr@bi pecret é&?ﬁ’ (rfﬁ’r' Lsﬁ(l‘rl},gn&ngﬁ‘a’ﬁég nt
server 16 _@g,i n each of content servers 20, are 15 the sanme. Therefore,

t hese appggt Uses can exchange encrypted data anong thensel ves and decrypt

the data b i ' ' S« 2. ] ] i ;

appl i%at [ ozn%gﬁggqurﬁ’s??g%) Pgégﬂgér?{ ig?ltggf lgg‘%%lénlgciefpmgﬂ%saﬁ&a‘%%l >9 Tfor a
subst ant i‘pK-C&c¢am nation of its application to the adm nistration entity of
managenent 20 server 16 so that the application would be given a

reliabiliftherdds anieesetd distihghishha §bgroftdirnoficontentsorvesy 20, frof £Reys
required if the application needs to execute any operation in coordination
wi t h anotofeanadhet contenbiserver 20, theesubsopiptiont nombeeafsedch temteht server

i nformati on, which has a high value. |If the admnistration entity of
managemed0 ¥eplaged) after dbe vespeativgpbbremiadan ofsthe key, aaviat the case of

cer i 2a00bile «Samils 1 aFob Framile, ot Seishdeneat copiepbrsener Sdriabs. t he
per at 1 o tHtrEd 38 SRELSET' The"System for mmnagi ng ¢ he. appli cat i on,
The algorithms for encryption using secret keys and the algorithms for
decryption using public keys in authentication server 17, in each of mobile
terminals 11, in management server 16, and in each of content servers 20, are
15 the same. Therefore, these apparatuses can exchange encrypted data among
themselves and decrypt the data by exchanging their public keys.
[1.2.1.2] Examination of application
The administration entity of content server 20 can apply for a substantial
examination of its application to the administration éntity of management
20 server 16 so that the application would be given a reliability index whose
level is higher than a certain level, which is required if the application needs
to execute any operation in coordination with another application, or if the
application needs to handle information, which has a high value.
If the administration entity of management server 16 receives an application
25 for a substantial examination of an application from the administration entity
of content server 20, the administration entity of management server 16
examines the purpose for which the application will be used, the description
of operations of the application, the system for managing the application,

which is operated by the administration entity of content server 20, and so on.



whi ch i s Fp39B¢89by the admi nistration entity of content server 20, and so
on. FO0539/3159 27 According to the result of the exam nation, the

adm nistration entity of rmanagenent server 16 gives a proper |evel of
reliability index to the exam ned application. Reliability indexes can be
represented in many ways, but in the 2pllow ng explanation, the index

systemhas 6 levels. Indexes '"1', 562", "3, "4, and 5 .are given to
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progr ans méntionéd aboveriTid ldrber dhbaindeR| aHe | Mighentis the lfeliibiByY o 2he
functions of applications stored in nenory 12, "and data stored”in nenory
12, if neppdication. Thdex ‘Gatia givenctontapplicdtions owhickyareahoe esamiined or
personal information of the user of nobile termnal 11, credit card
number s, coald nob pass thenexamirasion.ary, an application, which is a}iﬂven
reliabili index = 1', fgr 20 exanple, y .be an appl.icat.ion ose,
oper ati on %r@‘%?l%irﬁgﬁf‘ﬁﬂg@ Applieation,owhighyss givenreliahilisy 1pdex 694l

appt 10t (B mBEEA G calid ol kPR RRLES S L6 RkaRinFo 6 SWIER 1oF t he
appl | cat taeibEihBRRRERiOR DyE RfiiFralbh BARY o nkHisssri@ F has

securi ty staBiligy ofoper idfis oFakagsmIRhEA! &th@ ggdrg&! ifShe@sals %fqpst gfe

lack of a secure data management “system of _ nistration enti
content examifatié, ndewt slee orequivenidiithi CPhé Oﬁngiédtid:e!ilsalallblv&ed itaderse’ 1
can execute coordinated operations wth another application having

rel i abi | ifanctionisof dontrel programs of mobile terminal 11, data stored in control

D

15 memory 32, functions of applications stored in memory 12, and data stored in
memory 12, if necessary. These data may contain data of high value such as
personal information of the user of mobile terminal 11, credit card numbers,
and so on.

On the contrary, an application, which is given reliability index ‘1’, for

20 example, may be an application whose operations are not aimed at using data
of high value such as personal information or monetary information, and there
may be no need for the application to be given a reliability index of a high
level, even if the operations of the application are stable. Although, ih this
case, the application may be evaluated as an application with low information

25  security, which may cause leakages of data of high value, because of the lack
of a secure data management system of the administration entity of content
server 20, and so on. An application with reliability index ‘1’ can execute
coordinated operations with another application having reliability index ‘1’ or

‘0’. An application with reliability index ‘1’ can also pass its data and provide



V. An appF0830/31i th reliability index "1' can also pass its data and
provi de F0539/3159 28 its functions to an application with reliability
index “2', 43", "4', or "5 . However, an application with reliability
index 'I' cannot receive data or use functions of an application with
reliability index "2', 63", "4', or '5928 An application with reliability
I ndex 'I'.capnot. use any of i,he functions of the 5 control prograns of
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managenmenB2server 16. Regarding an application, which is requested to be
publicized; the response "Yes' is registered in the item publication' in
regi strat i Hnthap pidmaisteation emtiigRobfmanaggaenntseswsva6 ddbides ftormivgaient
server 16 recejves fromnobile termnal 11, a request for transm tting
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"Yes'pa On_the basis of this jnformation, user af. mobile term naé 11 can
get {19 knBRAARETIEn pPFIVELt i saﬁﬁ"@ ptH ch ed,%eﬁﬂ catipRn d8unbef: obuthe ci zed

applicati : easily than others. 25 On the contrary, if a user of
nobi | e te@%‘g@{ﬁ wants to purchase an application, which is not
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which is given a reliability index of ‘1’ or higher than ‘1’ is to be publicized

15 to mobile terminals 11 by management server 16. Regarding an application,
which is requested to be publicized; the response ‘Yes’ is registered in the
item ‘publication’ in registration application area 52R of management server
16. If management server 16 receives from mobile terminal 11, a request for
transmitting information of applications, which can be purchased,

20 management server 16 transmits, to mobile terminal 11, information of
applications whose value of the item ‘publication’ in registration application
area 52R is ‘Yes’. On the basis of this information, a user of mobile terminal
11 can get to know which applications are publicized, and purchase the
publicized applications more easily than others.

25 On the contrary, if a user of mobile terminal 11 wants to purchase an
application, which is not publicized by management server 16, the user
applies for purchasing the application to the administration entity of content
server 20 directly through the Internet by accessing a home page of content

server 20, which is a provider of the application. For example, if the



server 2@0580i¥isds a provider of the application. For exanple, if the
FO0539/ 3159 29 admnistration entity of content server 20 wants to all ow
only certain nobile termnals 11, which neet certain requirenments set by
the adm nistration entity of content server 20 to use its applications, it
is nore convenient for the admnistragqgon entity of content server 20 not
to publicize its applications 5 through managenment server 16. However, the
appl i cat rdpnisration entatynef coptantiserverd2® yvanis 4gattow andywcertais mebilel so

delivered tao npbile terminals 11, thrqugh nmanagenent server 16, and,
i nf or mat mmlag])& hL wbwh Bet §REaln r%ﬂ@tﬁmﬁawavg th}\ermﬁagaﬁ%&mg ey 16,
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server 1 the respon Is registered 1n the item co

usage cheiroagh manapefieht seirven 16pRINAcAifopmativhaod The applieatonststalser ver
16. If managenent server 16 receives a request fromnobile termnal 11, for
20 pur chasnagednbyppamagenwentwserver vEd,uen ahet bamet manneo| d= appbicatibnsisage
charges' in registration application area 52Ris "Yes', nanagenent server
16 tr anpublicizediby managemenitserveri fonti fi cati on nunber of the application,

i dent i fi [ nber of nobile termnal 1], and e ti and date of

pur c sef@?-ﬁﬂ&rﬁwwa roHndertaking: naRgRe m&é{éﬁtl@@r ¥r MapageRent 25
connected to nmobile communi cati on network 15, at the tine when infornmation
of the aB‘EﬁvieEation Is stored in downl oad-ready application area 53B of

renegenen kR iniAry T LAY, of BHEAF o9 190 Min SRR .t

i dentifi gairi#@ment of the usage charge collection of its application, which is given a

reliability index of ‘1’ or higher than ‘1°, is to be undertaken by management

15 server 16. Regarding an application whose management of the usage charge

collection is requested to be undertaken by management server 16, the

response ‘Yes’ is registered in the item °‘collection of usage charges’ in
registration application area 52R of management server 16.

If management server 16 receives a request from mobile terminal 11, for

20 purchasing an application whose value of the item ‘collection of usage

charges’ in registration application area 52R is ‘Yes’, management server 16

transmits information such as identification number of the application,

identification number of mobile terminal 11, and the time and date of

purchase of the application to the charge management server, which is

25 connected to mobile communication network 15, at the time when

information of the application is stored in download-ready application area

53B of management server 16. Similarly, management server 16 transmits

information such as identification number of the application, identification

number of mobile terminal 11, and the time and date of purchase of the



nunber of OB #13%®rminal 11, and the time and date of purchase of the
F0539/3159 30 application, to the charge managenent server, which is
connected to nmobile communication network 15 at the tine when management
server 16 executes an activation operation for an application whose val ue
of the item collection of usage char@¥p' in registration application area

52R is "Yes',. The charge managenent server cal cul ates the usage charges
of each aBBPpE%tt‘?%’npq 9?6 83@?86 Famagemeat siekver, mhish isreornesied 66 mobile
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termnal 11, by the adm nistration entity of nobi comuni cation | :

15, al ongmenagement cserveni bat aorexphdingd aboveroiHee aﬂﬁﬁmsiﬂi.tiohl,entﬁg' 6p is
al so calcul ated by the charge nmanagement server. The admi nistratio entity
of nobi | eCRRiFRLIHEEYe 30 Andwidiek adpistiation entiey tefi mamagenterftr senvet hE6

|l ected ch commi ssion for undertaking charge collection, and 20
romits t MEHEHRTRRhANhd ferin cRaditensWithregarddonsagst charpes femeadly of

am it - R pe e e WhelnG B e cliarass ace F@louiatsd: Ghithe basiscrt i n-
I e e e A .
Request 1oL CORARIO, At g AICRITH: U R e Tk A AR VR AR TRy ol
e tommation fer il The Spus chets ol SRR, i
grven @ r(gaallc:lilated b%i the charge management server, is collected, from each user of
15 mobile terminal 11, by the administration entity of mobile communication
network 15, along with the communication charge for mobile terminal 11,
which is also calculated by the charge management server. The administration
entity of mobile communication network 15 deducts a certain amount from
the collected charge as commission for undertaking charge collection, and
20  remits the remaining amount of the charge to the administration entity of
content server 20, which is the provider of the application. Moreover, the
administration entity of mobile communication network 15 remits a certain
part of the commission for undertaking charge collection to the administration
entity of management server 16 as service charge for the provision of
25  obtaining information on levying usage charges.
[1.2.1.5] Request for storing application by management server
The administration entity of content server 20 can request that its application,

which is given a reliability index of ‘1’ or higher than ‘1°, be stored in

registration application area 52R of management server 16. If an application



regi stratFo§39431i59cati on area 52R of managenment server 16. If an
application FO539/3159 31 is requested to be stored in registration
application area 52R, the application itself is stored in the item
"storage location information' of registration application area 52R
instead of in the information on | ocat3¢n where the application is stored.
5 The administration entity of content server 20 can decide whether its
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conmmuni cate'gmtewé) weragistnation apphcaten aeca 38Ra consislering theetransfep Patesof ow.
Oh the contrary, if an application is not stored in registration
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series of operations executed when content server 20-1 reqgues managenent
server 16withost veecizingpipt iapplicationHiront contenteservee20eat e time of the

15  request. Therefore, it is highly beneficial for the administration entity of
content server 20 to request for its applications to be stored in registration
application area 52R especially if the transfer rate of communication between
management server 16 and content server 20 is low. On the contrary, if an
application is not stored in registration application area 52R, and the

20 application is transmitted from content server 20 to management server 16
each time management server 16 receives, from mobile terminal 11, a request
for delivering the application, content server 20 is able to deliver the
application with some customizations for mobile terminal 11. For example,
content server 20 sets different access keys to the same application for each of

25 mobile terminals 11 to prevent unauthorized users from using the application.

Following is an explanation, with reference to flowcharts in Fig.10 and
Fig.11, of a series of operations executed when content server 20-1 requests
management server 16 to store an application. First, content server 20-1

transmits a storage request for the application to management server 16 (step



transm t FQ§39t3ry¥pe request for the application to nmanagenent server 16
(step FO0539/3159 32 S101). The storage request contains the identification
nunber of the application. Wien nanagenent server 16 receives the storage
request for the application, nmanagenent server 16 reads the data stored in
regi stration application area 5 52R @9ing the identification nunber, which
IS contajpn I n_the storage request, and confirns_that the application is
given a 5&6?%@1& ySIDFRES kequest ' coiptainsy dhet pdentification ¢ sumbge of the
confirmatian, managenent server 16 transmits a notice of acceptance of the
st or age ?Bﬁlﬁ {0R.5 content server 20-1 (step S 102). Wien content server

corver ool HpEpReif 8y @ AT R AT Reipfisk BaleS: farthr adplchtinn cquos:
ver <. : SELV: ( 03). |
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eceti ny AR TRBhe IdCHIACAIGP R CH KotoAired & R oG regiitsty

"PK-M5' 4id @onfikil) thdtabhaugspliiatio & By ﬁ?ﬂeﬂ_ﬁbﬂﬁg_f HdeXNof ‘IN@¥iMerd zed
persons, who wiretap the application while it is béing transmtted from

content thanvtl’. 2fdr the comfigaation, Amnagemkent sefvdr @ trdi8mithhdticeuse t he
application. 20 Moreover, content server 20-1 encrypts the encrypted

appl i cat aegepsapdaobthe stocagsd reqhicsC® tontemhservert2(e 14stape$ 102y of cont ent
server 20-1 (step S106). Because .of the encrypting operation, nmanagenent
server 16 contantseryver 20t haeegiyes dhe inticesoti acceptance of thesstoragal by

cor thl | SRSt ORI BT g o AT 48, AURCrGIGaORy eV { ho @
oo B oo, BEPAEMSCT S0 T, BENR, 439, 0 paRRbEnL ..
recei vi ngeryBE 16° bS5 STUB)Y Rh Sespoie fF the rantRlesoTERquest BE thd Hublic
key, authentication server 17 transmits ‘PK-MS’ to content server 20-1 (step
S104).
15 After receiving ‘PK-MS’, content server 20-1 encrypts the application by
use of ‘PK-MS’ (step S105). Because of this encrypting operation,
unauthorized persons, who wiretap the application while it is being
transmitted from content server 20-1 to management server 16, will not be
able to use the application. ,
20  Moreover, content server 20-1 encrypts the encrypted application again by
use of ‘SK-CS-1°, namely the secret key of content server 20-1 (step S106).
Because of the encrypting operation, management server 16 can confirm that
the application is definitely transmitted by content server 20-1. That is to say,
the encryption plays the role of a certificate, which enables management
25  server 16 to confirm the transmitting side of the application.
Content server 20-1 transmits the double-encrypted application to
management server 16 (step S107).
After receiving the double-encrypted application, management server 16

reads the data stored in cryptograph key storing unit 51 of management server



reads the R(§39/3189ed in cryptograph key storing unit 51 of management
server F0539/3159 33 16 to check if "PK-CS-1', nanely the public key of
content server 20-1, is available in the data. If "PK-CS-1' is not
registered in cryptograph key storing unit 51, nanagenent server 16
transmts, to authentication server 17,33 transm ssion request of
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this case, managenent server 16 does no oce to the fol [ owmg

oper at i onin ctyptograpiskey storing ot tmandgenherOsekven 1 6 sRipLste pi SRR and
request of the proper application. On the contrary, if the .decryptlon of
the appl i 8P Shgﬂwnﬂsmmfes‘mm-suo,sas; theresisfno need tosobtadmf PK+EIS-1hat
the appligation was transnitted fromcontent server 20-1 20 without any
probl em ¥OM dngxdernal $9YESkent server 16 decrypts the application again by

R (e & b IS G R R g e
managenent o, FRIGSTET kb 1G5y 31 1BE BECHYPiDh' G B8 ticalioRofpilindt rmae
o123 R, L SRR, iR RGBT sl 16 LR el
above, wi fdlsified dhfingadansmizsion ! theadg;ggbﬁt{ﬁ%tddxﬂﬂgapahéttb%h&hkp
managenent server' in the foll ow ng ex
reason, or the application was transmitted by a server other than content
15 server 20-1. Therefore, in this case, management server 16 does not proceed
to the following operations, but transmits, to content server 20-1, a
retransmission request of the proper application. On the contrary, if the
decryption of the application by use of ‘PK-CS—I’ i1s successful, it is
confirmed that the application was transmitted from content server 20-1
20 without any problem. Therefore, management server 16 decrypts the
application again by use of ‘SK-MS’, namely the secret key of management
server 16 (step S111). On the basis of these operations, management server 16
can obtain the application without encryption, and the administration entity of
management server 16 can check, if necessary, if no falsification was made by
25  the administration entity of content server 20-1 or by others.
The series of operations from step $S103 to step S111, which are explained
above, will be referred to as ‘application transmitting operation 1 to

management server’ in the following explanation.

After step S111, management server 16 stores the application in registration



After stpp5S9Mylsg managenent server 16 stores the application in

regi stration FO539/3159 34 application area 52R (step S112), and
transmts, to content server 20-1, a conpletion notice of operations for
storing the application (step S 113). [1.2.2] Purchase of application
Before an application is delivered to3gobile termnal 11, the application

5 needs to be purchase y the user of nobile termnal 11. Generally
speaki ng'flppﬁ%%ti‘én ﬂ@atgﬂgn@i%éla}a ARd cliansimitss ¢ eantpabisevare?iliad 11

can purchase, an application, .nanely, purchasing.an, applicati which is
bl | of 2 SampJetion ARG ORIAGARS 167 HAPGEADCAAtion (ssep Sdd3hs. or
pur chasi Eg %Pa | i cagi on,directly fromthe admnistration entity of
cont ent Z r P aRQPFﬂ o pur chasi ng contract using a home page in
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operations depending on whether 't applicatron s "given a Pity

i ndex of theke 296 tWoy feithéds b} whith tHecugstPbf AfsbiR terfiflhl P cAnlpurchhi@bi ity
I ndex V. Follow ng are exanpl es of series of operations for rchasing an
appl i cat amnapplicatich, lharely hpsrehatingophi applicatiomhwhich ds publicized by
managenent server Following is an exanple, with reference to Fig.12,

Fi g. 13, mapagementdsariver 16 3hraighn management seevert i16por purclasing axecut ed
when the user of npbile 20 term nal /11-1 purchases an application

publ i ci zaRPlgatiemsiesathy fromibe adminigtrationpentitydef contenhservers30vey 20- 1,
t hr h na agement %er.ver 16. First, the user of nobile term'ﬁfl 11-1
pusiE <BYAKi B PRRDSSINg CORIEAGtAISTRG 2 HOME Page In COBeR RETVEr 2hrsgFalf an
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t o managenent server 16, a transmssion reques or’ ‘infornation o

avai | abl gheppplé ewbl Vittaticriscof SpérhtiondidepentRfEbHi WHethef the appitatoRis

request for information of available
given a reliability index of ‘1’ or more than ‘1°, or the application is given a

15 reliability index ‘O’. Following are examples of series of operations for
purchasing an application.
[1.2.2.1] Purchase of application, which is publicized by management server

Following is an example, with reference to Fig.12, Fig.13, Fig.14, and Fig.
15, of a series of operations, which are executed when the user of mobile

20 terminal 11-1 purchases an application publicized by management server 16,
whose provider is content server 20-1, through management server 16.

First, the user of mobile terminal 11-1 pushes appli-button 23 of mobile
terminal 11-1 to make it display an application menu as shown in screen Di11.
Next, the user pushes button ‘1’ of operating unit 22 to select the item ‘1.

25 New purchase of application’. When button ‘1’ is pushed, mobile terminal
11-1 transmits, to management server 16, a transmission request for
information of available applications (step S201).

After receiving the transmission request for information of available

applications, management server 16 reads the data stored in registration



appl i cat iFpF39/8pHggenent server 16 reads the data stored in registration
FO0539/ 3159 35 application area 52R and extracts infornmation of
applications whose value of the item publication' is "Yes', and those
applications, which are not registered in user information storing unit
53-1. Next, managenent server 16 tranggnts the extracted information,
which contains identification nunbers of 5 applications, names of

appl i cat RpRYcationarea ML Rorndmntracss infesmagiongef appligatsonsowhasplvalaeiodns,

i nformation whether coll.ect{ion ‘8; usage charges is nmanaged by managenent
server of$oltemyn@ublicating: i Bn ‘Yesi,oandi dheserapplisationge swhich caier et
servers 20 suc 0 _nobi

avai | abl E°&§ ffgézla@%L%bﬁr@&a@blﬁseoﬁﬁa%ﬂ?ﬁ-ﬁﬁ%ﬁﬁg@%@ﬁ{w ﬂéﬁnon
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concer ni by fanageneat eérvdrcorsade anddinfithatoh cfloeatlons thorﬁ@?’ag% inON the
basis of which the user of nobile termnal 11-1 nmakes a decisiofl on

whet her tcontant seaeerst2( saglplas ddR1s) tomobile téfminad 1dsgrasotheninfotmatiogr m nal
11-1 decides to purchase the application and pushes button ~9' when 20
screen DOB 3vailableppplcatiann(steptS202)nal 11-1 transnits the identification

nuntb of the sel ected appljication to man ment server 16 (step S203).
Then,ﬁs mobATLET: ERGRIYAE ?Lllﬁpin THIALOPS 0§cﬁ“éﬂirﬁ%§ﬁ 1applicagions) mohile terminakf t er

e
i . i cation (ste .
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I n content server 20- data sto In regis I on application
area is displayed, the item ‘Schedule management Ver.2’ is selected, and mobile

15 terminal 11-1 displays screen D13 on display unit 21. Screen D13 shows
information concerning functions of the selected application and usage
charges, on the basis of which the user of mobile terminal. 11-1 makes a
decision on whether to purchase the application or not. If the user of mobile
terminal 11-1 decides to purchase the application and pushes button ‘9> when

20 screen D13 is displayed, mobile terminal 11-1 transmits the identification
number of the selected application to management server 16 (step S203).
Then, mobile terminal 11-1 displays screen D14 on display unit 21.

After receiving the identification number of the application, management
server 16 reads the data stored in registration application area 52R, and

25 obtains the storage location information of the application (step $204).

In step S204, if the selected application itself is not stored in registration
application area 52R, management server 16 obtains a URL of the application
in content server 20-1, from the data stored in registration application area

52R, as the storage location information. In this case, management server 16



52R, as tR)539388@ | ocation information. In this case, nanagement server

16 F0539/3159 36 transmts, to content server 20-1, a transm ssion request

for the application (step S205). Wien content server 20-1 receives the

transm ssion request for the application, a series of operations, which

are the sane as that of "application 3fransmtting operation 1 to _

rmnagementt serv&r)', are begun. |y, managenent server 16, authentication
#Pe

server 17 !T3R§yu fentspt peFverpeld-1, & tansausHen Eeguest §0 the epplicajos103

to step S in Fig.10 and Fig. 11. As a result of carrying out the
series of @‘é@%m, managenent server 16 obtains the application (step

2ppl ) cat o el EBRfertE S¥fer 2081 BedeileS éﬁ&fg&aﬁéjlﬁlbﬁ%@ rostiesE B i n
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are stored for difterent 15 applicati | fferent’ storage nunbers are

al | otted mampemert sdeer el@authenughtivhesérvenl EnhadacententSekver 9-pane.
On the contrary, if the application, which is selected by nobile term nal

11-1 is exeeute the opgrations fromagtppi $HO3 do stepaS12R sHownnmg #ign0 asdver
16, nmanagenent server 16 skips the operations fromstep S205 to step S207
and 20 mb¥d 1t A3 Kpsudpobcanyingeutathel sestesi ofroperatibog,rmanagensent belanenedh
Next, managenent server .16 regj ste information on the application, suc
as the i dzgtqrﬁ?% appligsto teﬂhéiﬁ@m ication and the reliability index,

53 1 1 o oR AR e RbEF 1 PG stifhef misaba: 1 dhe poseBgd SmiGioneen
oo 4 1 e BT T ol bRy s ™
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i's regi st serwer d6 thapeeifyetheflochtion in temporary custody application area 52T
where the application is stored. And if applications are stored for different
15  applications, different storage numbers are allotted to each of them even
though their contents are exactly the same.
On the contrary, if the application, which is selected by mobile terminal 11-1
is stored in registration application area 52R of management server 16,
management server 16 skips the operations from step S205 to step S207 and
20 moves to step S208, as the application has been already obtained.
Next, management server 16 registers information on the application, such
as the identification number of the application and the reliability index, in
download-ready application area 53B of user information storing unit 53-1
(step S208). After the registration operation in step S208 has been carried out,
25 the user of mobile terminal 11-1 is able to download the application, which
has been already registered in download-ready application area 53B, to
mobile terminal 11-1 at any time the user desires. When the registration

operation is completed, the response ‘No’ is registered as the value of the

item ‘activation’ for the application, since the application has not been



i tem " actfF(589/8159f or the application, since the application has not been
FO0539/ 3159 37 downl oaded to nobile termnal 11-1, and as a matter of
course, the activation operation for the application has not been executed
yet. If the registered application is stored in tenporary custody
application area 52T, the storage nunypr for the application is also

registered in d | oad-ready application 5 area 53B. Wien the registration
opgr ati or@dqvgrrﬁ@@%\ﬁéPéﬂ9{’ﬁﬁﬁ%§Wﬂ1tl Isbyard as pemattgh oficotrse, shawstivationr ni nal
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screen. The letter Is a synbol for informng the user o .
communication charge. On the contrary, screen D16 shows a screen, which is

15  displayed when the application is an application whose usage charges are not
managed by management server 16, and the screen informs the user of mobile
terminal 11-1 that it is the responsibility of the user to carry out the necessary
procedure for settling the usage charges of the application. When screen
D16 is displayed, the user of mobile terminal 11-1 can push button ‘0’ to

20  display the home page, which is managed by the administration entity of
content server 20-1, and follow the necessary procedure for settling usage
charges of the purchased application in the home page.

If the user of mobile terminal 11-1 pushes button ‘9’ to complete the series
of operations for purchasing a new application explained above, when screen

25 D15 or screen D16 is displayed, mobile terminal 11-1 displays screen D17 on
display unit 21. Screen D17 is similar to a normal screen, which is displayed
when mobile terminal 11-1 is on standby, but the letter ‘o’ is also displayed
on the screen. The letter ‘0’ is a symbol for informing the user of mobile

terminal 11-1 that an application is ready for being downloaded. However,



term nal FOB3D/3h%9 an application is ready for bei ng downl oaded. However,
F0539/3159 38 there are other ways to informthe user of nobile term nal
11-1 that an application is ready for being downl oaded, and is not |imted
to displaying the letter "a'. To achieve the sane purpose, other ways,
such as displaying other kinds of syf®ls or inmages, making sounds, and

vi brating nobil e t rm nal n al so be adopted., After nmanagenent
server 1 ?rreaﬁgemqt g W@)@oﬁ‘bl@%ﬁ’ﬂﬂ &@t user of m@t it@rlilélﬂal okl- ﬁuthﬂ’ﬂa%m ng the
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of te Qmpllé-‘aﬂial@.ﬁ bd &0 tggntlflcatlon nunber of mobile termnal 11-1, the
time and date of purchaspe of the application, etc. (step S211). 15

[1.2.2. 2] Aerchamageinenbiereat 16 randihitd the conystetidn’ 8oiédofi dperailffx of
1' or nore than "1', and which is not publicized Follow ng i's an exanpl e,

wi th ref foeporchasing thegaplieatibrFirg step. $209f nanageinent 8érveaPks &iansmits, Whi ch
are executed when the user of nobile termnal 11-1 purchases an
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m)bl e ﬁ‘lﬁ%ﬁo‘llw 08‘1" d}sag BES ‘Hpséa%?ge Rapagement SeRYedOser ver

n tlh;”h%“rf@ SEmf b er 10 i, SB7 ®¢ b o RinFgRRIgD  \FeBP B {2 0"

t he respmrmakwo@fthé ﬁféﬂa@@d ?bygﬁgo R*u%ﬁe%;'%lg lhgpuﬁigg{exggggly&.ﬂé‘r gpage

charges of the applicat on I n
the application, the 1dent1ﬁcat10n number of mobile terminal 11-1, the time

and date of purchase of the application, etc. (step S211).
15 [1.2.2.2] Purchase of application, which is given a reliability index of ‘1’ or
more than ‘1°, and which is not publicized

Following is an example, with reference to-Fig.16 and Fig. 17, of a series of
operations, which are executed when the user of mobile terminal 11-1
purchases an application, which is not publicized by management server 16,

20  whose provider is content server 20-1, and which is given a reliability index
of ‘1’ or more than ‘1°.

If the user of mobile terminal 11-1 purchases an application, which is not
publicized by management server 16, the user of mobile terminal 11-1, for
example, displays a home page of content server 20-1 in mobile terminal 11-1,

25 and applies for purchasing the application in the home page (step $301). The
user of mobile terminal 11-1 also takes the responsibility of carrying out the
procedurc for settling the usage charges of the application in the same home -
page, if necessary.

Content server 20-1 checks whether the contents of the purchase request



Content $E(F539/32891 checks whether the contents of the purchase request
FO0539/ 3159 39 submtted to content server 20-1 by nobile termnal 11-1 in
step S301, neet the requirements, and if the contents of the purchase
request nmeet the requirenents, content server 20-1 transnits, to nobile
termnal 11-1, a notice of acceptance3gor purchasihng thF_ appl i catlo? (step
S302). The,naticge of 5 acceptance_ for purchasing the application contains
Che-1 denoPPBHEAdR vRITSaY Scer Ol dpmialils b com sfep SaDIemED. 1
transmts, the notice of ceptance, contept server, 20-1 records the

I il

i denti fi ¢3ti THAUFRRRSora © Coptamial ok fthe, purdwse exquest meet the
Pecept andapsfriRfy. ioBel SarRe R 00T Linsuits, 14 e termtioalital. a fbuce
18NS o LeATHERETER L pSRRSlnel e R Qg SRS FILGHLE o,
honl © ot {oschfict ToP PRERIng ARk Mbtication Sl B IWAGHIAREIN Blmiar: o,

the pur clofs the appplicaiornn Whem eohidt sébvére-Nakrahimits TREAGBHREL ofer ver
16 reads the data stored in registration application area 52R, and obtai ns

a URL fracceptaneet comtentseer120-dsrécords ithe idenfification Giuraberit b€ mobileder of
the applicatjon, which is requested to be registered, according to the

i denti fi éermisal ddnhewhese reguesp for pardhasingthenapplicatiopeiseadcepeedier 16
transmts,, to content server 20-1, a request for 20 perm ssion to carry out
appl i cat i OHETeEFCEIVING dﬁei noticeif asceptance nforhpurchasing the cappligation, o
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application as a purchased application, matches the identification
After receiving the information on the purchased application from mobile

15 terminal 11-1, management server 16 reads the data stored in registration
application area 52R, and obtains a URL from content server 20-1, as location
information of the provider of the application, which is requested to be
registered, according to the identification number of the application. Then,
management server 16 transmits, to content server 20-1, a request for

20 permission to carry out application registration in order to confirm that it is
acceptable to content server 20-1 for the application to be registered as an
application purchased by mobile terminal 11-1, using the URL (step S304).
The request for permission of application registration contains the
identification number of mobile terminal 11-1.

25  After receiving the request for permission of application registration from
management server 16, content server 20-1 checks whether the identification
number of the mobile terminal, for which management server 16 is ready to
register the application as a purchased application, matches the identification

number of the mobile terminal, for which content server 20-1 accepted the



nunber of the nobile termnal, for which content server 20-1 accepted the
F0539/315§“05(39/3]eiﬁ1est for purchasing the application in step S302. |f
these identification nunbers match, content server 20-1 transmts, to
managenent server 16, a notice of perm ssion for application registration
(step S305). After receiving the notice of perm ssion for application
registration from 5 content server 20-%Y, nanagenent server 16 reads the
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20-1, a request for transmtting the application, using the storage

| ocati on i Affeernegceivingf thehaotipp! oft permmssiomifoln applieatmm eegistratioagiromat i on
application area 52R (step S307). \Wen content server 20-1 receives the
requesi f contenhnserver i a@-ﬁhemamemant oserver stbi seads theerdata ostoredsimni ch
are sanme as that of "gpplication _transm ttjng operation | to. nagenent
server', &egiswationapplikatienarearadRyandpbtams e sje;ag%ﬁlcﬁsﬁmle LTR}IQR ver

17, and content server 20-;1 execute the o lons fr step . S103,to0 step
S 1 1 | sRbiheppphcatian ‘XHAC}FPQ)&TQC. t%“é?afgigi lre%qesé%lgglbler@g&ﬁ”e‘fﬁéegeri es
of operat bg@g managenent server 16 obtains the application (step 20 S308).
Managenen P'ver 16 allots a storage nunber to the obtained application,
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t he oper ato @ohtdntosersee20SB04 tequest forSt@asaiting the dpplratpnSibing thet

managenent server 16 registers the information of the application, which

nobi | e t estdrageé Mdcatione quéemsatien bef r thy s&]@l&atiomrmwlyicghés repordedi ¢ati on

nunber: of rc—t:ghigtrg1 igrlli ggft)liigar%ior} r;x?'et; eS|2il%bi(sltélg ySéB’?)e.XV&lgelg hceontent server 20-1
receives the request for transmitting the application, a series of operations,

15 which are same as that of ‘application transmitting operation 1 to
management server’, are started. Namely, management server 16,
authentication server 17, and content server 20-1 execute the operations from
step S103 to step S111 shown in Fig.10 and Fig.11. As a result of carrying out
the series of operations, management server 16 obtains the application (step

20 S308). Management server 16 allots a storage number to the obtained
application, and stores the application along with the storage number in
temporary custody application area 52T (step S309).

On the contrary, if the application, which mobile terminal 11-1 requests to be
registered, is stored in registration application area 52R, management server

25 16 skips the operations from step S307 to step S309 and moves to step S310.

Next, management server 16 registers the information of the application,
which mobile terminal 11-1 requests to be registered, namely the
identification number of the application, the reliability index of the

application, etc. in download-ready application area 53B of user information



application, etc. in downl oad-ready application area 53B of user

i nf or mat FOA3G(3HIY 3159 41 storing unit 53-1 (step S310). Regarding the
item activation', the response "No' is registered as the value of the
item since the activation operation has not been executed for the
application yet. If the application :Tz stored in tenporary custody
application area 52T, the storage nu dr of the application 5 is also
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Fig. 18, : and 20, of a series of operations, which are executed
when t he ghephtiéhs forpurehasing thalappbication (stepBasds an application whose

provider i's content 'server 20-1, and, which is given,a rfl i ability.index
V. The opaWhehanebile teimimabidrpireceives the gonpletignniice of opgrations; for o
operations which start fromste 301 and xpl aj ned ,w reference to
FPg. 16 arpiiréhaging . thepsppligatian, 1519 11p0;qrg%p%ﬁl—f (ﬁspiays e 1T 8

display unit 21 for informing the user of mobile terminal 11-1 that the newly

15 purchased application is ready to be downloaded from management server 16.
If the purchased application is an application whose usage charges are
managed by management server 16, management server 16 transmits, to the
charge management server, the information on the purchased application such
as the identification number of the application, the identification number of
70 mobile terminal 11-1, the time and date of purchase of the application, etc.
(step S312).
[1.2.2.3] Purchase of application, which is given reliability index ‘0’
Following is an example, with reference to Fig.18, Fig.19, and Fig.20, of a
series of operations, which are executed when the user of mobile terminal
25 11-1 purchases an application whose provider is content server 20-1, and,
which is given a reliability index ‘0°. The operations in this example are
similar to those of the series of operations which start from step S301 and are
explained with reference to Fig.16 and Fig.17. However, in the following

operations, management server 16 need not obtain the application in plain text



oper at i of)530¢RpIEent server 16 need not obtain the application in plain
text F0539/3159 42 for checking its contents, as the application is not
given a reliability index of "1' or nmore than "1'. Therefore, when the
application is transmtted from content server 20-i to managenment server
16, the application is not encrypted 4 use of the public key of

managenment server 16, but by use of the public 5 key of nobile term nal
11- 1.g Be %ﬁﬁeéﬂngm%c%@ﬂ%tas e applicasion San0togtvepan neliatibityi mnidexs vbod by
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application in the sane honme page. _ _ tks whet her
t he cont the applicatior msdretapped during thie trafsmiskion bEdhé apphichaoh. ARy er

20-1 by nobile termnal 11-1 in step S401, neets the requirenents, and if
t he cont Esuit, ginguherized usagecsf theapplivationeqan rserpresentedpaadt ats diger
20-1 transnits, to nobile terminal 11-1, a notice 20 of acceptance for
pur chasi SRIVE kENgeAceaimgnt of contenis of therapplication can beensuwednce f or

i fication nunber of the

Popi a1 Bn SRS i RErasiitse e iser Qf AMoRHletorminglol e lor crasmplet ance
. 20- i i fi ' nb f ' t.erm na
101w BB Gilays pASE el ot (ORlnt R L 20T AR hofite Efs’lacr'euﬁlza- tor
. . . v . [ | Il :
[ o o a4 e o paFcARERE U0 SBplief Y116 i BigB NSl B4 P Thd™
regi st erigey dhmobifeoterntingal19f1 hike RAKes hﬂé%ﬂgi?ﬂg&:%%éﬁ@a%Pﬂie The

request for registering the information cont t1ron nunber
of necessary procedure for settling usage charges of the application in the same

15 home page.

Content server 20-1 checks whether the contents of purchase request, which
is submitted to content server 20-1 by mobile terminal 11-1 in step S401,
meets the requirements, and if the contents of purchase request meet the
requirements, content server 20-1 transmits, to mobile terminal 11-1, a notice

20 of acceptance for purchasing the application (step S402). The notice of
acceptance for purchasing the application contains the identification number
of the application. When content server 20-1 transmits the notice of
acceptance, content server 20-1 records the identification number of mobile
terminal 11-1, whose request for purchasing the application is accepted.

25 After receiving the notice of acceptance for purchasing the application,
mobile terminal 11-1 transmits, to management server 16, a request for
registering the information of the purchased application (step $S403). The
request for registering the information contains the identification number of

the application, and a URL in content server 20-1 as storage location



the appli d@053943150d a URL in content server 20-1 as storage |ocation
FO0539/ 3159 43 information of the application. After receiving the request
for registering the information fromnmobile termnal 11-1, nanagenent
server 16 transmts, to content server 20-1, a request for transmtting
the application (step S404). The requesg3for 5 transmtting the application
contains th ntif atro nupber of nobile termnal 11-1. After

recei ving ’E’ﬁg 32 {: F%ﬂ%‘rﬁttr ng the application from managenent
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response to the 1 request for transmttin

server 17uﬁmmmahﬂﬂsl PK-Mr-1' to content server 20-1 (step S406). After
receiving "~ PK-MI-1', content server 20-1 encrypts the application, which
is to be tAdtemi receivingy thee réqueBK- ¥BF 1'trapshepting 0 the W}ﬂm C friving Nt
server 20-1 encrypts the encrypted application again by 0 use of

' SK- CS- 1' managemjentserverc 16y comtgnbrervent2hi chaoksrwhether (the adeﬁﬂﬁf&:)tlon )
f t agenent server 16 can_con |rmt at
the. appl | U HhotiecmobiE terevians whial 1ussi the ansmissior 1f her ont
20- ts.the ubl e- tedaplrct ont manag
ser vel® ToapRliERiaR Batths 1Bt doRpbEEAlPhonyABE Eamapal lead i on,
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content sgf \tep 26402. IF thes@llha%ﬁcaﬁbﬁ heufiBbfs rhicchPfednterdt skfvdl®bo-1

regi stered in crypt ograph key storin
transmits, to authentication server 17 a request for transmitting ‘PK-MT-1’,

namely the public key of mobile terminal 11-1 (step S405). In response to the
15 request for transmitting ‘PK-MT-1°, authentication server 17 transmits
‘PK-MT-1" to content server 20-1 (step S406).
After receiving ‘PK-MT-1°, content server 20-1 encrypts the application,
which is to be transmitted, by use of ‘PK-MT-1’ (step S407).
Moreover, content server 20-1 encrypts the encrypted application again by
20  use of ‘SK-CS-1°, namely the secret key of content server 20-1 (step S408).
Because of the encrypting operation, management server 16 can confirm that
the application was definitely transmitted by content server 20-1.
Content server 20-1 transmits the double-encrypted application to
management server 16 (step S409).
25 After receiving the double-encrypted application, management server 16
reads the data stored in cryptograph key storing unit 51 of management server
16 to check if ‘PK-CS-1°, namely the public key of content server 20-1, is
available in the data. If ‘PK-CS-1" is not registered in cryptograph key storing

unit 51, management server 16 transmits, to authentication server 17, a



unit 51, POYRAYSEAt server 16 transmts, to authentication server 17, a
F0539/ 3159 44 transm ssion request of "PK-CS-1' (step S410). In response
to the transm ssion request of the public key, authentication server 17
transmts "~ PK-CS-1' to managenent server 16 (step $41 1). If "PK-CS-1' is
registered in cryptograph key storinggnit 51, nmanagenent server 16 skips

step S410 and 5 step S411 and noves to step S412, as there is no need to
obt ai n * pransgussions (1ggUEst ek erPBICSolir cesteprnad10ankiy e fesnonser ver the

O R SRS, bbb, 5o
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proper appl'i cati on. e contrary, ecryption o

appl i cat iffgmiavh eoRrdl sdtfc&S-1' is successful, it is confirmed that the
application was transmtted fromcontent server 20-1 w thout any problem

The seri eSen, ananagément Server stiedeSAPts tthe ﬁ(ﬁbl%ﬁ%rypiedcép;ﬂi(gtﬁpb?i ned
above, will be referred to as "application transmtting operation 2 to 20
managenemsesef VBK-CSalt istepoS# b).nlf thepdecxyptiom oficthe, applicagore failgeitver 16
allots a storage nunber tQ the appl.ication, and stores the application

al ong wi tpeande thabthge apphisation nwhieh omanagemens dserveppil 6 c secaiviedr wass52T

. - hi , .th Iy i an which i '
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to the following operations, but transmits, to content server 20-1, a

retransmission request of the proper application. On the contrary, if the

15  decryption of the application by use of ‘PK-CS-1° is successful, it is
confirmed that the application was transmitted from content server 20-1
without any problem.

The series of operations from step S405 to step S412, which are explained
above, will be referred to as ‘application transmitting operation 2 to

20 management server’ in the following explanation.

Next, management server 16 allots a storage number to the application, and
stores the application along with the storage number in temporary custody
application area 52T (step S413). In this case, the application which is stored
in temporary custody application area 52T, is still encrypted by use of

25 ‘PK-MT-1’, namely the public key of mobile terminal 11-1, and the
application cannot be decrypted by the administration entity of management
server 16.

Next, management server 16 registers the identification number of the

application and a URL in content server 20-1 as storage location information



applicati GOS89 SYRL in content server 20-1 as storage |ocation _

i nformation FO539/3159 45 of the application in registration application
area 52R (step S414). The information, which is registered in this
registration operation, is referred to when managenent server 16 needs to
obtain the sane appl ication from conte® server 20-1 in response to a
request for. transmtting the application. 5 Regarding the data
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user of nobile terminal 11-1 is able to t he apbllcatlon

has al r eathe itern‘pubjicationéds left Btamkt (fat)y.r eady application area 53B, to
nobile termnal 11-1 at any time the user desires. \Wen the registration
oper at i on Nexgompanagementaseryenel registens the inforamition of othemapplieatiai ni nal
11-1, a co Ietion notice of operatlons for purchasing the 20 ag}ol I cation
(step s41 iIchy anobide; iterminali Jd-11Tequestseitoesbe h@egastqreé,t i pameby i the of
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Fig.22, Fig.23, Fig.24, and Fig.25, of

‘0’ is reglstered as the value of the 1tem After the registration operation in

15 step S415, the user of mobile terminal 11-1 is able to download the
application, which has already been registered in download-ready application
area 53B, to mobile terminal 11-1 at any time the user desires. When the
registration operation is completed, management server 16 transmits, to
mobile terminal 11-1, a completion notice of operations for purchasing the

20 application (step S416).

When mobile terminal 11-1 receives the completion notice of operations for
purchasing the application, mobile terminal 11-1 displays the letter ‘a’ on
display unit 21 for informing the user of mobile terminal 11-1 that the newly
purchased application is ready to be downloaded from management server 16.

25 [1.2.3] Download of application to mobile terminal

After the user of mobile terminal 11 purchases an application, the user needs
to download the purchased application to mobile terminal 11-1. Following is
an example, with reference to Fig.21, Fig.22, Fig.23, Fig.24, and Fig.25, of a

series of operations, which are executed when mobile terminal 11-1



seri es oF(Q8BOr3tyPns, which are executed when nobile termnal 11-1

FO0539/ 3159 46 downl oads an application. First, the user of nobile term nal
11-1 pushes appli-button 23 of nmobile termnal 11-1 to display the
application nmenu shown as screen D21. When screen D21 is displayed, the
user of rmblle term nal 11-1 pushes buigon “2' of 5 operating unit 22 to
sel ect t | oad of application'. V\hen button "2' is pushed
down, no PW@ Sﬁ“ihép lﬁatloﬂr ansmts, to managenent server 16, a request

ERSe et I B E IR N TN
tr anom ¢ LeriAgafTARt f?’t@ﬁﬂf%aﬁ%glilbﬁ teyiREmena SFF aRecsnés Al When
downl oad s 58P b BT BlsI st S8 P Bobifeenmital i bIVESE bt 7 of sa- o,
as tIg 1 ghefafig i 27 t%péélé&aﬂ]bqlfkﬁn(‘?tﬁl%“ﬁﬁﬁgq i)f?bb%?@ﬁﬁe'w}féﬂ Btfon

i nformatidn on“applications erm na I'spl ays” screen D22.
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application, which the user wants to downl oad by push m% but't on whose

nunber car reqlmsndfon otranemittimgerinférohdtiorpphi epplieations.! hﬁhxdﬁr@ﬂﬂ bé&or
exanple, if the user pushes button "1' when screen D22 is displayed, the

appl i cat dewnloadestito &ﬂb&lﬁmeemaiabb-rl (seep 350i13. appoi nted. When 20 an
applicati r% I s appoi nted by an operation of the user of npbile_ term nal
11-1, nobiter eGeviag the reqRgsis AoF Jrananitiagt IntPemetion A rapplicstionse
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After receiving the information on applications, mobile terminal 11-1

15  displays screen D22. In response to the screen, the user of mobile terminal
11-1 can appoint an application, which the user wants to download by pushing
a button whose number corresponds to the number of the application on the
screen. For example, if the user pushes button ‘1’ when screen D22 is
displayed, the application titled ‘Schedule manager Ver.2’ is appointed. When
20  an application is appointed by an operation of the user of mobile terminal
11-1, mobile terminal 11-1 transmits the identiﬁcation number of the
appointed application to management server 16 (step S503).
After receiving the identification number of the appointed application,
management server 16 reads the data stored in download-ready application
25 area 53B, and checks whether the appointed application is given a reliability
index of ‘1’ or more than ‘1’. Next, manégement server 16 reads the data
stored in downloaded application area 53A and checks whether memory 12 of
mobile terminal 11-1 has enough free space for storing the appointed

application (step S504). In step S504, if the appointed application is given a



applicati $569/%HP504). In step S504, if the appointed appligation i's
given a F0539/3159 47 reliability index of "1' or nore than "1', it is
checked whether nenory 12 has enough free space in managenment area 40. On
the contrary, in step S504, if the appointed application is not given a
rellablllty index of ~ 1' or nore thang47 1, it is c%ggied rhether nggnrg
12 has eno ree ace in free area 4]1. 5 In st I f menor o]
nobi l e t eF Ilt}iln ee@@@sl not mgedhanslght is flb@c whether mf:mﬂryglflh

t ed t on, nagenent server nsmts to nmobile term nal
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termnal 11-1 displays screen D2 di spl"ay unit e application,
which is aapmmﬂsedofmobdeWeknﬁﬂalngl 1 ,Sa goqaest| foraappuintin®i & appticativad a
reliability index of '1' or nore than '1' . names of appl cations, which
are st or ewhieh nisn4gebendeletedh ##0m anemoryt d2 i(stepc8866) D%Fhe @eqtlbﬂ for
contrary, if the appli catlon whi ch i s appoi nted for downl oadin Is an 20
appl i cati %PPOW’gh s app ligatiam gont@insabinformatignesindicating ovh ee then
arres free area 4 are |isted

on sclr eendP ta(f)xﬂ 5%%3@%‘83? etoa‘&egéiy%rlgd I §§£1§in ﬁn‘l?rﬂllael ;?’gﬂdﬁétm r11 1
| es

15"y bush nd "o BfreCRidih oLt Hber VBbHRcE g’ S ninAL Wl tecebyes e 7

appl i cati RInRBt FOF a ?oﬁftir?ﬁ@m %@fgﬁ&ﬁ di" Hobdte tjel'nﬁnﬁ qesfn(g@}%g%tscg%% or 16

i dentificatlon nunb ol n ed application

(step S50pR3 Bt dfsgliyi‘ ulﬁ@ellatlrp'?espbrﬁbeﬂ) ROGcredw) ife theuser df Hdoblile

di spl ays screen D2 di splay wunit
terminal 11-1 pushes button ‘9’ to mstruct the execution of the following

15  operations, mobile terminal 11-1 displays screen D24 on display unit 21. If
the application, which is appointed for downloading, is an application, which
is given a reliability index of ‘1’ or more than ‘1°, names of applications,
which are stored in management area 40, are listed in screen D24. On the
contrary, if the application, which is appointed for downloading, is an

20  application, which is not given a reliability index of ‘1’ or more than ‘1°,
names of applications, which are stored in free area 41, are listed on screen
D24. In response to the screen, the user of mobile terminal 11-1 can appoint
an application, which the user decides to delete from memory 12 by pushing a
button whose number corresponds to the number of the application on the

25 screen. Mobile terminal 11-1 transmits the identification number of the
appointed application to management server 16 (step S506). After the
operation in step $506, mobile terminal 11-1 displays screen D25 on display
unit 21.

On the contrary, in step S504, if memory 12 of mobile terminal 11-1 has



On the cdfd530/8159n step S504, if nmenory 12 of nobile terminal 11-1 has
FO0539/ 3159 48 enough free space for storing the application, which is
appoi nted for downl oading, the operations in step S505 and step S506 are
ski pped, and nanagenent server 16 noves to the operation in step S507. In
this case, nobile termnal 11-1 displ4¥s screen D25 on display unit 21. 5
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the afpl i Néxto manhemenbidret €161 s Liel dARPoRES 1P _dzﬁyﬂmwah?@agd, s
“AP-4125", the correésponding storage nunber 15 is T-7851" according to

the dat a apphrationsires$3B, dnd) checkshwhethrarthetdppilidaiong ehichds iappoistedt or ed
in tenporary custody application area 52T. |f the identification nunber of
t he appl itoaéeordownf/o(aﬂedmhy emobilei terminkl 1 1dppoiist stored Ha dxppgicaadﬂd, ihs
"AP-4513',, no data is,given in the item _storage nunber' according to the
dat a exadBfermatiomstosing ynit S2rar aokéstep SHD). E%élomn@otsra;spmp}fg with
applicatiop is an I4 cation, . .which S requested,to be stored. in .

rggi st r af PEACREE, 19 3‘3&%@%@9@%@%@ gxeqyied Jxhen ﬁﬁ%@ AHEAtISoN i s
stor [ i Hol® ' ' ea H52R. the contrary, if. fhe
tonfOr 1 S10red i RDLCRGH Rhksiiishoh it Sfis 32, G FPElng: whtich e

appoi nts i St APx ' . lL,tem: storage
nggber' ggdré th?ggﬁlg?hgﬂtg?ﬁpﬁa&ggﬁl 1|s§g)t%ijs(t)%retgﬁ(;ﬁvgﬁﬂ lziakﬁtfeliéldil‘ﬁglé‘%lgﬁgh's (gi::lggr di ng
to the daimt §2anple shown in Fig.7. This neans that the corresponding
application is not stored either in tenporary custody application area 52T
or in regilfthatidentifigation aunberaot thé appliéatienpivbiciednobile terminal 11-1

appoints to be downloaded, is ‘AP-4125’, the corresponding storage number

15 is ‘T-7851" according to the data example shown in Fig.7. This means that the

application is stored in temporary custody application area 52T. If the

identification number of the application, which mobile terminal 11-1 appoints

to be downloaded, is ‘AP-4513’, no data is given in the item ‘storage number’

according to the data example shown in Fig.7. This means that the

20  corresponding application is an application, which is requested to be stored in

registration application area 52R. Therefore, the appointed application is
stored in registration application area 52R.

On the contrary, if the identification number of the application, which

mobile terminal 11-1 appoints to be downloaded, is ‘AP-3021’, the value of

25 the item ‘storage number’ corresponding to the application shows ‘already

deleted’ according to the data example shown in Fig.7. This means that the

corresponding application is not stored either in temporary custody

application area 52T or in registration application area 52R. As explained

later in step S523, if the requested application is an application, which is not



later in FOS898PPY if the requested application is an application, which
I's not FO539/3159 49 requested to be stored in registration application
area 52R, the application is deleted fromtenporary custody application
area 52T when the application is downl oaded. Therefore, there can be sone
applications, which are not found in &$plication information storing unit
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aut henti cation server 17, and managenent server 16 execute a series of
oper at i onstoredliinlapplieatiba inforenation stovig vhit 52pm steptSSOV, tasdnshe cas@ of
operation 1 to managenent server', after step S508. On the contrary, if

t he appl i the application whaseddentification aupeberds\iAR>3024, mmanagemgit server
reliability index of "1'" or npre than, 'V, cgontent 20 server 20, .
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52, as in the case of the application whose identification nunber is
" AP-4125' b the application, which is appointed to be downloaded, is given a reliability
15 index of ‘1’ or more than ‘1°, content server 20, authentication server 17, and
management server 16 execute a series of operations, which are the same as
those of ‘application transmitting operation 1 to management server’, after
step S508. On the contrary, if the application, which is appointed to be
downloaded, is not given a reliability index of ‘1’ or more than ‘1’, content
20 server 20, authentication server 17, and management server 16 execute a
| series of operations, which are same as those of ‘application transmitting
operation 2 to management server’, after step S508. As a result of the series
of operations, management server 16 obtains the application (step S509).
Next, management server 16 stores the application, which is obtained in step
25 S509, in temporary custody application area 52T (step S510).
On the contrary, in step S507, if the application, which is appointed to be
downloaded, is found to be stored in application information storing unit 52,

as in the case of the application whose identification number is ‘AP-4125” or

‘AP-4513’, management server 16 skips the operations from step S508 to step



" AP- 4513'Roy®aiapsoent server 16 skips the operations fromstep S508 to step
F0539/ 3159 50 S510, and noves to the operation in step S511. Next,
managenent server 16 checks whether the application, which is appointed to
be downl oaded and stored in application information storing unit 52, is
encrypted or not (step S511). If the ajplication, which is appointed to be
5 downl oade Is given a reliabi]Jity index of "1 or nore than '1', the
appl i cat &ﬂ%atab‘ﬁié&oyﬁs EpBIG eRerasion My ¥R ldn storing unit 52 is not

e T L L
ot e SPob B CEBAR S Rt o S TRG R b SO vl

P ot - ener PO Bid ol bAE Fileb B0 1ahbl AplicaibR, WHiCR s ApRSnREY He o7 e,
17, asre lo‘(xﬁéd} rigggizveht 'anqeii%ﬂlr\g- IndexX'a9E! 4>t Be Og' tltgﬁewofthaob' le

termnal 11- step ). I'n response to the request transmtting

the publ igppkieition WiGRd incapplicatiei iformationagidhingsuniPls2ME-dot éscrypestagenent
server 16 Fstep S513). After receiving PK-MI-1', managenent server 16

at t aches If chehapphggtiomatihich i isf appeinted, towbec downloaded;sis met | gavehi an
where the application should be stored in nmenory 12 of nobile term nal
11-1. Moreliakilityiindex®fZd’ appinoratham ‘15 thevapplication stored ay application ' 1’

or nore than '1', managenent server 16 al so attaches i)h,e reliabiljty index
to the appforsaatiom storkig unit,dA 4§ anosypiedr by usecok Hae pyblict key abpnpbHei on by

use "PK-MTI-L'. (step S514). Because of this encrypting operation, the
appl féat it%W‘H‘&LHJffbe under st ood by unaut horized users even if the

oPP 58t L 99,4 "S5 12000 4 e aPORR B 5 R TBicBbHS), 12
P e Syt SORR 12 58P e eA SRRt St WPkARSHIED,
nmanagenmeny authesticatfon server 17, a request for transmitting ‘PK-MT-1°, namely the
public key of mobile terminal 11-1 (step S512). In response to the request for
15 transmitting the public key, authentication server 17 transmits ‘PK-MT-1" to
management server 16 (step S513).

After receiving ‘PK-MT-1°, management server 16 attaches to the
application information, which indicates the location where the application
should be stored in memory 12 of mobile terminal 11-1. Moreover, if the

20 application is given a reliability index of ‘1’ or more than ‘1’, management
server 16 also attaches the reliability index to the application. Then, -
management server 16 encrypts the application by use of ‘PK-MT-1" (step
S514). Because of this encrypting operation, the application cannot be
understood by unauthorized users even if the application is wiretapped during

25 transmission from management server 16 to mobile terminal 11-1, and
unauthorized usage of the application can be prevented.

On the contrary, in step S511, if the appointed application, which is stored in

application information storing unit 52, is encrypted, management server 16

skips the operations from step S512 to step S514, and moves to the operation




ski ps t h&03per3t3®ns fromstep S512 to step S514, and noves to the
operation F0539/3159 51 in step S515. Next, managenent server 16 encrypts
the encrypted application again by use of 'SK-MS', nanely the secret key
of managenent server 16 (step S515). Because of the encrypting operation,
mobile termnal 11-1 can confirmthat %] the application is definitely
transmtted b agenent server 16. That is to say, encryption plays the
rol e of énétﬁ'ﬁ/$gf§ate, whi ch enables nobile terminal | 1-1 to confirmthe

doub o- en Ot BETZSERICSLSERIFT: B ROGHPLS TRoPAARICE RICAIQAERIENY 150 Aft or
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means that the application, which nobile termnal 11-1 received was
fal si fi edldlito ognfirarthei tsatsmitting stide of phne 'agptibminn.was damaged due to sone
reason, or the application was transmtted by a 20 server other than
nmanagenenManggementeserver 1 6fteansmits thédeubksencrypibed applicatiom 4o mabile
transmts, t.0 nagenent server 16, a retransm ssion request of the proper
appl i cat anﬁhﬁ?%msrﬁrﬁf) I f the decryption of the application by use

of "PK-M5, ds successful, it is confirnmed that the appl.jcation
tr an@;’ t t 6?&%%3‘#8&0%%8?0%?@% ‘I‘Pﬂt‘caé‘rﬂllappgﬂ?lk‘mtemé? jrlél, I 25
nmobi l e t ' - VRSt lH cat,] i us ol ANG- 1,
nanmel y t gﬂéf;@frségt éké?/ﬁlgﬁ Elé@é??eﬁggﬁ\qxalg%ﬁaq%@ggga g‘%ﬂ?f? oiic%gm >to the
oper at i ofgnRYP Ak TRBIRORYE ’of%ﬁhhgeh%h{“s%er.l% }s@ptgsrff). Th'YespBRLd &t on
wi t hout any encryption and the information, indicating t'he
the transmission request of the public key, authentication server 17 transmits
‘PK-MS’ to mobile terminal 11-1 (step S518).
15 After receiving ‘PK-MS’, mobile terminal 11-1 decrypts the
double-encrypted application by use of ‘PK-MS’> (step S519). If the

decryption of the application fails, it means that the application, which mobile

terminal 11-1 received was falsified during transmission, or the application

was damaged due to some reason, or the application was transmitted by a

20 server other than management server 16. Therefore, in this case, mobile

terminal 11-1 transmits, to management server 16, a retransmission request of

the proper application. On the contrary, if the decryption of the application by

use of ‘PK-MS’ is successful, it is confirmed that the application was

transmitted from management server 16 without any problem. Therefore,

25 mobile terminal 11-1 decrypts the application again by use of ‘SK-MT-1’,
namely the secret key of mobile terminal 11-1 (step S520).

According to the operations explained above, mobile terminal 11-1 obtains

the application without any encryption and the information, indicating the

location in memory 12 of mobile terminal 11-1 where the application should



| ocati on FO538Y®Y3O 12 of nobile terminal 11-1 where the application should
F0539/3159 52 be stored. Mbile termnal 11-1 stores the received
application in application area 40A of application area 41 A follow ng the
information indicating the |ocation for storing the application (step
S521). In step S521, if areliability S7ndex is attached to the received
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i nformation storing unit 53 and application information storing unit 52 as

fol I ows (®adplesszoinal 11-dngppaipdd esanapplicatidal tet eldéleted ire stepyS3A6 6
mobile termnal, 11 by the operations explained above, nmanagenment server 16
noves t heStoR¢@iathemrea indicated by cthei formgtionerthe storedvapplication is
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After receiving the notice of completion of storing the application,
15 management server 16 updates the data in user information storing unit 53
and application information storing unit 52 as follows (step $523). If any
application was deleted from memory 12 of mobile terminal 11 by the
operations explained above, management server 16 moves the information of
the application registered in downloaded application area S53A to
20 download-ready application area 53B. Management server 16 moves the
information of the application, which is newly stored in memory 12 from
download-ready application area 53B to the corresponding location in
downloaded application area 53A. Moreover, if the newly stored application
is an application, which is temporarily stored in temporary custody
25 application area 52T, management server 16 deletes the application from
temporary custody application area 52T.
[1.2.4] Activation of application
After mobile terminal 11 downloads an application as explained above, an

activation operation needs to be executed for the application before the user of



activati gpszogspsgon needs to be executed for the application before the
user of i FO0539/3159 53 nobile termnal 11 is able to use the application.
Activation operation is a series of operations for managenent server 16 to
permt nenory controller 35 of nobile termnal 11 to use a downl oad
application. If an application, which §3 downl oaded to nenory 12 of nobile
5 termnal 11 has no restriction concerning its termof usage, the

acti vat i saobibetermingh 11 ds abletappe thexapplicatiomxecut ed just after the

downl oad ogperatjon of f{he application. However, if the application has a
certain coMdIatim gperation isg Set‘lﬂﬁeogppﬁ@éljﬁls { NABAZGRICH SCHHET Ko itdn f or
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11-1 is able to use the application. Since a downl oad operation and an
activat i titmepdr usage) the aetpeataor dferation 2forethehapphieatiom issmot ekecntbd! e
term nal ;11 can down| oad an_application at his/her conveni ence w thout any
restri ct ignediately eafier the downlead; ofi the applicatian; but expeutedagienithehe
appl i(fat i on,. From anot her view point, if nmany wusers of nobile termnals 11
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on 15 March and downloaded on 20 March by mobile terminal 11-1, the

application cannot be used between 20 March and 31 March even if the
15  application itself is stored in memory 12 of mobile terminal 11-1. At the time
when the date changes from 31 March to 1 April, the activation operation for
the application is executed, and the user of mobile terminal 11-1 is able to use

the application.
Since a download operation and an activation operation is separated from
20 each other, a user of mobile terminal 11 can download an application at
his/her convenience without any restriction with regard to the period of
validity for the usage of the application. From another view point, if many
users of mobile terminals 11 need to download applications whose validity
period for the usage start on the same date and the users need to download the
‘25 applications on the very date, network congestion can easily happen on
communication channels between two of management server 16, content
server 20, and mobile terminal 11, because of a large number of users trying
to download the application in a short period of time. However, since the size

of data traffic caused by an activation operation is usually much smaller than



to downl Johgrspplication in a short period of tinme. However, since the
size of data traffic caused by an activation operation is usually much
smal | er than F0539/3159 54 the size of data traffic caused by the downl oad
operation of an application, the possibility of a network congestion
taking place on the starting date of tgge validity period nentioned above,
can be reduced if each user of nobile termpnpal |I | downl oads the

appl i cat ithe size efndatadraféic eansedibjethsed@walaageoperasionel an application.dhe s
executed for_the applicatigon. Following is a expl anation of a fl ow of an
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operation. "In t ow ng, as an exanple, a flow of 15 operations, which

are executfRyllowsiz & ecimpRsi cisomecasésowhese ai ectivatdiohperatioadplto det i on,
which is stored i n managenent area 40-1 of nobile termnal | | - 1, wll

be expl aiexeduted. r Aln, avtivagione wpesaioerisl éxecatedniwhemnamcapplatdtion avotmand
to nobile terniinal 11-1. The actjivation conmand contains the
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execute the activation operation. In the following, as an example, a flow of

15 operations, which are executed when an activation operation is executed for
an application, which is stored in management area 40-1 of mobile terminal
11-1, will be explained.

First, management server 16 transmits an activation command to mobile
terminal 11-1. The activation command contains the identification number of

20 management area 40-1 in memory 12, which will be used for specifying the
application to be activated.

After communication unit 34 of mobile terminal 11-1 receives the activation
command, communication unit 34 transfers the command to memory
controller 35. Until memory controller 35 receives the activation command,

25 memory controller 35 rejects all requests for permission to use functions of an
application in application area 40A-1 or data in data area 40D-1, which are
made by control unit 31 of mobile terminal 11-1. Therefore, until the
activation command is received, the user of mobile terminal 11-1 cannot use

the application, which is stored in management area 40-1.




activati oFpQ§389y3I8Y i s received, the user of nobile termnal 11-1 cannot use
the application, which is stored in managenent area 40-1. F0539/3159 55
After menory controller 35 receives the activation command, if nenory
controller 35 receives a request for perm ssion to use the functions of an
application in application area 40A-1 @5 the data in data area 40D-1 from
control unit, 31, nenory controller 35 reads the reliability index recorded
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the configuration of nobile termnal 11. 15 After transnitting the

activati ors transmitted dromabcomtrokeunitrdl aldngd withehegeomest forr permibSiorpemt es
the value of the item activation' in downl oaded application area 53A of
user i nf onsat and the aeliabilityi indsx 1ead fromereliabilith infarmagione areas dORe . 16

reads the data stored in registrati application area 52R, and if the
value of Oy Wi therelppil 1@6%@@1@ ealesang progragniis barger thamendke ¢ o
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an application, which has.
the preceding section on the configuration of mobile terminal 11.

15 After transmitting the activation command to mobile terminal 11-1,
management server 16 updates the value of the item ‘activation’ in
downloaded application area 53A of user information storing unit 53-1 to
‘Yes’. Then, management server 16 reads the data stored in registration
application area 52R, and if the value of the item ‘collection of usage charges’,

20  which corresponds to the application to be activated, is ‘Yes’, management
server 16 transmits, to the charge management server, the information of the
application, such as the identification number of the application, the
identification number of mobile terminal 11-1, the time and date of the
activation operation, and so on.

25 At the same time, when mobile terminal 11-1 receives the activation
command, mobile terminal 11-1 displays the letter ‘a’ by display unit 21 to
inform the user of mobile terminal 11-1 that there is an application, which has
newly become usable, as shown in screen D31 of Fig.26. The letter ‘a’ can be

replaced with another letter such as ‘B’ to differentiate from the completion



new y bec , as shown in screen D31 of Fig.26. The letter “a' can
be %lepl aggg%?f?ﬁg;not her letter such as f3'" to differentiate fromt he
conpl etion FO0539/3159 56 notice in the application purchasing operation
expl ai ned above. This notice can also be communicated by displ aying
i mages, making sounds, vibrating the nppile termnal, and so on. The
explanations in the preceding paragraphs refer to the activati on 5
oper at i onnofitedn thieeapplicatian purchesing iaperafion téwplaimed abovebThs hetice nal
11-1 wants to start the application which has been activated, the user of
mobi | et 6aRialsy beicampuemieatesbplyi displaying Ztnagesyakakimgosownds rvibratingl 1- 1
display the appJication nenu (screen D32). Next, the user of nobile
t erm nal ﬂlﬁﬂlommé@l t ABH SOPNt o appoint the item 3. Start of _
applicatioﬁlg and,mobile 10 term nal ,11-1 displ ays a_.screen for selecting
n
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use of the application need sconti nued. For exanpl €, !
termnal fie appHcation menstetren Di32)udkxtotheMiterRi! inobileoRrfifiled1in
nobil e term nal 11-1 shoul d be discontinued 20 tenporarily on the basis of
a request pashes bhtons®d’ tf appointe theritimal3.Starf ofl dpplidwtion’] aind deftsild t in
t he paynment of the usage charges for an ai)ﬁpl ication, or if the usage
condi ¥ onterpapabd 1appdisplayson serseni fomseleating aa applicatiomoione usablari nal
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execut ed. jibfh t['§chedule manager Ver.2’, the selected application becomes operable
(screen D34).
15 [1.2.5] Deactivation of application

After an activation operation is executed for an application in mobile
terminal 11-1, there may be instances when the use of the application needs to
be discontinued. For example, if mobile terminal 11-1 is lost or stolen, the use
of any application storéd in mobile terminal 11-1 should be discontinued

20  temporarily on the basis of a request from the user of mobile terminal 11-1. If
there is a default in the payment of the usage charges for an application, or if
the usage conditions for an application are violated by the user of mobile
terminal 11-1, the use of the specific application stored in mobile terminal
11-1 should be discontinued temporarily in accordance with a request to do so

2

25  from the administration entity of content server 20-1 or management server
16.

In the cases mentioned above, a deactivation operation is executed. In the

following, as an example, a flow of operations which are executed when a

deactivation operation is executed for an application which is stored in



follown xanpl e, a flow of operations which are executed when a
deacti vag;%%ggo/%g?gt | (r)nr:: I s executed for an application which is stored in
F0539/ 3159 57 managenment area 40-1 of nobile termnal 11-1,wll be

descri bed. First, managenent server 16 transmts a deactlvatl_on comand to
mobile termnal 11-1. The deactivati ogmconmand contains the identification
nunber of managenent area 40-1 in nmenory 12, which will be used for

speci fyi ﬁganfgqm@nb@fpau%ﬂ|ermpbllbéeuamal Mai gwiill bé describedwuni cat i on uni t
34 of nobid.e termnal 11-1 receives the deactiyvation command,
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16 reads the data stored in registration application area and If the

val ue of mé¢mory eontrodler 35.i Aftepimemagy comralks’ 35 rebéivbs the dRaBGVaSoR O t he
application to be deactivated, is "Yes', nmanagenent 20 server 16 transmts,

to the cﬁ@ﬂ@@andnamm centrolder 35 rrejacnsf aHmequests dor {peemission ke akedhe such
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After transmitting the deactivation command to mobile terminal 11-1,
15 management server 16 updates the value of the item ‘activation’, in
downloaded application area 53A of user information storing unit 53-1 to
‘No’. Then, management server 16 reads the data stored in registration
application érea 52R, and if the value of the item ‘collection of usage charges’, |
which corresponds to the application to be deactivated, is ‘Yes’, management
20  server 16 transmits, to the charge management server, the information on the |
application, such as the identification number of the application, the
identification number of mobile terminal 11-1, the time and date of the
deactivation operation, and so on.
The explanations in the preceding paragraphs refer to the deactivation
25  operation. After receiving a deactivation command, mobile terminal 11-1 does
not display the name of the corresponding application on the screen for
selecting an application from usable applications. If the application for which
a deactivation operation is executed, needs to be used by the user of mobile

terminal 11-1 again, the activation operation explained above needs to be



a deacti VE(Q ation is executed, needs to be used by the user of

nobi | e tgtronsﬂ?élgp%-l again, the activation operation expl ai ned above needs
to be F0539/3159 58 executed for the application. For exanple, when a | ost
nobile terminal 11-1 is found or when the default of paynment of usage
charges for the application is resolvesg an activation operation is _
executed again, but the applications, which are downloaded and stored in
menory 12 CEECHEH th@appﬁaatlc_mf Koraxampleviien a losimobilertermimed g 1y t he
applicatigns, ,becopre usab ain when the deactivation operation is
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appl i cati ¢ige dgﬁaimﬁ(;mgpgm{drpgté,@%@émul d al so be stopped permanently. In
15 these instances, the application i1s deleted frommenory 12 of nobile

term nal [1.2.6] Dehaticit of hppHeatosii me, information of the del eted
application registered in downl oad-ready appli cation area 53B of user
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application that has to be
application, use of the application should also be stopped permanently. In

15  these instances, the application is deleted from memory 12 of mobile terminal
11-1, and at the same time, information of the deleted application registered in
download—ready application area 53B of user information storing unit 53-1 is
also deleted. Following is an example, of a flow of operations, which are
executed when a deleting operation is executed for an application stored in

20 management area 40-1 of mobile terminal 11-1.

First, management server 16 reads the data stored in downloaded application
area 53A of user information storing unit 53-1, and checks whether the
application to be deleted is stored in memory 12 of mobile terminal 11-1.

If the application is stored in memory 12 of mobile terminal 11-1,

25 management server 16 transmits a deletion command to mobile terminal 11-1.
The deletion command contains the identification number of management
area 40-1, which will be used for specifying the application that has to be
deleted. After receiving the deletion command, communication unit 34 of

mobile terminal 11-1 transfers the command to memory controller 35. When



del eted. B)589/3ERei ving the del eti on command, communi cation unit 34 of
nobile termnal 11-1 transfers the command to nenory controller 35. Wen
F0539/ 3159 59 nenory controller 35 receives the del etion command, nenory
controller 35 deletes the application and the data of the application in
managenment area 40-1 which is appointgg by the identification nunber.

After the deleting operation, nenmpry controller 35 of nobile termnal 11-1
transmt s%@’@o%ﬁﬁmé@ﬁ@h 3qotaceivest thgedeletion Q@nmndgen@mf dr}|§ @ongrolles. 33hen
managemnent erver 16.receives the conpletion ngotice Q el etion,
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server 16 transnmits, to the charge nanagenent servér, ormation on the

appl i cat i deletescinfasmationtorf theaapplicativiiiem dovidleaded lapplita@on area 53A

i dentification nunber of nobile termnal 11-1, the tinme and date of the
del eti ng opuseninformatidnstoring unieS3:p| anati ons in the preceding paragraphs
are rel at e&nz the deleting 20 operation. After the deleting operation,
nobi | e ter &le qantraryp ak thepapplicgien to beedelgted i nohstored e apemdiryg 2
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i ndexes W, Bhajned using exanples. As already nmentioned, a

plurality ob ?ppﬁ%cat lons are stored in nmenory 12 of
Next, management server 16 reads the data stored in registration application

area 52R, and if the value of the item ‘collection of usage charges’ of the
15 application is ‘Yes’, management server 16 transmits, to the charge
management server, information on the application such as identification
number of the application, identification number of mobile terminal 11-1, the
time and date of the deleting operation, and so on.
The explanations in the preceding paragraphs are related to the deleting
20 operation. After the deleting operation, mobile terminal 11-1 does not display
the name of the corresponding application on the screens for selecting an
application for starting and downloading.
[1.3] Coordinated operations between applications using reliability indexes
In the following description, a method for coordinating operations of a
25  plurality of applications by use of their reliability indexes will be explained
using examples.
As already mentioned, a plurality of applications are stored in memory 12 of
mobile terminal 11-1, and each application stored in management area 40 is

given a reliability index of one integer between ‘1’ and ‘5°. And the reliability




nobi | e teFOSB%SIJS?l and each application stored in managenment area 40 i s
given a reliability index of one integer between 1" and 5. And the
reliability FO539/3159 60 index is recorded in reliability i nfor mat i on
area 40R. The larger the value of the reliability index, the higher is the
reliability of the application. An apgpication with a hlgh reliability can
use functions and data of an a pllcatlon whose reliability is low. On the
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rehability index cannot use functions or data of an application with larger
15 reliability index. Fig.27, Fig.28, Fig.29, Fig.30, and Fig.31 illustrate the
example.
In application area 40A of management area 40-1 of mobile terminal 11-1,
an application for the purchase of a commuter ticket on a certain form of
public transport (referred to as ‘pass application’ hereinafter) is stored. An
20 activation operation has already been executed for the pass application, and
the pass application can be readily used when purchased. By using the pass
application, the user of mobile terminal 11-1 can open the home page of ‘abc
Railroad Company’, through which the user can purchase a commuter ticket,
as well as get other related information such as timetables etc. If the user of
25 mobile terminal 11-1 purchases a commuter ticket through the
above-mentioned pass application, the ticket functions in the form of radio
signals, which the mobile terminal sends to a ticket gate machine of ‘abc

Railroad Company’, in response to corresponding radio wave signals sent by

the ticket gate machine, as the user of the mobile terminal approaches the



Rai | r oad in response to corresponding radio wave signals sent by
t he ticketpggg'??qnsgchi ne, as the user of the nobile termnal approaches the
F0539/ 3159 61 ticket gate, which opens automatically if the two radio
signals match. Nanely, robile termnal 11-1 itself takes on the role of a
comuter ticket. In this exanple, thegjeliability index of the pass
application is 3. In application area 40A of managenment area 40-2, an
appl i cat i Beketugate, yehichs opens oawtommasicalhtif otheoftvaet tadiogsigagise mhatch.
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Next, when screen D41 is displayed, the user pushes button ‘3’ to make
15 mobile terminal 11-1 display a screen for selecting an application for starting
(screen D42). When screen D42 is displayed, the user pushes button ‘1° and
selects the pass application. Mobile terminal 11-1 starts the pass application,
and the pass application opens the home page of ‘abc Railroad Company’
(screen D43).
20 When screen D43 is displayed, the user pushes button ‘3’ to select the item
‘3.Purchase of commuter ticket’, and mobile terminal 11-1 displays screen
D44. In screen D44, the user inputs data concerning section of usage and term
of usage of desired commuter ticket using operating unit 22, and pushes
button ‘9’ to transmit an instruction of purchase of the commuter ticket to the
25 home page of ‘abc Railroad Company’.
Then, the pass application searches applications in memory 12 of mobile
terminal 11-1, which can settle payments as explained below. Control unit 31,
which executes the pass application transmits requests for reading

applications stored in management areas 40, excluding management area 40-1,



whi ch exeppgsgg,/31® pass application transmts requests for reading
applications stored i n managenent areas 40, excludi ng managenent area 40-1,
F0539/ 3159 62 and free areas 41, along with the identification nunber of
managenent area 40-1, to nenory controller 35. Wen nenory controller 35
receives the requests for reading appliggations in nmanagenent areas 40 and
free areas 41 fromcontrol unit 31, nenory 5 controller 35 reads the

rel i abi| i agd ifrefeardasohl - alloingbwtitht the idemt ion numbes @ managemeatanta ar ea
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and free area 40-m, reliability index ‘0’ is adopted as reliability indexes for
15 the applications in these areas, as no reliability index is given to them. The
reliability indexes obtained by this operation will be referred to as ‘reliability
indexes of requested applications’ hereinafter.
Next, memory controller 35 compares the reliability index of the requesting
application and each of the reliability indexes of the requested applications. If
20  the reliability index of the requesting application is larger than or the same as
the reliability index of the requested application, namely if the reliability
index of the requested application is ‘3’ or less than ‘3°, memory controller 35
reads and transmits the requested application to control unit 31 according to
the request. Otherwise, memory controller 35 transmits a notice of rejection to
25  control unit 31.
In this example, the settlement application, which can settle payments, is
stored in management area 40-2, but the reliability index of the requested
application for management area 40-2 is *5°. Therefore, memory controller 35

rejects the request of the pass application for reading the settlement



appl i cati gsBoy3pgpagenment area 40-2 is "5 . Therefore, nenory controller
35 rejects the request of the pass application for reading the settlenent
F0539/ 3159 63 application. As a result, the pass application cannot
recogni ze the existence of the settlenent application. Therefore, the pass
application fails to find an applicatigg, which can settle paynents in
menory 12, and nobile termnal 11-1 displays screen D45. In screen D45,
the user ABPhewfieRtAY argsylnthespasssappligatiomeannit rebegmizgthetexistence of

hi mself/hg;self The use{ w.ites down the information shown in screen D45
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application. Then, mobile terminal 11-1 starts the settlement apphcatlon, and
15 opens the home page of ‘xx Bank’ (screen D49).

In screen D49, the user inputs a password, and makes mobile terminal 11-1
display a screen for selecting an operation (screen D50). When screen D50 is
displayed, the user pushes button ‘3’ to select the item ‘3.Remittance’, and
screen D31 is displayed. In screen D51, the user inputs the information for

20 remitting the payment to ‘abc Railroad Company’ which the user wrote down,
and pushes button ‘9’ to transmit the remittance order to the home page of ‘xx
Bank’. ‘xx Bank’ receives the remittance order from mobile terminal 11-1
through the home page, and remits the payment to the appointed account of
‘abc Railroad Company’ following the remittance order. Then, in display unit

25 21 of mobile terminal 11-1, screen D52 is displayed. On the other hand, ‘abc
Railroad Company’ confirms the remittance from ‘xx Bank’, and completes
the operation for purchase of the commuter ticket by mobile terminal 11-1

updating the information on purchase history of mobile terminal 11-1.

When screen D52 is displayed, button ‘9’ is pushed and mobile terminal



updatin [ tion on purchase history of nobile termnal 11-1. Wen
S(F:)reen &%ggmgﬁyed, button “9' is pushed and nobil e term nal

F0539/ 3159 64 11-1 displays the ordinary screen for standby shown as
screen D53. When screen D53 is displayed, the user pushes appli-button 23
again to nake nobile termnal 11-1 di gy ay the application nenu (screen
D54). \When screen D54 is displayed, the user pushes button " 3' to nake
nobi | e t edhihalisplays thedirdinary screendfon standiy|showmgsascregpDE3t Wher or
starting (screep D55). When screen D55 is displa t he user pushes
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and nobi hppﬁeﬁmﬂ%écréénps@gpl ays the ordinary screen shown as screen D59
on display unit 21. [ 1.3.2] A case where coordi nated operations of

appl i cat i oNéhen scpsenmD36eds displayped,oifi the asemplishelebattohe’st’ aocsclectvigs e an
application with a larger 20 or the same reliability index can use _
f unct i onsitem ¢hReferense ofppuichase distaryh mobdederminalrl -hedisplaysrsereeri | i ty

index. Fig 32, Fig. .33 and Fig.34 illustrate the exanple. In application
ar ea 4bA &5372@“}:315&@%@63@§74@- displayeshi if dheevsgrnpushes- buttonn' 1approkide i on,
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the the remittance for the purchase of the commuter ticket has been confirmed by

‘abc Railroad Company’ and the operation for purchasing the commuter
15 ticket has been completed successfully. Then, the user pushes button ‘9°, and
mobile terminal 11-1 displays the ordinary screen shown as screen D59 on
display unit 21.
[1.3.2] A case where coordinated operations of applications are permitted
The following example describes a case where an application with a larger
20  or the same reliability index can use functions or data of an application with a
smaller or the same reliability index. Fig.32, Fig.33, and Fig.34 illustrate the
example.
In application area 40A of management area 40-1 of mobile terminal 11-1,
an application, which can function as mail-order shopping (referred to as
25 ‘mail-order application’ hereinafter) is stored. An activation operation has
already been executed for the mail-order application, and the mail-order
application can now be readily used. By use of the mail-order application, the
user of mobile terminal 11-1 can open the home page of ‘Cyber Shop zz’, and

in the home page, the user can purchase various kinds of commodities. The



user of ' mnal 11-1 can open the hone page of "Cyber Shop zz', and
in the homnljeajpgag,sgt he user can purchase various kinds of commodities. The
F0539/3159 65 reliability index of the mail-order applicationis "4". In
application area 40A of management area 40-2, as in the previous exanple,
the settlenent application is stored. gg activation operation has already
been executed for the settlement application, and the settlement 5

appl i cat ireHabiitydndex edythe snaié-ondeviappiheatien t9 @Hent appl i cat i on will be
referred to as .settlenent application 1' hereinafter. The reliability
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the 15 credit application is n application area managerment

area 40- 4etthomeppapplacdtivh 1Mpi4h has the sane kind of function as that of
settlenment application 1, is stored. The application can open the hone

page of "tk dpplications aserl 40A ‘ofxnidaakementcarea 4043¢ zhpﬁpPh'éﬂﬁon,t Rehigher can
order several operations such as remttance of 20 payments. An activation
oper at i opertosmy thexdynetiem afxsattlingl paymerts by epedit (réfemedatal ashteredit

appl jcation.is.nowready.tq pbe used. The settlenment  application will be
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user can order settlement of payments by credit. The reliability index of the
15 credit application is ‘4°.
In application area 40A of management area 40-4, an application, which has
the same kind of function as that of settlement application 1, is stored. The
application can open the home page of ‘kk Bank’ instead of ‘xx Bank’, and in
the home page, the user can order several operations such as remittance of
20 payments. An activation operation has already been executed for the
application, and the application is now ready to be used. The settlement
application will be referred to as ‘settlement application 2’ hereinafter. The
reliability index of settlement application 1 is ‘5°.
First, the user of mobile terminal 11-1 pushes appli-button 23 to make
25  display unit 21 display the application menu (screen D71). When screen D71
is displayed, the user pushes button ‘3’ to make mobile terminal 11-1 display
a screen for selecting an application for starting (screen D72). When screen
D72 1s displayed, the user pushes button ‘1’ to select the mail-order

application. Mobile terminal 11-1 starts the mail-order application, and the



D72 is di ,5¢ he user pushes button "1' to select the mail-order
applicati 3?‘5@%5'% term nalo 11-1 starts the mail-order applicati on, and

t he FO0539/3159 66 nmil-order application opens the honme page of " Cyber
Shop zz' (screen D73). \WWen screen D73 is displayed, if the user pushes

~ button ‘2' to select the purchase of begf, the mail-order application

di spl ays screen for inputting information of delivery destination of the
ordered cmﬂ%ﬂr‘ﬂ@l‘ anpicasionoopgns the hOf]{lScp‘mh mﬁjﬂyh bergﬂhapsaz dds;amﬁn;Dg?}) o

i nformati o deliv destlnatlon of the purchased comuodity, and pushes
button V. Stlﬁ‘@lhi]vﬂl & dasplaygd.i u’ameouseprswshens'ebuapm 2 doi select thereror y

ments. In the follow ng

2o OO S B mwﬁfgn%farhpiict#tio&dlsp‘i%ystlﬁli@fﬁmlm 9rOPHINE ok
: at fol]ow i
gzsgel :‘\c/)re{rgfgg&%h Séfaﬁs lvér'gfefigﬂggv t\‘?ﬂ‘ﬁo ‘the I’é@f‘?‘i&“ﬁ&?ﬁéﬁﬁ’s SCreeny %}y@arre as
0
hppl i oot B SeRESTIDPES a5 RsB) N B R ST Béib s, B8sifiion ofther) o
paynents, ﬁf&asé@bbﬁﬁhbdhg éﬁﬁjgﬁsﬁ’és ¢m0m9* “PhéE'¢ @I?r%ﬂ %?&éx‘){?@ %&tpﬁl

requesting side reqtiests for reading B RE) appl | ¢a |
nmenor y 12searehes4a% piitatiens fiemephadbi 2 ioNmbBiletehifkR - € Wic d}?EQﬁ ise@tld on 1,

which is one of the receiving sides of the requests for rea

appl i cat i payments. "I therfollowing raxampler it3ls  sappeseds tlidtetheeasaSha:i riaput he
mai | -order application to be able to read settlenent application 1, and
transmts k- Afﬁrs*ﬂnjwk!bku,t Kekyahesidelivery destinatione(Thecftowt ofpperationon 1

to cqntrol |ch executes, .the nmail-order _application. Simlarly,
the fdl i othat rfl?t‘OWng &ﬁaﬁ% oF seard lagﬂnpél@ﬂtwnSawb@clﬁ@angeglmpaymrm y
control ler 35 transm OI‘ITB.tIOI’J on fupcti ft credjt application
to controf tgﬁlﬁat%clas &grﬂﬂeé?g)onﬁ ﬁéP?%PPgb"iPVFW“ﬁdéga to the passrent
applicatl 5", and it |slargerthantherellabllitylndex of the 25
mai | - or der appzi | cat ion of the requesting side, nanmely " 4'. Theref ore

T oo O et S hif, SSRUESf, GARL P e hyfln ol 2
appl i cat ireliability index of the mail-order application of the requesting side of the
15 requests for reading other applications in memory 12, is ‘4’. Since the
reliability index of settlement application 1, which is one of the receiving
sides of the requests for reading applications, is ‘4’, memory controller 35
accepts the request from the mail-order application to be able to read
settlement application 1, and transmits information on the functions of the
20 settlement application 1 to control unit 31, which executes, the mail-order
application. Similarly, the reliability index of the credit application also being
‘4’, memory controller 35 transmits information on functions of the credit
application to control unit 31. On the contrary, the reliability index of
settlement application 2 is ‘5°, and it is larger than the reliability index of the
25  mail-order application of the requesting side, namely ‘4’. Therefore, memory
controller 35 rejects the request of control unit 31 for reading settlement
application 2, and the information on functions of settlement application 2 is
not transmitted to the mail-order application. As a result, the mail-order

application recognizes that settlement application 1 and the credit application



not transpQsBedtsythe mail-order application. As a result, the nail-order
application recogni zes that settlenent application 1 and the credit
application F0539/3159 67 can be used as applications for settling
paynents, and displays screen D75. In screen D75, if the user decides to
use settlenent application 1 for settligyg the paynment, and pushes button
"1', the nail-order application transmts a request for pernmitting to read
set t | enentan®s usegtasoapplicasionsnhor petlingrpaymaents, asd dsplays sexoen D7de, t he
mai | - order _applicagiaon,. gives, to settlenment application 1, an order of
transacti ol Sgﬁre@ﬁbg aeiflg @eb‘éseé&@é&‘éd%‘}sesé@tﬂﬁ&ﬁ'éﬁtapp&WﬂD@al fomsettling
necessary J nformation for executing the transacti,on. To. put it note
concret el 9,’6 LAY, and; P ,esv\ﬁ*r‘@ﬂge%ec the maylorder |aP&iWéﬁ0&pBant§o%,
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and the delivery destination of the commodity is "1-1-1 Shinjyuku-

Tokyo' . Minmoye concretelyecoitol unjted kswhivh exdouats the maikorderadpplivation,
requesting application of the reading request and the witing request, and
t he rel i afgquasis meigesy epntralder 3§ueswaite appirdenfona remittance eparation tand

) lt, I it 31, ettl t
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managenent area 40-2, and the info fion has al read een | hput ’in screen
D77. Ther pdoeieingt fccoutlis dogsingtacoeeant irP ‘nmBink’ whose account number is

15 ‘41256378, the purpose is payment for 1kg of beef, and the delivery
destination of the commodity is ‘1-1-1 Shinjyuku-ku, Tokyo’.

Memory controller 35 compares the reliability index of the requesting
application of the reading request and the writing request, and the reliability
index of the requested application of the requests, and accepts the requests. As

20 aresult, control unit 31 executes settlement application 1.

Then, settlement application 1 requests the user of mobile terminal 11-1 to
input a password for authentication of personal identification, by displaying
screen D76. In screen D76, if the user of mobile terminal 11-1 inputs a correct
password, settlement application 1 displays screen D77. In this step, the

25 necessary information for the remittance is read by settlement application 1
from data area 40D-2 of management area 40-2, and the information has
already been input in screen D77. Therefore, the user does not need to input
the information.

When screen D77 is displayed, the user confirms the information for the



the infor ' en screen D77 is displayed, the user confirns the
infornatiggs?g}r?’lts\r% | FO0539/3159 68 renittance, and pushes button "9'.
Then, settlenment application 1 transmts an order of the remttance to the
hone page of "xx Bank'. In this step, settlenent application 1 also
transmts the necessary information foggthe remttance such as the
information of purchased commodity, the delivery destination of the 5

pur chasedregpitangie; gnd grushes buttoa ¥WnThpagsettenient apphicatiomle transmiBaark’
receives the order of the remttance, the information of purchased

comodi t yor qx@fdgpir@mlgﬁaa@% {9 the hemeopagemef pxx Bankd dln Hrisserp, settlement f r om
nmobile termpal.11-1 .through.the hone page, . xx Bank! remts the appointed
payrment t aPPkCation &ialso irz‘m%ml&% e\/\)i‘@%sgﬁg’ infegnationder dhe remittangea
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confirmation of paynent for the purchase, along w Pnformati on such as
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1, which is executed by control unit” 31 of nobile termnal 11-1, reCeives

t he confietcafiom mbbjleyteemindlr bixl " thybegh $he home 'gage,ef)t)t Bank” repits gag i on 1

transmits to nenory controller 35 a request for 20 executing the mail-order

appl i cat i appointed paynend teet'CybeenSheppiztcatlong with athe dnfermatson f of

writi i nformation, such as the date of delivery and the orderi na'tnunber,
1
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Tokyo’. As a result, ‘Cyber Shop zz’ proceeds with a delivery operation for

the purchased commodity, and transmits to mobile terminal 11-1 a
15 confirmation of payment for the purchase, along with information such as the
date of delivery and the ordering number.

When settlement application 1, which is executed by control unit 31 of
mobile terminal 11-1, receives the confirmation of payment from ‘Cyber Shop
zz’, settlement application 1 transmits to memory controller 35 a request for

20  executing the mail-order application, which called settlement application 1,
and a request for writing information, such as the date of delivery and the
ordering number, in data area 40D-1, which is managed by the mail-order
application. In this step, memory controller 35 also compares the reliability
index of the requesting application and the reliability index of the requested

25 application, and accepts the requests. As a result, control unit 31 starts the
mail-order application, which was closed in the middle of a series of
operations, and the mail-order application displays screen D78 after reading
the date of delivery and the ordering number from data area 40D-1. When

screen D78 is displayed, the user confirms the information, which is sent from



oper at i onF05ggp31tjge mai | - order application displays screen D78 after
reading the date of delivery and the ordering nunber fromdata area 40D 1.
When screen D78 is displayed, the user confirms the information, which is
sent from F0539/3159 69 “Cyber Shop zz', and pushes button V. Then nobile
termnal 11-1 ends the operation and ggspl ays the ordinary screen shown as
screen Dr9. As expl ai ned above, an appl i,cation, which is given a high
reliabilit@yben §hopizg’, and prushes butionaid. fihgn mabile tenmanatat 1-dnerds theas
nmonetary informatiop an 5 personal infornmption fromother applications

di rect | y, OBHRUN %Mgdlstpgaibsa‘lhe QrghRanycyrsen SBOWEy asyeeR 2 {Bns, whi ch manage
hi gh val ue,i nformati.on. Mreover, .if a,relilability index. of..an |'ication
is "5, thAsExplangdiabovesan app HOPOW&&P 1£8 h%ﬁg’pﬁi ql%gglo‘&hisch are
stored in [10, [Y.:32,.. 4and _to dat which are naged by the
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val ue, and the adm nistratron entity of nmanagerent Server 16 checks, if
necessar yMoveeveerift @&eﬁﬁbilit?aiﬂdéﬁts of Vi apphicatien \isn‘3, théapiflidationaly | 1ty
value are falsified or not. Therefore, users can be guaranteed security
when usi ngllawedi toatalbeentrol lapplightions uwhicti arestored. in[ @&jntfeic nenerybd3dj ment
As expl ai ned below, the only difference between the first and the second
embodi menard tp Biserdata, whichh are managed i thereantrol proguains. tAs adtesulicthe2o

inforpation instead of reliability indexes, .is use or coordipating
oper 2t orQPErpHORS | thalusers rapst p@ﬂf@rmeﬁani@sswplaﬁ@&é RS ABHITHRAIO T o

h f the first embodinent. ..t f Ly th ts,
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checks, if necessary, whether the applications, which are given a high
15 reliability value are falsified or not. Therefore, users can be guaranteed
security when using applications with high value information.
[2] Second embodiment
As explained below, the only difference between the first and the second
embodiments, is that, in the second embodiment, reliability related
20 information instead of reliability indexes, is used for coordinating operations.
To a large extent, the features of the second embodiment are the same as those
of the first embodiment, therefore only the aspects, which are different
between the two embodiments, will be described. In the following
explanation, names and symbols, which are used for various components in
25  the first embodimeht, will be used for all the corresponding components in the
second embodiment without any alteration.
[2.1] Configuration and functions of authorization data
In the second embodiment, when the administration entity of management

server 16 is requested to examine an application of content server 20, the




[2.1] ComHgspy/3aison and functions of authorization data In the second
enbodi nent, when the adm nistration entity of nmanagenent server 16 is
requested to exam ne an application of content server 20, the F0539/3159 70
adm nistration entity of nmanagenment server 16 determnes the rights for
readi ng the application, the rights forQreading data, the rights for
editing data,, and the rights for deleting data with regard to the newy
exam ned adppnigEatior ety ebonapagement serveratlibo determines ther sightsinfoied i n
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read by application A or exa contr needs to use

any funcid onP3568p] iig aidwly efEmiddd. Tﬁeeraﬁgﬁehﬁ&atwg béefer?8d oS agnder
execution, control unit 31°transmts to neffbry controller 35 a request for
15 per mi tappljcation ¢eP-3568"] dntthe saniPBadRer tenbtheptipplicaliBng ke’ alse
indicated in the first colum of authorization data for application

" AP- 3568Trefetred be bybtis idéntifieatitat apmbersr Fig.86t givies e 8%ampie pifsddthe
request for permitting to read application ~AP-3712' when nenory

control | endigatingc sights fare appligation ‘AP+-3568Ccand i willt he refguesst ;tomasory

controller 35 reads (ﬁgl Lcati on 20 "AP-3712' from application area 40A of
manag@msn?“ Eiapen PLEABMCs it to control unit 31. The data in the
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execution, control unit 31 transmits to memory controller 35 a request for

15 permitting to read application ‘AP-3712’. Application ‘AP-3712’ is indicated
in the first column of authorization data for application ‘AP-3568°. On the
basis of the data, memory controller 35 accepts the request for permitting to
read application ‘AP-3712° when memory controller 35 receives the request.
After accepting the request, memory controller 35 reads application

20  ‘AP-3712’ from application area 40A of management area 40, and transmits it
to control unit 31.

The data in the second column of Fig.35 indicate applications whose data
application ‘AP-3568’ is allowed to read. For example, if control unit 31
needs to use any data of application ‘AP-8125° when application ‘AP-3568’ is

25 under execution, control unit 31 transmits to memory controller 35 a request
for permitting to read data of application ‘AP-8125°. Application ‘AP-8125°
is indicated in the second column of the authorization data for application
‘AP-3568’. On the basis of the data, memory controller 35 accepts the request

for permitting to read the data of application ‘AP-3712° when memory



i s indica@siomnisbe second col um of the authorization data for application
"AP-3568'. On the basis of the data, nmenory controller 35 accepts the
request for permtting to read the data of application “AP-3712" when
menory FO0539/3159 71 controller 35 receives the request. After accepting
the request for permtting to read thgjdata, nenory controller 35 reads
the requested data_from data area 40D of nmanagenent area 40 where |

appl i cat i@mtrolfersid geceiyes ithe gaquesid Afteranecaptng the trquest dor permaitingni t

31. 5 The dat 'néhe third colu of . Fi g. 35, indi catgé a?pl i cag ons whose
data appPil€ad th dakp. emoryiconing reads dhe requesteddata from eafyaraan
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fifth co aut hori zation data for 15 application ~ AP-

basi s of Fipe33iaadicat@napplic@ivnsovhese datpapphitation NAP-896851s hANowed td tting
to read application ~AP-3568" when nenory controller 35 receives the

request. d¥let. accepting the request, nenory controller 35 reads
application ' AP-3568" from application area 40A of _nanagenent area 40, and
transni t s ©n the contrary| therdata 3n the gifth eoluann pf Kigeddindicatesapplicagionscol um
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35 a request for permitting to read application ‘AP-3568’. Application
‘AP-4315" is indicated in the fifth column of authorization data for

15 application ‘AP-3568’. On the basis of the data, memory controller 35 accepts
the request for permitting to read application ‘AP-3568" when memory
controller 35 receives the request. After accepting the request, memory
controller 35 reads application ‘AP-3568° from application area 40A of
management area 40, and transmits it to control unit 31.

20 Similarly, the data in the sixth column of Fig.35 indicates applications,
which are allowed to read the data of application ‘AP-3568’; the data in the
seventh column of Fig.35 indicates applications, which are allowed to edit the
data of application ‘AP-3568’; and the data in the eighth column of Fig.35
indicates applications, which are allowed to delete the data of application

25 °‘AP-3568’.

[2.2] Registration and update of reliability related information
As shown in Fig.36, registration application area 52R of application
information storing unit 52 of management server 16 has the item ‘reliability

related information’, instead of the item ‘reliability index’ as in the first



As shown Fm5%9/3136, registration application area 52R of application

I nformation storing unit 52 of managenent server 16 has the item
‘reliability related information', instead of the item reliability index’
as in the first F0539/3159 72 enbodi nent. Wen the adm nistration entity
of managenent server 16 conpletes the7gxam nation of application
"AP-3568', it inputs_authorizatjon_ data, shown in Fig.35, into managenent
server 1eemppdunente Whenothe, administaatien sertifynmft managemaentigseryer ér ver
16, manageneni server 16 creates,a S new record for application  AP-3568'
in regi stmpime%m iexamupatigneef spplication) ‘AFs38681,ni iaputs antharization h,
the sixth, the seventh,. the eighth col ums the aythorization data
in the i t38; ShOWILIR kag% I JIAHRSRIRERS SATVess %hé\rheﬁetber aptharizagon |
managenen erver 16 .updates th c{gta in e item reliabili related 10
ot o mat 1 GA18 4k Tt SHRE 20 TeclBerontved s TonhAERmESL S8Rier A chradha
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server 16 adds the identificatlc’)n_ nuﬁﬁe? of app P_i:at!&o_né‘ A%!{@g@é(%ﬁ to the
sub-i t emof eirdanthdrizaiv idaed iRrthei ifernhreliabilityr fdlaedd irifoymatioat &t the
information' of the record corresponding to application ~AP-3712' in

regi stratnewmrepmid.cati on area 52R. Next, nmanagenent server 16 reads the
data in downl oaded application area 53A of each of user information storing
unit 53- 1,Nexermanagement server di6 wpdatesithe slat in the jtem ‘cediabilityf velated on

storing uni.t 53-k. Then, fromeach of the, 20, cQlums, fromthe first
col ur]na t dnfermation, Wp‘ gerrespond to appheations Nfﬁc%i angnypftheceglugmns

" AP-3568', nn t _server | psts up.all user infornmati.on ,Storin
uni 155, b a8e FHRE osiHtE to e, fetirth $isimin, OF ctbe, BuomPabdg, d3te” Bar
updat ed i a - .oned ¢ honr, : Na . V. 6
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i denti fi ddentificatiohenugiber of application ‘AP-3568" to the sub-item ‘reading

15 application’ in the item ‘reliability related information’ of the record
corresponding to application ‘AP-3712’ in registration application area 52R.

Next, management server 16 reads the data in downloaded application area

53A of each of user information storing unit 53-1, user information storing

unit 53-2, - - -, and user information storing unit 53-k. Then, from each of the

20 columns, from the first column' to the fourth column of the authorization data

of application ‘AP-3568’, management server 16 lists up all user information

storing units 53, whose data of the item ‘reliability related information’ were

updated in the above-mentioned operation. Namely, management server 16

lists up all of user information storing units 53, which contain identification

25 numbers of applications indicated in the authorization data of application

‘AP-3568’. Then, management server 16 adds the identification number of

application ‘AP-3568’ to the corresponding sub-item of the item ‘reliability

related information’ of user information storing units 53 which are listed up.

Then, management server 16 transmits a notice that the identification number



appl i catipps3gy313968° to the corresponding sub-itemof the item
reliability reI ated information' of user information storing units 53

which are listed up. Then, nmanagenent server 16 transmits a notice that

the identifi cat i on nunber F0539/3159 73 of application ~AP-3568" was added

to the item reliability related infoygation', to nobile termnals 11,

whi ch correspond to user I nformation storing units 53 to which the

i denti fi coft i applicatingt oAPapHI8’cawnsn added 3368 the waterad dealiability erelatade,

according to the data of u er |r1fo .sforing 5 unit 53-1 shown, in
Fig.7, moBio ran%té%ant& gqrmlsg silii) ich cﬁorrmﬂzm USER IB§OEMAation on
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application
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appl i cation P-0123" in user 1 nformati storing unit 5 ile
term nal AppHeatibpadsP-@123pakiindidared inhihehfibstscolene f! e adthoridtionat | on

of its contents, into menory 12, reliability related infornmation
correspo rd:htag;hmvn e Fag35, cad app]n&tmrs OAPE3H683 detlichnisonewly lexatinednal 11
along with the application. Menory controller 35 of nobile term nal 11
records tifegiveniamght to/reasl application’ AR+O 23’ heraf cwas managemans Geavemg
with_ the Ilcatlon rellabllltylnfornatlon nagenent
area 190 12%? Bilfss 40 fﬁogﬂﬁ terpinal kl-dna f)@‘%ﬂlait &Eﬂtlgﬁ@l% @@é&?%g
exanpl e, e ter 11-1 rec I ves noti ge from man
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nevvl y ent
“reliabi |£‘{‘§H’ra£ Poirt%ra Ig(ﬁfﬁﬂhﬂgsg?aq%f@?%@ tlﬁﬂ 5é (ﬁfe%ptoﬁlgﬁ% tlo 53-1,
whi ch cord@ﬂmﬁm ‘WP@H@CJ GaAtdseP infitntiton stoﬁﬁgﬁﬂltﬁl‘t roller 35 of nobile
term nal 1-1 includes the identification nunber o
When mobile terminal 11 downloads an application, which has passed the
15 examination of its contents, into memory 12, reliability related information
corresponding to the application is also downloaded into mobile terminal 11
along with the application. Memory controller 35 of mobile terminal 11
records the reliability related information, which was downloaded along with
the application, in reliability information area 40R of management area 40
20 allotted to the application.
As mentioned in the preceding example, when mobile terminal 11-1 receives
a notice from management server 16 that the identification number of
application ‘AP-3568’ has been newly entered in the sub-item ‘reading
application’ of the item °‘reliability related information’ in user information
25 storing unit 53-1, which corresponds to application ‘AP-0123°, memory
controller 35 of mobile terminal 11-1 includes the identification number of
application ‘AP-3568’ in the item ‘reading application’ of the data stored in
reliability information area 40R-2 of management area 40-2, which is allotted

to application ‘AP-0123".



appl i cat ipps3981§668' in the item reading application' of the data stored
in reliability rnformati-on area 40R-2 of nanagenent area 40-2, which is
allotted to application “AP-0123'. F0539/3159 74 According to the

above- nenti oned operations, the data stored in registration application
area 52R of application information stpfing unit 52 and the data recorded
inreliability information area 40R of managenment area 40 of each nobile
ternminal JAceqrding @ yhe apaseducatanesthpperationsathe datastored sn pegisiration

Coor di nat ed _oper ati ons_het ween applicatjons using reliapiljty related
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menory argfernthtiéh | S appointed by the requested application's area 15
nunber, is one of the nenory areas of managenent areas 40, nmenory

control | erWhen amgppliestéory needs be use funstiony omdarnof ahother tapplicatieada t he
reliability related information fromreliability information area 40R of

managenermobileaerfindll bl,t cohttal uhe Fletraasmet appquesttfoorpereaking tensey
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appl i cat itba application, resdthen datee of tthe, applicationgrase webhas the wdeatificationt of
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If the memory area, which is appointed by the requested application’s area

15 number, is one of the memory areas of management areas 40, memory
controller 35, when receiving the request from control unit 31, reads the
reliability related information from reliability information area 40R of
management area 40 allotted to the requested application. Next, memory
controller 35 checks whether the identification number of the requesting

20 application is contained in the item, which corresponds to the content of the
request in the reliability related information. For example, if control unit 31,
which is under the execution of application ‘AP-2568’ transmits to memory
controller 35 a request for permitting to read application ‘AP-0123’ stored in
application area 40A-2, memory controller 35 reads the reliability related

25 information from reliability information area 40R-2, and checks whether the
identification number of application ‘AP-2568’ is contained in the item
‘reading application’ of the reliability related information. If the identification
number of the requesting application is contained in the corresponding item,

memory controller 35 accepts the request of control unit 31, and executes



“readi ng pgploeAtgen’ of the reliability related information. If the

I dentification nunber of the requesting application is contained in the
corresponding item nenory controller 35 accepts the request of control
unit 31, and executes F0539/3159 75 operations follow ng the request. On
the contrary, if the identification nuryger of the requesting application
is not contained in the item reading application', menory controller 35
rej ects toperabignsdollowiogihe sequest: Outhercontranynif the ideatifisationi mnsber
menory coniroller 35 carried out. by using reliability related =
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used wi t hB]tTlurd emhbedidteran. [3. 1] Overall configuration of application
delivery systemlIn the third enbodinent, just as in the first enbodi nent,
when the aklii thiestthedi emipodimentof theorflewt oferoperatiéns efpresielivening an
exam nation of an _application, the application is exam ned by the
adni ni st r3PPIECALIN is: & ffﬂrgnbfrmag@rﬁfri%esféws&@meimm, but te & dangei extenndex
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al most  ncepBddimkeht;t Whife hifies2aRd "REABOR H5&PTor RfPonents of the third
embodiment, which correspond with those of the first embodiment will be
15 used without any alteration.
[3.1] Overall configuration of application delivery system
In the third embodiment, just as in the first embodiment, when the
administration entity of content server 20 requests an examination of an
application, the application is examined by the administration entity of
20 management server 16, and a reliability index is given to the application.
However, in the third embodiment, after the reliability index is given to the
application, the administration entity of management server 16 creates a
message digest of the application by use of a hash function. Since a data set
created from an original data set by use of a hash function is irreversible, an
25 application cannot be restored from a message digest of the application.
However, there is almost no possibility of the same message digest being
created from applications having different contents, as contents of each

application almost certainly differ, however slightly. Therefore, if any part of

the content of an application is changed, the message digest created from the



created froszauqlsocati ons having different contents, as contents of each
application alnost certainly differ, however slightly. Therefore, if any
part of the content of an application is changed, the nmessage digest
created fromthe F0539/3159 76 original application by use of a hash
function, and the nmessage digest creatgg fromthe changed application by
use of the same hash function will not be the sane. Since the size of a
nmessage doigginal |a9ph§aaon>bm&m of mehashr function; aad the messagppdigestt ¢reated
do.not . 5 require
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I ndexes. Furthernore, 1n“the t I ment, applications t ense S are
not st or edigest imEpPplivationn inforgativn Sorii®unio 52nalonz2 witls thBeielabgigone in
the first 15 enbodi nment, but are stored 1n content servers 20, which are
provi der sindext loé dpfpl appiucamm Fig38f shews rant rexamaple fofr data sétoved i im Fi g.
37, no appllcatlon is listed in the item storage |location information',
but only applicatign Wdormatipn stering anit 32 ag éhe thied emqummﬂ-lamwec,ahgon

are oregzerd)o addi tion, .in, the third enhodi nent, ervers 20, which
are 3 bvi es Ptoshay thec e rRUDLgatigR  decayss if 8¢ thirgh 1m¢51
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item  storage nu user I orrra |on or| Stnit 53 of
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speci fying each application stored i n tenporary cust ody appl I cation ar ea
52T, is nmt applicaden inforatiohi stdriipbagiivesR, as théysare done in the first

15 embodiment, but are stored in content servers 20, which are providers of the

=

applications. Therefore, in the data format shown in Fig. 37, no application is

listed in the item °‘storage location information’, but only URLs, which
indicate the storage location of each application, are stored.

In addition, in the third embodiment, content servers 20, which are providers

20 of applications, always deliver their applications directly to each mobile

terminal 11. In the third embodiment, therefore, it is not necessary to create

temporary custody application area 52T in application information storing

unit 52 of management server 16. Also, the item ‘storage number’ listed in

user information storing unit 53 of management server 16, which is present in

25 the first embodiment for specifying each application stored in temporary

custody application area 52T, is not included in the third embodiment as this

is also unnecessary. Fig.38 is a diagram showing a configuration of the

application information management system in the third embodiment, and

Fig.39 is a format chart showing an example of data stored in user



is al so upN§8eSIE9y. Fig.38 is a diagramshowi ng a configuration of the
application information management systemin the third enbodi ment, and
Fig.39 is a format chart showi ng an exanple of data stored in user
F0539/3159 77 information storing unit 53 in the third enbodi ment.
Moreover, in the third enbodi ment, whefi7nenory controller 35 oflgnblle
termnal 11-1 receives a nessage digest from nmanagenent server , nMenory
cont r ol | iNIGEM3tIGR SEOMNG U3 A g the 8131!5@ emhashiment| y. ;I'_hen, _ V\henmnpnﬁry 5
controller, 35 of mybile term nal 11-1 receives an application, ich is
gi ven a r¥Qregyes 4y tbﬁd@%d?@m%pdlmenhow epHREMOry ¢omeoler 33 mfumahile on

unit 34, . neRDIY ntroller 35 creates nessage di gest of t recei ved
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I'n the fol Lowi ng explanation. The user of nobile term nal 11-1, for _
exanpl e, W lﬁh&’% receiyed fremananagervenosaryer 16er ver 20-1 in nobil e terninal
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server 2 transm t o manage server
‘1’ or more than ‘1°, and whose provider is content server 20-1, will be

described with reference to Fig.40, Fig.41, and Fig.42. The screens displayed
15 by display unit 21 of mobile terminal 11-1 in the flow of operations, which
are explained below, are the same as those in Fig.21, which were used for
explaining the download operation in the first embodiment. Therefore, Fig.21
is also referred to in the following explanation.
The user of mobile terminal 11-1, for example, displays a home page of
20  content server 20-1 in mobile terminal 11-1, and applies for purchasing the
application given in the home page (step S601). The user of mobile terminal
11-1 also follows the procedure for settling the usage charges of the
application.
Content server 20-1 checks whether the contents of purchase request meet
25 the requirements, and if the contents of purchase request meet the
requirements, content server 20-1 transmits, to management server 16, a
notice of acceptance for purchasing the application (step S602). The notice of
acceptance for purchasing the application contains the identification number

of mobile terminal 11-1, which purchases the application, and the



noti ce ofpgszemiance for purchasing the application (step S602). The notice
of acceptance for purchasing the application contains the identification
nunber of nobile termnal 11-1, which purchases the application, and the
FO0539/ 3159 78 identification nunber of the purchased application. \Wen
content server 20-1 transmts the notfyjge of acceptance, content server
20-1 records the  identjfication nunber of nobile termnal 11-1, whose
request figlenplicationi mynbenef e purchased appliwatiopt dhemicoatenteseever 201t he
noti ce of acceptance from content server 20-1, managenent server 16

speci fi estrapenispithe neticent agreptanses c Raptent: s6rvepplQ-datiesardsactsr di ng
to the id t'h?]é%ﬁtion nunber. of . the nobile term.nal contaLned in the

recei ved pn £ Qf anoRidg termumal vl n Whase, kequest foroppeahasing ne
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;cggplt alng@te:%&%ﬁ& ;‘&?f}cgéﬁfl“ﬁg& : ggt : 82 g(r)gaalsgeofl user inf olr mat i on
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nobile termnal 11-1 receiv e conpletion notlcé_o at1ons .
pur chasi ngpplivatithn, apordiig @0, thevkientificatiohnatimber loflithe! mvbileherhfihaler a'

on display unit 21 for inform ng the user of nobile termnal 11-1 that the
new y purairamtd apfhe recdived imoticeastyaccepbenck iNexg drandgement seryenditt
server 16. |f the purchased application is an_application whose usage
char ge i sregistaesgthe identificaiion:number of thecapplicatirmeontained dn the notiwesni ts,
2ppl 1Dt | o ASGERARGE e QONGHIOATERLY APTIISASAN GHEd 13 Al PG RISHTIAS
ent 1 bR TS5, i BohEsh S o hobic bt 6 SR sBha "2
pushes 2DNexhhaficiiel sd38 16 5195 cdtpldion ek 8 flons o,
user of nRkichasing thenipplichtibnD v Afsbiktdrffinal119 (s18F'SE04YIWhen mobile
terminal 11-1 receives the completion notice of operations for purchasing the
15 application, mobile terminal 11-1 displays the letter ‘a’ on display unit 21 for
informing the user of mobile terminal 11-1 that the newly purchased
application is ready to be downloaded from management server 16.
If the purchased application is an application whose usage charge is
managed by management server 16, management server 16 transmits, to the
20 charge management server, the information of the purchased application such
as the identification number of the application, the identification number of
mobile terminal 11-1, time and date of purchase of the application, etc. (step
S605).
The user of mobile terminal 11-1 pushes appli-button 23 of mobile terminal
25 11-1 to display an application menu shown as screen D21. When screen D21
is displayed, the user of mobile terminal 11-1 pushes button ‘2’ of operating
unit 22 to select the item ‘2.Download of application’. When button ‘2’ is
pushed down, mobile terminal 11-1 transmits, to management server 16, a

request for transmitting information of applications, which can be



unit 22 t F05sioet1s59he item " 2. Downl oad of application'. Wen button "2' is
pushed down, nobile termnal 11-1 transmts, to managenment server 16, a
request for transmtting informati on of applications, which can be

F0539/ 3159 79 downl oaded to nobile termnal 11-1 (step S606). After
receiving the request for transmtti ng 7:91format [ oln (in; itppl i cati ops,
management server 6 trgnsmts, to nobile termna names o

appl ?cat i §evnipadeditpma llﬁtqfﬁﬁnﬂhhbelréstw S&6)i cati ons, which are

regi stered i n down| oad-ready application, area 53B of user information
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53A and ch cks whether nenory 12 of nobile termnal 11-1 has enough free
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11-1, mobile terminal 11-1 transmits the identification number of the

O

15  appointed application to management server 16 (step S608).

After receiving the identification number of the appointed application,
management server 16 reads the data stored in}downloaded. application area
53A and checks whether memory 12 of mobile terminal 11-1 has enough free
space for storing the appointed application (step S609)

20  In step S609, if memory 12 of mobile terminal 11-1 does not have enough
free space for storing the appointed application, management server 16
transmits, to mobile terminal 11-1, a request for appointing an application,
which is to be deleted from memory 12 (step S610). When mobile terminal
11-1 receives the request for appointing an application, mobile terminal 11-1

25  displays screen D23 on display unit 21. In response to the message on the
screen, if the user of mobile terminal 11-1 pushes button ‘9’ to instruct the
execution of the following operations, mobile terminal 11-1 displays screen
D24 on display unit 21. On screen D24, the names of applications, which are

stored in management area 40, are listed. In response to the information



execut i orF@439M3g 5ol | owi ng operations, nobile termnal 11-1 displays screen
D24 on display unit 21. On screen D24, the nanes of applications, which are
stored in managenent area 40, are listed. In response to the information
F0539/ 3159 80 displayed on the screen, the user of nobile termnal 11-1
can appoint an application, which is g9 be deleted fromnenory 12 by
pushing a,button whose nunber corresponds to the nunber of the application
on the scdisplayed\pnithe seeannshe 1ser ofr mebile denrninal dbhili tanaappwinhanber of
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of the apMl.ication, etc., fromapplication information storing unit 52, by
use of the identification nunber of the application, and transmts the
i nf or mat i € tthenedrittary; én stemIS609, Gf (aemory SE2 )f. mobile torhiihal Ugrnikagl 11-1
recei ves the nessage digest of the application, 20 the reliability index
of the aSporghtiree ,Spﬁﬁé%@t stoatng thecappbication appeirited for ddvenloaging,ahei on,
cervif' 2@PETRIOT L sep S6I0 and stsn 56 hare EIRRsSH: nodimanaggmenesasver B
PLorage LARR B0 ARARATS b SBE A bR emmeh s
A ter o BN oken 28 GBI YRIL 11 Do the appii cation. content
server Next, management server 16 reads the information concerning the appointed
application, namely message digest of the application, the reliability index of
15  the application, the storage location information of the application, etc., from
application information storing unit 52, by use of the identification number of
the application, and transmits the information to mobile terminal 11-1 (step
S612).
When mobile terminal 11-1 receives the message digest of the application,
20  the reliability index of the application, the storage location information of the
application, etc., from management server 16, mobile terminal 11-1 transmits
to content server 20-1, a request for transmitting the application by use of the
storage location information of the application (step S613). The request for
transmitting the application contains the identification number of mobile
25  terminal 11-1 and the identification number of the application.
After receiving the request for transmitting the application, content server
20-1 checks whether the identification number contained in the request for
transmitting the application, matches the identification number of the mobile

terminal, for which content server 20-1 accepted the request for purchasing



20-1 chec the identification nunber contained in the request for
transnitt?ggg?ﬁghgzplication, mat ches the identification nunber of the
nobile termnal, for which content server 20-1 accepted the request for
pur chasi ng F0539/3159 81 the application in step S602. If these

i dentification nunbers match, content ggerver 20-1 transmts to

aut hentication seryer 17, a request for transmtting ~PK-MI-1'", nanely the
publ i ¢ kelpCoRPpAeatian ia step 3604 -1 these pdesifivation numbersneateh ¢ortenequest
for transmtti aut hentication server 17 5 transmts ~PK-M-1'
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encrypted applicati onf,; nobile 15 term na 11-_? decrypts Elhe ?gpﬁ ca’t?’i on
usi ng " Skwhilchlis, torberttanstiitted S5y ate of SPKoMTOD (seep S6ENal 11-1 (step
S618). Next, nobile termnal 11-1 creates a nessage digest of the

appl i cati di¢causei of thisnenceyptiomt edaafhorizadaiseper edrirot undeistan$6@e, and
verifies the newy . created rressagﬁ di gest and the message digest, which
was receiamﬁlqaﬁm Jn theadestance s dalert @6fapplmagnnt e N\Feﬂ:tappedi Eigrmgev%f)(:h
S612.(step S619). |f the nessage digest from management server ,
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When mobile terminal 11-1 receives the encrypted application, mobile

15  terminal 11-1 decrypts the application using ‘SK-MT-1°, namely the secret
key of mobile terminal 11-1 (step S618).

Next, mobile terminal 11-1 creates a message digest of the application,
which is not encrypted after the operation in step S608, and verifies the newly
created message digest and the message digest, which was received from

20  management server 16 through the operation in step S612 (step S619). If the
message digest from management server 16, which is a certificate of content
of the application created just after the completion of the examination of the
application, and the newly created message digest match, it is confirmed that
the application received by mobile terminal 11-1 from content server 20-1 has

25 not been altered. On the other hand, if these message digests do not match, the
application is not stored in memory 12, and mobile terminal 11-1 transmits to
management server 16, a notice of failure of receiving the proper application.

In step S619, if the message digests match, mobile terminal 11-1 stores the

application in one of application areas 40A of management areas 40 in



managene 16, a notice of failure of receiving the proper

appl igcat rlf)%§§9/ggssgt ep S619, if the nessage digests match, nobile term nal
11-1 stores the application in one of application areas 40A of managenent
areas 40 in F0539/3159 82 nenory 12 (step S620). In step S609, if nenory
12 does not have enough free space fogpstoring the application, the newy
received application is witten in_the nanagenent area 40 where an

appl i cat i memQsyol At(stept 8§680).dk stepdS609, i mensay 12 (il@;Ssnot hdvel%n(mg«hp
S609, if there is_enough free space in_the nenory, 5 the received .
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pp

S622). If an Icatton 1s deleted frommenory 12 of nobile 15 termnal 11

through t hefrepaichil©nantingl &11ecombles thBBpeRIRIN oS Soritlg the ac;?nt%ohbe
i nformati on of the application registered in downl oaded application area

53A t o danobiledtersmiml apbil ceansmitsir e maBagémeayeserver skbyar fdticorfes t he
information of the application, which is newy stored in menory 12 from
downl oad-gasapletionnof staring) the appBcaion (step S;@%l)es"pﬁﬁtjﬂmgopo?ndmm s?p in
downl gade plication area 53A. _.The description given in the preceding
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nobile termnal 11 ur@Egses and downl oads an application whose

reliabili thaﬁﬁcf%“ or nore than “1'. the contrary, if a user of
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oD, | SBRL e et SRR, b b8 e ¢
message GhifsgerBAt Serval 18Pupddtés tREA4tLin bbE AEBHNaAbh Wofiflg unit 53 as
follows (step S622). If an application is deleted from memory 12 of mobile
15 terminal 11 through the operations explained above, management server 16
moves the information of the application registered in downloaded application
area 53A to download-ready application area 53B. Management server 16
moves the information of the application, which is newly stored in memory
12 from download-ready application area 53B to the corresponding location
20 in downloaded application area 53A.

The description given in the precediﬁg paragraphs is that of the flow of
operations executed when a user of mobile terminal 11 purchases and
downloads an application whose reliability index is ‘1’ or more than ‘1°. On
the contrary, if a user of mobile terminal 11 purchases and downloads an

25 application whose reliability index is ‘0’, management server 16 does not
need to transmit a message digest and a reliability index of the application to
mobile terminal 11-1, and, only the operations in steps S601 to S604, steps
S606 to S611, steps S613 to S618, and steps S620 to S622 described in Fig.40

are followed. Moreover, in this case, the list of applications for appointing an



mobi | e teFQ§89/3185Y- 1, and, only the op‘erations in steps S601 to S604, steps
S606 to S611, }steps S613 to S618, and steps S620 to S622 described in
Fig.40 are followed. Mreover, in this case, the list of applications for
appoi nting an F0539/3159 83 application deletion displayed in step S610
and in step S611 is a |ist of applicaggons stored. in free area 41 instead
of the list of applications stored in managenent area 40. According to the
oper at i ondPRligatiIm dgletien displayedpin stap §61(% andoiredtem S6l Imdsror )hsg.Zof)f i
nmobile term.mnal,11-1, byt the appljcation is not,k actjvated. Therefore, the
User of rEBPlGAtians tREd 1n free ateacd ¥ inssead of he disk ofi anplications séered tm t o
make the new urchased. applicati on usable. The activation operation in

t he thi rdméﬂﬂéﬁﬁmﬁ?f% he sane as in the first enbodi ment. The

are. 10 ol SGeORERE. e ME ek Mol XA ACHENA, o ABRICSHAR 15 TRRRAT ons
el 1 vory WEmAYIA2 6FhABiLecrifnal 1941,7BE the Hpfeaddtl i B AdivitBd.,
of manageTRétef6Rs, WheSusBYoP tobike T¥AfiHaP ”ldll?dxé&dsh t@ ket Qﬁractﬁ’égi(frpe

y updat ed. nobl | e

data in their databases are frequent VWen any of the

t er m nal soperationt totmales \the méwgd?utﬂxas@dnﬁpﬂi@z&i&x Wshble? TRE afteiRition
server, they can choose any one of the nanagenent servers, which can speed

up the preperationfindherthirdeambodimentcisdhdisagme as i ¢hd firsttembodimentt The, t he
overal | speed of a transaction in the 20 application delivery system and
t he dur afi¢actiyasion operationpndethe deletingopexgtiondn the shind émbodimentaare

I mpr Qyed, ,because the nagenent. serversg.carry out their tasks in a

dinTs)t ﬁbbut%lao %é@g@i%gt%gg’éﬁe ?‘ﬁtﬁmg»@aﬁﬁﬁmm)di fication In the second

nmodi fi catgdQnR, . nmobi l e term nal s have several options of 25

| ocat i onsf4ggv0§§§ﬁ(’zﬁh%{sappl ications in the nobile termnals in addition to

i nt er nal [Q?PPFir@?nR;diﬁEEtiHRbi le termnals, such as several kinds of IC card

In the first modification, the application delivery system contains a plurality

of management servers. The plurality of management servers may be
15  synchronized with one another, and the data in their databases are frequently
updated. When any of the mobile terminals or content servers needs to
communicate with a management server, they can choose any one of the
management servers, which can speed up the process of communication.
According to the first modification, the overall speed of a transaction in the
20 application delivery system and the durability of the management servers
against system failures are improved, because the management servers carry
out their tasks in a distributed processing system.
[4.2] Second modification
In the second modification, users of mobile terminals have several options of
25 locations for storing applications in the mobile terminals -in addition to
internal memories of the mobile terminals, such as several kinds of IC card
memories, User Identification Modules (UIMs), and external storage devices,
which can be connected to the mobile terminals. According to the second

modification, applications can easily be shared and moved among several




menori es, FQs39/31dentification Mdules (U M), and external storage devices,
whi ch can be connected to the nobile termnals. According to the second
nodi fication, applications can easily be shared and noved anong sever al
F0539/ 3159 84 nobile term nals by replacing these recording nmedia, which
contain applications. [4.3] Third nodggication In the third nodification,
nobile termnals conprise input/qutput interfaces 5 hy which nobile

t er ni nal smobakeurteeminalg; by ofeplacingf dhese i meording naedia,t whighh cantaias or
radi o wave, which are different fromthe nobile conmunication network.

Ther ef or APPIAUQNS: er ni nal s can obt ai n applications fromother information
termnal s t t hel.g input/output interfaces. [4.4] Fourth nodification
10 In thep%gLﬁﬁﬁQh%ﬂfhﬁﬁgw$ n, managenent servers can differentiate the
identificati 1o sted i . | i ' i nfor ' St Or unit
of each ot ik THRE A BB, nBabE sRBiRAE kit EpEough e fGAces

provi der Ehi H ent : ' a -earh of
Provt 4er ot iidh TRGBIS ehiialE Slin s AP KRSer LifoRRRRRAC otmifaR)
others. Ageaghn@¢abRst Nt Yadi®uabeerWpdéNeale dfferdhfMof ARP! hiokileons
provided by reliable content providers are given high reliability iIndexes

and appl i camimanscation ingewobk. Therefore; mebile teanidls canbtdir applicativnseen | ow
reliability indexes. As a result, different conditions can be given to

appl i cat i from otherlnfermation teremnals thtoagh Ehéir inpotioatprtinterf&@si n the fifth
nodi fication,_an application can occupy a plurality of nenory areas in the
menory of[4a4]759¥lﬁb mediiieation Ther ef ore, even an application of a |arge

' b . robj | inal. [4.6] Sixth i fi ' I h
A RS S M N R AR MRS
com ents efaRons bl 55e 5"t SenBboRSoARAREISH B3R RSt

TEMOTY  each of the applications whose contents are the same, but whose providers are

different from each other. Moreover, if necessary, each of the applications is
given a different reliability index from those of others. According to the
15 fourth embodiment, for example, applications provided by reliable content
providers are given high reliability indexes and applications provided by less
reliable content providers are given Tow reliability indexes. As a result,
different conditions can be given to applications of the same contents.
[4.5] Fifth modification
20  In the fifth modification, an application can occupy a plurality of memory
areas in the memory of a mobile terminal. Therefore, even an application of a
large size can be processed by a mobile terminal.
[4.6] Sixth modification
In the sixth modification, management areas for storing applications, whose
25 contents are examined and free areas for storing applications, whose contents
are not examined, can be switched from one to the other. The memory
controller manages application information whether an application in a
memory area is given a reliability index or not, and it does not mistakes an

application in a management area with an application in a free area.



control | ep0§B0Aq89 appl i cation information whether an application in a
menory area Is given areliability index or not, and it does not m stakes
an application in a nanagenent area with an application in a free area.
FO0539/ 3159 85 Therefore, if there is a shortage of free space in
managenent areas, for exanple, free aggas with free space can be switched
into managenent areas. As a result, a nore efficient utilization of nmenory
area can bhergforesviddthera. is] asshenage rafdfifeec spacen i6 managemeat earehs, for
nmodi fication, fi third party entity, which is different fromthe

adni ni st r&Xapplesdreq gress wHb fraa spase sanshe sehtchedninte mearagament arpas. of

licati d id I nf ion on.the reliability of_ {he
Al | cat i AN FEStea et SEficient WiZation of MEROTY Pk eAn e dchiewode ¢ hi rd

party enmltt)é]e%‘é?ﬁ&’i@%g}ﬁéﬁﬂ o the managenent server, and used by the

managene nobile termnals. The third party entity

cerver pant HsE8velith MOHIFAON A barS Chdedr wHiPRF AhrBlERIPORC B O
appl i cat i gfminb@atibAcert bfathboﬂxahﬁgéfréﬂﬁ el &d é&mn%ge?@gﬁﬂ?@ﬁ&g&f to

the managenent server. The nmanagenent server c_oﬁfl I
appl i cat i gpplivationseand progRibsbirdarnatioh olthe fichabilay 6¥F thé appiitafiohs.

server, etc. To put it nore concretely, after exam ning an plication,
the thi r dlperinformationyonr #at aeliabititys poevidedeby die tthérdagririycaintiop fzy use
of a hash function. Wen the managenent server receives the application
from a cdransipittest (@ the apanagementgerven: apdrused byatheninanagentené seoverent

t henti cat , a. t for transmtting the nmessage digest,
\%i cﬁaclo?ﬁggm V@@ﬁ%‘"égg??iation. In responsg to the request, the
t bcati . t 1 t he nessage digest to th
managerent IRE DU DaRYe BRHEL cmahhEES e cOpbaIE utinEications herviin ABUnte
[ ' o) e _of 1. ame
hash funcitscat SyHERARATof! SRR siishes & P Bdshibeniihy ekl aZerlifaRtceage
di-gest r efepiantpplicaion) Wit R Mppitat is4PAdsfitted from a content server to

the management server. The management server confirms whether the

15 application has been changed because of falsification by the content server,
etc.

To put it more concretely, after examining an application, the third party
entity creates a message digest of the application by use of a hash function.
When the management server receives the application from a content server,

20 the management server transmits to the content authentication server, a
request for transmitting the message digest, which corresponds to the
application. In response to the request, the content authentication server
transmits the message digest to the management server. After receiving the
message digest, the management server creates a message digest of the

25  application by use of the same hash function, which the third party entity used,
and verifies the message digest received from the content authentication
server and the newly created message' digest. According to the verification,
the management server can confirm that the received application is a proper

one.



server ando§hg/eg y created nessage digest. According to the verification,
t he managenent server can confirmthat the received application is a proper
one. F0539/3159 86 |In the seventh nodification, there is no need for the
managenent server to obtain an application w thout encryption, since the
third party entity guarantees the conggnts. Therefore, for exanple,
content servers can deliver applications, which are encrypted by use of
publ i c keyl Hie sowanth mediientian, thereols he nees far ther management segver. tot he
managenent, server. Siﬁce,the nagenent server can_confirmthat the

cont ent s QtaiThean p 3PPHERGIOMs WiROW o ENCEYRERML A SiRGRer thej shird masty f entityhe

aaa s CRATARTCES ehperaments. (EhgrefiTe: £ EramPlnGoRint SREars e denYTser ver
o SRR IO U3 RO el KB o ORISR

f unct PondCor 1. TOYiIED 1epMIAS, Mdth 31 andBefihs) BT . floh ot

(el | abi ) ihinfEbRH s CH bGRFin BaP Yhe Bdntdith A SopdlidiRIFeInbe cach

of the relations between the various uncti ons an are used

for judgicimnged, becretiseno aeed o5 i Aandgbment GePira® liedkOthe AGAMMIKED t O

the eighth nodification, a nobile termnal can carryout flexible controls
of coor diofathedapphcationmsAs a r¢sudt) contentesenvers can tpansmiti applica®iohsi t©
allowed to call function | of application B but not allowed to call

functi on thegnapagement sexve. witbputceneryptings thena biynusenof sacret keys| aff thed

abov according to methods, systens, or apparatuses of the present
inveﬁpi orFOMenY $FTXETSy of applications stored in the memory of a nobile 25

moror y- cdaopE B BOHIRARGTE Vi Ses Gai a exchanges betveen the -
In the eighth modification, reliability related information is used for
managing requests of an application for using functions or data of another
application or a control program, and the reliability related information
15 provides indications with regard to each of the relations between the various
functions and data, which are used for judging whether the requests should be
accepted or not.
According to the eighth modification, a mobile terminal can carryout
flexible controls of coordinated operations in which, for example, application
20 A is allowed to call function 1 of application B but not allowed to call
‘function 2 of application B.
[5] Effects of the Invention |
As explained above, according to methods, systems, or apparatuses of the
present invention, a plurality of applications stored in the memory of a mobile
25 terminal can be coordinated and executed. At the same time, because a
memory controller strictly supervises data exchanges between the
applications and calls for functions of other applications on the basis of
information on reliability given to each of the applications, the risk of leakage

and destruction of high value data such as personal information and monetary



applicatipos3g/migrlls for functions of other applications on the basis of
information on reliability given to each of the applications, the risk of

| eakage and destruction of high value data such as personal infornmation
and nonetary F-05 39/315 9 87 data is reduced. As a result, when
applications are executed in nobile t@gm nals, both of inprovenent of user
fr iendliness,of the nobile terminals and mai ntenance of infornation

security 4@ iededused. AsopIeswisovizn applicaions Arevexieouteidorin maahgleng
prograns,, sai.d nmethod conprising: a program obtaining step of a npbile

t er mi nal %%Fﬁksn&’ogh &fo@ﬂaﬁﬁVﬁmﬁmmfp BS@a%@&ﬁmmfealeom@alwtmm&
term nal , d storing sgi.d.programin menory of said nobile termnal; a
coor di nat?‘g(ﬂn?ﬂf‘fﬁnr?é‘g?éﬁmg%t@ 1O CUIY Y rgﬁi/‘ae‘ifobi | e terninal obtaining
coordi nation information, which is used for managi ng at | east one of start
of another program which is other than said program by said program and
10 communi cation of data with said other program and storing said
coordination information in a nmenory of said nobile term nal, and; an
operation- managi ng step of said nobile term nal determ ning conditions of
at | east one of start of said other program and comruni cation of data with
said other programon the basis of said coordination information, which 15
corresponds to said program in the instance that said other programis
requested to execute an operation when said program which is stored in
said nenory, is under execution. 2. A nethod for managi ng prograns
according to claiml1, wherein: 20 said nobile term nal obtains said
coordination information, froma managi ng server for managi ng said

coordination information, through a conmunication network, in said
coordi nation information- obtaining step.




3. A netlggh3gpg159nagi ng prograns according to claim1, wherein: 25 said
nobil e term nal obtains said program froma delivering server for
delivering prograns, through a comunication network, in said program
obtaining step. 4. A nmethod for managi ng progranms according to claim1,
wherein said F0539/3159 89 nmethod furtggr conprises: a certificate-
preparing step of a certification server, which is able to communicate
with said nobile ternminal through aCdoAIMS$ cation network, preparing
certificate information for certifying correctness of at |east one of 5
said program and said coordination information, and; a certificate

i nf or mati,on- @bt aj.ni step of said nobile terminal obtaining said
certificare i 'Bﬁhﬂdq ‘F‘Pgﬁgg’& Pragaamss ﬁ@‘é’t‘i“@ﬁ"l‘%(gﬁ‘\)@i)f’csmgiugh sai d

o oper ot o osR Ak APtaiE b pf " okl erdminel ShERiri R Tiver, Bk d'oﬁ )
oper at FoH 8L Pl it _ _
To ol armAn SR Ty A mpbfie Brffital o AR s BC PG Ry ot on

of at | e3pémoRe ofsafPhibbily @¥AAAARND sai d coordination information by use
of a cryptograph key, and; 15 sa’d nobile termnal pernits said operation

of said paogerdinatid inforsiatione obtaining stegpsf s#idem iltaefmmAsaimRg sai d

coordi nation information, whichis encrypted, is able to be decrypted. 6. A
met hod f eépordimationginformation, which @ nged doc Imamaging Witdesitrone 30 st bf
cryptograph key is a secret key in a public key system 7. A nethod for
managi ng 2pPHArapEOgIenLr which tis ether than sdidr progranyi bly csaid i progeam and
information is a nessage digest which is a digest of at |east one of said
or ogldm SRImERIEation; of dat Withi s oken piograny andsstering saibrperdipatinal

i j i f i A he ,basi f | f
ST T T A
at |east R mirafiéhd niRYiAT B of 3hd ARWifll REhiR% ﬂ&%?ﬁunﬁi%'go&mditions

of at least one of start of said other program and communication of data with

said other program on the basis of said coordination information, which
15  corresponds to said program, in the instance that said other program is

requested to execute an operation when said program, which is stored in said

memory, is under execution.

2. A method for managing programs according to claim 1, wherein:
20 said mobile terminal obtains said coordination information, from a managing
server for managing said coordination information, through a communication

network, in said coordination information- obtaining step.

3. A method for managing programs according to claim 1, wherein:
25  said mobile terminal obtains said program, from a delivering server for
delivering programs, through a communication network, in said program-

obtaining step.

4. A method for managing programs according to claim 1, wherein said



whi ch i s Fehg by said nobile termnal. F0539/3159 90 8. A nethod for
managi n'g grgg??r%sé@acgordi ng to claim2, wherein said nethod further .
conprises: a storage data- preparing step of said managi ng server preparing
storage data concerning the state of storage of said programin said
nobile termnal; 5 a management data- ggeparing step of said nmanaging
server prepari Pu managenent data for managing said programin said nobile
t er mi nal %‘Eﬂ?‘ﬁg ‘Elé%li%ogfﬁpr@%:d storage data, and; a ganagemant ﬁ?t géta o
I ni .of said nobile term pal obtaining sai nmanagement
ggit gl Prlagg tcge?gglrc@ -, PIGRATHIE, stap) Qhjay Cr%fbﬁpétlﬂ’érﬁﬁfﬁ% wereless sbiel tor ogram

: : i ] : ) is. ' .data. 9. A nethod
R s B A A et vrk na

' bl ' fogr.am i
per T o reBARE AR B 0n Oy A A8 blhesd D058 o Babas ng
progr §ms s@@@:?f@gmhﬁdglagd ab@rqiﬂ’gﬁbg'iﬁfoﬁﬁdtﬁ) d:-€ termnal notifies a

perm ssion of said operation of sard program ’ by’use of at |east one of

. ; 2. Sl Ul : ) L dnobi | e
letter, immgestificatednfermgation 8btfing Stelph8f I$afd #A66ile 18rh ?t?tja bi |
term nal pe?m’ts sai d operation of sagl d program Ehﬁ %\ rrg.ﬂg% orﬂ}}ggag! ng
pr ogr ans sait oeetitifirate infermationwieomi 8aid abettiffvation ts@i‘%ﬁﬁhrﬂ%ﬁtﬁﬁdsa' d
programin said nobile termnal on the basis of said management data. 25
12. A metRs¥MusIcatomBetwork; sdherein,according to clai m 8, wherei P: sai d
comuni cation netywork contains . a service-charge |evying server for
managi ng §@V€i"&‘§n¥gé?rd@ RsERuts of prahibifs agrepgration ehsaidvprégrdni unt her

' i ce-ch - . I N sle f said, FO539/3159 91
COMP§)SeSaftt ftbile Rriiaii%hn B Basid Dr3al v 1ca%e?nformatlon.

5. A method for managing programs according to claim 4, wherein:
said certificate information is prepared by encryption of at least one of said
program and said coordination information by use of a cryptograph key, and;
15 said mobile terminal permits said operation of said program in the instance
that at least one of said program and said coordination information, which is
encrypted, is able to be decrypted.

6. A method for managing programs according to claim 5, wherein:

20 said cryptograph key is a secret key in a public key system.

7. A method for managing programs according to claim 4, wherein:;
said certificate information is a message digest which is a digest of at least
one of said program and said coordination information, and;
25  said mobile terminal permits said operation of said program on the basis of a
result of verification between said certificate information and a message

digest of at least one of said program and said coordination information,

which is generated by said mobile terminal.




servi ce- cFRF39/31169yi ng server obtaining at |east a part of said nmanagenent
data as service-charge data; wherein, said service-charge | evying server
manages sai d service-charge accounts of said programon the basis of said
service-charge data. 5 13. A nmethod for managi ng prograns according to
claim2, wherein said nethod further @Qnprises: a request- obtaining step
of said nagi,ng server obtaining a preparation request for preparing
transni sst-on Of %EtgPégﬁroﬁnmaaﬂﬁknngT%mmﬁn§ﬁ¢@§1@g-t0p¢1@par ﬂngvhﬁregl sdidsai d
managi ng se{ve reparing. transm ssion of said programto said nobile
term nal PH Bﬁﬁ%&cﬂng PeS- preparation request; wherein, said nobile
term nal cbb transm ssion . in said

' i.d_program . whigh.i,.s prepared for
transni ssi o%tj&ggeeggﬂaf rPSe %é[bgms?er? %ﬁﬁ}ddﬂge? {EBVeER Brepanngsstorage data, A
met hod f i r accor ] i : erein: .saj.d managi ng
server pﬁbg)pr)faér% glgﬁgt%fe%g@t% %qu%%séﬁ%agrﬁggggﬁéﬁ}ﬁ%% li)qﬁ{erpﬁpair, mation)
whi ch§i ndi i j g [+ i ' .
transm ssiaf)ﬁhgﬁae%éa}?%ﬂg%tt %ﬁgﬁf@%ﬁﬂg n%}? ﬁogf%drlangﬁlﬂ{é&g"gg pér.%rgrgg?%r%gggggji ng
to clai mmanagdaent dasefet maBhpifk Saidt pRIgraflii SaRP mcﬁ)ifé)fﬁzihﬁhhpﬁpnl%' ce-
transmtting step of said managi ng server transmtting a 25 conpletion
noti ce f dvasroof $aidsgoragepdathj amd;of preparing transn-fission of said
program to said nobile term nal, when said transm ssion- preparing step is
conpl et ed 2 Hmanaggmeaplatai obtaioing step of esavd ryobile pteninali dbtantinigesaidr m nal
receiving said co'gé)l etjon notice from said managi ng server; wherein,
F0539/ 3138aRagemen %HJF(I”@ tadd managingservess Whﬂl‘?“!sai d programis ready for

trangmi Ssi 0 by .use of. at | east one,of letter, i. e, .sound,. and
vi br g@ql On,sa{x'}] gﬁé’@!&r gerlqyg‘aﬁ dnanages said program in salgaglobﬂse terminal on the

basis of said management data.

9. A method for managing programs according to claim 8, wherein:
said mobile terminal permits or prohibits an operation of said program in

15  said mobile terminal on the basis of said management data.

10. A method for managing programs according to claim 9, wherein:
said mobile terminal notifies a permission of said operation of said program,
by use of at least one of letter, image, sound, and vibration, in the instance

20  that said mobile terminal permits said operation of said program.

11. A method for managing programs according to claim 8, wherein:
said mobile terminal deletes said program in said mobile terminal on the
basis of said management data.
25
12. A method for managing programs according to claim 8, wherein:
said communication network contains a service-charge levying server for
managing service-charge accounts of said program; and

said method further comprises a service-charge data- obtaining step of said



term nal F@§’9M84%9sai d conpletion notice. 5 16. A nethod for managi ng
prograns according to claim 13, wherein: said comuni cati on network
contains a service-charge |levying server for managing service-charge
accounts of said progranm a preparation data- preparing step of said
managi ng server preparing transm ssiogipreparation data, which indicate
that preparation for 10 transm ssion of said programto said nobile
terninal SEEVICEnghargedevying sporaseobtaming at peaspar paitoof rsagl andnagerdenta

service-charge dat.a- qbtaining step.of said service-charge | evying server
obt ai ni ngd]ai? é&g‘{lcs-fgwgegﬁtagavher@%nsm ssion preparation data as
service-c awherein,. 15 said service-charge | eyying server manages
said ser V%@E‘??ﬁﬂ%@@@ggﬁﬁ?\gla}g S%&?’a“fﬁ‘@@%rﬁa&g Seﬁ@%éasg%ﬂcg@m@ts of

servi ce- managenent system said system

conpri si ?\lc)lgaéi)(i gﬁégxra‘r’;lruﬁrqlncj:téfeil@’?%g?é@&ﬁerW#E‘ﬁ?@gﬁ[@él%?rs a delivering server, a

managhng 20 server, and a nobile term nal; wherein, said delivery server
conprises a program storing unit for storing a program and a program

s e

sai d managi ng server conprise I nation 1n it for
25 st or i myethodr flirttericompri§ey: mat i on, concerning control of coordinated
operations of said grqu am and anot her program which is other than said
program A&ntequestopbiaining stepnbbrsaid imanagingnservet iokgaining 4 Prepdratiofi tting
said coordination information to said nobile termnal, and; Said nobile

t er m nal TEQWestifoE prepasing transmissienofragprograni,and; ecei vi ng sai d F0539/ 3159
93 ogramfrom said deliverjng server, a coordination infornmation-

recef Vi ng® u&??sq’bﬁslqré'cep(ﬁmé‘r@ai $ePoPii Aidi oMANAZHIS R EIET T rpreparing
coor di natgtksioh of A WoeHtd Rald itpbile ferinallia Tespbescdo: wid
| nf or mat ppépardfiondRqaest: WHétBin,
said mobile terminal obtains said program, which is prepared for
transmission in said transmission- preparing step, in said program- obtaining

15  step.

14. A method for managing programs according to claim 13, wherein:
said managing server prepares at least one of said program and location
information, which indicates location where said program is stored, in said

20  transmission preparing step.

15. A method for managing programs according to claim 13, wherein said
method further comprises:
a completion notice- transmitting step of said managing server transmitting a
25  completion notice for notifying completion of preparing transmission of said
program, to said mobile terminal, when said transmission- preparing step is
completed, and,;
a completion notice- receiving step of said mobile terminal receiving said

completion notice from said managing server; wherein,




nagi n f determining conditions of at |east one of start of said
(5)t gr gprg8?2%f3a{]5(jg comuni cation of data with said other programon the
basis of said coordination information, which corresponds to said program
in the instance that said other programis requested to execute an
operation when said programis under ecution. 10 18. A server for a _
conmuni cati Qn ne yfork containing a mobile termnal, said server conprises:
a coordi naﬁlar{nphi rtgeminal nosifiesi that said pfagrast o8 ieglycforr wamahiseion, b
information, .which is used for determ nilgig condi tions of at |east orie of
start of %SépPSg%talﬁﬁStlgn%rﬁE letaruimage,i sounst, anst aibriations avhimpsaigh atobite t he
I nstance fhat. 1d pro ra(in | S re(}uested to execute an operation when
anot her p'{;b %%ﬁre\ﬁﬁfvcﬁ*‘fgslaé Ccopplet ?ﬂ&‘i’t@&rd_ program is under execution,
and; a coordination information- transmitti ng unit for transmtting said
coordination information to said nobile termnal. 20 19. A server according

' ' | | : certificate-
prepact ng oni t 1 aeod SofmaBhlfls bitdaR FRTBHIES T rafar Thavbeignng
idf i i r Sal bnation _
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gF;}[ Irr:c Ilgfm\‘/mgrei ngmggﬁc%agrgf??cht e- psraaelggriﬁﬁg uhi t éonpri ses an encrypting

. b . . d
nit for éngp atpmtdAas IWeParingdstep cof tsaideninagig S¥roef Afingai d
goordi nati on rfg?;r!r}r)at ion. 21. A server according to claim 20, _aé\?ﬁgrel : said
encr ypt i AERNIMISSIBhp preparationecdata, k eyhich oindigateni thétor peéparationa fgcr et _
5 keyni n.a public key system 22. A server according to claim19, wherein:
10' " tfarSmiission of said program to said mobile terminal is completed in response

to said preparation request, and;

a service-charge data- obtaining step of said service-charge levying server
obtaining at least a part of said transmission preparation data as
service-charge data; wherein,

15 said service-charge levying server manages said service-charge accounts of

said program on the basis of said service-charge data.

17. A program management system, said system comprising:
a communication network, which contains a delivering server, a managing
20  server, and a mobile terminal; wherein,
said delivery server comprises a program- storing unit for storing a program,
and a program- transmitting unit for transmitting said program to said mobile
terminal;
said managing server comprises a coordination information- storing unit for
25 storing coordination information, concerning control of coordinated
operations of said program and another program, which is other than said
program, and a coordination information- transmitting unit for transmitting
said coordination information to said mobile terminal, and;

said mobile terminal comprises a program- receiving unit for receiving said
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fSal | (rzgr;fiﬂgaééfb}r?e%;:ggr:jingeg[n’tv\/((:]io(r:rﬁ I s a digest gf at | east one of said
18r Po Pam agd sai d coordination information. 23. A server according to
cl a!om %8 wherein said server further conprises: a storage data- preparing
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um) ram i Ir[: sgi d bile.termnal; 15 a managenment data- prepari ng qn[t for
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said nobi.le term nal in response to said preparation request. Z6. A eryeres
accor di ngn#t@nee hat said ethereprogrami is re(_p.{a]!ms sg Wﬁg@g?r?@gﬁagﬁ Vf‘%ﬁp; ; ;Sd

| ' I Qn- ng uni or _

0 pregﬁqr ghiff)gﬁ‘i%{a%&?{“ é‘rrwg&qsi&%rn' \?mi ch indicates |ocation where said
prggr mis stored. 27. A server according to claim25, wherein said server
Ptrjr??gr conpri ses: a conpletion notice- transmtting unit fo; transm _tglnng

' i | fyi ' of, preparin ransm ssi
a_conpl etyigon NRLehGer Yor A" cARhidnit Ao HoRwork ‘Containing a mobile terminal,
of said program to said

said server comprises:

a coordination information- storing unit for storing coordination information,
which is used for determining conditions of at least one of start of a program
15 and communication of data with said program in the instance that said
program is requested to execute an operation when another program, which is
other than said program, is under execution, and;
a coordination information- transmitting unit for transmitting said
coordination information to said mobile terminal.
20
19. A server according to claim 18, wherein said server further comprises:
a certificate- preparing unit for preparing certificate information for
certifying correctness of at least one of said program and said coordination

information, and;

25 a certificate- transmitting unit for transmitting said certificate information to

said mobile terminal.

20. A server according to claim 19, wherein:

said certificate- preparing unit comprises an encrypting unit for encrypting at



nobi | e t elFO538)/315%en preparation for transm ssion of said programis
conpleted. 28. A server according to claim25, wherein said server further
conprises: 15 a preparation data- preparing unit for preparing

transm ssi on preparation data, which indicate that preparation for

transm ssion of said programto said mppile terminal is conpleted in
response io sai d qfepgration request, and; a service-charge data-

transmi t t 158§t QREtOLfs91d pragram andsgidcoordinatianfnfornadtioi d  t r ansmi ssi on
preparation data as service-charge data to a service-charge 20 |evying
server for managi ng service-charge accounts, contained in said

conmuni caghon ne rk. 29. . .A nobile rm.nal  ,conprises: a program storing
unit for g{lbri rn}bg%ﬁr?rr(?ﬁ%mm&foaplﬁ%:z@b MeRETEH:i nf or mati on- storing unit for
storing cogy;di | ' L.on __concerning control of _ coordi nated

oper at i onsglagif;1 és]g%rgﬁ g%‘ g’g%@h@?gﬁgt%gﬂeﬂk‘s& Starng, bpl for stpHBE a peerekai d

pr ogr &m in aHubIRY REV QUsteffpnagi ng unit for determ ning conditions of at
| east oneH@ojg start o?éiéa?%teg?her program and comruni cati on of data with

sai d other F0539/3159 96 programon the basis of said coordination
information in the instance that said other programis requested to

execut e a22.operasérver abeording do Ridig 49) Whersjger execution. 5 30. A nobile
term nal contained in a conmmunication network, which contains a delivering

server f orsaid|qevtficate-ppreparing amit comprises AOMRESHES didet- W’% unit
prograns, _said nobile term nal conprises: a program receiving unft %or
recei vi ng'O% Prepgrmg ar massagel digesty svhich isar digest 16F at fleaqr efit oft 94idng

unit 4fror ,storing said progr,am.a coordination information- receiving unit
for A ceiﬁo%&a@%ﬁ}‘g‘§ﬂgtq dinatios HHer®atieBacer ni ng control of coordi nat ed
operations of said programand another program which is other than said
program from sai d nmanagi ng

23. A server according to claim 18, wherein said server further comprises:
a storage data- preparing unit for preparing storage data concerning the state
of storage of said program in said mobile terminal;
15 a management data- preparing unit for preparing management data for
managing said program in said mobile terminal on the basis of said storage

data, and;

a management data- transmitting unit for transmitting said management data

to said mobile terminal.

20
24. A server according to claim 23, wherein said server further comprises:
a service-charge data- transmitting unit for transmitting at least a part of said
management data as service-charge data to a service-charge levying server for
managing service-charge accounts, contained in said communication network.
25

25. A server according to claim 18, wherein said server further comprises:
a request- receiving unit for receiving a preparation request for requesting
said program- transmitting unit to prepare transmission of said program, and;

a transmission- preparing unit for preparing transmission of said program to



rver; 1 rj) nation information- storing unit for storing said
zgordi nat ?gg:;g{:gr?fsc?r mati on, and; an operation- nmanagi ng unit for determ ning
conditions of at |east one of start of said other program and _
comuni cation of data with said other programon the basis of said
coordination information in the instangg that said 20 other programis
requested t.qg execute an operation when said programis under execution.
31. A m)bﬁla TEbHE femEat s eSRPNSE tolsaidrpseparationaiequesti d nobi | e terni nal
further conprises: 25 a certificate- receiving unit for receiving _
certificate information for <certifying correctness of at |east one of said

'  di | ' ' f I d ' server, and;
B opor st 10n- - LSSIVEE PRGPIGIRE to TaiBeas: WheRIG pr oh bi {1 ng an oper at | on of
i d r o] : s of said certificate informati on. F05%39/ 3159 97
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. A nobile termnal according t erern: said decrypting unit
ggnprises a public key- storing unit for storing a public 10 key of said
managi ng server in a public key system 34. A nobile termnal according to
cl ai m 31,2%her 4i servenactardingto olainp2$ pwheiein said senerfuithes cén‘gﬁﬁs%gge
di gest- prepari rfg,uni t . for preparing a nessage di gest, whi ch.| a di gest
of at | eask CORPISHMOR Hatices: Sransapitting amit far dransmittimgta tioraiotice. 35.

' | r di to. claim30, wherein said nobile term nal
f‘um) Rglr efgmtﬁ%lg_)ga%%?npqetqgn of preparing transmission of said program, to said

mobile terminal, when preparation for transmission of said program is

completed.

28. A server according to claim 25, wherein said server further comprises:
15 a preparation data- preparing unit for preparing transmission preparation
data, which indicate that preparation for transmission of said program to said
mobile terminal is completed in response to said preparation request, and;
a service-charge data- transmitting unit for transmitting at least a part of said
transmission preparation data as service-charge data to a service-charge
20 levying server for managing service-charge accounts, contained in said

communication network.

29. A mobile terminal comprises:
a program- storing unit for storing a program;

25 a coordination information- storing unit for storing coordination information
concerning control of coordinated operations of said program and another
program, which is other than said program, and;

an operation- managing unit for determining conditions of at least one of

start of said other program and communication of data with said other



a managenFO63848 9 receiving unit for receiving managenent data for 20
managi ng said program from said nanagi ng server, and; a nmanagi ng unit for
managi ng said program on the basis of said managenent data. 36. A nobile
term nal according to claim35, wherein said nobile termnal 25 further
conprises: a notifying unit for notifyiggg a perm ssion of said operation of
said progra by use. of, at | east one of letter, image, sound, and

vi brat i onl?rqrgﬁ’ﬂhén itﬁ% basiseof said cooxdimationdgfomgnation iméherinstaned thavpaidt i on
of said pﬁgtﬁl%rg?r}] FO0539/ 3159 98, 37. A nobile termnal according to claim
30, wher e W5 AIPERBEY 1% FeQuested 1o exequieran opsration : when esjidsprogram is
transmtty ' rtransmtting a preparation request for preparing
transm ss?@%@%&&@%rogram to said nanaging server. 5 38. A nobile

term nal according to claim37, wherein said nobile termnal further
conprises: a conpletion notice- receiving unit for receiving a conpletion
noti cé f @O, notA f c et - phenar | 1.$Sl 0N .in respponse to
sai d preparati g%l IYI:kL)(!)mre e%fglgtﬁ 1,&11 19%b (gfrinalsnraépdmnadna%&é@%ﬁ%ﬁn %9’&8’;“&, n‘gt%}‘%yi ng
uni t for cuontaingi agleliveringasetver Veringaf { hySai se of
at least one of letter, n;gmage, ggﬁ?glivgﬁlg%slg%ol’é?@gn?ﬁ&mwg%gng%%&etion
noti ce i Joremanaging préghams Asaid ogobile temihabEOpHSeRET M tting a conputer of
a managi ng server for managing progranms in a communi cation network, which
cont ai ns & PEBEYAM- reeeiving : unid ﬁxrarmmivingoarplmgahhprfrdmf saidRidefiVerifgi ch is
used in said nobile termnal for determ ning conditions of at |east  one of
start of S&%’bgram and 20 communi cation of data with said programin the

i nst ance | d egram.i s requested to execute an operation when
anot her pr @Om%'ﬂgg angy rS%gﬂgg said program,

a coordination information- receiving unit for receiving coordination

information concerning control of coordinated operations of said program and
another program, which is other than said program, from said managing
server;
15 a coordination information- storing unit for storing said coordination
information, and;
an operation- managing unit for determining conditions of at least one of
start of said other program and communication of data with said other
program on the basis of said coordination information in the instance that said

20  other program is requested to execute an operation when said program is

under execution.

31. A mobile terminal according to claim 30, wherein said mobile terminal
further comprises:

25  a certificate- receiving unit for receiving certificate information for
certifying correctness of at least one of said program and said coordination
information, from said managing server, and;

an operation- permitting unit for permitting or prohibiting an operation of

said program on the basis of said certificate information.




sai d progF8589/¥] 39hder execution, to said nmobile termnal. 40. A program
according to claim39, said programfurther permtting said 25 conputer of
sai d managi ng server: to prepare certificate information for certifying
correctness of at |east one of a program which is executed in said nobile
stationl and said coordination informgtionY and; transmt said
certificate. F0539/3159 99 41. A program said programpermtting a
conputer of a nobile terminal: to obtain coordination information

concer ni ngzcontrol Oiet coor.di nated  operations of progranms, and; 5 determ ne
condi ti ond2of 4 Mabile tegmingkacaosdingto elapmodt,awheredn: cormuni cation of data
wth said g Ln the instance that said programis  requested to

execut e anﬂég %%ﬁ%ﬂ“'vﬂgmgﬁgg HHHt GPEPIESSS aMedyPHiagoinit fox daerypsingrat
program j r ' 10 42. . rogram accaording to claim4l, said
pr ogr am fllgr%ﬁgﬁg;)(’gfgr%q@tﬁﬂl?g%% fnd 58 L?BQF&W“QBi ’@?%Bﬂ'ilﬁntlérmenmsiam@
obtaig c ¢ f4 [ rqptd tifyi correctness .of. at l.east one
of sai det;'t)ltraf)gét?néﬁéa? gogﬁeéra?(grélcggrg;r&nﬁ{ a}mﬁyss%?(b %%ﬁm 101 JRformation 15on,
and;  perendryptedor ohi bit operations of at |east one of said program and
said other 15 programon the basis of said certificate information. 43. A
record medium said nediumcontaining a programfor permtting a conputer
of a nan?ﬁqiiang server for managi ng progranms in a conmuni cation network,

whi ch comtdhi nsAamebilielterminatiacabrding tocclairm3]iwharefi:di nati on i nf or mati on,
which is useéjgi n sajd nopile termnal for determ ning conditions of at

| east one 581 SEERYPIHRZ unit Ccommpiisesma pubbicnkey-cstoring wifit ot stoninigha ?@bﬁc
e

proggam iyn. t i.nstance that sajd programis requested to execu an :
opergp' A‘%‘gﬁsaéad?mglﬁgéﬁf‘é?ﬁI%Pléhﬂpskedft%iﬁmhan said program is under

execution, to said nobile termnal. 25

34. A mobile terminal according to claim 31, wherein:
said operation- permitting unit comprises a message digest- preparing unit
for preparing a message digest, which is a digest of at least one of said

15  program and said coordination information.

35. A mobile terminal according to claim 30, wherein said mobile terminal
further comprises:
a management data- receiving unit for receiving management data for
20 managing said program, from said managing server, and;

a managing unit for managing said program on the basis of said management
data. |

36. A mobile terminal according to claim 35, wherein said mobile terminal

25 further comprises:
a notifying unit for notifying a permission of said operation of said program,
by use of at least one of letter, image, sound, and vibration, in the instance

that said managing unit permits said operation of said program.
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a completion notice- receiving unit for receiving a completion notice for
notifying completion of preparing transmission in response to said preparation
10  request, from said managing server, and;
a notifying unit for notifying that said program is ready for transmission, by
use of at least one of letter, image, sound, and vibration, when said

completion notice is received.

15 39. A program, said program permitting a computer of a managing server
for managing programs in a communication network, which contains a mobile
terminal:

to transmit coordination information, which is used in said mobile terminal
for determining conditions of at least one of start of a program and

20 communication of data with said program in the instance that said program is
requested to execute an operation when another program, which is other than

said program, is under execution, to said mobile terminal.

40. A program according to claim 39, said program further permitting said
25  computer of said managing server:
to prepare certificate information for certifying correctness of at least one of

a program, which is executed in said mobile station, and said coordination
information, and,

transmit said certificate.
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41. A program, said program permitting a computer of a mobile terminal:
to obtain coordination information concerning control of coordinated
operations of programs, and;
determine conditions of at least one of start of a program and
communication of data with said program in the instance that said program is
requested to execute an operation when another program, which is other than

said program, is under execution.

42. A program according to claim 41, said program further permitting said
computer of said mobile terminal:
to obtain certificate information for certifying correctness of at least one of
said program, said other program, and said coordination information, and;
permit or prohibit operations of at least one of said program and said other

program on the basis of said certificate information.

43. A record medium, said medium containing a program for permitting a
computer of a managing server for managing programs in a communication
network, which contains a mobile terminal:

to transmit coordination information, which is used in said mobile terminal
for determining conditions of at least one of start of a program and
communication of data with said program in the instance that said program is
requested to execute an operation when another program, which is other than

said program, is under execution, to said mobile terminal.

44. A record medium, said medium containing a program according to
claim 43, said program further permitting said computer of said managing
server:

to prepare certificate information for certifying correctness of at least one of
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a program, which is executed in said mobile station, and said coordination

information, and;

transmit said certificate.

45. A record medium, said medium containing a program for permitting a
computer of a mobile terminal:

to obtain coordination information concerning control of coordinated
operations of programs, and;

determine conditions of at least one of start of a program and
communication of data with said program in the instance that said program is
requested to execute an operation when another program, which is other than

said program, is under execution.

46. A record medium, said medium containing a program according to
claim 45, said program further permitting said computer of said mobile
terminal:
to obtain certificate information for certifying correctness of at least one of
said program, said other program, and said coordination information, and;
permit or prohibit operations of at least one of said program and said other

program on the basis of said certificate information.



