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15 " packground of the Invention |
' This invention relates in general to the field of

programming, and more particularly to using a high level
programming language with a smart card or a
mlcrocontroller
- 20 : Software appllcatlons written in the Java

high-level programming language have been so designed
that an application written in Java can be run on many
different computer brands or computer platforms without
change. This is accomplished by the following procedure.

25 When a Java application is written, it is compiled into
"Clags" files containing byte codes that are instructions
for a hypothetical computer called a Java Virtual
Machine. An implementation of this virtual machine is
written for each platform that is supported. When a user

30 wishes to run a particular Java application on a selected
platform, the class files compiled from the desired
application is loaded onto the selected platform. The
Java virtual machine for the selected platform is run,
and interprets the byte codes in the class file, thus

35 effectively running the Java application.
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1996, (web site: htdgve/favdesanibed! docthanfoddewiperife taténees (3) Janes
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how_} 0 ram usi ng Java. 15
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typi cally nESvoPoAmRARSA" ADKEAY £ THPYLL S sl I RESSPStefls, 1995 (web
10 site: http://java.sun.com/doc/language_environment/); and
(4) Tim Lindholm and Frank Yellin, "The Java Virtual
Machine Specification," Addison-Wesley, 1997. These
texts among many others describe how to program using
Java. _ ' S |
15 - In order for a Java application to run on a _
‘specific platform, a Java virtual machine implementation
must be written that will run within the cqnétfaints_bf
the platform, and a mechanism must be'provided for
loading the desired Java application on the platform,
20 again keeping'within the constraints of this platform.

_ Conventional platforms that support Java are
typically microprocessor-based computers, with access to
relatively large amounts of memory and hard disk storage .
space. Such microprocessor implementations frequently

25 are used in desktop and personal computers. However,
there are no conventional Java implementations on
microcontrollers, as would typically be used in a smart
card.

Microcontrollers differ from microprocessors in

30 many ways. For example, a microprocessor typically has a
central processing unit that requires certain external"
components (e.g., memory, input controls and output
controls) to function properly. A typical
microprocessor can access from a megabyte to a gigabyte

35 of memory, and is capable of processing 16, 32, or 64
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mlcrocontroller can access one to sixty-four kllobytes of

10 built-in memory, with sixteen kilobytes being very

common. |

There are generally three different types of
memory used: random access memory (RAM), read only memory
(ROM) , and electrically erasable programmable read only

15 memory (EEPROM). 1In a microcontroller, the amount of
each kind of memory available is constrained by the
amount of space on the integrated circuit used for each
kind of memory. Typically, RAM takes the most space, and

_ is in shortest supply. ROM takes the least space, and is

20 abundant. EEPROM is more abundant than RAM, but less
than ROM. |

Bach kind of memory is suitable for different
purposes. Although ROM is the least expensive, it is
suitable only for data that is unchangihg, such as

25 operating system code. EEPROM is useful for storing data
that must be retained when power is removed, but is
extremely slow to write. RAM can be written and read at
high speed, but is expensive and data in RAM is lost when
power is removed.

30 A microprocessor system typically has relatively little
ROM and EEPROM, and has 1 to 128 megabytes of RAM, since
it is not constrained by what will fit on a single
integrated circuit device, and often has access to an
external disk memory system that serves as a large

35 writable, non-volatile storage area at a lower cost that
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10 which need not be inserted. In fact, microcontrollers

with contactless communication are often embedded into
specialized forms, such as watches and rings, effectively
integrating the functionality of a smart card in an
ergonomically attractive manner.
15 - Because of the constralned environment,
applications for smart cards are typically wrltten 1n a ;ﬁ'""
low level programming language (e.g., assembly language)_
to conserve memory. _ _ _ _
The integrated circuit card is a secure, robust, -
20 tamper resistant and portable device for storing data.
The integrated circuit card is the most personal of o
personal computers because of its small size and because
of - the hardware and software data security features
unique to the integrated circuit card.
25 The primary task of the integrated circuit card
and the. microcontroller on the card is to protect the
data stored on the card. Consequently, since its
invention in 1974, integrated circuit card technology has
been closely guarded on these same security grounds. The
30 cards were first used by French banks as debit cards. In
this application, before a financial transaction based on
the card is authorized, the card user must demonstrate
knowledge of a 4-digit personal identification number
(PIN) stored in the card in addition to being in
35 possession of the card. Any information that might
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Frogranner'ﬁﬁltﬁenréaremmqagn;tﬁdfcmrauihacardarhawn @nmquepwogranning
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circuit car e nost. personal” of
programming language, such as assembly language, the

applications are written for a particular type of
microcontroller. Due to the nature of low level
programming languages, unauthorized applications may
. 15 access data on the integrated cirCuit card. Programs
written for a integrated circuit card are identified with
a particular identity so that if two identities want to
pexrform the same programming function there must be two
copies of some portions of the application on the
20 microcontroller of the integrated circuit card.
Integrated circuit card systems have historically
been closed systems. An integrated circuit card
contained a dedicated application that was handcrafted to
work with a specific terminal application.' Security
25 checking when an integrated circuit card was used
éonsisted primarily of making sure that the card
application and the terminal application were a matched
pair and that the data on the card was valid.
As the popularity of integrated circuit cards
30 grew, it became clear that integrated circuit card users
would be averse to carrying a different integrated
circuit card for each integrated circuit card
application. Therefore, multiple cooperating
applications began to be provided on single provider
35 integrated circuit cards. Thus, for example, an’

This Sheet Has Been Replaced

AT




- 4 bis- personal conputers because of its small _size and 5 because of t he

o i Ry o ot o seqpenr IR e il o e Lokl gt

circuit KPP prinary tas

m crocontroller on the card igjito pﬁéteQL:;g%;éata stored on the card.
Consequently, since its 10 in In 1974, integrated circuit card
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cards were first used by French banks as debit cards. In this application,
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Due to the glncstief oproetdersy, applications witten for integrated

circuit cards have, uni que propergies [, exanp lication

Cypical 1y 1 5 i dont BT A 48 TEomit 6 orbant | 18F PetBlercayce
circuit cards -- particularly information about how to
communicate with them and how to program them -- has

10 impeded the general application of the integrated circuit
card. However, the advent of public digital networking
(e.g., the Internet and the World Wide Web) has opened
new domains of application for integrated circuit caxds.
In particular, this has lead to a need to load new

15 applications on the card that do not have explicit
knowledge of the other providers, but without the -
possibility of compromising the security of the ¢a;d;_
However, typically, this is not practical with
conventional cards that are programmed using low level

20 languages. | ' o

Summary of the Invention
In general, in one aspect, the invention features =
an integrated circuit card for use with a'terminal. The
integrated circuit card includes a memory that stores an
25 interpreter and an épplication that has a high level
programming language format. ‘A processor of .the card is
configuréd to use the interpreter to interpret the
application for execution and to use a communicator of .
the card to communicate with the terminal.
30 Among the advantages of the invention are one or
more of the following. New applications may be
downloaded to a smart card without compromising the
security cf the smart card. These applications may be
provided by different companies loaded at different times
\
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10 Embedded systems using microcontrollers can also gain

many of these advantages for downloading new
applications, high level program development, and rapid
prototyping by making use of this invention.
Implementations of the invention may include one
15 or more of the following. The high level programming
language format of the application may have a class file
format and may have a Java programming language format.
The processor may be a microcontroller. At least a '
portion of the memory may be located in the processor.
20 The application may have been processed from a
‘second application that has a string of characters; and
the string of characters may be representéd in the first
application by an identifier (e.g., an integer).
The processor may be also configured to receive a
25 request from a requester (e.g., a processor or a
éerminal) to access an element (e.g., an application
stored in the memory, data stored in the memory or the
communicator) of the card, after receipt of the request,
interact with the requester to authenticate an identity
30 of the requester, and based on the identity, selectively
grant access to the element.

' The memory may also store an access control list
for the element. The access control list furnishes an
indication of types of access to be grantéd to the

35 identity, and based on the access control list, the
I
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card may coexist on a single integrated circuit card platform
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the terni WRI9BHA7 he card were built by one provider havi ngPEE(pSI788299
know edge of the other providers. The paucity of information about
integrated circuit cards -- particularly information about how to.

comuni cate with themand how to progrargthem-- has inpeded the general
application of the integrated circuit card. However, the advent of public
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of conprom y of the card. However, typically, this is not
practi cal vﬁrg'é%rr]\geﬁﬁg%%g ‘cards that are prograrmed using | ow | evel

| anguage8. 7 Surﬁ!@r)anﬁlltdaéillqwmycbelangem@ralsevemb aspect the
i nvention féiiﬁl&@étf‘oﬂhcé%?@&r oh! ehe In@fno gﬁ&o'c%ts%%&aﬂr&@r Gd cuit
card or a smart card. For explanatory pur o es t nvention isS-*déscri bed

in the Det aﬁq’aﬁ‘%sﬁ?ﬂﬂgﬁﬁe@hﬁf’ FSFPéW@ ﬁhrgqsﬁﬁﬁaufyonha reggsitiesat i on to
i ut egrat ed tm ra::w:és@adsﬂé 6ﬂrth§epm:utb.lit’5rebﬁ'\ agblhle%&%s ;L Bgdgvention is

o so-2bp! Labl et Ok Nerepalcat O aterel Lnceipul o B aceseg sy For,
n1crocoh@w@luwalﬁty+milﬂyphicenlonsladm§laesewmth thgtredetermined
set of rules; and based on the determination, selectively
grant access to the requester to said one of the
plurality of applications. The predetermined rules
.provide a guide for determining whether said one of the
15 plurality of applications accesses a predetermined region S
of the memory. . The processor may be further conflgured _1-'
to authenticate an identity of the requester and grant 3
access to said one of the plurality of applications based o
~on the identity. ' o e
20 - The processor may be also configured to interact R
with the terminal via the communicator to authenticate an
identity; determine if the identity has been - ' '
authenticated; and based on the determination,
selectlvely allow communication between the terminal and
25 the integrated circuit card. _
# The communicator and the terminal may communicate
via communication channels. The processor may also be
configured to assign one of the communication channels to
the identity when the processor allows the communication
30 between the terminal and the integrated circuit card.
The processor may also be configured to assign a session
key to the assigned communication channel and use the
session key when the processor and the terminal
communicaﬁe via the assigned communication channel.
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circuit card uses the interpreter to interpret the at

least one application for execution, and the processor
uses a communicator.of the card when communicating
between the processor and the terminal.

20 In general, in another aspect, the invention
featuresla smart card. The smart card includes a memory
that stores a Java interpreter and a processor that is
.configured to use the intérpreter to interpret a Java
application for execution. |

25 In general, in another aspect, the invention
features a microcontroller that has a semiconductor
substrate and a memory located in the substrate. A
programming language interpreter is stored in the memory
and is configured to implement security checks. A

30 central processing unit is located in the substrate and
is coupled to the memory.

Implementations of the invention may include one
or more of the following. The interpreter may be a Java
byte code interpreter. The security checks may include
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application source prograns wi.tten-d-a4ihe _high |evel progranm ng | anguage
into a conpiled form The inveptiog Smy--furlh,er ~include a converter for
post prod¥Q8pMR3The conpiled fjprm i nBsraf ohm sU| Lable for PRPEPHA8PR i on
by the interpreter. In one aspecr n, the converter is
operable to include those application programattributes required.by the
interpreter while not including the atthigbutes not required by the
interpret. The conyerter may further accept as input a conpiled formin the

st andard hiesﬁté,}ﬂ/ﬂshiﬁggﬂﬁgéwémlﬁahr@ﬁa@r dtiadutgnfonding fQr m sui t abl e
for inter pret at.l on t he_i nt ergﬁ eter. In one aspect, t he converter

i ncl udes NEANY fk'ﬂrﬁﬁy g I'fying srings to unique identifiers, for
exanpl e, an int egerIn Benenadnpi iy notkss anpebt, r ther desfent ian

strmgtow@g& I h er. t he

i nvention 1'#r%"ﬁer E ;r:{ésteﬁirgtg a}o?‘gﬁtﬁoﬁ% "gﬁggoféﬁﬁuégu set of
featur esSaﬂ@m?‘}%ssﬁPT—'Fﬁelﬁl ghmeaway [ofhdheyecand. sifte cases, the
converter fiHddepreestfigscohalghbed e Ilkr@fié‘n@ﬁﬁ (Heédﬁ néhéékl ona

pr ogr anms onI%/ coni ai ns such su orteeg 1;\_21 at ures_ gnd dat %/ I n one
embodi nent € REPFEFSLAG| & &g a?r%l%ﬂ“}&ge rtb?n‘b]??e codes in
t he conpi | exkrdexyn i nto byte codes in the formsuitable for interpretation
by the m crocontroller terpreter t ste el ected from
t he set including rlélcoqreél l aa'#%bggg ﬁ%%?ghseﬂgoﬁvggﬁ%ﬁé’nspem fic
byte coties ﬁaﬂmzmeancmyegrebaés cdrcuide ceerd £hatodis wsrd with cade
operands fr rﬁfﬁ&ien%eteayaelﬂema%é %eratdu[)mﬁﬁ%ae}é | 340 04 rh%ﬁ&tl > *fy' ng

stings, renunbering byte codes to eq | ent, byte codes, and re
junps for ihah ﬁW%%s?Pn&PFGW&&&Pé’s@@@ Figal fAnstanRiang oE Aver si on

step or Stefiysd prpmeaaieher The Fdreenfir@tratioidmiarebesgcurity
checks. The securlt I ncl téde st abl sryefg firewal | s and may

i ncl ude enfciﬁrgf%t sgﬁﬂ’ﬂo§e§8§8 e O ° rﬁﬁceo,n he interpretér'
may det 25 miappliwa hbont heThpphntegmteubmsrcmmemd virgiudes aasel ected

fromthe S%rdcﬂgéé@f ngnget 18! L:B%ﬁ,%da‘{:%eﬁet Qnéfﬂ&l{} hatd zed configured -

to use the interpreter to execute the first instructions

and to communicate with the terminal via the
communicator. _

20 ‘Implementations of the invention may include one
or more of the following. The first and/or second
applications may have class file format(s). The first
and/or second applications may include byte codes, such
as Java byte codes. The first instructions may be

25 generalized or renumbefed versions of the second
instructions. The second instructions may include
constant references, and the first instructions may
include constants that replace the constant references of
the second instructions. The second instructions may

30 include references, and the references may shift location
during the conversion of the second instructions to the
first instructions. The first instructions may be
re11nked to the references after the shlftlng The first
instructions may include byte codes for a first type of

35 wvirtual machine, and the second instructions may include

This Sheet Has Been Rerlaccd

AT




10 portions of nenory, not allow ng access to unauthorized m croprocessor
resources checking that exe -ELeﬁﬁﬁ§ woul d not violate a
security wwossiesnt. An enblpdith® ST HAeBERN et i on may al soPFRUSAUES%he
process of prior to |oadinglan agpFTed¥¥dn veriifying that the application
does not violate any security constrarnts and | eading the application in a
secure manner. Exanples of the latter st include verifying that the

| oadi ng identity has permi ssion to | oad @pplications onto the

M Cr0COt 1 Ol ot oAARNCTEUD! | %I AEYBEBEOY10HS WARYSERLIS! g | 02 no

key. In ano &F aspect e inventl programm ng a
n1crocontrofiestc§wpﬁ:mauﬁkﬂﬂ?EﬁQ%sf§$mc5h9eF?Fﬁ@daﬁyiﬁbl|cat|on witten

in a first progranniﬂ éﬁgggggelﬁrgmdtﬂgfsaspé@@[neﬂeaiﬁeeﬁedgnproduced by
a conpiler, and inten ed for tenﬁéetaLog g a first t ual chlne into
a second i nfeRrEEIES @ QSR ThEiFG: # rlp§q3ﬁﬂﬁﬁéeﬁ¥§ﬁ y a second

virtual rsacba&a.anweoawﬂmad hensbaded toheertdngt eermial |mstrthmtnensry of

the m crocontrol |l er cordin f
converting ﬁgyafﬁﬁﬁﬂﬁgﬂqﬁéihé?Eé% E%??%gggdgkfk |4%?§§%|ngs for o%fgc?s
cl asses, f|appilaaunankatqrmhgmﬁhﬁnélraCh195tm%9§nﬂﬁﬂuﬂnuﬁam%mmFYflers

for exampl e of! SrbNiGaticadlie Sbad)acek-8l e BRARY A idedpreption may
further incPud& &t one step of recording |Junps aqg} Vftlnat|ons

converting QﬁeghﬁlGﬂ&ﬁgiﬁﬁﬁﬂﬁ§4¥ﬁ%15eﬁérﬁctHyﬁ§%§%E% te2Yersa

nodi fyi Ry byhereedq iepgy.ands fromreferences to use unique identifiers in
lieu of identifyig strin enynber i te codes ral byte
codes, and relinki nﬁ Jﬂﬁﬁ?rﬁ‘ r W a’l"qqﬁ?%e%???fé‘ffoﬁﬁgdg%‘e’seg’gg%glre ef fected
by such confeatinesstap imtepepsed cirouakofber vsmspaditivfa tterninahti ons a
i

nmenory bein cent Sl ze interpretation rogr ans
witten in Cbafuquﬁdﬂﬁnﬂmem¥ﬁﬁ9ﬂﬁEnUlan@@&géerﬂkﬁal and"a memory

15 that stores a first application that has been processed

from a second application having a string of characters.
The string of characters are represented in the first
application by an identifier. The integrated circuit
card includes a processor that is coupled to the memory.
20 The processor is configured to use the interpreter to
interpret the first application for execution and to use
the communicator to communicate with the terminal.
In general, in another aspect, the invention
features a method for use with an integrated circuit card
25 and a terminal. The method includes processing a second
lépplication to create a first application. The second
application has a string of characters. The string of
characters is represented by an identifier in the second
application. An interpreter and the first application
30 are stored in a memory of the integrated circuit card. A
processor uses an interpreter to interpret the first
application for execution.
In general, in another aspect, the invention
features a microcontroller that includes a memory which
35 stores an application and an interpreter. The
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menory contains an interpreter ~abl-e—tg lnterpret programms that are
derivatives froma high I evel ?g‘g%dmﬁa’rgg,kag Hade the derivatives being
derived bYWOH%hg at | east ojie r ul @:2ielmet eg‘"fr ma set ofCHLPTA8IN

i ncl udi ng mappi ng strings to i Ters= ng security checks prior
or during interpretation, performng structural checks prior to or during
interpretation, and perform ng semanti-cighecks prior to or during
interpretation. These security checks may also logic to receive a request
froma requespricabienchas anelaissa fiiller dfldrmataf depnomtdassoprafrdms. Upon
recei pt of Lpe t h eri | am conplies with
a preterm n@%@%ﬁ?&%*:rrggﬁ.géﬁ%%dcgggé%%{)ﬁ:tq[ ﬁfa% ?&@%%ﬁﬁg sel ectively
grant the reemBigaredctesyseothie inderpneter mrognterpmet fhalet er ni ned

rules may hgyenf QLcednb¥okhexklhehret er while the derivative programis
being interpreted by determ ning whether the derivative grogram has access

rights t8 a particdiarimRiemeptaekory Phether i9¥entioRy oBBf i s attenpting

to access. mierstehegeniee maly @B ndIvide Coknaiiictdw® tierd orsen at
k sel ected from.enforcging . security rules while the

| east one secupity che i

derivative cb‘?’bé?‘%ﬁ?rﬁg g@’i G PR & é’d‘,%ht I‘?e‘i:l er being configured
to check each byt emdgmetah,stimnmophénraSpeexecuheoﬁnVen;Iébarm' ne that
the byt ecode.can B SXRRNLBA FD TS 4ARGE M Uhdlihra ekl an and |
post - executT on_checks and the derivative programiss checkeed prior to being
| oaded At ocand. i Thecwathor dncludesr istpring imtfdgat ol igatigm idati ve
program and; | gégdbpg b BAEl QhFREYrAGEH Eitduit Fa3REUdtor PP Wcorlde
security protocol Ty reg'lrui?gtt at a particul.ar ident |&y nust, be v)g%l dat ed
Lo perm t | SERIFGAEIOR 3Br Fpe MEBOIRofta Al Rt HEd FHESHLFA5A.

prot ocol neynduckeatingchudd rawadddr whiatori dodyatad theqfiimestt laid a deri vati ve

programto d | rypt 1.ng | | S | o the
Gecrypti on Tegond Shp1pECIbHE 55 WY che NG SHEIUCAIPIRARLC T
provi delér yarogsapkithesr thee igsite aprd ifcadrhon ot datdl @faapiatad ption, - - -
decryption,y$tHNEAE; fg_'k.glga{ag 8 ;1\ekdifgrcat i on, nutual authentication,- - . - o
transport keys, and session keys. The microcontroller pay also have a file
system and be conf iigur@@Re%Rbr obt gRAother aspect, the invention

features an integrated circuit card for use with a

terminal. The integrated circuit card includes a

20 communicator that is configured to communicate with the
terminal, a memory and a processor. The memory stores - -
applications, and each application has a high level
programming language format. The memory also stores an
interpreter.. The processor is coupled to the memory and

25 is configured to: a.) use the interpreter to interpret
the applications for execution; b.) use the interpreter
to create a firewall to isolate the applications from
each other, and c.) use the communicator to communicate
with the terminal.

30 Other advantages and features will become apparent
from the following description and from the claims.

Brief Deécription of the Drawing

This Sheet Has Been Reilaced

R




secure access to the file systemby the mcrocontroller having access
control lists for anthorizing reading froma file, witing to a file, or
del eti on Wwmes/®287 | e. Additionally, the mcrocontroller nmay BGHEYIA382y

val idation to establish the authorized access to a file or verify card

hol der identity to establish the authorized access to a file. Qher
~advantages and features will becone appgrent fromthe follow ng description
and fromthe clainms. Brief Description ?T t he Draw ng WO 98/ 19237

PCT/ US97/ 18999 - 135‘5];?.“9- 14 hSbRobkoakagi-as ¥F oh dhddyRied eshear d
system Fig. 2 is a fTowdiagramillustrating the preparation of Java
appl i cati on8Y86eMe downl oaded to an 5 integrated circuit card. Fig. 3 is a

bl ock di agram of theidi|2sigsadfase deagramed udvrawiaig thass file

2Pl i cati orPEFREEAFACE SF TG SR M At ot heeorTr SOuhiBHa W i,
di agram id | iategtratgd lod nowiki rgprd. the class file converter. Fi g. 6is a
f1ow di agram il Usgéé%i 9 § beaMRbEIC ARl Je%HY 6 Kl Ted Sand

| agr Iugp g g?s i

Fig. 7 is a block am | rating the transformation specific byte
codes into generategyby dhesand lass sEHLp| geRVErE§Fam il lustrating the

replacenent of consgpnt feigraNpescW BhagrRw dllustrating the
transformation of application class file(s) into a card

10 class file.

Fig. 5 is a flow diagram illustrating the working
of the class file converter.

Fig. 6 is a flow diagram illustrating the
modification of the byte codes.

15 Fig. 7 is a block diagram illustrating the
transformation of specific byte codes into general byte
codes. _

Fig. 8 is a block diagram illustrating the
replacement of constant references with constants.

20 Fig. 9 is a block diagram illustrating the -
replacement of references with their updated values.

Fig. 10 is a block diagram illustrating
renumbering of original byte codes.
Fig. 11 is a block diagram illustrating

25 translation of original byte codes for a different
‘¥irtual machine architecture.

Fig 12 is a block diagram illustrating loading
applications into an integrated circuit card.
Fig. 13 is a block diagram illustrating executing

30 applications in an integrated circuit card.

Fig. 14 is a schematic diagram illustrating memory
organization for ROM, RAM and EEPROM.

Fig. 15 is a flow diagram illustrating the overall
architecture of the Card Java virtual machine.



20 Fig. 9 is a block diagraniillustrating t he repl acenent of

referenc \ heir updated values. Fig. 10 is a bl ock di agram
i1l ust ra??ggsirlgbr?tanberi ng of original byte codes. Fig. 11 i sl’%r’HF%"é%”ﬂ agr am

[ ing 25 translation of original byte codes for a different virtual
hLLE?;;a;rcﬂitecture. Fig 12 is a block diagramillustrating | oading
applications into an integrated circuttigard. Fig. 13 is a block dlggrgm

il lustrating executing 30 applicatlpng in an ]ntegrated_0|rCU|t card. M g.d
14 is a schematic Bidgram ipl astlew i ageram yi ihgank e hgméeho®OM RAM an

EEPROVI Fi sxetatiorn i ahdli@grahbh U9s ERLLROLRR; Quelalh, gighi tecture of
Card Jagva vi.rtua chi ne. ) .
;2$/USB7/1§§§§r}t¥Athﬂ 3. 16 is a flow diagram’illustrating nethod

execution in the CEig.Javaisiatggbwmagagyammﬂjldggy§€§¥§Lﬁg%%hgﬁ %.JFig.

\%rrizaﬁ gmlag F%g.@gé?gilnlllé: Ségréat##]g@é)ﬁ:ﬁfggﬁ??flggggggﬁng nmet hod execut ?\(;ﬁ in
the Card Java virtRid. @&hiaeamfﬂbwﬁig!g&a?gqubﬂgs&tgg&r}%cﬂgdmé;% i ?ggtgzng and
Picnt ) SSCAERLELE i K L ST, BEOREER ATkt
security checks. _
Fig. 19 is a block diagram illustrating the
10 association between card applications and'identities.'
Fig. 20 is a block diégram illustrating the access
rights of a specific running application.
Fig. 21 is a perspective view of a microcontroller
on a smart card.
15 Fig. 22 is a perspective view of a microcontroller
on a telephone. . '
Fig. 23 is a perspective.viéw of a microcontroller
on a key ring. . ' ' '
Fig. 24 is a perspective view of a microcontroller
20 on a ring. ' ' | '
Fig. 25 is a perspective view of a microcontroller « - -
on a circuit card of an automobile.

Detailed Description of the Preferred Embodiments

25 ' Referring to Fig. 1, an integrated circuit card 10
(e.g., a smart card) is constructed to provide a high
level, Java-based, multiple application programming and

- exXecution environment. The integrated circuit card 10

has a communicator 12a that is configured to communicate
30 with a terminal communicator 12b of a terminal 14. 1In
some embodiments, the integrated circuit card.lo is a
smart card with an 8 bit microcontroller, 512 bytes of
RAM, 4K bytes of EEPROM, and 20K of ROM; the terminal
communicator 12b is a conventional contact smart card
35 reader; and the terminal 14 is a conventional personal



rights of a specific running application Fig. 21 is a perspective view of

a mcrocontroller on a smart —Fhg. 22 i s a perspective view
of a nicrd¥QMBBYer on a tel M@HEETQ“{E E per spect i VRCHPBT/189994
m crocontroller on a key ring Fi g.R perspective view of a -

m crocontroller 20 on a ring. FIig. 25 1S a perspective view of a

m crocontroller on a circuit card of an pgitonobile. Detail ed Description of
the Preferred Enbodi nments 25 Referring to Fig. 1, an integrated
circuit cardohbutery. z;umil&@rtth@aqmdwscmsbpagaeﬂn§0spéeémde a high

| evel , Java- ased nultl e a tion r anmi an

envi r onnent SUPREEAFS, %HP%#? %gTﬁgéﬁghﬁgaﬁ Sﬁﬁgnﬁég?g% 12a that is
configured sbandmmdmanﬁ(pﬁﬁ?ydimgaJaﬁamwawélopmannlsapporth of a termna
14. I n some enbodifen t gg@ ed r iﬁ§ Tet 2 L card
with an 8 bit m cro%%ntéérc‘)‘ﬁ E{r%bb?} te t%lfe % rgczgogls of’ and
20K of ROM aRflecoBRMnigatsmare dd@@ in é.pbhsth|9ﬁ§d thatabassnart

card 35 reaQﬁbsté&‘éﬂa*letQiHE@émé”dirﬁeﬁsf&@é(egé'Q“E&pﬁééioﬂ%dm -15 -
conput er runnlng the Wndows NT operating system supporting the personal

conput er snBRf%car 47 BERSRY eRReREReNERd %P%VWHFHQC9§§E°H§9EPoBﬁ@ﬁFY
support. | naf@mreotmedidiit:s  atd endhtt €€ 0l 11 h€has8EMBEMer than a

plastic card, such as jewelry (e.g., watches, rings or

10 bracelets), automotive equipment, telecommunication
equipment (e.g., subscriber identity wodule (SIM) cards),
security devices (e.g., crthographic modules) and
appliances. _

The terminal 14 prepares and downloads Java

15 applications to the integrated circuit card 10 using the
terminal communicator 12b. The terminal communicator 12b .-
is a communications device capable of establishing a’
communications channel between the integrated circuit
card 10 and the terminal 14. Some.communication options

20 include contact card readers, wireless communications via
radio frequency or infrared techniques, serial
communication protocols, packet communication protocols,
ISO 7816 communication protocol, to name a.few.

The terminal 14 can also interact with

25 applications running in the integrated circuit card 10.
in some cases, different terminals may be used for these
purposes. For example, one kind of terminal may be used
to prepare applications, different terminals could be.
used to download the applications, and yet other

30 terminals could be used to run the various applications.
Terminals can be automated teller machines (ATM)s, point-
of-sale terminals, door security systems, toll paYment
systems, access control systems, or any other system that
communicates with an integrated circuit card or

35 microcontroller.
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5 and communi cator are enbedded in a plastic card that has subscantially
the sanme dinensions as a typical credit card. In other embodinents, the
m crocontW&ﬂséP?"nenDry and comuni cator are nounted wit hi F QYUY EIN0e,
than a plastic card, such as jewelry (e.g., watches, rings or 10

bracel ets), autonotive equi pnent, tel ecomunication equi pnent (e..g.,
subscri ber identity nodule (SIM cards)issecurity devices (e.qg.,

crypt ographi ¢ nodul es) and appliances. The term nal 14 prepares and

downl oads Java 15 Tppl ivkegrasedo cihreuitt et ad omiaingaa dedBdusi ng t he

term nal communifaliail Ahaciiite { fELLAAVAPTIHN GRYSH 180uLEaro

communi cations devi ce capabl'e of “establl shing’a communi catons channel
bet ween t héntexRyes arrlieatiory rwhichaaget aentainedapnithe samd
communi cat ig@n options 20 include contact card readers, wreless
comuni cations via_radio,.frequency or_ infrared techni ques, serial
communi cAti on prot B@gfe§?‘lﬁﬁc&& FdGmfni &8 SRV ARRGIGat 1950 2816
communi cat iigludEsoatred Q:rarmescaﬁfw. cdbe fﬁgaisnnl.jiéacao?l 8Q jlaRfzer act
with 25 applicatio runni [ n e inteqgrate ireutt card 10. In sone
cases, dif gpoéntaqd;fcm%aaY%r%é?' bthfgﬁds gfc?hggéepgﬂ)sge??e BSEPa¥EI e,
one kind ofncemvimpsl lathyimen ukank tappl bpat tonpgeiredopuant dif ferent
term nal's eouliddimdifhd 0 moaqetﬁgvgpag%ﬁ&ae@ n 3091%eLofbIdE430
term nals could be used to run the various applications. Termnals can be
aut omat ¥ ©¥ tdhe @eMaiRRNEViFonRent 022 s apepl deathansclassr security
systens, t @il pAYEHres StedleedC GPEEh CORESE! c§¥géeﬁleQrA@EIa@sher | Isyst em
t hat commgllgcae}t%s.c\%th 85141§,ntae1%aée circuit card or 33i.m crocoplt roller.

ass .class 24c corresponding to their
respective class Java source code 20a, 20b, and 20c. The
application class files 24 follow the standard class file
15 format as documented in chapter 4 of the Java;virtua17
machine specification by Tim Lindholm and Frank Yellin,“
"The -Java Virtual Machine Specification," Addison-Wesley,
1996. These application class files 24 are fed into the’
card class file converter 26, which consolidates and- .
20 compresses the files, producing a single card class file
27. The card class file 27 is loaded to the integratéd
circuit card 10 using a conventional caxrd loader 28.
Referring to Fig. 3, the card class file converter
26 is a class file postprocessor that procesées a set of
25 class files 24 that are encoded in the standard Java
class file format, optionally using a string to ID input
map file 30 to produce a Java card class file 27 in a
card class file format. One such card class file format
is described in Appendix A which is hereby incorporated
30 by reference. In addition, in some embodiments, the card
class file converter 26 produces a string to ID output
map file 32 that is used as input for a subsequent
execution of the card class file converter. _
In some embodiments, in order for the string to ID
35 mapping to be consistent with a previously generated card



WD 98/ 19237 PCT/ US97/ 18999 - 16 -
The integrated circuit card 10 contains a card Java virtual machine (Card
JVM 16, Wi0iash92ay used to interpret applications which are ®RGTWESNEZNN t he
card 10. 5 Referring to Fig. 2, the Java application 20 includes
three Java source code files A java 20a, B.java 20b, and C java 20c. These
source code files are prepared and conpil.ed in a Java application

devel opnment environnent 22. \Wen the Java application 20 is conpiled 10 by

t he develogqgg OPMBNE hd2cadRP gﬁé {?fé 2 produced,
wi th these sse%&qéesp%ﬁc?%sscg% b agtgﬂgd4 an di §%I£J§§E
cor r esponditRf aXLNGR| Ehe cSpBEt Bhringsds Fhen aaxd celasseiids, 20b and 20c.

The appl i C@drﬁféﬁié‘ﬁszélbéﬁ aécéglcl P BN £ kda@ssctihg E8 fpr mat as
docunented in chapte ?W Javg virtual machine_specjification by Tim
1&}&5 n<

Li ndhol m affH® % S?ﬁé“@é VO ARRUMERAR nEL 5B edPt i 2R ERe
Addi son- 5\ésbeyendd I6E §heheaa|ﬁnﬂ.ecau:msn IDsserd i geserdtadebiredhentcaridhe

card cl ass C ré lheh ¢ s the
files, pr oélecAlsﬁsg %%?ng%v%gtr:awc]Pgsfs %ﬁ%ﬂr@ﬂ #e car%iIQ %asséggf’g 27 is
| oaded to timcarpexptedddyi refieresged teactihps ondvpassbhie waydofoader
28. Referrig gﬁgalteﬂnémgm  ahBCpERRlcidS $Hd |6t ARy %6 ofp 2nbaramgbass i e

post process esses” a set are~encoded in

t he st andafdlmaP @%SSFFJ'-@gf &P, %&H%d‘l‘a}w %1%93% apdi ng to I D i nput

10 illustrates this mapping via an example. _
Referring to Fig. 4, a typical application class
file 24a includes class file information 41; a class
constant pool 42; class, fields created, interfaces
referenced, and method information 43; and various

15 attribute information 44, as detailed in aforementioned
Java Virtual Machine Specification. Note that much of
the attribute information 44 is not needed for this
embodiment and is eliminated 45 by the card class file.
converter 26. Eliminated attributes include SourceFile,

20 ConstantValue, Exceptions, LineNumberTable, _
LocalVariableTable, and any optional vendor attributes.
The typical card class file 27 as described in Appendix A
is derived from the application class files 24 in the
following manner. The card class file information 46 is

25 derived from the aggregate class file information 41 of
all application class files 24a, 24b, and 24c. The card
class file constant pool 47 is derived from the aggregate
class constant pool 42 of all application class files
24a, 24b, and 24c. The card class, fields created,

30 interfaces referenced, and method information 48 is
derived from the aggregate class, fields created,
interfaces referenced, and method information 43 of all
application class files 24a, 24b, and 24c. The card
attribute information 49 in this embodiment is derived

35 from only the code attribute of the aggregate attribute



map file 30 to produce a Java—card class file 27 in a card class file
formt. card cl ass themggH } ) bed in Appendlx A which is
her eby |(neg§r ?)oirj‘ia}?ed 30 by ref rence Eﬁ_gm in some cROHYSHEHY the
card class file converter 26 - a—strin | D output map file 32
that is used as input for a subsequent execution of the card class file
converter. In sone enbodinents, in ordergfor the string to ID 35 mapping to
be consistent with a preV|oust generated card WO 98/ 19237

PCT/ US97/ 1888grmation d4ssf falk {pplibettenccihesefilbli pla,chags files
reference jRg sage strings), the card class file converter 26 can accept

reviously defined string tqQ ID mappings froma string to ID input map file
go In the 5 absent® ®Y°oidcHynamilce !infkdnagDd mtheyarsrdyt el bythde card

class fil elnﬁbrmah:ﬁ.bn?&ha@ri@fhi%@rlﬁ\@&é& é§r8§é69¥végsgr88 teqd Ry

String B0 TOIBnAA At t A 46 £1R" | Frmothe SOPhUcaRApnl RHe azeand 10
appl | Cat1 op phass T i T, ?ﬁxm@isﬁqf??nf hp Brofesd P e
2gﬁgigﬁilg%%§%§§§ ikggé%ﬁé rﬁi?cﬁé%t H %ter?%%e irgterineedfidfd net hod
i nf or mat i oko4Be EﬁecﬂﬂsedUssﬂ?aﬁeahéﬂniﬂanfOTMQIcOﬁséénta§06Qt42|QQ in

af or ement | eoedadeya Yaf 43l eMehidn Speel TLeAlen. APf eophal,uch of the

ri byte formatiaon 44 1s not nee
att H fasses, fields, methods referenced in a Java class file

24a are identified by using strings in the constant pool
42 of the class file 24a. The card class file converter
26 compacts the constant pool 42 found in the Java class
file 24a into an optimized version. This compaction 1s

15 achieved by mapping all the strings found in the class
file constant pool 42 into 1ntegers (the size of which 1s-'“
microcontroller architecture dependent). These 1ntegers |
are also referred to as IDs. Bach ID uniquely identifies_'
a particular object, class, field or method in the

20 application 20. Therefore, the card class file convefﬁer;
26 replaces the strings in the Java class file constant
pool 42 with its corresponding unique ID. Appendix B
‘shows an example applicatign HelloSmartCard.java, with a
table below illustrating the IDs corresponding to the.

25 strings found in the constant pool of the class file for
this application. The IDs used for this example are 16-
bit unsigned integers.

Next, the card_class.file converter 26 checks for
unsupported features 51c in the Code attribute of the

30 input Java class file 24a. The Card JVM 16 only supports.
a subset of the full Java byte codes as described in
Appendix C, which is hereby incorporated by reference.
Hence, the card class file converter 26 checks for
unsupported byte codes in the Code attribute of the Java

35 class file 24a. If any unsupported byte codes are found

heet Has Been Replaced

T



enbodi mrent and is elimnated 45 by the card class file converter 26.
Elimnated attributes include SourceFile, 20 ConstantVal ue, Exceptions,

Li neNumbewksdd/m®231.ocal Vari abl eTabl e, and any optional vendo®PCH¥YN7H89%8s.
The typical card class file 27 as described in Appendix Ais derived from
the application class files 24 in the follow ng manner. The card class file
information 46 is 25 derived fromthe aggregate class file information 41
of all application class files 24a, 24b, "and 24c. The card class file

constant p A7, LS [ r h t | 42 fi
thbScde .E?Lgs%llgti'l%llg:,o@g%r 24C.ef%€§5aﬁoé‘§%89 aHAo 0

all application class™files card class, Tields
created, 30Stop8reaB¥SrFaPEr Sdced ThenPuadya® oo rFragmenigmazked: i ved

f r]?m t hte_ agﬁzﬁ.ggﬁ%ep.lﬁlbgﬂmle De@Swe l@ﬁ:tvﬁ(i%hés'é edhRERSus chpeenesdesaagdaret hod
11 but e | HPOFRREROAd10 PROEHEE doth iRinicHaciEig e 385 PAEBTF ho.
COdF_ at E isi)hbﬂéfgggu?bléggggheg&tarﬁatﬁd (h}lm deveﬁ:&)memgfenv.ﬁrbnmeﬁ:t @2 al | )
cord. a1 TFE FAVBMAG TBS FRRL LRt AD I £y od DR, gkEE G O "
files24a, 2dhe afidrementisnetodaviehe iapplalc avdagning, speeifbahbdond into one
(oI i hip st Mgas o L L s Late T 0. e,
conpact ed SHBEPEMRRAORoRPERENFheaNiferiables wigdcin a Java
10 application 20 in the LocalVariableTable attribute of the
class file 24a. The card class file converter 26 uses
this information to check if the Java class file 24a
references data types not supported by the Java card.
Next, the card class file converter 26 discards
15 all the unnecessary parts 51lc of the Java class file 24a
not required for interpretation. A Java class file 24a
stores information pertaining to the byte codes in the
class file in the Attributes section 44 of the Java class
.file. Attributes that are not required for
20 interpretation by the card JvM 16, such as SourceFile,
ConstantValue, Exceptions, LineNumberTable, and
LocalVariableTable may be safely discarded 45. The only
attribute that is retained is the Code attribute. The
Code attribute contains the byte codes that correspond to
25 the methods in the Java class file 24a.
* Modifying the byte codes 54 involves examining the
Code attribute information 44 for each method in the
class file, and modifying the operands of byte codes that
refer to entries in ;he Java class file constant pool 42
30 to reflect the entries in the card class file constant
pool 47. 1In some embodiments, the byte codes are also
modified, as described below.
Modifying the byte codes 54 involves five passes
(with two optional passes) as described by the flowcha:t
35 in Fig. 6. The original byte codes 60 are found in the



10 classes, fields, nethods referenced in a Java class file 24a are

I denti fi |.hg strings in the constant pool 42 of the class | e 24a.
The cardegllégl%&éﬂﬁ{e converter 26 conpacts the constant pooll_'ﬁyuys%{ﬂir?agﬁ n the
Java class file 24a into an optim zed version. This conpaction is 15

achi eved by mapping all the strings found in the class file constant pool
42 into integers (the size of which is 20cfocontroller architecture
dependent) . These integers are also referred to as IDs. Each ID uniquely
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24a. |f_ any unsupported byte codes ar ound

PCTlusdyylgggge_Qﬂ%nsé%rmgélons are made, the original byte codes
60 are analyzed for any jump byte codes and a note made
of their position and current destination. The program

code fragment marked “B” in Appendix D shows how these

jumps are recorded. Appendix D is hereby incorporated by
15 reference. ' '

Once the jumps are recorded, if the optional byte -
code translation is not being performed 62, the card -
class file converter 26 may proceed to the third pass-64.

Otherwise, the card class file converter converts

20 specific byte codes into generic byte codes. Typically, = " - -
the translated byte codes are not interpreted in the Card
JVM 16 but are supported by converting the byte codes
into equivalent byte codes that can be interpreted by the

- Card JVM 16 (see Fig. 7). The byte codes 70 may be -

25 replaced with another semantically équivalent but
different byte codes 72. This generally entails the
translation of short single specific byte codes such as
ILOAD 0 into their more general versions. For example,
ILOAD 0 may be replaced by byte code ILOAD with an .

30 argument 0. This translation is done to reduce the
number of byte codes translated by the Card JVM 16,
consequently reducing the complexity and code space
requirements for the Card JVM 16. The pfogram code
fragment marked “C” in Appendix D shows how these -

35 translations are made. Note that such translations



52, the card class file converter flags an error and stops conversion 53.
The program code fragnment marked "A" in APPENDI X D shows how t hese spuri ous
byte codesw@8/1933pr ehended. Another level of checking can bePPEPPYf 5 by
requiring the standard Java devel opnent environnent 22 to conpile the
application 20 with a '-g' flag. Based on the aforenentioned Java .virtual
machi ne specification, this option requigges_the Java conpiler to place

i nformati on about the variables used in-a Java 10 application 20 in the

Local Vari abj gdaBh@ealthd il Af télee Cirééﬁléiﬁ gee &B@ecand gbaee file

converter 26, uses this |nfornat| n to check i Java i%ags file 24a
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safely di scRPRE&ADS. 'ﬂﬁ%’dﬁﬂ?“%fY¥4b%¥eL¥ﬂﬂ¥ ig theaVA¥a FiasRefddge

attribute. 7hg ECof@taldt idudle @nﬁa?yr@etbﬁaﬂylstéadeﬁtbhatpgsnr B?ﬁ@nd to 25
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i nvol ves ex&RPRi § 2R3FH RS R nEL R #+BoFOBYER ﬁEt din the
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1 Lhe Javaclass e SRISIAN 2pobe 2130 Langeblechobfeasniel s n (he

card class I poo SONnEe er he byte codes are
al so reflect their new location in the card: class flle

- constant pool 47. PFig. 9 shows an example wherein the
argument to a byte code, INVOKESTATIC 90, refers to an

15 entry in the Java class file constant pool 42 that is
modified to reflect the new location of that entry in the
card class file constant pool 47. The modified operand
94 shows this transformation. The program code fragment
marked “D” in Appendix D shows how these modifications

20 are made. _

Once the constant references are relinked, if the
optional byte code modification is not being performed,
the card class file converter may proceed to the f£ifth
and final pass 67.

25 Otherwise, the card class file converter modifies
‘the original byte codes into a different set of byte
codes supported by the particular Card JVM 16 being used.
One potential modification renumbers the original byte
codes 60 into Card JVM 16 byte codes (see Fig. 10). This

30 renumbering causes the byte codes 100 in the original
byte codes 60 to be mbdified into a renumbered byte codes
102. Byte code ILOAD recognized by value 21 may be
renumbered to be recognized by value 50. This
modification may be done for optimizing the type tests

35 (also known in prior art as Pass 3 checks) in the Card



nodi fied, as described below. Modifying the byte codes 54 involves five

passes (Mﬁth t Wo optlonal passes) as described by the flo laa Fig.
6. The WPFEAEA"byte codes 60 are found in the WO 98/ ‘i‘%ﬁsﬁﬁséﬁ '

PCT/ US97/ 18999 - 20 - Code attribute 44 of the Java class file 24a being
processed. The first pass 61 records all the junps and their dest.i nations
in the original byte codes. During | ate@2 byte code translation, some single
byte code may be 5 translated to dual or triple bytes. Fig. 7 illustrates
an exanpl eJWvlensi n Mnee pomgeran @ddeO fragmpitaceirked "E{wihyAppendyke code

I LOAD and g t , h iri
e %g 2 \Qg)e r&é}{éaﬂﬁ;ﬁ%@ thﬁar e&{a%?%ct g af_ig§$orreqw fore

adjustnent o any junp st1natlons Therefore, before
10 t hese thadifdcasiionmayr Oandane e GFder ke ‘éc%o'éllé% BYcgramanal yzed

for any jugpabyt eceRde®R M %H@t&fwwfléf\%rlﬂ@étét@@ ané _ByEeent
desti nati on. The ‘pro raT cod r;g mar ked "B" in Appendj Xx. D shows how
these j $hpScaee r [ﬁgﬁﬁ LERE LR TEITPIRS o Eﬁ ytes

reference. cobes titd O TV rmm}dwl codes f@oouﬁaiorﬂajrtéyéedéedﬁlth

broceed t oSLRELAH Flerautiy, THAEhe, wt Trafidy G GFdunter S8 RbRRR. ™
converts Zarepaa fgapdaﬁ@mmtesﬂaxﬁd@énb&lluytgt@o@wes Thigpatdowsg, the
transl at ed.f &fad%vﬁrl 'E%éﬁfé?éﬁ%ﬁ?‘ EfediPecsas drviyM d6ppt are

supported Ey Convertln te codes
codes and va 1date types as it executes.

In some embodiments, the card class file converter
modifies the original byte codes 60 into a different set
of byte codes designed for a different virtual machine
architecture, as shown in Fig. 11. The Java byte code.

15 ILOAD 112 intended for use on a word stack 114 may be'
replaced by Card JVM 16 byte code ILOAD B 116 to be used
on a byte stack 118. An element in a word stack 114
requires allocating 4 bytes of stack.space,_whereas an
element in the byte stack 118 requires only one byte of

20 stack space. Although this option may provide an
increase in execution speed, it risks losing the security- -~
features available in the original byte codes. '

Since the previous steps 63, 64 or 66 may have -
changed the size of the byte codes 60 the card class file

25 converter 26 has to relink 67 any jumps which have been
effected. Since the jumps were recorded in the first
step 61 of the card class file converter 26, this
adjustment is carried out by fixing the jump destinations
to their appropriate values. The program code fragment

30 marked “F” in Appendix D shows how these jumps are fixed.

| The card class file converter now has modified
byte codes 68 that is equivalent to the original byte
codes 60 ready for loading. The translation from the
Java clags file 24a to the card class file 27 is now
35 complete.



I nto equi val ent byte codes that can be interpreted by the Card JVM 16 (see
Fig. 7). The byte codes 70 nmay be 25 replaced wi t'h another semantically
equi val entwdpegnedst f erent byte codes 72. This generally ent ai PGT/DRY/18999
transl ation of short single specific byte codes such as ILOAD O into their
nore general versions. For exanple, |ILOAD O nmay be replaced by byte code
ILOAD with an 30 argunent 0. This transl,ation is done to reduce the nunber
of byte codes translated by the Card JVM 16, consequently reducing the

conplexity and cod§.§@%?qﬂ'(ggé@ tgi&or st he eCapd ol WYlaes £H r£9ram
code fragnent mnar keg " C' |r?eAppeng‘|?§ D1 hows how thgs\éM?fLS tranrlgﬁit%ns are
made. Not e NEMALin e PepEPaersRs 55 Whogreykyus steps Sla, 51b,

PCT/ US97/ 18339, -g4l-ahacseagee! Fepeiatedifdhadas wénainbygectade and force
e ass 64,
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operands t Q. cogde ' ' I fil
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constant poo| ect the new | ocatlon I he card class file
constant pddilelB2Fghat spakaias exdhifite efhatl ntheenew IDs

10 allocated for the strings encountered in the constant
pool 42 of the Java class files 24 during the
translation. ' : _

Referring to Fig. 12, the card loader 28 within
the terminal 14 sends a card class file to the loading

15 and execution control 120 within the integrated circuit
card 10 using standard ISO 7816 commands. The loading
and execution control 120 with a card operating system
122, which provides the necessary system resources,
including support for a card file system 124, which can

20 be used to store several card applications 126. Many
conventional card loaders are written in low level
languages, supported by the card operating system 122.
In the preferred embodiment, the bootstrap loader is
written in Java, and the integrated circuit card 10.

25 includes a Java virtual machine to run this application.
A" Java implementation of the loading and execution
control 120 is illustrated in Appendix E which is hereby
incorporated by reference. The loading and execution
control 120 receives the card class file 26 and produces

30 a Java card application 126x stored in the card file
system 126 in the EEPROM of the integrated circuit card

©10. Multiple Java card applications 126x, 125Y, and 126z
can be stored in a single card in this manner. The
loading and execution control 120 supports commands -

35 whereby the terminal 14 can select which Java card



argunent to a byte code, | NVOKESTATIC 90, refers to an 15 entry in the Java
class filg constant pool 42 that is nodified to reflect the_new | ocati on of
't hat entryqs?fw card class file constant pool 47. The nod PFTES? b%’?%nd 94
shows this transformation. The program code fragment narked "D' in Appendi x
D shows how t hese nodifications 20 are made. Once the constant references
are relinked, if the optional byte cadegmdification is not being
performed, the card class file converter may proceed to the fifth and fi nal
pass 67. 25pp11catioa lter whee innfelicareal €] ass dpde €ROveskercgedi fies the
ori gi nal %g godes into a different set of byte codes supported by the
particul ar JVM 16 being used. One potential nodification renunbers the
original byte codReBorring GarBigVM36 bpor rededvinee aFimpselD)or Tams 30

renunberi ngxgayssSnt %nﬁﬁtn‘a GQdes 0 idndd %ﬁ@'%@éflﬁﬁﬁncggﬁé 89 to be

nodified into a renunbered byte codes 102. recognrzed by
val ue 2P nﬁ% pethenGREer daveo e tuado dachime y(Gaird eT9E) Jrﬁlbem;usf i cation

may be donexéeutephi @tZIangrféa%tTe\ﬁ&ﬁﬂe%Btzﬁéﬁ%d al £ keRipi1 8, Phh®h)art as

E?J‘SI'/S U%g%? i% 9éh|?n§tfli-ec§%ﬁ fé‘as\égé'%g/ 2%773]&56%34 (SRR t2Fr ked "E" in
Appendi x Dappbisasdonmblérent dhieoCadd thins IBTipxcbvinids The sgavdi Eagat i on
1Y 0% Uo8pbi18pR by 32630 UeReA® o UL TR {55 U4 FY BetlE1iE ¢ IV
10 system 122, whlch provides capabilities such as I/O,
EEPROM support, file systems, access control, and other
system functions using native Java methods as illustrated

in Appendix F which is hereby incorporated by reference.

The selected Java card applicétion 126z

15 communicates with an appropriate application in the
terminal 14 using the communicator 12a to establish a‘
communication channel to the terminal 14. Data from the
communicator 12a to the terminal 14 passés through a
communicator driver 132 in the terminal, which is :

- 20 specifically written to handle the communications

protocol used by the communicator 12a. The data then
passes to an integrated circuit card driver 134, which is
specifically written to address the capabilities of the
particular integrated circuit card 10 being uséd,_and

25 provides high level software services to the terminal
application 136. In the preferred embodiment, this
‘driver would be appropriate PC/SC Smartcard Service
Provider (SSP) software. The data then passes to the
terminal application 136, which must handle the

30 capabilities provided by the particular card application
126z being run. In this wmanner, commands and responses
prass back and forth between the terminal application 136
and the selected card application 126z. The terminal
application interacts with the user, receiving commands



5 code. Essentially this nodification regroups the byte codes into Card JVM
16 byte codes so that byte codes with simlar operands, results are ouped
t oget her , wmeB/1Mdt e are no gaps between Card JVM 16 byte cod&ST/USH] 99& | ows
the Card JVM 16 to efficiently check Card JVM 16 byte 10 codes and val i dat e
types as it executes. In sone enbodinents, the card class file converter
nodi fies the original byte codes 60 intgsa.different set of byte codes
designed for a different virtual machine architecture, as shown in Fig. 11.

The Java by qdes %éﬁ%&é%tnwﬂéﬁda&@ passed to Wlidl Sébsktdds may be
repl aced by Card JVM 16 ﬁte code_| LOADB to be used on a b%tgsstack

118. An elM@¥#ntcar LRRFHCIEICR 122%rc 5?953Wﬁ§%|5ﬁfgpﬁﬁ Mst ack
space, whergas maalwmtapplﬁ.batmme 126zck whiitlr eqre mesocedgednandyt e of

20 stack space, ugh LS ion may provide an increase in execution
speed, it ﬁaﬁﬁe‘??ﬁ‘%g %e}:g clr %"y features available in the original byte
codes. Sbnce the pRefiecusing dps EEE 644 ortlse GaydhdVM dRad§e@n he size of

the byle Cada%fl-dferC Qt%geagpye%s% RARE ) Zutidn {02681 1 nitne7 any

j unps whi ch een e ecte nce nps Were recorded in the first
step 61 of mewmoxyrEesPusges; ip ébﬁ\/é\iﬁp%t%]?%cﬁr&%’i nER2FE E8PFried out

Eg d‘;' 1)‘<Ir ggn;dr;éﬁt‘r% mgfgéhﬂét t?ﬁs Cb.Qg.tn ROM 13yENr er;]ditmad‘u:eSan&hehpr ogram
The card clc'a%%df@?%R@%n%?terTHg\?v%ﬁi? ﬁ&ﬁ ﬁ%‘éﬁlﬁy%&%‘gﬁ% %%gi!ﬁa?hg fixed.
equi val got daxrd heviarigi anll bjiee caodeopéiratcady dystdmatzng. Thedt R@Ns| at i on
fromthe Jaya, %a%?saiégebgélﬁsre& Lhe st ¢ 3= féa{fd ?prfleé?wiéﬁscorml ete.
140a and class libraries 140b. Loadable appllcatlons
14la, 141b and librarie.s 141lc wmay also be stored in Card
RAM 141. The Card JVM 16 interprets a card application
15 141la, 141b, or 140a. The Card JVM 16 uses the Card RAM
to store the VM stack 1l44a and system state variables
144b. The Card JVM 16 keeps track of the operatlons
performed via the VM stack 1l44a. The objects created by
the Card JVM 16 are either on the RAM heap 144c, in the .
20 EEPROM heap 146a, or in the file systetﬁ 147,
All of the heap manipulated by the Card JVM 16 may
be stored in the Card RAM 141 as a RAM Heap l44c, or it
may be distributed across to the Card EEPROM 142 as a
EEPROM Heap 146a. Card RAM 141 is also used for )
25 recording the state of the system stack 148 that is used
by routines written in the native code of the '
microcontroller. The Card JVM 16 uses the Card EEPROM
142 to store application data either in the EEPROM heap
146a or in the file system 147. Application data stored
30 in a file may be manipulated via an interface to the card
operating system 122. This interface is provided by a
class library 140b stored in Card ROM 140, by a loadable
class library l4lc stored in Card EEPROM 142. One such
interface is described in Appendix F. Applications and
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Referrin Fig. 5 if nore class files 24 remain to be processed 55
t he prev?88€&§¥%%§ S%a, 51b, 51c, 52 and 54 are repeated foPCEXSH/I88Mai ni ng
class file. The card class file converter 26 gathers 56 the 5 maps and

nodi fied byte codes for the classes 24 that have been processed, places
them as an aggregate and generates 57-aeard class file 27. If required,
the card class file converter 26 generates a string to ID output map file
32, that c8ata As &hs wtand anr¢ iselaved| by 40faréwadl edeébanibm strings
encount er egigbn the constant pool 42 of the Java class files 24 during the
translation. Referring to Fig. 12, the card |oader 28 within the term nal
14 sends a card CIQQSCPPPeWthtﬁéeIééduﬁ@dﬂieﬁﬂmnm%m@ﬂﬁodahiﬁran 120

wi thin t hemii Bregoaite i) ttrarchi@ 391 nDs S{APIeh&nt S 7§é§18§mm”ds: The
| oadi ng 22, which

nd. _execution.confrol 120 with a card operating system (
provideéﬁtﬁggﬁgie Al Yﬁn??ﬁﬁﬁﬁ?ﬁ%ﬁgi¥ﬁPﬂﬁﬁﬂﬁ-su%%%$$q?%$t§Yeaad file
systen1124JawhiappmmcdﬂidnaZDHEbmpiBé@rﬁns@vg{aiafgrﬂ}p?pthggt|ons 126.
Many convegti car er witten i.-n low |l eve nguages,
support ed géh?%ghga%dgéﬁgraégﬁ isﬁbt?ése;/etst% ‘Jﬁ‘? byte hECPTRe er enbodi nent,
t he. boot st #apblegdeprpild aatiiare progBamee rantb treogrdmgint eisi seviétcard 10

25 incl udeguBsd@VdsV ekt lad @G 101 Ll {4 £ SRl {1571 { QP witHave
i npl emgntation of the | oading and execution ]
10 existing Java Virtual Machines. The semantics of the
Java byte codes interpreted by the Card JVM 16 are
described in the aforementioned Java Virtual Machine
Specification. The subset of byte codes interpreted by
the Card JVM 16 can be found in Appendix C. The card
15 class file converter 26 checks the Java application 20 to
ensure use of only the features available in this subset7*.
and converts into a form that is understood and
interpreted by the Card JVM 16. | _ .
In other embodiments, the Card JVvM 16 is designed
20 to interpret a different set or augmented set of byte
codes 116. Although a different byte code set might lead -
to some performance improvements, departing from a strict
Java subset may not be desirable from the point of view
of security that is present in the original Java byte
25 codes or compatibility with mainstream Java development
tools. .
All Card JVM 16 applications 126 have a defined
entry point denoted by a class and a method in the class.
This entry point is mapped in the string to ID input map
30 30 and assigned by the card class file converter 26.
Classes, methods and fields within a Java application 20
are assigned IDs by the card class file converter 26.
For example, the ID corresponding to the main application
class may be defined as F001 and the ID corresponding to



control 120 is illustrated in Appendix E which is hereby incorporated by
reference. The | oading and execution control 120 receives the card class
file 26 ambywoedces 30 a Java card application 126x stored PGI/ISAEIA? o
file system 126 in the EEPROM of the integrated circuit card 10. Multiple
Java card applications 126x, 126y, and 126z can be stored in a single card
in this manner. The | oading and executigf control 120 supports comands 35
whereby the terminal 14 can sel ect which Java card WO 98/ 19237

PCT/ US97/ 1§90 12 2 e 3RO | C8hERNaE 0l Ani(Y¥Rdicdhaldy beolddfigfed g next card
reset. Referring to Fig. 13, upon receiving a reset or an execution conmand
fromthe | §8%%g and execution control 5 120, the Card Java Virtual Machine

gga;? J¥N2h16 ngi?hgem?@waymwaﬁednﬁ%ﬁnkﬁmeﬂmedtuﬁéhoﬂ ther caxanpim,

| o] e sel ec ass, in e selecte va d | j.Gatl 26z. Th
Card JVM 1@%%%@?‘%?’5&%3cgiawg%#céﬁ gﬁgl'zg}r'ac?gsés&f%gigf Oerb 202 ©
under | yi Big ther dCaopdrdiM nh6 IBeginseatlpbe abrectticay iape-usdpdiAqiti es such
as 110 EERRIMS 4aR0sdesa! EatdSLARD icAEGRAS 108H Al exdithd herpsystem

functions usi'ng native Java nethodS as illustrated in Appendi x F which is
hereby incemesiendsl by findingcandTresiendsgedn) ARFBaRPidPDI3%%t {dn 1262
tlﬁecgmhﬁ?agt&gordyltth f&hﬁ@f&ﬁ?&' %bpmeahii%t ifeR ithd uid@rgmmale b usi ng
14. Dat a f@&ﬁqqggegl QTﬁg 8araSJV% g%ﬁg%@g%%yé%;(%igﬂggtﬁéatigéfernlna
10 If the interpretation proceeds successfully 154, the Card
JVM 16 reports success 155 returning control back to the
' execution control 120. If in the course of
interpretation 153 the Card JVM 16 encounters an
unhandled error or exception (typically a resource
15 limitation or a security violation), the Card JVM 16
stops 156 and.repbrts the appropriatenérror to the
terminal 14.
An essential part of the Card JVM 16 is a
subroutine that handles the execution of the byte codes.
20 This subroutine is described by the flowchart in Fig. 16.
Given a method 160 it executes the byte codes in this
method. The subroutine starts by preparing for the
parameters of this method 161. This involves setting the
VM stack 1l44a pointer, VM stack 1l44a frame limits, and
25 setting the program counter to the first byte code of the
méthod. )
Next, the method flags are checked 162. If the
method is flagged native, then the method is actually a
call to native method code (subroutine written in the
30 microcontroller’s native processor code). In this case,
the Card JVM 16 preparés for an efficient call 163 and
return to the native code subroutine. The parameters to
the native method may be passed on the VM stack l44a or
via the System stack 148. The appropriate security
35 checks are made and the native method subroutine is



comuni cator 12a to the term nal 14 passes through a comunicator driver
132 in the termnal, which is 20 specifically witten to handlﬁ %H

communi c 3YP8#4923Y ot ocol used by the communicator 12a. The 5% g%”passe’s
to an integrated circuit card driver 134, which is specifically witten to
address the capabilities of the particular integrated circuit card 10 being
used, and 25 provides high | evel softwage-services to the term na
application 136. In the preferred enbodinent, this driver would be :
appropri at€aPlé®C Somr i‘éaﬁﬁn$ethiec&é§iﬂ\ﬂ darf @350 «bfthereatie data then

al
Capabi || MEEhod, FUBAoRE 2R SR, PIACS Lo HHF 195 ohE4565° b8MAE r un.
this malnnert, lmawyr;rhedacaedseésbyn&hel pass e aratld dre hodeexecutede
t
ermnal applicati Ijé’ﬁte\féa%ﬁ hfo?ﬁ fﬁ&egfcéﬁg epRbi 59 9B ]1%63:heﬂ‘e

term nal application user, receiving comman
08/ 19233 entered. The byte code dispatch loop Hey/xssERPnsbobe.£05 - from

the user, SO882P{n¥hi eledlhE iR ssgqhd Qédi@r d @il Ppwa 6sdd. apphication
126z, and receTV|%§hresSonsésg éadggtard qplt jcation 126z, which

are proceéB@ﬂPahﬂrﬁé§§585bﬂéﬁnt&tt S glnterp ¥¥$e¥??nBYFS Fig. 14,
the Card Jod&dS if Bhei ibehpBetidn,t kat wrr&rertrheeteamomm appl i cation 126x.

DS oo ok SAOHESER, b ehBPHEY SR, o 4R G il 16 o
used td0store theIf a previous byte code caused a branch to be
taken 165 the Card JVM prepares for the branch 165a. The
next byte code is retrieved 165b. In order to keep the
cost of processing each byte code down, as many common
elements such as the byte code arguments, length, type
15 are extracted and stored. h
To provide the security offered by the securlty B
model of the programming language, byte codes in the
class file must be verified and determined conformant to
this model. These checks are typically carried out in
20 prior art by a program referred to as the byte code -
verifier, which operates in four passes'as described in - -
the Java Virtual Machine Specification. To offer the
run-time security that is guaranteed by the'byte code
verifier, the Card JVM 16 must perform the checks that
25 pertain to the Pass 3 and Pass 4 of the verifier. This
checking can be bypassed by the Card JVM 16 if it can be
guaranteed (which is almost impossible to do) that the
byte codes 60 interpreted by the Card JVM 16 are secure.
At the minimum, code security can be maintained as long
30 as object references cannot be faked and the VM stack
144a and local variable bounds are observed. This
requires checking the state of the VM stack 144a with
respect to the byte code being executed.
To enforce the security model of the programming
35 language, a 256-byte table is created as shown in



10 Card JVM 16 and the card operating system 122. Card ROM 140 nmay al so be
used to store fixed card applications 140a and class libraries 140b.
Loadabl e g@pbs/east ons 14la, 141b and libraries 141c may al scP@HUSTHBEY i n
Card RAM 141. The Card JVM 16 interprets a card application 15 141a, 141b,
or 140a. The Card JVM 16 uses the Card RAMto store the VM stack .144a and
system state variabl es 144b. The Card_Jyy 16 keeps track of the operations
peiLorned vLa the VM stack 144a. The obJécts created by the Card JVM 16 are
ei ther on e 44c, . Ln 0. Ig@?M | he file
system 147.};;;8%%@??@5%‘37%%%1% ﬁ%n?%ggg%eaﬁlgy hét%%a%trad V%/I’el%grr%ﬂbéb'e stored in
the Card REWimtable FMpderedsby, the byteaFrade IS hut et ross to the

Card EEPROVL}Ae asorit S QPhéeappiitad tRANINIFbkeictt 1015 G st 40ed 25

recording the state of the systemstack 1 t.hat is used r I nes
witten | nWiRd (e JRAPHRNSi PYRE fP 000?& a9 &2 eeCF WCPJ%% uses the

icﬁr ?hEEﬁloeﬁ%‘%t tesr)n]%ftgé erep:}ad_aiseta_tingddi&lp@,eiambrthm Yam: EBERROME heap 146a or
_ _ AT, ati St | fyl b

mani pul at e&e\ﬁlrfsﬁPt?m%rfg’g%kﬁo tﬁgecg&%eoﬁ‘g{dgtq‘leﬁggéwys er#ﬂigzm%i g
interface icody o damdéyed dimestliybfaom High talke Py tlwrkyreowade, by a
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o0, A 20k e SR b A SR e ebanger face
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10 reference. In Appendix H, the checking process begins by

decoding the length and type from the table in Appendix G
which is hereby incorporated by reference. The length is
used to increment the program counter. The type is used
first for pre-execution checking, to insure that the data

15 types on the VM stack 144a are correct for the byte code
that is about to be executed. The 256 bytes of ROM for:
table storage allows the original Java byte codes to be
run in the Card JVM 16 and minimizes the changes_réquired
to the Java class file to be loaded in the card.

20 Additional Java byte codes can be easily supported since
it is relatively easy to update the appropriate table
entries. o '

In other embodiments, as shown in Fig. 10, the
Java byte codes in the method are renumbered in such a

25 manner that  the byte code type and length information
gtored in the table in Appendix H is implicit in the
reordering. Appendix H is hereby incorporated by
reference. Consequently, the checks that must be
performed on the state of the VM stack 144a and the byte

30 code being processed does not have to involve a table
look up. The checks can be performed by set of simple
comparisons as shown in Appendix I which is hereby
incorporated by reference. This embodiment is preferable
when ROM space is at a premium, since it eliminates a

35 256-byte table. However adding new byte codes to the set



149. To cope with the limted resources available on mcrocontrollers, the
Card JVM 16 inplenents a strict 5 subset of the Java progrann1n Ia%guage
Consequen®i0\98/1823Fava appl i cati on 20 conpiles into a class fHEGHEU %ﬁ

contains a strict subset of Java byte codes. This enabl es application
programmers to programin this strict subset of Java and still nmaintain
conpatibility with 10 existing Java \i rtgual Machines. The semantics of the
Java byte codes interpreted by the Card JVM 16 are described in the

af or enent i ggegdup % GEdd yale h&fduswaaaipam fbes:aiamfume shibsght obubyt e codes

Class 111 GTiBRGoFRE, PR DYRACIIRP FRE dibit Tt Phrt 0 1BPLHEET o use of

only the fﬁambeeir@vaaidlﬁulea dm ttHa ssx.@;imaie&rbytnmrmmes into a form that is

under st ood and |ntf1rlp£1§6§g ?ye&ggdﬁgﬂ?}vw& alkd R rgit?1 q)l t he

Card JVM 16 is desTgne erpre Farenf et or augrrent ed: set of
byt e codestelperforivo@gly ®etiuridiemhaghs kl@)d%a‘é%r of fard o3t b6sone

per f or mnchb@%qwméﬁe%d depa{id ngs fI0MASEddtind avide SEDSWERABY DAt be
desirable Tromthe point of view of security that is present in the

ori gi nal JE¥g-b¢Ee 2@%5@50%r°t&ﬁ‘Fpa’trf Hiig ¢ yl% H’l the Rare AT ohhac
devel opmenpft gabs. L@Iwﬂ&ﬂ(thﬁﬂ%éuhfﬂﬂy|¢h§¢mm3rééﬁv@@ye Philef bpedornt ry

poi nt denoted b clas od in the.class hi s_ent point is
mapped in tRePStri (%ﬁﬁﬂ ?)3&9?&)?5K1%E¥|%%- Y tre’ card cl ass
file cam/ennGzES%GJ.tCIczmsé:e gwtads=ahdHael e Wyte nceddavarappl i cati on 20
are assignggchgi'by the card class file converter 26.
The Card JVM 16 may enforce other security checks
as well. 1If the byte code may reference a local
variable, the Card JVM 16 dhecks if this reference is

15 valid, throwing an error if it is not. If the reference:”
is valid, the Card JVM 16 stores the type of the local
variable for future'checking. .The VM stack 144a pointer-
is checked to see if it is still in a valid range. If -
not an exception is thrown. The byte code number is

20 checked. If it is not supported, an exception is thrown. -

Finally, the byte code itself is dispatched 165d.

The byte codes translated by the Card JVM 16 are listed -
in Appendix C. The semantics of the byte codes are
described in the aforementioned Java Virtual Machine

| 25 Specification with regard to the state of the VM stack
144a before and after the dispatch of the byte code.
Note also that some byte codes (the byte codes,
INVOKESTATIC, INVOKESPECIAL, INVOKENONVIRTUAL and
INVOKEVIRTUAL) may cause reentry into the Card JVM 16,

30 requiring processing to begin at the entry of the
subroutine 161. Fig. 17 shows the flowchart of the byte
code execution routine. The routine is given a byte code
171 to execute. The Card JVM 16 executes 172 the
instructions required for the byte code. If in the

35 course of executing the Card JVM 16 encounters a resource



For exanple, the ID corresponding to the main application class may be
defined as FOO1 and the I D corresponding to WO 98/ 19237

PCT/ US97/ #&98&h92327 - its main nethod, such as "main () V' REAUSHESHE | ned
as F002. The overal | execution architecture of the Card JVMis described by
the flowchart in Fig. 15. Execution of 5 the Card JVM 16 begins at. the
execution control 120, which chooses a rd application 126z to execute. It
proceeds by finding and assigning an én?iy point 152 (a method) in this

card appl i Gaplion fior, they Cardl JYM ALt apl BLGHR! Qlse Thanial drih 16s

i nterprets i nterpretation proceeds successf ul
154, the Cxeaturmdlezoetpmtfsestumé%smwwémﬁi e’gﬁ‘[ﬂ(ﬁ batk £8et he g

executi on a% +éué@st§'€c58§é§ﬁlq i Ateeriutehatd on shidcéds Card JVM
16 encounte andl ed error or excepfi ‘on (typically a resource 15

I|n1tat|onlﬂﬁ-a security violation), the Card JVM 16 stops 156 and reports
tl ge apprs)p[) I at;e erA?EeErOhebd&dtﬁrdﬂ hathd4cype efsehei akspatt 1¢sf ustedd G d JVM
IS a subroutine a xecutlo t t 20 This
subrout i ne 88 & rYhetH t#\gi? r €95 e%téY f?%y Yhod 160 it
fxecghes tmadggxhgx$h5 datahtypestb@dthEhémkuﬁmmwh|1ﬁ&@tafTbeb9Y§eepar|ng
or e parang ters:o 1 B st ack

Saa poi e GG, Fphtl 30 "BREALr LA BB dINP! 168D SEidh Mohd Ny WY Stac
code 1nfo table is used to set the state of the VM stack

10 1l44a in accordance with the byte code that just executed.

In other embodiments, setting the output state of
the VM stack 144a with respect to the byte code executed
is simplified if the byte code is renumbered. This is
shown in Appendix I which is hereby incorporated by

15 reference. .

In yét another embodiment, the Card JVM 16 may
bypass setting the output state of the VM stack 144a in
favor of Card JVM 16 execution speed{‘ This option is not
desirable from the point of view of security, unless it

20 can be guaranteed that the byte codes are secure.

After the byte code has been executed, the byte
code is retired 165f. This involves popping arguments
off the VM stack 144a. Once byte code processing is
completed, the loop 164 is repeated for the next byte

25 dode for the method.

Once the dispatch loop 164 terminates, the VM
stack 144a is emptied 166. This prevents any object
references filtering down to other Card JVM 16
invocations and breaking the Card JVM’s 16 security.

30 Termination 167 of the byte code dispatch loop 164
indicates that the Card JVM 16 has completed executing
the requested method.

To isolate data and applications in the integrated
circuit card 10 from each other, the integrated circuit



25 setting the programcounter to the first byte code of the method. Next,
the nmethod flags are checked 162. If the nethod is flagged en t he
met hod iswﬁéﬁﬂgﬁ’y a call to native nethod code (subrouti nepgﬁhiégg’rpp% t he
30 microcontroller's native processor code). In this case, the Card JVM 16
prepares for an efficient call 163 and return te the native code -
subroutine. The paraneters to the nati gg@ method may be passed on the VM

stack 144a or via the System stack 148. The appropriate security 35 checks
are nade areird 0 naél vesnmehhotles fiirewalle nechaniin 9849 92683vided by
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nmet hod suéﬁ%%tlnégls plgéed gﬁggﬁg%dﬁﬂ% %?%Aéiyl é*éméﬂgé BL be accessed
by the nextandardopasso3bandxpegsed. Vﬁm@%@e&'@ﬂkﬁ)oplqme‘éﬁctﬁe Card JVM
16 is the%&e@é@éﬁgt E{}eahytag qa@%tqloipaé&fké@peﬁéer@s@oaatal 8cf or

preparing, ecutin and retiring each hyte code. term nates when
it fini §h(§?>°¢%t%?$?§t1‘ﬁ§dt k¥ S?P& d@PRI Gt PRt h%%‘sl 'bago?‘ when the Card

JVM 16 en%&&ﬁ@yaefesﬁun.se | | Folratexamplle A catwent jonadl hdwohevél

| f te. cod d.ab to be t 165 the Card JVM
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order to kesspetdmcesst thbrpbycensblgmgpardeas ttodenaevinorigedany conmon
el ement s %Rof}? éBScht &nf°98 0" @‘i@“s%cdﬁl%}h’wiﬁ’ﬂetljésare extracted and

stored.
10 invention, such an attempt by a card application 126z to

use a non-reference data type as a reference will trigger
this
protected application environment is referred to as the

a security violation 156. In conventional Java,
sandbox application-interpretation environment.

15 . However, these firewall facilities do not work -

independently. In fact, the facilities are overlapping

and mutually reinforcing with conventional access control . :: .

lists and encryption mechanisms shown in the following

table:
# T ——
Access Virtual
Control ‘Machine Encryption
Lists '
e
20 || Data access access only data to
Protection l‘control ' to own another
A .
before namespace program
operation encrypted
Program access execution data
Protection control only on encrypted in
before correct program’s
execution types namespace




To provide the security offered by the security nodel of the progranm ng

| anguage, byte codes in the class file nust be verified and '

conf or mantW éBs’ll?ﬁ:’g nodel . These checks are typically carri eﬁt’ﬁ%g%
prior art by a programreferred to as the byte code verifier, which
operates in four passes as described in the Java Virtual Machine
Specification. To offer the run-tine seggrity that is guaranteed by the
byte code verifier, the Card JVM 16 nust performthe checks that 25 pertaln
to the Pass 3 and Pass 4 of T S Clec an_pe oypassed
the Card JVUM 16 if it can He fhi chVistupbost |i npossible to d
that the byte codes 60 intdyprepgdrypit he {Car duydMYiab ard semwe AN ohhe
m ni nrum code security can |pe nmai ntained gs | ong 30 as olj ect. ﬁ?%rences
cannot be faked and the VM P58E3144a and Iocal varlable bounds are
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t he progra
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which is hereby HBBPBSPEted by +8f 8FBnce. Thlsp?EBng §2Pnde
by the byt 4

i nformati ofl—assogiatod withltbha iodowiog bivto codo Lt g oncodad with | e
5 first 5 bits representing type, and the last 3 bits representing Iength

The type and |engt kb @ferd RoJOer, these facilities isolate both data
and applications on the integrated circuit card 10 and

5 ensure that each card application 126 can access only the
authorized resources of the ihtegrated circuit card 10.

Referring to Fig. 19, card applications 126x,
126y, 126z can be endowed with specific privileges when
the card applications 126 execute. These privileges

10 determine, for example, whiéh data files the card
applications 126 can access and what operations the card
applications 126 can perform on the file system 147. The
privileges granted to the card applications 126 are
normally set at the time that a particular card

15 application 126z is started by the user, typically £from
the terminal 14.

The integrated circuit card 10 uses cryptographic
identification verification methods to associate an
identity 190 (e.g., identities 190a, 190b and 190c) and

20 hence, a set of privileges to the execution of the card
application 126. The association of the specific identity
190c to the card application 126z is made when the card
application 126z begins execution, thus creating a
specific running application 200, as shown in Fig. 20.

25 The identity 190 is a unique legible text string reliably
associated with an identity token. The identity token
(e.g., a personal identification number (PIN) or a RSA
private key) is an encryption key.
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key is simply to expose the key itself. PIN verification
is an example of this form of authentication. Another
way to demonstrate the possession of an encryption key
without actually exposing the key itself is to show the
ability to encrypt or decrypt plain text with the key.

Thus, a specific running application 200 on the . - ... -

integrated circuit card 10 includes a card application :
126z plus an authenticated identity 190c. No card
application 126 can be run without both of these elements
beihg in place. The card application 126z defines data
processing operations to be performed, and the
authenticated identity 190c determines on what
computational objects those operations may be performed.
For example, a specific application 126z can only access
identity C’s files 202 in the file system 147 associated
with the specific identity 190c, and the specific card
application 126z cannot’ access other files 204 that are
associated with identities other than the specific 5
identity 190c.

The integrated circuit card 10 may take additional
steps to ensure application and data isolation. The
integrated circuit card 10 furnishes three software
features sets: authenticated-identity access control
lists; a Java-based virtual machine; and one-time session
encryption keys to protect data files, application
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~supported byte codes has to be carefully thought out since Bg, e
codes hav®¥Q ¥/ 2%7in the inplicit nunbering scheme of the SLLJP ﬁ%&g%éte

codes. In another enbodinment, the Card JVM 16 chooses not 5
security checks in favor of Card JVM 16 execution speed. Thi

to perform any
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illustrated in the flowhart in Fig. 183sThe flow chart in Fig. 18 is the
sanme as that of Fig. 16 with the security checks renoved. This option is
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exception is thromn Fi nal | ) e code itself is dispat

ched 165d. The

byte codesiPfsRgialss e tC%?ﬁd 16 are listed in Appendix C. The
semantics of the bgheacaées eontdesdcrliizd (ACTHhelafassoebatedewifhva

Tasabef or SVERY SATBLH PLhoPRAeLR (B8, B°ghRa T

d he VM st ack
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and

that is be protected, i.e., to which access is to be

controlled. An entry on an ACL (for a particular

computational object) is in a data format referred to as

an e-tuple:
15 type:identity:permissions

The type field indicates the type of the following
‘identity (in the identity field), e.g., a user (e.g.,
"John Smith"), or a group. The permissions field

- indicates a list of operations (e.g., read, append and’

20 update) that can be performed by the identity on
computational object.

the

As an example, for a data file that has the ACL

entry:
USER:AcmeAirlines:RAU,
25 any application whose identity is "AcmeAirlines"

can read

(*rR"), append ("A") and update ("U") the data file. 1In
addition, the ACL may be used éelectively to permit the
creation and deletion of data files. Furthermore, the
ACL may be used selectively to permit execution of an

30 appllcatlon

Whenever a computational object is accessed by a
running application 200, the access is intercepted by the
Card JVM 16 and passed to the card operating system 122, .
which determines if there is an ACL associated with the

35 object. If there is an associated ACL, then the

identity



| N\VOKEVI RTUAL) may cause reentry into the Card JVM 16, 30 requiring

pr ocessi t in at the entry of the subroutine 161. Fig t he
flomcharpggfg?ﬁégbyte code execution routine. The routine igcé&§gﬂﬂﬁ yte-
code 171 to execute. The Card JVM 16 executes 172 the instructions required
for the byte code. If in the 35 course of executing the Card JVM 16
encounters a resource WO 98/19237- 36 -

PCT/ US97/18999 - 31 - limtation 173, it returns an error 156. This error

i s returnd®aa asgocbanedavith bpet punging sppligayion ROGyie code

execut es $HiRCassd Ubh Yenbt AEBL U #S 8haUGeRYR 1445 i not foundf&£rieXxecution,
the type of the_result |s used set the VM stack 144a state correctly

L L ed to s
165e, ~pr opdtd yidenletF gl BhBOHaPETI} 5585 F ot & havteRe 10E Agcespethgte code
i nf or mat Lq_rs whejfeﬁle@ne%kﬂeasl yﬁéﬁgbh%@m (1Y giemgba ] m;]o thablbe S uzed
to set tate, of t stack., a in. accordance with the byte code
that | u%t %et;éwle%‘.e' Iﬁﬁ%t REF=8Rnodi ﬁéﬁf’&ecggﬁ iﬂﬁfcﬁee&out put state of the
VM st ack 144a wi t Refespestg tto tHigg byl®, codeprevent etthespeicepitiifailed i f t he
byt e code red, . This | ' ' [ i s hereby
i ncorporagg}%i;&ﬁbﬁge?gnggé %%ngg?@ﬁg&wgnﬁﬁd&%,%e Card JVM 16
may bypassiri@gnaied helvguphit cardt d OopnchéhevtarainaldfLin favor of Card
JVM 16 ex@Ginhndik SPELSn FhhAnePt H8B1ke ikef idesidahi fdipm tihg point of view

of security, unless |t , : -
fo f&cluélng in the identity authentication process the

exchange of a one-time session key 209 between the a card
application 126z and the terminal application 136. The
key 209 is then used to encrypt subsequent traffic
between the authenticating terminal application 136 and

15 the authenticated card application 126z. Given the
one-time session key 209, a rogue terminal application
can neither "listen in" on an authenticated communication
between the terminal 14 and the integrated circuit card='-':
10, nor can the rogue terminal application "spoof" the .

20 card application into performing unauthorized operationsﬁ-n
on its behalf.

Encryption and decryption of card/terminal traffic
can be handled either by the card operating system 122 or
by the card application itself 126z. In the former case,

25 the communication with the terminal 14 is being encrthed'
transparently to the application, and message traffic
arrives decrypted in the data space of the application.
In the latter case, the card application 126z elects to
perform encryption and decryption to provide an extra

30 layer of security since the application could encrypt
data as soon as it was created and would decrypt data
only when it was about to be used. Otherwise, the data
would remain encrypted with the session key 209.

Thus, the application firewall includes three

35 mutually reinforcing software sets. Data files are



ﬁo cgn be guaranéeedhthgt.the byte codes are secure. After the byte code

as- been execute the byte code is retired 165f. This invol

ar gument s WO PS19%87 WM st ack 144a. Once byte code processing |g€§%§gﬁg?%g

the loop 164 is repeated for the next byte 25 code for the method. Once the
di spatch | oop 164 term nates, the VM stack 144a is enptied 166. This
prevents any object references filteringzdewn to other Card JVM 16

i nvocations and breaking the Card JVM s 16 security. 30 Term nation 167 of
the byte coptetdicisd dby | avphdhidicadiedatidentidty tdm-aRs dccdWrab hasts.

I [ [
b The. | nt SEP R o (s EGUETLAT PREAY e it lfed téﬁ?a? B rcut

WO 98/ 19239VM 16. Communication channels are proiegied7wibh 99 - 32 -

card 10 rely :gﬂné f&éé{@ﬂﬁéhﬂ?ﬁl&a@rﬁm 2u®yi ded by the Card JVM 16.
Because t he rd JVM | | enent.s e standa ggss 3 .and ss, 4 verifier
checks, $t detectsianf dimentsp| FRet PBRVE;IESA ép the data or 5

gggﬁpfgaceﬁéﬁﬁ#iauéﬁmﬁf@r?aea:wﬁahi@nmxnrbddnnransezu(sugheasothe56 For
conventi ona w | eve I cati.ons. c ast ference data
types int o FFAGSRHR%Et h@?gbﬁogﬁi‘gﬁ % aftceégssa? cﬁuha%%ﬁ%r{bge ﬁrrermry
space, andauuﬂmﬁbi&psenginey othelr tfhan kh iintegrapedsothcuhtacesdpt by a

fffgggfm"f%'éHE§@6ép§le§€18nQ9“tH§‘Hf%¥3%ékﬁfb11@f peo¢iagkegence will

10 small platform (i.e., a central processing unit, and a
memory, both of which are located on a semiconductor
substrate) for storing and executing high level
programming lénguages. Most existing devices and new
designs that utilize a micrééontroiler could use this

15 invention to provide the ability to program the

'~ microcontroller using a high level 1anguage, and
application of this invention to such devices is
specifically included. | |

The term application includes any progfam, such_és

20 Java applications, Java applets, Java aglets, Java _
servlets, Java commlets, Java components, and other non-
Java programs that can result in class files as described
below. '

Class files may have a source other than Java

25 program files. Several programming languages other than
Java also have compilers or assemblers for generéting
class files from their respective source files. For
example, the programming language Eiffel can be used to
generate class files using Pirmin Kalberer’s "F-Eiffel"”,

30 an Eiffel compiler with JVM byte code generation (web
gite: http://www.spin.ch/~kalberer/jive/index.htm). An
Ada 95 to Java byte code translator is described in the
following reference (incorporated herein by reference) :
Taft, S. Tucker, "Programming the Internet in Ada 95",

35 proceedings of Ada Europe ‘96, 1996. Jasmin is a Java



a security violation 156. In conventional Java, this protected application
environ ' ferred to as the sandbox application-inte

envi ron%s@%{f However, these firewall faciliti esfg&ﬂﬁg{d% Kk

i ndependently. In fact, the faC|I|t|es are overl appi ng and nutual |y
reinforcing with conventional access control lists and encryption
mechani sms shown in the foll ow ng tabl38 -Access Virtual Contro

Machi ne Encryption Lists 20 Data access access
only dabateoceds @éssembler thamtgan be usedito wenerate claasther before

namespacefjjes, pra%rcﬁgc%i‘-’ﬂél‘i ':19{‘ the following refer@r'i‘@éypt ed Program

access execut i on Protectlon contro only on
encrypt ed (LRCpEpPerated here’t?brk?léc’fe erencey) H MRS, &%u@?@nTroY types
naﬁESpaCEDown ﬁi&&%7V1rtual Machine", O’ Rellly, 1997.

ES(I:-/r ;/Jgt 89%%@% |so?'\‘1rcedc% Isél‘euaCIass t’éﬁa‘?ﬁﬁel the Naﬁ°"8n| y
mut ual |'y Besteupﬂmon appldes tod lomguagestother than Jawéheati cat ed
channel s generéﬁé‘ﬁﬁ&es to bémgﬁgégbfégbggnespace communi cat e

Fig. 21 shows an integrated circuit card, or smart-
card, which includes a microcontroller 210 that is

10 mounted to a plastic card 212. The plastic card 212 has
approximately the same form factor as a typical credit
card. The communicator 1l2a can use a contact pad 214 to
establish a communication channel, or the communicator
12a can use a wireless communication system.

15 In other embodiments, a microcontroller 210 is
mounted into a mobile or fixed telephone 220, effectively
‘adding smart card capabilities to the telephone, as shown’: -
in Fig. 22.  In these embodiments, the microcontroller _
210 is mounted on a module (such as a Subscriber Identity

20 Module (SIM)), for insertion and removal from the
telephone 220.

" In other embodlments, a microcontroller 210 is
added to a key ring 230 as shown in Fig. 23. This can be
used to secure access to an automobile that is equipped"

25 to recognize the identity associated with the

' microcontroller 210 on the key ring 230.

' Jewelry such as a watch or ring 240 can also house
a microcontroller 210 in an ergonomic manner, as shown in
Fig. 24. Such embodiments typically use a wireless

30 communication system for establishing a communication
channel, and are a convenient way to implement access
control with a minimum of hassle to the user.

Fig. 25 illustrates a microcontroller 210 mounted
in an electrical subsystem 252 of an automobile 254. 1In

35 this embodiment, the microcontroller is used for a



Taken together, these facilities isolate both data and applications on the
i ntegrated ci rcwt card 10 and 5 ensure that each card appl I can
access onMP 237t hori zed resources of the integrated ci rckgﬁwcéf’ﬁg '
Referring to Fig. 19, card applications 126x, 126y, 126z can be endowed
with specific privileges when the card appli cations 126 execute. These
privileges 10 determ ne, for exanple,-v#9ch data files the card
applications 126 can access and what operations the card applications 126
can perf or vaadettlye dfi Ipirgyedesn 1siichTae poi gohegedlgngntedess thoe tder d
applicatio &, No Iy t t | rd 15
applicati O%Ef%ég)bﬁsleesta% cg%‘%uefﬁu e?ge{l{:ﬁg P? s?b?igt Bfegon];l%ﬁal 14.
The i nt egr enedlding ihe cJegltllqiﬂP%s%}SSEﬁQp?ﬁngﬁhﬁEtP@@hﬁlﬁl)aaﬂaﬂﬁ-ng

verificati ggimet RAgs v&ﬂ@ﬁé@@'@éﬂn&‘hbgﬁﬂbht YO:1.=9Qn(:érﬁac1h%eWJ_'t1H s 190a,
190b and_190c) and 20, hence, a set of grlw eges }% ER xeécut.ion of the
i

card appti && PRS1tARNIRG RYSE BN (GPS] hEosE’éE‘F REAEFCPO®E to the
card appli ¢dlel @utbivbile Mats ndme ahEeward application 126z begi ns

execution, thus cr ng_a_sp CIfI ni ng ap ation 200, as shown in
Fo 20 "2 The | dBRLLEY sBegRFa<, s B T RITRG Tel sl y
associ at ed invientdron dextte thyeemw k@ascifhbeddewraru.gousok\edquecgt,lomqoambnaI

| denti ! O MRS odd 1 PTodc b8 BEDYUBLACKEY) ohg BRiTACKY AL UhdCy.
W0 051 1097 keI bb © ?u%g AN A
10 art by this disclosure. Such mod:.flcat:.ons and
substitutions are within the scope of the present
invention, and are intended to be covered by the appended

claims.



Referring to Fig. 20, in order to run a specific card application 126z, the
I dent i tYwh }ﬁgg,, the card application 126z nust be aut hent ipgaitg7/19996
identity 190c"1s authenticated by de trating know edge of the 5 identity
token associated with the identity 190c. Therefore, in order to run the
card application 126z, an agent (e.g., a card hol der or another application
wishing to run the application) nmust show that it possesses or knows the

application's identity-defining encryption key. 10 ' One way to
denmonst iAPPEREIXE& S| ON of an encryption key is sinply to expose the key
I tself. r|f exanpl f. . thi rm of authentication.
Anot her %yé ifrﬁﬁ? PB%%SE%‘SFSH"B? ’§ﬁ;‘ ncryption key w thout

act ual | ynfrsgettion t he key |tself 'S to show the 15 ability to encrypt or
decrypt plain text with the key. Thus, a specific running application 200
on the integrated circuit card 10 |ncludes a card application 126z plus an
aut hent iThe eard class fite/iscempregseshfarmphihecarigipal qlass dlafskd hemarmmﬂle -

both of chhfa;i s Oggg-[sélt §er%9nﬁ€':ﬁ?6rﬂn%tt€h%9u1re& b6 irkd Jﬁeﬁ%l}d Rigrams ¥7SHR

defi nes oper.at |on§q l{)ﬁﬁiorrre aut hent c ed

dent | ¢ \origTR) alRascRRENLES GRRITRRITS ﬁﬁeeaﬂ P”S)‘BFEE‘F§5€' 4 | wia

be perf fEfEnrERLRIngRinSd 86 hipatt a@preiseatdtion. 126z can only access 25

i denti tQﬁgEE'r? Fén %ﬁ_}g i n gﬁle fi lg:ﬁ/ 1??1147 apﬁr%gé@rsed with the specific

i dentity hPQG%" %!ﬁﬁs f°§5@& ig pgse Prewing tannot access ot her

files 204 that are associated wth identities other than the specific

I dentity,,190cC t r

Lot ol sRYatest e the standblB 1RSSR Bne £ bafd b sl fidRifpiat Rould remain
as close to the standar class file format as p0551ble The Java byte codes in the
class file remain unaltered. Not altering the byte codes ensures that the structural

and static constraints on them remain verifiably intact.

. Ease of implementation: The card class file format should be simple enou;gh'fo é:ppeel'.-f
to Java Virtual Machine implementers. It must allow for different yet behaviorally B
equivalent implementations. '

| Feasibility: The card class file format must be compéct in order to accommodate smart
card technoldgy. It must meet the constraints of today's technology while not losing
sight of tomorrow's innovations. ' '

This document is based on Chapter 4, "The class file format”, in the book titled “The
Java™ Virtual Machine Specification™[1], henceforth referred to as the Red book. Since
the document is based on the standard class file format described in the Red book, we
only present information that is different. The Red book serves as the final authority for
any clarification.

The primary changes from the standard class file format are:

The constant pool is optimized to contain only 16-bit identifiers and, where possible,
indirection is replaced by a direct reference.

Attributes in the original class file are eliminated or regrouped.

The Java Card class File Format

This section describes the Java Card class file format. Each card class file contains one

SUBSTITUTE SHEET (RULE 26)



integrated circuit card 10 furnishes three software features sets:

aut hentic dg- 'é@ii?ft Ity access control lists; a Java-based virtual machine;
and one-ti 8 on 35 encryption k_eyﬁ to protect data fil eg(,:'r@ﬁﬁ”ra(?&? ion-
WD 98/ 19237 PCT/ US97/ 18999 - 35 -

execution, and comuni cation channels, respectively. Collectively, for one
enbodi nent, these features sets provide the application data firewalls 149
for one enbodi ment. The follow ng di scusses each software 5 feature set and
then shows how the three sets work together to insure application and data

< aasoo o DAL GBRS: BBefd Vot Y Beaiess f 60 erBgea 11 c or & 10
comuni cahicand chassfile)cansists of ianstegamtof -bit bytest AllaBbit, B2-BA and 6Bbit
(for a patyaniiies aft OhGHLAET 85 rspirdln Yo' il Sixt BlohtGBnapovivect bt byies.as
an e- t upl @spestively. Multi-byfedataciterns arp alwaysstoned Fhbigteniah iopdst, whidire W high
(g, P* fpieb Tomatiratirdata, this fotipiet & SliporeeBy infertaPe Tawrdo iataimf 8o
oper at i on@vgdodata it b elagsas sugh agjava.io.Detalnputiraam pedf or med by t he
identity javalioDAa0UEH AR, obj ect. As an exanple, for a data file that
has the % define and use the same set of data types representing Java class file data: The
types u1, u2, and u4 represent an unsigned one-, two-, or four-byte quantity,
respectively. In Java, these types may be read by methods such as readUnsignedByte,
readUnsignedShort, and readint of the interface java.io.Datalnput.
The card class file format is presented using pseudo¥structures written in a C-like
structure notation. To avoid confusion with the fields of Java Card Virtual Machine
classes and class instances, the contents of the structures describing the card class ﬁle.
format are referred to as items. Unlike the fields ofa C structuré,' successive items are .
stored in the card class file sequentially, without padding or alignment. S
Variable-sized tables, consisting of var,iablé-sized items, are used in several cléss file
structures. Although we will use C-like array syntax to refer to table items, the fact that
tables are streams of varying-sized structures means that it is not possible to directly
translate a table index into a byte offset into the table.
Where we refer to a data structure as an array, it is literally an array.
In order to distinguish between the card class file structure and the standard class file
structure, we add capitalization; for example, we rename field_info in the original class
file to FieldInfo in the card class file.
Card Class File
A card class file contains a single CardClassFile structure:
CardClassFile {
u1 major_version;
u1 minor_version;
u2 name_index;
u2 const_size;
u2 max_class; .
Cpinfo constant_pool[const_size];
Classinfo class[max_class};
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ent ry: USER AcneAirlines: RAU, 25 any appl I cation whose identity is

"AcmeAi r
I n addit
del eti on

lines" can read ("R"), append ("A") and update ("U' ta file.
i %P I¥WEBACL nay be used sel eﬁli vely to permit the E?t&g?ﬁ 9%19nd

of data files. Furthernore, € ACL may be used selectively to

permt execution of an 30 application. Whenever a conputational object is

accessed

by a running application 200, the access is intercepted by the

Card JVM 16 and passed to the card operating system 122, which determ nes

if there
ACL, the

is an ACL associated with the 35 object. If there is an associ ated

/
PCT/ U897/ den@ bfé%(c‘l\égggﬁ%%ﬁ%gﬁ:rwamafaﬁg"qv&ﬁm ng application 200 is

mat ched

permtte
is denie
13, to p
the inte
i solatio
process

appl i cat
to encry

ominorevé@ion| majoe versionty is not found or if the identity is not

b
JriecVatp of Yo 66fich 28 m@?r@mggﬁpaﬁgﬁiéée fre blf A g F .
versiom numberstofthe off-gardhlayaCanddVirtuat Machinegthat peaduqest thiseandeen

t W{
%fal%"sseﬂe CAB%'%rﬁéﬁ%ﬂég ﬁ?ﬁ% Jt%g? @érW?k%lllﬁgenﬁl ty au es(apf)cgftg I on
Fl?és E”E@goa gyearfaatqr Yersian gug?\bq{@n Qi’éﬁﬁ%@ﬁ numbersdhthrough
s8melgaiicalxt mmrtﬁrgional application 136. The key 209 is then used

6nl y the Java egar(ti rF"’clart]jlrlncmay define the meaning of card class file version numbers.
name_index

The value of the name_index item must represent a valid Java class name. The Java
class name represented by name_index must be exactly the same Java class name
that corresponds to the main application that is to run in the card. A card class file
contains several classes or interfaces that constitute the application that runs in the
card. Since Java allows each class to contain a main method there must be a way to
distinguish the class file containing the main method which corresponds to the card -

_ application.

const_size : :
The value of const_size gives the number of entries in the card class file constant pool.
A constant_pool index is considered valid if it is greater than or equal to zero and Iess
than const_size. '
max_class |
This value refers to the number of c!asses present in the card class file. Since the name
resolution and linking in the Java Card are done by the off-card Java Virtual Machine all
the class files or classes required for an application are placed together in one card
class file.

constant_pool[]

The constant_pool is a table of variable-length structures () representing various string
constants, class names, field names, and other constants that are referred to within the
CardClassFile structure and its substructures.

The first entry in the card class file is constant_pool[0}.

-Each of the constant_pool table entries at indices 0 through const sizeis a

variable-length structure ().

class]]

The class is a table of max_class classes that constitute the application loaded onto the
card.
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bet ween the authenticating term nal application 136 and 15 the

aut henti caggwg[eysd application 126z. G ven the one-tinme sesg] key 209, a
rogue termnal application can neither 44 Lsten in" on an aut Egﬁ&‘ﬁs&i{s&?

comuni cati on between the termnal 14 and the integrated circuit card 10,
nor can the rogue term nal application "spoof"” the 20 card application into
perform ng unaut hori zed operations. on its behal f. Encryption and
decryption of card/terminal traffic can be handled either by the card
operating_system 122 or by the card application itself 126z. In the forner
case, 25 e¢ABStabBaptation with the terninal 14 is being encrypted

t ranspar esff bgn ' alal t ficcarrives decrypted in
the data sp cetS%an heﬁgggﬂeﬁgﬂgg#ﬂﬁﬁhgﬁéﬁ@@éﬁ%@&mﬂ%' card application
126z el ect SSPWfﬁBérform encryption and decryption to provide an extra 30

| ayer of secwtag;since the application could encrypt data as soon as it -

was created an‘d. d decrypt data only when it was about to be used.

I
O herwi se, t ' e woul d remain encrypted with the session key 209. Thus,
the applicgtion firewall includes three 35 nutually reinforcing software

P e b b ihmiore o o
i sts. AgpLinfatendry. contentsspbitesinés armaydieiesahtPind PauEYf{ad. i
gggm”' C e \HINES Bréiife BANSS Bihad é;pec?f?ee& in the RE3 Book. e'ncg mqlg%hq(%
Each tag byte must be followed by two or more bytes giving information about the
specific constant. The format of the additional information varies with the tag value.
Currently the only tags that need to be included are CONSTANT_Class,
CONSTANT_FieldRef, CONSTANT_MethodRef and CONSTANT _InterfaceRef.
Support for other tags be added as they are included in the specification.
CONSTANT_Class ' : :
The CONSTANT_Class_info structure is used to represent a class or an interface:
CONSTANT_Classinfo{ = I |
u1 tag; | | ' o
u2 name_index;
}
The items of the CONSTANT_Class_info structure are the following:
tag . o
The tag item has the value CONSTANT__C'Iass ™).
name_index :
The_‘yalue of the name_index item must represent a valid Java class name. The Java
class name represented by name_index must be exactly the same Java class name
that is described by the corresponding CONSTANT_Class entry in the constant ._pool of
the original class file. '
CONSTANT_Fieldref, CONSTANT_Methodref, and CONSTANT _InterfaceMethodref
Fields, methods, and interface methods are represented by similar structures:
CONSTANT_Fieldreflnfo {
u1 tag;
u2 class_index;
u2 name_sig_index;

}
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5 I n ot her enbodi nents, the above-described techni ques are used
with a microcontroller (such as the processor 12) may control devices
(e.g., paMO WK aut onobi | e engine) other than an integratmerotgrgégo Car d.
In these applications, the mcrocont roffer provides a 10 snmall platform
(i.e., a central processing unit, and a menory, both of which are |ocated
on a sem conductor substrate) for storing and executing high | evel

programm ng | anguages. Mbst existing devices and new designs that utilize a
m crocontroller could use this 15 invention to provide the ability to

program t ' KOkl er i ng a high | evel |anguage, and application of
this i nve%%ﬁ%@mgwggrﬁoﬁs specifically included. The term

appl i cation @Whtagides any program such as 20 Java applications, Java '
appl ets, Javp glsgt fhgel@va servliets, Java commiets, Java conponents, and

ot her non- Java prograns that can result in class files as described bel ow

O ass files Yhpame.SigiadeX;ce other than Java 25 programfiles. Several
programmiryg | anguages other than Java al so have conpilers or assenblers for

generat i iles fromtheir respective source files. For exanple, the
program#ﬁ&&ﬁ@faweﬁﬁp?wtmeﬂéfméed to generate class files using
Pirm n Kal berfetdgs "J-Eiffel”, 30 an Eiffel conpiler with JVM byte code

generation Lte:, bitp://ww. spin.ch/~kal berer/jivel/index.htm. An Ada
95 to Java Qb'i%@a %&@dF’p'ansl ator is described in the follow ng reference

(i ncor por at && m@mej_sighindext er ence): Taft, S. Tucker, "Progranmm ng the
| nt er net i}n Ada 95", 35 proceedi ngs of Ada Europe '96, 1996. Jasmn is a

Java .
The items of these structures are as follows: -

tag :
The tag item of a CONSTANT _Fieldrefinfo structure has the valu
CONSTANT_Fieldref (9). : '
The tag item of a CONSTANT_Methodrefinfo structure has the value
CONSTANT_Methodref (10). - o
The tag item of a CONSTANT _InterfaceMethodrefinfo structure has the value
CONSTANT_interfaceMethodref (11). . R
classs_index . '
The value of the class_index item must represent a valid Java class or interface name.
The name represented by class_index must be exactly the same name that is
described by the corresponding CONSTANT_Class_info entry in the constant_pool of
the original class file. . | |
name_sig_index :
The value of the name_sig_index item must represent a valid Java name and type. The
name and type represented by name_sig_index must be exactly the same name and
type described by the CONSTANT_NameAndType_info entry in the constant_pool
structure of the original class file. '
Class
Each class is described by a fixed-length Classinfo structure. The format of this
structure is:
Classinfo {

u2 name_index;

ut max_field;

u1 max_sfield;
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byt e code r that can be used to generate class files bed .
in the foI?ovvi ng 3?eference (i ncor por at ed ggecei n by referenceyﬁlvg%?éabé Jon
and Troy Downing, "Java Virtual Machine", OReilly, 1997. 5 Regardless of
the source of the class files, the above description applies to |anguages
ot her than Java to generate codes to be interpreted. Fig. 21 shows an
integrated circuit card, or smart card, which includes a mcrocontroller
210 that is 10 nmounted to a plastic card 212. The plastic card 212 has
appr oxi mat el yut heaxs anethbdt m f actor as a typical credit card. The

conmuni cat or Fhebd facd contact pad 214 to establish a communication
channel, or the communicalor 12a can use a W rel ess comunication system

15 | rHsHperciafsodi nents, a microcontroller 210 is mounted into a
mobi | e or fixeslg E@égso 8 220, effect I vely adding smart card capabilities
to the tel ephone, as’s wh in Fig. In these enbodi nents, the

m cr ocont r ol | Eeldinte fi f%[d%%*uf@ﬁﬂﬁaé_ﬁ%d]-e (such as a Subscriber Identi ty
20 Modul e ( SliMerfadetnfo m@grfgdecpmagnﬁuéﬁgwal fromthe tel ephone 220. In

e e gk e B B gT o e e ookt e ol 0%m e hat

is equipped 25 to recognize the identity associated with the

m crocontpl ke LR CREEINE LtrubR e 218 as follows:
name_index
The value of the name_index item must represent a valid Java class name. The Java
class name represented by name_index must be exactly the same Java class name
that is described in the corresponding CIassFile structure of the original class file.
max_field
The value of the max_field item gives the number of FieldInfo () structures in the f eld
table that represent the instance variables, declared by this class or interface type. This
value refers to the number of non-static the fields in the card class fi Ie If the class
represents an interface the value of max_field is 0.
max_sfield :
The value of the max_sﬁeld item gives the number of FieldInfo structures in the field
table that represent the class variables, declared by this class or interface type. This
value refers to the number of static the fields in the card class file.
max_method -
The value of the max_method item gives the number of Methodinfo () structures in the
method table.
max_interface
The value of the max_interface item gives the number of direct superinterfaces of this
class or interface fype. |
superclass
For a class, the value of the superclass item must represent a valid Java class name.
The Java class name represented by superclass must be exactly the same Java class
name that is described in the corresponding ClassFile structure of the original class file.
Neither the superclass nor any of its superclasses may be a final class.
If the value of superclass is 0, then this class must represent the class java.lang.Object,
the only class or interface without a superclass.
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Jewel ry such as a watch or ring 240 can al so house a microcontroller 210 in
an ergonom ¢ manner, as shown in Fig. 24. Such enbodinents typically use a
Wi rel ess B9 BWPWINi cati on system for _establishing a communi E&EWR7EH8Mnel |-
and are a convenient way to inplenment cess control with a m ni num of

hassle to the user. Fig. 25 illustrates a mcrocontroller 210 nounted in an
el ectrical subsystem 252 of an autonobile 254. In 35 this enbodi nent, the
m crocontroller is used for a WD 98/ 19237 '

PCT/ US97/ 18999 - 39 - variety of purposes, such as to controlling access to

t he auto e bI|n t he
gni 1 on TSy arantasfack, 474 SR SuiRRbas! miustanb S /e Rt eClVa s

comuni cavadangddbjest.er facing with a 5 gl obal positioning system (GPS) to
track thgg Egggt ﬁ gof the autonobile, to nane a few. Wile specific

enbodi nment P present invention have been described, various

nodi fi catfihenalua ef §hLﬁ)§FP$$ﬁ.Jﬂé as item is 8 Gaasicobmegifiars usedvith elassiand interfaoe

10 art byeblirstichs: qfr@aé@esssﬂa s mhafefsaémd)ﬂﬁe:ﬁMuéE l7é e ShRSad e Wi L Ni N
the SCorg O ed ag% a%?.t gy Io?'Pés ondm asstFele seiructureboft e origh e
appended 36FeS I§ES p g e ongtnal class file.
~ PCT/ USO7 fieRe39-
Each value in the field table must be a fixed- Iength Fieldinfo () structure giving a
complete description of a field in the class or interface type. The field table includes
only those fields that are declared by this class or interface. It does not include items
representing fields that are inherited from superclasses or superinterfaces.
interface[] _
Each value in the interface array must represent a valid interface name. The interface
name represented by each entry must be exactly the same interface name that i is
~described in the corresponding mterface array of the onglnal class fi Ie Lol .
method[] _ A . L
Each value in the method table must be a vanable—length Methodlnfo () structure giving
a complete description of and Java Virtual Machine code for a method in the class or
interface. _ . .
The Methodinfo structures represent all methods, both instance methods and, for
classes, class (static) methods, declared by this class or interface type. The method
table only includes those methods that are explicitly declared by this class. Interfaces
have only the single method <clinit>, the interface initialization method. The methods
table does not include items representmg methods that are inherited from superclasses
or superinterfaces.
Fields
Each field is described by a fixed-length field_info structure. The format of this structure
is ,
FieldInfo {
u2 name_index;
u2 signature_index;
u2 access_flags;
} _
The items of the Fieldinfo structure are as follows:
name_index
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40 APPENDI X A Card Class File Format For Preferred Enbodi nent Introduction
The card W@g?ljzgl,e is a conpressed formof the original claexddohedny. The
card class file contains only the semant4g +nformation required to
interpret Java prograns fromthe original class files. The indirect
references in the original class file are replaced with direct references
resulting in a conpact representation. The card class file format is based
on the following principles: Stay close to the standard-class file formt
The card _class file format should remain as close to the standard cl ass
file forrihe wupafihe nameltindexitamopust representra valid dava fiekli namesThe dava
unal tere C r

feid\Rand ﬁe‘ﬁré%ttea ﬁ{m rﬁﬁ_v%%%e“ frﬁﬂﬁﬁééx%&?thbgarﬁé UGa ‘el n4R that

static constral nts, on

i npl enenthEpseribedin %Qpr&wdmg ﬁe!ﬂomfatstrslﬁtyue@f e griginat classdile t o
appeal t@jgragurd indéx Machine inplenenters. It nust allow for different
yet behayj oral.l | val ent ntations. Fea I bi | card cl ass
file forﬁ%\e ¥ o e $fibine, TS B Tt R penamh ccvallddavar i dessrior oiipe
It nust geea ﬂéldadeeoﬁ;btoarepresehte‘dmsasigaatwemmpmst\foeleixa@ﬂy thesame &a@t

Fi 1 o1 or R SesqtXEARAR der e RN Girachoh A 8 Rlrife of e ofigfhal

Spemﬂcatassrﬂle.l] henceforth referred to as the Red book. Since the
docunent ab% QgSﬂ gn the standard class file fornat described in the Red
book, F ent infornation that is different. The Red book serves as
the final hmaiae iof {he gecass, flagsritem isairaask ghmogifiers used ta dgscribe ancess

standard hﬁﬁﬁsnér‘l t@aﬁe rﬁf@belfﬁé@ ofE"ﬁelHOTﬁé%Eeﬁ’@(ﬂag's%neﬂﬂePé éRd tﬁ&r Ggf&'gg aﬂ'e
only 16§7 ldentifiers P h a efnls repl ace
di rect & Fama.as fe PF‘B%E%é’aﬂﬁ "E"H%‘ 8™ 'Qu" 5|°°5'i%§99" ingdfield cinfq FW@IH{%@

r egr oupedrigifiat cleasdfil€ar d cl ass File Format This section describes the- Java
Card cl am;ethi lcE; format. Each car-d‘ class file contains one
Each method is described by a variable-length Methodinfo structure. The Methodinfo
structure is a vanable—length structure that contains the Java Virtual Machine
instructions and auxiliary information for a single Java method, instance initialization
method, or class or interface initialization method. The structure has the following
format: _
Methodinfo {
u2 name_index;
u2 signature_index;
u1 max_local; |
u1 max_arg;
}u1 max_stack;
u1 access_flags;
u2 code_length;
u2 exception_length;
‘u1 code[code_length);
{ u2start_pc;
u2 end_pc;
u2 handler_pc;
u2 catch_type;
} einfo[exception_length];
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WD 98/ 19237 ' PCT/ US97/ 18999
-41- or many Java types, where a type may be a class or an interface. A
card clasWO28bnsists of a stream of ,8-bit bytes. Al 16PETUSIHSNY t,
and 64-bit quantities are constructed by reading in two, four, and ei ght
consecutive 8-bit bytes, respectively. Milti-byte data itens are al ways
stored in big-endian order, where the high bytes cone first. In Java, this
format is supported by interfaces java.io.Datal nput and java.i o. Dat aCut put
and cl asses such as java.io.Datai nput Stream and java. i o. Dat aQut put St ream

dat o Tha "EyRrES B WS MEHRR sPuptl Bt TSI gnoa ono., two- or

f our - byt @amuewninidex, respectively. In Java, these types nmay be read by

"t or f aca o of Bk BRRLAURY, form et eRLELHFt BaREL pnd 7 e Bietariplamat g

pseudo- smethod masnes,i eithen <init>aoic<¢linite, or analidrdavaanethodnarie. Theildva method

fusi | = J | | .
ot ancebaid PergEeheR ndne. e Alet e ety MEIURE v tihofReuto i s
format afesembed incthe: eoraesponsling mathed dnicetrictureief e eriginaliclass filee,
successi g@ﬁ%@p@_m@,@'{/orgdb: n the ga[ dbf:l ass file tsgaquen]'E fally, bYM t hout g
roms. adbe AUl P e oiPae, BuBjierm st febreestt a Nalil daya mihad desggior.
C-li ke aTheyavwanhethdddesdriptot epresented byrsignataes findéx must beadxaetly Biesame

ai v ect 1y Sy igthBd dHsEacR thae YeBRABBE M i orrosnartiiy e ity st oes of

ve ref er theooriginat elassfilt ure as an array, it is literally an array. In :
Cl as 11 [EbERE > O capi Lol 24t on: Tt oxarpl o e rename. oo
i el dinf iﬁwaﬂ%o thq’gmamﬁ@aéssiégmig%es &-n@nBenpbiacal Yariables ysed bydhisi | e,

Card O amfethbd coxclading the pasarbters pusbed 16 tife FatBbe oRINVEEAARACTHE index of -

Structur e itk {621 aRAbR i 0. The greatest local variable index for a one-word vaiueis”
' max_ldcats-1 . . : . ' : ST
~ max_arg ' . : E

The value of the max_arg item gives the- maximum number of arguments to'this *~- =
method. - | SR
max_stack _ : _ _
The value of the max_stack item gives the maximum number of words on the operand
stack at any point during execution of this method. | :
access._flags | " o
The value of the access_flags item is a mask of modifiers used to describe access
permission to and properties of a method or instance initialization method. . The
access_flags modifiers and their values are the same as the access_flags modifiers in
the corresponding method_info structure of the original class file.
code_length
The value of the code_length item gives the number of bytes in the code array for this
method. The value of code_length must be greater than zero; the code array must not
be empty.
exception_length
The value of the exception_length item gives the number of entries in the
exception_info table.
code]]
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ul maj or version; ul mnorversion; u2 naneindex; u2 constsize; u2 maxcl ass;

Cplnfo co ol [ constsize]; dassinfo class[nmax cl ass] 19237
PCT/ US97/ Bﬁégg}mﬁ% - The itens in ¢+M® €ardC assFil e struct ure a%’%ﬁg

follows: mnor version, major version The values of the mnorversion and
maj or version itens are the mnor and major version nunbers of the off-card
Java Card Virtual Machine that produced this card class file. An

i npl enentation of the Java Card Virtual Machine normally supports card
class files having a given nmajor version nunber and m nor version nunbers O

through STHEcbas liriyl GivesinpaERiat bytes ENUavd Vit NRacHMSIco8s WRITHIIRER fhe

ass ,(file versi unber s

harel ndometE. Wbenthe ade arfay Birged ol B Sy Sha BrtS SHdreRsabiamashinea e
r epr esentthd ﬂvst vteeofithiearrayss diignedart ay-byte mamwaeaamswnan%nuh at
chseFr Nadidviich, 32 AR Sl bU-bVR aidhdd] rEth 4 1yé BEsERitineoriRbee
appl i cat iinstru¢tions fongnone infermation. orstie consequendesvef codetancaynalignmentnt ai n
e i n Y peldigats ﬁ%#'?ggg’of“%y"‘*ﬂeﬂﬁ“ 8 pob sy BldaxtenEh® SDER fig

val ue of Seone@sidescgibeddnthe J ﬁMﬁMﬁUEkMéﬁbﬂ%@PEW i€ationsard class file

const ant eqﬁﬂ{. A const ant pooI index is considered valid if it is greater

than or Ell':% ?1 en?ry r?e gp?o array describes one exception handler in the code array. Each
einfo entry contains the following items:
start_pc, end_pc
The values of the two items start_pc and end_pc indicate the ranges in the code array
at which the exception handler is active. :
The value of start_pc must be a valid index into the code array of the opcode of an
instruction. The value of end_pc either must be a valid index into the code array of the
opcode of an instruction, or must be equal to code_length, the length of the code array.
The value of start_pc must be less than the value of end_pc. |
The start_pc is inclusive and end_pc is exclusive; that is, the exception handler must be
active while the program counter is within the interval [start_pc, end_pc].
handler_pc
The value of the handler_pc item indicates the start of the exceptlon handler. The value
of the item must be a valid index into the code array, must be the index of the opcode
of an instruction, and must be less than the value of the code_length item.
catch_type :
If the value of the catch_type item is nonzero lt must represent a valid Java class type
The Java class type represented by catch_type must be exactly the same as the Java
class type that is described by the catch_type in the corresponding method_info
structure of the original class file. This class must be the class Throwable or one of its
subclasses. The exception handler will be called only if the thrown exception is an
instance of the given class or one of its subclasses.
If the value of the catch_type item is zero, this exception handler is called for all
exceptions. This is used to implement finally.
Attributes
Attributes used in the original class file are either eliminated or regrouped for

~ compaction. | |
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t han constsize. maxclass This value refers to the nunber of classes present
in the card class file. Since the nane resolution and linking in the Java
Card are deosig2i7he of f-card Java Vi r%djal Machi ne al |l the cPEEAISYT188% or
cl asses required for an application ar®’ placed together in one card cl ass
file. constant pool The constantpool is a table of variable-length
structures () representing various string constants, class nanes, field
names, and ot her constants that are referred to within the CardC assFile
structure and its substructures. The first entry in the card class fileis

t ant | [ O]. f.t t I I t
i ougn conerpredsined aliplfss. SPURRENGEoBrARValie! Exbeors, Linambseranlea
tablde of andtsdana;riagtfsMIehm beérwtgénat{ed \{/ittgozﬁfadgllﬁeihg@nt)d mﬁstmét t@ﬁ:@qhﬁéd
car nstant Poo constant _pool tab
entries h%fa?/ﬁ%bﬁé qoﬁh@?é@téﬁiﬁ format: Cplnfo{ ul tag; ul |P\fo[] }
Each it enThe predefined afiributerGodeathich costaibe gl thebyte codeshiora particular method
i ndicatin of the info array varies
dn Hf‘o\)égﬁﬂ 1Rk cﬁ;ﬁrés@Bﬂdﬁgi M)éthomléfocﬂmcﬁﬂtes

with the v ueo elr values are the sane as
t hose speSDﬂSétalnﬁspneJ%CBl%MﬂE MachjngyGedenst be fol | owed by two or

~nore byt eshalpgvaIC AR Virtil MEthme Bbdé #6r a method, instance initialization method, or

class or interface initialization method is stored in the array code of the Methodinfo

structure of a card class file. Both the static and the structural constraints on this code
array are the same as those described in the Red book.

Limitations of the Java Card Virtual Machine and Java Card class File Format

The following limitations in the Java Card Virtual Machine are |mposed by thls versnon

of the Java Card Virtual Machine specification: :

The per-card class file constant pool is limited to 65535 entries by the 16—bit"'60nst 'siz"e
field of the CardClassFile structure (). This acts as an internal fimit on the total
complexity of a single card class file. This count also includes the entries~ -~
corresponding to the constant pool of the class hlerarchy avallable to the appllcatlon
in the card. ' : o '

The amount of code per method is limited to 65535 bytes by the sizes of the mdxces in
the Methodinfo structure. R -

The number of local variables in a method is limited to 255 by the size of the max _local

~ item of the Methodinfo structure (). S

The number of fields of a class is limited to 510 by the size of the max t' eld and the
max_sfield items of the Classinfo structure (). e

The-number of methods of a class is limited to 255 by the size of the max_method item
of the Classinfo structure (). .

The size of an operand stack is limited to 255 words by the max_stack field of the
Methodinfo structure ().

Bibliography

[1] Tim Lindholm and Frank Yellin, The Java Virtual Machine Specification,

Addison-Wesley, 1996.
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specific constant. The format of the additional information varies with the

tag val ue. y the only tags that need to be included HEryse7/18999
CC]\ISTANT_CI“?SE%’ STANT_Fi el dRef, CONSTART_Met hodRef and

CONSTANT I nterfaceRef. Support for other tags be added as they are included
in the specification. CONSTANTC ass The CONSTANTC assinfo structure is used
to represent a class or an interface: CONSTANT Classinfo { ul tag; u2

nanei ndex; } The- itens of the CONSTANTC assinfo structure are the

followi ng: tag The tag item has the val ue CONSTANTC ass (7). name_i ndex The
val ue of ARPENDIX®Bex item nust represent a valid Java class nane. The

Java cl asg,n [ eQr I ndex nust be exactly the sane Java

cl ass nanr?tf'ﬁgtar?zﬂdﬁégE?@'g’dB&Bm correspondi ng CONSTANTCl ass entry in

t he constant pool of the original class file. CONSTANT- Fi-el.dref, CONSTANT

Met hodr ef E@E r W \mq' . ' Lnterface

nmet hods afg??g%?@@n € e‘lbaybglg% ar '}s rufﬁﬁe’?%@@ﬁ%ﬁaﬁﬁgﬁ’?ﬁf@ { ul

tag;, u2 coeperataddPs are cearastlyinganagrg.; This manegesiantigzontrolled by the definitions

- 44- in the string to ID inpGfile\ &g MR THIS TeibME! td Badis ForWhichds
shown below, declares which areas of the namespace can be used for what purposes.
One possible arrangement of this map may reserve some IDs for internal use by the
Card JVM interpreter, and the rest is allocated to Card JVM applications.

#

# String-ID INMap file.

# .

# 4000-7FFF Available for application use.

# FO000-FFFE Reserved for Card JVM's internal use.

constantBase F000 # The area from F000.to FFFF is reserved for
# Card JVM's internal use.

#
MainApplication # FOOO - Name of the startup class
# (changes for each application)
main()V # FOO1 - Name of the startup method
o # (may change for each application)
java/lang/Object # FO02 ' ‘ '
java/lang/String # FOO3
<init>()V # F0O04
<clinit>QV # F0O05
[L # FO06
[t # FOO7
IC - # FO08
[B # FO09
[S # FOOOA
# .
constantBase FFFO # This area is reserved for simple return types.
L # FFFO
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u2 class_index; u2 nanme_sig_index; } CONSTANT InterfaceMethodreflnfo { ul
tag; u2 class_index; u2 nane sig index; } The itens of these structures are
as fol |l owswotsggozBre tag item of a CONSTANT_Fi el drefl nfo str ypeiuisd7igsot he .
val ue CONSTANTFi el dref (9). The tag it<empof-a CONSTANT Met hodrefl nfo
structure has the val ue CONSTANTMet hodref (10). The tag itemof a
CONSTANT _I nt erfaceMet hodrefinfo structure has the val ue

CONSTANT | nt er f aceMet hodref (11). classs_index The val ue of the cl assi ndex
i tem nust represent a valid Java class or interface nane. The nane _
representﬁd by cl assi ndex rrust%PE gxactly the sane name that is described
by the colrespondi ng CONSTANT * §d info entry in the constant_pool of the
original Elass file. nane_si g# FgpP2 The val ue of the name_sig_ index item
must reprgsent a valid Java n gd type. The nane and type represented by
nanesi gi n§ex nmust be exactly ta’gEFE me nanme and type described by the
CONSTANT_GarmeAndType_i nf o ent #yFFR4t he constant _pool structure of the

ori gi nal _§I ass file. Cass Eﬁg{uFﬁkgss is described by a fixed-Iength

Cl assInfo_structure. The for this structure is: dasslnfo { u2

name_i nde#; # FFF6
# .
constantBase | 4000 # From here on this space is application dependent.

Essentially, all applications which are to be loaded into a smart card afe allocated their
~own IDs within the 0x4000 to OX7FFF. This space is free for each application smce o -
loaded application is permitted to access other applications.

Care must be taken on managing the IDs for preloaded class libraries. The "~ "0
management of these IDs is helped by the (optional) generation of the string to |D

output file String-ID OUTMap file. This map is the String-ID INMap augmented With ™ * +

the new String-ID bindings. These bindings may be produced when the Card Class File
Converter application terminates. The String-ID OUTMap is generated for support
libraries and OS interfaces loaded on the card. This'map may be used as the String-ID -
INMap for smart card applications using the support libraries and OS interfaces loaded
on the card. When building new applications this file can generally be discarded.
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ul max_field; ul max_sfield; WO 98/ 19237
PCT/ US97/ égg%gl %%%3 ul max- met hod; ul maxinterface; u2 supergl @@7’13399

accessfl a Info field max_fiel d+tmax88ield]; Interfaceln

i nterface[ max_i nterface]; Methodinfo nethod[max_nethod]; } The itenms of the
Classinfo structure are as fol l ows: nanme index The val ue of the nanei ndex
Item nmust represent a valid Java class nane. The Java cl ass nane
represented by naneindex must be exactly the same Java class nane that is
described in the corresponding C assFile structure of the original class

fF i |ed| rr?msf aﬁleiaﬂr;?e\wﬂswermé If@udwmg lJagld prb tng,l NelfoSha{tw@t ve.O{When
I e nto crure LN e e e I nstance
vari abl e£P %ﬁﬁ%&@&nﬁﬁ ﬁlaSCIEFﬁbLe BP“‘P%'P‘@F@?J@ Cl'if‘ﬁgﬁﬁr&?%gf%é @Fﬂ?%ddt%’
t he nunbdn itcstrings tisataepresent tiié elass namehraaﬂwdt andiype infarmadtion; IOn ﬂileab‘ésrs
repr esent val ue
e o S5 BF SHNEEIS MRt ted BodE Cald G e CBiVGE Sonctites™ Bir
“table t hdas&ﬂedbehrenla@e&ﬂ@s%tmss m&sem in the class dile withHDs ailocaecbby Card
i nterfac f4R at ﬁfggﬂ f lds in the
card cl agéglé’nle%ﬁvér%rﬁgabﬂ ﬂlétas tﬁg %’?" g thﬁ%ﬁhhfantt IB%I ve§ t he
nunber Oﬁqmmert%dgfasgwmf ineespective Card Class File Converter assigned IDs.
Note that some strings (iike java/lang/Ob]ect”) have a pre-assrgned value (F002) and
some strings (like “()V") get a new vaiue (4004).

Program : HelloSmartCard.java

public class HelloSmartCard {
public byte aVariable;

public static void main() {
HelloSmartCard h = new HelloSmartCard();
h.aVariable = (byte)13;

}

}
Relevant entries of String-ID OUTMap
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met hod table. max interface The value of the maxinterface item gives the
nunber of direct superinterfaces of this class or interface type.

super cl asswioagndzyl ass, the val ue of the _superclass item nuspcfBRéAREHR. 2
valid Java class name. The Java class rant Tepresented by superclass mnust
be exactly the same Java class name that rs described in the correspondi ng
"ClassFile structure of the original class file. Neither the superclass nor
any of its superclasses may be a final class. If the value of superclass is
0, then this class nust represent the class java.lang. Object, the only
class or interface wi thout a superclass. WO 98/ 19237

PCT/ US97/ ABRENDIXE - For an interface, the value of superclass nust always
represent the Java class java.lang.Object. access_flags The val ue of the
access_flg s itemis a mask of nodifiers used with class and interface

decl ar at i ggc?QGSM%ﬁ?é@y theotard JYM i the girefersed embodimént sane as

the accessflags nodifiers in the corresponding Cl assFile structure of the

ori gi nal %Eéﬁble. f-i el df Each va aﬁn the field table nmust be a
fixed-1en dinfo () struct Big a conpl ete dAGONPT MU a
field in tNeOADhss or interface N&§% field tabl e i ALQARsTonly those
fields thaALQAD @ecl ared by thi sALQABD 8 interface. |t AREBEJRN include
itens reprARBAYLENGT# ds that aASTORE ited from super ASTORE of

superint erASTORE ihterface Each W8TORENZ he interface AQTRREUSt represent

a valid i ABAROW nane. The i nt egsQ@APANE represent ed gentry must
be exact | \CHEEIKABT nterface napgyphat is described in correspondi ng

interface mypayxqf the.original ﬁlj’isﬁ j('él e. DUP X1
DUP_X2 - GETFIELD GETSTATIC
GOTO . 1ADD IALOAD
IAND IASTORE - ICONST 0
ICONST _1 - ICONST_2 . © JCONST 3 . niw ot oo o
ICONST_4 ICONST 5 - ICONST M1 . ... ... -
IDIV IFEQ  IFGE ~
IFGT | : IFLE _ . IFLT RS T Tty e
IFNE IFNONNULL IFNULL =
IF_ACMPEQ IF_ACMPNE IF_ICMPEQ .. .
IF_ICMPGE | IF_ICMPGT IF_ICMPLE =~
IF_ICMPLT IF_ICMPNE " INC T
ILOAD ILOAD 0 ILOAD_1 -
ILOAD_2 | ILOAD_3 IMUL
INEG ' INSTANCEOF INT2BYTE -
INT2CHAR INT2SHORT INVOKEINTERFACE
INVOKENONVIRTUAL . INVOKESTATIC INVOKEVIRTUAL
IOR IREM " IRETURN
ISHL ISHR | ISTORE
ISTORE_O ISTORE_1 ISTORE_ 2
ISTORE_3 ISUB IUSHR ~
IXOR . JSR LDC1
LDC2 LOOKUPSWITCH NEW
NEWARRAY NOP | POP
POP2 PUTFIELD PUTSTATIC
RET RETURN SALOAD
SASTORE SIPUSH " . SWAP
TABLESWITCH BIPUSH
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met hod Each value in the nethod table nust be a variable-l1ength Methodl nfo

() struct L\ing a conplete description of and Java Virtu | code
for a net lh{g§9|g}r’f¥%ﬂe class or interface. ghke Methodinfo struc%?’ygﬂﬁesgggesent
all nmethods, both instance nethods and, for classes, class (stati.c)

met hods, declared by this class or interface type. The nethod tabl'e only

I ncl udes those nethods that are explicitly declared by this class.

I nterfaces have only the single nmethod <clinit> the interface
initialization nmethod. The nethods table does not include itens

represent t ' | ¢ ssslgg, :

superint e?ﬁg@f&‘%ﬁg?gﬁ Eacg]d%ﬁ g?gﬂ?ésr@.?gggljl&‘t@g@g/oﬁgé fi dﬂilftgﬁé{‘lﬁhe preferred
field_i nfB"&‘?%@?%‘FE. The format of this structure is Fieldlnfo { u2

nanei ndex; u2 signatureindex; u2 access flags; The itens of the Fieldlnfo
structure_are as E,PI | ows: namei ndex WO 98/ 19237 ,
PCT/'USQ?/R%@‘WQH > The val ue of the naneindex item nmust represent a valid
Java field name. The Java field nanme represented by nanei ndex nust be
exactly tRe same Java field name that is described in the correspondi ng
field_info structure of the original class file. signature index The value
of the si Jildstefastuablava Bytaeedeshandied by thisWdMd Java fiel d descriptor.
The Java fi i ; resented by signature index must be exactly

t he sane ge{sgq?'ﬁﬁ?ﬁr"'é??gﬁédﬁ'@r that is described in the correspondi ng
fieldinfo structure of the original

* Copyright (c) 1996 Schlumberger Austin Products Center,
* Schiumberger, Austin, Texas, USA.
*, .

public interface BytecodeDefn {
public static final byte | NOP = (byte)0; .

" public static final byte ACONST_NULL = (byte)1;
public static final byte ICONST_M1 = (byte)2;
public static final byte ICONST_0 = (byte)3;
public static final byte ICONST_1 = (byte)4;
public static final byte ICONST_2 = (byte)5;
public static final byte ICONST_3 = (byte)6;
public static final byte ICONST_4 = (byte)7;
public static final byte ICONST_5 = (byte)8;
public static final byte BIPUSH = (byte)16;
public static final byte SIPUSH = (byte)17;
public static final byte LDC1 = (byte)18;
public static final byte LDC2 = (byte)19;
public static final byte ILOAD = (byte)21;
public static final byte ALOAD = (byte)25;
public static final byte lLOAD_0 = (byte)26;
public static final byte ILOAD_1 = (byte)27;
public static final byte ILOAD_2 = (byte)28;
public static final byte ILOAD_3 = (byte)29;
public static final byte ALOAD_O = (byte)42;
public static final byte ALOAD_1 = (byte)43;
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class file. accessflags The value of the access flags itemis a mask of

nodi fiers used to describe access perm ssion to and properties of a field.
The accessgyfloggsapodifiers and their values are the same as gdifusoy18999
access_flags nodifiers in the correspdecing fieldinfo structure of the
original class file. Methods Each nethod is described by a variabl e-1ength
Met hodi nfo structure. The Methodlnfo structure is a variable-length
structure that contains the Java Virtual Mchine instructions and auxiliary
information for a single Java nethod, instance initialization nmethod, or
class or interface initialization nethod. The structure has the foll ow ng
format: Metpublicstati€ final oyteAlLOADX 2 =itbyetdat ur e_i ndex; ul max_| ocal ; ul

o O B e st B e oo en 2
handl er _pc: pulsliccstatic fingkbyte |ALGYALD sx(byta)d6n | engt h] ; WD 98/ 19237
PCT/ US97/ 183%ic static final byte AALOAD = (byte)50;

public static final byte BALOAD = (byte)51;

public static final byte CALOAD = (byte)52;

public static final byte ISTORE = (byte)54;

public static final byte ASTORE = (byte)58;

public static final byte ISTORE_0 = (byte)59;

public static final byte ISTORE_1 = (byfe)SO;

public static final byte ISTORE_2 = (byte)61;

public static final byte ISTORE___S' = (byte)62;

public static final byte ASTORE_0 = (byte)75; _ o

~ public static final byte ASTORE_1 = (byte)786; L e

public static final byte ASTORE_2 = (byte)77; o e

public static final byte ASTORE_3 = (byte)78;

public static final byte IASTORE = (byte)79;

public static final byte AASTORE = (byte)83,;

. public static final byte BASTORE = (byte)84;

public static final byte CASTORE = (byte)85;

public static final byte POP = (byte)87;

public static final byte POP2 = (byte)88;

public static final byte DUP = (byte)89;

public static final byte DUP_X1 = (byte)90;

ptblic static final byte DUP_X2 = (byte)91;

public static final byte DUP2 = (byte)92;

public static final byte DUP2_X1 = (byte)93;

public static final byte DUP2_X2 = (byte)94;

public static final byte SWAP = (byte)95;

public static final byte IADD = (byte)96;

public static final byte ISUB = (byte)100;

public static final byte IMUL = (byte)104;

public static final byte IDIV = (byte)108;

public static final byte IREM = (byte)112;

public static final byte INEG = (byte)116;
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-48- The itens of the Methodlnfo structure are as foll ows: nanei ndex The -

val ue of .t ndex item nust represent either one of the '
BB, pERRR Taesy

i nt er nal ames, either <nit> or- §gl4+nit>, or a valid Java ne

name. The Java nethod nane represented by nanme_i ndex must be exactly the
sanme Java nethod nane that is described in the correspondi ng net hodi nfo
structure of the original class file. signature_index The val ue of the
signaturei ndex item mnmust represent a valid Java nethod descriptor. The Java
nmet hod descriptor represented by signature_index must be exactly the same

Java net ho@@gé@aﬁamatﬁm SHLcegspe@®d;i n the correspondi ng met hodi nfo
structure of he orl fil | ocal The val ue of the maxl ocals
item gi ves Public &""Q%W%igﬁﬁ/ r(maﬁpgﬁ(used by this nethod, excluding the
par amet ersmMes@tic)f'maiebylheﬂuSHlRm (byte)t24; on. The index of the first |ocal
vari abl e i | .e index for a one-word value is,
max_| ocal si’f%hﬁégﬁ!ﬂgf %!ﬁ‘@éﬁa‘g#yﬁﬁz‘%x arg itemgives the nmaxi num
nunber of puilimstatic mﬁlthﬁt%lfﬁgt%&bﬂem&it ack The val ue of the maxstack item
gi ves the g?,ﬁhﬁg@t ﬁﬁiﬂ INOROS (e 5{? operand stack at any point during
I'S e

execution essf I a val ue of the access_flags itemis
a mask of M'Fls@@ ﬁg’@sm(b d8€ess permission to and properties of

a get Eod Olp ubﬂétsfa"titﬁf'rj[léllﬂylt@lN'FaBYmE S¥byei 45I The acgefss flags {T’ﬁdl fiers

an eir va [e ags nodifiers in the

cor r espondiPH b}l lfﬂ%ﬁ%m@@wcﬁ@f@ﬁ% iginal class file. code | ength
The val ue publibstativifindldyte INTR2SHQRV es(bybe)14Tirber of bytes in the code

?Lremc/o;gr aﬁ??'&?C%%t[boﬁﬁ’Bhﬁe Yf-aééeé %ytgj)ﬂ_ﬁi;engt h must be greater than zero;
public static final byte IFNE = (byte)154; , :
public static final byte IFLT = (byte)155;
public static final byte IFGE = (byte)156;
public static final byte IFGT = (byte)157;
public static final byte IFLE = (byte)158;
public static final byte IF_ICMPEQ = (byte)159;
public static final byte IF_ICMPNE = (byte)160;
public static final byte IF_ICMPLT = (byte)161;
public static final byte IF_ICMPGE = (byte)162;
public static final byte IF_ICMPGT = (byte)163;
public static final byte IF_ICMPLE = (byte)164;
public static final byte IF_ACMPEQ = (byte)185;
public static final byte IF_ACMPNE = (byte)166;
public static final byte GOTO = (byte)167;
public static final byte |_JSR = (byte)168;
public static final byte RET = (byte)169;
public static final byte TABLESWITCH = (byte)170;
public static final byte LOOKUPSWITCH = (byte)171;
public static final byte IRETURN = (byte)172;
public static final byte ARETURN = (byte)176;
public static final byte RETURN = (byte)177;
public static final byte GETSTATIC = (byte)178;
public static final byte PUTSTATIC = (byte)179;
public static final byte GETFIELD = (byte)180;
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be enmpty. exception_|length The val ue of the exception_length itemgives the
nunber of entries in the exception_info table. code WO 98/ 19237

- 49- _ y PCT/ US97/ 18999 The code array gj ct ual
byt es of %‘33"’ |2r3t7ual Machi ne code that +n§8 enent the mnet hog%c\faﬁegtﬂ % code
array is read into nenory on a byte addressable machine, if the first byte
of the array is aligned on a 4-byte boundary, the tableswitch and

| ookupswi tch 32-bit offsets will be 4-byte aligned; refer to the
descriptions of those instructions for nore information on the consequences
of code array alignnent. The detail ed constraints on the contents of the
code arraypugﬁcetatim&na]é)ym&LﬂdeEL%$bvte)1$l;descri bed in the Java Virtual

NVBChi Sheci i . . ot q b :
except o’ Rabily S Al BV AVREIRTUAG S URITRE, 1) “Cont ains the
fol | owi ng Publig staficdinal byte: INVOKENQNMIRTUALOE (byte)188) it ens startpc and
endpc i ndi gg'bﬁcgmidmﬁgg%%mW@g%ﬁégyv%wgmi ch the exception handl er

is active. T val ue Id”’index into the code array
of the opcBHEﬁ%FtaaéWﬁﬂﬂlbﬂR:N KEINdERFAGE &7 (byte)d85¢i t her nust be a valid
i ndex int Opﬂbﬁcﬁtﬂi%fﬁfaiﬁzte)NEW& ngf an instruction, or nust be equal
to codel engt the. |.en 0 ray. The val ue of start_pc nust be
| ess than $H€ﬁ$§{]q§'8fﬁp?bm_%gw&w§%!%w§; i nclusive and endpc is

excl usi ve; publit siatic finat byteccARRAYLENGTIH = (byte)18® active while the program
counter i S NLILL i It 1d_pc]. handl er _pc The val ue of

SBAE Lo B TR (oo

t he handl e’? em | ndi e st he exception handl er. The val ue
of the it chiblissstatic final byledCHRGKCABTC= (hde)I®2 array, nust be the index of
the opcodepublic static final byte INSTANCEOF = (byte)193; -

public static final byte IFNULL = (byte)198;

public static final byte IFNONNULL = (byte)199;

}
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of an instruction, and nust be |l ess than the value of the codelength item
catch_type If the value of the catch type itemis nonzero, | fﬂyﬂ
represent WO 919237 Java cl ass type.- Fge-Java cl ass type repreé'rn ec}s%%?
catch_type nmust be exactly the sanme as the Java class type that is
described by the catch_type in t-he correspondi ng nmethod_info structure of
the original class file. This class nmust be the class Throwabl e or one of

its subclasses. The exception handler will be called only if the thrown
exception is an instance of the given class or one of its subclasses. If

t he val ue % pég ch type itemis zero, this exception handler is called
for all excep |ons This is used to inplenent finally. Attributes

At t ri but eGand &lass File-Cenvertasbyte &9§ef‘FQ'B’Q{§t°erT S%| i m nated or
regrouped for conpaction. WO 98/ 19237

PCT/ US97/ 18999 The predefined attri butes SourceFile, ConstantVal ue,

Excepti onS, LineNunberTable, and Local -Vari abl eTabl e may be el i m nated

wi t hout sadRéprociess cade blodkor mation required for Java byte code
interpretafion. The predefined attribute Code which contains all the byte
codes for particular nethod are noved in the corresponding Methodinfo
struct ur estaionstrai nts on Java Card Virtual Machine Code The Java Card
Virtual Mpggi ne code for a nethod, instance initialization method, or class

or interface initializati i h is stored in the array code of the

Met hodi nf @@PF%M?&‘#S\@%@% C{ggs file. Both the static and the
structuraf constraints on this code array are the same as those described
in the Redngg)gk Limtations of the Java Card Virtual Mchi ne and Java Card
class File hat The following limtations in the Java Card Virtual

Machi ne aristinpgbsed by this version of the Java Card Virtual Machine

speci fi cat j@Rjignhe per-card class file constant pool is limted to 65535
hhg _

entries by t B-bit const_size
bytecode* code;

int codelen;
inti;

int opad;
int npad;
int apc; -

int high;

int low;

I* codeinfo is a table that keeps track of the vahd Java bytecodes and their
* corresponding translation
*, N
code = imeth->external->code;
codelen = imeth->external->code_length;

jumpPos = 0;
align = 0;

/* Scan for unsupported opcodes */
for (pc = 0; pc < codelen; pc = npc) {
if (codeinfo[code[pc]].valid == 0) {
error("Unsupported opcode %d", code[pc));
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field of the CardC assFile structure (). This acts as an internal limt on
the total conplexity of a single card class file. This count al so includes
the entrie r onding to the constant pool of the class Jj

avai |l abl e ?gfﬁﬁgiigplication in the car The anount of codén%er néthgd is
limted to 65535 bytes by the sizes of the indices in the Methodlnfo
structure. The nunmber of local variables in a nethod is limted to 255 by
the size of the max_local itemof the Methodinfo structure (). The nunber
of fields of a class is limted to 510 by the size of the naxfield and the
maxsfield itens of the Classinfo structure (). The nunber of nethods of a
class is lifited to 255 by the size of the maxnethod item of the dasslnfo
structure 0._The si f erand stack is limted to 255 words by the
maxst ack fi €l 6{é+ﬂﬁcﬁﬁﬁﬁga$ﬁfo structure (). Bibliography [1] Tim -

Li ndhol m ardd Frank Yellin, The Java Virtual Machine Specification,

Addi son- Wesl ey, 1996. WD 98/ 19237 - -51-

PCT/ US97/ 18999 APPENDI X B String To I D I nput And Qutput For the correct
operation of Card JVMit is very inportant that the declared and generated

| Ds are cor@gan/forgiais hsthiidtfonB AAIASBARLIntS iApitadld ¥d by the definitions
I D I NMap. This textual file, the

in the stri to IDinput file String-

basi s f or vﬁ?gﬂf’? ;WO%O%FBRAPCE&HQ&{% whi ch areas of the nanmespace can
be used for ngoat nextROgpescodEle possi bl e arrangenent of this nmap may reserve
sone IDs for internal use by the Card JVMinterpreter, and the rest is
allocated to Card JVM applications. # String-1D INvap file. # 4000 - 7FFF
Avai | abl e fdf (c@p!pinfowpideﬁmﬂs\@hd == 3) {

insertJump(pc+1, pe, (int16)((code[pc+1] << 8)|code[pc+2]));
} .
else if (codeinfo[code[pc]).valid == 4) {
apc=pc & -4, _
low = (code[apc+8] << 24) | (code[apc+9] << 16)
| (codefapc+10] << 8) | code[apc+11];
high = (code[apc+12] << 24) | (code[apc+13] << 16)
| (code[apc+14] << 8) | codefapc+15];
for (i = 0; i < high-low+1; i++) {
insertJump(apc+(i*4)+18, pc,
(int16)((code[apc+(i*4)+18] << 8) | code[apc+(i*4)+19]));

} |

insertJump(apc+6, pc, (int16)((code[apc+6] << 8) | code[apc+T7])),
} .
else if (codeinfo[code[pc]].valid == §) {

apc=pc & -4;

low = (code[apc+8] << 24) | (code[apc+9] << 16)
| (code[apc+10] << 8) | code[apc+11];
for (i=0; i <low; i++) {
insertJump(apc+(i*8)+18, pc,
(int16)((code[apc+(i*8)+18] << 8) | code[apc+(i*8)+19]));
} .
insertJump(apc+6, pc, (int16)((codefapc+6] << 8) | code[apc+7]));
}
}
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# FOOD - FFFE Reserved for Card JVM s internal use. constantBase FOOD
# The ar eaw¥)r9gn’b£(?03 to FFFF is reserved for # Card JVM s i?’k‘i"nﬁ@%l&?ﬁ-
i ch

Mai nAppl i cat’i"on # FOOD - Nane of the stgartup class # anges for :
each application) main(V # FOOL - Nane of the startup nethod
# (may change for each application) javal/lang/ Qbject # FO02 -

javal ang/ String # FOO3 <init>()V ' # FOO4 <clinit>()V
#FOO5 [L # FO06 [ # FOO7 [C

# FOO8 [B : # FO09 [S # FOOOA

const ant Base FFFO # This area is reserved for sinple return types. L

# FFFO

PCT/ US97/ fﬁgsgwémE—BWECODE | #FFF1 |

#FFF2 S  /I* Translate specific opcedes ¢to general ones */ #FFF4 B

#FFF5 Z = 0 pc < codeleft bEEGH stant Base 4000 # From here on
this spacef?rs(pgpppi' ggt I Qn ,c!ep'e%:gg t@gssent lally, all applications which

are to be | 5ablig is @ ansialien £0dary are all ocated their
if (codeinfo[code[pc]].valid == 2) {

switch (code[pc]) {

case ILOAD_O:

case ILOAD_1:

case ILOAD_2:

case ILOAD_3:

~ insertSpace(code, &codelen, pc, 1);
align += 1;

. codefpc+1] = codefpc] - ILOAD_Q;
codefpc+0] = ILOAD;
break; '

case ALOAD_O:
case ALOAD_1:
case ALOAD_2:
case ALOAD_3:
insertSpace(code, &codelen, pc, 1); |
align += 1; : -
code[pc+1] = code[pc] - ALOAD_O;
_ code[pc+0] = ALOAD;
" break;

case ISTORE_O:

case ISTORE_1:

case ISTORE_2:

case ISTORE_3:
insertSpace(code, &codelen, pc, 1);
align +=1; . .
code[pc+1] = codelpc] - ISTORE_Q;
code[pc+0] = ISTORE;
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own IDs within the 0x4000 to Ox7FFF. This space is free for each
application since no |l oaded application is permtted to access ot her
appl i cati owg ogfzagsd NMust be taken on managing the |1 Ds for prg g%ﬁ’lsﬂ‘ass

|'i braries. The nmanagenent of these |Ds isghel ped by the (op F)ri

generation of the string to ID output file String-1D QUTMap file. This map
is the String-1D | NVap augnented with the new String-1D bindings. - These

bi ndi ngs nmay be produced when the Card Class File Converter application
term nates. The String-1D OQUTMap is generated for support libraries and OS
interfaces | oaded on the card. This map nay be used as the String-1D | NVap
for smart car reégm ications using the support libraries and OS interfaces

| oaded on the card. Wien buil di ng new applications this file can generally

be di scarded 19237 - 53-
PCT/ US97/ 189%%\‘&35%&3 | e consider the follow ng Java program
Hel | oSmar t Caa:atsq ABTOREem: conpiled it generates a class file

HeIIoSnart Am%e s class file has enbedded in it strings that
r epr esent the S nmet hods and type information. On the basis of the

String-1D IWBSE&RE«&& above Card O ass File Converter generates a card
class file thﬂge%s%gé@agéhgc@)ériéﬁgﬁ%p{)esent inthe class file with IDs

al | ocat ed by e Table 1 lists the strings found in
the constant P8P +Dfti Hel | oSnart Card. class with their respective Card d ass

F| |l e Convert&fod@ﬁpﬂ; efed pc\CAS onme strings (like
"javal l ang/ 4?5%&?};%“ ? g asgl gnédﬁ;val ue (F002) and sone strings (like
"()V') get a ‘§§ 6’% Program Hell oSnmartCard.java public class

Hel | oSmar t Cartbdedk;publ i ¢ byte aVariable; public static void main() {
Hel | oSmart Card h = new Hel | oSnart Card(); | h.aVariable = (byte)13; } }

case ICONST_M1: |

insertSpace(code, &codelen, pc 2)

align += 2;

code[pc+2] = 255:;

code[pc+1] = 255;

code[pc+0] = SIPUSH:

break;

case ICONST_O:

case ICONST_1:

case ICONST_2:

case ICONST_3:

case ICONST_4:

case ICONST_S:
insertSpace(code, &codelen pc 2);
align += 2;
code[pc+2] = code[pc] - ICONST_O;
code[pc+1} = 0;
codefpc+0] = SIPUSH;
break;

case LDC1:
insertSpace(code, &codelen, pe, 1);
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Rel evant entries of String-1D OUTMVap WO 98/ 19237 . -54-
PCT/ US97/ ngﬁg%béggENDl X C Byte codes supported by the Card by¥ddd748R89

preferred nt AALQAD - GYASTORE ACONST NULL
ALQOAD ALOAD 0 . LOAD 1 ALOAD 2

ALOAD 3 ARETURN ARRAYLENGTH ASTORE

ASTORE 0 ASTORE 1 ASTORE 2 ASTORE_3 ATHROW

BALOAD BASTORE CHECKCAST DUP DUP2
DUP2_X1 DUP2_ X2 DUP_X1 DUP X2

GETFI ELD align += 1; GETSTATI C GOTO | ADD

| ALOAD | AND - n | ASTORE | CONST_O | CONST_1

| CONST_2 code[pc+1] 20ust 3 | conST 4 | CONST_5°

| CONST_ML | DI tode[pc+0] = LDC2; | FEQ . | FGE | FGT

| FLE break: | FLT I FNE _ | FNONNUL L | FNULL

| F_ACMPEQ ' | FACMPNE | F_I CMPEQ | F_| CMPGE

| F_I CMPGT | F_| CMPLE | F_I CMPLT | F_I CMPNE

| I NC | LOAD | LOAD 0 | LOAD 1 | LOAD 2 _

| LOAD 3 | MUL | NEG | NSTANCECF | NT2BYTE
| NT2CHAR | NT2SHORT | NVOKEI NTERFACE | NVOKENONVI RTUAL

| N\VOKESTATI C | N\VOKEVI RTUAL
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IOR | REM o | RETURN | SHL "I SHR

| STORE | STORE_O | STORE 1 | STORE 2 | STORE_3

| SUB © WO 98/19237 | USHR | XOR JSR L
LDC2 - 1923 L OOKUPSW TCH NEW NEWARRAY PCT/US97/18990p

POP POP2 PUTFI ELD - 64 - PUTSTATI C RET

RETURN SALOAD SASTORE S| PUSH : SWAP
TABLESW TCH Bl PUSH WD 98/ 19237

PCT/ US97/ 18999 - 55 - Standard Java byte codes nunbers for the byte codes
supported in the preferred enbodi nent package util; /* * List of actual

Java Byt ecodmse!BIRUSH: by this JVM* ref. Lindohlmand Yellin. * *
Copyright (c Austl Products Center, *
Schl unber ger)in%gﬁ eqﬁ‘gggeé‘gqg BQbI ic interface Byt ecodeDefn { public
static final ahgnei-=11;|\ICP = (byte)O; publ I C statlc final byte ACONSTNULL =

E)?%/tee? %:C]\lg'llj'b f@“f@%"’ffé’%@% l@jt{e | CONST_ML = (byte)2; public static final

co e[pc+1
}
else {

code[pc+1] = 255;
b |
code[pc+0] = SIPUSH;
break;

case INT2SHORT:
remove'Space(code, &codelen, pc, 1);
align -= 1;
npc = pc;
continue;

}
} . -.
else if (codeinfo[code[pc]).valid == 4 || codeinfo[code[pc]].valid == 5){

/* Switches are aligned to 4 byte boundaries. Since we are inserting and-

* removing bytecodes, this may change the alignment of switch instructions.

_* Therefore, we must readjust the padding in switches to cbfnpensate.

‘uy

opad = (4 - (((pc+1) - align) % 4)) % 4; I* Current switch padding */

npad = (4 - ((pc+1) % 4)) %.4;  /* New switch padding */

if (npad > opad) {

insertSpace(code, &codelen, pc+1, npad - opad);
align += (npad - opad);

}

else if (npad < opad) {

removeSpace(code, &codelen, pc+1, opad - npad);
align -= (opad - npad);

}
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public static final byte ICONST_1 = (byte)4; public static final byte

| CONST_2 = (byte)5; public static final byte CONST 3 = (b . iC
static fiW&”ﬁ% | CONST 4 = (byte)7- emblic static final ﬁﬁgw#_S
(byte)8; public static final byte BIPUSH = (byte)16; public static final
byte SIPUSH = (byte)17; public static final byte LDC1 = (byte)18; public
static final byte LDC2 = (byte)19; public static final byte |ILOAD =
(byte)21; public static final byte ALOAD = (byte)25; public static final
byte ILOAD 0 = (byte)26; public static final byte ILOAD 1 = (byte)27;
public stagic final byte ILOAD 2 = (byte)28; public static final byte

| LOAD 3 = (byte)29; public static final byte ALOAD 0 = (byte)42; public
static final byte ALOAD 1 = (byte)43; SUBSTI TUTE SHEET ( RULE 26) WO
98/ 19237 npc = nextPC(pc, code); PCT/ US97/ 18999 - 56 -
public stati c final byte ALOAD 2 = (byte)44; public static final byte
ALOAD 3 =7(byte)45; public static final byte I ALOAD = (byte)46; public
static fif#endifoyte AALOAD = (byte)50; public static final byte BALOAD =
(byte)51; public static final byte CALOAD = (byte)52; public static final
byte I STORE = (byte)54; public static final byte ASTORE = (byte)58;

/* Relink constants */
for (pc = 0; pc < codelen; pc = npc) {
npc = nextPC(pc, code);
i = (uint16)((code[pct1] << 8) + code[pc+2]);

switch (code[pc]) {
case LDC2:
/* i == general index */
switch (citem(i).type) {
case CONSTANT_Integer:
i = cltem(i).v.tint;
code[pc] = SIPUSH;
break;

case CONSTANT_String:
i = buildStringIndex(i);
break;

gefault: :
error("Unsupported loading of constant type");
break; ;

}

break;

case NEW:

case INSTANCEOF:

case CHECKCAST:
/* ' == class index */
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public static final byte ISTORE 0 = (byte)59; public static final byte

| STORE 1 = (byte)60; public static final byte | STORE 2 = (byte)61; public
static fi | STORE 3 = (byte)62; public static final E 0
(byte) 75; Qgidr??’?gcﬁét atic final byte AS§ERE 1 = (byte)76; pub |1‘(zzlﬁssyt%§ ?g final
byte ASTORE 2 = (byte)77; public static final byte ASTORE 3 = (byte)78;
public static final byte IASTORE = (byte)79; public static final byte
AASTORE = (byte)83; public static final byte BASTORE = (byte)84; public
static final byte CASTORE = (byte)85; public static final byte POP =
(byte)87; public static final byte POP2 = (byte)88; public static final
byte DUP = (bybeijigClassindexfi);static final byte DUP_X1 = (byte)90; public
static final DUP_X2 = (byte)91; public static final byte DUP2 =
(byte)92; pu% Ic'static final byte DUP2_X1 = (byte)93; public static final
byte DUP2_X2 = (byte)94; public static final byte SWAP = (byte)95; public
static finatadeyGETHABRD= (byte)96; public static final byte |1SUB =

(byte) 100; publ | atic final byte IMJL = (byte)104; public static final
byte 1DV =g?§ﬁ/t=g1%§§'bpubl ic static final byte |REM = (byte)112; public
static final/*tiy+=e fieldERdex("yt e) 116; WD 98/ 19237

PCT/ US97/ 18989 = pyildFieldSignatureindex(i); */
i = buildStaticFieldSignaturelndex(i);
break;

case GETSTATIC:

case PUTSTATIC:
/' ==field index*/ .
i= buildStaticFieldSignaturelndeX(i);
break;

case INVOKEVIRTUAL:

case INVOKENONVIRTUAL: .

case INVOKESTATIC: |

case INVOKEINTERFACE:
/* 't == method signature index */
i = buildSignaturelndex(i); |
break:

}

/* Insert application constant reference */
codefpc+1] = (i >> 8) & OxFF;
codelpc+2] = i & OxFF;

#ifdef MODIFY_BYTECODE
/* Translate codes */
for (pc = 0; pc < codelen; pc = npc) {
npc = nextPC(pc, code);
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- 57 - public static final byte ISHL = (byte)120; public static final byte
ISHR = (b y370ublic static final byte | USHR = (byte) 124cthsdah tatic
final byt)e/WP)NDgzzs-’( byte) 126; public stati<egfzinal byte IOR :Zi)((:byt el)ni%g
public static final byte I XOR = (byte)130; public static final byte Il NC =
(byte)132; public static final byte INT2BYTE = (byte)145; public static
final byte INT2CHAR = (byte)146; public static final byte | NT2SHORT =
(byte) 147 public static final byte IFEQ = (byte)153; public static final
byte IFNE = (byte)154; public static final byte IFLT (byte)155; public
static fi nalcodefpe] =Fadeinfofgade{pélhtrapsiation; static final byte | FGT =

(byte) 157; ypublic static final byte IFLE = (byte)= 58; public static final
byte I F_I CII/PE_ = (byte)159; public static final byte IF _|ICVMPNE =
(byte)lGO#%@% ic static final byte IF _ICVMPLT = (byte)161; public static
final byte IF_ICMPGE (byte)162; public static final byte |IF_I CVPGT
(byte)163; public static final byte IF_ICMPLE = (byte)164; public static
final byte |F_ACMPEQ = (byte)165; public static final byte | F_ACVWPNE =
(byte) 166; fpRelink jahis &/ final byte GOTO = (byte)167; public static final

byte j _JSR.= [Lbyte)l168: DHubl.i tatic final byte RET = (byte)169; public
static fi ngqr @Vt@ 'flpﬁﬂ?é%ﬁpﬁsr& = (byte)170; public static final byte
LOOKUPSW TCHpe < juynjaidefil.atubl i c static final byte | RETURN = (byte)172; .
pc = jumpTablefi].from;
npc = jumpTable]i].to - pc;

code[apc+0] = (npc >> 8) & OxFF;
code[apc+1] = npc & OxFF;
}

* Fixup length */ _
Jimeth->external->code_length = codelen;
imeth->esize = (SIZEOFMETHOD + codelen + 3) & -4;
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public static final byte ARETURN = (byte)176; public static final byte

RETURN = (byte)177; public static final byte GETSTATIC = (byte)178; public

statlcfl STATIC = (byte)179; public static fina FI ELD
(byt e ﬁ)i@&% 98/ 19237 -68- 2 5g | "kchliib

PCT/ U897/ 18999 public static final byte PUTFIELD = (byte)1l 81; public

static final byte | NVOKEVI RTUAL = (byte)l 82; public static final -byte

| NVOKENONVI RTUAL = (byte)183; public static final byte | NVOKESTATIC =

(byte)184; public static final byte I NVOKEI NTERFACE = (byte)185; public

static final byte NEW= (byte)187; public static final byte NEWARRAY =

(byte) 18 APPENDIX Btatic final byte ARRAYLENGTH = (byte)190; public static

byt c) 1o B oapily iR Bhec BUBh ol adtali byt o) 165 pun; o static

final byte IFNULL = (byte)198; public static final byte IFNO\INULL =

(byte) 199 T (RULE 26) WD 98/19237 59
PCT/ USQ?%fgggg%PgégfiﬁE rd Class File Converter byte code conversion
process /* * Reprocess code bl ock.

I/ Constants used throughout the program

static final byte BUFFER_LENGTH =32;

static final byte ACK_SIZE = (byte)1;

static final byte ACK_CODE = (byte)0;

static final byte OS_HEADER_SIZE = (byte)0x10;

static final byte GPOS_CREATE_FILE = (byte)OXEQ;

static final byte ST_INVALID_CLASS = (byte)OxCO;

static final byte ST_INVALID_PARAMETER = (byte)OXAQ:
 static final byte ST_INS_NOT_SUPPORTED . = (byte)0xBO;

static final byte ST_SUCCESS . = (byte)Ox00;

static final byte ISO_COMMAND_LENGTH = (byte)5;
static final byte ISO_READ_BINARY = (byte)OXBO;

static final byte ISO_UPDATE_BINARY = (byte)OxD6:
static final byte ISO_INIT_APPLICATION = (byte)OxF2;

static final byte ISO_VERIFY_KEY = (byte)Ox2A;
static final byte ISO_SELECT_FILE = (byte)OxA4;
static final byte ISO_CLASS = (byte)OxCO;

static final byte ISO_APP_CLASS = (byte)OxFO;

public static void main () {

byte pbuffer{] = new byte[ISO_COMMAND_LENGTH]J;
byte dbuffer] = new byte[BUFFER__LENGTH];

byte ackByte[] = new byte[ACK_SIZE];

//short fileld; '

short offset;
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*/ static void reprocessMet hod(i Method* inmeth) { int pc; int npc; int
align; bytecode* code; int codelen; int i; int opad; int npad,..| apc; int
hi gh; int WQ#/19237 codeinfo is a tabgg/ethat keeps track of t%gfr(}tﬁ;%’b”g%va
byt ecodes and their * corresponding translation code =

i met h- >ext emal - >code; codel en = i net h- >ext er nal - >codel ength; junpPos = O;
align = 0; /* Scan for unsupported opcodes */ for (pc = 0; pc < codel en; pc
= npc) { if (codeinfo[code[pc]].valid == 0) { error("Unsupported opcode
%", code[pc]); SUBSTI TUTE SHEET ( RULE 26) WD 98/ 19237

PCT/ US97/ 18388 bReturnStatus;

/! Initialize Communications L
_08.8endATR(); ST e

do{
/! Retrieve the command header
_08.GetMessage(pbuffer, ISO_COMMAND_LENGTH, ACK_CODE);

I/ Verify class of the message - Only ISO + Application
if ((pbuffer[0] I= ISO_APP_CLASS)
&& (pbuffer[0] = ISO_CLASS)) {
~ _0S.SendStatus(ST_INVALID_CLASS);
}
else {
/1 go through the switch
/1 Send the acknowledge code

/] Verify if data length too large
if (pbuffer[4] > BUFFER_LENGTH) {
bReturnStatus = ST_INVALID _PARAMETER,;
}
else
{
5. switch (pbuffer[1]) {
~ case ISO_SELECT_FILE:
I/ we always assume that length is 2
if (pbuffer(4] = 2) {
bReturnStatus = ST_INVALID_PARAMETER;
}

else

{
/I get the fileld(offset) in the data buffer
_0S.GetMessage(dbuffer, (byte)2, pbuffer[1]);
/I cast dbuffer{0..1] into a short
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- 60 - npc = next PC(pc, code); } /* Scan for junmp instructions an insert
into junp table */ for (pc = 0; Pc < codelen; PC = npc) { npc = nextPC(pc,

code); if (codeinfo[code[pc]].valid == 3 i nsertJu c+ )
(i nt 16) ((¥A8¥ERIN] << 8)I code[ pc+2 % {el se if (cgg(ef)nfé‘t‘é‘g‘g%f'&%ﬂ’f.valid
4) { apc= pc & -4; |low = (codefa 4Br 24) 1 (code[apc+9] << 16) |
(code[apc+10] << 8) | code[ apc+11]; high = (code[apc+1l2] << 24) |~ -
(code[ apc+13] << 16) | (code[apc+1l4] << 8) | code[apc+15]; for (i = 0; i <
hi gh-1owtl ; 1 ++) { insertJunp(apc+(i*4)+18, pC, (intl1l6)((code[apc+(i*4)+18]
<< 8) | code[apc+(i*4)+19J)); } insertJunp(apc+6, pc, (intl6)((code[apc+6]
<z<1 8|) Ogvodegggg;[?%)oﬁs}etel §noﬂt)f as@ﬁaﬂ[wﬂﬁ epgedu@ﬁﬂa 1y|&lc?mo§|?)5) {1ng = g;z &
- = code[apc+ <<
code[ apc+11]; for %Rﬂt U‘%‘?t"é esgcé)gggc%flq% @%@*Jurrp(apc+(|*8§)+18 Pc,
(int16)((code[apq+(|*8)+18] << 8) | code[apc+(i*8)+19])); }
insertJunp(apc+6T”8gk;(int16)((code[apc+6] << 8) | code[apc+7]));'}

case ISO_VERIFY_KEY:
/] Get the Key from the terminal
_08.GetMessage(dbuffer, pbuffer[4], pbuffer{1}),

"bReturnStatus = _0OS Vennyey(pbuffer[S],
dbuffer,
pbuffer{4]);

break;

case ISO_INIT_APPLICATION:
/7 Should send the id of a valid program file
_0S.GetMessage(dbuffer, (byte)1, pbuffer[1]);
/I compute fileld(offset) from pbuffer{2..3] via casting
offset = (short) ((pbuffer[2] << 8) | (pbuffer[3] & Ox00FF));
bReturnStatus = _OS.Execute(offset,
dbuffer{0]);
break; . '
case GPOS_CREATE_FILE:
if (pbuffer[4] |= OS_HEADER_SIZE) {
bReturnStatus = ST_INVALID_PARAMETER;
break;
}
/! Receive The data .
_08S.GetMessage(dbuffer, pbuffer{4], pbuffer[1]);
bReturnStatus = _0OS.CreateFile(dbuffer);
break;

case ISO_UPDATE_BINARY:

_0OS.GetMessage(dbuffer, pbuffer{4], pbuffer[1]);
/I compute offset from pbuffer{2..3] via casting

SUBSTITUTE SHEET (RULE 26)



#\19‘381/‘ 1'?'2R§\KISLATEBYTECODE /* T I f Sheditupsrdy 61-
i fde ransl ate specific opcodes to gepgs

for (pc = Yo 95’& 7codel en; pc = npc) £ g9/3This is a translation co’gﬂgi
(codei nfo6code[ pcd].valid == 2) { switch (code[pc]) { case |ILQAD O: case
ILOAD 1: case |ILOAD_2: case |LOAD 3: insertSpace(code, &codelen, pc, 1);
align += 1; code[pc+l] = code[pc] - ILOAD O; codefpc+d = ILOAD;, break;
case ALOAD 0: case ALOAD 1: case ALOAD 2: case ALOAD 3: insert Space(code,
&codel en, pc, 1); align += 1; code[pc+l] = code[pc] - ALOAD 0; code[ pc+0]

ALOAD; break; cas e, | TR o (hbfrer3] 25:8) | (pbuffer(3] & OXOOFF));

// assumes that a file is already selected
bReturnStatus = _0S.WriteBinaryFile (offset,
pbuffer{4],
dbuffer);

break;
case ISO_READ_BINARY:
1l compute offset from pbuffer[2..3] via casting
offset = (short) ((pbuffer[2] << 8) | (pbuffer{3] & 0x00FF));
/I assumes that a file is already selected
bRetunStatus = _0OS.ReadBinaryFile (offset,
pbuffer{4],
dbuffer);
/! Send the data if successful
ackByte[0] = pbuffer[1];
if (PReturnStatus == ST, SUCCESS) {
_0S.SendMessage(ackByte, ACK_SIZE);
_0S.SendMessage(dbuffer, pbuffer{4]);
}
break;
default: -
bReturnStatus = ST_INS_NOT_SUPPORTED,;
) '
}
5 _08.SendStatus(bReturnStatus);
}
}
while (true);
}
}
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case | STORE_2: case | STORE _3: insertSpace(code, &codelen, pc, 1); align +=
1; code[pc+l] = code[pc] - | STORE O; code[pc+0] = | STORE; WO 98/ 19237
- 62 - ' PCT/ US97/ 18999 break; case ASTORE 0: case ASTORE 1:

case ASTORECSNEITe ASTORE 3: i nser gg@})gce(code, &codel en, p@CTUSITERWPYN +=
1; code[ pc+1l] = code[pc] - ASTORE .0;~‘code[ pc+0] = ASTORE; break; case

| CONST_M : insertSpace(code, &codelen, pc, 2); align += 2; code[pe+2] =
255;: code[ pc+1] 255; code[pc+0] = SI PUSH, break; case | CONST 0: case

| CONST _1: case | CONST _2: case | CONST_3:

APPENDIX F Co
Methods For Accessing Card Operating System Capabilities In The Preferred
Embodiment

public class _OS {
static native byte SelectFile - (short file_id);
static native bylte SelectParent  ();
static native byte SelectCD = ();
static native byte SelectRoot = ();

static native byte CreateFile (byte file_hdr]);
static native byte DeleteFile (short file_id);

/l General File Manipulation

static native byte ResetFile O;
static native byte ReadByte (byte offset); -
static native short  ReadWord (byte offset);

/I Header Manipulation _ y _
static native byte GetFilelnfo (byte file_hdr]]);

// Binary File support .
static native byte ReadBinaryFile  (short offset,
" byte data_length,
byte buffer]]);
static native byte WiriteBinaryFile . (short offset,
byte data_length,
byte buffer[]);

/l Record File support
static native byte SelectRecord (byte record_nb,
byte mode);
static native byte ~ NextRecord 0;
" static native byte PreviousRecord  ();
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case | CONST_4: case | CONST_5:
| CONST_O;

2; code[p de[ pc] -
br eak; gvé?{%f PI nsert Space(code
PCT/ U897/ 18999 - 63 - align += 1;
WD 98/ 19237
- case BIPUSH:. insert Space(code,

((int8)code[ pc+2] >= 0) { code[ pc+1]

I nsert Space(code,

code[ pc+1]

&codel en,

-code[ pc+1l] = O;
& &@¢ben, pc, 1);
0;

" pc, 1);

align
=0; } else { -

static native byte ReadRecord (byte record_data],

byte record_nb,
" byte offset,

byte length);

static native byte WriteRecord (byte bufferf],
byte record_nb,
byte offset,
byte length),

!/ Cyclic File Support |

static native byte LastUpdatedRec - ();

- /I Messaging Functions
static native byte GetMessage (byte  buffer]],
: byte expected_length,
| byte ack_code);

static native byte ~ SendMessage ~ (byte buffer],
byte data_iength);

static native byte SetSpeed (byte speed);

// ldentity Management

static native byte CheckAccess (byte ac_action);

static native byte  VerifyKey (byte key_number,

byte key_buffer(],
byte key_length);

VerifyCHV
byte
byte

ModifyCHV
byte

. byte
byte

static native byte

static native byte

(byte CHV_number,
CHV_buffer[], .
unblock_flag);

(byte CHV_number,
old_CHV_buffer{],
‘new_CHV_bufferf],
unblock_flag);
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&codel en,
code[

codé[pc+0]

2); align +=
so7n§8gg USH
19237

LDC2; break;
PCT/ US97/ 18999 - 64
+=1; if

pc,
WO 98



code[ pc+l] = 255; } code[pc+0] = SIPUSH break; case | NT2SHORT:
renoveSpace( code, &codelen, pc, 1); align-= 1; npc = pc; continue; else | f
(codei nfo codg&g ].valid == 4 |1 codeinfo[code[pc]].valid == s}ﬂ

Swi t ches ned to 4 byte bourdgdfées. Since we are in$EXY '683% *
renovi ng bytecodes, this may change the alignnent of switch instructions. *
Therefore, we nust readjust the padding in switches to conpensate. opad =
(4;,- (((pct+) - align) %4)) %4; /* Current switch padding*/ npad = (4 -
((pc+l) %4)) %4; [/* New switch padding */ if (npad > opad) { -
I nsert Space(code, &codel en, pc+l, npad - opad); align += (npag - opagg; }
else if (npad < opad) { rem)veS ace(code &codel en, pc+l, opad - npad);
align -= gigdadativahvs - F\!leg tedus 9230 - 65-

PCT/ US97/§t&8891altwéF!fyte nega@n@stat@@de)(byfeenmef_ statudje! i nk constants */

static native byte GrantSupervisorMode 0;
static native byte RevokeSupervisorMode();

static native byte SetFileACL (byte file_aclf]);
static native byte GetFileACL (byte file_acl[});

/I File context manipulation
static native void InitFileStatus  ();
static native void BackupFileStatus ();

~ static native void RestoreFileStatus ();

/] Utilities
static native byte CompareBuffer  (byte pattern_| Iength
' byte buffer_1[],
byte buffer_2[);
static native short  AvailableMemory ();

static native void ResetCard (byte mode);
static native byte SendATR 0;
static native byte SetDefaultATR  (byte buffer]],
byte length);
static native byte Execute (short file_id,
o byte flagy

/l Global state variable functions _

static native byte Getldentity O

static native byte GetRecordNb 0;

static native short  GetApplicationld ();

static native byte GetRecordLength  ();

static native byte  GetFileType  ();

static native short GetFileLength 0;

static native void SendStatus (byte status);
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for (pc = 0; pc < codelen; pc = npc) { npc = nextPC(pc, code); i

(uint1e6) ( c+l] << 8) + code[ pc+2]); switch (code[pc])

T == gene&vzﬂ ﬁ’{?g%x */ switch (mten{)% type) { case CC]\ISTAI\ﬁ'éfRJ?eg i =
citem(i).v.tint; code[pc] = SI PUSHS9 €ak; case CONSTANT String: i =

bui | dStringi ndex(i); br eak defaul t: error(" Unsupported | oadi ng of constant
type"); break; break; case NEW case | NSTANCEOF: case CHECKCAST: /* 'I' ==
cl ass index */ WD 98/ 19237

PCT/ US97/ 18999 - 66 - i = buildd assl ndex(i); break; case GETFI ELD: case
PUTFI ELD:

}

SUBSTITUTE SHEET (RULE 26)



[* "i'" == field index */ /* i = buildFieldSignaturelndex(i); */ i =
bui | dSt ati cFi el dSi gnat urel ndex(i); break; case GETSTATIC. case PUTSTATIC

[* "i" ==_field index */ i= buildStaticFiel dSi gnaturel ndex(lé break: case
| NVOKEVI RIWAP31%3Ze | NVOKENONVI RTUAL: case | NVOKESTATI C:  caBET/USI718999
| N\VOKEI NTERFACE: /* 'i' == nethod si gmab8/& 4 ndex */ =
bui | dSi gnaturel ndex(i); break; } /* Insert application constant reference
*/ code[pc+l] = (i >> 8) & OxFF; code[pc+2] =i & OxFF; } #ifdef MOD FY
BYTECODE /* Translate codes */ for (pc = 0; pc < codelen; pc = npc) { npc =
next PC(pc, code); WO 98/ 19237
PCT/ US97/ 18999 - 67 - code[pc] = codeinfo[code[pc]].translation;

APPENDIX G

Byte Code Attributes Tables
Dividing Java byte codes into type groups

Each bytecode is assigned a 5 bit type associated with it. This is used to group the
codes into similarly behaving sets. In general this behaviour reflects how the types of
byte codes operate on the stack, but types 0, 13, 14, and 15 reﬂect specific kinds of
instructions as denoted in the comments section. :

The table below illustrates the state of the stack before and after each type of
instruction is executed. -

Type Before execution After exececution Comment |
0 | llegal instruction -
1 stkO==int stk1==int pop(1) -
2 stkO==int pop(1)
3 stkO==int stk1==int pop(2)
4
5 push(1) _
6 - stkO==int stk1==int - pop(3)
7" stkO==int pop(1)
8 stkO==ref pop(1)
9 stkO==int pop(1) -
10 push(1) stkO<-int
1 push(1) stkO<-ref
12 stkO==ref - stkO<-int
13 DUPs, SWAP instructions
14 INVOKE instructions
16 FIELDS instructions
16 stkO<-ref
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} #endif /* Relink Jurrps */ for (i =0; i < junpPos; i++) { apc =

j unpTabl ef; c = junpTable[i].from c = junpTabl e[i]
code[apc+8¥d’2§l%9nzgg >> 8) & OxFF; code[apﬁQil)% -= npc & OxFF; }PE?“’”?%S%’

| ength */ inmeth->extenmal ->code_| ength codelen; ineth->esize =

(SI ZEOFMETHOD + codelen + 3) & -4; WO 98/ 19237 - 68 -
PCT/ US97/ 18999 APPENDI X E Exanpl e Loadi ng And Execution Control Program
public class Bootstrap { // Constants used t hroughout the program static

final byte BUFFERLENGTH = static final byte ACKSIZE (byte)1;
stat ic fige m c I ZE
= (byte) O(lbd)st atic fina Bg§/ete6gé£ywb£ﬁd) "A&?r&%ﬁ?&é@ﬁéﬁh
final byte ST _I'NVALI D CLASS (byte) OxCO, static final byte

ST | NVALI/D_PARAMETER = (byt e) 0on static final byte ST | NS NOT_SUPPORTED

o LBt Bl B SHSR Ti cominl P BT 1 111

* and a bytecode length. We currently support all standard bytecodes
* (ie. no quicks) which gives us codes 0 to 201 (202 codes in all).

*

#define "T_. O
#define T3 1
#define T6 2
#define T1 3
#defne T2 4
#define T7 5
#define T9 6
#define T8 7
#define T2 8
#define T10 9
#define T5 10
#define T11 11
#define Ti6 12
#define T4 13
#define T13 14
#define T14 15
#define T15 16

#define D(T,L)
_BUILD_ITYPE_AND_ILENGTH(T, L)

#define  _BUILD ITYPE_AND_ILENGTH(T,L)
(_BUILD_ITYPE(T)|_BUILD_|LENGTH(L))

#define  _BUILD_ITYPE(T) ((T) << 3)

#define  _BUILD_ILENGTH(L) L

#define  _GET_ITYPE() () & OxF8)
#define  _GET_ILENGTH() ((1) & 0x07)
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static final byte ISO READ Bl NARY = (byte)OxBO; static final byte

| SOUPDATEBI NARY = (byte) OxD6; static final byt e | SO I NI T_APPLI CATI ON =
(byt e) OxF fi naI byt e | SOVERI FYKEY (byte) 0x2A; stati c f| naI
byte 1SO._ éﬁfé@é?L (byt e) OxA4; -safigc-f i nal byte | SO XY
(byte)OxCO; static fi naI byte | SO APP_CLASS (byte) OxFO; public statl C
void main (){ byte pbuffer = new byte[lSO_ CO\/I\/AND ) LENGTH] ; byte dbuffer =
new byt e[ BUFFER LENGTH]; byte ackByte = new byt e[ ACK Sl ZE] [lshort fileld;
short offset; WO 98/ 19237 - 69/ 1-

PCT/ US97/ 18999 byt e bRet unfst at us; Initialize Comrunications

CS. SendA { d header _OS. Get Message( pbuffer,
| SO_ CO\A\/@B%F_E%@ ééwggqétﬂf%?%ﬂgl ass of the message - Only 1SO +
Appli cation |fD(('($b.u? dber[Q 1=NGP APP _CLASSY && (pbuffer[d 1= 1SO CLASS))
{ CS. SendSt at ygd(H{4.! LI D G—I‘@@ONbTell\ﬁﬂ_li J,/ go through the switch //
Send t he acknoD _ﬁigewéA

7* ICONST_M1 */

D(T10,1), /* ICONST_0 *
D(T10,1), /*ICONST_1 */
D(T10,1), /* ICONST_2 *f
D(T10,1), /*ICONST_3 */
D(T10,1), /* ICONST_4 *f
D(T10,1), /* ICONST 5 */
D(T_.1),
D(T_.1),

D(T_.1)

D(T_,1)
D(T_,1).

D(T_,1).

D( T_ ' 1 )- : .

"D(T10,2),  /*BIPUSH ¥
D(T10, 3), /*SIPUSH ¥/
D(T_,2), /* LDC1 */
D(T11,3), - /*LDC2 ¥
D(T_,3), .
.D(T5 ,2), /*ILOAD ¥
D(T_,2),

T D(T_,2),

D(T_.2),

D(T5 ,2), /*ALOAD */
D(T5 ,1), /*ILOAD 0 ¥/
D(T5 ,1), M ILOAD_1 */
D(T5 ,1), /*ILOAD_2 */
D(T5 ,1). /*ILOAD_3 */
D(T_.1)

D(T_,1)

D(T_.1)
D(T_,1)
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/'l Verify if data length too large if (pbuffer[4] > BUFFERLENGTH) ({
bRet ur nSt = ST | NVALI D_ PARAMETER; } else { switch (pbuf case .
I SCBELECT%‘EES.IH/Z?JV\B al ways assunme 4 169¥11 ength is 2 if (pbu%?glﬁji %i ! 52992) {
bReturnStatus = ST_I NVALI D PARAMETER, } else { // get the fileld(offset) in
the data buffer OS. Get Message(dbuffer, (byte)2, pbuffer[1l]); // cast
dbuffer[0..1] into a short . WD 98/19237
PCT/ US97/ 18999 - 69/2 - offset = (short) ((dbuffer[0] << 8) | (dbuffer[1l] &
OXO00FF)); bReturnStatus = _OS. SelectFile(offset); } break; case
| SOVERI FYKEY: /é. Get1 the Key fromthe term nal

Bdsur

_CS. Get Messag *,.pbuffer[4], pbuffer[1]); bReturnStatus
=_0S. Veri f yKe{@buf,fley [ 3], dbuffer,

D(T_,1)

D(T_.1)

D(T_.1)

D(T_.1)

D(T_.1)

D(T_.,1)

D(T5 , 1) /* ALOAD_O */
D(T5 ,1), /* ALOAD_1 */
D(T5 ,1), /* ALOAD_2 */
D(T5 ,1), /* ALOAD_3 */
D(T_.,1), [*IALOAD ¥/
D(T_,1)

D(T_,1)

D(T_,1), | -
D(T_,1), /* AALOAD */
D(T7 ,1), _ [*BALOAD *
D(T_.1) /* CALOAD */
D(T7 ,1), /* SALOAD */
D(T2 ,2), /*ISTORE */
DT_,2),

D(T_,.2)

D(T_ ,2) :

., D(T8 ,2), /* ASTORE ¥/
D(T2 ,1), /* ISTORE_0O *f
D(T2,1), /* ISTORE_1 ]
D(T2 ,1), /*1ISTORE_2 */
D(T2 ,1), /*1STORE_3 Wi
D(T_.1)

D(T_.1),
D(T_.1)
D(T_,1),
D(T_.1)

D(T_ ,1)
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pbuffer[4]); break; case ISO IN T_APPLI CATION: // Should send the id of a
valid programfile OS. Get Message(dbuffer, . (byte)l, pbuffer[1]); // conpute.
fileld(of m pbuffer[2..3] via casting offset = (short buf fer[ 2]
<< 8) | (%‘%ﬁ")ﬂé’%’g] & OXO00FF)): bReturnSt69/42 = OS. Execut e(PEr"){'ésé{”?s’” |
dbuffer[Q); break; case GPOSCREATEFILE: if (pbuffer[4] !'= OS _HEADER Sl ZE)
{ bReturnStatus = ST_I| NVALI D PARAMETER; break; } // Receive The data

CS. Get Message(dbuffer, pbuffer[4], pbuffer[1]); bReturnStatus

= OS. CreateFil e(dbuffer); break; case | SO UPDATE BI NARY:

CS. Get-Message(dbuffer, pbuffer[4], pbuffer[1]); // conpute offset from
pbuffer[2.. 3]Dz/jra c,ﬁti ng SUBSTI TUTE SHEET (RULE 26) WD 98/ 19237 -
69/ 3 - A PCT/ US97/ 18999 of fset = (short)
((pbuffer[2] BKT8), 1){pbuffer[3] & OxO00FF)); // ‘assunmes that a file.is

al ready sel ecé(afl bR:Ft)'umSt atus = OS. WiteBinaryFile (offset, pbuffer[4],

D(T_ ,1)
D(T_,1)
D(T_.1) :
D(T8 , 1), /* ASTORE_0O *
D(T8 ,1), /* ASTORE_1 *
D(T8 ,1), /* ASTORE_2 */
D(T8 ,1), /* ASTORE_3 *f
D(T_,1), /* IASTORE ¥/
D(T_,1) | -
CD(T_, 1)
D(T_.,1) | . |
D(T_ .1), /* AASTORE ¥
D(T6 ,1), /* BASTORE *f
D(T_ ,1) /* CASTORE o
"D(T6 ,1), /* SASTORE *f
D(T2 ,1), /* POP *f
D(T3,1), /* POP2 *
D(T13,1), /* DUP *
D(T13, 1), /*DUP_X1 ¥
D(T13,1),  /*DUP_X2 ¥
D(T13,1), /* DUP2 *
"D(T13,1), /* DUP2_X1 ¥/
D(T13,1), /* DUP2_X2 ¥
D(T13,1), /* SWAP *f
D(T1,1), /* 1ADD *f
D(T_.1)
D(T_,1)
D(T1,1), S
D(T_.,1), /* I1SUB *f
D(T_.,1)
D(T_.1)

D(T_,1),
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dbuffer); break; case | SOREADBI NARY: // conpute offset from pbuffer[2..3]
via casti = (short) ((pbuffer[2] << 8) 1 (pbuffer] ));
/1 assunesrw?%g?gcﬁgfi le is already sel69t8d- bRet unSt at us = Porfositiidss
_0S. ReadBi naryFil e (offset, pbuffer[4], dbuffer); // Send the data if
successful acklyte[0] = pbuffer[1]; if (bReturnStatus == STSUCCESS) {
_0S. SendMessage(ackByte, ACKSI ZE); OS. SendMessage(dbuffer, pbuffer[4]); }
break; default: bReturnStatus = ST/ I NS/ NOI/ SUPPORTED;, } }

CS. SendSt at us(bReturnStatus); } } while (true); } WO 98/ 19237

PCT/ US97/ 189990( quf 4 ); APPENR prbL *
D(T_.1)
D(T_.1)
D(T1,1), /*IDIV */
D(T_,1)
D(T_,1)
D(T_,1)
D(T1.1), /* IREM *f
D(T_,1)
D(T_.1)
D(T_,1)
D(T9 ,1), MINEG *
D(T_.1) | - |
D(T_,1)
D(T_.,1) - |
D(T1,1), /* ISHL Y
D(T_.1) :
D(T1 ,1), /FISHR */
D(T_,1), | o
D(T1,1), MIUSHR %
D(T_.1) - )
D(T1.,1) /*IAND - *
D(T_,1) |

, D(T1,1), /* IOR */

D(T_,1)
D(T1,1), /* IXOR A
D(T_,1)
D(T4 ,3), * INC | i
D(T_,1),
D(T_.,1)
D(T_.1)
D(T_.1),
D(T_.1)
D(T_.,1)
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Met hods For Accessing Card Operating System Capabilities In The Preferred
Enbodi nent public class OS { static native byte SelectFile (short
file-id); wbakhszpati ve byte Sel ect Parent (); static nat ipggnjayifsoge
SelectCD (); static native byte -S6Pétt Root (); static native byte
CreateFile (byte file_hdrf); static native byte DeleteFile  (short
file_ id); // CGeneral File Manipulation static native byte ResetFile ();
static native byte ReadByt e (byte offset); static native short
ReadWor d (byte offset); // Header Manipulation static native byte
GetFilelnfo (byte file hdr); // Binary File support static native byte
ReadBi naryFi | @pfshor§, of fset, byte data_l ength, byte buffer); static
native byte TteBlnaryFile (short offset, byte data_l|length, byte
buffer); // REGH F e support static native byte Sel ect Record (byte
recordnb, bytd@(™de)1)static native byte Next Record 0; static native

byte Previ eco.”j 0; WO 98/ 19237 - 69/5 -
PCT/ US97/ 1899 - h
D(T_,1),
D(T_.,1)
D(T9 ,1) /" INT2BYTE */
D(T9 ,1), /" INT2CHAR *f
D(T_,1) /* INT2SHORT i
D(T_.,1)
D(T_,1)
D(T_.,1)
- D(T_ 1),
D(T_,1), :
D(T2 ,3), rFIFEQ- */
D(T2 ,3), - I*IFNE */
D(T2 ,3), IFIFLT *!
D(T2 ,3), I* IFGE , */
D(T2 ,3), I*IFGT *!
D(T2,3) FIFLT */
D(T3 ,3), /* IF_ICMPEQ */
D(T3 ,3), /* IF_ICMPNE *
D(T3 ,3) " IF_ICMPLT */
D(T3 ,3), /" IF_ICMPGE *
4+ D(T3 ,3), /* \F_ICMPGT */
D(T3 ,3), " IF_ICMPLE */
D(T3 ,3), " IF_ACMPEQ *!
D(T3 ,3), " IF_ACMPNE *
D(T4 ,3), * GOTO *
D(T_.,3) " JSR B/
- D(T_ ,2), "RET *
D(T2 ,0), /* TABLESWITCH */
D(T2,0), I* LOOKUPSWITCH"/
D(T2 ,1), /* IRETURN */
D(T_.,1)
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statlc'natlve byte ReadRecord (byte recorddata, byte record nb, byte
of f set static native WiteRecord mmsybujg‘ggrs
byt e recordng %te of fset, byte I‘erﬁﬁ/ﬂﬁ"// Cyclic File Support static
native byte LastUpdatedRec (); // Messaging Functions static native byte
Get Message (byte buffer, byte expected |ength, byte ackcode); static
native byte SendMessage (byte buffer], byte data | ength); static
native byte Set Speed (byte speed); // ldentity Managenent static native
byt e CheckAccess (byte acaction); static native byte Veri f yKey
(byte key_nu T‘CEK//“ key buffer, byte key.length); static native byte
Veri fyChHV (byt umber, byte CHvbuffer!], byte unblockflag); static

native byte Dvhdi f?/_ (byt e CHV _nunber, byte old CHV buffer, byte
new_CHV_buf f erp( gt g1 9nbl ockf F'aGRETURN */
- D(T4 ,1), * RETURN */
D(T15,3), I* GETSTATIC *!
D(T15,3), I* PUTSTATIC */
D(T15,3), /* GETFIELD */
D(T15,3), /* PUTFIELD */
D(T14,3), /* INVOKEVIRTUAL */
D(T14,3), 7* INVOKESPECIAL */
D(T14,3), /* INVOKESTATIC */
D(T14,5), /* INVOKEINTERFACE ¥/
D(T_.1) -
D(T11,3), I* NEW *!
D(T16,2), B _NEWARRAY P
D(T_,3)
D(T12,1), /* ARRAYLENGTH */
D(T8 ,1), /* ATHROW */
D(T16,3), /* CHECKCAST ¥/
D(T12,3), * INSTANCEOF = */
D(T_.1) '
D(T_,1)
D(T_.1)
D(T_ ,4)
. D(T8 ,3), /FIFNULL %
" D(T8 ,3), FIFNONNULL ¥/
D(T_.5),
D(T_.,5)
D(T_.,1)
D(T_.,1)
D(T_.1)
D(T_.,1),
D(T_.,1)
D(T_,1)
D(T_ ,1)
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WD 98/ 19237 - 69/6 - ' PCT/ US97/ 18999
static native byte Cet Fi | eSt at us (); static native byte

Set Fi | eStwouss1923byte filestatus); static native byte PCT/US97/18999

G ant Supervi sorMbde (); static nat ﬁ?@%y‘t e RevokeSuper vi sor Mode() ;

static native byte SetFileACL (byte file-acl); static native byte
CGetFileACL (byte file acl); // File context manipulation static native
void InitFileStatus (); static native void BackupFil eStatus ():
static native void RestoreFileStatus (); // Uilities static native byte
Conpar eBuf f er (byte pattern_length, byte buffer 1, byte buffer 2; static
native short D(AvaiHgpl eMenory O; static native void Reset Card (bhyte
node); stati’c |ea|1:| ve )byte SendATR 0; static native byte

Set Def auItATRD —(byt’t buffer, byte length); static native byte Execut e
(short file iB(Thytd)Xlag); // dobal state variable functions static
native byte D(@tidé)ptity (); static native byte Get Recor dNb 0);
static native zt}ﬁrf Get Applicationid (); static native byte

Get Recor dLengP ~() 1 )static native byt e CGet Fi | eType (); static native
short Cet Fi DéTengtll), (); static native void SendStatus (byte

status); D(T_,1),
D(T_ ,1),
D(T_,1),
D(T_.,1),
D(T_,1),
D(T_,1)
D(T_.,1),
D(T_,1),
D(T_.,1),
D(7T_.,1),
D(T_,1),
D(T_,1),
D(T_,1),
D(T_ .1),
D(T_.,1)
D(T_,1)
D(T_.,1)
D(T_.1)

s D(T_ ,1),
D(T_,1),
D(T_,1),
D(T_.,1)
D(T_.,1),
D(T_.,1),
D(T_,1),
D(T_.,1).
D(T_.,1),
D(T_,1)
D(T_.,1)
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SUBSTI TUTE SHEET (RULE 26) WD 98/ 19237

PCl / US97/ 923769/ 7 -} WD 98/ 19237 PCT/US97/18999

PCT/ US97/ 69/8 - APPENDI X G Byt e- G9¢d¢7 Attributes Tabl es Dividing
Java byte codes into type groups Each bytecode is assigned a 5 bit type
associated with it. This is used to group the codes into simlarly behaving
sets. In general this behaviour reflects how the types of byte codes
operate on the stack, but types 0, 13, 14, and 15 reflect specific kinds of
instructions as denoted in the comments section. The table bel ow
illustrates tts&e.it at of the stack before and after each type of

instruction i -ec'u d Type Before execution After exececution
Comment O D(T_ Il egal instruction
1 st kO==i nt K1 1- | nt pop( 1) 2 st kO==i nt pop(1) 3
stkO==int stkI==Int’ 'pop(2) 4 push(1l) 6 stkO==int stkl ==int
pop(3) 7 st EELnt 1), pop(1) 8 st kO==r ef pop(1)

D( T_ ’ 1 )l

D(T_.,1)

D(T_ . 1)

D(T_.1)

D( T_ H 1 )i

D(T_,1)

D(T_,1)

D(T_.,1)

'k |
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9 st kO==i nt pop(1l) 10 push(1) stkO<-int 11

push(1) stkO<-ref 12 st kO==r ef stkO<-int 13
DUPs, SWAPRY?R¥1¥dTtions 14 - 69/18 PCT/US97/18999

| NVOKE i nstructions 15 - FI ELDS
I nstructions 16 St kO<-ref WO 98/ 19237.

-69/9- PCT/ US97/ 18999 Usi ng Standard Java Byte Code

(wi thout reordering) - Attribute Lookup Table /* * Table of bytecode decode
i nformati on. This contains a bytecode type * and a bytecode | ength. W

currentl |1 standard bytecodes * (ie. no quicks) which gives us
codes O *@Egggﬁbgbg codes in aII) *[ #define T 0 #define T3 1

#def i ne 2 #define 3 #defl ne T2 4 #defi ne T7 5

ot 1 ne CthEs D%ggﬁiﬂgﬁaﬁ‘vtl%qdeﬁﬁ ¥ne e 1207

Decoding the instruction. This gives us the length to generate the next PC, and the
instruction type:

pcarg1 = _GET_ILENGTH(_decodeinfo[insn]);
itype = _GET_ITYPE(_decodeinfofinsn]);

Implement some pre-execution checks based on this:

I* Check the input stack state based on the mstuctlon type *l
if (itype <= ITYPEQ) {

if (itype <= ITYPE1) {

check_stack_int(1);

}

check_stack_int(0);
}
else if (itype <= ITYPE12) {

check_stack_ref(0);

} .

else if (itype < ITYPE11) {
push(1);

} .

Finally, implement some post execution checks:

/* Set the output state */
if (itype <= ITYPES) {
if (itype <= ITYPES) {
if (itype >= ITYPES) {
pop(1);
}
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#defi ne T4 13 #defi ne T13 14 #defi ne T14 15 #defi ne T15 16
#define wO©O8/19237 BU LD | TYPE AND | LENGTH( T, L) #define PBPUSPI/18999
| TYPE_AND | LENGTH(TL) (_BUI LD | TYPE(T) -B68{19 FLENGTH(L)) #defi ne

_BUI LD_I TYPE(T) ((T) << 3) #define _BUI LD | LENGTH( L)

(L) #define _GET_I TYPE(I) ((l') & OxF8) #define
_GET_I LENGTH( 1) ((1) & 0x07) WD 98/ 19237

- 69/10 - PCT/ US97/ 18999 const uint8 _SCODE '
_decodei nfo[256] = { D(T4,1), /* NOP * D(T11, 1),

[* ACONST NULL */ D(T10, gap(1); /* 1 CONST_ML I(T10, 1), [ *

| CONST _ */ ({10, 1), /* I CONST_1 D(T10,1), /*

| CONST_2 */ D(T10, 13, /* ICONST_3 */ D(T10, 1), /* | CONST_4
*/ D(T10, 1), pop(1)CONST_5 * D(T_,1), XT_, 1), XXT_,1),

D(T_ 1'1)1 D(T_, i—)’ .
else if (itype <= ITYPE10) {
set_stack_int(0);
}
else if (itype >= ITYPE11 && itype <= ITYPE16) {
set_stack_ref(0);

}
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DT , 1). XT_,1), DTL10, 2), /* BIPUSH */ D(T10,3),

/*STPUSH _ */ DT, 2), / *LDC1 * D(T11, 3 | *
LDC2 WOIBNIZBT (T  23). 0C(T569/2D, - / *1 LOAD .¢@$1’1§%?, DT
,2), T_,2), D T5,2), /*ALOAD */ D( T5, 1), /* 1 LOAD O
/" D(T5 , 1), /*ILOAD 1 */ D(T5 , 1), /* 1LOAD 2 */ D(T5 ,
1), /* 1LOAD 3 */ D( T_,.1), (T_ 1) XT , 1), DT_,1), WO
98/ 19237 - 69711 - PCT/ US97/ 18999 D(T_
11) D(T_ 1)1 D(T_ 1)1 D(T_ 11)1 D(T_ 11)1 D(T_ 1)1 D(T_ 11)1

APPENDIX |

Checks Done On Renumbered Java Byte Codes

Get the instruction. The numeric value of the instruction implicitly contains the
instruction type:

insn = getpc(-1);

Implement some pre-execution checks based on this:

R -

* Check input stack state. By renumbering the byte codes we can
* perform the necessary security checks by testing if the value of the
* byte code (and hence the byte code) belongs to the correct group
*I ) - .
if (insn <= TYPE9_END) {

if (insn <= TYPE1_END) {

check_stack_int(1);

) .

check_stack_int(0);
} S
else if (insn <= TYPE12_END) {

check_stack_ref(0);
}
else if (insn <= TYPE11_END) {

push(1)
}

Finally, implement some post execution checks:

r
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XT_,1), XT5 11), /*ALOAD 0*/ D(T5,1), /*1 ALOAD 1 */ D(T5

1), /*ALOAD 2*/ D(T5 , 1), /*ALOAD 3*/ D(T_ 1), / *1 ALOAD
*I DT , WooesAek37, 1), D(T_ ,1), DT_, 1), /*M.OAD * pcEXubg/igh9e :
/*BALOAD */ D(T_ 1), | *CALGAB9f21 D(T7,1), /*SALOAD */ D(T2
. 2), /* ISTORE */ DT_,2), D(T_,2), DXT_,2), D{( T8, 2), | *
ASTORE */ D(T2 ,1), /* ISTORE. O */ D(T2,1), /* | STORE_1
 D(T2 ,1), /* ISTORE 2 (T2, 1), - /*1 STORE_3 | DT,
1), D(T_ 1), D(T_, 1), SUBSTI TUTE SHEET (RULE 26) WO 98/ 19237
- 69/ 12- PCT/ US97/ 18999 DT, 1),

* Set output stack state.

*/

if (insn <= TYPES8_END) {
if (insn <= TYPEGS_END) {
if (insn >= TYPEG6_START) {
pop(1);
}
pop(1);
}
pop(1);
} |
else if (insn <= TYPE10_END) {
sef_stack_int(0);
} - - |
else if (insn >= TYPE11_START && insn <= TYPE16_END) {
set_stack_ref(0); : .

}
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XT,1). T, 1), XT_,1), XT,1), T, ,1), T8 ,1), / * ASTORE_O

x| D(T8 ,1), / * ASTORE 1 x| (T8 , 1), | *ASTORE2 */ (T8, 1),
/ * ASTORE 3 | D(T_ 1), /* TASTORE */ X(T_, 1). DXT . 1) D( T
1), D TW028’§9237 / * AVBTORE T6 1), /*B 18999 x /-
T, 1), | * CASTORE 38 B?/ | * SASTORE J
D12 ,1), POP * D(T3 1 [ * POP2 -x)
D(T13, 1), / * DUP g D(T13 1) /*DUPXL */ D(T13, 1
J*DUP_ X2  */ D(T13,1), / * DUP2 */ D(T13, 1), / * DUP2_X1
x| D(T13, 1), / DUP2_X2 */ D(T13 1) / * SWAP */ D(TL 1),
/*1 ADD 1 T 1 /*J1 SUB
x| Reordermg of le(:pporteZI Ja?r(a byte codDe(s by type o BT 1),

FTYPE 3%

#define s_POP2 0
#define s_IF_ICMPEQ 1
#define s_IF_ICMPNE 2
#define s_IF_ICMPLT 3
#defines_IF_ICMPGE 4
#define s_IF_ICMPGT 5
#define s_|IF_ICMPLE 6
#define s_IF_ACMPEQ 7
#define s_|IF_ACMPNE - 8

~ IFTYPEB*Y.
#define TYPES_START - 9

#defines_ SASTORE 9
#define s_AASTORE 10
#define s_BASTORE 11

#define TYPE6_END 12
* TYPE 1

#define s_|ADD - 13
#define s_ISUB 14
#define s_IMUL 15
#define s_IDIV 16
#define s_IREM 17
#define s_ISHL 18
#defines_ISHR = 19
#define s_IUSHR 20
“#defines_IAND . 21
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DT 1), XT ,1), T, 1), WO 98/ 19237

PCT/ US97/ 18999 -69/13- D(T1 , 1), /* 1 ML f D(T_
, 1), D(T_woesnéazy_ 1), D(T1 ,1 ), [* 1DV PCT/USS7189%0T_, -
1), DT, 1), DT_,1), D(T11 1), =69/23 - /*|REM [ D(T_, 1)
DT_ 1), DXT_ 1), DT9 ,1), - I *1 NEG | (T, 1),
T 1), DT. ,1). D(T1 ,1), / *1 SHL /| (T, 1)2
D(TL, 1), /* 1 SHR /D T_, 1), D(T1 ,1),
/* 1 USHR */ T_, 1), DT TL,S), / *-1 AND
*/

#define s_IOR 22

#define s_IXOR 23
#define TYPE1_END 23
rTYPE2*

#define s_{STORE 24
#define s_POP 25
#define s_IFEQ 26
#define s_IFNE 27
#define s_IFLT 28
#define s_IFGE 29
#define s_IFGT .30
#define s_IFLE 31
#define s_TABLESWITCH 32
#define s_LOOKUPSWITCH 33
#define s_IRETURN 34

rFTYPET7*
#define s_SALOAD 35

#define s_AALOAD 36
#define s_BALOAD 37

*TYPE9*/
#defines_INEG . 39
#define s_INT2BYTE 40
#define s_INT2CHAR 41
#define TYPES_END 41

*TYPE 8™/
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XT_,1), D TL,1), | /*1 OR D T_, 1), D TL

, 1), /* | XOR | D T,. 1 ?Lj D(Dg-.|4. i)’ . ) | *
I | NC */ T1,1), T, 1), T... .1), . . ,
DT_,1), WO %1285, 195(37_ ) BT - 5)9/22)(_ - 69/ 14- P(,)'I‘IUS%(I118999

PCT/ US97/18999 D(T_ ,1) DT_,1). DXT_,1) DXT_, 1), DXT_,1), DXT9, 1),
/*1 NT2BYTE */ D(T9, 1), /* | NT2CHAR DT 1),

/* | NT2SHORT ¢/ (T, 1), XT_.,1), XT_,1), XT.,1), DT 1),
D(T2 3), /* | FEQ * (T2 3), I * IFNE

*/ .

#define s_ASTORE 42
#defines_ARETURN 43
#define s_ATHROW 44
#define s_|FNULL 45
#define s_I[FNONNULL 46
#define TYPES_END 46
I TYPE 12 %/

- #define s_ARRAYLENGTH 47
#define s_INSTANCEOF 48

'#deﬁhe?TYFfE12_END_ 48

rw#émv

#deﬁnéés_SIPUSH - 49
#define TYPE10_END 49

FTYPES*

#deﬁp_e s_ILOAD 50
#define s_ALOAD 51

IFTYPE 1%

#define TYPE11_START 52
#define s_ACONST_NULL 52
#define s_LDC2 53

#define s_JSR 54
#define s_NEW 55
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D(T2 3), /* IFLT . Il (T2 3), /* | FGE

D(T2 3), /* | FGT | (T2 3), /* 1FLT
*/ D( T3 %098,19237 /*IFICMPEQ = */ D(T3. 3), e
x| D(T3 , /*1 Fl CMPLT - 60/7 3 3), /%1 FI CMPGE
x| D(T3 3), / *1 FI CMPGT x| (T3 3), /* 1 Fl CMPLE
x| D(T3 ,3), /* | FACMPEQ x| D(T3, 3), /* | FACMPNE
x| D(T4 .3), / * GOTO | D(T_, 3), / * ISR
| D(T_, 2), /* RET x| D(T2,0), /* TABLESW TCH
x| D(T2 ,0), | * LOCKUPSWTCH*/ D(T2, 1), /* RETURN */ D(T_,
1), susigg Wﬁ; g)m; WD 98/ 19237 - 69/15-
PCT/ US97/ T -0, DT.,1), DT8, 1), -1* ARETURN * )
D( T4, 1), /*RETURN */ D(T15, 3), _/* GETSTATIC  */ D(T15,3),
/* PUTSTATVPE 18/*/D( T15, 3), / * GETFI ELD *

#define s_NEWARRAY 56
#define s_CHECKCAST &7

#define TYPE16_END 57
*TYPE 13/

#define's_DUP 58

#define s_DUP_X1 59

#define s_DUP_X2 60

#defines_DUP2 = 61

#define s_DUP2_X1 62

#define s_DUP2_X2 63
- #define s_SWAP 64

FTYPE14*
#déﬁne s_INVOKEVIRTUAL 65 /* 01000001 */
#define s_INVOKENONVIRTUAL 66 /* 01000010 */
#define s_INVOKESTATIC 67 /* 01000011 */
#defihe s_INVOKEINTERFACE 68 /* 01000100 */
FTYPE 15 %
#define s_GETSTATIC 69
#define s_PUTSTATIC 70
#define s_GETFIELD 71
#define s_PUTFIELD 72

FTYPE 4"
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D(T15, 3), /* PUTFI ELD *[ D(T14, 3), /* I NVOKEVJRTUAL */

D(T14, 3), [* I NVOKESPECI AL */ D(T14, 3), [ * | NVOKESTATI C */
(T14,5), [ * | NVOKEI NTERFACE */ D(T_,1), D(T11,3), [* N

*/ D(T16, éy(;) 98/19237 /* NEWARRAY *[_ %725 3), D(T12,1), PCT/UPQ/Y8999
ARRAYLENGTH */ D(T8,1), [*ATHROW / D(T16, 3), [ * CHECKCAST */
D(T12, 3), [/ * | NSTANCEOF * D(T_.,1), DXT_,1), DXT_,1), DT,4),

X T8, 3), / *1 FNULL */ D(T8, 3), / * | FNONNULL * D(T_,5),
XT.5, T, 1). T, 1), DXT_, 1), D( T, 1), DXT_,1), D T_,Al).
WO 98/ 19237 - 69/ 16 - PCT/ US97/ 18999

#define s_NOP 73
#define s_IINC 74
#define s_GOTO 75
#defines_RET 76

- #define s_RETURN 77

SUBSTITUTE SHEET (RULE 26)



XT_ .1, XT.1), T,1) T.1), XT.1), (T 1), XT.1), XT_1),

D(T_,1),
D(T_, 1),

DT_,1), T_1), X(T_1), DT_1), T_1), XT_1), DT_1),
Wdles/pa7 D(T_, 1), XT_, 1), DT 1), DT_, 13, B((T:, r%C,T/‘EX(WEm;,

D(T_. 1), XT_1), XT_1), XT_, 1), (T XT_1), X(T_1),

10

15

20

THIS SHEET HAS BEEN
REPLACED

What is claimed is:
1. An integrated circuit card for use with a
terminal, comprising:
a communicator configured to communicate with
the terminal;
a memory storing:
an application having a high level
programming language format, and
an interpreter; and
a processor coupled to the memory, the

processor configured to use the interpreter to interpret

the application for execution and to use the communicator
to communicate with the terminal..

2. The integrated circuit card of claim 1,
wherein the high level programming language format
comprises a class file format. '

3. The integrated circuit card of claim 1
wherein the processor comprises a microcontroller.

4. The integrated circuit card of claim 1
wherein at least a portion of the memory is located in

the processor.

+ 5. The integrated circuit card of claim 1

- wherein the high level programming language format

comprises a Java programming language format.
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ets)g/T 171? AT D, D(Tpc% uss%Iisgguler"“ﬂjﬂm@ﬁm) DT, 1), DT 1) _
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69/ 18- APPENDI X H Checks Done On Jav&dlByt¢
I nstruction. This gives us the length to
i nstruction type: pcargl = GET_| LENGTH( _
GET ITYPE( _decodei nfo[insn]);
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ecodi ng the
eh¥B HEET hergngty AL, and the
codei RERIATEN] ) ; |;type =

6. The integrated circuit card of claim 1,
wherein
the application has been processed from a
second application having é string of characters, and
the string of characters is represented in
the first application by an identifier.

7. The integrated circuit card of claim 6,
wherein the identifier comprises an integer.

8. The integrated circuit card of claim 1

wherein the processor is further configuréd to:

receive a request from a reguester to access
an element of the card; _ '

after receipt of the request, interact with
the requester to authenticate an identity of the
requester; and
' | based on the identity, selectively grant
access to the element. |

_ _ 9. The integrated circuit card of claim 8,
wherein the requester comprises the processor.

10. The integrated circuit card of claim 8,
w@grein the requester comprises the terminal.

11. The integrated circuit card of claim 8,
wherein
the element comprises the application stored
in the memory, and
once access is allowed, the requester is
éonfigured to use the application.

12. The integrated circuit card of claim 8,

wherein
R —
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| mpl enent sone pre-execution checks based on this: /* Check the input stack
state based on the instuction type */ if (itype <= ITYPE9) { if (itype <=
| TYPEL) {- @iipedsmbsck int(1); } checkstackint(O; } else if (iRGEEssIr8999

T i LT T
pop(1); } WO 98/ 19237 | I"I"I""“

if (itype <= ITYPES) { if (itype <= ITY { RBPLACERe >=|IiT
PCT/ US97/ 18999 - 69/19 1 1 |
set_stack_int(0); ghg( iémgng(c%M§Ef§égaégoéhe¥ pplléggfgéo) {

stored 1n the memory.

13. The integrated circuit card of claim 8,
wherein the element includes data stored in the memory.

.5 14. The integrated circuit card of claim 8
wherein the element comprises the communicator.

15. The integrated circuit card of claim 8,
wherein the memory also stores an access control list for
the element, the access control list furnishing an

10 indication of types of access to be granted to the
identity, the processer'further configured to:
based on the access control list,
selectively grant specific types of access to the
requester. o

15 16. The integrated circuit card of claim 15
wherein the types of access include reading data.

17. The integrated circuit card of claim 15
wherein the types of access include writing data.

18. The integrated circuit card of claim 15
20 wherein the types of access include appending data.

19. The integrated circuit card of claim 15
wherein the types of access include creating data.

20. The integrated circuit card of claim 15
wherein the types of access include deleting data.

25 21. The integrated circuit card of claim 15
wherein the types of access include executing an
application.
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else if (itype >= ITYPELl && itype <= | TYPE16) { setstackref(0);

WO

98/ 19237 - 69/20 - PCT/ US97/ 18999 AP
PENDI X
| Checks Done On Renunbered Java Byte Codes Cet the |nstructLﬁﬁ I&ﬁD
|$97I type:

nunerlc wabws/ned37t he instruction inpliekidy—eontatns—tihe

Check input stack state. By renunberiflg therBpi&CEodes

insn = getpc(-1); Inplenent some/dbre- fxpagtsHEeTchmR KE: biﬁed on this: *

necessary security checks by testing

hence the byte code) belongs to the correct group if (|nsn <= TYPEY
(insn <= TYPEL EN%;.{ %}fé&rﬁé@gi%téa(éircﬁlﬁheskatoﬁkcmmoi, el se |f

(insn <= TYPE12 E
push(1) } whereiy t

(RULE 26) applications stored in the memory, the processor is

10

15

20

25

30

further configured to:

receive a request from a requester to access
one of the plurality of applications; '

after receipt of the request determine
whether =said one of the plurality of applications

complies with a predetermined set of rules; and

based on the determination, selectively grant
access to the requester to said one of the plurality of

applications.

23. The 1ntegrated circuit card of claim 22,
wherein the predetermined rules provide a gulde for
determining whether said one of the plurality of
applications accesses a predetermined region of‘the;u

memory.

24. The integrated circuit card of claim 22,
whereih the processor is.further configured to: '
authenticate an identity of the requester; and o
grant access to said one of the plurality of |
applications based on the identity.
25. The integrated circuit card of claim 1,
wherein the processor is further configured to:
' interact with the terminal via the

communicator to authenticate an identity; and

determine if the identity has been
authenticated; and '

based on the determination, selectively allow
communication between the terminal and the integrated

circuit card.

A

check stack .ref f =
A RBRLACALORD BE.CTEBE A Gty W st TUTE SHEET
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WO 98/ 10237 ”“II ml I“ ””!lj PCT/ US97/ 18999 -

69/21 - * Set output stack state TYPES END) { if (insn <=
TYPEG_ENDwé 9819267 nsn >= TYPE6_START) %’pop( 1); } pop(1); } mm(lsg‘ms?”el se.
if (insn <= TYPE1O _END) { setstacki nty E11l START
&& insn <= TYPE16_END) { setstack_ ref(0); } THM§SNE%TQBQ?~E5N -
69/ 22- PCT/ US97/ 18999 Reordefli ng OREBLApEDt ed J@va byt e

codes by type /*1TYPE 3*/ #defines POP2 —f= Q 1 #define
s_IF_IGWNE 2 #deﬁgpe 'fhe Ii'-!a-.te% c fc'urzlt. Sé:a'r'?i—'oqv%qzairé 25,

- wherein the communicator and the terminal communicate via
communication channels, the processor further configuréd
to assign one of the communication channels to the

5 identity when the processor allows the communication

- between the terminal and the integrated circuit card.

27. The integrated circuit card of claim 26,
wherein the processor is further configured to:
assign a session key to said one of the
10 communication channels, and
use the session key when the processor'and the
terminal communicate via said one of the communication
channels.

28. The integratéd circuit card of claim 1,
15 wherein the terminal has a card reader and the
communicator comprises a contact for communicating with
the card reader. -

29. The integrated circuit card of claim 1,
wherein the terminal has a wireless communication device
20 and the communictor a wireless transceiver for '
communicating with the wireless communication device.

+ 30. The integrated circuit card of claim 1,
wherein the terminal has a wireless communication device
and the communicator comprises a wireless transmitter for

25 communicating with the wireless communication device.
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#deflnesIFICIVPGT 5#def|nesIFIHmumm s _| F_ACMPEQ 7#def|ne
s |F_ACMPNE 8 /* TYPE 6%/ #define.T ﬂﬂ'mﬂ flne s_SASTORE
#define s AASTORE 10 #define s BASTORE ‘11 "#défi he TYPEG g
/*TYPE 1* WQRR2¥Hes | ADD 13 #defing s | SUB 14 #def | ﬁ&@sﬂ/ﬁ% ?
#define s_IDV 16 #define s_| REM 17 _#define s_| SH.
#def i nes_I SHR 19 #defines_| USHR 20 |Fdg[d 88c

98/ 19237 - 69/23 - b§§§7 §99 #defi ne
s I OR 22 #define s | XOR 23 #defi ne TVDEB 23—* TYPE 2*/
#define s | STORE 3124 MdeéthedsEfSFPuse with #.theﬁntegraldéﬁ)c:.rcﬁ&.t

card and a terminal, comprising:

15

storing an interpreter and an application
having a high level programming language format in a
5 memory of the integrated circuit card; and -
using a processor of the integrated circuit
card to use the interpreter to interpret the application
for execution; and
using a communicator of the card when
10 communicating between the processor and the terminal.

32. The method of élaim 31, wherein the high
level programming language format comprises a class file
format.

33. The method of claim 31, wherein the processor .-
15 comprises a microcontroller. :

34. The method of claim 31, wherein at least a
portion of the memory is located in the processor.

35. The method of claim 31, wherein the high
level programming language format comprises a Java
20 programming language format. '

36. The method of claim 1, wherein
the application has been processed from a
second application having a string of characters, further
comprising: _
25 representing the string of characters in the
first application by an identifier.

37. The method of claim 36, wherein the

identifier includes an integer.

-_—
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#define s_I FNE 27 #define s_IFLT 28 #define s_| FCGE 29 #define
s_| FGT 30 #defines_ | FLE 31 #define s _TABLESW TCH 32 #defi ne
s_LOOKUPSWOOBI13B7#def i ne s_ RETURN 34 /* TYPE 7 */ #defi nECHUS}VISA®
35 #define s AALOAD 36 #define s BALEAD PE 9 */ #define
s_| NEG 39 #define s_I NT2BYTE 40 #defi iy 7 [

TYPE9Q END 41 /* TYPE 8 */ WD 98/ 19237 : 9/ 24 -

PCT/ US97/ 18999 #defi ne s_ASTORE 42 #def rme—s— / !define
S_ATHROVN 44 #defjgne Spﬂf'%:én 4p &giing1s_ERNONMILL AR Hdghigne
TYPES_END 46 /* %YPE 12 */.#.é??ne s_ARRAYLENGTH 47 #de?ﬁ%gs S_NSTANCECF
48 ' receiving a request from a requester to —

accegs an element of the card;
after receipt of the request, interacting
5 with the requester to authenticate an identity of the
requester; and
based on the identity, selectively granting
access to the element.

39. The method of claim 38, wherein the requester
10 comprises the processor.

40. The method of claim 38, wherein the requester
comprises the terminal.

41. The method of claim 38, wherein the element
comprises the application stored in the memory, further
15 comprising: _ .
once access is allowed, using the applicétion
with the regquester.

42. The method of claim 38, wherein the element
comprises another application stored in the memory.

20 43, 'The method of claim 38, wherein the element
ihcludes data stored in the memory.

44. The method of claim 38, wherein the element
comprises the communicator.

i\
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#define TYPE12 END 48 [ *TYPE 10*/ #define s S| PUSH i

TYPELO END 49 /* TYPE 5%/ #define s ILOAD 50 #deflnggs#ifgkge 51

/ *TYPE 11*/ #define TYPEL1_START 52 #define s_ACONST NULLg%&nﬁ@qﬁmﬂg

s LDC2 - woIsa%3fine s JSR 54 #def i pre=s=NEW . . 55“’"'“‘\/\0 98/ 19237

- 69/ 25 - PCT/ US97/ 18999 #defi ne TYP#11- 5T SHVBE 6 ik #defi ne
sNEMARRAY 56 #define s CHECKCAST 57 #d /* TYPE 13*/
#define s_DUP 58 #define s_DUP_XI efine s DUPX2 60 #defi ne
s_DUP2 61 #define s DUP2_ X1 62 #define s_DUP2 X2 63 #define s SWAP
64 /*TYPE 14*/ 45. The method of claim 38, wherein the memory

also stores an access control list for the element, the

access control list furnishing an indication of types of
access to be granted to the identity, further comprising:

S based on the access control list, using the
processor to selectively grant specific tybes of access
to the requester.

46. The method of claim 45, wherein the types of
access include reading data.

10 47. The method of claim'45, wherein the types of
access include writing data.

_ 48. The method 6f_claim 45, wherein the types of
‘access include appending data. | - o
49. The method of claim 45, wherein the types of -
15 access include creating data. ' -

50. The method of claim 45, wherein the types of
access include deleting data.

51. The method of ciaim 45, wherein the types of

access including executing an application.

i
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#define s_I NVOKEVI RTUAL 65 /* 01000001 */ #define s_I NVOKENONVI RTUAL 66
/*01000010*/ #define s_INVOKESTATIC 67 /* 01000011 */ #define

s_| NVOKE! WiES##se® 68 /* 01000100 */ /* TYP
#define s_PUTSTATI C 70 #define s_GETFrEl® {fingder

4*/ WO 98/ 19237 - 69/ 26| - REP F HAS BEEN $CT/ US97/ 18999
#defi ne s_NOP 73 #define s IINC 74 it 175 #define
s_RET 76 #define s_RETURN 77 70 106. A nlcroE‘nrroller (10)

having a set of regaurcq:h%oqga?d&téfaeﬂam i, smaream%ﬂw an

interpreter (16). | 0adedin nmenory and operable within the set of resource
constalntsaPQi;QﬁQ#Q%oh$r@F@r°Flé)Péﬂﬁ%%ﬁﬁﬁ|Q§xﬁmﬁlhﬁﬁFhﬁn§tSF@&?@ one

appl i cati on 4| qaglethédotP® FREBRKr! @daRriikieigy eted by the interpreter,
wherein the at |east one Egllcatlon 'S enerated rammn
envi romment conpr i &8 &j’P & st (5 ?mfﬁrrggﬁﬁ%tleﬁptégpﬁq%easf?o‘?fl%ource
progranmss (&Y tdhe fhgﬂﬁllcatlons stored in the memory;
upon receipt of the request, determining whether
said one of the plurality of applications complies with a
predetermined set of rules; and
based on the determining, selectively
10 granting access to the said one of the plurality of
applications.

53. The method of claim 52, wherein the
predetermined rules provide a guide for determining
whether said one of the plurality of applications

15 accesses a predetermined region of the memory.

54. The method of claim 52, further comprising:
authenticating an indentity of the requester; and
based on the indentity, granting access to said

- one of the plurality of applications. '

20 55. The method of claim 31, further comprising:
communicating with the terminal to

authenticate an identity; _
# determining if the identity has been
authenticated; and ' |

25 based on the determining, selectively
allowing communication between the terminal and the
integrated circuit card.

L
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| evel | anguage source code forminto a conpiled form(24), b) a converter
(26) for post processing the conpiled form(24) into a mnimzed form
(27)suitable for interpretation by the interpreter (16). 10;C %1.918999 ]
m cr ocontwol9Ba923710) of C aim 106, wherai 99t_he conpi l ed for m—f’? I ncl udes
attributes, and the convertex (26) conpri § N 0s, (LM af i ncl udi ng
attributes required by the interpreter (1d) TW# 55”5%3@‘1& Ttldiieg t he
attributes not required by the interpreterf (16) RE-E Thegilbr ocontrol | er
(10) of Clains 106 or 107 wherein the conprted form(24) is in a standard
Java class file fojgmt pne hdensanser ekaim26), acuemhe racdmpuisngmi | ed
form(24) in the standard Java c]ass {ile faor RAUCS ut (27)
inaformsuitable for ?‘?ﬁ“&‘ﬂ‘b’r‘é"ﬁ‘ﬁ?@#’ﬁ%ﬁ@ iqﬁxttee?%re er 15?(.1%&71”109.

| he ni crocgabeekkelr i) commumict idre ghamnelis ngaedai ms wherein the

conpi | ed form (24) incl udepapsgclali B8 ehel WRifthiAlitastdd nehdmieD) ect s
cl asses, fields. or nethods] an e converter_conprises a.nmeans for (57)
mappi ng Ssutb shei ddentd tyhivien ithenta¥iwing ﬁ%}.ggl gommand St 8 ont r ol | er
(10) O dgj FIL,&Q?, g)ﬁl,%f i E Adh ALY e | Eleat ihtegraseancirteager caktll. The
‘m crocontroller (1 of Clainms 109 or 110 wherein the mapping of stings to
unique identifiers is stored in a string to identifier map file (30,32).
112. The m crocontg9l | erhélfidthbdapyf eflatime S&,edbuither| cOMBTrWAERE:in t he

hi gh | evel | anguage supports a firs . Qf Ll 65 A bofe fbESEREEt Of
data types and the int egﬁﬁégg%_n?lg) tssé%rg‘logl algext#sget of the first set of

f eat ures apdmmwsiilesatidrhecHanrsels pfamdt a t ypes, and wherein the converter
(26) verifies (51c, 52) Lk iilke M ) c1ed | préeesabpsahdat ur es
in the i;-éjbset of the fi‘r’%?’ﬁéeﬁ%f% eaglur es ‘éaild onl c%nt ains data types in
the subset thie tdesrfinal cmunicrte Yipegaidigne Shetfirocontrol | er (10) of
G ainms 109, nideoidt ddendesein the conpiled form(24) is in a byte
code format an tJhe converter (26) conprises neans for

// |
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translating (54) fromthe byte codes (21) in the conpiled form (24) to byte
codes in a format suitable for interpretation by the interpreter (16),
further conprogabiyg- using at |east one step in a process i ncPauusgyr/18989
steps: a) recording all junps and thei 80destinations in the original byte
codes (61); b) converting specific byte cofes Thco—oguivals ent generic byte
codes or vice-versa (63); c¢) nodifying by @EeHAﬁdﬁ??J@n1references
using identifying strings to references uging uﬁﬁﬁLﬁvrdent|fners (64); and

d nb b h Nt o-—egarval b
cédggnrn teman?or)r/r;tesagm {ﬁb?‘ga%%recgﬁiquS?‘BFéﬁBﬁ-( 66); and 7§n$ el ?/JI[’TEI ng

junps for which desti nata anemoldy estoringf Aedawd hpteapretsmn atdp a) b),
c), or d) (67). 114. é&&é&&&SfrebhE&g&Q& % AL Und NEdU

cl aims wherein the appllc I on program 1 s~conpi | I nto a conpi-l'e orm
(24) for whkehinbespzet Ped@ivite @RRG-iSaickan ﬁﬁruwé%%?nt he conpiled form
'(24) exceed those available on the mcrocontroller. 115. The

m crocontrol ler (10 of an of the g Egedlngwglalns wherein the conpiled
form (24P i s desig bFTaBPRFEGLORTdFPPRrA S onput er pl atforns. 116.
The m crocontroller (10)aoéemﬂgoﬁﬁutberpBabsdmageqla|n1mhere|n t he
interpreter (16) is further rm g an
interpretation of an apﬁ?l%e %% 9§éggﬁ gh%%ap Q&%a?#%%pneats a_security
criteria selected fron1aasprogrammhas &angaagEngn&enpaﬁnennﬁtaxeé Bl ected
fromthe sethengk \%yo RIS Ald mBREERSSE t SeLIRHEPOELRRASHO i ONS
of nmenory, not a n e app |cat|on access to unauthorized

m cr ocoO orRdr resources wherein the application is conposed of byte

codes and checking a pl uaaéeﬁura.i. prbeeseday ahiltedsicaymd iithet o

execution tou%SEELXe and coupled to the memory.

- 60. The microcontroller of claim 59, wherein the
interpreter comprises a Java byte code interpreter.

15 61. The_microcontroller of claim 59, wherein the
security checks comprise establishing firewalls.

62. The microcontroller of claim 59, wherein the
security checks comprise enforcing. a sandbox security

model.

20 | 63. A smart card comprising:

a memory;

a programming language interxpreter stored in
the memory and configured to implement security checks;
and '

25 a central proceséing unit coupled to the

memory.

64. The smart card of claim 63, wherein the
interpreter comprises a Java byte code interpreter.
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execution of the byte codes do not wv “ m Iﬂﬁmm“uﬁconstrai nt. 117. The
m crocontroller (10) of any of the plu Iﬂ E erein at |east one
application programis generated by a *or 6cess 1 ncl ud ing th 118909 Prior
to | oadi YORBIZHIpl i cation verifyi gy that the application ?oes not viol ate
any security constraints; and | oadfhg t ) secure manner.
118. The microcontroller (10) of Cain It BFeliStEHFENs{lep of l'oading in
a secure manner conprises the step of: 73 RFEHARFPNg that the | oadi ng
idenfity has perm ssiomto |oad applications onto the mcrocontroller. [19.
The microcontroll ess( 10fhef swhat neaitd?oﬁrclasmmﬁar eWhergdnst®€ of | oadi ng

in a secure nanner rlses { |f¥ké¢511guﬂ|cat|on to be
| oaded usi R§CURL Xé k§5f°£é§%é%(%§ Q¥% progranm ng a

m crocontrol I er having a menory and a processor operating according to a
set of resource cogrgtr rALSsm g?g gg;_,aogfce[[arimssag b;hersb.erps:henputtr ng an

application program Ina ftirst pro Ian i ng (22)
The appl i cae::um‘lprye )Cqulflr?ee ferrrfsqgr ‘1'J n%ﬁr ‘ggml:kt o a first
i nter ned_,r,[ gqde (24) associated with the f| rst pr ogramm ng | anguage;
wherei n 1he |rst I nternmedi ate code (24) being interpretable by at |east

one first internedi ate code virtual machine; wherein the nethod of
programming a mcrggont pal iategratiedr aamwmoawl fegnmas iHER 2B) the
first internedi.,at codeé ’d% gto a second internedi ate code (27); wherein
t he second o ‘1(‘ Is interpretable by at |east one second
I nt ermedi ate code virtual cmmm@a@po). and | oadi ng the second

i ntermediate, code intojt b d&?fs\tdifl %ﬁnlﬁmﬁd’ﬁﬂﬂ' end )rsu21.  The

met hod of proganm ng a fi crocont rol | er { % Cl:ﬁ mMe12Q, wherein the step

of conveot iimpimatiEens opprasirst applicatio e -
instructions having been converted from second -

instructions of a second application; and
a processor coupled to the memory and

conflgured to use the interpreter to execute the first
15 instructions and to communicate with the terminal wvia the

communicator.

_ 68. The integrated circuit card of claim 67,
wherein the first application has a class file format.

69. The integrated circuit card of claim 67,
20 wherein the second application has a class file format.
# . '
70. The integrated circuit card of claim 67,

wherein the first instructions compx_'ise byte codes.

71. The integrated circuit card of claim 67,
wherein the second instructions comprise byte codes.

25 72. The integrated circuit card of claim 67,
wherein the first instructions comprise Java byte codes.
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associating an identifying string for objects, classes, fields, or nethods
and mappi ng such stings to unique identifiers (51b). 122. The net hod of

Cl ai ms 126veps/iR237 wherei n the step of g 4mappi ng conpri ses t he PSI&IS9HM8NMAppi ng
strings to integers. 123. The mathod8 ' 120, 121, or 122 wherein
the step of converting conprises execu imgmﬁgHégﬁﬁAsoggNéﬂ the steps of:
74 a) recording all junps and their de tinatﬁgﬁQA[@DFh of i gi nal byte codes
(61); b) convertng specificbyte codes =yat-ent-—generi c byte codes or
vice-versa (63); clymdignd nghoudfafodecpenafdeakaosy! ehgipness using

i dentifying strings to erences using unique irdentifiers (64); and d)
renmber i ngvhgxeirothe ERCANAOAFISEMIHIRE FVRIGAS MR BP¥Ee ¥R in a
format-suitable for interpretation (66); and relinking junps for which
destination address is effected by conversion step.a). b)._.c),.or d) (67).
124. The net hod oﬂ%mn/YHe(}%E%$¥§EE tﬁ?BﬁBﬁtlﬁggﬁhéFeF#aPWL6ﬁéthod i s

f ut her charwigséeeizdethby fiketeinstieidtaatisn gdnipriser ageherdkizedi at e code
(27) intg the nenory of e_m : t her conprises checking the
second i%t YT ar R ggdghFZ#cp%%%;m{%t%lo%cﬁgn%gi he second internediate code
(27) to verify that the second internediate code (27) neets a predefined
integrity check andd hatrhoaghpggiacg’ EorpRdraeaeRdofgchaim $GGUrity
protocol. 125. The nethod of any of Cains 120 through 124 wherein the
security pw%h%%%%anHGifé§th&P%&ﬁﬁﬁq%ﬂﬂ%ncqqﬂﬁﬁqqygﬁﬂﬁﬁb?ﬁﬁ alidated to
permt | oadjds Poh8r oEOthie skeatidd it iagond | nt er medi at e code (27).
126. The nmethod of any of Claim 120 through 125 further characterized by
provi ding a decryption key and .wherein the security prtocol requires that
t he second i nternediat e TheeinR@yrasednciyptuétd vardgof kdadm@key

correspopding to.fhe | | E
the second instructions include constant

referencesg, and _ _ .
the first instructions include constants that -

replace the constant references of the second

15 instructions.

77. The integrated circuit card of claim 67,
wherein _ '
the second instructions include references, the
references shifting location during the conversion of.the
20 second instructions to the first instruqtions, and
the first instructions are relinked to the
references after the shifting.

78. The integrated circuit card of claim 67,
wherein
25 the first instructions comprise byte codes for a
first type of wvirtual machine, and
the second instructions comprise byte codes for a
second type of virtual machine, the first type being

different from the second type.
-
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prograns (27) which are darivatives II mllt“ tten in an
i nterpretabl e progranm ng | anguage,: haV|n§F%,gﬁﬂggy and
an i nt erpwetosrnota6) | oaded into the rrermry the m crocontroF

characterized by: 75 (a) the m cracgyts gd-er—operating—wthHin a set of

. resource constrains including the nenory bsrng&ﬁbifmmiﬁﬂéEant size to
pernmt interpretation of prograns (24) witften i REFh&CEDL er pr gt abl e
programm ng | anguage: (b) the menory conta pretET operable to

g T eer
interpret the deriygtivg RepHPAMECK2seMiilt drh iltegtate@ ofirthit
i nterpretabl e | anguage wherein a derivative of a programwitten in the

|nterpretabﬂ@dpr@@mﬁﬁﬁﬁkPganguage is derived fromthe programwitten in
the interpretable | anguagaveytapg werpmal ireststucinions|ef sal secendfrom a

set of rules includin pin I de er ( orming
security cREPRd ﬁﬁﬁ%ﬂéHQéc#lna$ gF%?%?S?QFa@Fo% %?§%t (%#?%%Fgﬁ
structurgdl checks priostbriog wharﬁ}nsﬁeaqﬁﬁﬁuﬁttﬁps(19 BeFEBPEYNGE

semanti ¢ checks o) g er tation 128 The n1crocontro||er
(10) O Clgﬁﬁ fﬂ%ﬁéﬁﬁééél%ﬁggﬁéglsg??vea%gbg é are gss files or
derivatives of class fiMgdngl2® inkRXREYE ?@f Pny d ains
127 througfké 1P flrdded €HaeRetaEbzeHebyitrke Wmmm:rmm ng less than 1
megabyte of storage. 130. The m crocontroller (10) of any of O ains 127
t hrough 129 wherein the security checks the mcrocontroller is further
characterized by @@) | ergiec rﬂecthc&i:e:bf/e:baxmq‘mstwhenma tbguédwst to access
one of a pl ur rlvatl r (d) after receipt of the
requestd déﬁ%ﬁiﬁ?%&%ﬁ%t 3P #he %ﬁg gg&g plura ity of derivative prograns
(21) conplies with a predeternmined set of rules; and

81. The method of claim 79, wherein the second

decryption key. 121. A n1crocontro||er iﬂﬂ Hﬁﬁrable to execute derivative

H—

application has a class file format.

82. The method of claim 79, wherein the first

instructions comprise byte codes.

18 83. The method of claim 79, wheréin the second

instructions comprise byte codes.

84.. The method of claim 79, wherein the first

instructions comprise Java byte codes.

TR

; 85. The method offclaim 79, wherein the second

20 instructions comprise Java byte codes.

86. The method of claim 79, wherein the first
instructions are generalized versions of the second

instructions.

87. The method of claim 79, wherein the
25 converting includes renumbering the second instructions

 _-
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(e) based on the determ nation selectively grant access to the requester to
the one of the plurality of applications, 131. The mcrocontroller (10) of
Cl ai m 130y oMiplogin the predeternmined rules are enforced by tecr/usszasgoet er -
(16) while the derivative program(8¥)-is being interpreted 76 by

determ ni ng whet her derivative program has-access_Tights to a
particul ar part of menory the derivati v ﬁ)rrz%sg‘r’g'jlgg%ﬁ's“'\ﬂat,( enpting to
access. 132 The microcontroller (10) of : hrough 131

further characterized by the crocant rol J er_ pei configured to rform at
| east one security®&hec h?eﬂ‘t?glf”@(? ﬁfgrﬁ]ﬁl’é“s-ég' ‘gg?ﬁalflhggﬁ‘eﬁﬁ&p. (a)

enf orci ng phedeitiored Tecludée yconstanvhired elrencadey,i \veatd ve program (27) is
bei ng i nterpreted, il

tsi : i :
Gnatnor sel por 1 51 GENERenyEhirinkllee KA A8 PHACERRRLRAE Chessi no

eruna
resour ces, refereneastaf prke epecond) ipstayctderisgwidd tePrFeaRt8ach

byt ecode at | east once prior to execution to determ ne that the bytecode
can be executed in accordance Wt tre- execution 'and,gos%{&executi on
checks, %c) the deBPvat FR€ ﬁ?%%%Zﬁl?’smc'ﬁ%ck@He’p’?F r (g &3S oaded
'(2;;’ thg l”hﬁ{js%&@i H_Hi%ﬂ@riﬁ@l%@éiféfgben'b&beglﬂd i ddrevetetinat i vg3pr o_glj_[]am
an Qading i s perfornmed. according.to,a securit ot : e
m cr ocont r&ﬂcéﬁ%(%)ﬁb]f&d% n}ﬁgﬁga\ﬁgr glfn e & ggﬁﬁell?%/eo%'r o] %g%?e%equi res
that a par tiomparsimentity nmust be validated to pernmt |oading a derivative

program (27) onto . . i C ) 0L el YIri a3
further characteri gggibglﬁgi%r?ge E%eéc}]'r y{)%'\g%ﬁﬁg%bﬁvﬁerei n the security
pr ot ocolO r edfierehegorverckingt i ve program (27) to be | oaded is encrypted

using a | oading key corresponding to the decryption key. 135. The
m crocontrol ler (10) of ?’(r% of .C in% 1@7,th_9§ugh 134 .further characterized
by being configured®o fh |“l?éﬂ'l:°r°€pﬂ rphtc’2er WPEEE18el ected from the set
i ncl udi ng the first instructions comprise byte codes for a
first type of virtual machine, and
"~ the second instructions ‘comprise byte codes for a
15 secdnd type of virtual machine, the first type being
different from the second type. -_ '
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encryption, decryption, signing, signature verification, mutual

aut hentication, transport keys, and session keys. 77 136. The

m crocontrol | er (10) of any of dainms 127 through 135 further ch,{ erlzed
by havi ngwa $8r19235yst em and bei ng confjgured to provide secWﬁ%é@ésg to
the file systemthrough a neans selecté% ng; (a) the

m crocontrol | er having access control lis §”ﬁ§ﬁ%ﬁﬁqﬁﬁﬁzfﬁg teadlng froma
file, witing to a file, or deletion of ajifile, RERYAGER ni cripcontrol | er
enforcing key validation-to establish the authorizeog access—to a file, and

the m crocontroll ergqver ixf iﬂﬂiégygtgaﬂéggcdggﬁﬁéfyugé)ﬁﬁﬁ@b&ish t he
aut hori zed access to a file

terminal, comprising:
a communicator configured to communicate with the

terminal;

5 a memory storing a first appllcatlon that has been
processed from a second application having a string of
characters, the string of characters being represented in
the first application by an identifier; and

a processor coupled to the memory, the
10 processor configured to use the interpreter to interpret
the first application for execution and to use the
communicator to communicate with the terminal.

92. The integrated circuit card of claim 91,
wherein the identifier comprises an integer.

i5 93. A method for use with an integrated circuit
card and a terminal comprising:
processing a second application to create a first
application, the second application having a string of
characters;
20 - representing the string of characters of the first
application by an identifier in the second application;'
storing an interpreter and the flrst application
in a memory of the integrated circuit card and
using a processor of the integrated circuit card
25 to use an interpreter to 1nterpret the first application
for execution.

94. The method of claim 93, wherein the
indentifier includes an integer.

_—
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95. A microcontroller comprising:
a memory storing:
an application having a class file
format, and
an interpreter; and
a processor coupled'to the memory, the
processor configured to use the interpreter to interpret
the application for execution.

96. The microcontroller of claim 95, further
comprising:
a communicator configured to communicate with a

terminal.

97. The microcontroller of claim 96, wherein’ the
terminal has a card reader and the communicator comprises
a contact for communicating with the card reader.

98. The microcontroller of claim 96, wherein the
terminal has a wireless communication device and the
communictor a wireless transceiver for communicating with
the wireless communication device. '

99. The microcontroller of claim 96, wherein the
terminal has a wireless communication device and-the
dommunicator comprises a wireless transmitter for
communicating with the wireless communication device.

100. The microcontroller of claim 85, wherein the

25 class file format comprises a Java class file format.
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101. A method for use with an integrated circuit
card, comprising:
storing a first appllcatlon in a memory of the
integrated circuit card;
5 storing a second application in the memory of the
integrated circuit card; and
creating a firewall that isolates the first and
second applications so that the second application cannot
access either the first application or data associated
10 with the first application.

102. The method of claim 101, wherein the first
and second applications comprise Java byte codes.

103. The method of claim 100, wherein the creating
includes using a Java interpreter.. ' '

15 : 104. The method of claim 101, wherein _
the storing of the first application is performed
in association with manufacture of the integrated circuit
card; and '
the storing of the second application is performed
20 at a later time after the manufacture is completed.

#
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105. An integrated circuit card for use with a
terminal, comprising:
a communicator configured to communicate with
the terminal; _
a memory storing:
applications, each application having a
high level programming language format, and
an interpreter; and
a processor coupled to the memory, the
processor configured to:
a.) use the interpreter to interpret the
applications for execution, '
b.) use the intefpreter to create a
firewall to isolate the applications from each other, and
' c.) use the communicator to communicate
with the terminal. | o
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