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CROSS- REFERENCE TO RELATED APPLI CATIONS 5 This application is a

conti nuation-in- paAF %p,g ND REETHOD EDR COMPUTERST FoEPHONIPP! | cation
Nos. 09/ 723, 747, venber 28, 2000, and 09/805,501, filed March 13,

2001, each of V\MI\H}EGRATI'tGﬂIIN RACKSET| SWATCHED 0 / at es
Pat ent Application No. 08/955,834, filed on Cctober 21, 1997, now issued
as Patent No. 6,201,805. 10 TECHNI CAL FI ELD This invention relates to .

Coroved ot EROSS REFERENCE TG REL ATRL AT CATIORE  ues, | ntS packet
switched el ephon@hmmmtuommapemnuaaoeﬂn@ade@feaﬁtuﬁumng nited t he
mvention all anc t for

l[ e?'/eph:)n'e“ caﬁ?\%ﬁg’dv %‘%R' \A@é}ggggmge ﬁlte§I §Veafﬁp‘g%éj’téengéﬁgﬁy

functions  t@ohpy f(ﬁpﬁ ?f@d*ﬁx%%q(ms szhu Rekh @mwmm.sn@@maec@mhaﬁm
conputers-over a t'a network utilizing a vari etz: packet teI ep ony

protocol s. 20f BATKGREAND Feret-Applisetnm NONOSS) yilesen Qsdeha@rt2het wor ks,
particularly r wide area as the Internet, has received
consi der abl e1§¥?’eﬁ'ﬂ"|’lﬁ? Pg@éﬁ%% %9@&5 it is | now possible to

route voige, data, and video over data netvvorks such as the Internet, and

| ong di stance tel ephone calls may now be routinely routed over 25 t he
| nternet. ThEECHMEALSEIEWD of such i nformation streans over packet

TP onar 1BERYSER Bl SR e R AR BSTRETO BT RS, | D
cal ling andsglifcfly PRrdyimRovaprrthed ahe lapphritas tfairtuztmzmgl(b'ﬁl teChniguess been

wi dely applied to tradltlonal t el ephony net hods_ and appar at us,. but has not
as yet been Burpeackst switghedigiephane retiMesk.nit RRAf ﬂ@h@f&ﬁg []’!ﬁ!lie'for :

' k
pgﬁt reE)I gt mt?“éé@@@?’ﬁ,@%“ﬁx%’gﬁaég Q5td h&@ldriing 2L 4{0RHS B u’ulfzeﬂ%]mn to
telephone calls routed over the Internet, and also allows telephony functlons

to be implemented in conjunction with remote applications computers overa
data network utilizing a variety of packet telephony protocols.

20- BACKGROUND OF THE INVENTION
. Telephony over packet networks, particularly over wide area networks such
as the Internet, has received considerable attention recently. Specifically, it is
‘now possible to route voice, data, and video over data networks such as the

Internet, and long distance telephone calls may now be routinely routed over
25 the Internet. The transmission of such information streams over packet
| - switched nefworks such as the Internet can be more cost efficient than
' iraditional telephony, which requires a dedicated circuit between the calling

and called party.

36 Computer telephone integration (CTI) has been widely applied to traditional
B | telephony methods and apparatus, but has not as yet been successiully
- applied to the methods and apparatus used for packet network telephony.
More specifically, éithough it is common to control a Private Branch Exchange

1




1 7 SEP 2006 WD 03/077512 PCT/US03/01198 (PBX) or simlar equi peehtSER Q0
~renote appl iwetosgngiconputer, the use of such renote appli eairig@rso1198
. conputers is inits early stages in the field of packet telephony. s

Several prot Qﬁﬂﬁ%@%h@é{ %&ﬁgméﬁf {Ea% ARSRBHSamibatonecahpatdrptheamsesyf cal s

~over packet networ ks, such as the Internet. iC,mg‘vg;)oss' b{e set
of methods asgcreppactatapplitaionsaopipdersgsdaits sagy stagesia dhe fleld phRacks

net work, which calls .can handl e voice and other information streans, is
defined by I|tReRYmrendation H. 323. The H.323 standard is available from
to the International Tel econmunications Unit, Geneva and is well known in-
the relevant industry. The H 323 standard defines various protocols -
deal i ng w t hSevegral protodolsexisttilat defineimetbeds and apparetisle, CAIMEYSAEr sini | ar

. techni qgues known to those jn .the packet netwqrk a1d Soflhe
“H.'323" st andaP{Praackabewiic %ﬁ@ﬁ&f‘“ At ?‘E‘%j‘-%% %lﬂﬁ“%”@@?@ﬂé&?é%@%ﬁ%t
gat ekeeper h@f;ﬂ%ﬁ%d&%ﬁ@é;ﬁpérkﬂ‘u@fb%ﬂél&ihg%&li@@Ddﬁ\é pabketawitobed zone
managenment, address translation, and adm Ssions control for -a designated
set of net wondtwoek,Wwhieh sall26ahandjaveiaseprd othen dMfPERAIILSTERESS'Sr vi ces
~anal ogous to the cal rocessing,. f |0 | £, | change
(PEx i n corfieinaddnl T pmprgeeton 12 TH A2 SpBlortits aviliip ot 2
are .pr ovj fdednRinrfaditd TeRdoftiririeAfond BhitcGenevd andis wabjhowain te |
sof tware and the ca processing function within_ the PBX EX contrast, in
the known paelevanhiiustry. (bedpAshgtandard defiaes xadeuoBofQFal SegiAWilner are

ony )t es. | calleom ool Seuip. ol el AR dhir oy (Ehiffuesrenico

“functions i be: @%;ﬁdk@th@iv@drm& dmpoancol (SIP) defined by | ETF RFC
2543. Li ke ﬁhg%"’ S 30 I ncl udes@%h plytjral ity of functions that establish,

nodify and term nate nultinmedi a sessions. The SIP nethodol ogi es include a
vari ety of - fiunct, t - QG : |eS aBekBegds. Ther exanpl e,
SIP incl%desﬁ%g'%gﬁpag]tq%&g‘%g%g@ C%ﬁ?‘ﬁeerﬁiﬁég@!s, _tﬁe useéof st andar di zed
HTTP synt ax giékeeper handles network functions such as bandwidth control, zone
‘management, address translation, and admissions control for a designated

set of network terminals.

20 The gatekeeper function provides services analogous to the call processing
function within a private branch exchange (PBX) in conventional telephony.
In traditional telephony, CTI features are provided by creating an interface
: ) between external application software and the call processing function within
| _ the PBX. By contrast, in the known packet network telephony art, interfaces
25 tothe gatekéeper are only defined from other gatekeepers, end points, and

~ other network entities.

A second protoco! for performing packet telephony control functions is the
_ Session Initiation Protocol (SIP) defined by IETF RFC 2543. Like H.323, SIP
30 includes a plurality of functions that establish, modify and terminate
multimedia sessions. The SIP methodologies include a variety offfunction_s
that go beyond those described by H.323. For example, SIP includes the
ability to support mobile users, the use of standardized HTTP syntax' and

2
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mul tiple S P‘ia%% ons through a single TCP/IP session, the: ' o' pr oxy
servers" (de i'ne@%&irther bel ow) and a variety of other ro%ﬁg@%&égﬁﬁsr es

di scussed ‘i n,mor e detal.) .bel ow . ' I HieSe TGP ack the
ability to Séﬂ%‘r%%’%ﬁf ?*%"{é{t.teﬁ}aé’éé“@85%@%#?"&%85?@%@%@ ggslt“i?%ﬁ?(%grrputer f or
t he purpose gsgiaﬁ,ltﬁmteidm Fdy ISPttt @efinedfintierticlyy) smdianeriatyedf .
functions. Additionally, SIP i5 utiljzes a, copnectionless protocol, making
call setup -mmtheﬁrabmﬁﬁeatﬂoeaadiﬁaﬂsﬂﬁbWWI@@%EEL?WE DRAW NG Fi gure 1 shows
a,conceptual overview of an exenplary enbodi ment of the present invention
as incorporated into a packet network telephony system - Figure 2 shows
exenpl ary "esaAgsel | QW Mgthiphbgos beblatietmerdhiity to seamiesshyhistestacai Bshment
of an inbound call that is detected by an exter na%]igiﬂftwa%e agﬁé@gation
usi ng t he padhiet party applications semmten e ke RITPRFHY eeiInd e HEed by t he

present invention andrd Fq??tgﬁpﬁég?@ng %&HiftiorﬁllguSﬁ’ 2 flious san exenpl ary

nmessage f|ow"8f?f5§3ﬁa a e rnvention‘to 20 establish an outbound

cal | reqUESt%@nﬁé’cﬁ%ﬂl%&kﬁbﬂb@bl,ﬁﬁékiﬁ?tall spfobimach fastém a simlar -
environment; Figure 4 shows a signal diagramof a direct connection froma

calling terminal. to a called termnal using the Session Initiation

Prot ocol (Sl ) Eb é BlPriens bR HEYBREW RS ent enbodi ments of an SIP

i mpl ement&t i _ . _ a signal diagram using proxy
servers and Fhpirdh Rhpwetnconceptidsl dviegriew of adepienplary &0 tekthehony

integration (CTl) applications co fer interfacin | _ Kk
(mpl ement i ngPEiset @M@ntmmasmomeg%?%§/R§‘?§%t1f?%we% %%@@w

Figure 2 shows exemplary message flow between system elements- during
15 the establishment of an inbound call that is detected by an external software

application using the packet network telephony system as enhanced al_jd

extended by the present invention, and the H.323 protocol; |

Figure 3 shows an exemplary message flow diagram utilizing the invention to
20 establish an outbound call requested by an extemnal software application in a

similar environment;

) Figure 4 shows a signal diagram of a direct connection from a calling ter_minal.

to a called terminal using the Session Initiation Protocol (SIP);

25
" Figure 5 shows two different embodiments of an SIP implementation in a

| network;

-Figure 6 shows a signal diagram using proxy servers and the SIP protocol;

. 30
’ o Figure 7 depicts a computer telephony integration (CTI) applications 3

o computer interfacing with a network implementin_g SIP; and_ '




Figure 8 shows another signal diagramfor an exenpl ary enbodi nent =of 3R 2006
~invention. DE®AAERIZDESCRI PTI ON OF THE PREFERRED ENMBCODI MENTpcpéodigedyni cal
advance i's achieved in accordance with the present invention that relates’
to a packet BSHAS AN SGhdl REGREASHIAA SEXirary(gmBodimimt bf 125
gat ekeeper, a proxy server, /or a "pass-through" server) that is
arranged to invegtibace wth a pI ural ity of external call processing -
applications 10 prograns that may be | ocated on one or nore renote -
conputers. Regardless of the protocol utilized, we termherein as the CTI
interface themeyep MESCRIEPIIG ORTHESREFERRED FMBOBIMENRL i nterfaces
to the third™party —apprrcarions conputer fromthe conputer tel ephony. -
environmefit. As fi explained below, in a SIP situation, this CTl interface

be, f le,. i h y d
et e ahehe Py R Barc RS PR R e
accordance Wdihelie ot Akl Aok tdiBhaHyRSANirobasTY device degaldn HasSessi ng

application conputer s connected via a data network to a CTl |nterface,
and 20 thesgaﬂek/aemﬂ, etSlesarexytaewge. amlé@a@ serthioighnagmver) Elﬁfued by the

respect | io ERged BT miaRace ey ML et el A Fresg pRRRRION

call, orygn t?ro ré|ﬁ§m%tmépbéh&mbhm@mﬁommemommse%gardm&rface
- and appl | cat f?s conput er(s) communicate with_gne anot in order to

per f or m var i oiltheqablocobutiized, we e bareinasthe fd| Hderdace, WWe'é?lrd to
rovi de cal |l infornmati,on and. ¢ ations
(Fé)opfrput er. AsCOBRYES @ E%@Eﬁ%ﬁtetdeﬁ%%ﬁiﬁ%gﬂi}%% ?gﬁ%ﬂ?ﬁtg Irggﬂ rilnc) bet ween -

various ter ”ép’tﬂxbﬁti&’ﬁs S3MpliteR fBAFthd dempiier tméiﬁidrqmwmmmentcﬁses 30 with
one or nore application conputers in order to provide the caII formati on

~and cal | corﬂxpdﬂmedjbelqmomar&‘éamm@aow t%@Tb'BFﬁFf.ﬁC@rm?E PEniRS i cati ons
di | ud
eorabl 1 i nghd BaBREsHFRL oA S TR Gh gore R AR 1 caﬂf?‘@"*"'%é'?ﬂ?%?@ﬁc.”né, |

4 .- 7 SEP 209 interface is preferably the gatekeeper.

_ In accordance with the teachings of the present invention, a call processing
application computer is connected via a data network {o a CTl interface, and
20 these two entities exchange messages in the manner specified by the |
invention. The CT! interface may be locally or remotely located with respect
to either of the endpoint terminals that will participate in the call, or with.

) : respect to the applications computer.

25 - The CTl interface and applications computer(s) communicate with one
- -another in order to perform various call control functions over the data

.network and to provide call information and control to a user of the
applications computer. As packet switched telephone connections are set up
between various terminals or other nodes, the CTl interface communicates

30 with oné or more application computers in order to provide the call information
and call contro! functions required by the computer telephony applications
residing on the application computers. Examples of these functions include
establishing and tearing down calls, transferring calls, call conferencing,

4




WO 03/ 077512 PCT/ USO3/ 01198 associ at i ng the applications conput er=i ISEPOIngS_
or nore specWPildNTSEal |y registered endpoints for nonitori pgr/ases/messtrol ,
determning the state of calls at a given end point, and various other

functions. Fasspoiafing dse Appiationgbompoigpuiithtonengr ineraspeddiic leally nal or may
be an individual port on and SIP s enabl gd dﬁ_v' ce, In co Hec% L on_w } h the
SI P prot ocol fedigtfred sndpointmtar impnitosng ANg £OR QLidﬁ'&erf‘?"%'EQ SFtAR Bl taiSusers,
per form ng ' ) | ' i t é\nﬂ, ; =Y rs

(defi ned be%@f@ﬁ%%@%ﬂ"g{ﬁ %’ﬁ%@?@éﬂﬁ@ﬁ%‘sﬁﬁs | %P"é%%‘%?@ '\bé?' i o such
proxi es, and gpidpbint neyhies aarsen tarathdl on ataydres ad ésdividuabpdreboand S8R o

i npl emented. Figure 1 illustrates an overview of the interconnection.of the
gat ekeepef EHFPRIACVI®R with the applications conputer 103 according to -
the teachings 1s of the present invention and utilizing the H 323
“standards and terminology. To enabl e such interconnection, gatekeeper
conput er 102 |5 somméuioneditiatie Sxpretubet] dugitionel Aodiiohssudi asatepingdraskose
functions are_descri bed bel ow. , ni cation ath 1 e any type of
dat a communi @hMAbile UsgFh Pererming ﬂggﬂmmfﬁr%ﬁ”&wgﬁ{%#&?ﬁﬂ&ﬁ%zer al
external tel | | 3 NP | | t as
software, wh ?gﬁ}é%@%@@ bpﬁéﬁmdn%gg‘%@cﬁ'%ﬁgﬁ Fé‘u% gfég%ajl{sgip‘lﬁ:{%)g&gtr%ﬂotﬁd separate
conput er so cosnett pecies, andrpiurat othen ehbandeshfsinotionmdéesaribedisiow aré ons - '
conput er 103, 'I%&!ieﬁfll y, the applications conmputer may be collocated with

one of the el®P ‘described 25 below. The arrangenent of Figure 1 also.
I ncl udes end points 106, which may be personal conputers, network conputer

deyi ces (NCs), or any ot her node ca&abl.e of interconnection to the packet
net wor k t el ebigury 1 dlustratesranpverviEw ohthe prtessarniectian ob thagriekeenefsued from

an applications co er...103 r esting certaj ' whi ch
W1 be descrbetipalaii e afrbds Rantlbt M3 AfofRtr Slpg it " o
transm t{ed $fhepedsdittifveftntahdutiizingfthe #0823 standards and terminology.

To enable such interconnection, gatekeeper computer 102 is enhanced and

extended by the addition of software whose functions are described below.
Communications path 105 may be any type of data communications path.

20. The arrangement of Figure 1 includes several external telephony appl_icatidns
systems 104, typically implemented as software, which may be Iocated on
applications computer 103 ‘or on separate computers connected via any

. communications network to applications computer 103. Typically, the
‘) - applications computer may be collocated with one of the end points described

25  below.

* The arrangement of Figure 1 also includes end points 106, which may be
personal computers, network computer devices {NCs), or any other node
capable of interc'onnectionl to the packet network telephony environment.

30 '
In operation, a command is issued from an applications computer 103
_requesting certain telephony services which will be described below. The

'-message requesting such a service is transmitted through path 105 to

5
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- nmessage sentwégslgﬁgﬁkeeper 102 causes gat ekeeper 102 to ex DER 01198
appropriate signaling nmessages with other packet net wor k t el ephony

envi ronment nodes in a nanne descri bed r por at ed
' 'H 323 st andag@exeepey qogg)qﬂt@r {Qza'tsoﬁlp?%eés&m?ncﬁ Qgg%tégt'tB %eélé%énlfiﬁ?ned

systemis abj @2EQuééQ:ﬁeﬁggéBpetrh92Q@|e|xcﬁé|‘i>g‘@éppr@pnatmﬂgﬂalm@ah%?agﬁ)‘u&ted by
~applications conputer behal f of applicati ons a eration,
vari ous cal Iomenpad{etmhmrkdeleph@@ueewmrb?ﬂtdkﬂﬂqsdﬁﬁ HARNGIAT gris‘{f & 103

are perfor ekee | 1 R riate
requests of gﬁéﬂ E‘eﬁ%@iﬂc 5%?%992 r"%dét%hgr%%f eﬂr(S ?8%3 nmay tﬂ%o?] or @téhe
outcone qf Vafg GEﬁlé boﬁgn{éd(%iysfé#ﬁ% b@l@stoat'ﬁﬂldmm&hemaﬁpwcessu@one to any
of applications 4. Figure 2 shows an exenpl ary rrg @gf ci ﬁ#ﬁ%ram :
for " det ectlnigmahomaiiltyommmestedlbyappilﬁﬁﬁom%ﬁ@méu@ﬁdeécﬁ“h él g aPRIGA 1) to-
a local end _E@%nt supervi sed by an external conputer tel ephony application
~using the pr i nvention. The specific exanple shown in Figure 2 is the
nmoni toring of an incomng call to end point 202 using packet network
tel'ephony nethods and apparatus as 20 described in qu H. 323 ﬁ5§ dard
enhanced’. by Busngopsration, variousicel coptrpbiupctions IRIUSS y PRI,

ext er nal softvvar i cati a RSl audi o

t erninall®, fEHMR Qﬁgﬁéar%B?é@'f@%lg¥ﬁ[yﬂs%kQ%ﬁe peﬁ ﬂédm&% ggrrrg |g$1t

t el ephone dE‘er 85 nat@%@k@ﬂ@@f éi@ﬁeeperammmhmﬂms dmpute&éﬂ%my in the

H 323 st andar and as further enhanced b ﬂl resentt25 |W| on, and the
éer nal apphogitarithe oREDMMYT YRIONS &l RONER @EB’&? apd rapgiy

P, AT RIS 2 13111, e o
request nmessage 205 is sent to 30 gatekeeper 203 and bandwi dth is granted
7sucd byt ihdoweia paawsgn enampRTmemFce TR BarER I e ST At T
St e TR %515 ghd pBRt 1€ AN Blrh e toledotaraaspeian susbvised Dy202. A
an external computer telephony application usnng the present invention. The
specific example shown in Figure 2 is the monitoring of an incoming call to
end point 202 using packet network telephony methods and apparatus as
20 described in the H.323 standard, enhanced by the present invention to permit

the participation of an external software appiication 201. End points 202 and

204 represent audio terminals, for example, computer systems equipped as
o ) | H.323 compliant telephone devices. Gatekeeper 203 is as described, for
-example, in the H.323 standard and as further enhanced by the present
25 invention, and the external application 201 may be present on a separate

computer as previously discussed.

In operation, the call initially proceeds according to the methods of the packet

network telephony environment. A bandwidth request message 205 is sent to

30 gatekeeper 203 and bandwidth is granted by the gatekeeper at message 208.
A call setup request, message 207, is issued by the initiating end point 204,

and gatekeeper 203 causes call setup request message 208 to be transmitted
to receiving end point 202. A call proceeding message 209 is transmitted by

6
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gat ekeeper 2%‘?],(;741@ ayed to initiating end point 210 as $p@Wesdiios
approxi nately the sanme tine gatekeeper 203 relays the call proceeding 5

Al'so" L ansmithe FeestiRg SPFLOTL Pk REBRIEkeBhRPAO BRARRatete REARESREY |

call is bei [@lﬁte?ﬁl %éagh@ynt he receiving end point 202. Gatekeeper 203
sends this ssage because external application 201 has previously

indicated that it requires notification of tel ephony events occurring at

recei ving end, point .2 10 In e . '
,receivi gg erftt : Wf"?@ m%gﬁﬁeéav%gﬁgg an vrféldaﬁ thglr%g"slbg%é\rfagénndw dth is
r equest ed frqaa.eaﬁb@id m@aﬁrﬁﬂrr@yeﬁdwpoangagm@eﬁeﬁa@wmsatmeaesa@wsmz and
213. Next, the termnal at nonitored end pQqint % n to alnert t he user
to the arri vitrapsmits to extemalappication 2@1 adwtiication a,tgﬁﬁqf&rqucq Bnsni t ted
th h 214, d h

L okoeper 2 dPTia e ERbYIB ro b sh i 62 IcRRKBEpEDI03 Befuaid O

gat ekeeper 2 e re ei ving end p0|nt 202

because of USREssgfel IBausE dxiemalappRERIN2OT has getvitushpiadicatad thad tnessage
216. , 20 At this point, gatekeeper 203 sends an agswer notlihéﬂggﬁg to the
external appetudises mtaf@ahowo%teMIQaM@\@W OQRUITING, ALIECRIIY §1 tine,
gatekeeper 203 indicates to the initiating end point 204 that the .
requested call has been connected via nessage 218. 25 |In accordance with
the protocol Iﬁ@ﬁﬁrltb%dnh@rﬁtehmmmnd catlhecgbtrg end point 208 sequieas ngjyvo By

??tﬁénma'uiﬁpl@'aﬁa“"” et uraapeiyiatndn deave ot A ot ot o
25 Dot WeR L BBoDBEl ERg Hectidea lotdif 214 ONGR, tRpRirigen 201t hus,

30 enabl I ng per o 1ntorm external application 201 re@%ardr ng the -
progress of . nedritored enalpbmtrzozmhgsmaleettheecumrﬁ@rﬂea@wmcra BENg@es 3a and

b show a?? t hegdlgé%gpéfiug rrﬁgmaﬁé r.r':nqgmr e {hrgug_(ﬂ'? ﬁ‘lsess Q&es #14 and 215 to

initiating end point 204 through the gatekeeper 203. When the call is
connected at the receiving end point 202 because of user action, end point

202 informs gatekeeper 203 via message 216.

20 At this point, gatekeeper 203 sends an answer notification to the external

application 201 via message 217.

) At approximately the same time, gatekeeper 203 indicates to the initiating .end
‘ point 204 that the requested call has been connected via message 218.
25 '
| In accordance with the protoco! described hereinbefore, the detection of the
call by an external application is accomplished via a protoéol of messages
transmitted between the gatekeeper and the end points to be connected, as
. )  well as between the gatekeéper 203 and the external application 201, thus
30 enabling gatekeeper 203 te inform external application 201 regarding the

- progress of relevant calls in the packet telephony network.

| ‘Figures 3a and b show another example of an external call processing

7
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est abl i shnmen ut bound call frominitiating end point _
receiving en&vﬁ%{%lg%. Many of the nessages involved in tpﬁigéjsgﬁoelrl%?t‘i on
are substanti al

| imlar t h | { ] inf ot ot
the monitori r@%gaféfgqqﬁéﬁﬁ{h@géﬁaﬁég\@g?ﬁéhgp ?ﬁﬁ%ﬁde&ém#\@w Ifsiﬁtﬁrr{ggageg
not previ ousl g (hSSEPe iekefvirdéifd Boidt SogleMamylut the massages invotvied i he

di scussion of Fi'gure 2, the external application 392 in Ficﬂ%e.?h:%a and 3b-
i s assunmed t chisapergiicnvareusibgtardiatiy sindter &l thaserPrewPURY e FOTaBYIR 1
accordance w th other nethqds desgri. Iy Se bt at | IN@liycate its.
i ntention to 'PERERE 1R NG ”\95‘&?'?'29 Of&lfdggwé'ﬂaé}gg@égﬁ ﬁ)ﬁl}rﬁ?’f i%ng ‘end

poi nt 386, -]rﬂeééé\g@s%‘é’iE?ev?&s%ﬁéis%ss@ﬁh%giﬁéaar&%wibedimlnvudés withe
conferencé coniro poi ht function as current I% known t he paag_gﬁ:%%netv\ork
~tel ephony ar tthe Bisicassionof Figare 25 thesexdemal applicaios $92dn RigHTes o8, ct two

call segnents, nanel he segment. bet ki b atd 2ag ipoi nt 386 and
t he conf erend%aﬁm?%io f‘@vﬁ)Bfeg(fqusi’hﬁpﬁgwgﬁ&fwgﬂgtg%%eére@%{:ggggﬁt_roI poi nt
and the receia&b&ﬂaﬁ@é‘mﬁﬂcﬁher #Rfhodsdeseribed by this imlemtionoiindicatelis conbi ned
gat ekeeper and conference control point aRparat us_ls.refeéRrwed .tg

"gat ekeeper d@8ntionnsissee calhcentso! raguesis udingegpert UnitatNng.eq¢ R 3@@ 301,
specified by the 20 current invention, through which the external

appl i catit8n 392 makes a request that the first segment of the call be

- established f pryussd SXaABSD, 38fbKeepe B8 bisbiingudesitheoconfeaBBe AABHP!

according to known packet network tel ephony art, nessage .. 2s 303
arg exchangegolné funsiion getassay knawd todhe Pé@“ﬁd‘%ﬁ%&r@@géfgﬂg?der to
"set up that first Leg of,t L s S eadeip new
nmessage 304 {‘%cg%éerﬂ%ﬁé %Qﬁ @gkl}‘%%ﬂ\l&g@&ert&%%aﬁwg{%tgwtgﬁgtﬁ&?}he cal I?r equest
- has bfagan recgie\/ggbnaé}ﬁ Bgtvﬁbemnmgﬂt@iﬁgm. p?cimﬂ?]ﬂﬁjam e c@ﬁ@@ﬁ&iqﬂﬂ#@:
signaling, relating to the establishnent of that . _
bet ween i t Paint;nddhrRiwgsn tae SBB}G&W%%QFB%BBE\?aﬁégﬁgﬁg‘%‘?@b?tg@a@%nd 3b,

i s substantighhyesi il ioR[tRY¥ icBHbined§steke st and borfersrest to
~Figure 2 andé'%(#fugatmgpﬁr@r’]%ﬁ&bstgn?ﬁe%@gﬁége Simlarly, once the first |eg of
the call ~ control point apparatus is referred to as “gatekeeper 388.

The sequence of messages begins with a new message 301, specified by the
20 current invention, through which the externai application 392 makes a request
that the first segment of the call be established from gatekeeper 388 to

initiating end point 386.

Next, according to known packet network telephony art, messages 302 and
25 303 are exchanged between gatekeeper and initiating end point 386 in order

‘to set up that first leg of the call.

- Next, the gatekeeper 388 sends a new message 304 1o external application
392 to alert it that the call request has been received and is being processed.
30 - Much of the remaining signaling, refating to the establishment of that segment
 of the call between initiating end point 386 and gatekeeper 388 in Figures 3a
and 3b, is substantially similar to that previously described with respect to
- Figure 2 and thus will not be repeated. Similarly, once the first leg of the call

8




8 7 SEP 2006 WD 03/ 077512 PCT/US03/01198 has been set up, gatekegpet’ g
proceeds in WOMBPHEFIA ashion to set up the second | eg of theCEEBI3MHEIBM
itself to receiving end point 390. However, during the process depicted in

Fi gures 3a amésHeengrt akegpiekeSd 388 peodsdspvsimiias faghion o seiaipdkeer nal
application 392 at rel evant ?ta es of cal), prl%fes.sggﬁ i ncl udi ng: 1.
Message 305 iseapedlaaf thegell from el togeealingi PeBER%s acquired the
necessary network bandwi dth to place the call; 10 2. Message 306 indicating

that receiving end point 390 is processing the request for the call; 3.
Message 310 iHuleet, duinighthe precasisviepicteddh pigunes 39 @nids3talgatekesger 888 user

is to the arriving call; and 4., Message 312 indi i ' i ¥i:ng end -
poi nt 3905 ha§ehAs lewdnessrgesdq tpe &XigTIA 2DR %{Q%ﬁﬁﬁg%&‘%ﬁhé@%l"ygﬁgd. 20
5 Any ot her S; i.ng to exceptions, status, or control. The
application gﬁ%ggrgﬁigflfﬁjﬁ.gﬁﬁ't“hen provi de nonitoring and control "as desired,
and as described in the parent application, now U S. Patent No. 6,201, 805.
Thus, the system pyovides for .nonitoring.and contr.o 23 . . 25 :
Figure 4 shols an%%@g%%@%dl&d' #dei%ﬁtﬁ'ﬁ'a%gﬁ{@%?@t%@é hgﬁééﬁ?'lp%dn{h%t i 1izing
the Session hgbéés%g* gﬁ@ﬁ%@gﬁhmﬁt@bmgtm ag of H 323. In SIP, callers

and callees can e I's in one of three manners; (1), the caller
directlyiocontacts the callee, as shown in Figure 4; (2), the caller

contacts the,callge thr h ro r\Ver hne Fi gure 5A; or (3)
the caller cont ac&?SF"f‘%e gggé'ﬁ?%@gt)%ﬁﬁgie?ﬁéqu @%ﬁ?g‘géggg?ver shown i n
Fi_gure 5B. As w Ibroggsgﬁgkﬁé Ftﬁﬁjesfftfrffﬂl‘l@balha ow, the signaling sequence for
the three nmethodol ogies Ts very simlar, except that the information

requi red to contact the callee is derived fromdifferent sources for the
three diff ergnt Cﬁ%&éa-ger 3’?0 indicating that receiving end point 390 is alerting its user

15 to the arriving call; and

4. Message 312 indicating that receiving end point 390 has answered the

call and a connection has been established.

20 5. Any other messages relating to exceptions, status, or control. The
application systems 104 may then provide monitoring and control as desired,
and as described in the parent application, now U.S. Patent No. 6,201,805.

Thus, the system provides for monitoring and control of H.323 calls.

25  Figure 4 shows an altérnative embodiment of the present inver_ntion’ utilizing
the Session Initiation Protocol (SIP) in place of H.323. In SIP, callers and
callees can establish calls in one of three manners; (1), the caller directly
.contacts the callee, as shown in Figure 4; (2), the caller contacts the callee
through a proxy server, as shown in Figure 5A; or (3) the caller contacts the

30 callee through a re-direct server shown in Figure 5B. As will be explained |

! ' further below, the signaling sequence for the three methodologies is very

| similar, except that the information required to contact the caliee is derived

from different soufces for the three different cases.

& ’ 9




7 SEP 2006 Wb 03/077512 PCT/US03/01198 Mre specifically, in the digmctgng
contact of Rygyif74, the caller is aware that the SIP Univegsgkodragalr ce
Location ("URL") of the callee maps to a specific known I|nternet protocol
("IP") address. In the arrangenent on Figure 5A, the s caller is not aware
of the |IP address of the callee. Therefore, the caller 502 'sends a request
to the proxy I\/ﬁﬁé\ég)%cﬁ%nﬁ,% 7l dirddbeonliest oERigBre4UiRe caller isscawargithabthgar t 'y,
and proxy server 503 translates the S|P Lth?' thﬁ | P adctr engeoéﬂc cal l ed
party 504. TGP phoversalResourepboeaiion ¢ dhergliee MAPS O/ R4 Yat a
network to the callged par " i.pal M Friuek 6ACtheser ver. .
506 allows t Bo‘gpﬂm@ﬂﬂ %B%Jggeégngg%&ggg L%thriaﬁ?ect g@r@erﬁgoa (t;)ut r at her
than trangm gafdias hefbRake bothehP sehirésxofithercallas. Mheteferes dke calertie pr oxy

server in Figure 5A, the translated address is ., return he call er

509 for a’di rgsemls sdageestitofhe ﬁ%ﬁ@ﬁ%@gﬁpicﬁléh?E’e?é‘?qsg}lg% éﬁﬁh ed party"

510. In the figure 5A ' : iREddesdd ofd - -
g?]%c[%é% Oﬁi}gg@gﬁ s?;%r B0BHRNYI2ES g%suﬁ bRLasaRsIR @

termnal's | or exanple, Jo cne.com and the %(%xy
server woul dealldcBpatipBe4! Mak prodr servet 503 therafgswersisi the segepst ovpep ogip

server for the 20 acne. com donmi nto a nore standardi zed I nternet

addr ess, s'ucﬁe%{@fkfg@iﬁﬁ@dg@ﬁw-standardi zed address i's then used to
route the data through the network utilizing standardized protocols such
as TCP/IJFQ_and the } like. 25 O the three types of SIP calls deféﬁéi bed,

~ the | east comallyhelubebsf  feadirart seRieg 508 aliowsdhmiiP\URIn& baitagsialgd | not

have the appropriate | P address for the . call ' f ire the
transl ati on ByFeditas 36!"’%@@#%@&%&‘1‘@ "ﬁ‘aimﬁ%g?ée“s%sgo{ydf'#%%ﬁa Iy
operat e uti | b |iheSlddiess o BERYSSHAEMATFIGIB 5K, theadinsiated address i506, for
pur poses of éexplanation herern,” and not by way of 30 limtation, we utilize

the exanpl e returfiegurackds thércalir508 for axijresteqrnedtion thrPughARRORIALE Y
Referring to Fi vvhen.ﬁla SIP client 502 attenpts to initiate a call,

it 10 15 seﬁ'lvgl%rt% c5a! ed party
In the figure 5A example of a proxy server, the exemplary called terminal’s
SIP URL could be, for example, Joe@acme.com, and the proxy server would
translate that address to the appropriate top-level SIP server for the
50 acme.com domain into a more standardized Internet address, such as |
33.65.43.85. The standardized address is then used to route the data
through the network utilizing stgndardized protocols such as TCP/IP and the

. ) like.

25 Ofthe three types of SIP calls described, the least common would be that of
Figure 4. Normally the caller will not have the appropriate IP address for the
. called party and would require the translation services of a server. While
most systems would normally operate utilizing either a proxy server 503 or
redirect server 506, for purposes of explanation herein, and not by way of
30 limitation, we utilize the example of Figure 5A wherein a proxy server 503 is

implemented.

Referring to Figure 5A, when an SIP client 502 attempts fo initiate acall, it

10




- 7 SEP 2006 WO 03/077512 PCT/US03/01198 } sends an SIP Invitfe LsSEB e
proxy serverwbdB/gpeci fying the SIP URL of ( the desired ce¢ctreshsmardggy S04.
The proxy server 503 nust initiate the task of resolving this SIP URL to

the | P addreggngk _aﬂ%ibqﬁviwmexsgg%&o Hrhﬁy BEAKY 508 SHEEKyIMPshe LS URE of

standardi zed domai n nanme systemto resolve such s address, or any other
resol ution sdhedesidebcalied paxtychad. ofze PrEXyperaidls myet Iﬂlﬁaf%@ﬂtagfe essi ng

where proxy server 503 Lves,t | NV r 502, any
poli cy rranagé?r%‘?‘h”"ﬂi@?r%gq%[y%o eggﬁﬁéseafﬁ%gg%pr{ye, 'éﬁgéxé&{sxgr ver may
read the cal LpR@rieayiigaing danddriizeatdonmait haRie systerarns wesolvésech t he cal | er
is authorized to maKe the call, that the appropriate network to.bandw dth

i s avai | abl e address, angny eiher resalytiosrsahefp desicsd. i Additiopally ont thaidlade |y ace,

-etc. After an ch initial |oca r | Ng.: ro
“server 503 pggsﬁgq»%sé@btvmeraé)ﬁ)p)e%e?géjﬁgﬁeog}%%p}t% tﬁ%ﬁéxﬁeﬁﬁ%y%ﬁea i regs )a%d '
forwards thechfed S80LYehosianagehbht dsirddanesde dppliedgFoperampleyor e

further servers 505 to” called party 504, The sequ_encs S shown g_})re
clearly in Fpymyesesverthay read the caliwgdafeingbidentificationi (VB9 tPelsUIe B ut bound

proxy and fopwar .1 hr H@twg - reach the
cal |l ed party{ ee?%(%ﬂéﬁ Qu@ﬁg%}lg{bﬁpg% 1@%@,?@@%%@@:@3& t er%omai n acne to
whi ch t hgy r egagawidtisisfauznabldethat and rédurtiag, ordoggdinglof inforenBidd takes esent s t he
subdomai n, which ultimtely forwards the request to the called term nal.
For exanpl e, Pia6ftel6al 1ine 602 may represent the domain nane acne.com and
vertical line 603 would represent the sales departnent, or subdonain,
sales.acne.com 25 In response to receiving the Invite nmessage, the SIP K

return messagier sny Suhviattideibchlbmrbcedsing ol privey ssver §08, praxypsanier P83 | y as
previously described wth respect to the.direct,connection of_ Figure 4.
Next , - as shMSl{’ﬁ@é tf?ﬁﬁ?s'fﬁq;%%[ég F{j’é&ysna{@ﬁtm %}ﬁ%‘ﬁ??? ﬂﬁ‘? %Wﬁ? %%ﬁ‘egOS to the
called Ler M aghielbdafild it hetaie@UAkol bbfdre firitie? sBAlersl5DHad as the
call set "up nmessages are exchanged, between the caller and called party, .
messages naycelletpartyt50s. Eersequenoe ioshowayndreldeadydntfigiredt. TH& IR hr ough
different Ser%gsrésge g(HD is received from the outbound proxy and forwarded through one

or more servers to ultimately reach the called party terminal. The vertical line

602 represents the domain acme to which the request is forwarded, and the

20.  vertical line 603 represents the subdomain, which ultimately forwards the
request to the called terminal. For example, vertica!l line 602 may represent
the domain name acme.com, and vertical line 603 would represent the sales

department, or subdomain, sales.acme.com.

25 In respbnse to receiving the Invite message, the SIP OK return message is
forwarded back through the same path substantially as previously described
* with respect to the direct connection of Figure 4. Next,as shown, the ACK
. 'message gets sent from calling terminal 503 to the called terminal 504 again
as previously described. It is noted that as the call set up messages are
30 éxchangedv between the caller and called party, messages 'mgy follow the
same path, or they follow different paths through different servers. SIP
includes appropriate commands to force use of the same path, as di_scus_sed'

| further below.
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i ncl udes appropriate commands to force use of the sane path, as di sgg?sg@g

further bel Quyoskbrsz-- - ~-------- -------- - 7 SEP 2006 R096 11942
PCT/ US03/ 01198 I n accordance with the teachi ngs of the pre\se{eent |0§1)/vlelﬁst1i on,

it is desirable to insert into the arrangenent of Figure 5A a system which
~can utilize Conputer Tel ephony Integration (CTI) applications to nonitor
and control gqakksorBdnse AARMES tedthingdlaf thé prevest mventomdbistdesipbledy server

503 is also likely to handle call requests attenpti to.call, term nal 502
(i e. when thénses intq@e@rarg@em&nfm@qs&r@@ﬁo%gy%?@@h'@ﬁigcénll&ﬁ'é? W@%ﬁ | ed
party) it ap rs initially t " i ' [ und and
out bound cal ﬂfé?%ﬁi\?f‘& Irﬁtﬁg(ﬁé%g'e(haﬁ)oééﬂhggir'%gor@é@%}aénﬁgﬁﬁga%ta H%Bgroxy server
503 is the apphAGdtinatiftothagsiem.! Bicaithe prodyselter 50isfalse likélg tappl i cat i ons
conmput er previously discussed. That is, the.C‘{I i nt erfac&@s{agul d he the
proxy server heodle aallirequenss stieawmivgtegall terminal S9841s- visbihe EIMGRAY. -
However, several | Ssi L se: | ik rate all
of the. sor twdl BerBTRE eRpinbft s otes the PRled Farl by ity Rl B P ooty
with the propfomeitioarregafdinginbountaindi cutbdurehcglisiwodititcaverse poXy BEOEY
server 503 maﬁ process the 1nitial call ﬁ‘eet UFF nessage bu%’ supse uent
nmessages ar e 903kandthus, the RIeMYERNVEAPEY IBiNes? rW'E@P\é%‘FP RN er and
called pasty. t SRverTiiids, thoemefore, if
t he appl ?éat [@%ﬁ%ﬁgﬁ%@)@oﬁﬁ%‘%@ﬁ&%@ﬁ?%ﬁ&y ser!\-/er 503, proxy

- server 503 Wnitérfae! shouid e therbtoxy serear 508, whichogefsicegneciedito théid woul d not
even be aware, for exanple, of a call bei r??%udi sconnected. 25 (3) Requests
for calls ar@PRligaliens FomReles HlPWeveh SaVREIISSLURPAIC502. 1t  the |
applications conputer were responsible for the initiation of the call, the

application conmputer termnal would originate the call through the proxy
server, not one dff)itheaybe madesirabledo itpgrateall bfthe soitware for interfacing

15 with an applications computer directly with the proxy server software

that is already functional.

(2) Proxy server 503 may process the initial call set up message, but

subsequent messages are likely to be communicated directly between
20. the caller and called party through servers other than the proxy server

503. Therefore, if the applications computer is connected to the proxy

server 503, proxy server 503 will only have limited view of the ongoing
i ) call, and would not even be aware, for example, of a call being
disconnected.

25
(3) Requests for calls are typically made by a calling terminal 502. If

the applications computer were responsible for the initiation of the call,
the application computer terminal would originate the call through the
proxy server, not one of the normal states expected by SIP.
30
| Each of the foregoing issues must be addressed in order to integrate the CTi

applications comput‘er'with the SIP system.

12




30 Each of the foregoi ng i ssues nust be addressed in order to'inte tgﬁ}%he
CTl appl i cawbassrenputer with the SIP system 12 7 SEP 20961y 08;%&0 12
PCT/ US03/ 01198 One possible inplenentation for interfacing an app(i cations

eonputer with ; | ' ' IAYARE | ; entity
termed a pass@]{érﬁoc%é@é)méw %6%%?]Isﬁh§g?ﬂé%gho§ a&fﬁ%’p :)'gas@ rf%‘g“u‘gﬁe@?’g@% S '
sof t war e whi cBlFrpsoxypiddepicid Ygically onFiguex§. sareveentif3ehmeddpass i s

en s the, software, which would

i nterposed | ogically bet f t herwj se be

resi dent on pHEaYSTs@0RKB0A 08 depictedsy Fhe BRss TeAMRIProwvLn GaTtwaR Whishaay
term nal 502. ; L wel : : ' arate
device inter pg%tﬁlggﬁ"géﬁQ/ﬂ”é%g@%’%@g??égpf@m&ﬁé? \nggﬁ%grég% sellb}\}ger@g%@pand
term nal 502. thersofiwguoe,eviTich weould otheawisedearesidend bntprexy setver 503vin & BIRe

hal | utili f I ti . h in.. 10.] ti
e BRI RESES L i by DL o2
502 d ; I |1
) 701 AERYHOSSiFoe Sk acttelierSiuipt e Eroprhpst) ool

plural termnals'to re , the Xy 801 provides
for regi str athaiwees presiv serviies03 aed persdnal i02udh Figuney7,804 shewainves a i s

Regi ster request from,a termnal, it records. the contact details but
otherwi se  fooamie Of e EeTRcn werstal dliee for s fanEon quBasesdipieinr, <
recordingg permts the pass through proxy to have know edge-of which
termnals are associated with a particular proxy server 503 but otherw se

| eaves al | t Heopewtiear dipegsithmosgharexnéinwhukidepicaliy eervicesplural usehe

term nal 502 . 2 50 d tantj al i fi LN t k
Wy tne ot SRR S bOB AR o Hroy Sfet B3s st Ba g Heberbe”, .° "'
associ at ed Wipkdto€siGilions Pliral &dhikdls 10 R Wih RatHe Fias Hirdligh srawgsd1resul ts
in alist of termnals that constitute the entire domain for which the

~ pass t hr ough PpIVisles fgotegisiiiztipas wsils ¥éhemitienass throughpioxydiod seceives a
oot 1 RobRidtEue AU B Pihoolls 68 el e ohatiEE, 572
be a redirecforvardscthe regnest urivhbnyeditaithegirsry E86rer 503. This recording
permits the pass through proxy to have knowledge of which terminals are
associated with a particular proxy server 503 but otherwise leaves ali the
forwarding information unchanged. Thus, neither the terminal 502 or proxy
20 server 503 needs substantial modification to work with the CTl interface.

Assuming a single pass through proxy 801 is associated with each proxy
) - server, recording each Register request results in a list of terminals that
constitute the entire domain for which the pass through proxy 801 would be
25  responsible. In other words, the Register list in pass through proxy 801
mirrors that of proxy server 503 of Figure 7. I should be noted that the pass
- through proxy 801 should not be a redirect server, since that would cause the
proxy server 903 to not refiect the same data as that stored in the pass
through proxy 801.
. 30
Similarly, when an Invite message is received, the pass through proxy adds a
header to the request and then forwards it to the SIP proxy 503. The “Via”
- header, part of thé known SIP protocol, may be used for this purpose. The
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broxy server 503 to not reflect the same data as that stored in™ tThégE;?aggﬂs

1 through proxyo#fdz7sR0 Simlarly, when an Invite nmessage is pefesdspdiost he

pass through proxy adds a header to the request and then forwards it to

- the SIP pr OXyaaﬂﬁoné'lf‘r%aa\ér@ddeb\@gdﬁlthe first ine@ba B fokaepecifit Balbbeihgeet, My
be used for this purpose. The SEP 2006 03/ 077512 PCTI US03/ 01198

addi ti onal heaaérronaacf@dﬁngﬁeﬁnmﬁmz causareghsgaueat resulbpeknowiedgemenbei ng

set up from _
resul t/ackno %géeér%é]% Bﬁé '3' %?Lﬁrcﬁ@“ﬁﬁ%rﬁ)%%?l?ﬂ)gﬁﬁﬁm%ﬁq hgucgss t hr ough
proxy 801. Sumtemxﬁbﬂd\eﬁlﬂwlfdﬁéﬂ bltdbuh@ caltbbt Op ihessagdes,adrly stetusignd

messages, any status and 5 control information required to be nmopitored by

appl i cati dns edlidprimationequireg 4o bﬁdn@ﬂl’é?fedz@YtaﬂFﬂi%‘wfﬁdfﬁn@lﬁ?b G9hwilt oxy’
801. Thi
‘acknowl 13392:?%% ﬂﬁﬁ%@nfegtthrdﬂ \é&sa%é th}o@ “3#@%@2@ "-i?. r%rég eg%of%; V@‘.’LOfa d

thus, to the thpputlsadndosl sstup,beknotilddgéabnt m@sfaﬂmmestag@saasthbmmgh
proxy 801. Myreover, such a solution does not require iQ rewitin

normal S P priffgHobgiows 801, anthiws; istheapplicatiengeomputey 704 dhakin aé?ﬁﬁ/ or

sof tware may r e LOXYy Server..
The foregoi ngteﬁgb%@gﬁmnﬁgﬁgééis Qfo}sl%cﬁ%?i olﬁéhf%%(’og&@ﬁ]g&%g noﬂ' q set up,

cont.r ol 1iofs aaﬂrm%gmf gormialsw’qﬂox}eamft\dmmf snnlcfilttherpasetmrgugh:cﬂrdaxyaﬂ i ssue
remaining for - inbound,calls. Mre specifica in order far the

appl i cati ons WWF&”W@ELS@W”P&EW eé@@@i&eﬂtedeﬁﬂ“"?’)ﬁ?%?%’ﬁ’ﬁ?‘)ﬁffo%tj‘&r di ng

i nbound cal | & m%%ﬁ,@ fration nust pass through proxy server 503 and -
pass through server ‘O herwi se, as shown in Figure 7, application
corrput er 701 cannot nonitor or 20 control such call. The solution to this

bl I th t | St d
Wt any pr oTpedaiesoind MecRangi s pudes phalfon ol il GaShtup odnitha 1 o
s address. aRlindrRAG, aRE i aoh, biethert B SHIPARRBLeTRMemiNg et Tor (his

purpose. The header affeéects the address translation process when ot her
proxy_ser ver iibayad cialis.c Mok tspecificallynin ordenfordhe applications computer 701 to

insure access to all information regarding inbound calis, such information
must péss through proxy server 503 and pass through server 801.
Otherwise, as shown in Figure 7, application computer 701 cannot monitor or
20 controf such call. The solution to this problem is similar to the previous
solution. When a terminal is registered with any proxy server in the entire
system, a special header is added fo its address. The “maddr” header in the
SIP protocol may be used for this purpose. The header affects the address
transiation process when other proxy servers associated with calling terminals
25 . attempt to contact the particular called terminal associated with the subject

address.

More specifically, the header is used to override the host address part of the
address translation process and cause any inbound call setup messages to a
30 terminal to be routed through the proxy server 503. Since all communications
between the proxy server and the subject terminal must take place through
the pass through server 801, addition of this header will cause all messages
_concerning inbound call setup to be transmitted through the pass through
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25 attenpt to contact the particular called terninal associatéd Wit ThSERe2006

subj ect addovessin7iMe e specifically, the header is used to gvepsdsdeidghe
host address part of the address translation process and cause any i nbound

cal | setup nmesepgeB0asawel3AVbRS Siipd plp S at @ielss Gf hheniahl, Whendt oxy server
503. Since all comrunications hetween the Proxy server and the subject

term nal nust regiRierpliasliohilinedified imeaysesall inbpung Messpges tbe rerayiid i on of

R e e R L e

PECT/ US03/ 01198 server 801 as well. Mire sinply Qut, the address of a
termnal, whep i registers, is slightly nodified to cause all inbound
nessages t® bl_h?eﬂf@\ﬂﬂéﬂy definesl splutiensscausealhinbound end 9uibaundeall ti on to the

pf OXy server | und and

out bound cal | éﬁg'la{c]; E‘lﬁegﬁ%ﬁé’rhﬁt‘éﬁ rtﬁrr(]agﬁh tﬁé&)r@)ﬁj %gpﬂ(f%ﬁ@g&a@é ghertr)ggﬁ 503 and -
pass through proxy8018QHs shivwrsindvigute7, Fs:m& ﬂme7appﬂicaﬁ<ﬁust¢tﬁnp@ﬂéﬂ70at i ons
conputer 701 ,interfaces tgQ pass throu server 801, there is _now full

access to all '”E%ﬂfﬂceéa*ﬁ Rass ﬁif@“@%éeWEﬁgﬂn these isonows fillkacs@ss e ah call fatgar ver

503 in any subst even
reconfiguration gﬁ%ﬁteﬁﬁéﬁﬁégﬁ%ggg tﬁgﬁ&xlﬁ&‘l@g}?% %Jc}{/gﬂfsz@{'ﬁn qu é|g’r’1sures
t hat passot hrtowsusprewyiti@pdf thesoiteaes sreven eaddnfigatatipn of tisa groxyfservembound
and out bound | s, the headers may also is require that all nessages
concerning t all (e.g. busy signal, call hang-up, etc.) are transmtted
t hrough the pass through proxy. In general, the pass through proxy 801
ah}i/or proxy server 503, utilizing the techniques of the present
invention, adhiettealovedecisique insuses thes pfaaatthrbugls pﬁhag/i 8Gdhasabeess fo

tored and th h th t f the
50" syat em ¢ nGBNSBHR BeSSadk TopBPONG ArKUSUBRBL Caln I hedd E‘” &Bpout o
header Ry heguitd iHa%@FI’n’fé%sﬁQéélééméé?ﬁﬁw %b c@ﬂ[qéé @%u@eﬁ AgEEaR gguﬁa' !

setup (e.g di sconnect) are routed th pass t roug
Mor eover , t hetq. hare franamitiee threvgh ths ppes ﬂnrouglmpgjxyt e gpasEal tthecpaga

through proxy 801 and/or proxy server 503, utilizing the techniques of the
present invention, add headers to insure that the functions desired fo be
monitored and controlled pass through the separate logical portion of the

20 system that monitors and controls those functions. The “record-route” header
may be utilized to ensure that all control messages after call setup {e.g.
disconnect) are routed through the pass through proxy.

Moreover, the fact that the messages pass through the pass through
25 proxy 801 does not necessarily mean that all such messages should be
monitored and recorded. The pass through proxy 801 can be configured via
- software to only monitor and record messages if and when instructed to do so
| by the applications computer 701, such as when applications computer 701 is '
- _ operable, or to only record certain events or control others upon specified

30 triggers occurring.

- The problem is solved by having the applications computer 701 indicate to the
- pass through server that it should signal the calling terminal 502 as if it were

15




25 proxy 801 does not necessari | y nmean that all such nessages slfio?ulsdEP g{]ﬂﬁ

moni tored argp hpEended. The pass through proxy 801 can be capf Ibﬁ%g@sv' a
software to only nonitor and record nessages if and when instructe do -

so by the a I:éﬁi?lg'émﬁb&?r?ﬂ;b'éﬁrom%e ép%%ghhﬁﬁ gMReR/AP This SakeminbeaREP UL er

701 is opera record tain eVents or control others upon
speci fi ed 30 dalliigydesiegcoprepag. théhmllmgdbtmmal 502td entar bystatewheyetihe

Shoul d i gnaicanBlaLn (RgsuEt HhAaimedmagaRean sy § ¥abedlenty
03/077512 PCY ooéah%étﬁ@egwéﬁ T&nﬁfbl'S@Q%‘é&riﬁéh'beﬁd@mthe pass through

server. This ake™ 1 nbound is Intended to prepare the calling
termnal 502 to enter a state mhere it can listen to (an as yet undefi ned)

Corminal S04 Whes eabing torBund D2 hamensiater i el s ol s i o fBier ed ¢ ne
Cal | b L 1S pck Brbud bHifo it 6 g SnbRFALIDIERXNinY e no medi 2

channels On"recel Vi genment to this call, the pass through
proxy then |ackmmﬁedgementmuhbmaﬂdth@gasﬁtmmlmbkyﬁwmmteﬁﬂi% t he proxy

Cocer ves an AUIAEdeGEnER s ol (vt 43 o ervl o IR RgreRiRed o
the callipng PQ&V‘SO&' WQ@n Me Padd@rolfom Inaq)rd%?%@.@mm@bknm@agamemfcrn

~another Invite nessage for the orig . In resPonse to receipt of the
f ake i nboundthizldg cnfrtbmalbmcaaethermnpdatqﬁbeaalfmgiermmg 202 withthedieM nal 502

't or et on- ed PR [FORTERY ey R PSR Brithp KiloRRIL G o 1 N0

information filled in by pass through server 801 is the pass through
server 801 address itself. This initial rressage Is sent to the callli
terninal 507 respeRseclogeceipt @Eaihneifﬁbeﬂrmmdaqalf @znﬁapllfﬁﬁttqra@@nawﬁﬁ&ﬂé cal |

descri bad e efiar Bia L BEASHT RS TEntel ok oGy g EAThGUARI BRRY 051y
descri bed abtw@allyﬁeﬁdurﬁitmngcmftirmmbﬁtmwiﬁtédrmtlptl‘ﬁssemitang peeyt iThe. caing or ror e
of the ter m]:;paarltysmformatlon filled in by pass through server 801 is the pass through

server 801 address itself. This initial message is sent to the calling terminal

502 instructs the calling terminal 502 to initiate a phone call to called terminal

20 504 in accordance with the techniques previously described.

it is noted that several variations of the basic process described above is also

) contemplated by the present invention. One or more of the terminals 502,
504 may actually be cellular or satellite terminals not connected via a

25  hardwire connection to the network. Such terminals, which may use

 standardized Internet languages and syntax, are already known in the art.

Moreover, while there is an authorization process discussed herein related to
checking the calling terminals authority to make calls, the authorization \
30 procesé may be more detailed. For example, certain terminals to be called
“may implement call blocking by instructing the proxy server accordingly. | ‘
- Selective call blocking from particular caliing terminals may also be

~ implemented.
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504 may actually be cellular or satellite terninals not connected-Vi SE8 206
hardwi re cormi@esdosmzto the network. Such termnals, which ngyrUsB801198
standardi zed I nternet |anguages and syntax, are already known in the art.

Mor eover, whi Additivaally, itise 8IP pritbesliig defivst SiceBss niiligde SIPEoRAEEtichs' €l at ed
to checking the calling termnals authority to make calls, the '

aut hor i zat i onMRY §ig Mahin ansindlee TEHYIE srasian. sthis meansthapeliectivelt ai n

terminals t ' | Ki Lhstruct i the |
b oy aer ver UG IR IRTRRTERS plte'qyBLRE Selfe PR B EPHSHRA. ol i ng
term nal s mayard shatlpass thrplgivestved 801 tndy SoRit306F TOP/R8EERdn and

PCT/ US03/ 01198 Addi ti@;]al ly, the SIP protocol is defined such that nultiple
SI P connect i off€n qdﬁi@l” ex pUhinformatipngiongemingomuitiple 6alls. oRachTBiR spesior t hat

Sl ectively. itk LeBenche o SR B Upe B S, P

connect i on arspesifidationgienul ti pl ex out information concerniing multiple
calls. Each SIP session would be identified separately, as it presently is
defined by the SIP specifications. In another enhanced enbodi nent, the

oi nt -t o- poi | ' ' [ : ' : e ce
ol T whor o1 n T d@tereAfdicsdeirbBldifert, 1 pdif-LSRIBEES hah b FONICAEC
Such | nt eonetreplenéed mitha copfernice dsll vegueindnfohattivm maysies vhaedeamuryi ng t he

medi a streameafter call, set tépglwﬂ dupl i cat e pessages and fransmt them
to two or nofdCHiAFEEIPTERAISe AT Intsigel cuyerencingimeiiadisisAvire thasjiae

exiting or eggRidr§go i Lht el L ' and
-epa;:BSV\Dr ds, in acéor d@%gér@’w&'t@ ﬁﬁiﬂgﬁ@? @gﬁfﬁ@g‘@g&%@ IUE) s?@p Wo(?%[geg ﬁe;t t he
inventive teblassgpesand baoamidhen toriwealrmarealifferedt addresses.s Eadadern a

medi um A - accessi bl e di um incl.udes an chanj sm t hat__provi des
(i ;u st opg@@g%v%rcﬁ'ghgﬁ%%Et'ri%u‘?ro‘l?'ﬂﬁf"il{%ﬁori‘ﬁﬁré"qe@r 9’@){9"8959%'??'%@ eVIby a
machi ne {#. gcodds sanpabstiordsahWRekicihe Wit BRMPRRhnfst al | assistant,

manuf acturing tool, any device with a set of one or re processors,
etc.). For exanple, a machine-accessible nedi umincludes

It is noted that the inventive techniques are embodied in software, and
may be stored on a medium, A machine-accessible medium includes any
mechanism that provides (i.e., stores and/or transmits) information in a form

20 accessible by a machine (e.g., a computer, network device, personal_digital
_assiétant, manufacturing tool, any device with a set of one or more
processors, etc.). For example, a machine-accessible medium includes

1; } recordable/non-recordabie media (e.g., read only memory (ROM); random

access memory (RAM); magnetic disk storage media; optical storage media;

25 flash memory devices; etc.), as well as electrical, optical, acoustical or other
form of propagated signals (e.g., carrier waves, infrared signals, digital

- signals, etc.); etc.

It is noted that while the above describes the preferred embodiment of the
30 inveniion, various other modifications will be apparent to those of skill in the
art. Different manners for interfacing the application computer to the SIP
- System may be utilized. Such variations are intended to be covered by the
claims appended hereto. |

17




recor dabl e/ non-recordable nmedia (e.g., read only nmenory (ROM; random
access nenory (RAM; magnetic disk storage nedia; optical storage nedia; 25
flash nenory devices; etc.), as well as electrical, optical, acoustical or
other form of propagated signals (e.g., carrier waves, infrared signals,
digital signals, etc.); etc. It is noted that while the_,ahov ri bes
the preferred enbodi nent of the 30 invention, various 2§ﬁ‘§?mﬁ?5§8¢?ccati ons
will be apparent to those of skill in the art. Different manners for

i nterfaci wgatkecaymikd gati on conputer to the SIP systemmy be utilized.
Such variations are intended to be covered by the clains appended hereto.
17 7 Sept tilzeste? 6GGorisidATprdxP sétkehkdvEddivie Snd dtore A fisy @ble ifar edrimgs itrsnsizgion a pr oxy
server to receive and store a first table for address translation 4 and
regi strat ?"Sﬁewﬁra?ﬂnaf Rlyrakterinals gpeecigied Bierentte gaghrermingl keig cergelh of er ni nal  bei ng

"~ capabl e of rt|C| e call ed. .over a '
packet svmatmc?ﬁ) 1§ "dara pho"? Ca"r{%ge 'mglemgmf)é]%"fg/a %%F?}SWR@'&?H% B%ﬁ?{gcsta’gd to a data
net wor k; ﬁssgsavm§ E&HnOUEH Yo 885N REMERTIPEGLEL tﬁrgug%%aemféme@te@%t S4Rrk and

t hrough whi ch infor matl on between said proxy server and any of said

t er m nal sdatfreseasandsiadughPARS infohnidg betsen\sait pioREédnc Bigi ay sRandminalbl e t hat
mrrors said first table, said pass through server also being configured
to commrﬁaé%éaldrpﬁﬁﬁth@vgwwﬁﬁnmgfaﬁwéwb&mﬂt intgratsi seid dirst igbpqsaidepss sai d
applications conputer. jncluding software to at | east control or nonitor
calls ant}ﬁ ughSav aﬁsé’rbﬁi”ﬂéi‘?r@ ?fgtP CURPYIFiEHOAYRI? R4 Fom ARREPISHIOPR M of I ai m

L qiner el hoRhubeas! rbRorRboRAldl ik G5 Dfhdie O FLAUIBHIGH I DCRYREY

addressing Information to cause Inc ng contro nonitorin

to be rouhrRderinhale v@h sai6 adtdngwexy server. 3. The system of cIa|n11 wher ei n
said proxy server and said pass through server are resident on the sane
hardware platform 4. The systemof claim1 wherein said proxy server is
arranged tg recelv?%an address in a first formfromone of said term nals,

trans| at & S YD GF LT iheringt gt svee ?fé?'ﬂfe"&'ﬂ’i‘is FaeNiAureLiP dodidr ess i n sai d
second f %E?e&s%%%rﬁaaﬁo‘ﬁﬁ&@@é T@Jnﬁr@ %?%ﬁ%nﬂorﬂgﬁﬁo‘%ﬁ%oh% bsear!nﬂeJ thioiidn fOrm was

recei ved e systemo er ei I's arranged to
recei ve &aid@dﬂym.-l n a first

3. The system of claim 1 wherein said proxy server and said pass through server are resident on

the same hardware platform.

4. The system of claim 1 wherein said proxy server is arranged to receive an address in a first
form from one of said terminals, translate said address into a second form, and return said
address in said second form to said terminal from which said address in said first form was

received.
5. The system of claim 1 wherein said proxy server is arranged to receive an address in a first

form from one of said terminals, translate said address into a second form, and send said

address in said second form to another server.
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formfromone of said termnals, translate said address into a second form
and send said address in said second formto another server. 18 7

Sept enber 2006 6. The systemof claim 1l wherein said data network utilizes
a Transport Control Protocol/Internet Protocol (TCP/I1P), and said '
t el ephone call uses a Session Initiation Protocol (SIP), 7. The t em of
claim6 wherein nultiple SIP sessions are contained wi t hiSAPigm ‘?rr?éﬁ TCP/ I P
session, and wherein said proxy server or said pass through server can

di stinguish anong said nultiple SIP sessions. 8 The systemof claim®6
wherein said proxy server or said pass through server includes software to
det er m neéwhetys&m & clair 1 wWitdkiBsaiddtd netviriauiilizes b TZmebo ool PRtoEOMMMredti Ng sai d
particular call. 9. The systemof claim@8 wherein said proxy server or said
pass t hr obigiecd FGRAP). @omhtais telsphonf calltises a Sessiomiptiatioe Aotogel ($P)par t y conf er ences.

7. The system of claim 6 wherein muitiple SIP sessions are contained within a single TCP/IP
session, and wherein said proxy server or said pass through server can distinguish among said

multiple SIP sessions.

8. The system of claim 6 wherein said proxy server or said pass through server includes software

to determine whether a particular call is authorized prior to completing said particular call.

9. The system of claim 8 wherein said proxy server or said pass through server contains software

to implement multiparty conferences.
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