SYSTEM AND METHOD ENABLI NG PARALLEL PROCESSI NG OF HASH FUNCTI ONS USI NG
AUTHENTI CATI ON CHECKPO NT HASHES BACKGROUND [0001]1n today's digital age,
‘an erornous anmount of information, such as executabl e program code,
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string coampiy MathibblEGM] 1d bhéidid Bl Whednd bhkid subhldd 414ddd slot game,
such unauthorized modifications could provide the individual with an advantage in
the video slot game that no other player would receive. Such examples outline the
necessity to authenticate certain data strings, such as confidential documents and""
program code, stored on a computing device to ensure that such data strings have
not been modified in an unauthorized manner. For instance, prior to executing a
program code stored on an EGM, the EGM authenticates the stored program code
to determine whether it has been modified in an unauthorized manner.

[0002] While there are many ways to authenticate a data string, the use
of a one-way hash function (referred to herein as a “hash function”) to determine
whether a copy of a data string has been modified relative to the original data
string (i.e., to authenticate the copy of the data string) is commonplace. Generally,

a hash function is a function (such as“a mathematical function) that converts a

variable-length input string into a different, sta'tic-leng'th output string commonly
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referred to as a result hash. Put differently, the input string is
hashed using the hash function (i.e., input into the hash function) to
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original data string is the sanme as a result hash obtai ned from hashing the
copy of exirerdelya ck;fflculhgan%rle speeirt i ipatangesa ¢rreputatiosaliyoninfeasibjei dal |y
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a hash fgectwhan tifp@bing thet hialsh Sunési) rediasth a(éaméh@s@wmasﬁf Thes, dat a
string is hashed (such as at a second subsequent point in tinme) using the
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the copy, of the data string are the same, and the copy of the data string
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used to authenticate a copy of a data string in the following manner: (a) the
original data string is hashed (such as at a first point in time) using a hash function
to obtain a first result hash, (b) the copy of the data string is hashed (such as at a
second subsequent point in time) using the same hash function to obtain a second
result hash, and (c) the first result hash and the second result hash are compared
to determine whether the first result hash and the second result hash are the
same. If the first result hash and the second result hash are the same, the original

data string and the copy of the data string are the same, and the copy of the data



[0004] I n one exanple, Joe creates a docunent that Joe intends to email to
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result hash. If the two result hashes are the same, Dan knows that the document
was not altered since he first hashed the document. [f the two result hashes are
different, Dan knows that the document was altered since he first hashed the
document.
[0006] In most instances, a data string is too large to be hashed at once.
In such instances, the data string is typically divided into a plurality of data string

pieces arranged in a designated order, and those data string pieces are



divided is typically determ ned based on the hash function used to hash the
data string. That is, certain hash functions only operate on data string
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program code i s hashed using a hash function to obtain a result hash call ed
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associ atieé odpyoftthe piag@mbbde@tqsrledcrﬂsthd\EGM is)auﬂhbntial(nl 9., isathkl gahe @3t a
string piece in the desjgnated order and a default seed are hashed u3|ng
the desi'§aPERgragsgodanbashad do el the aythenticatiep) finalaresultyhash) @8dst or ed

n assocéfédr??é% etFl?oﬂJ‘Sf hle &Ege u%o%“lf‘ﬂw&?%%nﬂéat?orf ﬁr‘iaﬁtrteﬁbﬁ QEQE i@t | on

checkpoi nt or ‘eac ent data string piece i esi gnat ed
order: (the filaltredalt hash raregchlltbeesanmdh(etﬁGMeleterEmmes teest fthe htoply nefdther om

hashing the data strjn |e di at el th dat t
'n thegd@@g@mtaﬁ stersd e i ARERIE Gt SR A5 s e R t o -

obtain ??%tcd&sﬁas% fbhob&lrﬁrfér QGtHeﬂtlé‘ébﬁQFﬁﬁ‘él' r‘é@u}{"'ﬁa@hs Bal dhlsengit ring
pi ece as an authentication checkpoi nt hash. [0016]1n various enbodi nents,
t he systexaaite theecppyeekie piogEnsade.
[0011]  As described above, in most cases a data string to be hashed is
‘too large to hash at once, so the data string is divided into pieces and sequentially
hashed in a designated order to obtain a final result hash. The final result hash is,
in turn, compared to an authentication final result hash to authenticate the data
string. More specifically, for each data string piece following the first data string
piece (if any) in the designated order, that data string piece is hashed with the
result hash obtained from hashing the immediately preceding data sting piece in
the designated order to obtain a result hash, which is subsequently used as an

input to the hash of the subsequent data string piece in the designated order. That



aut henticates the data string at a second subsequent point in tinme by
si mul t aneously hashing each of a plurality of sets of the data string
'pi‘eces+usi ng the designated hash function and the authentication checkpoint
hashes. .1t. shou reci at t hat rtai,n enbodi ne ts t.he system
el udedSt 10E SADeE ST BipcEClieblR e e EEb T ad Hicks Foecieraiai
hashes, y¥dit ethiah deitd ftrirdrpstidTeahsot be W%m%enﬁmbaﬁwﬁ%rbbéqmg

processor used to determ ne the authentication checkpoi nt hashes
syst em glabapdrinthpiegatin tha designpiedcerder hag begnhiagshadi ty of sets. Each of the

Syst om associ 9048l ¢ ABraifk e 8R4 nRhe e ofEEhcell F G mRh I F

data st riuAgtiéh Qﬁ(&eé%é ,Otiienguahlityodhaatal atrings pidceg thatanastobet individiedlly If
any, in the designat ed order with that set. The system si nul t aneousl

subst anthaghegd BriaAsesncDNSE\SYsEr RasRY MUt e ae@om% sgaBeBtdlyopn &3¢ set
usi ng th@atgeﬁhlﬁlg ? tggéﬁe s%%f.fwé dé\(grs‘ﬁ[n?gfrﬁ:’ §é§ {h5é t|r{1§ ‘?(‘ég t3€F1[La Ht he

syst em has ring pieces of usi ng eS| ghated hash

functi orthteOdatetstrrim\g piecesraisolincreasés. ot example, els tdkeat a tysicalt EGds apvbt h t he
aut henti cat i on kg nt hash associated with that set to determ ne
whet her %Q]éea%«@ ﬁbaw@é&er&!ﬂa{%atﬂ% ¢ PIpgram CAdR (M Suck@ ManpRr-slt  t he

initial é|§8qak sPtﬁnQEinE i B0 SRR iR td @.asmrnot Q@m@ﬂﬁéater&tﬁ%ﬁ%awr t hat

set inclu ne of the data string pieces, and (b) ther the default
seed (i fsudhaas speytabim Hatie souhd dataslmaw dat@t; téxigalpdatecand wdw datsi gbat ed

order) 0 e .of the aut{:elntlcatlon o i nt hes ((if that set does not
i ncl ude %ﬁgﬁ] iingpding, Ny PFn&r?ﬁrQqu Qesﬁgﬂ\%eﬁo I9EPY . 1O5iOREEA e
data striQfipht §afes), tth% QﬂBaH{ bf Baeds n%?éaéé‘tﬁb?‘ét Hﬂ@mpwmaltqg eglgcionpient
hashes are all “stored by the system at the second subsequent p0| nt in tinme,

t he i ni tquantitypfipgogram eedeasesFohexampleasn EGhtinchidingten prognamicqsiesdess of

or o e SUHARATARER oV o SREPnY I LBER FRE alflen0BaE BRLaBRarRt .

processegode®quire no initial inputs that are based on any result hashes
obt ai ned from ani/3 ot her hash processes of any other sets. [0017]1t should
t hus be appr el®0d8kd tlig reladivelysioag @Ptheﬁécﬁtﬂ%éﬁf'ogl @@TQﬁﬁﬁseﬂ'@n&meeg dat a

Sut hoot | BRES ik HONE(OMIHSE add, MieiofdS dhebly debrdisBe el dinBint of tme
si mul t aneUBGM Iseavailable iopbe plafed tof ptalyersiandid&bcily\mcmmhe\umoumapﬂ i ed
to the authentication of a m code stored on an EGV such sSi t aneous

hashi ng WRAEASINH & p?w&f&%n@{aaeeﬁ?%b mSHL ReERPREH Byt istieepViseuthe EGMduces
| oadi ng fﬂftmﬂ?%(bﬁ | J¥B a8 ti) ogﬁﬁf‘% dg}éreea%%”?trﬁéleiﬁs”e drf *}ﬁwé?ﬁ\éhée a\phl abl e

to be playe pl'ayers. t1onal es an antages are.
descri beduﬂlenbcauonamiy\deltdarnhaeap\ﬁmtbenafsmghs; finhlereisaltIhmshng thesameeds a
Descri pt Isn%gr,jlleaggthen%c |ogn flnal result hash, there is no way for casino personnel to
pinpoint where an unauthorized modification lies when authentication fails. There
is, therefore, a continuing need to provide systems and methods that speed the
authentication process by simultaneously hashing multiple pieces of a data string
using a hash function, and to provide systems and methods that enable

unauthorized modifications in data strings to be pinpointed.

SUMMARY



BRI EF DESCRI PTION OF THE FI GURES [0019]Fig. 1 is a bl ock diagram
illustrating an exanpl e hash of a programcode that is too |large to be
'hdshed+at once, wherein each of a plurality of pieces of the program code

are sequenti as cordi esi ted,.onder. 020] Fi is a
bl ock di agr aﬁ\bwf'ﬁst S@?'loﬂ% egﬂg%ﬁg?%ﬁsegf ﬂf% Pgs%rngiﬁscﬁs%epérgéﬁgnggg%g

i ncl udi nghd piethed$ efablind paFiRY pkScedsingbf Radh FuniGiRfst @sif§ trithértfeation

aut henti cati on checkpoi nt hashes associated with the four pieces of the

pr ogr amahegkpoinbbashes.g Geperallys the system abimprasent diselaswie i cenfignipd of
0 e b MR SRR s EL A T2 T PORRARL b o HiGIBkeCby!
pr ocessasmpyiney stdredagiihenticatiin @heckesikp diashebawheimulidibdishi thash as a
bl ock dig}grraelaiw i('|)f| ussettsr a('gfi qgeagateaxasr{ﬁrl]g 8{ecza\é\{o hﬁ/lso%ngpecifically, in various
em'bodiments, the system of the present disclosure is configured to authenticate a
copy of a program code stored on an EGM and divided into a plurality of program
code pieces by employing stored authentication  checkpoint hashes to
simultaneously hash a plurality of sets of the program code pieces to substantially
decrease the time it takes the EGM to authenticate the copy of the program code.

[0015] At a first point in time, a processor hashes a data string divided
into a _pl'urality of data string pieces arranged in a designated order using a
designated hash function to determine a plurality of authentication checkpoint
hashes associated with the data string pieces. More specifically, a first data string
piece in the designated order and a default seed are hashed using the designated
hash function to obtain a first result hash, which is stdred in association with the
first data string piece as a first authentication checkpoint hash. For each
subsequent data string piece in the designated order: (a) that data string piece,
and (b) the result hash obtained from hashing the data string piece immediately
preceding that data string piece in the designated order are hashed using the
designated hash function to obtain a result hash, which is stored in association
with that data string piece as an authentication checkpoint hash.

[0016] In various embodiments, the system of the present disclosure
authenticates the data string at a second subsequent point in time by
simultaneously hashing each of a plurality of sets of the data string pieces using
the designated hash function and the authentication checkpoint hashes. It should
be appreciated that, in certain embodiments, the system includes the processor
used to determine the authentication checkpoint hashes, ‘while in other

embodiments the system does not include the processor used to determine the

authentication checkpoint hashes. The system groups.the data string piécés into



processes being perfornmed simultaneously for two sets of one or nore pieces
of a copy of the program code of Fig. 2, wherein the hashing processes
‘erpl oy 't he aut henti cati on checkpoi nt hashes. [0023]Fig. 5 is a block

o ol o SRl Bk, PaBK B S G ihAHel 88 a9 oBE B3R Blnd SN diBbese o
Fig:- 2, mhreraion tdee, hshisystami oassssistes Mhey alithentivhtiemt tleedkpaintc megkpoi nt

hashes. [0024]Fig. 6A is a schematic bl ock diagram of an exanple of a
net wor k asseciaied Avihotheodatgnelringiriecerialiowing el othgr data siringHieers ok that

S SELOSHE: 1w Jn REVERon b EHESBE ' Tl Sptel AT A0 or

di scl osugubstantially silORa6dduslys perfbrrasd sdparate hasts prsdeseary eawls sef usingnpl e

alter nattlh\éedesignated hash function. More specifically, for each set, the system hashes
the data string pieces of that set using the designated hash function to determine a
result hash, and compares that result hash with the authentication checkpoint
hash aésociated with that set to determine whether the data string pieces of that
set are authentic. For each set, the initial input to the designated hash function for
the hash process for that set includes: (a) one of the data string pieces, and (b)
either the default seed (if that set includes the first data string piece in the
designated order) or one of the authentication checkpoint hashes (if that set does
not include the first data string piece in the designated order). Since the data
string pieces, the default seed, and the authentication checkpoint hashes are ail
stored by the system at the second subsequent point in time, the initial inputs to
the designated hash function for the hash process of each set are known values.
Thus, each hash process for each set may be performed simultaneously or
substantially simultaneously because the hash processes require no initial inputs |
that are based on any result hashes obtained from any other hash processes of
any other sets.

[0017] It should thus be appreciated that the system of the present
disclosure -enables data strings including large quantities of data string pieces to
be authenticated by employing authentication checkpoint hashes to
simultaneously hash multiple sets of the data string pieces. When applied to the
authentication of a program code stored on an EGM, such simultaneous hashing
causes the program code to be executed more quickly, which reduces loading or
down time and increases the amount of time the EGM is available to be played by
players.

[0018] Additional features and advantages are described herein, and will

be apparent from, the following Detailed Description and the Figures.



enbodi ments of the system of the present disclosure. DETAILED DESCRI PTI ON
Enabl ing Parall el Processing of Hash Functions Using Authentication
‘Checkpoi nt Hashes [0027] Various enbodi ments of the present disclosure

Uei ng aut hent 1 cat i on oG PROHRETIDN BE THEISRES"S, Ot emof the

present disclosure is configured to authenticate a stored data string
di vi ded i nt o [R0pBLr alFig.y 1ofs @abbockt diagyami éibsyatiyg eamlmsann@eshasmcbf a

h heckpoi ity of
of o daear T <O BRCiedeo eaRat nEHPAATPER iersicedh R el ¢
di scl oS usigcaBf tRe QFBLRIA Cotle! Bre2BEqaential! RashRicPasidriig 1 Hccﬂbﬁgnétb(% nt

limted to (a) data strings representing executabl e program code;
data st rondgs representing graphical elenments such as imges or videos; (c)

data o1 192, RRROPSCP S U B A R P A A BB
r epr esenpiogéarhesddeinchhding fber pritds( e d@éLﬂtsStbff Whith SRPUSSENd i digemhivieot her
suitabl e data. Wiile the present disclosure be enpl oyed with any

sui t abl ea‘éiQ?at'%ﬂthnng‘eqkﬁotfﬁé‘aéﬁﬁécﬁsr%ﬁtaée%ﬁ\ﬂthe &rﬁpuéwﬁe& Plethsr RIGgFAM

di scl osu&gdéjescrl bed bel ow the data string is an executabl e program code.

[ 0028] Thé program code is divided into a plurality of pieces that are
[0021] Fig. 3 is a block diagram illustrating an example of two hashing

processes being performed simultaneously for two sets of two pieces of a copy of
the program code of Fig. 2, wherein the hashing. processes employ the
authentication checkpoint hashes. . ' |

[0022] Fig. 4 is a block diagram illustrating an example of two hashing
processes beihg performed simultaneously for two sets of ohe or more pie'ces of a
copy of the program Code of Fig. 2, wherein the hashing processes employ the
authentication checkpoint hashes. '

[0023] Fig. 5 is a block diagram illustrating an example of four hashing
processes being performed simultan’eously for four sets of one piece of a copy of
the program code of Fig. 2, wherein the hashing processes employ the
authentication checkpoint hashes.

[0024] Fig. 6A is a schematic block diagram of an example of a network
configuration of one embodiment of the system of the present disclosure.

[0025] Fig. 6B is a schematic block diagram of an electronic
configuration of one embodiment of the system of the present disclosure.

[0026] Figs. 7A and 7B are perspective views of example alternative

embodiments of the system of the present disclosure.
DETAILED DESCRIPTION

Enabling Parallel Procés_sing of Hash Functions

Using Authentication Checkpoint Hashes
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arranged in a designated order. In various enbodi nents, before a system of
t he present disclosure can authenticate the program code, an authentication
‘checkpoi nt hash nust be determ ned for each piece of the program code by

hashi ng t he m ¢pde in the . .manner .general | e i hed al i
re:plectg to Flp[QBQZ]a &é‘%éﬁ’l‘%‘?'%%ﬁ' Of %?e g’é%?"%i@%cig%‘#’gtﬁ{Be@%%Pg%Eode,
the.resWddd Frtho@denbBRty pardliel pretdssiig bhhbshiferetiots tsiAg RvEEMMatiode and
either: (a) the default seed, or (b) the result hash obtalined from hashing

t he pi ectheskpeiné hpsbes.aansdally, the system ¢f Hre prasieny diseiasuse ix eonfigurad

rogram.,co | 0. des| d L - o . as
Bt hent 102 nb MelE SRt Ra syl B ARG T Ry Dy Refd Sfrniele by,
code. Thempllyenisteratii anthenticktieri dhebRpdinaIrehist ©d sihtifaridvishi ¢ashoh the -
program code following all other pieces of the programcode ip the
desi gnatRldrabityat sets of dhe PatISTIAOrRISERS, hShaH kA ABRRECIALS Hﬂﬁtftﬂﬁﬂe$eé§ul t
hash. . 0 d ; o TN| spheces
ar r anged SRS gy ing, PrBit e e Ry, SHBBRIUAMRAT oLRA 4t Bt Al
code, a tofcgad dataecstrings treprgsentingrexecidablengragrahi rabdpi b ddtat bieingsogr am

code. In this exanple, .the first piece of the programco IS associ at ed
W th a (rePSSer BeBraRNiEd]RIeER pSHET ARdnaBEn| wn UdEadCs At igs
resul t RbNsddib’ Sl I t ' b8 ok ogafaNsGipeg and
t he def Q%Pfeésgeﬁé@?, §??1Ite) gecondgpﬁgeagf%ﬁ?@t Sﬁggt?’a?n (%%ge?@'i (smagé%ci ai?'gd W th
a secondrepredentingc paytable lederkpoisnfornaspamnehidaiai stringe represexdinghtextealul t

hash obt ai ned, f i h d pi f th j h
Tosul . HBmEnT oL AST gl st AP Reeinge fn ot “sRitle Ui o Wk tle) " and
the thirgreRBbREQiISEOSIR PRADIHEN SrAgRYEE MAOGhY! editaBle Ndatd Ritiiky, in the

aut hentication checkpoint "hash ich is the same as the result hash
obt ai nedempodimertiiany exemplas af feoeesent discipsusgrdaaceibad halew thredatasul t

hash obt gj. m i t S nd pi ece of the program code). The third
aut henti%bﬁsg%%%égg%%ﬁghoﬁﬁmi% e authentication final result hash
because the tjoord] pi i pfodram podgriamiiede ih® hhslugiiec of Pieddrethatageam

code following all other pieces of the program code in the designated
order. [®uangqd insAdlasionaicd piderci Hy warqusaembpdingents aPafosa ot sient ¥ thene
systemo PL; i o] rg,pe u ticati ﬁ{}%q knoi nt
hashes, é\'ﬁtspﬁtiéllgglt%%g?&eé od?%ﬁpggz%tﬁemggs%ré}gpﬁt%%r eag]enétlﬁﬁ?scl: o'ébﬁre
does not clitkpoint neagh enastt be deteahined foinesdghoipigcehat ks . progaBi | dddee byan
aut henti cat.i on checkpoi nt 1Igash has been deterlmtaed for, each gllgﬁ_ce of the

progr am RBRRMUNG {the PEOYRBHLEHS Ipdhe RAMISE ArNehsI HBSqIRGS: AR oWan; RSt
east v BRES. OficRe defiilafSoPleak isteof e prddanPbodé AeCRdal R di ng

to the desi gnated order. Th each of the sets includes one or a
pl ur al i t gbtaineiches @i eesedt affthahpigeecefr the progeamraddei and kéhert(a) the detasilta

plurality of th i eces of the pro m code.. those. pi ec of the program
ode of Vi BAMaS el et Sl g Boshind 38 Pifis aherrebram Eetiou «
be appreﬁﬁmbeﬁt&?%re@é&ingwwa@tai@ca@mherpfogifansei_oaerrﬁﬁ/tmd@@@h@t@iﬂor@m t hat
each set may include any suitable quantity of pieces of the program code.

being hashed is stored as the authentication checkpoint hash associated with that

piece of the program code. The authentication checkpoint hash associated with

the piece of the program code following all other pieces of the program code in the

designated order is referred to herein as an authentication final result hash.

[0029] In one example, a program code includes three pieces arranged
in the foI'Iowing designated order: a first piece of the program code, a second piece

of the program code, and a third piece of the program code. In this example, the
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[ 0032] The quantity of sets is determined at the tinme the data string is
initially hashed. In certain enbodinents, the quantity of sets is

*det efmtned based on processor povver or based on the nunber of processors of
t he syst em roc ssors t he
quant ¢ yi13) Plese Bt o8 M 5Btk Bociateptins, futsef alreprtubResERR

anot her RASHRIA chthé'&l?né'é% tﬁé‘,‘fﬁéﬁm héé‘r?bb@ﬂ%d‘ﬁélﬁlrﬁ)é ﬁﬂiﬁrst r&e%fantlty

of sets is four (i.e., equal he nunber of processors be
appr eci atheoprpgeamméecﬂmmet qefaﬂlt§@ed) ttbets@cenglmohme M@Qmemﬁenl@d in
any other_s | e, manner ased on t her, s t

053] CmSMARS Wit A toredhavBead Bolf ) MR i 16 Shie Ao o

of the pt'h@Q%%uﬂ’ha%hQab@élﬂéﬂ&fﬁrﬁ%@hlrﬂ@cﬂhédé,éwnﬁhﬂeéé oS thePpRfamf cddeewrhogr am
code and a second set of the pieces of the program code including the

second alfg reruit faph @@éﬁyn@ql frpmahewgg e Besd @leqeoef3bpinfogram sadek @ddhaent s,
the Sy“tﬂﬂhaﬁ%ge%ﬂ‘h%} QI caI 39&5@&%&1%&% g’i!h.?&‘?Eh%@'t@éuc{l?@ﬁ&@(p‘%th each

of the se re spec ¥ 6P 2Ae
i ncl udeshaste (whiek és tie Ehmepamgfeamsmdms?od)ﬂ)tamemgframl hagHieg the ¢tk pigicet he

but hent <§f°%%o¢r39$a?;ﬁlc%%§'§%ra b Oq?ﬁq?qg%g{e&f%@ﬁ@ 55 16 BRENC Blecgoes
not | ncl slanhBralEie Bladhe RHBITARR CalhehBLbRM "thkbot "Rssh! REGReO! the

program co e desig at e e system assoc
aut henti maathbnhcaihmcﬂna:blred;ulhham besmmseatrmdtmnﬁtnsied:é\ef thespgrdmt d:miqoisdgeam

code 0l L2t n8 BblorBheh ALEoBiolind BF GRS v orb et Souel h #LY: 11
designated order. _ _ '

[0030] It should be appreciatéd that, in certain embodiments, the system
of the present disclosure determines the authentication checkpoint hashes, while
in other embodiments the system of the present disclosure does not determine the
authentication checkpoint hashes.

[0031]  After an authentication checkpoint hash has been determined for
each piece of the program code, the system groups the pieces of the program
code into at least two sets of at least one of the pieces of the program code
according to the designated order. That is, each of the sets includes one or a
plurality of the pieces of the program code and, if the set includes a plurality of the
pieces of the program code, those pieces of the program code of the set are
arranged according to the designated order. It should be appreciated that any
suitable quantity of sets may be employed, and that each set may include any
suitable quantity of pieces of the program code.

[0032] The quantity of sets is determined at the time the data string is
initially hashed. In certain embodiments, the quantity of sets is determined based
on processor power or based on the number of processors of the system. In one
example in which the system includes two processors, the quantity of sets is two

(i.e., equal to the number of processors). In another example in which the system
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[ 0035] Conti nuing with the above exanple, the system associates: (a) the
first set wwth the first authentication checkpoint hash because the only
‘pi‘ece of the program code included in the first set is the first piece of
thepog rst au tication

d
e koo thElies i6ur AfbcRlsom, Te BhRRAT o Saif i, Pt &5 ol G Thé St g
result hsgBe Q@&@ysm %HSuIS%é’%pﬁﬂilat'eHCthléﬂQﬁe {qiRnkhe6e sets t&ﬁepéﬁ?rog%COde

that follows all other pieces the program code i n the desi gnated order
(i.e., imayhgedetenvineg inAmM etls\er stitalle manreraand baegd on any othef soiahleAr t er
assom athggﬁ)ne of the authentication checkpoint hashes with each of the

sets, ‘ous enbodi nents, to authenticate the program code the system

si mul t aneous| 08B] sul@dmhtm@ With $heTHbb v erdmiple, RRé fs9&ten defeRiviad & fiRgish
process on each set using the designated hash function. More specifically,

for eachseiaf the piecapafdhe paesras eo m%@ag e fired piperyphihedyaerain corst set
using t hSn(ﬂ hH{J%te& gp r{«]e plg&ése Pl ‘Hotde't él'i}H nggﬁko ﬁgea%woi Jri}.ﬂ@hat

result ha he au |ca I oNn ch 0| nt clate
set to d@b%ﬁrbﬂthe/mbm codee pi eces of the program code of that set are

aut henti c. ggﬁ ? the initi in to the demgnat ed hash_f nct i on
for the hash [{9,0 ss 1P oyanaus espho W@I” e (SYPiRIMe 2880¢1AESp PR 8 dhet he
program ( AH! ey i on

P hoskpol SRABntERN (hecRbbAhathl appt'ee‘aCQ?ﬁS“?%2?“?.“%&%%?‘*%"&%.%%23 of
t he pr ogofaivecsads, (a) i)thatheetdediadés treepigce afidhé p)rogrhm aodé\&xilbi/mag atbother

checkpoi nt has are stored b he ,system itial uts .to t

des: ghat BCRAL 16 BRI (<roetc e, Hox baits rar offiss Stktel BS Bues.
That i s, s@ReRtiCRfRIh IHDFESHt h&h @/ﬁﬁhhéteéetf@b{dhﬁ) lpﬁfd‘t%b[rage§h8‘t‘inbﬁ1&0thé| .
because the hash processes require no initial inputs that are based on any

resul t hpishefdbeapragan rQQdEaMOWtﬂﬂaa" ipsher piecesidbe (ﬁroamm mder instbes.

[ 0037] Cont i.nui.n h the ab ye exa he S i rst
D ooe orOeyaNaed Biddt WhE SR, SXEPRARs, 1S SUPLRTRatR) cREREN, T
functi onagspcidtbai witi the pidde bAINe ProgreeaHesfollbwing antdthemféaebcoftthe first
aut henti cati on checkpoi nt hash; and sinultaneously éb% hashes t he second

and t hi r rogramepdsrofithe sk, dammin hieedesignatedrdenwitbdhatisatng t he desi gnat ed

hash funct | ondeBsptt Rty BES IR SO el Bphehesildadiashdo the

aut henticatio resul |s ex e I ni

I nput t othehfirshasthwipi meeﬁstetttrtetmmtmsrsbheekpomlchaslebeca(@)e theeorfly pmcepmfece of
t he program code, %?rHj (rg |t seed ch of which are known, val ues,
and the §h& Piogramngrae fely %Bé@%és gre 'f?é%%??oﬁ theprogramugeds. (a)

1 Sl 3B, GBERYS R, R 7S 04

for the setortchaet iwith ubesadthenticatioa &halt mzsult hash because the second set
includes the piece of the program code that follows all other pieces of the program
code in the designated order (i.e., includes the third piece of the program code).

[0036] After associating one of the authentication checkpoint hashes
with each of the sets, in various embodiments, to authenticate the program code
the system simultaneously or substantially simultaneously performs a separate
hash process on each set using the designated hash function. More epecifically,
for each set, the system hashes the pieces of the program code of that set using
the hash function to determine é result hash, and compares that result hash with

the authentication checkpoint hash associated with that set to determine whether
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program code that precedes all other pieces of the programcode in the
desi gnated order, the system (a) uses the designated hash function to
‘hdsh:i (i) the piece of the program code that precedes all other pieces of

= reou thduRces 8) thet pogiaR SREGE PSS ardgtuten T URY feiRam e of
t hat Setlnpuﬁmhbhﬁs@ﬁtmﬁbgldflh'rﬂﬁi'@nffbﬁﬂid RasH prdvash for(ﬂh)at b8tihciidese(a)f the
program code, and (i1) the result hash obtained from hashing the piece of

the prognmptthecpieaae of thepspgsamicentien @ndnd eifheta dsfaulhsepd oFoam @fdbe in
the d d h
the resutiipatbaEACthodobt Ndbiibsr BTt Lol Dl dBbfedifibd it L Nall bTE"

that setpitted dfotheoprogthin @bber (p) ¢loedefhult seaa; AT titke anfthédtidationat , i f
any, in the dem% nat ed order |s the sane as the aut hentication checkp0| nt

hash ass&ackpeint fiashes e sdered by the systamy theninifial dﬁ@l&ﬁﬁed her dpsigRalgdng t he
pi ece ofy, éghef&;cﬂgﬁ%} cadR &fthbﬁ?ésﬁﬁllcgc{g%@gsfa%' %%hefhﬁ]%C%%cﬂf the
program code 0

at set, esl gnat e der i s the same as
t he aut heagh peddess foheak:bcseitmbasbe pedomned aﬁnmtameddm beeause likee hashem

Syst am doBseRgs RAUEN o A RS IERaT bR, A8 Vo grastes SOEHEE ser.
[ 0039] CofddqHH hléf F,Q?]ﬁ Pgoc%gggggfsaégfrgh%rgelf@ first set includes the piece

of the progra o et preced ot her pi eces of then{)rogram code in
t he desi gnat 808vHer Qantisuing with fthe sabqyieeexarople;, Hiee systpnaintag diashes the

dor aul t ebhiegoighE it 088 & Viadh s barlhefid oie obaBaPleham EfRFELT,
hash, ang 6Wb%shnméshr ghd 'compdredanst fsulttadh {6 therfitiediithemtida®ion
checkp0| nt hash. If first result hash and the first authentication

checkpoi ¢hedkagint aheéht ﬁ@ds%lmltaﬂﬁ@uwr(bb haisbes tb¢ segengrangt thind pigsepof
aut hent | ?1&4 E)gr i .C BH%%tft {;6ncp§<§thu§’}ﬁ'§] tﬁ@ﬁeglgﬁﬁfe %e uHcﬁ@l]i &BbH}ggprI nt

hash are | éce (S no ntic

[ 0040] Foresahdtasheard noﬁ@as&t thatthesellmte\emto(thée amleamttdaeodefmgn@swﬂhhmh
function_to hash: (i) the piece_ of the program code of that set that

precedes lafﬂherot'ﬂe‘ih'spleé‘é‘é'@%f then dnifialo 1ot teote Hesh harocess | of; theafigst $9t t he
des! onat &g Aedels) tgeq.rét' ;#ecé OF 1l bSR3 rf B 1RO BTadiesde PRl & ed
I mred| at e

with the set I'n i ece e program y preceding
t hat pi e&blchfarehmowmgalam camiethennttllaélrtn)at taytheet leakhopabeess of tie secora setsul t

hash; h, of f th f that t,
uaes. t hohaldesdRS REGANY BIREE NG ETRAER coRe. SNAIDINE B AU PRI B am
code; a”&wdd uﬁ'ﬁ%sﬁ%é%ﬁohﬁﬁ#&h%&%@% V41083 hashi ng the piece of the

program co i mredi at el y preceding that piece of the programcode in the
desi gnat ed or[@®838} o dberei specifiealiy, t fanathte sehdhat)indedes nthee piagecohethet he

|t hash obtained,f hash h [ f f th
{hat f of PGWESTR| POl nitatpPieeoebs o naeF ofeahe cohaner PRIBKAML EB0s 1 g in-

the desi goagRstedr slakr, thel $iRtERMEaPaséd therbbigRbictPha e feidiokPRi Iﬁléus(fr)h

associated with that set. 'For each remnining set, if the result hash
obt ai nedther pigse &% the) gragrampeede thet preeedasoal ather pieces of the program code

in the designated order, and (ii) a default seed to obtain a result hash; (b) for each
of any remaining pieces of the program code of that set, uses the designated hash
function to hash: (i) that piece of the program code, and (ii) the result hash
obtained from hashing the piece of the program code immediately preceding that
piece of the program code in the designated order to obtain a result hash; and (c)

determines whether the result hash obtained from hashing the piece of the
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code of that set that follows all other pieces of the program code of that
set, if any, in the designated order is the sanme as the authentication
‘cHeckpoi nt hash associated with that set, the system authenticates the

I ece(s)_of the pro hat . 1f. not he system does

Pt hent 1RBUET et BAL sSbiheR ok, o Binerotiet of HAK P B PEITA nui ng
wi th thesabpvuhyeriie Qlesighatsd SFddR is(the SHRELS ﬂw'éeauthéﬁﬁcétldinh@ﬁ‘édk%@idton
checkpoi nt hash and the second piece of the program code using t

desi gnathashhassodiatad twithhthad sebt i thearesult hvaghraldainedifegm ha(sb)nmﬁ%eecehe

hi v r saane Pt S b ok el S i oMb GG TOR G gbtar the b1

aut hent ithat iset, fif aal, nestwet desipatdd drbér tidithe samel tashesd Ankerititation
authentication final result hash are the sane, the second and third pi eces

of the m*mkamnébaéhaa&éoalat%wﬂhéhah sett the system auibaniicaies heptecefs of _
aut hent i gat r8§§ gahe "o HitlsR2Fhat! fhe é){sg%&gtﬁets ﬁﬂ g&ﬁi&téﬂ% éfé’c%ﬁs&m eces

of the progra e are not authentic. be appre t hat
t he systafrithewyogramitodeebtiedt geper f orm such hashi ng processes in any

quantity of n&ﬁe@%tso?;or{tﬁ%qegv?tfé I GboVRopRPPEGUEs T E%g]u'aﬁfggetﬁﬁ t he
sets, {505y oF ¥ RRSASRE o836 nal pioBBaBE Sl AlePHREES Sy trBoti B8Th one

rocessors to per orm n ot her enbo nts in e system
i ncl udestha df.tsagnateq ordep(m:etmaoﬁst piete 06 tHee poogramncedajuafccardingly,tthe set s,

t he system ass ch o t he cessors a ert of the Shl ng

o ocer e hifies el plelE YRS Brodaty ol A dhe MR s68q i3BadBR, s "ang
four ha%ﬁ@nd}é@%ﬁﬁf@n&ﬁbmwé%m a ffipgt rayait ﬁaslasemcgaémwéso{hetmgt Rt ng
processes to each of the processors to ger orm her enbodi nents, the

syst em dyasiniocthelfijstaighgniicatiosthegkpeiot bastes Ifithe finst result baslesd the fissich

oo ol SThPL ok e S B CLBE BT e g T2

. process Adtaéniids Ifdle ﬂn@ﬁﬂamrﬁéﬁmﬁddttﬁe\ﬂ?etcélﬁhéﬁtldﬁ’tl@ﬁec&%kpbﬁltthlaghfaréSt to
conplete that processor's assigned hash processes. For exanple, in a system

i ncl udi r@ﬁ@mtpthécf&tsﬁi?@e ahthe WP@@MM%?@@E%@@W@ perform the system
[
initially ass ?"%%fach hg”ﬁ%’ﬁﬁgggfgﬁ% gpﬁg e(%ggm Al @h@éﬂéjﬁﬁéﬁ%atsﬂ

perform The sequent rocess to

whi chevefunbt’mwﬂﬁshf |(|r)nthéqﬂe¢re bf deniprggrahdicode asfeihad rsets tmsprgnedehaﬂh
process rst, In ather enbodi rrents t he syfstemta es advant(g e, of

hyper t hr%tber Ripces Uik Rrogram sodgridh atf seledlsany ipdhe desianated orderppnfal ity

h);s Er OCE&T e autHitfidhiich ¥RELKBEINERG LS isted With BRF BeSRkluditifthd praceesul t

of the program code immediately preceding that piece of the program code in the
designéted order to obtain a result hash; (b) for each of any remaining pieces of
the program code of that set, uses the designated hash function to hash: (i) that
piece of the program code; and (ii) the result hash obtained from hashing the piece
of the program code immediately preceding that piece of the program code in the
designated order to obtain a result hash; and (c) determines whether the result
hash obtained from hashing the piece of the program code of that set that follows
all other. pieces of the program code of that set, if any, in the designated order is
the same as the authentication checkpoint hash associated with that set. For each

remaining set, if the result hash obtained from hashing the piece of the program

15



obt ai ned from hashing the piece of the programcode of that set that
follows all other pieces of the programcode of that set, if any, in the
‘desi gnated order is not the same as the authentication checkpoint hash

i at ed, Wi h h d, i
cor Lai n st tiehpa! maf oW ERF BletRE S M Praltafl gt PRERERRLY Hisage,
and/or tinathaNideSignte®drdbr TBSHRIBahfe as! lthé CatRéhtication sheskpbinthhashe

appreciated that, in such enbodinents, the systemidentifies which of the
set's i ncssgciatethavifli thal set, fhecystam autbepticaieshe qrece(shof dhe pregram

sed t o e EhinaSe”2 AR, e WA AhoHded akGuplaREate e it R BET, "of

the progiragrfif@edefdfiisat sett o 5 bel ow are bl ock diagrams illustrating how
exanpl e systens of the present disclosure enploy authentication checkpoi nt

hashes to si n@P#4heofsnjindinghwith gharahaveyexamale; shesysiean:o@) hasbepitbees of
.am: \ i i , d

Fepr osenehatRAEHIGE GChSA phoy I bl blecl BIME prdap $oA S0%°

group ofugm@@ieadesigaatdd kadh fusictipnittiiobtainta secoridefesult ashp(ly) dshigsethpr ogr am

code is stored on the EGV . the programcode is divided into a plurality of
o eces ARFORIReHIt hashend edhilaicks HHOR AraHEM SHoedo A A tseult 1y of
aut hent i i C } h j TS Qc i i kLS i ng
Thi o 1 ni' ) e[ rApaes B g Focait ot WRn LS RoRREAT tihaliespl

aut hent i feashi. ol theeh héddpreisalt hiasb lanaisthe &b enttioatioh fieat respltdashadretthe samegr am

de. In thi . th de i ivided, into t fol.l ow f
b1 oces (BCRECRRSTI (irdBoRBS AT R BIGA Seis PIE BHNPUE) b MeCiosil ca
-order: ahddi ahd Rhé%tﬁént’i%@ioﬁrﬂ% 3a%GI0 Pash 148, diffeR@OtHE BEEST] @hdithed

program code 1220, a third piece of the programcode 1320, and a fourth
pi ece ofpiebes pf thgrpregrardcodezre not aod&NECcr st pi ece of the program code 1120

2" Fot rosul PORAEH 19 3080% kb flerBRREY AL D% AS%bm Rl SRRl S50 and
- defaul t s@estml $déh ABShinGPIbcésEes ihasly suittié avanhkd5 In @Retaln eslbodisemis hash

1130 i s obtained as the output of hash function 1105. First result hash
1130 i s igtwihiel the systeptinglyass aavantityroftrrpcessorsthatrie gpealgr thancedeayal2o as

first auth [ j h pPRIN h,Jdl14 - pi

progr am%%o%%hfggg gﬂt@%f :gaérig’t mree%)(ﬁﬂgﬁh%s g%@%la?lto’f éﬁg%t% %Feimr%e@@ﬁ? g%%ésﬂ)ea

obt ai neddiffesnt rmrhbhthé peotessoes ¢ penformr o atharogidbbdimmshtatinl whighetbedi ng
second pi ece of the program caode 1220 in the designated order) are hashed
usi ng ha%}f’?t?f[lri@?'iléﬁsPlGHaE‘WYdHtFHPﬁe%S%ééBWd'Sr'§§§Itga%é’sﬂuqfﬂﬁb.°ff atsets,
second pi.&ac g 1 fLr es 3 e nput
into hagfrr]]%f S%%%ﬁ)%gi%gg,é%‘&r;ﬂdqgg@gné%%gggﬁ'is ha%rté@ﬂb'ﬁgagb%t‘faﬂ%e ag@ﬁghe

out put oprocasses tonperfarm. 1IEO5exBeplenih asystem eduding 8o psocsrsspesianch four

associ at | orh.with seconcEI iﬁce of the, program iode ?{628 as. second

aut hent | ARG PEIRESRES (% PoRATR, the Ay StqP GFBINS WO 4 i0¢ BashioB™are3sas Br ogr am
code 1320, chrs 5eNKhoicBsubrs MBSPeddm. (1ine furthéle dnsadiindhes h bt systadd 1 om
- hashing the piece of the programcode i medi ately preceding third piece of

t he pr ogdynarcicdlly assigns hashingderocgasestd tedenopessarshds tseigh ambedimesits,
function 1105 tto ob.%ahn athird result hash 1330. That ,is, third iet
the progi&nod¥gD 13Waly, AP, FCH RIAESEYS RNE290 P A5 ProESSHas
functi onpddém. FRE syBidnd suBSeduertiddssighstatiiSastiirdl igsh pocess ehdttds wdt hash

function 1105. Thi rsz result hash |?330 I's stored in association with third
pi ece of beere perfognach toowbicheper arcesseisatiehBist ite ompletshthat pupegsseash

1340. Next. fo Lec 1 0, 2 thir sh
1330 (i éé_s':lgrﬁ%dejﬁ%%%g)hce%gg% ?):%?E%e Iéi’m(‘)(r%ﬁ %%%‘?]{ﬁﬁ’gc'?ﬁ@%wgc%%%éﬁé agraogram
code | Mmipgdéat kash pireceskiaty th opetfbrp) ehe ofstédne initialyy arvsirde ebéRO of nthehe
desi gnat ed order) are hashed using hash function 1105 to obtain a fourth
resul t hRrosesars. oneAf the hashracessasetwPerfiREMpr ddieafyeiete subseaualyt hi r d
result hash 1330 are input into hash function 1105, and fourth result hash
1430 is obtained as an output of hash function 1105. Fourth result hash
1430 is stored in association with foulgd h pi ece of the program code 1420 as
an authentication final result hash 1440 :
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because fourth piece of the program code 1420 is the piece of the program
code that follows all other pieces of the programcode in the designated
‘or'der. - [ 0047] The aut hentication checkpoi nt hashes are encrypted and

Tnet ancdoaiE BisperBRnic: RabE v B inkih el HAeh 5oy Sudhas B tindon
checkpoithht basdesors @ssighbdttaghhSrocelk liysta Feotrir enibbedigiznts, dhbasysesmor k
and are stored on a nenory device of the EGM Wen the EGM recei ves an

i nst r ucttakes vdvaniagefivwertheeading tofenahle PR Gr AAPTEoRFOCESSATR taLashRCtEGU
startup, es the copy of the program code before

execut i nagé ?E’éﬁ%ﬁg’?g%éggggr'ogram code by enpl oying the authentication
checkpoi nt hgeb4s] t osivatiousnembediméntsh forwachfl set, pihenal ihey redults éiashof one
or nore of the pieces of the program code. Figs. to 5 (descr.i bed %ﬁl ow)

3
i |1 ust r Rtaumeds Bemnhashingnine Piege phéhe pyaram cade Bf JhahsetHiad fellows

aut hent i ; I [ hs f i Tyale?

it hont 1 e Bictes g ot orahl R66S S Biates 2y ! (o fiEy BHudts not

i 11 ustr ahengameeasxhepaethehtitationt bheciqmintohasiheagsoomtednwitid¢hats set, the
authenticated via parallel processing of hash functions, enpl oyi

aut hent | DREDAXIEEIES AR ERSSORENG: Epeaiain SMPYIMES. LS HRAE ¢ vo
sets eacmesélfgﬁéedaiganaywhel@rﬁ@rsn@fssé@@, SRMYr WarlshftsLTHOBAR FREsReetdhashed
si mul t aneously. The Copy of the programcode in this exanple is divided

i nt o t hethirdl pasty. nlj should fliuscke appremiated that.tinesuicbl ¢robkbdignants,i iheasysteror der :
first pi; of t f .th de 1120 d_Dpi

of the' poaanian ebe S e PR bE bEtE e wats B SRR BT afe BT 1350
and fourjida ritegh&itic he copy of the programcode 1420. In this exanple, the

pi eces of the c_opi/ of the program code are gr ouped into the foll owi ng two
sets: (a) a fli0P4¢] setAs grnarabsexplainedrahayve, bask fiendiopy ase corvneRlydisgrh code

1120 and_s nLec o] t r " )
second Stgt glﬁncq’ﬁ'gég % hlgg’%)t’ gﬁ e%egé(é’ig?%rﬁeggggyg%ﬁ ?‘{nﬁg‘ggﬁ%’éﬁﬁn‘*cg‘ﬁ@ %22t83and
fourth ppegeamfcddie gy Do theepwaramicaddiabi@fs ihstratigt Rowasemepiat es
second aut hentication check t he aut hentication

oi nt hash 1240 (i.e., . ]
checkpoi sisterashofatheo presasy dipeiasinge epiniek aeéhqm@a%wwkpwet meshesaniecode
follown i S C e i LSt set
in the d%gfu gljtlr?gte égggr@éeﬁ%mf @frr\alhgg()ff ?éf%(t&fsgbg %’ﬁgﬂg{gg‘g%?%ggo%u%oﬁgnﬁ %ati on
final rpogramhasie ek in am BGM. dedbiscexaetplbea auegrani eode cepreserting acl udes

t he piece of the co f the program e following all other pieces of the
copy of VHE0 sIclgaiig o be anpretes 1ean Grabi Seaidt! oY oauoys of BadeBEs e,
first procgss@pdifit ihmey B&Bd 8 dopy B thefdrb§fam code is stored on the EGM,

the program code is divided into a plurality of pieces and hashed using a

designated hash function to obtain a plurality of authentication checkpoint hashes.
Fig. 2 is a block diagram illustrating this initial hash of the program code, which is
used to determine the authentication checkpoint hash associated with each piece
of the program code. In this example, the program code is divided into the
following four pieces to be hashed using hash function 1105 in the following
designated ordér: a first piece of the program code 1120, a second piece of the
program code 1220, a third piece of the program code 1320, and a fourth piece of
the program code 1420.
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hash process 100 (described bel ow) on t.he first sét and a second processor
of the system sinultaneously perforns a second hash process 200 (descri bed
‘bél ow) ‘on t he second set. More specifi caI ly, the f| rst processor perforns

first hash pr f|r hashin t he
program code @?géf r&%@Pﬁlﬂ %85%9"1’ {Eﬁﬁgé ?ftﬁeﬁ 38ﬁ8)1{1i|8§ g

obt ai n &irki hééhéd?%'s!inb hasth fubkien 1HUH td ébtahha firse ﬁésunrr%frﬁmo' Mk $s,f 1 7St
pi ece of the copy of the program code 1120 and default seed 1110 into hash

f unct i orfirst oBceapfdthebpesignamf coda 1186 1and Ha&ultlsmﬁ 4310 raredoppluintethashsh

the- proghRifid adB3zan Bk ed P vAETRY o BRTEESeS B RiRh 87 Foh aliGeR 1 h0s
to obt ai Mas. ssmnésmwubh 1h68hs s&536d if basodiationt Withffirstdiecs efBrRSHrograraut s

second pi ece of the copy of the programcode 1220 and first result hash
1130 | ntfépdeawq aﬁé*ﬁtcﬁvtnqmmatlan&héﬁkmlngh%sét6%0 r Blext.iseand pigegpofdbet he

out put ougl C sor

per f or ns Qcondéqhas#%@gg‘éggs%%%gﬁqaghﬂé(ﬁga| tEri?geyri SH@ pﬁecg[gg'(?ga (g'ﬁcopy
of the ptnasjmaagrtlte);iecé?nﬁ@halpcbgmcmo@b@tmmmatelatpreced:hgcslepondnmémdsf tha40

usi ng hash functlon bt ai n thlrd r t hash 1330, That i t he
second pRTOYERNGOen e Signated grden ere ba he Using A %Mﬁtl%déa‘és

and sec t 1 5, and
e e U e Sl e 3%#"1?&%0?3%2‘???%5%68@.°3’é§cond
hash pr ot2&} aﬁdOﬂmhde@lt basharslrSOpac&:mtmOtm hagh lfenq;t&m‘ onegdasd rﬂsﬂcbadeousl y
Svatem TSURARA |4 RRHREE REhCURDS o by UPRLeY d408n e ake] otlon
1230. Thiysgsh $2$@i§jstbﬁéd1lrpé§§b%$ailoﬁqplth Sefid blé‘éé'dTQHe brogvaht cedd kp2gagond
result hash 1230 is determ ned to begin. Next, the second processor hashes

fourth psessaddutbertication aleckpeinphasgft 42#8ode 1420 and th| rd result hash

1330 using h th.re sh 1430, That is,
t he second p?@@ éﬁ Neﬁg ﬁ%EBE?%F 811 ﬁ’ieecé’?%qrgﬁh 088p§%ﬂ(§# ap sepqog f’ﬁ?\u ode
1420 andhagmit 280 [(esylthe hresiit h3sk db‘ﬂélﬁeb&ﬁdinfhmin thel pleee GMithe (15
fourth result hash 1430 as an out put of hash functlon 1105 Q051] After

det er m n§afle Jevediatelys uprecadion ifzmb pRiree f olLirthe pegiam 1wede 1820, it Hbesyst em

determn [S) a ution
by corrpa(?(?n ggoé\gteﬁegftﬁ Pgﬁh&ﬁ %%E%B%{hfeé%@gﬁaﬂau% g%t%@ggl %ﬁﬁdcﬁéﬁ poi nt
hash 1240asind3BY. dbwapa, itmigd pimeetdf thewd)grahaebdétli%QOvartd‘ls@adridemtsuhEh‘alshn

t hash-1440. nd result hash_ 1230 and second

LUt hent 1240 aft Bihud inigi hash Bigban 305, 8ng naird sesit Bash 1890 o 0PmNeRes!
hash 143§, gp&&%f% fktion 1f1|0@al Tﬁl ‘r'ééulf'ﬁégh ]ﬁgg i&'d ?OIIGBQH%C?ERieg

system det nes the cop e program code I's authentic
t he sanewiils thlrrbpmoegbfethemrdgrdm:cbdd 1t3200dm third ahtbeaticdtiom chsstkipoimt tlashkpoi nt

oxacar bs S "N T pRERYf e BrgBEmecR, 192 At v Fesualt Rty 38800n
result hash #230eaMe HAFORBLANEDNREC RbLMIAGCHRE Rl of NReh plftAnAic@deot the

same, and/or (b) fourth result hash 1430 and authenti cat on f1nal result
hash 144inraediately ptra@e@agrépumlrnem@gssoém&iemgrmmeede Ha#20t inetheoggsighatetie

pr ogram I i sa t he . progr ode
hashed 19080 R PR PR pasklyBon Bl PRI TR e Bl RRC
aut hor i Zehathe, foRR% pécd bEthe' MeGHh code 1f420 MEHird result 888 ABBDBrenpit @
bl ock diagramillustrating another exanple of how the
info hash function 1105, and fourth result hash 1430 is obtained as an output of
hash function 1105. Fourth result hash 1430 is stored in association with fourth

piece of the progrém code 1420 as an authentication final result hash 1440
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copy of the programcode is authenticated via parallel processing of hash
functions enpl oyi ng aut hentication checkpoint hashes. Mre specifically, in
‘t Hi s ‘exanpl e, one set of one piece of the programcode and one set of three

br ogr am s se OB PREAENE Polivr tal Mied 'R Bioke e diiebh chil
above withBt fofisRedll dtheFpidces of tHepidyirameccidnhahe HeeighbrsPsrder. t he copy of
t he program code_are grouped into the followng two sets: (a) a first set

i ncl udes firslPO7kce autbeptigationr cherkpeirdrashesorre ancrpptednang sjoredsecond

set incl.ud ' nl ace r Ogl. d i pi ece
of the digresranD Wb SiEsBhyat SRRl ol BR BTN Pof i tante i, fe

pr ogr am ggieoflthd prodiaen epdé emdans aichipted butintichtek phéckpdittstiashbsarei . . ,

t he aut henti cation checkpoi nt hash associated with the only piece of the
copy of $afd tptag EMDua servardbraygh) a gatas neforkigng argestorethah A/MesWeat i on
final r Oy felolcly : idxcl udes
t he pi ecgec\géé ?ﬂﬁ%ﬁo%%tﬁggﬁ% cod%e%rg)l oﬁéﬁgng &'@?%ﬁg%@&&of t he
copy of theerpgrayn @odepdech as tupendeGMystarted, tredEGM pOOESticateshthe copyngfl e, a
first prpocessor of the systemperforns a first hash process, 300 (descri bed
bel ow) " der ST stodiepSlinn SKeBakng e ey dhediorn Fekchy &Py Ricous! y
per f or metha éﬁﬁ?ﬁ'ﬁ’cdﬁ%ﬁ%r@cﬂﬁéﬁ h48Red ﬁ?gmm@%ongl;ym@sh%w@f S PRABMy S -

More specifically, the first processor perforns first hash process 300 by
hashi ng $etsif qriecoe nudret dfetheopigces of tilke prograsmcodele Hig203dad fdeksribedt seed
1110 usi n& hgsﬂ ftu cti 1105 to obtain,a first 'rs]ult hash 1130. That is,
the firstoippdolustte; Hiilsren Bxatrlre. i 4 BV cahy e r PIREST: S57ERPEREe 1120
and def aglitheRiGsted M& parhlfel N6bedding tof Hashlfdinctiomsl eﬁtm@yiﬁ? duthehtidation! t
hash 1130 -as the output of hash function 1105. [0054] Sinultaneously, the
second pehrekpott haeh€sr ns second hash process 400 by first hashing second

Chockpoi nt ok Lo 8 ¥ §IAR e feRalfl shiSoerbia el hbinhetbey

hash 123¢f thEh@fodram icbde Siecautienticuted saa paralslsproeessidg mfebasmffurﬁdﬂbneopy' of
the program code 1220 and first authentication checkpolint hash 1140 into
hash funemplaying @gthentigation gheskreigbhashess uMorgasnecifisady.oip thie exaflR. of

hash fungld ggtslég ir%ﬁfd?ﬂéi ;@gilegééjﬁfﬁe égg)(l%[i"i'h I rah?%t}ﬁ%(}s%%h% 0 may

be perforned sinultaneous ause rtirst thenti'cati on checkpoint hash
1140, whsintultanestislyedHey copne of fist program codzuin thig exdraple ksudicitedintblibe

ther t first |t hash 1130. \ nd h 400 i t
e r eclolgming fourieses prenar i e flewing S6SBalra ordRroat pisoscR B Noxt

t he seco, t4h i foft de
1350 anaCanh PR BRéqrafP B6a0 1N SBLERE Mitos BF IRPREDP of thE bGRIMTRT™

third re$22Q, thidrpieesof thtaopyxnf theeprogramdcodeotdk @and fourths pigceraef thieece of
the copy of t rogram code 0 ang .second,checkpoi nt h 1240 into hash
funct | oncaR0s! T araiam ReSe HAZd. » BLENE SHABIPISa0e Becsh obipm foRyronlen
functi onplstdm &I ard gﬁ‘)lﬁo%@loiﬁtb HeOflBMMg ﬂ?@'@@ﬁs:gé}létflﬂs@éeﬁ%cmﬁek Hestcopy
of the program code 1420 and third result hash 1330 using hash function

1105 to piecaiaf thefoopytaf thequpgramashde /30 andsecend pigseselcibadcqmyoeiethsor

ihggﬁt S fgr%rgtrgmpci:c)eé:ee19£0,t Qﬁd ?8)024 s%fcohaese? IRGHELL ﬁ'ﬁ%ﬁ pi]eééoofatﬂg éorbiyrgf {h%sul t
program code 1320 and fourth piece of the copy of the program code 1420. The
system associates second authentication checkpoint hash 1240 (i.e., the
authentication checkpoint hash associated with the piece of the copy of the
prdgram code following all other pieces of the copy of the program code of the first

set in the designated order) with the first set, and associates authentication final
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1330 into hash function 1105, and obtains fourth result hash 1430 as an
out put of hash function 1105. [0055] After determining first result hash
‘1130-and fourth result hash 1430, the system determ nes whether to

ML PR i o SRRl 5K SRR Be o eR A8 Pilte 4>
conpar i nghef P &F the8ptbgranfebdd 4sibwihg lalldth&epiecesof tie EoPRbf fRSpidgramsh
1440. 1f both: (a) first result hash” 1130 and first authentication

checkpoi endéhinsthe desipnated ordersane, and (b) fourth result hash 1430 and

aut henti cati op~fihnal r |t _hash 14 re the s t he system det er i nes
That "t he- copy 090 e 1A, ertBR. 1 0% HidhdniPt 3 Mhe Voot KRN 1S e
program ﬁ@geﬂmagd 00qdesériidt BsloW) @nate TRstt det Andod se bk pridessbeshige) .

aut hori zes the co§y of the program code to be executed, and executes the

copy of Sysempreiguianeedsly pefforras atsreopdmashhpriesess 2P01(Heserinasshelowhash 1130

and firs tj caty in 4 r r (b)
fourth r{gseﬁﬁgbﬁ@s &14Iglgpea%‘.g&§ﬁ{:)%lé{hﬁé;gfélf(pr]q&?(?sns%repreg@hrln:sr\‘ﬁrgtzﬁ%ggé%sg not
t hehsarrpw(? be fisstshasnintefisst rsiemsOftthetcoﬁbebf ¢|®¢apr@drahheoc£]ﬁ cl»gﬁamndculadefamlt_not
aut hentic .e, . is not the sa t rogr am co shed t et er m ne
t he aut h%‘?ﬁ‘i 3?\?@ Hﬁ'@”&ﬁfb@ﬂﬁ?‘oﬁéﬁéé‘? 9g¥§ﬁ@l a Hégr%Hﬂ%ghﬂﬁ%z eﬂﬁﬂés’c%‘ﬁy of
t he progg R i j i 1@

1T uSt o eRpRASRpEInpEt fish piébe BBy e sFofdih €oc ¥ 307 AM defaul
aut hent i seaded MDainparteshefungtios eI garaf obteihs ffirsic results hasipl 1h30ngs the

heckpoi h . ifi LTy, d hi le, f h
Cnel unt oo of fash hifBar B0 bk e i pocRs S Hianes aecand Hide ehhe
si mul t angsuis by thd oGRY ket E2PLPAr fdt Foslat hash M 1B0euaHB! Badts fighdtiosied

into the sdme pieces described above with respect to Figs” 3 and 4. In this
exanpl e, 110& tpi chtain of sedomdcrgspltohasthd 280ogmhat i dieafirst grrocgssoriinpetst he

follow ng four sets.aof the pigces of the cor f e.pro m ,C - .(a) a

rrst sereqdtt] eie o Be Oy BL BBt s et mad Bl BEME 1950448 )
second spash ReAdLidAST FIS; il BbeMes SécMtE resuityhash R0 P A BUgRA®f 1B, (C)
a third set includes third piece of the copy of the program code 1320, and

(d) a foluncHordilOPpncl udes fourth piece of the copy of the program code

1420. The sys SSQG] i LSt e n i th [ set
(i.e., the aut(ﬁ)egg i cgh@#g@ﬁé%ﬂgoit%] %ggﬁaaég%%gg?éé%&ﬁomgt ﬁ%&gnn({ yl{a%lhece
of the cprcess 200ebyfireyhashingdiird bidceeofshe lcopy e thel pedgrakpoode 1828 and240

(i,e., the au ticatian heggpoi nt hash asgoci at ed

wih Eﬂgs%eqcr@q gw@gteti%at_iqmw%ﬁyir@s%gg e 9300éRgnn@shdunstiaom T a9 obta Ad
Checkoe, HirdiSSl R340 19500 i e Soddha bockseol PyMIEIACIL BB cony.
code of ohthesptdgramncodeutl Bé@tdm:h‘sécmnd iauthl!entiestidrt cheshkpolatditask 1 B40 hmtof ourt h
o e (el B g, OSHLTTu 5o e Rk AR 0B obley ™
ggﬂ 3?%@"???2{*“ OQ5dohd ka4 pPEcHBR! 200 arld fifst HYSPC BrotissOfod ifays Yot em
performed simultaneously because second authentication checkpoint hash 1240,
which is stored by the systém, is input into hash function 1105 rather than second
result hash 1230. Thus, second ‘hash process 200 is not required to wait until
second result hash 1230 is determined to begin. Next, the second processor
hashes fourth piece of the copy of the program code 1420 and third result hash
1330 using hash function 1105 to obtain a fourth result hash 1430. That is, the

second processor inputs fourth piece of the copy of the program code 1420 and
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hash proceés 500 (described below) on the first set, a second processor of
the system sinultaneously perforns a second hash process 600 (described
‘bet ow) -on the second set, a third processor of the system simnultaneously

PO B KL% 55 Fash ST S SR A sl b 3gho ¢ °
process £08n ot of Bash Aictivh st he fourth set. I\/bre specifically, the
first processor performs first hash process 500 by hashing first piece of

]E he copy of t[ABSP} ogAdier detrsmining seeand resulhbash é@éa anthipugti regulk hesh
L ocescolaHhing SyRRE A Aalihes buiafieh fo SRRPriga 3o oBPior e chBGizl oBlg

defaul t fppesteddtich bl}tcbdmihd gacdnd resulOhasmrd30bwith secbhd Huthestidationash
1130 as the out E)ut of hash function 1105. [0058]Si nul taneousII\;4 t he_second

pr ocessdthaskpeist nbaslkecdR40h208 Yo ce_HPBUNT hfourHy hresylts eWBh t he
copy of n r i h 1140
usi ng haélﬂﬁ?ﬁ%éﬁqpﬁﬁ'ﬁggsﬁlg%%o? a?dﬁida z]teggtrt{éqs&u??ﬁ% E&IE;%%RCH%&O Blﬁg t he
second pgmﬁsanthenmatmnsdwnk@ommmhoi24merecblpq safné, rmwda(tm)gfoamﬂwcmﬂ;eltlzzo
and first authentic chec 40 into hgsh functjon 1105, and
obt ai ns Q@f&bﬂﬂgpcﬂlﬂa ﬁ?&‘ %‘8?'&'5‘ f‘ﬁ%"ton?%}&tm A% 'S ACS: c}hels_l}'(? *MgSecond -
hash pr i f of fHRds tippeousl y
because réir?ﬁ'ggttﬁgﬂtthltec% oﬁqgﬁepgﬁ ol nt ﬁa%g?b{‘f@ﬁc&ﬁcgl S sﬁrg?g t@g t he
system prs:granL(todlerhaSHedstb dbtamttherammestiaaitonecrhadkamnfc |hashe$)e9uthorlza§h

1130. T seco hash proce 0 s.not, requiyed t t until rst
result h §hc‘i‘1¥36’?qged‘é’t°8 %dseig &éegeﬁ(ecuiegoéﬂtgeﬁﬁ?l?tﬁv%ﬁsf?/py toﬁet Bhird
pr ocess oropRdh ddHe. t IF, 1o nﬁSBtH@rqceeﬁﬁ (Zpgewn@aégumaatshl1rzeb,aobﬁsesézbnahe
copy of the program code 320 and second aut hentication checkpoint hash 1240

usi ng haautheoticatiopncham®oind hashalr4Q argi net thes sameh and/ar3@o. fourtht rasglt + he

second deies% aff AhtugiblicaloR PR " PRl Sle. bREHE BB B *
obt ai ns détefrflinee2bht theastpyloiiRe pfodrath eode s nefalrpsitid u@cnsmt fHdSamehi rd -
hash process 700 and second hash process 600 nmay be perfornme

si mul t ane®ihe prageemedeshashngd @lﬁtﬁém i%@utbﬁnm&@pﬁlwpﬁ% Iﬁ‘aﬁb@f@) apdi ch is
d h h d
Feoult raeds oG i (ARt hB IR OOy BRUIAR, L0 T e it

until second [0€58]t g i23Mlock dizigeami ihestratingbanpther pREGP]eSofrhbvatheousl vy,

the fourth processor erfo fourth hash process by hashi ng, fourth
pi ece of CqM¥e & i autienicaleloia. PAFIE! RIORESRNG A6} Gen

checkpoi &ﬁﬁé 0 | t
hash 1431n cf}ﬁrﬁ{ @%ﬂé%‘g SE)(H)(Ztge}iéscg lﬂ%g‘%ﬁée?oW?@S?ﬁ@gH@r tlﬁgﬁlgopy of
t he pr ogexampledena420 oﬁndemcejohthtelwngramtqodn aﬂdaok@(sehof thae® pisess dafnt o
hash fun@\ﬁl on 1105 cgnd oﬁt in J‘o re ult hash Cﬁstﬁ as the out ut of
hash funi RIPITAB=code,drs Ra usllo LRe ORYr ﬁs‘?{OBFadEé—"?é’ 780 nay
be per f ofhigdxspld Fsadlﬁiﬁéﬁhbﬁobl%%%éﬁﬁe%dé% desdiBRti AHvieonitls hesgaditdFiglash
1340, which is stored by the system 'is input into hash function 110

rat her tBarintthisrexaneplel thenpisiges 3ddhe Topy, offtbarnrﬁgm woge@r@gosged iiRtonot

requir eclthe onf'awmgutr\}\}o' éetts h{a) 2 firet & e% mcﬁ‘JSdrés]f?fgt p|e e%ﬂr% %Bf gf b2 Br%%'ré]m
code 1120; and (b) a second set includes second piece of the copy of the program
code 1220, third piece of the copy of the program code 1320 and fourth piece of
the copy of the program code 1420. The system associates first checkpoint hash
1140 (i.e., the authentication checkpoint hash associated with the only piece of the

copy of the program code of the set) with the first set, and authentication final
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[ 0061] After determning first result hash 1130, second result hash 1230,
third result hash 1330, and fourth result hash 1430, the system determ nes
‘whHet her to authorize the copy of the program code for execution by

Toab. s aBshl s RSt B st e beshE ing KT SehHRBR S R BT Yo
1240, t hhettdpysaflthe m@@aﬁsaadwf@nmh@; il AnEMsiBEES of tHNcop\eekie proghanh

1340, and fourth result hash 1430 with authentication final result hash
1440. | feodeain the designeted erdesish 1130 and first authentication checkpoi nt

hash 1140 ar sane ,...(.b ngd & .

aut henti cati glgbgﬁleckgﬁitw% ‘%@Zﬁ‘ﬁgzgoﬁrgfw%%%ég Hﬁ%éﬁ'%”f%&%ﬁ@al% flr%‘ash
1330 anchash prdcass 3e0t(destribud bsloak pai the fingtsdet Hadila secoridpravessor eittle( d)
fourth result hash 1430 and authentication final result hash 1440 are the

sane, t h¥/SigBImpPiRRRRYRIY BSTPHEE 2t $REOEIIASH ProresH B (drseted balowdPRent i ¢
(1.e., T§eldeonaGiambhEs é&ﬁ&ﬂg‘, ﬂ?&ﬁ#??ﬁ&@é’séo? é%%%@‘fp% hé'éh process
ashes ori copy o

aut henti cation checkpol nt , aut zes th e program code
to be ex@dtbgydhasting dixsicpices dfithecagpy of theherqurengr acde dd@0 amd aodefdud ot her

hand: (a) fjr result hash 113 first thentjcatio heckpai hash
1290 ar ensl 1 Tl USRasnetan 408 Lo blaih airsh Boul Hash oL afhds the

aut hentigat i patdE M 1l t hash
1330 and S h PR e ey T MY cobe 100, &l el ror
(d) foursded d4dDtintmdtashiBbction HdSheand obtaios firshagsultebash H@Edhagshe are

not the sanme he .system rmnes that the copy of the programcode is
not aut h¥ Oft' @%npﬁorﬁgﬁbshe sanme as the program code hashed to

det erm ne t hejpaglpentSigaithACo G C RO dcoRas prRstessan PpeffpnsN8bcaid ishze t he
copy of the pr;gram code for execution. Systenms [0062]1t shoul d be
appr eci apr@gesH 400t hieficsh hashinasesaqonddpiesd &dithe soBY o the Pregrageaedelil2elosur e

T o R PR Moo BEORRTAsh P DsREAAGHL Ot Bl B 2

descr i besedaidomssult s T2B0.prERRNE, tiessdcahidr processemippatsesecontapiegtyofof

differ entthe copy of the program code 1220 and first authentication checkpoint hash 1140
into hash function 1105, and obtains second result hash 1230 as the output of
hash function 1105. Second hash process 400 and first hash process 300 may be
performed simultaneously because first authentication checkpoint hash 1140,
which is stored by the system, is input into hash funétion 1105 rather than first:
result hash 1130. Thus, second hash process 400 is not required to wait until first
result hash 1130 is determined to begin. Next, the second processor hashes third
piece of the copy of the program code 1320 and second checkpoint hash 1240
using hash function 1105 to obtain a third result hash 1330. That is, the second
processor inputs third piece of the copy of the program code 1320 and second
checkpoint hash 1240 into hash function 1105, and obtains third result hash 1330
as an output of hash function 1105. Next, the second processor hashes fourth
piece of the copy of the program code 1420 and third result hash 1330 using hash
function 1105 to obtain a fourth result hash 1430. That is, the second processor |

inputs fourth piece of the copy of the program code 1420 and third result hash
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systens each havi ng one or nore of a plurality of different features,
attributes, or characteristics. It should be appreciated that a "systeni as
‘usegh-herein refers to various configurations of: (a) one or nore central

qan ng. e WS hesRuy dlonCiios. S SRS SRbTesy heBR 3R A o8 gl os

deskt op mﬁgﬁénwgg_t op conputers, tablet conputers or conputing devices,
personal digital assistants (PDAs), nobile tel ephones such as smart ﬂhones,

and ot her moHOPESEompYiter rpterminings first result r[amapwm fourtly aeswtihas

Eave i n- P DA SIEERAonhOE MHe3E o A PEHOE 0 5B RS mab Bk 2Bl or's. -

or renotpr hesdcitiohbbyorRenariel Sirste requial hasheviiees vith oebinahéstitatiohh one
or nore central servers, central controllers, or renpte hosts; éc) one or

more perchaekpotéyhash i 48oranchaby osomparngndowith meesuiltedhash (43Qnwithr nor e
per sonal lﬂﬁ%é hff mnOfWal%sUPrl}%sﬁq\ﬂs 0, anldb&ﬂ HJSQ);] g@? 83&?5%&#'11%r¥ﬁ(?ﬁlrst

central con hos in co
si ngl e Eadthekfidationptheckboiny hash BEEHB dre tiee shineatindiib ydoukthaesulthash a1 30( g) a

singl e pe a ral of ersonal devices in conpination
wi Oh oncAnehgumantcation ding] kendl baRR 140 Bie B1S SaER (BF el IRErTIng
renot e r rwer t il

contr ol 1'8eL nEEBpPlof the ﬁﬁ"@”a“ﬁ %bééﬁ%f’i#;??ﬁ‘ﬁr g Bt sy e B8 Bor
brevity eout bhashed yo de:b&rmIEGWaraﬂJtlwulmapen szheakpoiet/haeheé) tdm#\qrrzmelhe

di scl osure i sf @Ol ective C@ﬁr@f rred to hergl n as anth ﬁ%dl tionally,
for brevfRY FhiechReramy, c © &X&evEd- APt PrecUtaSy &?F?e%? © PegfAMas
used hergidy r 9RI &% A tREE hERY ¢4) ﬁrs‘?'r%@l't'ﬁa)éhoﬁmd ARl aRBhtictioner ver

~central controller, or renote OSt as used herein represents one central
server, chaskpaintdwmshr b14@&are oot thersemencand/or (b fourthalesulp hefshc #4430 and

hove,  ATRMBlISF A I festh 16 254 Rl R Samatpe syesteh Rt Rel B o

with a cetdody sfehd Progreemtbas is Aot aethbafic (Y., ke tiee BaATe ad thespigram
enbodi nents, the EGMis configured to conmunicate with the central server,

central @it hashed to sletesmipecthroauthentiealipn eherlreimichamias).oand dessenct
comuni Cgtﬁth8ﬂzc% %%ésﬂoﬂﬁ QH%%HEI?Q &ég?"%gatthe EGMis configured to

communi ca FOU e Ssane a network or renote

comruni cat i on[0058k orFig.ng dxugrblaclddfa‘@amn‘tlustaatmgwammek esamperof Bow the
comuni cation | ink. For exanple, the s%/stem illustrated in Fig. 6A [ Ecl udes

a pl ur al $QRY & thavprogram t ¢rde dp cawhenticaind Ij'@r paraliel cregassing: af \MQS

e ek SREASEs SEEIRIRD SRRADORL Sosnbt TR SolIRLAIDTE i oualR, .

EGM i n sets each including only one piece of the copy of the program code are hashed
simultaneously. The copy of the program code in this example is divided into the
same pieces described above with respect to Figs. 3 and 4. In this example, the
pieces of the copy of the program code are grouped into the following four sets of
the pieces of the copy of the program code: (a) a first set includes first piece of the
copy of the program code 1120, (b) a second set includes second piece of the
copy of the program code 1220, (c) a third set includes third piece of the copy of
the program code 1320, and (d) a fourth set includes fourth piece of the copy of
the program code 1420. The system associates first checkpoint hash 1140 with

the first set (i.e., the authentication checkpoint hash associated with the only piece
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conbination with a central server, central controller, or renote host, the
central server, central controller, or renote host is any suitable
‘conputing device (such as a server) that includes at |east one processor

and at | t one nory devi ce, or. st orage device. Jurthe scribed
Dol ow, 1 H1ARERRY R BlodiaM &5 o e Sesratu EBarkRainkhenlt bad St RS 1
and. r ecedadndaded (6., Shayaathentieticsemddkpair? \HiRhassobiReh UMb, the @mPpidse Of

any other suitable information between the EGM and the central server,

central @foherennyeef ther pioghamecasiesef thensetit thirdaeheckpeinthasbst340 withtthat EGV

cuch aat BE oot (Gl HaRehfira R P o TR TRRE Sssriaf R IRR e (ERERRER'G P

Mor eov erthetdipyadf the prdgrane code ot troset)f and authenticatiors Braaesult ash a440
controller, or renote host is configured to transmt and receive data or

si gnal s Withthe dpurth peb \hasayse e Jaydl set dnsades the Piegs, obthe copyiafdhre

i nf ti t . | - host
and t o R ARE T BRI fPERER ot HBLe cF3RE EpyCtthE Broffam Mok SfTARE, No°
cont r ol | desigmatederdeére host is configured to execute the events, messages,

or conmands represented by such dat r signals_in conjunctipon with the
oper ation of ORE7Eent? dnsseranle. gcfist aroeieos of e ST3lem GrsPEmca frt
shoul d bRagHPBrEEs3I 50D (deHcriBBA. helBWS onCtheCAEh set, 4 RRcbHAPrbesssRiof A8
central server, central controller, or renote host nay be perfornmed by the

at | eastsystemmimcéiaseously petferrisial sdaondrmshdpriosess 600 ddesgrheschalowy onhat

one, norg, or each of the functions.qf the at |east aone processor of the
EaM mmy B SRIFE ned So{iehereiesrangt thsavelelt selEnsBlENCR SRR ity er
central s pRICESSE 7007 (dESERBR] baIBlv) dndAEhird seedrdl & feue pRIEREgHNEIthE.

conputerized instructions for controlling any ganes (such as any primary or

base garmestqndsimultamol@wm@rmsa fosstubagfameagess 8¢ &deserippdirlowinnar e )
TXhin ol ol ST fidte SPeERcat Abi s, BRTsS0L Betolis AEHTHET BRdoess” °°

renmote hsso byeh@stehy fiestnpieoe ofahyg @pvesf (i peddram sodé al2e amd er Hefaeidt)
di spl ayed 6?ta/ét he EGM and e EGMis utilized to display such_ganes (or

( t he I zeg !

sui t abl eS¢ 11@ a8y hash fugctin dil Qe to Retain afskrasylhashol130s nhieatds. then

ot her sug k) : ri st i r tal L gamnes
i opl ayoll b ErRSSHENphts, RRTBICCE oFRE Fopyt SH kDG e B 7 A Aot

contr ol | seed drl10eimbd ehdsbsfuniction el EBG\Arach dbéaiins Sfiretr esbultn hash | €186t asnibhenenor y
device of the E@G\Aﬁé&‘éﬁucﬂ "thick client" enbodi nents, the at |east one
processo?Uth"tP A ee. 83 t he conputeri zed instructions to control any
ganes (or ot hejosByi t ahfubAbEIdACe dcshliapRiteBiof hRrsiMs sbORIHaRN

vari ous enbod sin e systemincludes a plurality of EGQvs, one
or nore pfoceke GOGNBY hashinpisecohd eieceeGhMiheanepyntthe pragramotodeh#22@endar e

thick cljent .l h mbodi i n. wWhi t.h i,nclud

mor o £t cuiaTialGRHeGKaSB "D binyrinoPath dUteia 1785 epbiRihecd i n
a thin cbe@iHd RIBUILIRAYRENL30.2MThat 98 ! thieNseddmer pffq¢@§§d>rom?ut§ s&dhdd pigteréf of
the EGVs are inplenented in a thick client environnent. In one such

enbodi nethe ¢copypi the priegrapsiose 1270 god dirstrautirntioadion cheekpaint Hesh dr140

cont 1 ol 1 710G ") Seigh o185 BRecSainss SRYT T2 hoo a3 Be BRthat cat e
from t hehgstnfurittion e8! , SEsdMdr itdsheordicess B0 .aner firsERae pluseks 1500thay BeM i n a
thick client configuration, and conputerized instructions for controlling

any secoP@EPYed HiowiianepiEy Recaysrefirst yaetheotications shagkreinl hark Eekf.ar e
execut e%/ﬂié:ht l&eg%?é‘d b :tgg?é%‘?ém, FE B infePRASR i §tionC] 166 MRS IRSH &t @

thin client” configura
result hash 1130. Thus, second hash process 600 is not required to wait until first

result hash 1130 is detérmined to begin.
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[ 0070] In certain embodi ments in which the systemincludes: (a) an EGM
configured to communi cate with a central server, central controller, or
‘renpte ‘host through a data network; and/or (b) a plurality of EGW

configured t nicate with o ot.her through.,a data network the data
network i s o PR ardBURattay (Ba i one soet et oot bt S

subst antyag Ihy ﬁégﬁhgﬂhﬁdtﬂe@é%fa!h@t B6py JAhEr plodeametddeér|320eaME 'secopdt I al
controller, Or renmote host. In one exanple, the EGw and the central

server, ahentigatiopneheskpeint hashr 4240 aising hagh dunetien dd0btozobfaifi Agthird
bl i ' ' i 00711 |
enodi maReaE SR FhAs e AT RS g B piecs P06 B he

conmmuni ravht dbde 48P0 ratld secormt auftrstitications @hetkpdiat hadh 12100into hash
through a data network; and/or (b) a plurality of EGW configured to

comuni cianetion (1H0anand mrhtaies thifd Jegult haght B3Heasdhe outpid efahashingier is a
o t ; ;
hecesear 1G5 A Had BrooBd 0Bt Solind Rah Bracct 668 Tndl o Mebfomed,

and/ or té¢imultantoasly Seecatise sesundabuthenticalidre rcheokpgintrbagh 340, whicheisanpl e,
one or nore the EGV are, |l ocated: (a) in an area of am n

est abl i sﬂﬂﬁﬁogbﬁtp?e‘}yﬁﬁmf ISolPih '@Pgﬁ%‘f P”(”ﬁ‘@"@é'ﬁ'i G s?ﬁ@%ld resulthi ch

t he cent e : r i : (b)
o gamieh B30 hug Wirk Hashiiobeas o is¥iot ERtEd ROt dtd Spadithestit L0) |
t he centhagh 1230 iscdetegnimeddbd begin.rol | er, or renote host is |located. In

h h I I | h i
not 1ocat oa eDRPh s SRMtAGe Rl the AR  RrokeRber heifaret, REER) Gedfien. 1o
shoul d bgropBgs %baw%aghmbdfourtﬁe;siéaé of €fi QUpyRsTihe Broghi ddeet 420 anget vor k

is a WAN, the systemincludes a central servéer, central controller, or
renot e hitird auwthenticaton ebkeckposyhash i184@ using deshtfupekiemd 185ttabobtalment in

Cporme, P RALR P13 R i R Bl PR RO kb ST ¢ e
subst ant ¢y of thdgitbgeah cbde S0 thirdvdlithBntidiiodashcRpdND hish 9320 liftd,
t hough the quantity of EGWs in such s%stems ma var({ rel ative to _one

anot her . hash fungtion73103.nand, obtrips dawdaireewt hash hi¢ ast the aytpubef ihashudes:
(a) an f44Qr € C i hih 0, S

control F@N,Cﬁ@? fr@}r{?ﬁ)t cergotﬁgtgt R?ﬁ%&éﬁé% gg?aar?\deﬁﬁﬁ k@sgngio\c{):(ragf b@% urbgl ity
of EGVE perfidringed esimultamcsousiniberbeasai thirdoaethentitdteon tcheokpding hash al340,wor Kk,
the data petwork is an jnterpet or _an intranet, In certain such )

ermbodi mey §E‘ 'érﬁtPFﬁdeBMéb? YSHRBy 'Sompyhg‘tﬁ(ﬁﬂﬁ?‘sf%@%m é_110§ E’&%rs@_aanthirﬁt er net
game pagidt sﬂ%éd?c?hbé’,%w’ﬂﬁrrﬁasﬁnpr‘o%% BOb i§ ABP RSy ﬂo%%i‘t’%hﬁﬁ*ﬁ‘ir@- In
one such enbodi nent, after the Internet gane page Is accessed, the central
server, mEsattrashc@dOrieldetermined tebegie. host identifies a player prior to

enabl ing that_player to p|lace an ers.qn an | ays of any wager i

ganes. In _one[oz)ﬁz Iéf?qrrd@?%rgﬂf‘ Ieﬁgg?e\?é'}t%aégn{@’ s\é(iﬂ’t‘q B‘F?Léwa Ii#éj\(ﬂvte
host i defiddf r&sult MasR! #3380, BWd" RAMK r&SLIR HISRY $43@.C @RI HysRim t dGteRhear to
be logged into via an input of a unique usernane and password conbi nati on

assi gnedwhetheindo puthasize the copy f thepragsameends: tod exaoviiareby comparingdirgent r al

other sufSealn BstE e fcirsC aubEra AR sl Beh {140 Rgh Fost 27
i denti fi RaéH ARIOUWRRT setomaC hathedtivatidh theckdaitehasbyl 248adhind rasilt Heeh
tracking card or other smart card inserted into a card reader (as described

bﬁl owl); b§3Qéa\riﬁhdtﬁvirdr@ytaemiﬁa§@e ghepikpeint tﬂ‘;@ﬁhi1f3l4@ata:n6rf0hlﬂhﬁ§$l1|é1§\§§|@i1ét3_9d Wi L h
aenti £y HuthORiiBh e T8 haghi s 16 Rh BB un Bech TR T O ™Y

addr ess afithehticatidre thedkpoatti haghat 040 dre th@rsabns (Biyizedons nesult haske 1230
central server, central controller, or remte host identifies the player,

the cent #Bf sesppdrauthantigationcehpckpoindrhasty 1248mre thessamgalktlethigl rrssfent  of

one or nore wagers on one or nore plays of one or nore primary or
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base ganes and/or one or nore secondary or bonus ganes, and displays those
pl ays via the internet browser of the EGNI [0073]It shoul d be appreciated
‘thag ‘the central server, central server, renote host and the EGM are

configured. .t nneck.. t.o. t ata n r ni_catiaons nk in
any sut s TR ARty lipad t@%@fﬁ%ﬂ{r@ nasfichodD 6 AR cadie. e (d
acconpl ipAH resat hasit 9236 indiahe®itiion! fina® réSultHdydr 1 448 ard thensdme then
line, a dlsgeltal subscriber line (DSL), a T-1 line, a coaxial cable, a fiber

optic cadisiemaleligrmines thasitheicopy of the pPragramasis is authenticdi.eoimthe sameons

or oy ARARE Bldcp St A i Uktbcling' fle e Blie SRR, FacPol dBstbSher on
in the caanbiizes tle copyrofithepreghdnt esde sl belxeaurs, lahM exedutRand dlpyidit er net
connections in recent years | Nncreases OppOI‘t unities ers to use

| a
vari ety he pxagamocedey HarBsther Qm%nh@%r@)n&rﬁéd%% *’t?ﬁgnﬂ 39 ad |f'E§’th e
sites. léutﬁgﬂﬁﬁﬂloﬂl SRedSofHPLEH gtr1 ﬁguécrﬁa%u%tg ﬂ'% EQ%@”E%? ng@gﬂ“frgélmt Yagfi 91 t al

Wi rel ess comruni cations may rend ogy or sone or all
comuni ci23Mmard seaohd @uttariticatibn shebkpamintbasic 4240 e aoe tlensamet écb. thiddgher

" s pons eIt RS ol Se LR ABERBeR o8 ckROT Rpshel S4gcare @&%E“C“'"” e
[0074] | “ach%i (Hg%@ﬁf‘??@édﬁ'i‘é% 1430 Edeﬂ%ﬁ{Q%ﬁoﬁglghFr%%hlt%‘%PW@@e&%

confi gured perate wth at |east one nenory device east one 1 nput
devi ce, tialadsaltnel dhet systemodetarminksy itoat theheopy bbdlse program ocedesds noty be

ta t ' ' h
i or opr Goub8afe (G n it FRudRE G as e brolial srhe HedtHd foceteiieetieey
ci rcuit, g@hefficatdh %ﬁéékpﬁﬂﬁﬂ Irra%hbe éﬁ@cdééé? ndit agihatied fHe Qfé'pS/SOf ARECs) .
Fig. 6B illustrates an exanple i ncludi ng a processor 2012. [ 0075] As

gener al IWOSGQTE(POQEJQE&GXQMIOQ'E Ieast one processor of the EGMis configured
to communicate with, configured to access, and configured to

Systems

[0062] It should be appreciated that the above-described embodiments
of the present disclosure may be implemented in accordance with or in conjunction
with one or more of a variety of different types of systems, such as, but not limited
to, those described below.

[0063] The present disclosure contemplates a variety of different
systems each having one or more of a plurality of different features, attributes, or
ch.aracteristics. It should be appreciated that a “system” as used herein refers to
various configurations of: (a) one or more central servers, central controllers, or
remote hosts; (b) one or more electronic gaming machines (EGMs); and/or (c) one
or more personal devices, such as desktop computers, laptop computers, tablet
computers or computing devices, personal digital assistants (PDAs), mobile
telephones such as smart phones, and other mobile computing devices.

[0064] Thus, in various embodiments, the system of the present
disclosure includes: (a) one or more EGMs in combination with one or more

central servers, central controllers, or remote hosts; (b) one or more personal
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exch'ange signals with at | east one nenory device or data storage device. In
various enbodi nents, the at | east one nenory device of the EGM i ncl udes
‘rangom'access nmenory (RAM, which can include non-volatile RAM (NVRAM ,

nder st i oes Mhedlymindls Rificds, orifbist REPTH) eofRh et @ EBIf3.  one ¥
menory dewidte Howts;dy sneesdmord ﬁemt de(iBEMin combiration witardredorardre, the
at | east_one nmenory device of the EGM i ncludes flash nmenory and/ or EEPROM

(electri E—:@M%’/ (éh 9§émrem|§’f%@ﬁ&$ﬁi’@bldé’vic§§d°6ﬁlcy W@H%rEﬁMS?I' Aad el a1qt&\V
illust ' ' 68, 4:06! ' 014 . l d.
:ipplrJZcirZ!Eegﬂr%I E%%: grﬁc‘)’/ %ﬁ%ﬁ &sﬂﬁf"é'%f%egnggﬁe ?éél,ﬁ&(;spg%i@af:?“gh @ﬁ g’éﬁeggﬁductor
menory ranotheere) & single BGMN() bpluralityhoft BEMsGV adinstsihatierd witkrarienandtherer t ai n
enmbodi nrents, the at | east one processor of the EGM and the at. | east  one
mermory déVAcHNGIe ReTEORRNASYHIS: (hka plralivietingrsonalisevisesdn cpﬂgmmm wigh

d ib .t ' t t:
escri %@?h%ré&r\‘? gfrrll ft{ﬁgﬁigét}%em} Sentfdl do?@dlieP¥f r@fot ﬁoﬁ%ab@ﬁ?r@one

processor o east one nenory device of t si de
out si de a Ipduralityi oetentralt $eyv&GS)ceasrati esotrollerd, berewpte ho6E6inl combinadion

enbodi nents, as neral ly described above, the at |east one nenory device
of the IS4G %b"r‘rogram code and instructions executable by the at | east

one pr ocessor[ogbs{ he FieP¥rk¢ity QRHT Qhrity N eaEPE GVhandtedchapérsenal gevRe Yofdevi ce
of the EGM al so stores other operating data, such as inage data, event

dat a, i ripetpresent diselngure iswdlectiveineeferreddo (TrRein) as anpE&Mo RAdEItiopaljy, abl e

of one. dP¥ e UBARE oY FileRERppaRGHS AR blfelbish Boehf it st d rerdn”
secondarpsppésdiig e FEGRFoRS piaaRtyi dTERGKRIE! andl “céritral derasrs centpaidiontmlier, part
or all of the program code and/or the operating data described above is

stored ioF ramotednast oaeused herpib represerERGBPRINGhaRYSS, gentrelcanii@lleniary, but
not lim Feﬁ%t%%os?gﬁ?g}hﬁﬂgﬂ@eof (%nijr'a%erv@rscgew c@ntg;;{l%séao ‘#gﬁggﬂpé% devi ce,

or any other sul non-transitory corputer rea r?e | n certain
such enbodi nej00$6] an Axpestetiatbovey ithvarious @abodinatts athlei sfsteamtincpeesibar )

and/ or a_pl ayer uses such, a renovapl e nenor evice in an EGVMto i npl enent
at |eastE§M fn &Prftslwéat&rbwﬁta GeatpbLSever, <Fer{¥t@ﬁ [FONtrolBL Arremate fmmar al |

o oS ARSI PR SR BE gl d0vg), oo
above ( scaitraicoatrolier, er rerhoter hostttherugh)a data network or remote communication
link. In certain such embodiments, the EGM is configured to communicate with
another EGM through the same data network or remote communication link or
through a different data network or remote communication link. For example, the
system illustrated in Fig. 6A includes a plurality of EGMs 2010 that are each
configured to communicate with a central server, central controller, or remote host
2056 through a data network 2058.

[0067] In certain embodiments in which the system includes an EGM in
combination with a central server, central controller, or remote host, the central
server, central controller, or remote host is any suitable computing device (such as
a server) that includes at least one processor and at least one memory device or

storage device. As further described below, the EGM includes at least one EGM

processor configured to transmit and receive data or signals representing events,
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[0077] I n various enbodi nents, the EGMincl udes one or nore input devices.
The i nput devices may include any suitable device that enables an input
'sigpal ‘to be produced and received by the at | east one processor of the

devi co. F0300045 RiDEngs ot Rt Sy P ntoRhall hetvebf 386 £6F1 slBea o
comruni ctheeceftiahséiver,adentiahsbnediferpoorsasterncit. The dt@astoricindckisoriM ' n
certain enbodi nents, the paynent device includes one or nore of: (a) a bill

accept orthaht BGhi ish ceafiguresibiey execytas dhe eaverdss UnassagesEaRf ¢ynMandscket
acceptor, | [ 1 LS I (c)
a coin Srlegfé%ﬂ‘f%& mi%ﬁhcﬁiﬁtg%}gf‘aﬁﬁg Pgbﬁonr{s@?ﬁ ébgg) 8%?%%03{1%@%%@4( d a
reader olofeorar, that at Idast ohieepiidcessardst thiebentralagetver, adentirat dontrellemsori nt o
which a credit card, debit card, or credit slip,js inserted to fund the
EGM (e)enqieaest isaeritfiguredit? dransipil andatraeiven fatauar 3ionalp) repegsenting

I denti fi [+oN LS | t 0 | I

combi nat| S EnaRRsRoeR,; LORMARL, B, pHPIhar sEiabis intoimatly teeen e,

i ncl ude ¢erdrdl cleinean rgnipalycanttolieevorcesnotéa)ost armhthienEGM. I Theaatlgaist et

t 2128 b ' | ot 2126. 0Q7 L r .enbqdi t,
he Eau PREPSRI-DNS el SaB(r SRl oLy e diashés BRI OHECr unded
via an eé)%‘éuﬁ@fﬂé;e@émgsnfe%%@éé?rq[rhc?m Ads ?eirsrg§8ﬁtfe@rb)p§uéﬂjagﬁa o Sghaisbank

a
account. In anot her _en’oodi ment , EGM I ncl'udes a paynent device
conf i guriedccanjurmatiomwittc titeeopgnation ofibie centiahsarveniceatrpl egirqoliesuethreasote cel |

o rer escnddlyi Bsobl B Yl GERined A6 bRF , PRPaBl SRR QL ELIRRAL it e ¢ '
pl ayer tgerittdi$ered, E&rall dontridtieh, brirenmid hest Alasthd Pakorhed bythe EBYeast '

funded, the at |east one processor determ nes the anount of funds entered
and di sm@ggr@wwbmébgcﬁﬁl\/hgltamw benfuither cappreeiptasl Hat snearpors, s

sui t abl e glopt i ARCHSHCR! BalaDBbEYond BRIHLD YR LB IRRIbI T ArmaRe. OF
mor e i nput devices Of theé are~one or mnore gane play actrvation devices

that ar eppaied atisessttond prddesser af pheiyenfransgaee centidiecdntidiier, ar paptence of
events associated with the EGM foll ow ng appropriate funding of the EGM
The exan'ﬂ‘l’ii- EGW illustrated in Figs. 7A and

[0068] In certain such embodiments, computerized instructions for
controlling any games (such as any primary or base games and/or any secondary
or bonus games) displayed by the EGM are executed by the central server, central
controller, or remote host. In such “thin client” embodiments, the central server,
central controlier, or remote host remotely controls any games (or other suitable

" interfaces) displayed by the EGM, and the EGM is utilized to display such games
(or suitable interfaces) and to receive one or more inputs or commands. In other
such embodiments, computerized instructions for controlling any games displayed
by the EGM are communicated from the central server, central controller, or
remote host to the EGM and are stored in at least one memory device of the EGM.
In such ‘“thick client” embodiments, the at least one processor of the EGM
executes the computerized instructions to control any games (or other suitable
interfaces) displayed by the EGM.
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7B each include a gane play activation device in the formof a gane play
dnitiation button 2032. It should be appreciated that, in other
‘erfbodi ments, the EGM begi ns ganme play automatically upon appropriate

0080 ' cer taPRIE s B AEHES SRRy rL ARIEIFe Syt R BRI e
or nore geEeMs)drer oPgiore Y titke FGMS -aréNRinselivht BGIME 4Hd e Beimidrédofdpei ce 1S
as a maxi mum wagering or betting device that, when utilized, causes a

maxi mum RGHls ateothiek eient &GMandnihesembodimaents i Which éhe Bygjeeincligless a
t the b ' il i ' | aced
hger t O 5 4G TOME sart¥IE] iifiqobgBr, SRGE O RCHEECIS B

devi ce. impieinenteddirmaethinilientubnlirorahémn s0¥d totaihedthendunistioneeof dhe dret i s
i ncreased by one credit each tine the bet one device is utiljzed: Upon the
utili zatMere of thaEGhs %’@e'%@ﬂl?@!e%'rq@aﬂt'@% 9"Qﬂt ndInmenth olinong SKCBr edi t

di sol - hel :
shoun | n-BARREHtRRANRE e SFih ASERCR LrEOM MY 8 SURF Soflercbata
ot her entardrotient ar, reomatei sttt caleputeeized insteudiGhe ifsr eontasiting ahy ¢eivmarg.orThe

h t. devi i tjli d i h . t th i tabl
form of WeArORMEsoAEBAEAdPY dhe FGM Bt Colymupatad: am e Featelsepey
credit disRtedn®DlIgE S idhfste RIS - the EGRX R mi&%dtlddﬂﬁignaét@ﬁ igAdFi gs.
7A and 7B each include a cash out device in the formof a cash out button

2134. computefriged Ahstructioastfar cosmbiing reeyt sgcandary op bonde\garees pr otherEGM i s
t h- | ed, t t p troll.er t,h

Fouch- sehbersUe Arbarey e J-OM HroBresRRY Puofe ofonfainSinsr reyee

di spl aye@brﬂfbll@r,d%r&léhﬁite%@%i hea (s cefcddnfgdrdipnow) . One such input device

i's a conventional touch-screen button panel. The touch-screen and the

touch-screen K870} ol Ilecedpin emhadicents ipwhiah thesystam intludes: (ahan fRsM ,
embodi e sy 559 AU 8 dehFEUNRY, LHENBALIG, LOVERGREREEN. 2

t he appropriaté ['ocati ons: I'm various e I ments, one inp evi ce
of the EBvbugh a datasetworkyiahdas (B) apiwrality 6fnEGieconfigriréd fo sobmmurtieatat

| east one_processor of the
with one another through a data network, the data network is a local area network
(LAN) in which the EGMs are located substantially proximate to one another
and/or the central server, central controlier, or remote host. In one example, the
EGMs and the central server, central controller, or remote host are located in a
gaming establishment or a portion of a gaming establishment.

- [0071]  In other embodiments in which the system includes: (a) an EGM
configured to communicate with a central server, central controller, or remote host
through a data network; and/or (b) a plurality of EGMs configured to communicate
with one another through a data network, the data network is a wide area network
(WAN) in which one or more of the EGMs are not necessarily located substantially
proximate to another one of the EGMs and/or the central server, central controller,
or remote host. For example, one or more of the EGMs are located: (a) in an area
of a gaming establishment different from an area of the gaming establishment in
which the central server, central controller, or remote host is located; or (b) in a

gaming establishment different from the gaming establishment in which the central
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EGM (and control led by the at |east one processor of the EGMin sone
.enbodi ments) and configured to acquire an image or a video of a player
‘Usi ng the EGM and/or an image or a video of an area surroundi ng the EGM
[ 0084] | n_enbodi S |ncI udi n ayer ng s as furt

osor | bt TS AN TRl 6 ruBls Bkt R4 BT R e tinaletdihhi the

ComuNi CaHrtRiP sWridt, tc@ﬂtrﬁF cbﬁﬁél‘ero%‘? rBhﬂﬁ@S’rﬁﬁ'i i9Tnot Nece wilhig @@ﬁﬁlh EGVs
illustrated in Figs. 7A and each include a card reader 213 he card

r eader iestablighmgnteio \tvblchefem EG]M%.)?@ lochiedi it shoulshbearpreeigted $btiint o t he

ot put - devian Bkl SHEATRE B ot [8a AVAN. 2o MERAMdeT 8L,

one out piEnteit \Sebrer? @BAtralCoenteslIsTDBE rémbRs hodedhe e EGM headhQdcated ima or
more display devices configured to display any gane(s) displayed by the EGV
and any dffetemigaming establisBmeant ybaisamaigepgnarbisccaregafuch ps a pameraitia

nbod
of the Ebhrmecotags ShaeR befTRcRicy MISEE b RlonTBU UeREnBhdh G0 "t

de\r/]i ces WANese f&mbﬁtamt‘b&j/ igraticsl gclmrsfyirs]@misam m\kﬂﬂm diate netwdrki is @amds or
ot her aspects of the ga establ i shnent in ich the EGMis |ocated. In
vari ous Hﬂeﬁlﬂh%ﬁt‘@nt'tb’r?g%%(}ﬁ in SUGR S¥SIEMS BAY YeFerelativeto eng PB%?‘ﬁé di spl ay

devi ces: <a)o[®3<79 tr g fighsd! MbSGMieTs irl Which bR gfenaf@m j &PEv

configured t | ay various 1 nformation regar ng a player' s pI ayer
t racki ngcartfiguoad {asomenmicatedvitrebmentral sgrver,seantrad aoptrolierupp eemdieshosty

i ool ay: Prdijo,a Rl Al 3h) & elimalty, S TEbR &houtss R RS RminifRe, "o
y o
credi ts,wﬁ‘lﬁrQ}Hét aﬁd‘)th@ﬁ%ﬁrou@ﬁcé“ﬂﬁta bltwbae: th@rdétQ%eQﬂBfWﬁs! 8AtintetAst élelana bet

di splay configured to display an anmount wagered for one or nore pla s of
one or mntrengtan’escertane suchngmbogdioignts) ar tinternad brewseof the EM iglusa

i spl ay 20 At <ol e Rt A5 r&ﬂé&%@%ﬁﬁé?eé@’fqt%ﬁf‘f&cpapééfo‘“n%p. o
7B i ncl ughesianles et 616 sdtis hiboditaght aftet i mérn@pgam@b@gd Ryacteés6€, thel8, a
pl ayer tracking display 2140, a player trackin I splay 2140, a credit.

di spl ay cerntal s&n@raceﬁ,tfalmypb\?r mqmomb%]ldﬂnw@sla)gbay@ﬁﬁaar feepnablinghe

di splay gleyiftSir 8CHIUEE  any WaRHts on any plays of any wagering games. In one
example, the central server, central controller, or remote host identifies the player
by requiring a .player account of the player to be logged into via an input of a
unique username and password combination assigned to the player. It should be
appreciated, however, that the central server, central controlier, or remote host
may identify the player in any other suitable manner, such as by validating a player
tracking identification number associated with the player; by reading a player
tracking card or other smart card inserted into a card reader (as described below);
by validating a unique player identification number associated with the player by
the central server, central controller, or remote host; or by identifying the EGM,
such as by identifying the MAC address or the IP address of the internet facilitator.
In various embodiments, once the central server, central controlier, or remote host
identifies the player, the central server, central controller, or remote host enables

placement of one or more wagers on one or more plays of one or more primary or
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limtation: a nonitor, a television display, a plasnma display, a liquid
crystal display (LCD), a display based on light emtting diodes (LEDs), a
‘di‘'splay based on a plurality of organic light-emtting diodes (OLEDs), a

2 ohur 2T SR a b, o 0o B e rtrd e SRy e ady SispiyRlupiee” ©
i ncl udi ngags p,@qhgqﬁt@marmbwge,r@ﬁthg@@m i mage, or any other suitable
el ectroni c” device or displ aé nmechanism In certain enbodi nents, as

descri bed abd@873} he Itoﬁfpmlch ecpprediatascthatithe sentsal serdess 6eRtral $ervan or
associ at ggw\})ttg lﬁ%@t aﬁ& NS 48 lcoﬁf red tﬁ%%ln%cp lﬂ@pcfaeig' tt\ﬁgﬂ(% Heridte

di spl ay be” ofany su Ie Si zes, ) configura |ons

[0087] Tf‘tﬁ)rﬂm%ﬁlo@ﬁod@\dlrﬁkem ahy tdutab@Vivairmer onf gaﬁ@@b tetmtsbcﬁmlems oglchos nor e
gane and/ or non-gane i mages, synbols, and indicia. In certain enbodinents,

the di spofyestion ciss ascopplishesli Xiee aosPNYeRtanal oPaPRS) iRe 0F ahet Hata
V' sual t?é}{sﬁﬁﬁ%ﬁﬂg\%” a%?%@ul%& ik (e @afavpmme afc q%aa%%.sr dyfin C

ghtin nmages o peopl har acters, aces |ngs and
faces ofoptwcbbleaadvntéess okwnredlnmuuagtcmvmeera)mdmbﬂermmmuhleatiorss)hQdew ces

of the EGMV f dt di d
Vi deo. wigHINEStaR JPUFY tch ey S0 bS] RISSHREReRARBl Mg oS L o

of t he e S " o
Uty AfbdiRICR sHRUE Bk Sapritatial It Ang! EidhsTBIF FAHE Qliah ity Bt

in Iments, the display device I ncludes any el ectronechani cal
deV| ce, Gamputing dewices arur ther quantify| andvspesd of dnternet eannectiens & reeelitor one

nore dice, configured.to,.di I at | east one. [ Ii me or
ot hor" cufdas inSBAE S EPBarBE TPy Rl (o ESE aViiet) of SRS % pid, Sod
enbodi mefgs, a@@e@fﬁd?éésﬁ%\/qlﬁa‘htlgf of hémbtdVsitss.2 1PaKeuld Ql%'t%?apbfbdlﬁléae ,
enbodi ments, when the cash out device is utilized as descri bed above, the

payout dbat the eabareschbpagwidth b digitahnirelesscaromupicaipag enay rendgsesuch
embodi mejy %hp&lgggp%ﬂ f)led G4t CEoni e @i Ccf??{n‘ﬁuﬂ catlg)ﬁ% tap%rh&iﬂgﬁ ggnedighor

configure nerate and provide a or cre resenting a

payout, gdmfrinicadtiofstdreksticrastedr edighesidiapa trayisbﬁ:ssrnmleﬁeeds hay beamsifisler, a
ki osk, or other suitable redenption system é)gfdg" a nate generator confi gured

to provil@e %@ﬁép'n@uﬁhﬁéﬂﬁhﬂ(“@}'oa angh respense e cisnlay @NEdnisagiAV e coi ns

or tokens gg coin payout tray; and (d) any suitable conbination thereof.
The exa GMs illustrated in Figs. 7A and 7B each include ticket
generator 2136. In one enbodinent, the EGM i ncl udes a payout device
configured to fund an EGM Components

[0074] In various embodiments, an EGM includes at least one processor
configured to operate with at least one memory device, at least one input device,
and at least one output device. The at least one processor may be any suitable
processing device or set of processing devices, such as a microprocessor, a
microcontroller-based platform, a suitable integrated circuit, or one or more
application-specific integrated circuits (ASICs). Fig. 6B illustrates an example
EGM including a processor 2012. |

[0075] As generally noted above, the at least one processor of the EGM
is configured to communicate with, configured to access, and configured to
exchange signals with at least one memory device or data storage device. In

various embodiments, the at least one memory device of the EGM includes
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el ectronically recordable identification card or smart card or a bank
account via an electronic funds transfer. [0089]In certain enbodi nents, one
‘out put ‘device of the EGMis a sound generating device controlled by one or

d d I ' , d
et uded SgHERbChaT nipBaRer ARl BRinEY cen dhelSas Mersy RE BRMANVRAGT o
sof t war emhghei€ "RAM | (MRA%ndﬁe»rro‘é'lé‘d%n@SRW p{F@RNIQI) MR dtRer afd¥myazgs or
by playing music for other nodes of such as an attract node. The

exanpl e GEVAONY uBderstang IlnnthﬁlQﬁ!anAndh%trWB"éatherleme@m%t%ltbﬁeﬁh"E@Stof

count od e FemeR Fefe Ml 8\ dhlont IRPRLLM A S badRehs. " e

di spl ay tﬂ@VbﬁﬁléaﬂOoﬁéOme‘ﬁﬁ)@ndéWdeOothﬁélfvEGwnﬁﬁﬁééé Hdshn nfEmbE @ndfsrvi se
display full-mtion video wth sound to attract players to the EGM In

cert ai n ERBE@Mdglestrigally q@ﬁahleswpggagnm@&q[@aﬂt@nlyr M&mANY). addeexameigal
attracti op,megsqoasdyy i 'F@t o ‘?ncﬁ&{lés"dé ‘rg G&lic® % G1Y.! aj Bh@g!)lra[rg){e.to the

EGM The™Vi deoS may be ny- appropri ate in i on.
[0090] |appretiateds taerbowl-nynrmnér, sTulitebEthagjmétlwert&anl @wha/drt genmficonductor

communi cation ports configured to, enab e thE@i\héJr ne processor of the
EGM t o c'HEMATY JBB¥ ngrﬁteaﬁwdcgyua rht"@t ‘ﬁé ?fg By a‘”sce@%'Bh as:
accel ero@?ﬁbsaﬁn%rﬁé%‘é?t%é&kéne HS’:%eQQé’rE‘ofrtﬁé SR J#ar{He é(ﬁbé&'taér% ﬁwael i metric

i nput devices onus devices, button pane eaders, coin nsers,
coi n hopgevise oﬂtim)E@Mstmtleeas;derthbnnnarcablmdl clythedrGiM taaodssmlbedsbelewbansi on

i or opholleaensHTRERS, AL 153 PhpLor ) Hiiandl o, Bressorpf isr EGM and
- sol enoi die sﬁﬂééi‘t%rfe mieKF) HevidkSof thbTEM rediteotisidetRlLathieTthe EGM

trackbal |'s, touchpads, whéels, and w reless comunication devices. At |east
U. S. Pat@stdegspbeddelom). Publ i cation No. 2004/ 0254014 describes a variety of

EGVs i ncludin r .CO ni.cat i, o at en the E 0
Communt cat o (8785 o7 ip ek O ool Yeribrhil sisBPAReS Atver 3HE Atas
gener al | pade ot RRsméRovevickNof ¢hé aEewgwélsn‘pfﬁgsams ¢eBeagnd hﬁsteef@tmhlse EGVs
illustrated in Figs A and 7B, the EGM has a port structure, housing,

or cabi nexeauiablegnothiedalsleastpre pracassar of theaEGM t@pomr@l thepEEM. The at

least one memory device of the EGM also stores other operating data, such as
image data, event data, input data, random number generators (RNGs) or pseudo-
RNGs, paytable data or information, and/or applicable game ruies that relate to the
play of one or more games on the EGM (such as primary or base games and/or
secondary or bonus games as described below). In various embodiments, part or
all of the program code and/or the operating data described above is stored in at
least one detachablé or removable memory device including, but not limited to, a
cartridge, a disk, a CD ROM, a DVD, a USB memory device, or any other suitable
non-transitory computer readable medium. In certain such embodiments, an
operator (such as a gaming establishment operator) and/or a'player uses such a
removable memory device in an EGM to implement at least part of the present
disclosure. In other embodiments, part or all of the program code and/or the

operating data is downloaded to the at least one memory device of the EGM
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devi ce and the output devices of the EGM Further, the EGMis configured
such that a player nmay operate it while standing or sitting. In various
‘enbodi rents, the EGMis positioned on a base or stand, or is configured as

ot o sirqush 2R BRRAEET apREhehRC e iec bR SlmicD e8hah Shisheh o7 oL

7A and TRtrd. may have varying cabinet and display conf I gurations.
[0092] It shoul d be appreciated that, in certain enbodinments, the EGMis a
‘device that HAS7ébt aiime@riagsrerobediments athee G@Mt ioekdgarengy of gnafes K, and

I n ot her t d val
froma r%gu orygtg';'z%t %@é&%égluﬁ%gg%’gggﬁu&gb @?"a{’]‘%&%ﬂq %’%\?Qe,es 2 I?"‘l:)é)ljr:iew ty
and cl argigyal tbcuefprbhec&ﬂs{hd a8ceilbé bpehe @Iﬂiﬁasdeme(rﬁécéﬁso? bethy EGML The

di scl osure are cqllectively referredto herein as " " Accordingly, it

shoul d RxampedeEM Bystrated indiigaPR iBeludas aéi%aﬁmweeewt deveeidsh- o 69e
i ncl ude ﬁﬁpf géﬂcé'o?gﬁé‘t%méta WHQFE d&ficd Eﬁha ed ntgbél%lnlémFa\é‘ét%mﬁ thganpl e,

t he payne evice a personal” devi ce suc one nmay not
i ncl ude at leastnoree peqessor ahihlecEGM tefura thei BEMN resettdia qmwrﬁntemisavthee of

an EGM | ocat e n.a est abl i shnen de col n tor.
Cper at1 GPGTSH: PRuPs TBF RS oAb 3Rt (Be 2ol SPepto SRR 0941 |

vari ous r‘ﬁBﬁ@ﬂ féf?r@e?tedaf& fafe RYEEH;| 'ESP'aefF&@tE‘éi:chthriﬁtoovah%hvé‘rtlbﬁéb’opé

different configurations. In vari ous enbodi nent s,
i npl ement@thas iimseded t¢ dl)ln@thbs&%l(@d mm\alm”eionwbmhpw]m orzmkegarafe

troll
(rof orr BSEERAs v e R BiarkRty Shalifory SEbERAkS, 96PTRERE ganes
or ot hergf é’r@@ttlsﬂlﬂ§ ||6tb€\fvﬁ|"ch@cﬁé2hth@5r§| BeBi# cakE CSuiagiy sﬂafi@ﬁws)erﬁust@'fahéd by -
the EGM are grow ded with the EGM prior to delivery to a gam ng

est abl i stheeREMir(epa playeo idastiigatiorogatbteaderdnisl whioh; aaﬂ@ve(rbsieratlfmﬁgeabl e

cont rol 19910 ‘& R 6rhq SACE ANERE A BoR SEEADE s TabatoiE e s 78 e
are dO\Aﬁ\érﬁtﬁdell@sttaﬁeté)@nﬁ%/lEGM@Ltﬁbt éaciRirtiud e followingep@jraesodeicesat i on
link after the EGMis agSI cally located in a gam ng establishnent or after

t he EGM (@3 agrasnbiped bilbangd fekstacceptor 2128, and (b)acom slot2126
[0078] In one embodiment, the EGM includes a payment device

configured to enable the EGM to be funded via an electronic funds transfer, such
as a transfer of funds from a bank account. In another embodiment, the EGM
includes a payment device configured to communicate with a mobile device of a
player, such as a cell phone, a radio frequency identification tag, or any other
suitable wired or wireless device, to retrieve relevant information associated with
that player to fund the EGM. It should be appreciated that when the EGM is
funded, the at least one processor determines the amount of funds entered and
displays the corresponding amount on a credit display or any other suitable display
as described below.

[0079] In various embodiments, one or more input devices of the EGM
are one or more game play activation devices that are each used to initiate a play
of a game on the EGM or a sequence of events associated with the EGM following

appropriate funding of the EGM. The example EGMs illustrated in Figs. 7A and
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[ 0095] As general ly expl ai ned above, in various enbodi nents in which the
systemincludes a central server, central controller, or renote host and a
‘changeabl e EGV] the at | east one nenory device of the central server,

central ntrol.ler, or renmote hast .stores different gane progr ._an

et 1 uot (B RecEadted 9AhG A g atBh deViscinthE S8 of A SHAMRGEER: o cau
to cont rilts@08R. Mt eh8LIdTBE Yassreeitandhat, ifestpard ambadifrmtsli el &GN by

t he changeabl e EGM More specifically, each such executabl e ganme program

r epr eserR@Qias dgamer elay @airmaticallydiupper apprapyiate Jungdinge rather thae &Poneast
one chan&ﬁ&g{ign Eﬁ\qé éarg‘?g%%ggé@%ﬁhg %&reate. In one exanple, certain of the

gane prograns are execu angeabl e EGMt o operate ganes havi ng

the sanme or s[@RSORNt ilAldeytairhentaimentst opeagr tidre dhpltedevicespaf i EEGM | n
di fferent enbodi nents, each executabl e game programis assqciated with a
pri mary @&nBNe 0 MBAJWAGEHRG©r RRtIRGIILVices. c /i HCBnWaarHRs Y, balting

execut aby&;8af agrfﬂtﬁ&%@)ﬁggsgﬁ@m%e@masw% th&2$¥he GHIEAC Ba50Ls gf the

at | east one changeabl e econ gane to’be played sinmul'taneously
wi th a phayxinmimawpgernms ybeg plecedahiArotivery sbeh deagerivgded Hetting dewviver isi ae
stored on the at |east ope, changeabl e E r vice versa. [[0096]1n

oper at | Jr?p(?ﬁfglfcﬁete%&ﬁ ..\gﬁer?Hﬂﬁ%pgg@é§ﬂ}eV%rreylogg 'PIQFG‘&&?{ P8P, or
renote hoabeds A AMHSUSRS W@géﬁﬁ@‘&?'ﬂéﬁﬁg dBQiceris P bet Bhe [deFice. OPeBet is

execut abl e gane prograns to the at |east” one processor of the changeable
EGM | n platédupon wiizetiomohtie bet onerdayieexedbedistds ynoreagecyone eredit
comuni cated..or del.ivered,to the . at least ane processor, of the changeabl e
Cam by a5 Ui o SRk Srufieat o LhorRE dRAARRT Al tig e S AGNEE
conponeng quaknety eScradits Sho®i ip 4 erdift HiRpRIYL (@Y dd¥chbbl deld\angesiebeesGy) ; (b)
witing the executabl e game programonto a disc or other nedia; or (cC)

upl oadi ngner apdr aanimiger e esesitst sivwn gane pebglisplanves desriibednbelavy)k

(such as, ?re%esgi gﬁ%@ge data network). After the executable gane programis
conmmuni cate P he central server, central controller, or renpte host to

t he changeabl POBEM tlhetiadr érabsdinterts, e a0 e dite tdfithe EGIgda bl cash@dt
execut es the execut abl I%é‘game_ programto enabl e the Rri mar%?ﬁgarre and/ or the
secondar§eyjepre Hiessashoel dgvice snallizeddeessive 478N R oMk O8Iy ed
usi ng thg .di.spl V] e i i\ C ; :hapngeabl e
Eou  Thagu A€ (i A bahEH EFeRlordify 10 AR FomBnild redieiROES

| east onereditatigslap(aolesdribedhzeigeibThe EMpid EGIVs lilkmstatarhie FigscPAsod of

Lsi gt nEBGRARBSEE R QGBHEInBP {4 o8N AL PUROR AA34y o em r andom y
determ nes anypg2] In certain embodiments, one input device of the EGM is a touch-
screen coupled to a touch-screen controller or other touch-sensitive display
overlay to enable interaction with any images displayed on a display device (as
described below). One such input device is a conventional touch-screen button
panel. The touch-screen and the touch-screen controller are connected to a video
'- cOntrbII_ér. “In these embodiments, signals are input to the EGM by touching the
touch screen at the éppropriate locations.
[0083] In various embodiments, one input device of the EGM is a
sensor, such as a camera, in communication with the at least one processor of the

EGM (and controlled by the at least one processor of the EGM in some
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ganme outcone(s) (such as a win outcone) and/or award(s) (such as a quantity
of credits to award for the win outcone) for a play of a primary gane
‘and/ or ‘a play of a secondary gane based on probability data. In certain

e, ) B R B Pk o U B e
random ZBGNP Bnd/op GiSadebra sl o RThedisibolndRatheERDR, Out come or avar d

is associated with a probability, and the systemgenerates the gane
~out cone(s) an®084] t hdn :ambadig)ents ingdudingyvadeldyeradradking systens sasc ifurthat

probabil jties. .l.n.fhe nbadi ment Si t system,gener at

but conesairipse SriaPade ARG SR EERN 15 AP RRb e e h e er

cal cul atyanghetdteleast &n@garéeéés’ﬂrf‘dethbhEGM.heTﬁe’%B@mpM IEGR¢eillustiareddia any
speci fic_gane outcone and/or award. [0098]1n certain enbodi nents, the

syst em niigst ZArANhHRAB eachmpEkider a gatkreades 218801 Ehe carbreadsr ipcentigwesi ned
gane outgo . No ISP L1y e I S, upon generation
or recei %tr%%? %B%g%'d%ﬁ@ﬁ%ﬁn%)na%ﬁg&%v%r@kb(r:{ehqeuéegg??bgﬁe'syst em i ndependent |y
sel ects one of008B¢ prirdeirieusi ermbodiarentsuthecBGH amddides anerssmioreouthet one

or nore poaqls or_sets. The stem fl ags, or. s the sel ected gane outcone
and/ or ade¥ieess e gxampie E:glﬁla S%%Fﬁgo%ﬁ&@aé '%}é&%‘s iaéﬁ??%ig%'g‘?i AdpPseq,
it is pr ro t i ctd | t;
that i 5, ¥ RS Z06DL0nedr e AR dicqd STMIS BB N BrRAIGe BRpRETL e
gane out devieesndnfiguraddo dispbayasy gafriteds sdisplayed byvhd dsGhand ahg suddblgane
out comre apd/or. award. At legst US. P nt, Nos, .7,470, 183; .7,563,.163; and
853, 09BTRIAIGN e lRe VgD HER AREYo| MesTian HBSod B oheadBpIEy
2006/ 0094ei8es e cHhRCiEBid b3 MBEATEdLEN ValdaBitiet Sofathe) E%Mf(a%hﬂésdrhbléﬂ of
award determ nation. [0099]1n certain enbodi nents, the systemdetern nes a
pr edet er bélowy. gémeasious cembadiments athe display devicashservesubssdigitak glsssgo,
keno, or |laqtter ang. L.n certain such enbodioents, the systemutilizes
one_or et BaRY o 1 BfertSe ° REHBLT S4fks B o e duneky 8 phEt. A e eg
game out giaBlisHiHést intWalch tNeoEGM ds filedatad Prinmvdribu@asmbadihertsa tise Eodar y

game. The systemis provided or associated with a bingo card. Each bingo
card coniickidesginesoignore of dhe fllowing displaandeniees: (B kpaentrehdisplayvedeyiee: s

Card oot ; PR e e ereT s j
et e 8l oL SRR b gl Srgdis . Mobb0 SR 08 TlciBipY it

e: ement playees qiayat, tracking ?tmusa@ésogei;ﬂbmgidbemsf)t Q?M/getefm:rndainy&_csemmredt

el enent 1s present on the._ bingo card. the selected element is esent on
t he bi ng@'segyd,ge‘{'ﬁ%t'"s%‘r@mrbdg dhensantrab dismay glayisedandpinggelayer éra%Em@ar ked

fl hi i : q
ol ermeny SBiSplaly(3) Bf BRERCARDISCLERTEA A6PaRBIY &TKinfEHt YR Lr oGO8
pr edet er amoadt pEHt tasms aaceuntabékadcen contheoreguivatendf artue (p) avibidddisplayo

cards. Afte ogg or _rrqrerdgéedete m ned tterns are mayked .on one or nore
of the pFORAGHERd P FPIRY AflsaMeLRE WageE 06 OF kS Blays ofetng A MQfehased,

at | east %éﬁ‘negf'irfhe 8RaihBR e ARt EIERS 7ANNERBeR LY MtES d?icéélﬂg deRicds. At
| east U.S. Patent Nos. 7, 753,7/7/4; 7,731,581; 7,955,170; and 8,070,579 and
U. S. Pat 2h16,Apphlayer trankipgbdisplayi 21¥Moa credit /disay @1 28e sndi Bebetadisplay

exanpl es thi,s type pof r. eterm natign. [00100] ..l n_certain
erbod neate21 o neEp R EGIE AR BT LS inpydes auribiat cisley HeVRe
control | 116 0bn' @ipdredidprly asdca2H@V a thigydrQvhEiing ANspiay r 240, 0a GRlapRINI cat e
with the central server, Central controller, or renote host for nonitoring
pur posestragkipg displayi2 h4@reorgditedisplay 2180 Fand adret difiplays2122 gane out cone(s)

and/ or awar d( be_provi ded i f e r cri .+ and
t he central s@ro\??j) g@n}’é}g&c%m&oﬁﬁén?s’o{rhgr g%@?%er%gﬁ%%o!"c{ﬂgd%a\?ﬂﬁ&t
activi ti imitafich:ey aidritop S televispnadisplag, &@4sma disptay ue hiq@itiogstakdisplayhe
systemincludes a real-tine or online accounting and gam ng I nformation
syst em cOfPhua éusnlaycbawdno&altgé\t\ﬂmlmrtq]émmGL%D%)era/érS,plasehﬁsa on a
controller, or renote host. In this enbodi nent, the accounting and gam ng
information systemincludes: (a) a player database for storing player
profiles, (b) a player tracking nodul e35 or tracking players (as described
below), and (c) a credit systemfor providing automated transactions. At

| east U.S. Patent No. 6,913,534 and U.S.



Pat ent Application Publication No. 2006/ 0281541 descri be various exanpl es
of such accounting systens. [ 00101] As noted above, in various
‘erfbodi rents, the systemincludes one or nore executabl e gane prograns

execut able by at |east rocessor  of systemto provide one. Qr nore
o mar y By 36 praAR. P PRREE Bhins (GLRDSY 3 dehRy RSP BrebsyFiana « ne
secondarngbrm@m(tﬁrbg dBYes PPPEDSE AdiSpRY! Badeldeo apisrafifidoPsurfRectontuclisAes.,
such as, but not lTimted to: electronechanical or video slot or spinning

reel typelegapmsemitiersdSERg)da gisplay inghding avirdiestett and/pokeflectediimagehanid

deo d , i Kar . i . d
bacoar atabangtEr., sl A GRE. BEvEgo eh: L BRRahERY,: Jo0Fceodill o
games. embodint¥ht82hs | deseeibbai absieh Gl ng@iBpiayl devibé GRcilibgs 1 itddhisgresR i S a
slot or spinning reel type game, the systemincludes one or nore reels in

ei t her aitle|ant assaeiatashteuah-saran veaMraeshalii ehauld Rea@ppiediatedsthat the a

vi deo f oy; ,t ' SRR e @P : | displays a
plurali t@g%%idr%m%&%gi Sgy&&%@&?ﬁggﬁgés ’be%PIE,Q’ %@%&?g ?Hérfsg nunbers,

| etters, bar s[0087] ot e displagdevives ¢fythedaGM acocorfigured td displayhene or
associated with the s%stem In certain such enbodi nents, .the stem,

i ncl udesMBffe BRMPorA YAy | NHEGARSs JE1AHCED W’PHOlﬁhea? elndicigh e aﬁ?ﬂt%'nEGMs
shown i r'%lﬁbgairngrﬁs,am’e 70%%5‘9 Ndvitds 8¢ the PRIV r?rezééffﬂlggﬂgd aﬁopmé{pgéy kyof

reels 2154, In certain enbodi nents, one or nore o reels a
i ndependsuitable eissiabrepressytatioh areesthdbition of bk reobemient of ©bjerds; hdynaheipendent

| t d di | nmbo| . 00103 i :
ool mainGs YRR MaRs IR adhs of BEPRlE. chatadiers, phites: Mg A aces 9l u) ar
di agonal caraggbﬁ@,thé’}liké.”){n TertafPEMboRIMERRL tRN didpfdyeabviced oPtREEGM are

enbodi ments, each of one or nore of the paylines i's associated with a
pl ur al i tgorfigusel e diaplay anelordners videarregls, @mezor ewie yvides whalsy apfl/or

bt woon 2t P Ingrel YIBE ok BHR. SFRtodin e b ih S ARY diRFR I Fmadédihe,

by ei t hegyrab&l] BAd andiciarare iai rdecteanisdlFormy PhatashNthetedhbddinfents,stieh
payl i nes are connected paylines). The sgstem enabl es a wager to be pl aced

on one ofispgyedeyiceuibkluges| ARk Lleetremeranieals deMicgayatiche8s Pme Rmagore
mbodi : - - ; t t ot
embodi ”er%ttétﬁg% Wﬂllaggl ORé oPthBrrgﬁlg?é{}a/B?ﬁn@ro‘? Tér%rcﬂEQ, &frﬁ.\éﬁg&bg dlrt,glgg Wo

adj acent sy ay areas, stem enabl es a wager “t P d on a
pl ur al i tat leastsyrmdot a pigpliteyof gaessor athiee suitalleimages| syosisols yobiaticid.spl ay

ar eas. l][0(50104] I n various enbodi nents, the system provides one or
more awards al0088l a~ dipi Yarious: g@bpdinentsn anes QUYL '?%/rﬁfsth&n&qw Is a

confi gur gLl ARSyRficd, NGn ItRELE IentBdiFLAROeh & thel@a5R% G QKL iORiRFEASS Ve

payline or  otherw se occur in a wnning pattern, occur on the requisite

nunber odflesatibedeatioves e payout/devices causdsna payout toebe payvided & tenplayer.
In one embodiment, the payout device is one or more of: (a) a ticket generator
configured to generate and provide a ticket or credit slip representing a payout,
wherein the ticket or credit slip may be redeemed via a cashier, a kiosk, or other
suitable rédemption systerh; (b) a note generator configured'to provide paper
currency; (¢) a coin generator configured to provide coins or tokens in a coin
.payout tray; and (d) any suitable combination thereof. The example EGMs
illustrated in Figs. 7A and 7B each include ticket generator 2136. In one

embodiment, the EGM includes a payout device configured to fund an
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[ 00105] In certain enbodinents, the system enploys a ways to win award
determ nation. In these enbodi nents, any outcone to be provided is

‘dét erni'ned based on a nunber of associated synbols that are generated in
active s ol .display areas on.the regujsite nunber of adjacent reel
(el RSB et e Bietlinbafor SR, Yl g oo A ol AGEQlmEFof
conbi natd|g@@pdnic finds trameFeng synbol conbination is generated on the reels,

one award for that occurrence of the generated w nning synbol conbination
i s provided. [BP8%kasin ceriainrmbedimants.@re1output dayige of the B&M i a ggpnficat i on

vays ©o SPra (e, arniieg By ENC"of BpracrOliRe eaifsr o' i she SRR R

syst em igrbodiaferd, theoeriserreraig devitgphelatiéy ong dprmaiecsisdakerevpbther
includes an initial anmount and an additional anmount funded through a

porti on SUNdaganeaieg hardware @nd/ern setiwvare; fon gagneyating rqumngsy syaheas Wien one
or nore i I rs., t NreQVvi t i on of
Che or odi'2UBETRLER B I oSEHS by EaiNg MERIE TGN bR BbdeE 3T 18 EGM, "0
amount cgufdhms Eh@grl;astsrhmeeav'\ﬂ’redekanpl@lsiEGMs)illgbmienlihihiI%igs.amlam HBdagh
portion of each subsequent er i al | ocat to the next, I ogr. es

Bvar d. | ABChEdsE RUETOPS GREARES 24 59661b ARoTers Buch PROCHIERTT S EON
7. 666, 0930, fiel8llniadde BNAAL AOBICET AR Mrkb(Fe Rl ANRHGESIdighabbhcat | on
Nos. 2008/0020846, 2009/0123364, 2009/0123363, and 2010/ 0227677 descri be
vari ous eneaophesedf thé idisplantepices te psovide aysaudie-visual reprepeotatizh grdo

[ 1 t.ed ab ol ddi t.i t. i,di ng, Wi,nnir it th
Onr do. 1nSEHES SASHHRY SulbatEnoyishovih Bt T Hhedts BaperClor s, Bl bl et s
the syst&iRdmh oxinee8intérRtd] e OEGM hdisplayar 8SséqierR@e of M altib Caidi/ay Svislial one

or nore secondary ganes. The secondary garreatzipl cally enables a prize or
payout iaitractiore nogssagesdduring idleperiedanty afti p@tefﬁ@icnlﬁyetﬁﬁ)ttaith@oEGM-ough

b aher 1 U MRsERal B8 e Rhiadd T PRALIE AR PRHRe By cLase the
secondary gan@0sd] pr dvi dasows Jembbaimentegecthat IEGMofingludasng tphaalityh eof

primary gane(s) and is acconpanied with nore attractive or unusual_features
t han t heC@PMyRicatigarRqty configused e @ngleaftier atcleasbane Papcesser b dhp &GV
gane(s) \ L 0f i tablLeeBATE Wil ¢ | m or m tely
differ ent{gafcrolciﬂnp ﬁpga%%?ﬁrrgﬁy aégrrté& bﬁe i"’é@loégféﬁ"%' \r;%é'?%huésrglghb%&l rreél%s, t he
Syst em asdasi@rontabisy greade dtisker bamcbdatreadélse bk catidatoys, gbivenetio inpute
occurrence of a triggering event or the satisfaction of a, uali%%;i ng

r §%ame

condi t i oPEViEes, oPABYS cdRMieFTe RUEON t ARNR§s 1@ i adPER e SOTH & B

upon th r tgd i | S )&ﬁd e
qual i fyma ico%’die'[%;b(;%r?pgﬁ ﬁ'ps)’o(?]ﬂ rag%gi%‘tgplgygz?nr \iﬂgﬁjii%tui?%%]é’iéhput .Smlhngggét?'ai n
enbodi neinfamatioa panaigekeyppdsy dightsomasmsidrage gevinesi mioropheonas s siddioned

outconme in the primary ne(s) or rti,cul af aryangenent of one. .or nore
il ol a nser; Bitely. sies: rheiSe 0 portS: sBlesbidrs eim chuRtsiRks. o
"BONUS" gl Oletfti€artbish O8creBhEE trsbikdafell tb@eifadd) Oﬂﬁeélsﬁaéihd N@irefddsowi ng
a spin of the reels for a play of the prinmar ane. In other enbodi nents,

y g .
the tri go@nmupicationt deviagsal | Ai legst oHd t iRatentc Arplicatier d Publicatipsy tNe.n

anmount o such as nunper anes, ..nu r.of credi : nt of
tine) beé%gﬁgzégéﬁ%ggsg&e&agé@r'gﬁ %f §§ HCE@'%%groeroﬁoﬁ?{b@S@é%Hear ned
during ggsms Rhay enkbles igg!! EGMs adREefimingsaté haid Aperatel wathl enér bl gedrieng
event or )ﬂual [ fyl_ng condition or any suitable conmbination of a plurality of
di f f er enéXxternajgeripngradsent s or qual i fyi ng conditions nmay be enpl oyed.

[ 00109] In ot nbadi | pr r ok S random y
det erm nes V\h@g)"ggg p%)gvggﬁé'osarlllga%erscﬁg;e a;qbg/?s "g?;ggﬁg' S&bﬁgpﬁe@éb%ﬁ ara%
ganes. |theorgamipld EGNMxdillstrateddn apiger & anelagd@, the BGMI basl 4 suppoet

provi di ng of the secondary garre. I n thi_a- enbodi rretnt, ﬂ&gl){—fl ng faor a
secondar §trg@ree. i ROUFING.t PF GgRINed that pPrvides suPRAHCOfra Aluralivn et ithe JAput
primary game or based specifically on any of the plays of any primry gane.
That is, qualification is provided w thout any explanation or,
alternatively, with a sinple 37




expl anation. In another such enbodi ment, the system deternines
qualification for a secondary game at |east partially based on a gane
‘triggered or synbol triggered event, such as at |east partially based on

pl ay of [ , 1 n [ ' ter

qual i fi c(%\}l?%%gﬁé?{hg%gjg%gndaeé??esgéﬁ@’]ehgé“ﬁiem&gf ’@%%M‘%nﬁéﬁf&%%éﬁg? 9 gane
partici Akt aplary Ry 8pbRNE edvhily SL@direPot sittired bl ayiods diiBodimegms theame.
Thus, in_certain enbodi nents, for each secondary gane qualifyjing event,
such as EGMioRasitignedmn aybass or skand,iy isntenfigbmed asga \nub-stiepiableiep

secondar | j I Sy | [ NAQ ) ary
gare. morarie (hak STk a8 o Beyel ndy S6trate hICAGIHAE Ethg 1 A8 fIaGrRgHCT
entries hyowee diffsrent uXanple t EGMmishowni in Figs. SBE anrth7B, ggGRIs Inmayohaveuch
enbodi nent, the occurrence of nyltiple such secondary game qualifying
events iYRTYiIRG GabinaAnd lisplay on9WatiAngn arithnetic or exponential increase
| n the nunberiofhopec Aty 8BS at i LbltdinIAboSthertd HREORTissuch
enbodi ment, any extra secondary ganme wagering credits may be redeene

duri ng téndesieedhdbhas ghtained aprtovati frohag refulaley gamaind oymession, and in

[00111] I.n certaipn enpodi .. N0 separate entry fee.or, buy-in for the
secondar$t Sﬁﬁ@qos&;'m&a%’ S'é‘g%}%’@als "i"sd,sevgi‘?t &V?iqﬁson%/th%ﬁég?gnﬁ% OVELIFRM: Annot
be purch@?ggto,;yaqd}ﬁrng dodmii@fsh enbodi nents entry nust be won or earned
t hrough plfay o he primary gane, thereby encouraging play of the primary.

gane. | n ot heP088bodAseexplaingdatbave; for brevilyr andh glarisy,obethr thegbmMs and

acconplighed thrqugh.a sinple "buy-jn," FQor e i1 i rough
ot her S8 Hragd A dhe Srentt o ip e AR Feprored Ehelin ol ot
of an adgigmenalcvegsngly bt hould’ bé @apbFeristed tRABES AN the Rxaeifl@ BGMs -
enbodi nents, a separate side wager nust be placed on the secondar ane or

a wager @gscibedsabave: Bglugeoesrtaimplemeatsthat daaynot ke ipeiudgdyin FInEGMs-enabl e
quatificati r e e . i . ndary
Gane 11 PP, MipATBRER e BNE erbricl SR0ICEIRA AE R pTonte IR Y
gane wag@ayaioundlidenastoihaceepoe whiledredeftain insianses dihel paymgateevicetafi gger .
[00112] In _various enbodi nents in which the systemincludes a plurality of
EGVs, t ha EQWM legated ihpigpming estpRliShmant SYnfiuds HRINAGSEREY- to provi de a
group gam ng environment. In certain such enbodi nents, the EGvw enable

pl ayers of tQOperatitid Primam bk Bage Ganes andior SédomdaneoaBohbie Gansesh as by
enabling the players to play together as a teamor group, to win one or
nore awar ds. hern @H?c?c{ hecRiAve; f those
EGVs to corrpeﬂogbggl)ai I’Ilgt% lég‘ﬁlégano dﬁ@bgsf atgngGor M@@M#ﬁ&%gﬁﬁgﬁg%ﬁgh
enbodi meatvariehe oEdifferentiboefiguratigrisay én sraoibus rerskodi@énts, othpale GM inpayt &ei n one

or nore ganing tournanents _for one, of nore rds. At least U S. Patent
Appl i cat mem@etqcﬂas GnengE. labar desiagied E_%@sw EFRIB P TRYGE7Ed 7686, and
2009/ 012;?%%?*&%3&%&&”%%!%{ggttﬁeeéém?'fsﬁ c%htr@llifruéleéﬁwprgﬁ%poﬁﬁs% ames

[00113] Tn various e nts, the systemincCludes one“or nore player
t r acki ng(refestesh®. hedirh apl“psimiary gasidsigasy/st any secabtaryoprebenus gamiestdre

t h i t her . gani, bl i shnents) to r ize th
VT e of OEE SRR RISaS Rt 2y rgo Ly s g 8% EXEMa ng
them f or oihgigvidat WRAAAE EGNCHriGH 18l ddiRkery t@@@é}ﬁm@yéétssﬁsirﬁn@rqrﬁﬂ Srigred to

track a player's gamng activity. In one such enmbodi nent, the player
t racki ngbeingt provisisss tas @ playetigand He) & ehangeakigFGM adiaraiy camepsterized: hi s

encoded gy rBoffS e BeuBRYn B TnB 1ol Calibg Py i wdrieh 21 fale,
Wien t hesgdahdRiry gaRlcdydiBplalyeady the EGMatesdowhRaHald ot thedEGR throggtier of
the systemto begin a gam nhg séssion, the card reader reads the player

sl on, : 2 pl a
i dent i f i dalei netwalinpereroete caemynigasiendink atienthe kM isophyrieallyrlgcated iDRayer .
The syst L . i ! . ' ata relating to the
identifi Q%R"L@%‘?’b@&gﬁ%ﬁtn%eﬁbéﬁ%@ﬁ%B&@é@#@?@%@?m y tracks when the
pl ayer tracking card is renoved to conclude play for that gam ng session.
I n anot her enbodi nent, rather than requiring insertion of a player tracking
~card into the card reader, the system3fiilizes one or nore portable '
devi ces, such as a cell phone, a radio frequency identification tag, or any
ot her suitable wireless device, to track when a gam ng session begi ns and
ends. I n another enbodi nent, the systemutilizes any suitable bionetric
technol ogy or ticket technology to track when a gam ng sessi on begins and
ends. [00114] In such enbodi nents, during one or nore gam ng
sessions, the systemtracks any suitable information or data, such as any
anount s wagered, average wager anounts, and/or the time at which these
wagers are placed. In



di fferent enbodi ments, for one or nore players, the player tracking system
I ncl udes the player's account nunber, the player's card nunber, the
‘pl'ayer™s first name, the player's surnane, the player's preferred nanme, the

. player's play acki ng rankin any, pronption_status . associated with the
Dl ayer s i ayipop} aciinderdRly Brtda sbpie initbria ShaIREE Rontich: haay
the. pl aype' System wRlIGRs a E&trdll S8196r, Scéritit NéoriRiNeR Jof Mot hosPran@ny Ot her

suitabl e data. In various enbodi nents, such t_racked I nformati on and/ or any
sui t abl echangeable &§3¥ciha atl least lonehmemeryedevieaokithg aeptrabserverdeeptralyed on

Bnh o - METEE B o BLR oD BH BEERELOTRE Drogiarty (AR RS 5"
di spl ayegkatitallBdytheRNEatAInNd SO cBbsBtrthé Rhbngésbldi BEMRiEshfbl bhe grent r al
di spl ay device and/or the upper display device. At least U S. Patent Nos.

6, 722, 98MOre pyowmrggames and/opgecordasy games dispgyed tyitheghangegble BGH.

descri be i : np I (o1'q : 0Q: I t
shoul d b'\eﬂ\éﬁén g);éé{f%)égy’t Eg'?h ggrcpogggéﬁé%%eéégﬁdiﬁgﬁf 5%?riegﬁrsmtst% gﬂ]‘f;e %)r}tesent
enbodi megardedes e idiffstehe t@ien ofi gdmbethaptheeat |dast tdviss ehskgehbld EGNhis art .

Such changes angd nodificatigons can be de wi thouyt departing fromthe
opi Tt aRITELEER BF OPREFIEr odB NS YARRICHEENaIN Mdthe CRRR RIPHAMS AR | t s

o7 cCoRBMEOST el handBge’ ocH ) BEERAc! BangSUURIRIRE S o
cl ai med subdtantiaiiys :thé. Aamest gameormday sboty: didferérdagiaytetdepr oc &ssdifferent | east
one di Sp«'er%)éog%/ér(\:tgf egcr:]'g executable game program is associated with a primary game,
a secondary game, or both. In certain embodiments, an executable game
program is executable by the at least one processor of the at least one
changeable EGM as a secondary game to be played simultanebusly with a play of
a primary game (which may be downloaded to or otherwise stored on the at least
one changeable EGM), or vice versa.

[0096] In operation of such embodiments, the central server, central
controller, or remote host is configured to communicate one or more of the stored
executable game programs to the at least one processor of the changeable EGM.
In different embodiments, a stored executable game program is communicated or
delivered to the at least one processor of the changéable EGM by: (a) embedding
the executable game program in a device or a component (such as a microchip to
be inserted into the changeable EGM); (b) writing the executable game program
onto a disc or other media; or (c) uploading or streaming the executable game
program over a data network (such as a dedicated data network). After the
executable game program is communicated from the central server, central
controller, or remote host to the changeable EGM, the at least one processor of
the changeable EGM executes the executable game program to enable the
primary game and/or the secondary game associated with that executable game

program to be played using the display device(s) and/or the input device(s) of the
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at | east one nenory device storing a plurality of instructions which, when
executed by the at | east one processor, cause the at |east one processor to
‘operate with the at |east one display device to: (a)for a first piece of a

d d | udi f
Phe’t st apteebloFRNte THRLGR cine B e el e el B E5REwiated o/
result hgshe dtidast %bq{rabé&d%?"tﬁ@bhé éﬂlé ETGMeﬁ'l‘é' at 188&thorieSpideessrer as a
I i f e fi

first authentication checkpoint hash; irst result hash is the
sane as thleechang@ameﬁéﬂntCheages)#\@gemqmt the h@@h@f gamadhatzmayhee played pi ece

the sanc86 Fik Effifacelc BEIL | cari on checkpol nt hash, do not. aut hor i ze- ¢ he.
first piece ofoobp PN HeHBIE BHEbOGAIMAECtHd 8Pstetrdrhndomlys aetirhited fapyent
pi ece of the program code:
game outcome(s) (such as a win outcome) and/or award(s) (such as a quantity of
credits to award for the win outcome) for a play of a primary game and/or a play of
a secondary game based on probability data. In certain such embodiments, this
random. d.e.termination is provided through utilization of an RNG, such as a true
RNG or a pseudo RNG, or any other suitable randomization process. In one such
 embodiment, each game outcome or award is associated with a probability, and
the system generates the game outcome(s) and/or the award(s) to be provided
based on the associated probabilities. In these embodiments, since the system
generates game Sﬁtddmes and/or awards randomly or baséd on one or more
probability calculations, there is no certainty that the system will ever provide any
specific game outcome and/or award.

[0098] In certain embodiments, the system maintains one or more
predetermined pools or sets of predetermined game outcomes and/or awards. In
certain such embodiments, upon generation or receipt of a game outcome and/or
award request, the system independently selects one of the predetermined game
outcomes and/or awards from the one or more pools or sets. The system flags or
marks the selected game outcome and/or award as used. Once a game outcome
or an award is flagged as used, it is prevented from further selection from its
respective pool or set; that is, the system does not select that game outcome or
award upon. another game outcome and/or award request. The system provides
the selected game outcome and/or award. At least U.S. Patent Nos. 7,470,183; .
7,563,163; and 7,833,092 and U.S. Patent Application Publication Nos.
2005/0148382, 2006/0094509, and 2009/0181743 describe various exampies of
this type of award determination. _

[0099] In certain embodiments, the system determines a predetermined

game outcome and/or award based on the results of a bingo, keno, or lottery
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(i) hash the second piece of the programcode and the first authentication
checkpoi nt hash to obtain a second result hash; (ii) determ ne whether the
‘sécomd‘result hash is the sanme as a second aut hentication checkpoi nt hash;

iiT) if th d. | t hisgt .t N , ' i
checkpol MR dh coagiton oerbRaerls, i Rt HE opF s e Ruidss . "
execut i gt joefy damiad fo deRermmR@NAer Sdleterfified gaMié dlieorAdnandier tavardecond
aut henti cati on checkpoi nt hash, do not authorize the second piece of the

pr ogr am providletidor axpstmanygamegad(ar)a seediarygamee Phesxsfeny istpfaviged@ram
Coe " chRAIRY 0 HObuBASaleL Epul P koSN AP Rl oy o
elements, wherein each element is designated with separate indicia. After a bingo
card is provided, the system randomly selects or draws a plurality of the elements.
As each element is selected, a determination is made as to whether the selected
element is present on the bingo card. If the seledted element is present on the
bingo card, that seiected element on the provided bingo card is marked or flagged.
This process of selecting elements and marking any selected elements on the
provided bingo cards continues until one or more predetermined patterns are
marked on one or more of the p'rov_ided bingo cards. ~ After ‘one or more
-p'redetermined patterns are marked on one or more of the provided bingo cards,
game outcome and/or award is determined based, at least in part, on the selected
elements on the provided bingo cards. At least U.S. Patent Nos. 7,753,774,
7,731,581; 7,955,170; and 8,070,579 and U.S. Patent Application Publication No.
2011/0028201 describe various examples of this type of award determination.
[00100] In certain embodiments in which the system includes a central
server, central controller, or remote host and an EGM, the EGM is configured to
communicate with the central server, central controller, or remote host for
monitoring purposes only. In such embodiments, the EGM determines the game
outcome(s) and/or award(s) to be provided in any of the manners described
above, and the central server, central controller, or remote host monitors the
activities and events occurring on the EGM. In one such embodiment, the system
includes a real-time or online accounting and gaming information system
configured to communicate with the central server, central controller, or remote
host. In ."this embodiment, the accounting and gaming information system
includes: (a) a player database for storing player profilés, (b) a player tracking
module for tracking players (as described below), and (c) a credit system for

providing automated transactions. At least U.S. Patent No. 6,913,534 and U.S.
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2. The systemof Caim1l, wherein (a) and (b) are perfornmed approxi mately
si mul t aneousl vy. 3. The systemof Caim2, which includes a plurality
"of” processors including a first processor and a second processor, and

wher ei n i Sk PEQC r_perfor t cond .proc el.f orns
by < " PAEnl AoHiB LRGSR MY, ooghaf ity BE-CRE VBl e anBe ST ()
i s conplgic®taccounting shstefize system of G aim 1, wherein the plurality of
i nstructions, when executed bg the at | east one processor, cause the at
o]

| east one prdBB3Edr #e: netef aboveeint variqus embadimasts, itse rystamensiiesas t he
Lot B oS HRIL RS pF BrsdBiaile b b Rsf o8 w RESA
result hashsysteriOb plRideABReasr Mbee PripMTY garhbsrindcané @r rmbeskpedmdarpash,
generate a second error nessage identifying the second pi ece of the program
code. games. The primary game(s) and the Secondary game(s) may comprise any
suitable games and/or wagering games, such as, but not limited to: electro-
mechanical or video slot or spinning reel type games; video card games such as
video draw poker, multi-hand video draw poker, other video poker games, video
blackjack games, and video baccarat gémes; video keno games; video bingo
games; and video selection games.

[00102] In certain embodiments in ‘which the primary game is a slot or

spinning reel type game, the system includes one or more reels in either an
electromechanical form with mechanical rotating reels or in a video form with
simulated reels and movement thereof. Each reel displays a plurality of indicia or
symbols, such as bells, hearts, fruits, numbers, letters, bars, or other images that
typically correspond to a theme associated with the system. In certain such
embodiments, the system includes one or more paylines associated with the reels.
The example EGMs shown in Figs. 7A and 7B each include a payline 2152 and a
plurality of reels 2154. In certain embodiments, one or more of the reels are
independent reels or unisymbol reels. In such embodiments, each independent
reel generates and displays one symbol.

[00103] In various embodiments, one or more of the paylines is
horizontal, vertical, circular, diagonal, angled, or any suitable combination thereof.

In dther embodiments, each of one or more of the paylines is associated with a
plurality of adjacent symbol display areas on a requisite number of adjacent reels.
In one such embodiment, one or more paylines are formed between at least two
symbol display areas that are adjacent to each other by either sharing a common
side or sharing a common corner (i.e., such paylines are connected paylines).

The system enables a wager to be placed on one or more of such paylines to

activate such paylines. In other embodiments in which one or more paylines are
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6. A system conprising: at |east one processor; at |east one display device;
and at | east one nenory device storing a plurality of -instructions
‘whHi ch, “when executed by the at |east one processor, cause the at |east one

ith,th I di spj deyi :
0 05 orh 8BRS B N Abs S Bl R Bt i R 00
precedi ngagéd tob8Siladide6R% Bluraltg dIrsy@iBoNdigsigy iafeds, dgbicE nsvtiogterr those (i)

hash sai d piece of the programcode and a default seed to obtain a first
resul t Haypoldisplayieredsyi ne whether the first result hash is the same as an
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code, said a enti cati on poi nt “hash one a pluralrt
di f f er enrawardshaftdri £ 8pinosf iheaekeRowhen hpebified typed abt/drivorfiglbativnisceftthen

checkpoi nt hashes belng associated with a different piece of the program
code: indicia or symbols 6n the reels occur on an active payline or otherwise occur in a
winning pattern, occur on the requisite number of adjacent reels, and/or occur in a
| 'scatter pay arrangement.

[00105] In certain embodiments, the system employs a ways to win award
determination. In these embodiments, any outcome to be provided is determined
based on a number of associated symbols that are generated in active symbol
display areas on the requisite number of adjacent reels (i.e., not on paylines
passing through any displayed winning symbol combinations). If a winning symbol
combination is generated on the reels, one award for that occurrence of the
generated winning symbol combination is provided. At least U.S. Patent No.
8,012,011 and U.S. Patent Application Publication Nos. 2008/0108408 and
2008/0132320 describe various examples of ways to win award determinations.

[00106] In various embodiments, the system includes a progressive
award. Typically, a progressive award includes an initial amount and an additional
amount funded through a portion of each wager placed to initiate a play of a
primary game. When one or more triggering events occurs, the system provides
at least a portion of the progressive award. After the system provides the
progressive award, an amount of the progressive award is reset to the ihitial
amount and a portion of each subsequent wager is allocated to the next
progressive award. At least U.S. Patent Nos. 5,766,079; 7,585,223; 7,651,392;
7,666,093; 7,780,523; and 7,905,778 and U.S. Patent Application Publication Nos.
2008/0020846, 2009/0123364, 2009/0123363, and 2010/0227677 describe
various examples of different progressive systems.

[00107] As generally noted above, in addition to providing winning credits
or other awards for one or more plays of the primary game(s), in various

embodiments the system provides credits or other awards for one or more plays of
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(iii) if the first result hash is sanme as said authentication checkpoint
hqsh associated with said piece of the programcode, authorize said piece
‘of' the 'program code for execution; and (iv) if the first result hash is not

h : . .
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pi ece of the program code and the authentication checkpoint hash assaqci at ed
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rogram I
et or m eyt ReleHiRHE MAH I hrRndE, bS] BeBalst AR, bocitilary darhé(s)

checkpoipgrbvideshaagrsatératexgertatibnsef dviphiege thdn tthe primaragamel(s) amdi |$| ii)
if the result hash is the sane _as the aut entlc %@Bn checkpoi nt t}
associ ataomRaniadwith @@@@Wﬁ@‘f@%%ﬁ%%&l@s HBE iPFEANY 98 Mt éie'tof t he

program G 1l aSretiid® hathe secondary game(s) may be any type of suitable

game, either similar to or completely different from the primary game.
[00108] In various embodiments, the system automatically provides or
- initiates the sécondary game upon the occurrence of a triggering event or the
satisfaction of a qualifying condition. In other embodiments, the system initiates
the secondary game upon the occurrence of the triggering event or the satisfaction
of the qualifying condition and upon receipt of an initiation input. In certain
embodiments, the triggering event or qualifying condition is a selected outcome in
the primary game(s) or a particular arrangement of one or more indicia on a
display device for a play of the primary game(s), such as a “BONUS” symbol
appearing on three adjacent reels along a payline following a spin of the reels for a
play of the primary game. In other embodiments, the triggering event or qualifying
condition occurs based on a certain amount of game play (such as number of
gameé, number of credits, amount of time) being exceeded, or based on a
specified number of points being earned during game play. It should be
appreciated that any suitable triggering event or qualifying condition or any
suitable combination of a plurality of different triggering events or qualifying
conditions may be employed.

[00109] In other embodiments, at least one processor of the system
randomly determines when to provide one or more plays of one or more
secondary games. In one such embodiment, no apparent reason is provided for
the providing of the secondary game. In this embodiment, qualifying for a
secondary game is not triggered by the occurrence of an event in any primary
game or based specifically on any of the plays of any primary game. That is,

qualification is provided without any explanation or, alternatively, with a simple
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(iv) if the result hash is not the sane as the authentication checkpoi nt
hash associated with said piece of the program code, do not authorize said
‘pi‘ece of the program code for execution; and (c)if each of the pieces of
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game. In one such embodiment, the occurrence of multiple such secondary game

qualifying events in the primary game results in an arithmetic or exponential
increase in the number of secondary game wagering credits awarded. In anbther
such embodiment, any extra secondary game wagering credits may be redeemed
during the secondary game to extend play of the secondary game.

[00111] In certain embodiments, no separate entry fee or buy-in for the
secondary game is required. That is, entry into the secondary géme cannot be
purchased; rather, in these embodiments entry must be won or earned through
play of the primary game, thereby encouraging play of the primary game. In other
embodiments, qualification for the secondary game is accomplished through a
simple “buy-in.” For example, qualification through other specified activities is
unsuccessful, payment of a fee or placement of an additional wager “buys-in” to
the secondary game. In certain embodiments, a separate side wager must be
placed on the secondary game or a wager of a designated amount must be placed
on the primary game to enable qualification for the secondary game. In these

‘embodiments, the secondary game triggering event must occur and the side
wager (or designated primary game wager amount) must have been placed for the
secondary game to trigger.

[00112] In various embodiments in which the system includes a plurality
of EGMs, the EGMs are configured to communicate with 6ne another to provide a

group gaming environment. In certain such embodiments, the EGMs enable
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10. A system conprising: at |east -one processor; at |east one display

devi ce; and at | east one nenory device storing a plurality of
'idstructions which, when executed by the at Ieast one processor cause the
at Ieast one pr GESSOT, ¢ o] erat Wt h thet ast _one sp deV| ce to:
(a)for SURKETSt © B‘P?ﬁé % mo?ory{m? NGt 380%% 3\1 y”‘ 1byp| eces

f”;] ta Pr oS a8lingOR: pldyktd tcsqtjl@y %ethéﬁbﬁd@&eéﬂﬁeop'ge@@p ofo Wire dPieOsF Abreode
awards. In other such embodiments, the EGMs enable players of those EGMs to
compete against one another for one or more awards. In one such embodiment,
the EGMs enable the players of those EGMSs to participate in one or more gaming
tournaments for one or more awards. At least U.S. Patent Application Publication
Nos. 2007/0123341, 2008/0070680, 2008/0176650, and 2009/0124363 describe
various examples of different group systems.

[00113] In various embodiments, the system includes one or more player
tracking systems. Such player tracking systems enable operators of the system
(such as casinos or other gaming establishments) to recognize the value of
customer loyalty by identifying frequent customers and réwarding them for their
patronage. Such a player tracking system is configured to track a player's gaming
activity. In one such embodiment, the player tracking system does so through the
use of player tracking cards. In this embodiment, a player is issued a player
identification card that has an encoded player identification number that uniquely
identifies the player. When the player’s playing tracking card is inserted into a
card reader of the system to begin a gaming session, the card reader reads the
player identification number off the player tracking card to identify the player. The
system timely tracks any suitable information or data relating to the identified
player's gaming session. The system also timely tracks when the player tracking
card is removed to conclude play for that gaming session. In another
embodiment, rather than requiring insertion of a player tracking card into the card
reader, the system utilizes one or more portable devices, such as a cell phone, a
radio frequency identification tag, or any other suitable wireless device, to track
when a gaming session beginé and ends. In another embodiment, the system
utilizes any suitable biometric technology or ticket technology to track when a
gaming session begins and ends.

[00114] In such embodiments, during one or more gaming sessions, the
system tracks any suitable information or data, such as any amounts wagered,

average wager amounts, and/or the time at which these wagers are placed. In
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precedes all other pieces of the programcode in a designated order: (A
hash sai d piece of the programcode and a default seed to obtain a result
‘hash; (B) for each of any renaining pieces of the programcode of said set,

hash sai i ece of the programcode and the r hash . ned

nashi ng GHEraEY ceBbaRRiars 76 Bafy £f (B e avaiel o, PEVRE e Pt o
t he. pr oghadesdRe iplayete s@uahauftbed! 6 plagepdicard nanitRsUtHe pRAFEE's fifst
determ ne whet her the result hash obtai ned from hashi n%bt he piece of the

pr ogr am Rarde, dne Aayersesuinanef e dlryedls peafagedphapes the rla¥ers RlAvah code

out hont i Lo Fufiq. A oA SRl Sy Rl Hibd ittt e ABEr Riager tracking
- aut hent i gt Qhe QhIegdrPiadtrdias theeplageod didifidy, pther playey's cdnrivérearenthe

aut hentication checkpoint hashes, each of the sets being associated with a
di f f er en®layeles ofecent GAMINGNISESHIONSn YhaWpdither Hadtgble daty. i 1 In narfossy t

hash obt gl A&t &8 BASK ! PRKEREINRORERICN and/or any suitable feature associated
with the player tracking system is displayed on a player tracking display. In
various embodiments, such tracked information and/or any suitable feature
associated with the player tracking system is displayed via one or more service
windows that are displayed on the central display device and/or the ubper display
device. At least U.S. Patent Nos. 6,722,985; 6,908,387; 7,311,605; 7,611,411;
"7,617,151; and 8,057,298 describe various examples of player tracking systems.
[00115] It should be understood that various changes and modifications
to the present embodiments described herein will be apparent to those skilled in
the art. Such changes and modifications can be made without departing from the
spirit and scope of the present subject matter and without diminishing its intended
advantages. It is therefore intended that such changes and modifications be

covered by the appended claims.
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the program code of said set that follows all other pieces of the program
code of said set, if any, in the designated order is the sane as said

‘aut henticati on checkpoi nt hash, authorize the pieces of the program code of
said set for execution; and (E)if the result hash obtained from hashing the
pi ece of the program code of said seff Aqjhgg follows all other pieces of the
program code of said set, if any, in the designated order is not the sane
as sai d aut heﬂ%i cati?n Che|cll§#oi nt hIFSh,. do not authorize the pieces of the
program code bf€ yegliQR{s ¢lgimed as folfys: and (ii)if said set does not
include the pjece Rlsykiagh BHRGFRMgeode that precedes all other pieces of

t he program code in %/he designatéed order: (A) for the piece of the program
code of sai d aldeastiene prosesswrs al | ot her pieces of the program code of said

set, if any, in.the designated. order,, hash said piece of the program code
and the aut he?\tg?%%t?@na'éﬁ%éﬂfﬁedﬁ% aﬂgsh associated with the set including

the piece of Athieapt egé aneMmOAE delRRBXKteHRY ¥ ?ru?éwidmnﬁﬂidﬁoﬁisa&mﬁ,f whBf
program code in the designated order to obtain a result hash;
executed by the at least one processor, cause the at least one processor to
operate with the at least one display device to:
(a) for a first piece of a program code, the program code including a
plurality of pieces: |
(i) hash the first piece of the program code and a default seed to
obtain a first result hash;
(i) determine whether the first result hash is the same as a first
authentication checkpoint hash; | | |
(i)  if the first result hash is the same as the first authentication
checkpoint hash, authorize the first piece of the program code
for execution; and
(iv) if the first result hash is not the ‘same as the first
authentication checkpoint hash, do not authorize the first
piece of the program code for execution;
(b)  for a second different piecé of the program code:
(i) hash the second piece of the program code and the first
authentication checkpoint hash to obtain a second result .
hash; . .
(i) determine whether the second result hash is the same as a
second authentication checkpoint hash;
(i) if the second result hash is the same as the second
authentication checkpoint hash, authorize the second piece of

the prbgram code for execution; and
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(B) for each of any renaining pieces of the program code of said set, hash
sai d piece of the program code and the result hash obtained from hashing

‘t he_ pi ece of the program code i medi ately preceding said piece of the
program code in the.desipgpated order to . ohtain esult hash; erm ne
~ whet her the resul P('Vr}ash'{r 35‘?a??1%°d“‘f.f8ﬁﬁ"ﬁa{kﬁ~ﬁ r'\sg r{oﬁetr igereneoia-sst mee( gﬁ)ﬁc‘fgﬁ m code
of said set that foll ovguthbhtigitiodr clidckpeint Hashh@loPhegadmotigd ehefsezahd set,
if any, in the designated order is the sane as the authentication

- checkpoi nt hash associ aiege @f the priggamsede foppxegutioneapdsul t hash obt ai ned
from hashi ng e pie of ct A am.cpde | d { a : |1

ot her pi eces @? tﬁ{é %a?c&groémthﬁeo é&%s @ii @%sé)?&g'%% a%d;/b?e iatrqgt lé{h (E'%lgévrslgq?ed
order is the sane @tecutibf, aevdteitd | that | srogrdmClcpdentandastisplayt bar iimagehe

pi eces of the program code of said set for execution; and (E) if the result
hash obt ai ned fror@eneiatespy e exactte¢program code.

2. The system of Claim 1, wherein (a) and (b) are performed

approximately simultaneously.

3. The syétem of Claim 2, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor

performs (a) and the second processor performs (b).

4. The system of Claim 1, wherein (b) is completed before (a) is
completed.
5. The system of Claim 1, wherein the plurality of instructions, when

executed by the at least one processor, cause the at least one processor to:

(1)  if the first result hash is not the'same as the first authentication
checkpoint hash, generate a first error message identifying the first
piece of the program code; and

(2) if the second result hash is not the éame as the second
authentication checkpoint hash, generate a second error message

identifying the second piece of the program code.
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‘aut hentication ch
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The system of C ai m 10, whereln the plurality

13.
of i nst reRarakmWith t At least one display device to:

(a)

(b)

for one of a plurality of pieces of a program code, said piece of the

program code preceding all other pieces of the program code in a

designated order:

(i) hash said piece of the program code and a default seed to
obtain a first result hash;

(ii) determine whether the first result hash is the same as an
authentication checkpoint hash associated wifh said piece of
the program code, said authentication checkpoint hash being
one of a plurality of different authentication checkpoint
hashes, each of the authentication checkpoint hashes being

~ associated with a different piece of the program code;

(i) if the first result hash is same as said authentication
checkpoint hash associated with said piece of the program
code, authorize said piece of the program code for execution;
and | |

(iv) if the first result hash is not the same as said authentication
checkpoint hash associated with said piece of the program
code, do not authorize said piece of the program code for
execution;

for each remaining piece of the program code:

(i) hash said piece of the program code and the authentication
checkpoint hash associated with the piece of the program
code immediately preceding said piece of the program code in

the designated order to obtain a result hash;
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executed by the at |east one processor, cause the at |east one pfocessor
to, for each set, if the result hash obtained from hashing the piece of the
‘priogram code of said set that follows all other pieces of the program code

of said set, if any, in,the .desi r i t.the s as '

aut henti cation che@p(poi %%teﬁggﬂ-:’ Wﬁ%gﬂggag%l‘wst%agﬁr 6% ﬁ@s?g‘é?ee i%SZ?\thgf yi ng
the.said set. 14. A systgiheafiddtion difeckpbintaith asdMtedefitPkaidpieceasit one
di spl ay device; and at | east one nenory device storing a plurality

of instructions which, theerograngods; dydthe at | east one processor, cause
to: (a)for each oftl] priis [eyRORELE  sanid s Ble SffiEupBorhRiRUBE°C;
pi eces of ' hash associated with said piece of the program code,
authorize said piece of the program code for execution; and
(iv) if the result hash is not the same as the authentication
checkpoint hash associated with said piece of the program
code, do not authorize said piece of the program code for
execution; and
(c) if each of the pieces of the program code are authorized for
execution, execute the program code and display an image

generated by the executed program code.

7. The system of Claim 6, wherein (a) and (b) are performed

approximately simultaneously for at least two of the pieces of the program code.

_ 8. The system of Claim 7, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor
performs (a) and the second processor approximately simultaneously performs (b)

for at least one remaining piece of the program code.

- 9. The system of Claim 6, wherein the plurality of instructions, when
executed by the at least one processor, cause the at least one processor to:
(i) if the first result hash is not the same as the first authentication
| checkpoint hash, generate a first error message identifying the first
piece of the program code; and
(2) for each remaining piece of the program code, if the result hash is
not the same as the authentication checkpoint hash associated with
said piece of the program code, generate a second error message

identifying said piece of the program code.
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a program code: (i)
precedes all other

If said set includes the piece of the program code that
pi eces of the programcode in a designated order: (A)

‘hash'sai d piece of the program code and a default seed to obtain a result

hash; (B) for, each
sai d piece of1& he '?5

t he. pi ece of éth@aﬁr
program code 1 n the

renmai ni ng pi ece of the programcode of said set, hash
SYYEIhFe H’BSWth the result hash obtained from hashing
&%ggéj@r.i nredi atel y precedi ng said piece of the
esi gnated order to obtain a result hash; (C) deternine

whet her 't he ratdeast dresdisplaytdeviqe; @and of t he

at least one memory device storing a plurality of instructions which, when

executed by the at least one processor, cause the at least one processor to

operate with the at least one display device to:

(a) fo
a

(i)

r each of a plurality of sets of at least one of a plurality of pieces of
program code:

if said set includes the piece of the program code that

precedes all other pieces of the program code in a designated

order:

(A) hash said piece of the program code and a default

| seed to obtain a result hash;

(B) for each of any remaining pieces of the program code
of said set, hash said piece of the program code and
the result hash obtained from hashing the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash; _ o _ _

(C) determine whether the result hash obtained from
hashing the piece of the program code of said set that
follows all other pieces of the program code of said set,
if any, in the designated order is the same as an
authentication checkpoint hash associated with said
set, said authentication checkpoint hash being one of a
plurality of different authentication checkpoint hashes,
each of the sets being associated with a different one
of the authentication checkpoint hashes;

(D) if the result hash obtained from hashing the piece of
the program code of said set that follows all other

pieces of the pfogram code of said set, if any, in the
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program code of said set that follows all other pieces of the program code
of said set in the designated order is the sane as an authentication
‘checkpoi nt hash associated with said set, said authentication checkpoint
hash being one of a plurality of different authentication,c

heckpoi nt
hashes, each of the sets bei MRFIFRAEE el i5i PR S2MMPr e 'ée‘%fcalt'ﬂﬂ
aut henti cati on checkpoi nt ha&mboi Past f auorlzBSiet pgeéglcﬁb(hgi ﬂ%grﬁrﬁom
e o 0

hashi ng the piece of the program co sai d set that ows al I’ ot her
_pieces of the program code ofodsadisaidiset fortexecdiiwmi;@mat ed order is the sane

i d authenti cati kpoj nt _hash. author ze. t he, pi fth
Code of aai d set for ot | DA ARRL AP rONACFCEAM MRASRE IBBLRRER From

hashing the piece of the prom@aﬁ_}cgﬁdm @bdaabr saRf sehahaf bllcws Al btrrirher
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sane as sai d authentication pireekgbithe pragram dodeoef saidhseti #feanyhdngheces of

t he program code of said set, fo cution; an Li)if said t _.do not

include the piece of the pro%%%éﬁ‘%ége&{j%ra@ 'boié'g%ggg?eaﬁ S%'fif?éﬁﬁ%ri‘técggg’nof t he

program code in the desi gnat&seckpemit: hdsh, d®mot uthbeLe thé pibcePobdham code

of said set that precedes all other pieces of the proLgram code of said set
BeF

in the designated order, hasProgem qodec sgid seifope iPnc8pe and the
aut henti cati on ChS@iB(PO' i'f'tga o%%§%t3&89d¥“tﬁ@pfe%@ ogf%?'p?%rﬁm Bgqd BgatPi ece
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of the programco y preceding said prec program code in
t he desi gnated order topreetdes allrethart pleaeb; of Bjhef @rogesrh 0bdé hin rteemi ni ng
pi eces of the programcode of said set, hash said piece of the program code
with the result hash ob %ﬁ'ﬂ%@eérod hashi ng the piece of the program code

{ medi at el y precedi ng seid piopcheOhiddBeoP iRSABGRAAICChL tdresSBsLan Bl
order to obtain a result "hash;
precedes all other pieces of the program code of said
set, if any, in the designated order, hash said piece of
the program code and the authentication checkpoint
hash associated with the set including the piece of the
program code immediately preceding said piece of the
~ program code in the designated order to obtain a result
“hash; | _ ' ' |
(B) for each of any remaining pieces of the program code
of said set, hash said piece of the program code and
the result hash obtained from hashing the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash;
(C) determine whether the result hash obtained from
hashing the piece of the program code of said set that
follows all other pieces of the program code of said set,

if any, in the designated order is the same as the
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(C determ ne whether the result hash obtained by hashing the piece of the
program code of said set that follows all other pieces of the program code
‘of' said set in the designated order is the sane as the authentication

checkpoi nt hash associated with said. set result obt.gi ned
from hashi ng the piece of th%“B?B@?agm”CBBﬁ&%ﬁo'@ahas eBSLAt eQOYVRBV\gaI | |
ot her pieces of the programggde of said set in the designated order is the

sanme as said authentication checkpoint hash, authorize the pieces of the
program code of said se)f orif ehecesulomashnebtaifed frothbaskeing| thehpishe aift ai ned

from hashing the piece of the pro ramco follo aII
other pieces of the program @Sd ragy,icg §e?1t Sﬁ4 ﬁ'@%f}bg 3&1&?‘%% al §;eTi s not
the same as said authenti catpigBes R ake Probrdid ddedss 84H @é’ct FfoémZQntth@

pi eces of the program code of said set for execution; and (b)if each of the
pi eces of the program code oflesignated corder gsaiehsameeds said authentication

checkpoint hash, authorize the pieces of the program
code of said set for execution; and

(E) if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set, if any, in the
designated order is not thé same as said authentication
checkpoint hash, do not authorize the pieces of the

program code of said set for execution; and _
(b) if each of the pieces of the progrém code are authorized for
execution, execute the program code and display an image generated by the

executed program code.

11. The system of Claim 10, wherein (a) is performed approximately

simultaneously for at least two of the sets.

12. The system of Claim 11, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor
performs (a) for one of the sets and the second processor approximately

simultaneously performs (a) for a different one of the sets.

13. The system of Claim 10, wherein the plurality of instructions, when
executed by the at least one processor, cause the at least one processor to, for
each set, if the result hash obtained from hashing the piece of the program code of

said set that follows all other pieces of the program code of said set, if any, in the

54



for exécution, execute the program code and di splay an i nage generated by
t he executed program code. 15. The systemof Caim 14, wherein (a)
‘i s perfornmed approximately sinultaneously for at | east two of the sets.

16. The st em qf aim whi ch i ncl ud ura r gcessors
ool ud ripsonaedorebisdiol dhe SAmeras S0 it icBubh Eheskesn BASF ereste: ¢ o1
processozgf,gqrefanrrmegsg)gef,gémq}pﬁgqﬁetslgﬁj s&ts and the second processor
approxi mately sinultaneously pérforns (a) for a different one of the sets.

17. The system of Caim 14, wherein the plurality of instructions, when
o, Tor eath Lot - ASSERI BIRAPERECR bt & ned from hashing the piece of the
program code gffieast shespioceBssr;f ol l ows all other pieces of the program code
of said set, if any, in the
at least one display device; and
at least one memory device storing a plurality of instructions which, when
executed by the at least one processor, cause the at least one processor to
operate with the at least one display device to:
(@) for each of a plurality of sets of at least two of a plurality of pieces of

a program code:

(i) if said set includes the piece of the program code that
precedes all other pieces of the program code in a designated
order:

(A) hash said piece of the program code and a defauit
seed to obtain a result hash;

(B) for each remaining piece of the program code of said
set, hash said piece of the program code with the result
hash obtained from hashing the piece of the program
code immediately preceding said piece of the program
code in the designated order to obtain a result hash,;

(C) determine whether the result hash of the piece of the
program code of said set that follows all other pieces of
the program code of said set in the designated order is
the same as an authentication checkpoint hash
associated with said set, said authentication checkpoint
hash being one of a plurality of different authentication
checkpoint hashes, each of the sets being associated
with a different one of the authentication checkpoint

hashes;
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designated order is not the same as said authentication checkpoint hash,
generate an error nessage identifying the said set.

(D) if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the
designated order is the same as said authentication
checkpoint hash, authorize the pieces of the program
code of said set for execution; and

(E) if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the
designated order is not the same as said authentication
checkpoint hash, do not authorize the pieces of the
program code of said set for execution; and

(ii) if said set does not include the piece of the program code that
precedes all other pieces of the program code in the

designated order: N

(A) for the piece of the program code of said set that
precedes all other pieces of the program code of said
sef in the designated order, hash said piece of the
program code and the authentication checkpoint hash
associated with the set including the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash;

(B)  for each of the remaining pieces of the program code of
said set, hash said piece of the pfogram code with the
result hash obtained from hashing the piece of the
program code immediately preceding said piece of the
program code in the designated order to obtain a result
hash;

(C) determine whether the result hash obtained by hashing

the piece of the program code of said set that follows
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all other pieces of the program code of said set in the
designated order is the same as the authentication
checkpoint hash associated with said set;

(D) if the result haéh obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the
designated order is the same as said authentication
checkpoint hash, authorize the pieces of the program
code of said set for execution; and

(E) if the result hash obtained from hashing the piece of
the program code of said set that follows all other
pieces of the program code of said set in the
designated order is not the same as said authentication
checkpoint hash, do not authorize the-piecés of the
program code of said set for execution; and

(b) if each of the pieces of the program code of each set are authorized
for execution, execute the program code and display an image

generated by the executed program code.

15. The system of Claim 14, wherein (a) is performed approximately

simultaneously for at least two of the sets.

16. The system of Claim 15, which includes a plurality of processors
including a first processor and a second processor, and wherein the first processor
performs (a) for one of the sets and the second processor approximately

simultaneously performs (a) for a different one of the sets.

17. The system of Claim 14, wherein the plurality of instructions, when
executed by the at least one processor, cause the at least one processor to, for
each set, if the result hash obtained from hashing the piece of the program code of

said set that follows all other pieces of the program code of said set, if any, in the
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designated order is not the same as said authentication checkpoint hash, generate

an error message identifying the said set.
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