15 August 2003 METHOD AND APPARATUS FOR ENHANCED AUDI O VI DEO SERIgGESO0BTH
VWATERVARKS AND ASSOCI ATED- DATA FI ELD OF | NVENTI ON Thi s di sclosure rel ates
to audio and video and to enhanced audio and video services, such as
pay-to-record or. pay-to--tape, 1in, e.g., acable television system direct
broadcast satellite system or public conputer network (internet).
DESCRI PTION OF THE PRI OR ART Sone net hods of controlling copying, or
preventing SEETHOD ANPWRRGRATTS VG GENIBINEDARUBLS Pviont Ao MeEST§RkK Tely
on the recording device twherRRlzakseanpdaswdErAmk pheat he vi deo 1mage.
Watermarks are well known in the digital video field.. Watermarks are

si gnal s-enbedded in an otherw se conventional video or audio signal that
provide a unique identifier and thus discourage or prevent unauthorized
copyi ng orfléébJH%ENVEuﬁI@Nnark is not apparent to a person view ng the’

wat er mar ked simgial dibByicdrd i dete QR | circuitry.
Preventing_or. controlling co,?%ﬁgk¥g Eéé%%?ﬂ%g%%fgggﬁg é@%ﬁﬁfﬁﬁﬁﬁnceg

i nf ri ngememto ARV Edent St GG shubreh F PaTderFecerédor qpeso-tapa,
"gener at i oital "e.gont aotalsysttabemieion sPEE&n HidRRELESRNEALL ?’é@glﬂgée and
a no- nore- e‘?ns'@&clﬁ b o siate. the £9 |\rll\§é{on of first and second”

wat er mar ks det1 et Ra"ho: norBUESpi BEEYpy ternek) whil e the ori ginal

wat ermark defines the one--copy-allowed state. (Copying here refers to

use of a WHERRIPPEN' &S Of:f rPquthg.go disc recorder, for instance.) In a
television syStTemwthn a arqgitar caple television or direct broadcast

satellite set COFHBRERISYBOL cPRE301YiRg Ffopyisie TPpT PYeveIEt iser sakiabpyi ng
of video comteny, ofiniied heceetBli aéneanidles JARKES. NG ARPLAPLLE! © State
change frQp Q.ggﬁﬁo?g‘-r@clel QW %ﬁ no- nor e-csl:o ies during the recor pr ocess.
However, it does Rot. easi 15 affol PEToH ergark P dthe cHidece inpgee
records arf@tgamaris|grecteldr dvvvndin the bHigdtal video field.

' Watermarks are signals ewbedded in an otherwise conventional

' video or audio signal that provide a unique identifier and thus
- discourage or prevent unauthorized copyiné or use. The
watermark ie not apparent to a person viewing the watermarked

" signal, but is readily detected by appropriate circuitry.

Preventing or controlling copying is useful to prevent

copyright infringement, and prevent distribution of
unauthorized copies. In a “generational” control system where
there is a one-copy-allowed state and a no-more-copieg-allowed
state, the combination of first and second watermarks define
the no-more-copies-allowed state while the original watermark

"~ defines the one-copy-allowed state. {Copying here referé to
‘use of a video tape recorder or video disc recorder, fo?
instance.) 1In a television system with a digital cable
television or direct broadcast satellite set top box (STB),
this type of system prevents serial copying of video content,
gince the compliant recorder makes the appropriate state change
from one-copy-allow to no-more-copies during the record |

- process. However, it does not easily allow for a paY—to-récord

feature since records are generally not provided with back
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-1 15 August 2003 channel and communi cation nechani sms for repswugagzoge,
purchase choices to an accounting system To inplenent a pay-to-recor
feature, the STB needs to control the state change rather than the
recorder controlling ,the state change. The pay-to-record feature thus
allows a STB to output video under conditional access control with three

possi bl e PaYERNES Ha %mﬁhﬁ%élo%e%%&@sms Q}? IC%%SI[F%TL;E#EH }’é}?armg)cohzuﬂg?

dt iew or record the content
?!sl g}NIeoweg 8&7?%#% & Eé6RPBREing Mvetew. not aI I ovved to record it. Different

(hi gher) paynente mtshsém@ﬁasa y-AR1rRebbaVEey-@nd 8§eokdyt he, ngor@ e“t he\r"gi le

i ntroduce the second wat e
:aﬁ eI SI eggcszabml:gg%gcsuets%ﬁ%pﬁ é@‘%"féeo\?ﬁa&&& ehan Jefp ieserder sgmhrtal]syg em
e e 3t el e et ST (0
|ggo(rjpolr?t E°E:§‘Sty‘5‘g°gwtlrd§ﬁ é@%‘%xurce aPﬁ r QTR SHRCCRLLWEER stheen second
adde a
wat er mar k PBFSEHN pPaysants| by rt18TBI ewbhenNe heayendrai: ;gﬂggegﬁﬁlswufg S‘;Bs
w t hout tmﬁe&&at Q@nw?uéﬁ%ﬂﬂltge?géﬁn‘??ﬁgr% tg‘ Cof© ﬁ?%"\‘l‘f'dl%these copy
unable to ies at all.
control fgaY%]r é%fo FEEBSRL ° t the qomsuperi txcal dnsredl ito wiewyphogramiene,
counter (nbmocks muuallynés v nagxiote) B ULLER hvens o,
e v

crypt oar aphrs SRS, oRF SRR "sh) St P PBERRS t orFhLIend tndy
functions B?%S%@Iq tknvem tiee t9MBseo Vet Bedhdd m{&esfﬁg?at?ﬁéeﬁmrﬁl{ gﬁ' ::ISand
L OPh T Chens b “EgRSHOr RN M? IO ieeiePresd aRRpoom BFer se.
relative as 0.C
In ot her \/\5 ‘§§ J&V\’?Eﬁmx |§P€‘rc§fé§§9ﬁ Yo %laf#!cmli@t @ flaxye imweiled ghwen f(X)
it is diffof 8MBst ehdoAPdd ot J.ncorporate the reun.red features to allow

this second watermark to be added. If a copy control system

were introduced which used such a second watermark for copy

control in STBs, then the exlstlng consumers with STBs without

this feature would be dlsenfranchlsed those consumers would be

unable to make copies at all.

' An alternative method_of providing these copy control

features uses a “ticket.” A ticket here is a cryptographic

counter (number, usually in binary form) which is carried in a

communications channel associated with the video. This ticket

uses one-way cryptographic features to maintain a play and

record history. One way functions are well known to those

versed in the cryptographic field and include a class of

transforms with the property that the function is relatively

easy to compute but significantly harder to undo or reverse.

In other words, given x it is easy to calculate f(x), however

given £(x) it is difficult to compute x,

A recorder detecting the one-copy-allowed state’s
watermark must then detect the correct ticket prior to allowing
P .
- a recording to be made. To convey the ticket from the STB to
the recorder, the vertical blanking interval (VBI) of the video

gignal can be uged as a communications channel., However, this
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A recorder detecting the one-copy-allowed state's Watermark nmasiugtiteanos
detect the correct ticket prior to allowng a recording to be made. To
convey the ticket fromthe STB to the recorder, the vertical bl anking
interval (VBI) of the video. signal can be used as a conmunications
channel . However, this -2 15 August 2003 has the di sadvantage that sone
do not .transm-t the

br oadcast EG gncoder s, (video _conpression devices '
entire VBl .%2R t(fié‘? nf%tsﬁfﬂé‘rl(ﬁﬁta?ﬁetlﬁﬂzk%‘?mf sbq%@@FﬁEdM%ﬁGt%c%@m/e(%d@pur e-
area, such t¢haprédsion idevikespvessesy wraanafe ehdeend¥rs vpHowever, this

has t he di ﬁgfivanta\%.s hat this,data pay. be seen by the viewer on newer
TV s (havi dg- T &6 CaFr%‘eaﬁac Poust Sy 958 Le8e B L RBj 281 G ML UFR t he

consuner. Yeteanaidudr thaet hedisf Licotiveyiwegstha biekebriSidd agiriyate and
de-acti vat - subset .of ..t he_anal o nti.-copyjn rotection systemsignals
to convey ?%ﬁvsefrrfe%%\ls( ARs| Bgea%‘?q%‘i‘@ﬁ‘ﬁ%& )ébﬁ‘g't-g’éﬁ et g Sheeey et er

e.g., to tHey Nee ouiesieon oGonpwer ViWeo (Gemingr Dbeet boar PEACLSERE tHusChadl €.
comrer ci al by, Ava -1 I R an U S. Patent 4,641,603). This
has the ad\geh.t age'étaﬁ%{batea%?g?ﬁg?‘r}gf%ibgft%é FEUSHEEFs such as those of the”
DVCAM t ype aut onili @aotiatgenethod % dooveydhgathe ckitket signa® tleeydvhael to
record the el gHQMRYGheel Q AYGUP!d h r I contral out . of the
STB requires changes tg the STB s idrf'tsglgl%a gg?@wa & aéqe%’ y §§5g?°P‘hi s
sof tware c&RAFE™ F3ERARIEIEE ¢Sy & biFstrBamoyefAnakmy @inticrcopgting. In

this nmari pelotiditioaneedeits IMedd Mt 844G IEdlidhe ‘Q&Hé‘szv%'l%ab‘éégt he
|

ovever v SRE e BY B3 FERG sRircesssr: bRLeR wea asvmwraisiay on -
per manent | ymlahéeSTBlau'dswn reotg .he Ryemdut & edpatiidt td)ea , moihodsTRi s
Lrans 11 BdA bk kaba bRl ha W bR Alohud 15 S8l TYR?8 LhiSe
. of - the DVCAM type automatically delete this form of a ticket,
since they fail to recoerd the VBT, However, td accomplish the

- appropriate control out of the $TB requires changes to the '

. STB’s internal software. In some éases, this software can be
downloaded to existing STBs over. the air or cabla. In this
wanner the encoder IC (integrated circuit) wﬁich generates the
Macrovision Corp. analoy copy protection pulses can react
appropriately. Bowever, in other cases the internal software
has been installed permanently in the 8TB and.cannbt be
wodified. '

‘A1l these methods of transwmitting a ticket require'
modification to the cable-TV/satellite system head end cohtrol
software to provide a way to introduce the ticket into the
video. This modification could undesirably be guite expensive
to the cable-TV or satellite system operator. '

Published International Patent Application No.
PCT/IB96/00992, published April 10, 1957 as Internatiomal
Publication Number WO 97/13248, discloses an electronic

- watermarking scheme that works at a high level in the hierarchy
of an MPEG source signal. According to this scheme, parameters

. of the MPEG gtream such as slice boundaries or quantizatiofi

matrix values are altered in a mamner unlikely to ogcur at:
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software to provide a way to introduce the ticket into the vil@eugudtamma
nodi fi cation coul d undesirably be quite expensive to the cable-TV or
satellite system operator. Published International Patent Application No.
PCT/ 1 B96/ 00992, published April 10, 19.7 as international . Publication
Nunber WO 97/ 13248, discloses an electronic watermarking schene that works

at a high.level in the hierarchy of an MPEG source signal chondin%bto
this scher@dpRamters Bich e fmséea°§t Fhat shehwakemade o dHddricas.

quant.i zat i) eFREd ivi MaheSs @l fBldaekedrhisBolBAGeEs i Kelphd @Rgeur a
'-3_ 15 August 2003 random and in such a fashion_that the watermark is

di fTi cul t PRI EEF iptthaiteSidps frcahe HPBRsebandyremat alsmde appd

protecti onispi dop @V eiesh by dipaNREG-pkardard may al so be used in
conjunction wth thjs s hene Publ i shed ‘| nternpational Patent Application

No. PCT/ CHs4/ duighLs nfifadatEprsd Paogst Aeplicaries itfhal .

Publ i catl@tﬂmbﬂ/m&ﬁ/ %ﬂﬂ&slﬂdsmgsgs aﬂsﬁﬁt'%rﬁ%éﬂﬂﬂi%al The
device in des detectlon menber det ect | ng Si gnal i nscri bed
on a soun #h ) NHR&F 4h &S /ﬁﬁ?gﬁ nﬁ%sc%%?e%ea%ﬂqqﬁ%ﬁ%?ﬁfﬁhﬂﬁWﬁ?%%

duplicati ?.I‘he aiéiﬁicﬁ.f)t:ldr.ﬂﬂmt h%.r d&@ctﬂaheﬁ&werafof af@{edﬁlﬁxbgﬂlagﬁa%iﬂ y coded
nessage al so _inscribe e sound trac retrieval me
retrieving rhcdé’b?f %#Fsdgéﬁea (N (s a’egﬁi‘cﬁo?ge?\aﬁci‘?&; &S n %31‘11‘1 W5 he
expLOI t at m tad e}tihanaamd (l?ur&ngeheuupnﬂ?atm; vwda&aﬁama{em::offdﬂﬂe ]
mar ki ng -si t | Euro Pat.e )
Appl|cat|§%£%%ﬂ%8§ﬁdgbjé§éé%|ﬁ£§ ?ﬁggtﬁgg 93§%9 r%? %4%5?%9$dh0 EP
0" 860. 9923/ thedissyingh dy-ewrkli ¢ rakrdaval eneue: skt erahnidﬁdx@gm foioglel
Judgi NG Unidselad Cleith iftufdl FohAbnBl fud! 9224 S find C ST 10

t or selectin

reference, a watermark data sel ection ut unit g}one of a
plural ity % i feRME%& &etERedaParpReiver as a function of ¢

marking gignal and the coded wmessage. )

Published European Patent Application No. 98103047,
published Bugust 26, 1998 as publication mo. EP 0 860 992 a2,
diecloses a d:.git:al data encode system including a £ield
Judging unit dividing the dlgital data sigmals by a
predetermined réference, a watermark data selection output unit
for selecting one of a plurality of different watermark data in
response to the f£ield judging unit, and a ﬁatermark inseiting
device for inserting into image data signals watexwark data
supplied from the watermark data selection output umit.

SUMMARY
This disclosure is directed to use of a watermark together
W1th.consumer controllable informatlon in a television (oxr
- audio only) STB to provide pay-to-tape (or pay-to-récord
' generally) control. One embodiwent uses the existing video
line 21-(in;NiSC~TV)'extended data service or closed caption
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response to the field judging unit, and a watermark inserti ng15¢‘g%b§qd}gr
inserting into i mge data signals waternmark data supplied fromthe
wat er mark data sel ection output unit.. SUWARY This disclosure is directed
to use of a watermark together with consuner controllable information in a
television (or audio only) STS to provide pay-to-tape (or pay-to-record

general ly) contral. e.enbodi nent pses .the existi vi deo ., line .21, Ui
NTSC- TV) ~ 3% &é?togloégréi g%‘rﬁgﬁ“? E‘?’G@%&%&Bﬁﬁn"%ﬂ‘e% Ay st 9603

pr ot ocol - e tdeduthrk,t kekgbifitlyptegiaghipydhdepf ahdk@ baideo preatdedark, to
jointly cqntrol_ copyi of video.being prov' i'ded by a STB. This may be
done in. sgj%aa ne#ggtoi LAY P SR ﬁ%}ﬁéﬂc\ﬁf 8alarasT ts%cﬁ{‘ag’é‘epay-to-tape or
pay-to-recoiditieved fieatsysfensugh tds dyortcattpé| @gaey)-tSHEsacond, addiehi on,
this appr.a t g hat LSt cable-TV.qr. satell.ite
system heé‘?%ﬁﬁ%ﬁﬁéﬁ%ﬁﬁ%?@égi on glr?o ssggﬁ'aﬁrgaat%/di J-‘rozlris%!htlsthi s type
of i nfor mémirowackehes hhai pdvretrarddiadr exissduyredblo Thewsystedilite
operatof ' SydiehfBkblCEiarhs pcaaidanaen Lhcosea3aar aidlalde present

i nvention, "a nethod of controlling copying oF a video S|gn§\ i s discl osed.

|
I n one enfd@maBHt thas RuPeoet i Hiqimed ione  aHeBcofmimimm Whaggesharei deo

signal, e Rd @oWRhET SP&Keh NofdV@tHrd @0 5 8EGR& yue@¥d provi di ng
associated data in a gredeterm ned | ocation of _the video signal, the

associ ated dat ATpBFAGLARNGE SH-H1 e 3SRECEr REr kKbe PRPIRTEI dTREREASH. nainner .
| n accor daethod blif eoathellhspesdpydng bE Br €36886 sidiantiDEisalogpaar at us

i onal 1 o33 Seroau0arhelt it ulihed AnciRdeg the AU R Bt e
gener at or the Nidmof ahguibn evaiding ac apkrdatid Iwddie/sridescedghadm t he
seed and providing associated data in a predetermined iocatipn.of
the video signal, the assoclated data being related to the
watermark in a predetermined manner. . |

In accordance with ahéther aspect of the present
invention, an apparatug for processing an input video signal-to
control subsequent copying of the signal is disclosed. In one
embodiment, the apparatus includes & seed generator, a hash
function generator coupled to receive a seed from the seed
genexrator an@ output resulting data, a watermark genefator
coupled to receive the seed and generate a watermark from the
seed, and to ewbed the waterwmark in a picture portion of the
input video, and a transmission channel coupled to transmit the
rYesulting data and the watermarked video to a receiver, the |
- resulting data being transmitted other than in a pictufe' -
portion of the video. _ '

In accordance with yet another aspect of the present
invention, a method of processing a video éignai having an
embedded watermark and associated data so as to prevent
unauthorized copying of the video signal is disclosed. In one
ewbodiment, the method comprises the acts of determining. in
response to user input, whether recording of the video is to be
rermitted, the determination being wade by a copy contxrol -
system at a destination of the video gignal, and only if
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generator and output resulting data, a watermark generator cappgdsto®03
receive the seed and generate a watermark fromthe  seed, and to enbed the
watermark in a picture portion of the input video, and a transm ssion
channel "coupled to transnit the resulting data and the watermarked video

to a recei v&rpordife ikesHiti at | : ]t her .thapn in,a .
picture- p tci@(])cr]lof?Jr %heﬁvﬁ%gge(%in %i:aggér gﬁ%@%%ﬁ? %‘ggogﬁl&?ﬁgr agfyeﬁ%tﬁ‘f t he
present i.?riv"‘@ni"’ilgﬁ,o §1EBRh Y of e renras sionfraelyvisgetesi gpak bavbpging

enbedded wakehRBAk2BE 88 ' Q.prevent ynaufhorized

copyi ng of the video si gniloﬁgécg?ssl c?ge .SI%?TH%‘%% nénjﬁ’ga‘?:ﬁ%ﬂt ’,“']t“'tz'he met hod
conpri ses VREEREREKOHaHR dppsdntRrmined redpoasashdpuser thaputsowhat har
recordi ng ghtkhe video is to be pernitted, 'the determination being nade
by a copy control systemat a destination of the video signal, and only if

-4 15 August 2088 ReeoFdRRRe iwitlemeitt eadkheraaspetti o the gssssheted data
with the ihdeatsbanal A g G QN syskem.to a recording nechani sm
at’ the video sjgnal desti negtzifbon, V\hf(ea(rj}e%%%ﬁgﬁaﬂ?t?n’ﬁrﬁeﬁﬁgl%{‘ﬁ‘gedet er mi ned
rel ati onshf p°FbY thelasSrilaaed. ddnaonenesbodidance whé hsyettapasder aspect
of the prebetludéfvantint s p M GO ion_to, a tel evision
receiver ig éij'[s osed. I%ﬁl one emx:)l%'gi aﬁgﬁétfé?h%gs%%?%%‘ﬁ@'b%xuc%ﬁ?:l‘?ﬁﬁ%alan
i nput termha ugdé%taed"attt?xi“@t?@i #849,t0| seerivyrabsodimt edi dura, eKer mark and
to recei v sl diadal deihboreanced] 84 hdahabalng. £l af ed to the

X cludes a

\é\gﬁlgirwgﬁgﬁ%é:%&g%ﬁe%gngﬁgvrﬁﬁﬁgr’ﬁgﬁhﬁ?gﬂ?-tlfégprﬁm ifar;lcizclt@:@i ving a user °
ﬁgl, ieﬁt i gn qq;}dwalngmessrdbngroi 6h§12ﬁ19/ igﬁ‘%%%]?niené %latﬁog:rmi ner
Condi?iOngﬁﬁﬁgggégpggﬁggglg§%§£§%%éf€9¥mf“éﬁi£%g recording of the video
_ signal, and a combiner having a coptrol terminal coupled to an
output terminal of the conditional access control and receiving
" the videc signal from the input terminai, and having au outpit
texrminal, wherein the combiner outputs the video signal with ox
without the associated data in regponge to the coﬁdibicnal
acCess control. ‘ i ¢
. Imn accordance with still another aspect of the presen£
"invention, a method of operating a video récorder is disclosed,
comprising Fhe acts of receiving an input video signal having
gn embedded watermark'and associated data; detecting the
watermark, detecting the associated data, subjecting the
agsociated data to a Predetermined compressioﬁ funotion, and
allowing recording of the input video signal only if the
detected watermark matches the result of the compression -
fqnction. |
o In accordance with yet another aspect of the present
invention, a video recorder ig discloséd which includes an
interface to a recording wedium, an input port for receiving a
-vid§9 signal pd be recorded on the wedium, a watermark detector
coupled to the input port, a data detector coupled to the ippuc
. Poxt to detect data at a predetermined Yocation in the video
signal, and & processor coupled to compare the detected .

-
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the video signal fromthe input terminal , and having an out pys AugestFoos!
wherein the conbi ner outputs the video signal with or wthout the-
associated data in response to the conditional access control. In _
accordance with still another aspect of the present 'invention, a nethod

o Per at VReBmtttogaidlpicds ol 3008 CLOMREI SO0 (18, SRl 0l o

receiving an input video signal ‘having ‘an-e

associ at e¥egardindepécthngridrr afgredmanko dbEemédﬂgnt:hE tess Qedraiad £ a,
subj ecting.t he-asgoci ated data to a predeternined conpression function,
and allow ng record| ng of the input video signal only if the detected
wat er mar k mat chesatterdassed twidgh tdtelldonprebe onspéamchf ofhe | praegar dance

with yet gﬂg&ﬂﬁioﬁspg eﬁ'toé Q& C%h%zt @tltigl ny g%%&gl%g vi de recorr(rj i's

di scl osed whi'¢ ntl tdes an 1nte ut port
for recei m‘eﬁgrde@u deoa Fhegiialm towniperisecokledacts t i plhi:&—itﬁ)g,‘ tthaatietgear K

det ect or p data detector, _coupled to. the.input
port to det d%%lga%ﬁée “'berr}gglh e(ra’%tt § lpgcit‘f'%tﬁe?‘ﬁa’flﬁef i :‘éjreé’nal and a
pr ocessorsl;ﬂlml eddemm;mrdaushaama:é.ated wida tHS ARG ts AR wat ermark to
a corrpresgﬁ_gﬁ ,gﬁ;% d ble ,-reco f t he vi deo
signal ont um i %h;toc%trrp%gr gsggo?s "ém?ﬁ[”t ﬁrééj e wth
still anobwefhes petayisly e theeyddeo mignaliomly ai Sretttes deatfesmesdk ol | i ng
playing ohagcidslan w403 off ¢He r !

pl ayi ng t%ﬁ vi deo lsf&'ll gn?l of r%%gt %@%ﬁ?gﬁgﬁgﬂww dﬁeer‘sﬁ a'rr}%a%i% §:rli‘et he

vi deo léﬁ‘ detecting data associated with the video signal, subjécting
the data to d mranmﬁiamef uue.hl 9&;—, aﬁﬂﬂh§£|%é&}: deindiep ncga@ﬂtng of the

vi deo SI if gLoar ,uIt of .t conpr essi on
function opeerrg{!a%{ Sh ¥ §° BIEYRL 1o B S0F5:n Wi :.nclu%ee -

_interface to a recording wedium which outputs a video signal a
‘watermark detector coupled to receive the- video signal, a data
detector coupled to detect a data associated with the video
signal, a processor coupled to the watermark detector and data
detector and which subjects the detected data to a coﬁnpréssinn
function and compares the watermark to a result of the -
compression function gperating on the data and allows further
plaving only if the cowmparison is a match.
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data. In accordance with yet another aspect of, the present HByeQustamo3a
vi deo player is disclosed which inclines an interface to a recording
medi um whi ch out puts a video signal, a waternmark detector coupled to
receive the, video- signal, a data detector coupled to detect a data
associated wth the' video signal, a processor coupled to the watermark
detector and data detector and which subjects the detected data to a

Conpr essi BRYEFUDESCRT FANOIE G aHES ri¢iteat ermark to a result of -the
conpressi6ﬁ*?Uﬁ"TT6ﬁ“ggﬁg&g;ﬁ@‘nﬁ‘rhﬁ'ﬁaraiand al lows, further playing. Only
if the conpari-$&8VEE. We 5 blggls AlaguarariER BESCRIPHICRECPrIRECS
DRAW NGS “ffigtir €hel A1zl r@ DR | ag el rdapnce wth
t he discl&iure, Fkgu%g 113 sﬁoms§§%?%?P ggbg%ggiggé%;gthégﬁgal SEhows a
variant of TSUEEqdfc SARWSEAg YieFipgts Kdwd igurgadpanFigrrri 30r shews & gure 2
shows pl ayhginknoXC gakigecacni th this disclosure. Figure 3 shows-a video
recorder for the Figure 1A system Figure 4 shows a. bl ock diagram of

ariot her. syst eflgnitgure shosiord axbaicke dnr seoctdanper withethigure 4 system

. Figure 644ghowsui-Re systemof Figure 1; Figure 6B shows a. conbination

STB and recorder. Figure 7 shows the system of Figure 4 nodified for audio.
" Figure 8 showsFdguxadiogheus: devideo weeordgtr £0T thst FEGUDETIALEDSLEN,

DESCRI PTI ON Thig$eafli-achko Y a gl A n di ment
Utilizes the exigé#[iil‘nr%g'ht ?#??gs?feggékédgégEﬁgggﬁ §§95§F§b§¥gg$@én to video
line 21. (in tFéguee Enchmse- aTvideat xeaorvdeoniiorethist Fighteé @ ggstempect
avai | abl e wit hpyigeo ¥at t er.at revenue.by all ow ng .
Control | ed copying ofé%isg{e{%rs:&.gﬁagg.sg%?qge% Ee:“I‘-:’lwhrg gl FFHXRR'S@BT?}?"%i%h IS
the U.S. FeFRRatR stBhdmdrecorder.

Figure 7 ghows the system of Figure 4 modified for audio.

Figure 8 shows an audio recorder for the Figure 7 system.

DETAILED DESCRIPTION

This disclosure is. of a system which in one embodiment
vtilizes the exisping‘infrastructure and legal advantage given
to video 1ine 21 (in the VBT in NTSC-TV) data and cowmbines it
with a new aspect available with video watermarks to generxate
Yevenue by allowing controlled copying of video signals. ﬁideo
line 21 (in NTGC TV, which s the U.5. telévision standard)
currently is used to‘ca;ry closed caption data énd.barental
‘bl?ck§ng {(V-chip) data in accordance with two gignificant
standards: ANSI/EIA-608 and ANST/EIA-744. (Other television
standavds have similar features and may.be used gsimilarly.) In
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currently is used to' Carry closed caption data and parental 1blm?&gtrmo3
(V-chip) data in accordance with two significant standards: ANSI/BI A-608
and ANSI/ElI A--744, (O her television standards have simlar features and
may be used simlarly.) In 15 August 2003 particular, various U S. |aws
requirre television sets sold in the US. to react to data carried by line
.21 and require-the data on line 21 to be preserved during transm ssion
through vRAr e IRt hyarinquaddi § i OmwsUrBquEEE tel ©si gleyr \é@dsfé@m tile . U. S.

Tel ecomunigatboss RetreBbe1030a 2 LU By TV RECH] VRS 00 R §. per sonal

conputers) W th video tuner cards, an Iays gr 13" in

size, to pPabRdeR preniadl tel be l@’?fggel(“@dcﬁppleﬁntrms)ms'ﬁhenl E@Jecbugh

requir ementariims (dhad S 1nabakpeRl, K0 SR PYER1 S RANTegD gi,% ensur es
stor agelrecording

that PC s Epgr ,}C) tersg> potential class of

devi ce, nust %‘ﬁ FEE ions rfé’tzf’fdécﬁﬁs WEP FeRIW s TV efade resqsi r enent |
PC s ni ght Orrratk'estMrsbaadivwdﬁﬂmmasacmtxy:havaaé@bixméxorca%aeraﬁdﬂﬁtthons As
described j iel he 21.is all owed o have . cl osed
capti oni ng grg%%sﬁ%qﬁeaftngl gh%%tiu‘JF e WWoRt&Rr . TQFO‘HI‘% éz*&?nﬁ'%eb]t%lflﬂel ds
per frame. ¥Vnehin mnter@ﬁta services are all owed here. Field 2, line 21 may

however have clvﬂ%qegﬁipkéeﬁi%ﬂ&arﬁg @b bgogkl 9l %%Peé%exten ed data
en

services. _The rot Qcol  provid ed data ‘serv Sxi bl e,
enough t haP2FF3r BESFREa%nm&t BChst (pgegonadr comhutersissasi at ed

data) as dpstcenthed aheawe. off Osﬁéﬂ'dgé\ﬁrbh:@raﬂ @év:tébe tm'u%k_e;:eéé%ﬁ wn in
e pftep W' bl U 2L RSC L R0 0 LR
is, e g, Bakarides mnggidgumgamy) aﬂaisalszaedfc& dt&e&-hEﬁnéﬂm&r@Qt B8 a
leed and é@%ﬁ:’@)éﬁqgn"‘@i’zxw f%ﬁ% %) Qn Elngyz?aisg1 @)?vte!ion %ﬁ%%ﬁﬁles Thi's
Is a one- ma{éségscap igﬂ?ﬂgséﬁ(lhe oggggngg Sictigztcontent “the
pictures have two fields per frame.) No other data gervices
dre allowed here. Field 2, line 21 wmay however have closed
captioning, parental blocking or other extended data services.
The protocol provzded with extended data services is flexible
enough that the protocol can aacommodate a tlcket (or other
associated data) as described above.

To follow the path of the ticket as shown in Figure 1A, at
the time of content (program) preparation by the content
provider 10, a seed (number) S is generated by a seed generator
12. (This is, e.g., a random number generator.) This seed S
is then subject to a fixed and secure one-way hash function F
by hash function element 16. This is a one- way'hash
{compression) function of the type well known in the
cryptographic field to determine the original ticket T. The
system operator cannot reliably be known té be a trusted party;
as such, making the seed accessible to him has the potential to
weaken the system security. Hence in this embodiment the

~content provider, not the system operator, does this. .In'
addition,” the seed S is provided to the watermark embedder 20.

Note that this is a hybrid digital-analog TV system.

Upstream of the STB 34, the signal is digital; the STB out’puts
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cryptographic field to determne the original ticket T. The $§5augfRt 2003
operator cannot reliably be known to be a trusted party; as such, making
the seed accessible to himhas the potential to weaken the system
security. Hence in this enbodi nent the content provider, not the system
operator, does this. In addition,-." the seed Sis provided to the
wat er mar k enl ﬁdg,glﬁzo J_Not t hat th| SIS hybr| d digital-analog TV system
Upstream of t BE gtnﬁ gfgqﬁﬁlqn?laifg]i"f’%ﬂl tHeisEs @Mmﬂ@log‘Sfa:BmAugust

2003 an anal 8§ "sl‘rlfgnaldegr séptabnaldiynhot Bransthdididhh akdrapalog oM., 9f the

vi deo signal {e? _gnaght ! | ve t her channels (e.g., t e X ernet)
is an alternat %/e 3 E? %’s)l %Lrgt %e Fﬁgﬁ’f‘é% I&resents a conventi onal

i ntegrated ci rcuﬁa‘%‘r bl@ﬁh‘rﬁa‘ii clitel |Bigaves | ndpre compoResbntdidi@tall  OF

sof t war e) orumeghm;tedoe SHEE QR nt.nodified as disclosed
here; the nagu thflconnectlon\sﬁﬁ‘te g%ﬁe}t’\%&%ﬁa&% ©SHEWPRTEG HELFFYEF es,
and any necessar ﬁﬁ@&l i RhtFmiugtheresuch awqqnvl@atappale&ﬂtentecmtomedskié&ed

in the art i®s|digitloseB hétd s tiheS GhOEYE Cof RYe cBﬁB@BEfb?éigié%%B %?n with

provi der bl ogk I e-£nhhodied in a suitably nodi
the seed, ti cksé%wgn H Q?Q LR SGendPdt 35h WF@Woﬂ@dW%ﬂMre

execut ed byti oL bt hecamnamhtptOC@%lmluaat in Thge vaie s pag K pobgeder

20 subnits tﬂ‘lﬁi.§@@.§c§o§§fé’f3ll;\6§l e flunction F three tinmes,”as shown
in detail in_Fi ene?iate a ?Ahttellerré’PE Wikt ider: hiack 1o

convent i onal lglgggde'f'%"d’(%‘d@dGeauihf}tbbh@nﬁulﬁeedscgmajtét apﬁzthegih@t vi deo

input port sd,Asiskewnand weit@ungrit ﬂ@?aﬁ‘:r r inel udes the
three one wayashy fgp on E bl ocr e2a l% E Pg%g%‘i{ em];(nF ']-2"? “Swhi ch
g d

inserts the resul £ing’ dat% W{’EFE)?]C%%PWEFﬁW Kiig.t he vi deo. The
out put signal of TefbealtrImRX iegbeddet i 2 s2ibmiakSOhs awdy i rEbQPEfdy The

wat er mar k i scadtedriiic@od 'En%%egrtm&; ! Ia%e%LoLgsﬂll O&etlésilln.gLnaE:}L/gl?Q/eall!Babl ©

then conventionally added to
(embedded in) the video signal V applied at video input port
24. As shown in Figure 1B, watermark embedder 20 includes the
three one way hash function F blocks 22a, 22b, 22c and element
23, which inserts the resulting'data FIF(F(8))] as the
watermark in the video. The output signal of embedder 23 is on
line 27, also shown in Figure 1A. The watermark is added in a

linear or non-linear fashion using any avallable watermarking

wat er mar ki n
Qo generate a watermark W which is

technique. In some cases, to convey a sufflclent number of
bits to guarantee a ticket of appropriate cryptographic
complexity, the ticket is transmitted as a series of characters
varying over time. These digital communication methods for
conveying m-bytes of data across an n- -bit wide interface are
well understood, and can use any avallable protocol, 1nc1ud1ng,
for instance, TCP/IP or PPP,

The video signal with the watermark V+W and the ticket T
can pe independeﬁtly transmitted to the system (cable or
satellite TV) operator/head end 30, or optionally the content
provider can use a standard closed captioning encoder to embed
the ticket T on, €.g9., video line 21. (The distinction here

between the content provider and system operator is arbitrary
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technique. In some cases, to convey a sufficient nunb:ar _OI b?ﬁ?utb?itl?gssi .
. ' f i ate cryptographic conplexity, ti
T fred us aser eaPbr ORI arying over tine. These digital
transmtted as a series of characters vary gf v dotal
' [ - ata across an n-bi
ni cati on nethods- for conveying mbytes o _
?(rjltn?rjf ace are well understood, and can use.any avail abl e protocol,

' ' | he video signal with the
| udi ng, &£ @ /| P _or,PPP. The .
z/vgfelrjnarg V+ %ﬁﬁﬁleagﬁ%lﬁ%%@sfs (c:)gnlggu?tﬁfféﬁé’ﬁ‘dént?‘? e¥apdii tfed nethiche

syst em (cabl & GMdepSRAeRt tterapgm) topeg atior /dﬁeﬁétemdté%h@fsﬁl%inoaﬁéﬁr/socm

e
I onj der to enbed

t r owduder beato UsEowiget @pdgy d, C. gapiioning enco
fggt'?incke!to T o eo line 21 J%il%%g)q’dl %gknct'#‘lb% HELED BReVREIT t he

, . Vi .
content provided gﬁgnsﬁl"s‘%cgrﬁtoﬁéffat‘@h the avsitemany MBRA MsAugrsta 2003 and

' ; f t ho of independent
only for purpose&hef 11mém1mthga.safsghm§9aop§%?gg tﬁeu Ekﬁg'té‘sp‘?%‘?ﬂd@ dent

ol el - t WO
o 1 oppy” o Sk fte Sy i B PAFRTOSR o hinebimes e mvaton oyt e
as VPEC usertaiSeRIoxhehd iwasoztanelhintkead adiag £ 5 6R US4t e E.{:Qk}?éa{d ot
in Figure G whas ﬁ??’*%k‘éﬁggggfﬁ‘%ﬁée@;?ts‘f‘ %‘Fg&i{é‘sﬂéﬁ?ﬁé?ﬂwggaﬁ{ h no

| ) .
gﬁglngéstth g rﬁ%ggr?gaﬁ%?%&e-of (Figuesils iimg othbrasse Llilielﬁte.caiFtQL{fJi?gé.ll](rgt ! %
otherwi se idéndi cah ﬁﬂé:is_gﬁbﬁd_éa%e%(ft lrtglgt BE.SLFI?%% ﬁecfa\ef,?alg’ggt gfﬁélaal 284 sent
SZ“ ﬁ/p(ég | hgﬁé‘aé‘ﬁ{‘%‘ét%isVégggt%}ge‘é%@&eridwtmalt laing, semmeaszlmpaaul g be
treated |ik&abpdey il systeu’ paEEY isaldodeRe SwPighlt ttﬂi&f‘eliﬁ‘es‘@r Xﬁé‘?gr m

[ ' 4 f | Lke the discrete cosine _
are appl i 23%%;%?%%1%%&%‘?‘%5 L Yo gt Bacenared cw eneThi o

undesi rabl y d7 951 GeFPresmian eietifabnsFi gurerabGrokngm ke Gyst em
operator's Réadrets c3@inkh€ransform are applied, quantizations are made

.and bit rate rediuction occurs.

This undesirably would corrupt
the ticket.

In Figure 1C, from the system operator’s head end 30, the
ticket T is conveyed as liné 21 MPEG data in the MPEG stream’s
video elementary stream while the video with watermark V+W is
sent as compressed picture-datal The ticket T is provided to

all STBs 34 via conventional broadcast and reception of the
MPEG data stream.

Two classes of STBs 34 must be considered: legacy (old)
STBs and new (upgraded) STBs. Legacy STBs are unable to have
their internal microcontroller software upgraded. Thus they

treat the ticket T on line 21 as standard closed caption,

teletext or extended data. All of thig information which is

provided to the STB is output in the analo

g video signal as
line 21 data. l

Consumers with legacy STBs are not inconvenienced or

prevented from making a recording. fThis is a disadvantage from

the content provider’s standpoint, since he may in fact accrue

less revenue as a result. However, television industry

pPractice with respect to time shifting (video recording) may

indicape that such consumers should not be disadvantaged. Thus
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ticket T i's conveyed as line 21 MPEG data in the MPEG streamn $5 AMgE£ Q003

el ementary streamwhile the video with watermark V+tWis sent as conpressed
picture data. The ticket T is provided to all STBs 34 via conventi onal
broadcast and reception of the MPEG data stream Two cl asses of STBs 34
nmust be considered: |egacy (old) STBs and new (upgraded) STBs. Legacy STBs

are unabl e g Bg¥en lhelbsb Rl BN, ShAGADL T Al ol ROLbBL ARGl aded- . Thus

they treat the ticket T on 1 as standard closed caption, ‘teletext
or ext ended 2@kt BOt Alisagvanhpged mnst (BiECohegnt e FTBs proviildethe &idketSTB i s

out put in hethaat ogiddcdeacsignalafshovhnen 28 fatd 1@ONSENBAS M ! Rrkegacy
STBs are n%(g |9 onveni encgd or cE)re,v nted from naki ngﬂta recording. This is
a di sadvantage>fr NP4 e LBGnY 13t ;5%3& Gof' waksmiatioiith Ehackifietmay in
fact accru&+WhEss Irevdrueaas of rEistiirde 1HoWENertidiedew SEOfiot ndustry
practice w t | ILfting (videg recording) may indicate that
such consunctgpgkgﬁgﬁlc? trlfgt Ehgﬁ%ﬁ?ssa vezfn'?igg%‘eé? %ﬁ%sﬁieﬂafggAﬂaﬁ}s/?n fﬁmg§ he
system as &&BcBtded Hrxee thasomby ndwatibilkeusensumuirdls isnpay satd-ndew
di sadvant agednapdpdNaind-a0acyiad BS 'Iﬁxri%v iQ%&%@r&#ﬁf% 2He ! SP1 dry 144€0

1B, “the ~oT3 34

output. As shown in Figures 1A 1C and out puts the video
with the FRaik tHhe FTRhd4e | kdtigurerWPT. In the case of Figure 1D, the

tL cketS T |3 S Not New Qs r@,lgtr?bé@ bBd {1@1 %@aaaa&ﬁcéiufatnp thhe diseRsstredesi gn of
t he TB 34a, [e .on 0SSi user control is pay-and:-view or

not - pay- anﬁ’?ﬁgﬁ%@%@%ﬁpgﬁ §°12:"cﬁﬁqr g:ﬂ & eb?"’i‘?\‘&“es‘walnéh%f" 3 in the. STB
34a pf Fi ga!cg_m@l dNewreatepgradadicsSTHSs theasyatralmnperatbh aid slali scl osure
provide addohteng!p il ! fn 8L UM LRI chVse G 1A OF
greater revenue for the system operator ‘and |o content provider. In this
case, the @@ﬁggﬁﬁrm%éﬁsggpeg@ simply view the program or whether he

wishes to view and record/store it. When he makes his
selection through a standard interface with an onscreen display
and remote control, the STBs conditional access {CA) sub-system
36 stores an indicator of the activity - view only or view and
record - which the consumer selected.

This indicator is transmitted to the system operator wvia a
conventional cable/satellite TV/internet return path 39
{Figures 1A, 1C} which includes, e.g., a telephone modem using
the telephone lines or, in those cable TV systems which support
it, a conventional cable plant return path. Return path 39
allows ;he system operator to charge the consumer for hig
selection. A report of the access is made to the conventional -
system operator aécounting system 35 for consumer billing .
purposes, via return path 39. ' |

After the conditional access sub-system 36 ﬁas stored the
indication of the consumer’s request, then the addition of the
ticket T to the video occurs. If the content is only to be
viewed, then the video is provided out of the STR 34 without
the ticket: V+W. “If the content is to be viewed and recprded,
then the video is provided out of the STB 34 with the ticket:
V4W+T. Adding the ticket T to the video V consists now of
either introducing the ticket data T in the encoder IC
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whet her he wishes to sinply viewthe programor whether he wisheguit@oozew
and record/store it. Wien he nakes his selection through a standard
interface with an onscreen display and renote control, the STBs
conditional access (CA) sub-system 36 -stores an indicator of the activity
- viewonly or view and record - which the consuner selected. This

I ndi cator {;i$ ke ht @t t I | : Nt j .
cabl e/ sat e11| itt %il%\s’/?all n%lg%r%?)r g?ﬁ%@pﬁ{ﬂh%%goél( %Ftﬁ%g%@ll%ecﬂq\é)% \%ﬁ%’ﬁéc

i ncl udes, B FemoguirtapHa@graheth STyt tieeatefephoted 134esIbrisin those
cable TV Qylscabcdliee G ugaeht cutput® HOMRNLHORAE6aDIdh4l @Bt thet urn path.
Return path 39, gl I o,}gf t he .%stzm op%‘%@r to chgrge the caonsuner. for his
sel ect i on.*SROF&BEFE S R (L CETPREFEDNTR it oAl PE5et &t

oper at or adeounpuhgdsytaamddebosigmabundt hisl khagRpurqpeskd atvl awligihir n
pat h 39. he, candl ti, acie b- syst 6 r

I ndi cati o'r?;"(t)t?)r‘ltt %egréonsune%]‘%;irlaéqﬁgs%?gr?%e'n %i%eggggi ??%% ?fh tﬁgCL%fcrll‘(et' Tto
the vi deo dgceonsroliable ypkhenconsums ywico e SYBeded, then the video is
provi ded out ofnt Regsldl 3h WnlihQbt thd N ddieet 42 VAW r&ddivigersgntent is to
be viewed and recorded,, then the video is _provided out of the STB 34 with
the ticket3nalogrrdeqwianal VaW PEKEtTHT ¢ o oy FEEerdrE dis i (BPECHAF of

ei ther i ntodtdchgatdeslidwekdin datail im pivmrengodes héstlgr 15 August 2003
(integrated circuit) i,n the STE.34 or.alter ively in an ATSC- RF

r enodul at oér%rﬁvn gé?%%:'eda%ti ra(;%t?‘lr’;geiio%gt ’chf]ho Fh? N ¥? e utdr% ggﬁncoder I C
whi ch out pgasrdncanttol furdwdoni §hal Tickdtn'linesdti dewal shiraeterves (not

shown) coniggiedst T . OBubddEs 13 s 9] [ ' It is
t he RF renpdul g:?grehv\ﬁi %1%33?2393 g‘rlleTSC{ibiogléh g?%@%ﬁn@ﬁgcﬁﬁ% S case,

the ticket®F SPsWBLRR RATEQI™S Get pRe RS Frgchien gTEwes tipes Mures 1A
and 1C t he:irckear gder #2 tlowrea@@tvVes this hashing at 54, 56 matches, at

comparator 57, the watermark W in the video signal detected by
a watermark detector 50, then switch 58 is closed and recording
by recorder 42 is_allowéd, i.e., recording is allowed when the

following conditional logic statement is returned as being
true: ' '

W=F{ F[T] )

As shown, switch 58 (when closed), controlled by
comparator 57, couples the V4+W signal extracted by the
ticket/line 21 detector circuitry 52 to the output terminal of
switch 58. This output signal V+W is then coupled to the
actual recording part (not shown) of recorder 42, which is
conventional. A

The pay-to-record feature has now been implemented. If
there is no ticket T detected by the record control 43 recorder
42, then this statement.(comparison) is returned as no. This
would be the case if the consumer had chosen to only view the

- content. If the wrong ticket T is accompanying the video,
perhaps because a recording of the video signal has already

been made, then again the statement is returned as false and
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anal og vi deo signa

shown in detail in Figure 3) is nostly conventional but adapted as
di scl osed here to include the record control function 43. Ticket/line 21
data extractor 48 extracts the ticket T and submits it to circuitry
(processor) 54, 56 which perfornms the one-way. hash function F two tines

on ticket
conpar at or
detector 5

the kEcdhdingesd hoaf pehhstthashi NWodk bdat Sfedmidekesz aded

V+Wor V+WT. Video recorder 42 (portions15@fugustizobsare

.th . Wi.n_the vid i gnal ed b | k
I L S A R s B Ser. o R

al | owed, i .tdckeketorthagecorderonediaven timethiiel tawe nhecmaditi baad -1 0gi C

st at enent icﬁsc:esyrmrfzié,bgyiaqgetmﬁ elfe ook It s %%%%E?%fﬁ =8

" (when cl osed), control

onpar.at or coupl es

extracted Byet RERCEiQKdl Mo AengrakRt2 AtV Veredant oy B ttdckrs Bli puin
term nal oftrSW k&8e She HiyprogtBphi sl @idlte¥rWaEShLOEN Kkl 0 the

actual rec ,ding pa
The pay-to-refo &

T det ect ed

conparison) is.teturned no. This | d be,.the,case if the ¢consuner
Choos 291 22,68 he A Big e | CRETOSE Y, A5ERBMEET ng t he

chosen to oﬁgﬁ

by t heteeostich gaavial ¥ack e dedeodont &8 fridimS thkat enent

B e hoyy §

rt-(not shown) of recorder 42, which is conventional.
dature has now been i npl emented. If there is no ticket

had

vi deo, pemidpsthecdmises &0r dootle nlagfent 1% Viedgo, sa gnall playeal ragain been
; ' ' . . A t 2003
203kRhDE ﬂ@k&%&@é_&ﬁﬁ@@&%ﬁ&%@%@&}g%& . o AUGY

made, then

the recording is not permtte
digital reé%rdmz?hqwgﬁ

neé not be

Lviee S8r gengorme thigefuagtioni ckal. ,t @hehear@ddr der

medi a 46 (iglayBiSs£ane A iRAbad| $s % -arivdl 3 8SpSREMLI RolbIHEE e the

ware ardware associated MPEG décoder. (Note that

ticket Tis aggln suq;e t to the function F to_generate a new version of
SOFR x

the ticket

a\/

there is no requirement for a drive an& rotating media; the
media may be, e.g., semiconductor storage with appropriate'
access circuit circuitry.) 1In any case, there is
conventionally ‘-an interface (the drive or semiconductor storage
control circuitry) to the actual recording (storage) inedium.
Then the drive (of appropriate circuitry) performs the

 ticket incrementing to enhance security. (The player 52 may be

the recorder 42 of Figure 1A or a play only device.) Now at
the MPEG decoder 54 in the player 52, the watermark W is again
detected and checked against the current ticket T'‘. If a
match is found, then playing is allowed and play control is.
implemented. 1In thie case, the following equation must hold:

W= T/ = F( T } = F (F(T))

An additional option under play control (also shown in
Figure 2) at this point is to apply to the video signal an
analog video copy protection of the type available from
Macrovision Corporatioﬁ, such as automatic gain control and/ox
color stripe. This hag the advantage that further ﬁHS analog

video .copies are prevented (or at least are not usable} as well
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this case the cryptographic counter has been increnented: T F§ Alglh&ttoe03
when pl ayi ng back the video content fromthe recording nedia 46 as shown
in Figure 2, circuitry associated wth the drive 50 in the player 52
(e.g., a DVD player) again increments the ticket T by applying function F
toit: T =F T ). The drive 50 perfornms this function, e.g., when a DVD
player 52 ias chpl 2a@idiethadsddgdedVeddiad RAESANY e GRITRYULCL %txgra sof twar e
or hardvvar% %:sLsoci at ecLﬁ’glVPEG decoder. (Note that there is RO r qgui renent
for a drivelBnd Bt afily ¥ar8aPark (dpFeqhedra my be, e.g.; seniconductor
storage with apPhoprizdrmarkcdessrilidd Hereth! 64 they . nplBnailegaSL o there is

conventi on = 1 (the drive ar._sem cqnduct of .storage _control
“circuitry) %Lu lgﬁtta'ﬁgo %ﬁ% eg(régl(t?o?r ¥y A(espte&%é&g) Qﬂe%ﬁ%rﬁapa;fﬁg%tl’r%f dheve (or
appr opr i at 856pFEdied yWatsampwkigg t 4165 ticinc k e For ntnsireamdel, N £t ehenhance

“security. iberpiayal FBM . the . 42 of Fiqure.1A or a play
only device, )FENOW At g'?%g NPEt@Gﬂ%%clr(%ng%gigﬁgéth% ap 1§y5rg E5**¥ he watermark W

is again §8tEttEPtatiRténerkadsgindiielde ther entsufifékéently ldrge match

i s found, theunplsfidita sadl beVesk g BLaY RN Y dife vagpi nted. in
this case,mgPﬁalfloé.lsovm n gguati n st. hold: WE T' = F ( %m:? F(F(T")
An addi tional option. tideP<p %E/f tr g E9Pe oeRAMTeSES FaQure 2) at this
poi nt is t¥abephyriting isystedecasiignale-bitsapet fkatie] e Bone@Pyr irakegt i on of
the type ayai C 145 rporation, such as tomati ¢ gain
control and/il %%a@cegl%vﬁaqsmta%) ?/%e.fgiFhllﬁs élgo £ E%da%'\ll?rﬁsfﬁestlﬁﬁ?'ff LS &PTHHS

anal og vi B839RDius okherphesent &Py eecaritpastasone Abt issdddicabie wel | - 10

15 August 26863 am Wit addit 4enads-Hid talieppi eSrm C@h@é%e%&ﬁqteﬂegn by -

equi prent with, watermark detectors. The watermark descri erelrn can be
iﬂplgnentegg%uire a minimuam og lé)fiames with the actual number of frames

depéhggnt on the transport protocel employed based on the
digital communication system design. Thus one embodiment
requires typical communicétion protocols such as PPP which
employ start and stop characteristics. Due to the nature of a
video communication channel, it may be desirable to employ some
form of forward error correction. Reed-Solomon encoding is one

example of a forward error‘qorrection code that is commonly
used for this purpose.

Some embodiments also employ 16-bits per field when
carrying the ticket on line 21. Thus, both the ticket
processing and watermark processing réquire buffers for storage
such that decisions can be delayed and timed to occur when
whole data values are available. Design of these types of
buffers is apparent to those in the video and digital
communications fields in light of this disclosure.

While the above disclosure is of a method usging line 21 of
analog video to carry the ticket between the STB and recorder
to enable pay-to-record features, any combination of a |
watermark and consumer cofitrollable information in an STB could
be used. This approach is also not limited to any pérticular
TV standard. In particular, other video lines could be used to
hold the ticket as long as they have the desired
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r of different ways, depending on the capabili ty of the 18gwgaitaned
\r/]v;?g(rannrki ng system Fgr instance, if the watermarking systemthat is
available is able to carry sufficient data on a single field, then a _
sufficiently large anount of data can be carried such that no tinme varying
nmechani sms need be applied.’ in some enmbodiments the waternarking system
carries 8-bfharaséerisbies dobeiey onhysditthid S:r?atﬁeagml%plraeénfggf}???ihl'ng
: 0s i it re r er _uses.
easons |1 reneREe Erdl (S Be ogHEREErd d FrnoRASEet ket thus,

t hese emboditfent s require a mninmumof 16 frames with the actual nunber of

frames dependent Q8ditesd,r arspaLt +PESL %gﬁeﬁgﬁi 9&&2%@&}:%1 1%3’6%2% digital

i cati Syst design. Thus one e it qurf

e T K TER N AN R T
char act eri sthigh d@ﬁmiﬁdrha‘vr)aauvfssﬁigﬁ}.alv,l @gmggﬁgug\fer : ofﬁ:géc():,r %ggt(é?%éllel , it

' | some_ _form of faqrwar . . :
gzgdPgoFgﬁ;{lﬁ?ﬁggg?%gvﬁFlscq%rlllgs 3&3@%_%93;1{1&?5%7;3?%&1@ ‘tigketeedit on code
that is corfifddilybeseentfxrsllek $npuhiposEs. Same tambpdaé@pttglealtggngrgpér]g%bﬁ
16-Di s perod i1l sharfhEkiOg SRS Ad Gakaon Ling2L Thus, POl fhe
ticket processing and waternmark processing requ [ | T age
such that @G &hsnecternask/gdrksedcamindtion sbidt odefideen thshebgy-dat a

val ues ar e spaiel. abig. tHees _@Etﬁ&ti&%,ﬁ éﬁ@%&cﬁgt Qgé%frbce 'trscaﬁﬁﬁﬂi%een hF o]

those in the. idgﬁ %ngjgltal cggm_ml,catlons frelds I'nTight”o S

di scl osure. PEV%IQI & the TAfREF SRFFIRteTLf AnngemR Fassengitimay 2 of

anal og vi dé¢stigable rto mos l:irakemiﬂqeatrvyeéﬁikbe SEB?.:B,D,d mﬁ;cgﬁlgg%lé%{éangpabl e
-to-rec eajur. n L natJj o .. Wat ey nar _

(F:)g%t £ gl I ab%@ie%f o%t?ran?li%ﬂor?%i ﬁegﬁ%@céoou&&% elﬁs%‘a.“;‘l"rﬁ?e&ﬁp%ﬁlé?ﬁ s al so

not limted to Ap§EHAUS &dFarothsr planes dn theparvidad avgnaléeshithdeo

lines coul ¢ob2dusedidedl thokdahbiit | heteidkek ONFodsSvdNe R e Lbe [desired
‘ still controlled in the STB. The STB provides a way for _
ensuring that the content owner receives ﬁayment,'whether that
payment is for viewing only or for viewing and recording.
Thus, it is the watermark and associated data under consumer
control in the STB which are used in this method.

Another embodiment (see Figure 4) uses a second watermark
embedder located in the STB 34 as a watermark remarker 66¢. (No
ticket is used here.) 1In this method of creating video and
record or view only video, a second watermark W2 is used.

(Figure 4 shows elements identical to those used in Figure 1A,

or similar, and thereby having reference numbers similar to
those of Figure 1A with the letter “a” appended. ) -ﬂ

In the Figure 4 system, when the consumer selection 61 is

to view (but not record), the analog video~signai output from
the STB 34a is-No-More-Copy: V+Wil+W2. When the consumer
selection 61 is to view and record, the video signal output
from the STB 34a is Copy—Oncé: V+W1l. Under these
circumstances, the record control portion 64 of the associated
recorder 42a operates as shown in detail in Figure 5. (The
remainder of recorder 429 is conventional.)

-12-



-11- 15 August 2003 characteristics of being transmtted to th&AGSFEsti2003
manner such that they can be controlled by the consuner through the STB.
In addition, if the video is being transmtted over a digital interface,
such-as | EEE-1394 ("Firewire") or an ATSC (high definition TV) 8-VSB
signal, fromthe STB to a device (recorder) which has storage capability
then the ticke® wahersiii [Wibeetontovldediratrt let&THR: daterhiaskcase, 1ie

Lransm sSipN wallechaek ®f dd 3080LSSLO, Aled08; 60" (865 LIGKGL Ly, 866pnP! i shed

and the watermark/ti cket “Cormbi naf i on st opy- 1S I
t hese sit UGNt {hecasswiast freateomping aﬁswmb@blms:rmg:mheom User data

descri pt Orpad &GSQSEyfﬁ@&&résttr%Ml&?s d%%' WabLend A NPl il QREALLe@ L1 CKet

at all, but in.other <cases, esirable to transmt an I ncorrect
Flchet| T8 teh Ehe srakarsinns 2ol tartaregs or Gebcs pEgaRk B | Ul o be

used to trnsm hoth@etécteat,; thawey@éordlh_@ tisCKkBlowdd sSilridel ta@ptrolled in
t he STB. T&efl%‘léB %ow des a vva for astlurl ngpt hat the content

recei ves payment, “wn ?%%rCWata L39S At SVTERRAY oFag%r I ewi ng
and recor dihaf reﬁhuélngrtis slilbgedat Noter khatdWass ot:maitcmilglabamemder

CONSUNer (GOl Aok h%xé@o‘l’l“b?“tﬁé & Qr‘l Jvﬁ]dé%' S 1?%‘ B% Lher

enbodi ment” (see Figure uses a second water imar Isocat ed in the
STB 34 as %F‘Wi—tsél;’ﬁ‘a%ﬁ ferihate thsousgmole tm@kepnege@mdlr.x'ere ) In this

met hod of mdb@bbﬂgeﬂc@&%yamls&eﬁeéﬁ% ViaRWrRRLY ddtdRtiohsSecend wat er mark
W2 is used, %allgure 4 shqws el epents identical to those uged Jn Figure 1A

or sim | ard®EEE L nEPERTRART AGCr eV SYRhIEtRuBEr EaRFIRT AF £5e THERR of
Fi gure 1A imadge.t hBehevimy ﬁmm appeode dggriadihbethé e hctiskemidaden t he

consuner s&jrﬁ:%htogsq.e? d1 wﬁ‘%’b(bm not record), the anal og video-signal
output from the S No re--Copy: V+WL+W2. Wien the consuner -
If W2 is detected along with W1 at 72, then no recording

is allowed since this defines the no-more copies state. This
is accomplished by controlling swiﬁch 76, which in this case
(yes from comparator 70} is set to be open. Otherwise
(recording permitted) switch 76 is closed and video signal
V+W1l+W2 from W2 embedder-74.is output from switch 76 to be
recorded by the remaining (fiot shown) conventional portions of
recorder 42a. If the video signal input to the recorder 42a
has W1 but no W2 and is recorded on the media 46a, then thé_
watermark W2 is embedded in the video signal prior to recording
on the media 46a.

Also, it should be recognized that in Figure 5, while
separate detectors 66, 72 are shown for Wi aﬁd W2, these may in
fact be implemented in the same functional hardware (or
software) element with internal reconfiguration as to allow
differentiation of W1 and W2. This iwmplementation is réadily
achieved by one skilled in the art. Playback of media using
this embodiment is simpler but.it provides a lower level of
security since no checking or détection of the watermarks is

- required. Also, in many cases & compliant recorder will be
coupled to the player and will thereby prevent subseguent
copies from being generated. A system without this coupling

-13-



selection 61 is to view and record, the video signal output fi5dmmtite083B
34a is Copy-Once: V+WL. Under these circunstances, the record control
portion 64 of the associated recorder 42a operates as shown in detail in
Figure 5. (The remrainder of recorder 429 is conventional.) -12 15 August
2003 A watermark WL detector 66 first detects watermark WL.. If no

vatermark ¥til® HURG1uEhSInEL IR0 bROPY Ny ist 18h! PYEE: 3 SLAGR.I T 1S

assumned free SO ava | e or the content has no copyri ght
restricti ons. '&%ﬁ%&r ?ka‘%'/é Faddteteblay cBErAhen the wat ermark W

detector 72 detwicils wahteabark d%cﬂlbedV\eySSerﬁ@tax@HﬁﬁE.@gse& hgn thecording is
al l owed sip [ t he .one- owed state. The system "fails
"o gte:&éﬁ' oFf %gﬁhggée cPerv:. 5 %ngt léﬁ? f‘l%lett \Rppsgpg;pl(%']éq)l )ﬂnéloﬁ'g

safe" in [ecor I's.a
pr edet er mi ﬁ@@oﬂﬁmt |tbﬁrgfl$ heotatiriov €ov prlecludthe Heaifunsaf éna jatgviogi on is so

that the usseniwndi! aupReesssanld xnbcegegty@@'ﬁ&%e% Bnl 8L G RO LY e

wat er mar k det ecti ons, gener ernarks are agattﬁg fabric"
of the vi dEbIWFSdde ShR%‘ﬁD*&]i‘%gSi'fﬂ’f@m At Aouer iish eddivegus ey Bdee saati ve vi deo

content i sruﬁémrﬁhé hbebbis, |But/R1iss Qﬁéﬁfﬁ%cel:}%%%%rp‘éﬂ%%% }%15-“%15 t at%g R ‘rllﬁlnsnoi .

recordi ng faf gweg since this defipes,t
acconpl i shéd by CoRtr8i 77 n%l%‘w %07 BLaviRg H-he, meriia s -he yddepr om
conpar at or wirgh tﬂ@ getermable apercheCcheket sevw+acgr.di ng perntted) switch 76
is closed and S AW AN f rom 4 Qut put from
VE"i Q'e E% %ll%w :r:e\ﬁgted 5Y: \/1\:2 mg{%‘rgﬂgwﬁsxe C%ﬁ%/éa‘ﬁt i onal

switch 76 to be Trecor e remar nin
portions o?°‘?lé’é}ﬁddé¥|ith25helifequ€m é@ollslgrmlnghepappanattm sdecomnder 42a

has WL but slﬂ@wﬂ/}? t&ﬁdo{lﬁplﬁ@cﬁgﬂﬂi Q@r&gﬁ MQh@:G%ecBP&&}}gl% e V‘@& rk i
S enbedde% éthe \% aér?rp or _to recording Pr’eg Al so,
It Shoul d B2 REUOGH bR RHIPFRRULE &F (g - Simtlarly, the media
46 may be played on player 86 ocutputting the video stream as
shown, which is the video with the watermark and ticket
(VHW+T”) or merely the video with the watermark (V41) .
It is apparent that the systems of Figﬁfes 63 and 6B may
' be used in the above-described system employing the above-
' - described first watermark and second watermark method for
controlling recording.
While the above disclosure is directed to video, a similar
approach using the first watermark and second watermark may be
applied to controlling recording of audioc. Hence Figure 7
’ shows a system in many respects similar to that of Figure 4,
however being adapted for providing enhanced audio distribution
with the possibility of paying to record. The only structure
labeled identically in Figure 7 to Figure 4 is the system
operator headend 30. The other structures, although somewhat
similar, have been redesignated to indicate that in this case
they are adapted for audio purposes.
Hence the content provider 90, which is the source of thé
audio material, generates copy corntrol information CGMS which -
' is applied to the input terminal of a watermark embedder 92, to
the other terminal of which is applied ordinary audio input
signal A. The resulting output audio with watermark A+Wl is
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separate detectors, 66, 72 are shown for WL and W2,. these nay5|Amgu§taZﬂ03th
be-inplemented in the same functional hardware (or software) el emen'EI_hym
internal reconfiguration as to allow differentiation of W and V\2.b |ks f
i npl.ementation is readily achieved by one skilled in the art. Play ?c fo
media using this enbodinent is sinpler but it provides a |lower |evel o

K d.
A S0 i e cacae o ot omree SR BrAhnk I LT ot 5h PRSP r and

conpl i ant

\'/A\\/!ISF tlhgr g%?ydﬁpg\s/eat as"d@%&ﬁéﬁ?r epicaiipr ghwbel Aytener ated. oﬁesystgm
wi thout tHicx deuphhdg, +hd $5cupust 20Q3pghi £é1{@§s ‘c’ﬁl gﬁsﬁkgge%{b e’gf);
control c [.nl &ovﬁ al ue _even w t hqut va f
control . %‘J]’tf% Hﬁe abo aésw?%%cpssﬁf’éﬁﬁeﬁr% rtitdosgli peches context o
separ at e- dawitems928 oro twhd.chet st ayp e @S}?Bhﬁar{iﬁrtéﬁﬁedt%ggr ggglf)%?ﬁf"% i s

hi t e t 0 0 ese v
't ogr at eS Pt ona e, 2R =BE LAY o et L TeRte e S99 el h
descri bed 2868vE2 LRIy %t Wé Ynder crcgftmoénoé ummﬂimnabuhcabsg SPOviNg the

conpl i ant ggl.ayere &Ehteﬂmkﬁhr%ﬂgxs lgée%s_ﬂ%%\//n?%q{]:gﬁ% t he djia 46, the

h.the watermark and the tic a
\r/la?:? edws;gfié% ﬂ%ﬁﬁ%n’?lhen%@ dmo EoxHERedORR tFormhd ar Gbardepy-‘l&hden a single

appar at us agd. tiis otshm/vris bhpym&wresl gmﬁl O@éﬁm“g;gsonhp F&gc%{]ge%g! leyezf6

d 8 F(T Si'm
my bo- pl Sy garennt ik, a4 A et AEOYE db gt SEniaSiowhown , whi oh | <
t he vi deo“’%FFﬁ“@ﬁ'é W@ab@lr—nﬁlﬂ(amdnqluﬁehg(t\vélﬁuﬁi‘a)rmlmrrer@hy glggoé%%gg \(/jm g B, _
the vt r uakt (iVreckicaks 2PN 0oLl DoyYSLOTE 01 £l glres OA7and o

d.in the ahove-descri systemerrpom
ma )r/s? eW:ttS g?ﬁlﬁ T IE Cﬁﬁd’c’geefnnﬂt%va‘f% ROREYPbJLGHr dassnnpbl Feémgrd efomdi ng.

and W2 are present and adds W2 to the audio if it is not
present and recdrder 106 is in the recording mode, thereby
outputting audio stream A+Wi+W2 to record on associated media
112, '

Figure 8 shows a block diégram of recorder 106 with
further detail, showihg how the record control porticn 108 of
audio recorder 106 includes a watermark Wi detector 114, a
watermark W2 detector 116, and a watermark W2 embedder 118.

The signal output from watermark W1 detector 114 ie the
indication of watermark Wi being present at 122. This is
logically combined at 124 with the indication of whether
watermark W2 is present. Only if both watermark are bresent is
switch 128 opened, thereby preventing recording; otherwise
switch 128 is closed thereby communicating the input audio with
- the added watermarks A+W1+W2 on the output terminal 130 of
record control portion 108. It is to be understand that Figure
8 only shows the record control portion 108 of recorder 106,
the remaining portions which are not illustrated being the
conventional recording portions. _

This disclosure is illustrative #nd not limiting; further
modifications will be apparent to one skilled in the art and
are intended to fall within the scope of the appended claimg.
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VWi |l e the above disclosure is directed to video, a simlar appAaged 2088ng
the first watermark and second watermark nmay be applied to controlling
recordi ng of audio. Hence Figure 7 shows a systemin nany respects simlar
to that of Figure 4, however being adapted for providing enhanced audi o
distribution wth the possibility of paying to record. The only structure
| abel ed identically in Figure 7 to Figure 4 is the system operator headend
30. The othe&r l§FF6§FEre%“E AEREHGhS¥Bhaterd mgthodapre hasrd Yeempplied
redesi gnatted Tw anddirtate fidlabwingt bhsicasestdhiraar.e adapted for audio

pur poses. Hence the content provider 90, which is the source of the audio
mat eri al, generates copy control information CGMS which is applied to the
input termnal of a watermark enbedder 92, to the other term nal of which
is applied ordinary audio input signal A The resulting output audio with
watermark A+WL is -14 15 August 2003 conmuni cated, via conventional
channels, to the system operator- headend 30. Fromthere, the audio signal
A+WL is sent over, far instance, the satellite or cable television
distribution sytemto the STB 96. STB 96 i ncludes a conditional access
system98 to which is applied a consuner selection on |ine 100. The STB 96
al so includes a watermark remarker 102 which adds watermark W2 under
control of conditional access system 98. The watermark remarker 102 then
outputs the watermarked audio streamin one of two forms. One formis the
copy-once and the other is copy-no-nore. In other words, the two forns
are A+tWL or A+WL+W2, the analog audio A with or wthout watermark W2 but

al ways including watermark WL. The associated conpliant recorder 106
receives this anal og audi o signal, and under control of its record control
108, does not record if W and W2 are present and adds W2 to the audio if..
it is not present and recorder 106 is in the recordi ng node, thereby
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out putting audi o stream A+WL+W2 to record on associ ated nedi a 151udustFacpar e
8 shows a bl ock diagram of recorder 106 with further detail, show ng how
the record control portion 108.of audio recorder 106 includes a watermark
WL detector 114, a watermark W2 detector 116, and a watermark W2 enbedder
118.. The signal output fromwatermark WL detector 114 is the indication

of wat er mark %ﬂ% ng present at 122. This is logically conbined at 124
with the indi of whether watermark W2 is present. Onty if both

wat ermark are pres&ntclidm:switch 128 opened, thereby preventing recording;

ot herw se swtch,128 %cééos%d é her eby commuyni cating the input audio with
the added wat er marks APVES Pt FEREEP PN &omyAal 980aofide®cnighsaont r ol -

portion 108. Qampry stisgbbhemsketstofnd. t hat Figure 8 only shows the record
control portion 108 of 6, ..the remaining portions which are not
il lustrated being the ggﬁé&%ﬁ)%ﬁfg yide? o‘?‘rﬁj‘ggor(wéns. This disclosure is
illustrative and not | PRPeddigls Burthermadtodivhi at tRASy Yl g&egrp&q_para% t to
ppended oral mo. e b PG SLRLERIEth LA (. "4 1 et peom and
method are readi| y°SppitRPE tHeTViden mm,fﬂhé%mi@é&l@tﬁ %@gﬁgds: 15
August 2003 CLAI MBeYéted ab thelwads 40 ggga%g I lnr%d;op i ng of & video
adaters. HE‘%‘“FV), o _

signal, conprising the acts of: . supplying
enbedding a watermark (W in the video signal; and providing associ ated

data (T) in a predet erfiseethotloshtdlinmt , t fReyd S8 Q1 girg%lamtaggdaag_ggi t ed
data being g cryplographic value. ' _ =

. 3. 'The metﬁod of Cl,

value is a hash function

- is ghe bash function of &
@£ the geed.

wim 2, wherein the cryptographic
(F) of a seed (8§), and the watermark
he hash function of the hasgh funetion

4. The method of Claim.1, wherein the predatermined

location, for MTsc TV, is video line 21.

5. Bn apparatus for processing an input video signsl to

contrel subgequent copying thereof, compriging:
' & seed generator (12);
. & hagh function generator (16) coupled to :Eeceive a
‘Seed from the seed generator and output .resulting data;

2 watermark generator (24) ' coupled to receive the
eeed and generate a watermark from the seed, and to embed
the wat-:ermark in a picture portion of the input video; and

& transmigsion chanmel coupled to transmit the
resulting data and the watermarked video to a receiver,

the resulting data ‘béing transwitted other than in a .
picture portion of the video.



related to the watermark in a predeterm ned manner. 2. The netfhédgedt 200ai m
|, wherein the associated data in a cryptographic value. 3 " The net hod
of daim2, wherein the cryptographic value is a hash function (F) of a
seed (8), and the watermark 1Is the hash function of the hash Lunation of.
t he hash functlo of the seed. 4. The nethod of Caim I|,, wherein the
predet er mi ned vat i O FSPRIREYE Pf, Claiyj Beowhérmie theb wohexeRRRT akus for

processing ﬂmlmn Mirdaa opl @k oLz AN t .copyi thereof
conprising: _a seed generator (12) ;hg ﬁa}sE Jf (H?I on g‘% &%@Dﬁ‘?’? G?HCS’prI ed

to receive #® SR8 from the seed generator and output resulting data; a
wat er mark generator (24) Coupled to receive the seed and generate a
watermark fromthe seed, and to enbed the waternmark in a picture portion
of the Input video: &ndiethog Qﬁsﬁf@QE@ﬁln@amn@LdamwﬁJgeﬂlt av)r aeedhl Lhe

resul ting dafRdnd the sk egd, ¥ e t he resultlng dat a
'being transm L1 ed ot her tﬁggﬁqﬁ Qné'i gg'QO&J%‘glt“d‘rpo&r ?}ng SPh&Sy FRebreventls

August 20038V EEREiZsHa CPYANET 08! tien Bidewmerigmalt, heo\m@tceeﬁrﬁgkthg a&{gg hash
functi on ofoft:ne hash function of the hash function of -the seed. 7.

met hod of processing .a video signal (V). having an enbedded watermark (W
and associ ated data CFFesHRiNgo wmonamm meexz édpaepywhgeRért he vi deo

signal, conpri smgokaengcbg tRé vieieryd ni se,_{ 0 user input,
whet her record| g of ,th eo, 1 s to_be pdg%m H&gﬁ&@?%@ Bermi nati on

bei ng made by a“E5BT™EBR %‘BT- SARE Mydebyia copy control systef (34) at
a destination of the video signal; and

only if recording is permitted, transmitting the
asgociated data with the video signal by the copy control
system to a recording wmechanism (42) at the video signal
degtination, wherein the watarmark has a predeterma.ned
relationship to the mesociated data. -

€. -The wmethod of claim 7. ‘wherein the associated data is
a cryptograph:.c value.

2. -The methed of Claim 8, wherein the crypt:ogra.phic
value is a hash function (F) of a seed (8), and the watexwark

is the hash function of the hash funetion of the hagh function
_of th»_a saed.

10.  The wethod of Claim 7, further comprising the acts .
ofs ‘
‘upon determining that recording of the video is to be
_ permtted, reporting by the copy control system to an
- accounting system (35) that r_ecording is to be permitted;
and
charging a fee to a rec:.pient of the videe signal by
the accounting system for permitting -the recording.
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a destination of the video signal 7 and only if recording is pérugtistedp3
transmtting the associated data with the video signal by the copy control
systemto a recordi ng nechani sm (42) at the video signal destination,
wherein the watermark has a predetermined relationship to the associated
data. S. The nethod dfsS€Ffafop Hox viddl eifivit henassecbat € Hata) bsiqfon

. Ccrypt ograpjaé@ei/@éyp ? hod of Claim8., wherein the crytographic
val ue is a hash funct?%rgg %%a seed-(S), and the watermark is the hash

function of the hash wntapwh twhrtinelhashpteactbopeceivihg $£84, 0. Jhe
of .. upon determmin

met hod of. C ai , { I,.Si_n h cts

that recording S}J}t h%ﬁ%/il@%onﬁc%t é—‘“‘%b‘%r ﬁﬁ?t agd F‘ép’é?@‘#g’ge bys s drel aopg
control system t#th (Bocdum iasgosystem G35y hbah r@gp%@é@gté 51:1}8 be
permtted; and ghargingqa fipe &jge%tergci gi ent- of t%e video signal .by the
accounting' systemfor permtting the PaEsrdPAgRes s 15 August 2003 11 A

set top box (34) fax &ommmekittiiomafloaactsbevbRtHpl (BEE] VIRE r@rééﬁ{}% af t
i ncludi ng a wa ejrmark

i nput term nal aQapiedqt i vi deo_sign ()
(W and.to receive ag.%oci%ggrg%%cégfgn?ﬁ ‘fs?,’ﬁes‘g:)s%%‘a% P mreiplsing r el at ed
to the water mar Fearrslipce odt hei médeonsienal 2 eqdi tional access control
(36), having g contraql f.nal r,fegeiving a user sel ection for
enabling recording %T -ctolElr%iw g_e_(g‘?éfglﬁ%l’,n%r&l, %ngbl’iféﬂﬂll‘(@ oupdedh o
control term naPlcOuSPES terminaduoputhe arvndicticfall htscedididdriny AEESS
control (30)  end receiving the video signal from the input termiinal

) : and having an output terminal, wherein the combiner (38)

- outputs the video signal with or without the assoeisated
data in response to the conditional aoccess cont;:.ol.

12. The set top box of Claim 11, further comprising:

& comnection to an uplink (39), and wherein the
conditional access contxrol.. (26) transwmits- te. the -uplink -@n
indication of user selection. '

. '12. " The set top box of Claim 11, wherein the ass.ociate.d
data is a cryptegraphic value.

14. The set top box of Claim .11, furEher comprising a
video recorder coupled (42) .to record the output video signal.

15. A method of operating a video recorder, comprising |
the acts of: |
- receiving an input video gignal having an ewbedded
watermark (W) and associated data (T) ; '
detecting the watermark;
detecting the associsted. data; :
subjecting the associated data to a predetermined
compragsion function; and



and receiving the video signal fromthe input termnal, and HaWuggstado3
output termnal, wherein the conbiner be) outputs the video signal, with
or without the associated data in response to the conditional access
control 12. The set top- box of claim1l, further conprising: a connection
to an uplink (39), and whereih the conditional access control (36)

transmts to theuiplinkialeihidisat of ~u Muton. . 13. The set top box
of Claim11l, Wierein the a‘gls'o% at e(fCBELg Ef %Je SHFERHT EORAY FRLVI4AE The

set top box of C &M feterted Hextaomyk sua\hghes thiedeestecopdesncoupl ed (42)

to record the Out@@hpybgggoﬁlfﬁﬁgtlo%S A met hod of operating a video
retarder, conprising. the acts. of: receiving an input video signal having

an enbedded wat er nar k (W and associ ated data (m detecting the

wat er mark;  det ecusng the xa@egfda;feeﬂ%alssgm %%g %?e asso%q%md data
“TBE ng

to a predete op on .function
recor di ng of%t ﬁBu? v?cﬁﬁﬁ@ﬁﬁiﬁahaéﬁl Upgticrhe detected wat er mar k nmat ches

the result of the conpression function 16. The nethod of Caimis, wherein
t he conpression | @ hash function, 17. The nethod-of

t
clai m 15, wherei ni?gc %l?%]a{rl[e? agr;% ICE??E‘He‘c%r Whesein tee datee iienohha

vertical bl aBkPAgternined|visieo theaeyvideths @Rk cal 1 H0E
Z5, wherein the dgagoléuﬁﬁﬂpryptographlc val ue. c%% y V|&gFHB%ggg%ang(42)
conpri si ng:

16. The wethod of Claim 15, wherein the data is a
cryptographic value.
19. A video.recorder (42}, compriging
an interface to a recording medium;

an input port for receiving a video gignal to be
-recorded on the wedium;

a watermark detebtor (50) coupled to the input port;

a data detector (52) coupled to the input port to
detect data at a predetermlned location in the video
"glgnal; and

a processor (57} coupled to compare the detected
watermark to a compression function of the data, and to

enable recording of the video signal onto the medium if
the comparison is a match.

20. The video recordér of Claim 19, wherein the

conpression function is & hash function of a hash function of
the data.

21. The video recorder of Claim 19, wherein the data is a
cryptographlc value. - -

-20-



an interface to a recordi ng nmedium an input Port for receiving5éaugusteo03
signal to be -recorded on the nmedium a'watermark detector (50) coupled to
the input port; a data detector (52) coupled to the input port to detect
data at a. predeterm ned |ocation in the video signal; and-a processor
(57) coupled to .Conpare the detected watermark to a conpression function
of the data, and2fo &n&BFbodeehratinty odfl itee plisgaosicgnal +aRkLR Lfgsn\%zdi um
if the co ' | §@ 20: vi deo.recorder of Caiml9; erein
the conpr gg?irdgﬁgfagné?i ggﬁ%(g{l%mha%%m ?ﬁ&f’lgoﬁh&f agtga®k :f unction of the
data. 21. The vi deo reéeriey Gfec Ghalan issgrahereion the. fakduhs 2

oo aues 2 R B SRR G BT e rasonatocts of
and playing the vi deodstgutaing rdabat He) aedbuihredel el erpark (W
in the video signal, S%g&{&g 1:2_‘|aet ﬁa.%:-r) associ at ed \N.ht Eﬂ??\\ﬁ@%{ae%l%’? al ;
subjecting the data to a cornpression GnEPi BnCPrprarFdainfufiatiber (p) ayi ng
of the video , s®dfdal only if the watermark matches a result of the
conpression function ' data. 23. The nethod of C aim 22,

unct i on o PRGEAL N9, RS , dail -
further conprising the act of 5‘%%!2 | RGPEAPEnaf oheopider os tenabromsigna t o
the played vi dedth@aatimmanik ratchbs Charexdle vwheggh ncétﬁﬁ,rvﬁgé@({ﬁs?‘hgq .
function is a haglefdiGld QR +f2 glpg rethod of Claim 22, erern SRR

is a

23. The methgd of Claim 22, further comprising the act of
.applying an .analog copy protection signal to the played videa

24. The method of Claim 22, wherein the conprassion
function is a hasgh functionm.

£’

25, The methc:d of Claim 22, wherein the data is a
cryptographic value.

.26_. A video player (52) comprieing:

an intexface to & recording medium (46) which .ou'cputs'
& video signal; |

a waterwmark detector (54) coupled to receive the
video sgignal;

a data detector coupled (50Q) to deﬁect a dats
associated with the video signal; ‘

a pj.:ocess‘or coupled (54) to the'v}atermark detectox
and data detector and which subjecta the detected data to
4 compression function and compares the watermark to a

result of the cowpressien function operating on the da(ta

an: :llows further playing only if the céu@arison is a
natch, - '



Crypt ographi c value. 26. A video player (52) conprising: an inbéugaste008 a
recordi ng Medi um (46) which outputs a video signal ; a watermark detector
(54) coupled to receive the video sjgnal; a data detector coupled (50) to
detect a dat%g associated wth the video signal; a processor coupled (54)
to the waterfrark GBEe¥tdC Bimregars Héntuotos, ammmmh&u@oﬁgggasg%

det ect efludat Boh01is aa CRAPH SRE{Q onf H@Céiﬂ%ﬂsﬁi}d Cﬂpar.es.th'e watermark to a
result of the conpression function operatin B Y@ -data  and

atlows. further playing only if the conparison is a mtch. -21 15 August
2003 27.. Thezd/i d I I m-2K, . wherein the conpression function is
a hash function g%mg ‘ﬁ%/tso l}r‘viL te?o &2%”“ VieEsip| ggérd@t.ad.aim 26,

wher ei PR EFeRNEe ralu@rypt ogr aphi ¢ val ue. -22 NMETHOD AND APPARATUS FOR
ENHANCED AUDI O VI DEO SERI VI CES W TH WATERMARKS AND ASSOCI ATED DATA
Abstract Method and apparatus for controlled copying of an audio or video
signal transmtted over a cable television or direct satellite broadcast
systemor the internet, Copyrighted (or other) audio or video material is
protected fromunwanted copying (recording) by the conbination of a

wat ermar k enbedded in the audio or video signal at the head end together
with additional copy protection data inserted in the audio or video
signal, either a ticket or a second watermark. Video |ine

~22-



' ' ing i i's used 15auhedtPoble
n the vertical blanking interval for (NTSC TV) is used 15@ay _
g?iie% (cryptographic counter). An audio or video watermark is enbedded in

[ [ [ [ [ i f the consumer is
tive portion of the audio or video. signal. Only i
&Pﬁlﬁﬁg to Bay a feeis the video signal with both the watermark and the

Y : \ : : he
i 0Dt anbi ApsALRTEH Nl hi 6,090 ARY clige
&gfgsharir?gsgmﬁathenaFicalﬁ$ﬁnég?ggjogﬁwﬁgdﬁﬁcéep, Zn6H§§|€§ %#ﬂ?ﬁ%y mat ch
is recording permitted. WTRWAIERMARKS tANDs ASSONSATED DAMAT ol may operate

[ ! [ di ng pl ayback
econd watermark in the audio or video. The correspon _
ng?cz outputs an audio or video signal which does not have the tlcketband
hence no further copying is permttefbstffast enables a single copy to be

made upon payment . '

Method and apparatus for controlled copying of an audio
or video signal transmitted over a cable television or direct
satellite broadcast system or the internet, Copyrighi_:ed ({or
other) audio or video material is protected from unwanted
copying (recording) by the combination of a watermark embedded
in the audio or video signal at the head end together with
additional copy protection data inserted in the audio or video

" signal, either a ticket or a second watermark, Video line
{21) in the vertical blanking interval for (NTSC TV) is used
to hold the ticket (cryptographic counter). An audio or video
watermark is embedded in the active portion of the audioc or
lvideo. signal. Only if the consumer is willing to pay a fee is
the video signal with both the watermark and the ticket
transmitted to his recording device which then matches the
watermark to a mathematical function of the ticket, and only
if they match is recording permitted,. Alternatively, this
consumer control may operate on a second watermark in the
audio or video. The corresponding playback device outputs an
audio or video signal which does not have the ticket and hence
no further copying is permitted. This enables a singlé copy
to be made upon payment.
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