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[0004] The firewall is typically located at the point of entry and scans incoming

traffic by comparing the traffic to predetermined criteria. Traffic not matching the
predetermined criteria is blocked or discarded. The predetermined criteria can include
parameters, such as port number, application IDs, source, destination, content filters, IP
address, machine names, and TCP/IP flags, as well as other parameters depending of the
complexity that can be tolerated and the degree of protection desired. The number of
parametérs to be matched to make a determination whether to pass or reject a packet
establishes a granularity of protection. A firewall having a coarse granularity may
inadvertently block desired incoming traffic because such traffic was deed undesired,
while at the same time it may not be adequate to protect against undesired traffic.
[0005] A security policy can be defined and/or enforced by a network
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SUMMARY
[0008] The following presents a simplified summary of one or more
embodiments in order to provide a basic understanding of some aspects of such
embodiments. This summary is not an extensive overview of the one or more
embodiments, and is intended to neither identify key or critical elements of the

embodiments nor delineate the scope of such embodiments. Its sole purpose is to
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the processor. The mobile device can also include an establisher that establishes a

communication with an external source and a designator that designates parameters
associated with a packet received from the external source and communicates the
parameters to a firewall. Also included in the mobile device can be an invalidator that
requests revocation of transit for the at least one parameter. In some embodiments,
mobile device can include a transmitter that communicates to a firewall at least one

~ policy update and a receiver that receives an acknowledgement or denial of the policy

from the firewall.
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owto a firewall and an invalidator that can revoke
Areméding tofomhembedimentisnihie degignator can specify a parameter associated

with at least one packet or request a packet from one or more senders. The invalidator,
according to some embodiments, can revoke transit of at least one packet, rescind a
request for a packet from one or more senders, revoke a transit automatically based on
at least one packet parameter, or revoke a transit based on a user input.

[0016] To the accomplishment of the foregoing and related ends, one or more
embodiments comprise the features hereinafter fully described and particularly pointed
out in the claims. The following description and the annexed drawings set forth in
detail certain illustrative aspects and are indicative of but a few of the various ways in

which the principles of the embodiments may be employed. Other advantages and
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[0025] Fig. 9 illustrates a conceptual block diagram of a configuration of a
terminal.

GLOSSARY OF TERMS
[0026] Firewall — device that only permits packets that satisfy a “security

policy” to enter or leave a network.

[0027] Host — network node that utilizes the network as a packet transport
medium. In a mobile device network, these hosts would typically be handsets or
wireless enabled computers.

[0028] Flow — bidirectional exchange of packets between two distinct entities.
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way of the signal).

[0031] Furthermore, various embodiments are described herein in connection
with a user device. A user device can also be called a system, a subscriber unit,
subscriber station, mobile station, mobile device, host, handset, remote station, access
point, base station, remote terminal, access terminal, user terminal, terminal, user agent,
or user equipment. A user device can be a cellular telephone, a cordless telephone, a
Session Initiation Protocol (SIP) phone, a wireless local loop (WLL) station, a personal
data assistant (PDA), a handheld device having wireless connection capability, or other
processing device(s) connected to a wireless modem.

[0032] Moreover, various aspects or features described herein may be
implemented as a method, apparatus, or article of manufacture using standard

programming and/or engineering techniques. The term “article of manufacture” as used
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transmitted to a recipient 110, located on the other side of firewall 102. Packet(s) 104

conveyed by sender 108 that are intended and/or authorized to reach recipient 110 are
relayed or allowed to pass through firewall 102. Packei(s) 104 not intended and/or not
authorized for such recipient 110 can be blocked by firewall 102 and not relayed to
recipient 110. In such a way, recipient 110 is unaware of and does not receive
unwanted packets and/or packets unintended for such recipient 110.

[0036] Recipient 110 can be configured to communicate with firewall 102 to
provide a set of rules of policies regarding sender(s) 108 and/or packet(s) 104 that the



data), classifies each packet, and perforns one or

nore actions based on such inspection and/or
wohemaicéiisat i on. Typical actions are to pass, BCO@Is2005/046801

and/or route the packet in a specific manner. Stateful

packet filters may al so take i nt o account previously

seen packets when performng classification. [0035]
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102.
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packet (s) 104 that therecipient 110 would_Iike i
tihedveapmitted 2o resipient W0 a Horeeipisabshusdovyisen Glpsss contags with the

I i f Ik I . - , .
VBHI L 8 phi B M OB R, RTBIECt}0 ot
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reci pient 110, Thu%, rec,imgi ent 110 can be configured
fugthenmailiaintardeddon Batnagsiyy soFkel r eval | 102 to update a

@%bkgy or %f,i%hteﬁoic@n%ls%a% bECKERNBM o séRBTS through firewall
ecl be to

i ent can further onf i gured
02 dnsstiélc abdayneteteeipiann & 1vs acting acoofiong afd Huesvadly 102 can block

packets 104 are desirabl e by inspecting,a Ji.st of.. .
o 1B S lieBmaci i apb BrhpmimngRRS R Ggs e iojpg fo various
ot P EPtethPRRS! ¥6r SQARIH, frOvAL1 0 2SR 2B bleny such Eackets
ecl pient 110 notifies firewall 102 that packets 10

106 'easeié on Eoterie praletopnkoet byragetworkorovidersfor exadpleo Firewall 102

reci pient 110. 1f recipient shuts.do I S.

% eBR o i okt J0f SeBerdilie ST RSBy Binef I ntende
REBYER 88 it packat RekidhSin U85 basR)Sthe sBiedee 108N THU) fiédwall 102 can
notify firewall 102 of the passive socket destruction

oaihtain guieerent sebakimles pppolicGesdon different fleiyiedser traffic

LSS ! g ol PR g i
Sdtenabod idddddes bHirswsln26D satakest 204 (. 9) @obildddyided that can be in

acting as a client_and firewal| 102 can pl ock packet
wirslesy copmpniopinik diost 384 ean ise fr AR les erlWdpT PGS, MRt phones,

ila%%p@,oﬂ’a%{iﬂélﬁ goﬁlﬁ‘lqu?Ja{i&lr' devices, handheld computing devices, satellite radios,

global positioning systems, PDAs, and/or other suitable devices for communicating over

wireless network 200. Although a number of firewalls(s) 202 and hosts(s) 204 can be

included in system 200, as will be appreciated, a single firewall 202 that transmits
communication data signals to a single host 204 is illustrated for purposes of simplicity.
[0040] Host 204 includes a transmitter 206 through which host 204 can initiate a
data flow or communication session and/or request updates to a policy maintained by

firewall 202. Host can also include a receiver 208 through which host 204 can receive



protocol and techni ques. For exanple, firewall 102 may
al l ow or deny such packets 106 based on criteria
wonred@cefi ned by a network provider, for exanmpCeUs2005/046801
Firewal | 102 nmay al so route the packet 106 dependi ng
on a policy established by fhe intended recipient of
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rom irewa rough transmtter
MBast deeitd BY Rostr20l iaad lﬂecl@ddimfoae fhegare sent.i Thia mdungs network

e o seeh e Egt won LBt g6y b 20 glhad e
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OW IS consi dere a$ outgoi hg and a passive
rdoam i s i nHosti20g.cah QAR a\meoddncempgmam (@tahQmeqh@ts;aadecode

et 1o e SOTRILEaLS B!V Lt st ors
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par ar conmunications, senders, etc. rom whi ch
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gickéﬂﬁ!ib RBEFEPAT deobesde hivd ﬂllefeﬁw@ hlbecz@& BMrbﬂrarishﬁmdd t he
essions and not allow themto be transm tted to hos
[944] By cokis. Qu}luwgtqs.arsam 308dor automaagally aﬁﬁﬁmnw%ﬂy

Bon(ikg%%g arHrewa lflc%)’ S@g%hl ?&)‘linclla&és MG 302 that can be included

in a network infrastructure and a host 304 (e.g., mobile device). Host 304 can receive

incoming packets of data 306 or can initiate outgoing packets of data 308. When
receiving incoming packets 306, host is operating in a passive mode and is acting
similar to a server. When initiating and sending outgoing packets 308, host 304 is in an
active mode and operates similar to a client. In either the incoming mode or the
outgoing mode, the data packets 306 and 308 generally should pass through firewall
302. Based on a set of rules or a policy 310, firewall 302 can block, pass, or redirect a
packet 306 and 308.



are not desired by host 204 are bl ocked before they

are sent. This reduces network traffic because such
woaclembss1ar e not sent and then di scarded by hoBCTZ2082005/046801

Instead, the determnation is made at the firewal

202, before the packets arel@ransmitted to host 204.

[ 0043] Host 204 can include a decoder conponent (not

shown) that can decode a received signal and/or data
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cqmniiod loyriaomifondl Gows e wast 564 MATFAICBipdb,y op BRI esignator
BH mag requesst%a% %tpla\él?et SRR 8relggﬁtty1§e§caﬂﬁ)og #%m one or more senders

should be transmitted to host 304. If, after requesting the transmission of such packets,

it is determined that the packets are no longer desirable, the invalidator 314 can revoke
the request of certain packets. This revocation can be performed automatically and
autonomously by system 300 based on certain parameters (e.g., size of packet, type of
packet, or other criteria).

[0048] The revocation can also be based upon a manual input received from a
user of host 304. For example, packets may be specified as being intended for user.

However, user may decide that such packets are no longer desirable for a variety of



[ 0046] Designator 312 can be configured to designate
paraneters associated with a packet 306 that host 304
woruetheditke to recei ve and comuni cate such parPammiSenns/046801
to firewall 302. Such paraneters maybe subject to
policy 310 constraints. Hostl 304 can request transit
of specified incomng flows {e.g., packets 306). Flows
can be specified by designator 312 by a set of
réakbiise Msar tandhasllyrevoketadh gavkets dirongtt ahintesfave agsociateld with
of the fields avallable in a packet's header, for
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hat
U AR B AR08 SR 21510 SO B g B s o
RHP4E6S andHobibaf BiaB8té Metemaine memer i mgnndwﬂl be viewable can be

automati cal ly and aut ononmously by system 300 based on
eseloxddn paraneters {e.g., size of packet, type of

[Qﬁg‘g be b it 2%1’ U%Igplre' 1 85rhidk Pd 1008 falB 8ard Sé’&ﬁﬁfo'y&ﬂ Edtexample,

manual 1nput received froma user
taé chrafiand Ode intaface )campdompt Nagkby 8 texhyncseags pg @idispday and an

b t ended f
iIpRkE NS a9 B BT DU BT gfeage-, ¢ By bAifthan
@‘E&ﬁ@%ﬁ%le Mstha ﬁ@l‘? sUEH h@ilbﬂa—ﬁﬁﬁ@ﬁ?mﬁﬂ%r&é&ﬁkﬁhﬁg to an option

rough an intertface assoclated with host, 'such as
provided dethe int&fate PrO0pdr aHessWETY agpuestisnapiserbinthe progept. It is to

b ppresiated BRLR FRma0d ORe FRGRF Raot EppliYed it pedfn with a
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session in a timely manner. For example, firewall 302 and/or host 304 can make a
determination whether the session is broken based on lack of traffic from a peer (e.g.
other mobile device, other communication device, ...). The determination based on the
broken session can be included as part of the protocol itself. In some embodiments, the
determination can be supplied by an underlying transport, such as Transmission Control
Protocol (TCP) keep-alive segments.

[0052] If it is determined that a session is broken or is terminated, the flows
previously requested by the host 304 can be automatically revoked. In such a manner,

all packets intended for host 304 are automatically blocked by firewall 302 and are not



boxes, static controls, drop-down-nenus, |ist boxes,

pop-up nenus, as edit controls, conbo boxes, radio
woutdemass1s check boxes, push buttons and graphPCT,msx.sm46801

In addition, utllltles to faC|I|tate the presentation
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configured to communicate with designator 312 and request (or re-request in the case of

a broken session) transit of desired flows.

[0055] Fig. 4 illustrates a system 400 for automatically and dynamically
configuring a firewall policy. System 400 includes a firewall 402 configured to
transmit, block, or reroute incoming packets and/or outgoing packets. Also included is
a host 404 that can include a designator 406, an invalidator 408, and an initializer 410.
Host 404 operates in a passive mode for incoming packets and in an active mode for
outgoing packets. System 400 operates similar to system 300 illustrated and described

with reference to Fig. 3.



A firewall control conmponent (e.g., designator 312)

can detect that a passive socket on TCP port 80 has
woeers/oeyxat ed. Control conponent establishes cearask00s/046801
with firewall 302 and requests firewall 302 to permt

fl ows destined for the handsbt's TCP port 80 to be
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or deny the request. External parties can initiate
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RAM (DRRAM). Memory 412 of the disclosed embodiments is intended to comprise,

without being limited to, these and other suitable types of memory.

[0058] Fig. 5 illustrates a system 500 for configuring a firewall and reducing
network traffic. Illustrated are blocks that can be functional blocks that represent
functions implemented by a processor, software or combination thereof (e.g., firmware).
System 500 can include a detector 502 that can detect one or more firewalls included in
anetwork. A communicator 504 can be configured to communicate with the detected

firewall. Such communication can include, but is not limited to, requesting



configurable firewall technol ogy and reducing traffic

in a wreless conuni cati on system A processor 414
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in a wreless communication system Processor 414 can

be a processor dedicated to analyzing informtion
esRbRihnasht bfa bession apdéifying aarditadfispecified mcomingfows révking one

sent by hqgst _404, a rocess r that. contr Is.o e, Qr

QR SR ADES. OF OUFE PRS AbtmABiFEom, Also el 1t fgtem 500

c*aﬁﬁo@ aﬁgghﬁagﬁoaacﬁ& 36 B8 LAk BsurbdMoQlpdBiel 35b1ic§ @@s}o\éﬁeédhwh the

host ontrols one or nore conponents of syst em
fite®all [ UpBatingVhepolcyien mcamdmh@nges;tp @n ekisling pelinyais avtamatically
th. d red ets sen
Qi e G halRs S arertiRalg FR I ystom 5905y @ vser.

[0059uNi C atm%BmE%hmaﬁnéi@ss tsy@aﬁl 500 cavakd idQide aftlifspector 508 and
such that system 400 can enpl oy stored protocols

aamm@er 51 Q¢ omspeetas 508 cm:hq: eandighradd ingpret lish of open network

nlc tion,traffic
SRR G B0 5B ek SRy E 0, SPLIBE i gonfiurd
t@%teﬁerﬁtfe%fﬁltﬁlﬁe GequestROTHd @‘Fz%ran ohen raqm‘sﬁvedmlaesmbhdened on and can
herein can be either volatile nmeno % nonvol atil e

genetsa reypoation Wheslanassivoiaskeids alosed 14 YFSTR SO0 Feferqusring from
anﬁr %1%/ OJit% fﬁ@@éd%ssﬁ)ﬁaﬁﬁlcﬁnﬁﬁglspgfe%%bl% @(.Ilée@'?nay be(e erated to

€ nenory can inc ,
gvggg&ow@mblleeecﬁ@ﬂs( IF’lRC]\/D el ectrically pr ogr armabl e ROM

el ectrically erasable EEP 0 flash
l.%@ﬁ@ir y. Voina‘fl‘?‘f'@ Ha@r?efﬁslp sysirat 5?% 8@%

c?l él chﬁ' not f;ﬁém%ﬁteﬁ’fﬁ 8EdPdanEARME OB ﬁpfn)bre ﬁ}’)ects of

ean imtation, RAMis available in
ﬂhiawmcﬁt&remaoslunéntayvﬁmedhttmuppmcw witRea@renehtodhs diagams of

Eigind | D eaRAPose T NEeI B ahp Posiaitr D yndifaippare

@?@Mﬁ“ lﬂﬁwd 2 SerfllsloF Gbts Wlo%%cﬁ@}?%%o bdVRIREf00d and

. scl osed enbodinents is inténded to
g atedthatdhe hnmaﬂhodo@gm ar¢ nottlisniteddyy the ester ahactstan é@me acts

sui t.abl e es . 0058 I r.at
S8 AP SURRERE P DIRFR TR IR pests P ity B o
OSIMBEN1 with B‘[h%r adt fromt that-Bewalhad BedReilsed hétaln. dMdsrebeer, not all
functional blocks that represent functions inplenment ed

ﬂbﬂsmatpd edesuybe repitedde snplemewitnsihpdangy Werceerages with one or
I %en%e%%(g% {)f t%?ls(g{ns (9 emﬁ meﬂtgl Fqug 10 ﬁd%%)?%tlﬁéd ﬁ’lggthE I'\lfgltlous acts

nore r ewal
Ay e ﬁrhpleﬁaeﬁ@mﬁﬁfﬁbﬁcﬁrbﬁ[ h&Qdaean cbmbmﬁém theteefl ot any other suitable

rc;l%aanl;u (re] IgC gctevelcew systerg hperogeesg ec%;n%gnent) for carrying out the functionality
associated with the acts. It is also to be appreciated that the acts are merely to illustrate
certain aspects presented herein in a simplified form and that these aspects may be
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may be required to implement the following methodologies. Those skilled in the art
will understand and appreciate that a methodology could alternatively be represented as
a series of interrelated states or events, such as in a state diagram.

[0061] Fig. 6 is a flow diagram of a methodology 600 for dynamically

permitting the transit of legitimate incoming data flows. Legitimate incoming flows are

those that a device has previously requested. For example, a device may know or infer
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flows that were previously requested. If the determination at 604 is that a revocation

request was not received (“no”), the method 600 continues at 606 and the flow is
allowed transit through to the device. If the determination at 604 is that a revocation
request has been received (“yes”), the method 600 continues at 608 and the transit is
blocked before sending to the device.

[0065] In the above methodology 600, the transit request and revocation of
requested flows may be received at a network firewall from a mobile device (e.g.,

handset). The network firewall can allow or block the transit of incoming data flows



a series of interrelated states or events, such as in

a state diagram [0061] Fig. 6 is a flow diagramof a
wortdspded1ogy 600 for dynami cally permtting thecrnan®sn46801
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firewall and request transit of desired flows.

[0070] Fig. 8 is a flow diagram of a methodology 800 for automated firewall
protection and reducing network traffic. The network traffic that is reduced can
included unwanted and/or unintended traffic, broken sessions, terminated sessions, and
the like. At 802, a handset desires to receive an incoming communication flow and

operates in a passive mode or as a server. Handset creates a passive socket, at 804.

This passive socket can be on a TCP port 80, for example. In some embodiments, the
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the method 600 continues atl’®08 and the transit is
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revocation request to the firewall.

[0073] With reference now to Fig. 9, illustrated is a conceptual block diagram of
a possible configuration of a terminal 900. As those skilled in the art will appreciate,
the precise configuration of the terminal 900 may vary depending on the specific
application and the overall design constraints. Processor 902 can implement the various
embodiments disclosed herein. Terminal 900 can be implemented with a front-end
transceiver 904 coupled to an antenna 906. A base band processor 908 can be coupled
to the transceiver 904. The base band processor 908 can be implemented with a

software based architecture, or any other type of architecture. A microprocessor can be



[0069] In the above nethodol ogy 700, for exanple, an
apparatus (e.g., nobile device) can detect a broken
weeswiceysiand contact a network firewall to revekeUs2005/046801
requested flows. If desired (e.g., by a user), the
apparatus can reestablish al®hew session with the
firewall and request transit of desired flows. [0070]
Fig. 8 is a flow diagram of a net hodol ogy 800 for
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a module, a software package, a class, or any combination of instructions, data
structures, or program statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving information, data, arguments,
parameters, or memory contents. Information, arguments, parameters, data, efc. may be
passed, forwarded, or transmitted using any suitable means including memory sharing,
message passing, token passing, network transmission, efc.

[0077] What has been described above includes examples of one or more

embodiments. It is, of course, not possible to describe every conceivable combination



[0072] In the above net hodol ogy 800, for exanple, a
nobi | e device can establish the network connecti on,

wdeimokoan open passive socket, establish cont act/usedos046801
the firewall and request permtted flows. The nobile
devi ce can further make thel%eterm nati on whether the
passi ve socket is open or closed and, if cl osed,
generate a revocation request to the firewall. [0073]
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unctions, provide control and overall system

managenment function. A digital signal processor (DSP)

can be inplenented with an enbedded conmuni cations

software | ayer, which runs application specific

algorithns to reduce the processing demands on the

m croprocessor. The DSP can be utilized to provide

various signal processing functions such as pil ot

signal acquisition, time synchronization, frequency

tracki ng, spread-spectrum processing, nodul ation and

denodul ati on functions, and forward error correction.

[0074] Term nal 900 can al so include various user

interfaces 910 coupled to the base band processor 908.

User interfaces 910 can include a keypad, nobuse, touch

screen, display, ringer, vibrator, audio speaker,

m crophone, canera and/or other input/output devices.

[0075] The base band processor 908 conprises a

processor 902. In a softwarebased inpl enentation of

t he base band processor 908, the processor 902 may be

a software program running on a m croprocessor.

However, as those skilled in the art will readily

appreci ate, the processor 902 is not limted to this

enbodi ment, and nay be inplenmented by any nmeans known

in the art, including any hardware configuration,

software configuration, or conbination thereof, which

is capable of performng the




various functions described herein. The processor 902
can be coupled to nenory 912 for the storage of data.
wpQW6AK9AIE i s to be understood that the enbodi PEDUS2005/046801
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rk firewall to manage network traffic. 2. The
nmet hod of claim 1, further conprising:

5. The method of claim 2, further comprising:
determining whether the passive socket is open or closed; and

automatically revoking the request to the firewall to permit flows directed to the

passive socket.



detecting if a passive socket has been created; and
requesting the network firewall to permt flows
wdiomobexdst o t he passive socket. 3. The net hodpof/usk@snacso1

2, further conprising: closing a web-server

destroyi ng the passive sockél; contacting the

firewall; and requesting the firewall to deny flows

directed to the passive socket. 4. The nethod of claim

&, LUAtﬂikghod:f@ma hbstite gutodetiesliy retowgr filoat Hbrokt sespian s¢ongprising:

socket is .open or c] osed; d all owi_ng further

conmuiSABENG A remets éitr%‘aalf ® «'ﬁﬂ@v twapsiiaf @g%&ﬁéfecwﬂ t gileast one
ekElidiS open. 5. The nmethod of claim2, further
onprising: determ ning whether the passive socket is

open datectingaddokearsdssaar;omat i cal |y revoki ng the request

to the firewall to permt flqws directed to t

passi ’i?@o}é‘a%ﬁ%tpaﬁf(etﬁgw ff_ckgrm ﬁﬁﬁﬁsgt‘m? BPAAGHEL i cal |y
I eCOVREINIRMNG AHAKRRsiSLSRIGON, conpri sing: requesting
a renote firewall to allow transit of packets directed

t 0 at releesting transioplalessatRews. detecting a broken
session; revoking the packet request directed to at
| east one open socket; reestablishing a new session;

And I eRMRStHoNGf ElaRR Bl feqRéstilg phelets ditertdl to 4t leddi@nBepéiDsbcket
of claim®6, requesti ng. packets directed to at |east
iS

Brdbenpunprisiesanerating Bdist elorsientonsg sgelirds-at i ng a |i st

of current open sockets. 8. The nethod of claim®6,
requesting transit of desired flows further conprising

8 egenghéineth@dlolf €lairh 8t regliesting raasic kBdesire® flowh furthet bardprising
of claim®6, detecting a broken session further
regapArptinghe Hstfopan pRckg!st hat the at | east one open

socket is closed. 10. The nethod of claim®6, detecting

a broken session further conprising observing a | ack

of tr @hé metHod @fchin&edetdditigeebroken session further comprising

ascertaining that the at least one open socket is closed.

10.  The method of claim 6, detecting a broken session further comprising observing

a lack of traffic from a peer device.

11. A mobile device for configuring a network firewall, comprising:
a processor that analyzes information related to configuring a firewall to reduce
traffic; and

a memory operatively connected to the processor.
12.  The mobile device of claim 11, further comprising:

an establisher that establishes a communication with an external source; and

a designator that designates parameters associated with a packet received from
the external source and communicates the parameters to a firewall.

13. The mobile device of claim 12, the external source is a web-server.

14.  The mobile device of claim 12, the parameter is an open passive socket.



11. A nobile device for configuring a network
firewall, conprising: a processor that anal yzes
wonbtmroaedtison rel ated to configuring a firewal |l PCD/US2005/046801

reduce traffic; and a nenory operatively connected to

the processor. 12. The nobi P& device of claim 11,

further conprising: an establisher that establishes a

communi cation with an external source; and a

desi gnat or that designates paranmeters associated with
packet received fromthe external  source and

125@ mufiecaelide davicendiciingt s Burthgr gomprisigin invalidator{pat requests
1J\”%(E3 éa'tigng?ﬁ Ttﬁhfaﬁlaﬂ t_Jq%gp Re ¢t ernal source is a

-Server. e nobi evice of claim 12, the
parameter is an open passive socket.15. The nobile
device of claim. 12, further. conprising an invali dator

ofmﬁllmé\

Yhat Faguetiledsicrtsamg PUS% the at | east
one PARABLREr thdRomhilmidRdith & WA ﬁt 184st Bﬁ%&c]y]@date' and

further conprising: a transmtter that co ni cates to
a fi rewabiverthal reesvesamechndvwledganpaia vedemaal f therpmdiey from the
hat .. recei ves an acknow edgenent or denial of the
PRlly fromthe firewal|. 17. An apparatus for use in
nobi | e device for reducing network traffic,

conprising: nmeans for detecting at |east one firewall; |
HeansAfhepparatmsriorivse it mgbilg ddyigeHer eadupiag setwerle traffic, comprising:

firewall: .an ans.for. d maally updating a policy
assocts a%ﬁg?%EWﬁ@I&?ﬁf’ggﬁmgﬁg firewal |. 18. The

appar gk of cerh@uficdting Wit tHeex leasauei fiewall;means f or

i nspecting a list of passive sockets., 19. The
apparmewns of dyamieallyupdating apelicyaspaciaedyithihars 1qagione
ﬁf%%}éhfyi ng desired incomng flows. 20. A conputer
readabl e nmedium for use in a nobile device, said

medi um havi ng conput er - execut abl e instructions for:

est abl i shing a network connection;, detectjng a passive
18 c ke The,apgEites el 14 11, {REICE SURPASIRR BGARLORBIReCng a list of

ﬁ%g@gg{,&&&; contacting a firewall; and

19.  The apparatus of claim 17, further comprising means for specifying desired

incoming flows.

20. A computer readable medium for use in a mobile device, said medium having
computer-executable instructions for:
establishing a network connection;
detecting a passive socket associated with the established network connection;
contacting a firewall; and

requesting the firewall to allow flows directed to.the_ passive socket.

21.  The computer readable medium of claim 20, further comprising computer-
executable instructions for:

terminating the network connection;

destroying the passive socket;

contacting the firewall; and



requesting the firewall to allow flows directed to the

passi ve socket. 21. The conputer readabl e nedi um of
woleierme®d5 further conprising conputerexecut abPeT/US2005/046801

instructions for: term nating the network connection;

destroyi ng the passive socké?; contacting the

firewal | ; andrequesting the firewall to deny flows

directed to the destroyed passive socket. 22. The

CoMpUukglicstitatrtirewaR & denyaiovd ditediedQo tHeddsheyed passive socket.

conpri sing conput erexecut abl e instructions for:

determning if the passive socket is open or closed,

q ovi . . .

B st DAt A d3Ble ORI 20, Bl SEL b d Monputer

¢xeagtalib énstmdiiomm fof: cl ai m 20, further conprising

conput erexecutabl e i nstructions for: determ ning

whet rf%eﬁerfm@nsé@t?f%ssw& et isonspon closed 2Bl ed; and

aut O”de\xﬁﬁ‘%\gﬁg{eﬂ!@ﬁngﬂicﬁﬁkﬁl GiRQURASH thdpdshige Sl doBket is

flo L e h

perm t Irec to the passive socket if the
@masi ve socket is closed. 24. A processor for use in a
nobi |l e device to execute instructions for dynamically
updating a firewall policy, the instructions

SOOI TRd Qnp & BsdabOmadiun@Felaif e, ﬁhﬂl@i"@dlﬁﬁbﬁsing computer-
communi cating with the at |east one firewall; and
ekenutable andtyactipabefioisng a pol i cy associated with the at

| east ,one .firewal, . .25. The ocessor of, cl.aim 24, the

| nst r ST PEREe RS oYy etk S ARt ooy v

r eVOkiuﬂQmﬁtli&l]g%\i'dﬁng'ﬂﬂhe sathasitasn thetirewall hep&atiefléw@iresed to the
a session is broken.26. A handset that dynamcally

passive geakebifdhg pasaixapocketisgisedi ng: an initializer that
establishes a session wth a firewall; a designator

t hat designates at |east one flow and comruni cates the

24. | eagfrocRoritbowetin aandbile deriké to exeduta instrueddrisdat dynamically
that can revoke transit of the least one flow. 27. The
redstins e fspwell nelipyp e IRHRICHNS QRIS peci fi es a

par angliedin3ss AakAIR G Al at

communicating with the at least one firewall; and

dynamically updating a policy associated with the at least one firewall.

25.  The processor of claim 24, the instructions further comprising:

automatically revoking the policy at substantially the same time as a session is

broken.



| east one packet. 28. The handset of claim 27, the

paranet er conprising one of an exact value, a val ue
woieds/o6e15al ue range, and an open socket. 29. PO®/US2005/046801

handset of claim 27, the invalidator revokes transit

of the at |east one packet.240. The handset of claim

26, the designator requests a packet from one or nore

senders. 31. The handset of claim 30, the invalidator

1S Ci AdandsBethhedmasiticalgiconfipackefirdwatijéhpriong or nore
senders. 32. The handset of claim?2 the i nval i dat or
revok@smltﬁhzqrrthﬂé?ﬁf@b]aﬁheé?fﬁ?ﬁS]é’&Ilel‘b expllon at | east

one paa(gégfg(tgla{g@l,} é’*si’kt 16'59@011!351@618 e Mﬁﬁbﬁb@@e af i%gst one

i nvall revo e Transit user I nput
flow to a firewall; and

an invalidator that can revoke transit of the least one flow.

27.  The handset of claim 26, the designator specifies a parameter associated with at

least one packet.

28.  The handset of claim 27, the parameter comprising one of an exact value, a

value list, a value range, and an open socket.

29.  The handset of claim 27, the invalidator revokes transit of the at least one

packet.

30.  The handset of claim 26, the designator requests a packet from one or more

senders.

31.  The handset of claim 30, the invalidator rescinds the request for a packet from

the one or more senders.

32.  The handset of claim 26, the invalidator revokes the transit automatically based

on at least one packet parameter.

33.  The handset of claim 26, the invalidator revokes the transit based on a user

input.



