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al | of whi ciosket niebebyt 90862104 &deh rupisr on09/17BarlegtiRds of the
I nvention 15Data storage devices, which are used in both short- and

| ong- t ergn copabist ROS199Y, @na'&og%;eg'bah.spaatenpfapﬁiﬁ(éﬂbﬂ eRfERIFR{e SYSt ens.
Wil e factors such as costs, devicé formfactor, storage nedia size and

capaci ty, aghriutsrRy AeWateNBIHORCANGEA JhdratiB oD StaStod DeVRSY t ance, of

primary concern is the ability to maintain data integrity. 20Techni ques

ot acti on ¢ Bepe 2 e Tt ogoRE A By chec
{roal data BragyougiesBf Bol78 g ity th by dRE 18R MR LOLRRTRE) 34 1 dea
by the genelggst_ipggerﬁ %b%fi]coartrilbﬁlen i é(c) "h}llﬂti-Pel?/te?EProPDetection and Correction
10 Technique for Data Storage Recording Device", invented by McAuliffe et al.,
and_having an internal docket number of 9086/102 and a serial number of
09/176,014, filed on October 20, 1998, all of which are commonly owned
and all of which are hereby incorporated by reference.
Backaround of the invention
15 | Data storage devices, which are used in both short- and long-term
capacities, are an integral part of modem computer systems. While factors
such as costs, dévice form factor, storage media size and capacity, and
recording and recovery times are of high importance, of primary concern is
the-abili.ty to maintain data integrity.
20 Techniques have been developed to detect data errors. One
commonly used error detectidn technique is known as a polynomial or
cyclical redundancy check (CRC). CRC generators are preloaded with a
generating polynomial G(x) and treat data blocks as a polynomial D(x). The
data pblynomial D(x) is divided by the generating polynomial G(x) to obtain é
25  quotient Q(x) and remainder R(x), éuch that D(x)/G(x) = Q(x) + H(x),'where
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25 quotient Qx) and remainder R(x), such that D(x)/x) = Qx) + R(x),
where R(x) is known as the cyclic redundancy check (CRC). CRCs are '
generated over the data and recorded along with the data to the storage
medi a. Durwgﬂ recovery of the data fromthe storage ' .ng a

| at er sessi on, ;"'t & CRC i s regenerated fromthe recoveredrp‘ggi{u%gg«zﬁ%d conpar ed
to the recorded 5 CRC acconpanying the data to determ ne whether or not the

dat a cont ai

of dara i ?ﬁéﬁnﬁameﬁ S vifugouTdnty chPef B35 ?%%%a@f%%{%%fﬁéffnmﬂggi
oot | Ao oBt e A éﬂéﬁ desedaBRo ihafe gals te&na” qrede Med, DG, e ORC

value as that of the - 8rrect val ue of a (ﬁlata Eet, CRC checks cannot
guar ant ee aé recoyervQl dhs driadram thielqmaas aedia dyring akaler sesr'ami®g an error
Is falsely accepted as a good packet because the error is undetectable by
the CRC gen(grpa@bsr’e%\"?(@tﬁq%émbéfﬂ@ r%qmvafedp#aé@éﬂﬂﬁ@mp@é%mmriac%e?nom al .
This fal sely detected "good" packet is herein termed a "rogue" packet.
15Accor dPngiGRC ﬁﬁCQjﬂl@iylflgath@rC&ﬁa to determingivwgthenor net theedataxostaing or a

met hod of detecting and correcting rogue packets in data recovery systens.
Sunmary of @heertany €MGoare ubedul i detention ohahighmer¢entagenof/ddtaesonssd f or
detecting rogue packets 20 in a data buffer. In accordance with the

i nventi on, &oweyerbecawsedhin@RAivisionénkasedeah perfarsing & dogic! axalnsiveluri ng t he
recordi ng session by a segnent CRC generator and recorded along with the
data to t heOR (X@BEohedensn of bits, andtharefgreatheaight cembinatign sépasition onl y

t hose packets which pass a packet-level error detection test are all owed

i nto the daaadhuhfoar of ¥henrs coukblagift ¢ theegmenCRCsvdlud hethatiof theso- cal | ed

"good" packets, and the segnent-|evel
10  correct value of a data packet, CRC checks cannot guarantee accuracy.
Accordingly, occasionally a packet containing an error is falsely accepted as
a good packet because the error is undetectable by the CRC generator
- using the particula} predefined generating polynomial. This falsely detected
“good” packet is herein terméd a “rogue” packet.

15 Accordingly, in order to ensure data integrity, a need exists for a

method of detectihg and correcting rogue packets in data recovery systems.

* Summary of the Invention

The present invention is é novel method for detecting rogue packets
20 in a data buffer. In accordancé with the invention, a segment-level CRC is
generated across the data and during the recording session by a segment
CRC generator and recorded along with the data to the storage medium.
During a data recovery session, only those packets which pass a
packet-level error detection test are allowed into the data buffer. When a
25 Dbuffer segment is filled with so-called “good” packets, and the éegment-leVel
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CRC associated wth the segnent is recovered fromthe storage nedium a
segnent -1 evel error detection test is perforned across the segnent-| evel
CRC and the contents of the buffer segnent. The segnent-I|evel error
detection test will detect an error if the segnent contains a rogue packet.
51f the sey®MB728bnt ai ns a rogue packet, a Reed- Sol onon PymdisesmI3pair i s
cal cul ated across each row in the buffer segnent. |If both syndrones are
zero, the row does not contain a rogue packet. If both syndromes are not

zero, the sYIRC assogiatied with the edginentslrecdadred from theaadrags niddigmpat enti al
rogue packet. Once the location of all the potential rogue packets are |o

det er m ned, sefgmenpleoslerfdr detaption pestis berferintedcadross thecdagnidaedkiand error
correction is performed on the segnent to attenpt to correct the rogue

packets.  CRC hRd#&esktapefthd Bufidiescali MRBlsegehhiRvelypéit i on, a data
segnent includes a plurality of data packets arranged in a square array.

Foreach 15 ddelciof STl detbliCirPoRbrt INCsdt dh cORIERCA IaleGRslRe( EOC) packets
rect "elther

per row, colum, and diagonal that are used to cor one or two

m ssing gackets if'ﬂwé‘?é‘g\rﬂ@ﬁ@c N sS%gtg%‘g.aaf%g%ﬁgggﬁolorﬂ_gﬁsﬁo ackets

contain Reed-Sol onon t redundancy a segnen as a
ndi na. . . ¢ h

dat a 20 andPRAE S3EaRkicibed Gl iihe bl el @ SphdmeRes pondi ng

ket h [ 1d. Lid. | itipn, ..th ST t ai
Count of & ha e eeBer egP R ek Sl Broalh Blcket Ber) SRRt A “ana
di |, I nb f . d, dat ts inth t. Th -
count s ar e 182Dy "8 YRR elbisred rohBiE 0% Popled T2 B5BHR! m ne. when
ceqnent  cor LA RAFKEETPUFE edlocation S AENR goleRaHAoUe PARGRO @ r oct | on code
wth twg regundant code words provides the ability to |ocate a single error
and cor r&ct dptermgied; Meppteniid! rague prckelsre etiectivrly pmsadiasdertare known. To

correct two errors, the known | ocations nust be erased or reset to zero so

that they dEOHRRUORIRPRITBMed amthe segmenttaattemphto crrret HirbragsBeul at i ons.

packets.
In accordance with one embodiment of the invention, a data segment
includes a plurality of data packets arranged in a square array. For each
15 data segment, there are two error correction code (ECC) packets per row,
column, and diagonal that are used to correct either one or two missing
packets in any data row, column, or diagonal. The ECC packets contain
Reed-Solomon two redundancy data. Each data segment has a
corresponding packet status table (PST) that contains an entry for each data
20 and ECC packet. Each PST entry indicates whether its corresponding
packet has been reéeived an'd is valid. In addition, the PST contains a count
- of the number of good packets pfesent in each row, column, and diagonal,
and a total number of good data packets in the segment. These counts are

used by a segment correction processor (SCP) to determine when correction



During normal operation, the SCP uses only erasure correction for
correcting either single- or two-packet errors. Under error recovery |o*
conditions, after a segnent CRC test has failed, the SCP determ nes the

| ocati on of e packet using the first formof error and
correction. @?féﬁ%gp cal cul ates the syndronmes for each rovycq'%ﬁséb?’ggul ting
syndronmes will both be zero if the row has only good packets. |If the row
has one or ets, the nes are. zero. The SCP then 15
Laes bot h syARPEAPAIER FEMEGeBineh H% SCroie Beat St B 2 SBOMBRE 1 a1 r ogue
packet. If there. is on| gaone rogue packet, the corresponding PST entry is

marked as nGPTRENOD 3RWNM®Sng jts corresponding row, column, and di agram
count, al ong vvlth the total good packet count are each decr ement ed, and the
SCP i s restart edUsig nBrediSolamenseqrrastion gade ¥itp tworedyndant ged® ect t he 20

m ssi ng packet and repeat the segnent CRC test. Assuming that it passes the
segnent CRCWasdy prowmsglégﬁ@hwma@ 2 &GIe eEorand RIEACt foPr oMl and t he
read process continues. The rogue packet detection portion of the SCP

sear chesSeatwo eows if the ipeationdiang known.r boycBTectHWY &rBIrs.the kKBEwWNThe SCP can
determ ne a possible 25 colum | ocation in each row that one or nore rogue
packet s ar eldcatianseohushbe Brasadsr mgded to aergesocthattheyfdotriod cootyibeteparcket col um
| ocation can give sone credence to the result. Nanely, if it exceeds the
nunber of cefrontesmita théeyriiBdmetcaEutations.pr obably nore than one rogue packet
in the row. After a rogue packet is found, rogue packet detection is

resumed until-5 Dbendg astmdl @peiation) thedSGR dsesanly drastre gorregtisn foacket is
| ocated, the SCP sets a "rogue found" bit. Each tinme a rogue packet is

| ocat ed, or cbhectingsdithepsinfias ob®ePparket easrd, Uidwe erCPremivena " done” bit.
Brief Description of the Drawi ng 10The invention will be better understood

from a readcbadifiénd, Akef leb?rWeﬁgCFi@ttékt' ik fAASE the BiOMdétakfines the onj unct i on
with the drawing in ke reference designators are used to designate
like el emeniszatigher 4 '?odma' fd¥ket using the first form of error location and
correction. The SCP calculates the syndromes for each row. The resulting
syndromes will both be zero if the row has only good packets. If the row has
one or more rogue packets, the syndromes are non-zero. The SCP then
15  uses both syndrome terms to calculate the location of a potential rogue
packet. If there is only one rogue packet, the corresponding PST entry is
marked as not received, and ité corresponding row, column, and diagram
count, along with the total good packet count are each decremented, and the
SCP is restarted for normal correction. The SCP will then correct the
20 missing packet and repeat the segment CRC test. Assuming that it passes
the segment CRC test, the segment is released to the host for reading and
the read process continues.
The rogue packet detection portion of the SCP searches each row
including the row ECC and column ECC. The SCP can determine a possible
25 column location in each row that one or more rogue packets are located in.
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FIG 1is a block di agram of a systemin whi ch the invention operates; FIG
2 is'a diagramillustrating one enbodi nent of the contents and 15
organi zation of a buffer segnment inplenented in accordance with the

i nvention; FIG 3 is a diagramillustrating one e I ent. _of a
packet st al"®P% e (PST) entry; FIG 4 is ang’lgiﬁjggg 7303
Illustrating an exanpl e enbodi nent of a PST 20 i nplenented in accordance
with the inyention; Fl 5is a flowhart il]ustrating one enbodi ment
of & ot hod ASHOPRJANGS PhesiThe &gt Pasisel BONTBIoGRIT fENEVORHP  ecover y
session; and FIG 6 is a f|lowhart of one enbodi npnt of a nmethod in
accor dance ®ad9enes o thevesull- Mamely, ﬁét%ﬁ??&bthﬁmé‘"mﬁfa??ice s 1 W gue packet .
25 Detailed Description A technique for detecting and correcting
rogue packeP$Ti these ifaprabally siate g erIRGUE RESKEB their-der to provi de

i ncreased data integrity is described in detail hereinafter. For purposes
of illustration, Aftérea raguermecket is SoBdi segus praket deteptiontisiesymeduntl magneti c
tape drive; however, the nethod of the invention may be enpl oyed in any
appl i cat $ onthghlastropes pooessed.r Bachltimed iaguegpagketds lasatéd the SCat a.

Turning nowto FIG 1, there is a showm a block diagramof a system2 in
whi ch t he | setsrd frogueofoendt ik . ESyhstimenaogue padicat isilodates, bufhfedastlirow an

has been processed, the SCP sets a “done” bit.

Brief Description of the Drawing

10 The invention will be better understood from a reading of the following
detailed description taken in conjunction with the drawing in which like |
reference designators are used to designate like elements, and in which:

FIG. 1 is a block diagram of a system in which the invention operates;
FIG. 2 is a diagram illustrating one embodiment of the contents and

15 organization of a buffer segment implemented in accordance with the
invention;

FIG. 3 is a diagram illustrating one embodiment of a packet status
table (PST) entry;
FIG. 4 is a diagram illustrating an example embodiment of a PST

20 implemented in accordance with the invention;

FIG. 5 is a flowchart illustrating one embodiment of a method 500 for
performing error correction .dUring a normal recovery session; and

FIG. 6 is a flowchart of one embodiment of a method in accordance
with the invention for detecting the location of a rogue packet.
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| oassoci at ed packet status table (PST) 12, read logic circuitry 4, a data
packet error detector 6, a segnent control processor (SCP) 8, and a segnent
CRC generator 14, a segnent ECC generator 16 and a segment error correction’

circuit 18. d,00i ¢ circuitry 4 processes incon ng datg- k. S3hNAL from
9%2 0 5@%
a read chanv?'\gﬁ not shown) that recovers data froma storage nedia 15 (not

shown), such as a magnetic tape. Read logic circuitry 4 decodes and formats
the data into packets 5. Each dat aDgécﬁéégegché%hudes a packet-level error
detection code such as a packet-| hat is generated over the
data portion of th acket. FError detection. i r d_qn ch packet 5
by packet error &{%@Epl&pe%qrcﬁle Wgeqrﬂdoqorfegﬂ?éfoggﬁ%egc?%%ﬁ&dn%a%%igt 5, the
error is 20 either corrected usi n@ eiﬁror correctio dttec nigues or the
packet 5 is 'GPYCHOFEGOVEY JaUiRE N PEehif PIAVIA5 RYCAATLIL RIS Burfer 10

unl ess and/or until . i asses the packet-level error detection test. If a
packet 5 pa "'P?Fse'“eéﬁt% Henates- nort%’é'Post?écojdg’égrﬁBO'b DR IWenien §et ect ed i n
the packet 5, it is sent to its appropriate |ocation in data buffer 10.
Vari ous thecHifs§ieed 'WB?GHG‘%@@E‘@BS@‘&?@P qrive: Rowevst theeiReA®h, are known
inthe art for determning the appropriate |ocation of a packet 5 in the

data buffer theinventiomeay gesmplayed s EmARRlGReN Wiigh ReffarmeRtot o and from a
host system (not shown) in data segnents 11. Data buffer 10 is | arge enough
to store nuldgtestiondandcasegliomos data.at any given tinme. 5In accordance with
the invention, during a data recordi ng session a segnent error detection
code such as a cyaimioghowdd i@ahdhersoid@ shoavred hivck siiagram cdadeysteme gnent
CRC', is generated over a given data buffer segnent 11 and recorded al ong
with the sedghienwhichathee inventiva openatase Systgimigninclidescaudatadaffer i@rammssoci at i ng
a recorded segnent CRC with a 10 given segnment 11 could be inplenmented. For
exanpl e, 10 heagseciatatigshckepsatis tahe (P&l d2beadtiogie dircuitrp4 speataapackent r ol
packet that is associated with the segnent 11 and identifiable as such by

the read | ogirforcietattion,  sbgniant cogtral pladessoe (SOR) §, aress segmente@BCl ogi €
circuitry 4 controls the decoding and pl acenent of data packets in buffer

10. Again, nfendadter PAGKSSgré BGC gbheiatsh 167ariths @efmbhesrrdiomicgss 1t passes
t he packet-level error _
circuit 18. Read logic circuitry 4 processes incoming data DATA_SIGNAL
from a read channel (not shown) that recovers data from a storage media
15 (not shown), such as a magnetic tape. Read logic circuitry 4 decodes and
formats the data into packets 5. Each data packet 5 includes a packet-level
error detection code such as a pécket-lével CRC code that is generated over
the data portion of the packet. Error detection is performed on each packet
5 by packet error detector 6. If an error is detected in a packet 5, the error is
20 either corrected using error correction techniques or the packet 5 is
discarded. A packet is not allowed into the data buffer 10 unless and/or until
it passes the packet-level error detection test. If a packet 5 passes the error
detection test because no errors are detected in the packet 5, it is sent to its
appropriate location in data buffer 10. Various techniques, beyond the
25 scope of the present invention, are known in the art for determining the
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detection test without errors. FIG 2 illustrates one enbodi nent of
the contents and organi zation of a segnent 11 of a nulti-segnment data
buffer 10 inplenmented in accordance with the invention. In this enbodi nent,

segnent 11 es a set of fixed- 20size buffer packe g h for
storing ond ;C)bn}é?{?g‘f In the illustrative enbodi nent, (%éycj-?

conpri ses 1024 buffer packets 15 arranged in a 32-by- 32 array. Segment 11
al so conprises a orrection c CC) packets 17 P and Q for
each row, ccﬂpﬁfﬁprgfﬁ{o&? ﬁ%%fﬂ@%%%a%ugeék &E‘@d'ﬂ”%’?f'\‘%r one or two
m ssing packets jn its assomat ed row, columm, or diag onal The row,

col umm, and SMRRFIREN. gale ip seReaNg/rompAdIost syitem (Aal $hQW” A 8atasol onon
redundancy terms P and_ Q As known by those skilled in the art,

Reed- Sol onoisesmests tbr Pata puffert10dh argr esowgh evstereamultidleedataf correctabl e
errors to be designed into a 5 system according to the nunber of redundant

ternms. The Regmests bhehanry given tiwer ecti on techni ques inplenmented in the
illustrative enbodi ment of the invention are described in detail in"", pp.
145- 152. Sl n t he in acexrdandevwittetiteodverdion, daringv datadendaling/sessibm as used by
calculating a pair of redundant terns P and Q for each-row, colum and
di agonal . Tisegment edandktactionecote Fachras dryaliealvetundanty codef he equati ons:
hereinafter “recorded segment CRC", is generated over a given data buffer
segment 11 and recorded along with the segment data to the storage
medium. Various means for associating a recorded segment CRC with a
10 .given segment 11 could be implemented. For example, the recorded
segment CRC could be stored in a special control packet that is associated
with the segment 11 and identifiable as such by the read logic circuitry 4.
During a data recovery session, read logic circuitry 4 controls the
decoding and placement of data packets in buffer 10. Again, no data packet
15 5 is allowed in data buffer 10 unless it passes the packet-level error
detection test without errors.
FIG. 2 illustrates one embodiment of the contents and organization of
a segment 11 of a multi-segment data buffer 10 implemented in accordance
with the invention. In this embodiment, segment 11 comprises a set of fixed-
20 size buffer packets 15, each for storing one packet 5. In the illustrative
embodiment, the segment 11 .comprises 1024 buffer packets 15 arranged in
a 32-by-32 array.
Segment 11 also comprises a peir of error correction code (ECC)
packets 17 P and Q for each row, column, or diagonal that are used to

25 correct either one or two missing packets in its associated row, column, or
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S0=B31pB30pB29pi pl131pBopPpQ=0; and Si = a34B31 p a33B30 p a32B23 p p a4B, p
a3B0p a2P p alQ = 0, where So and Si are the syndronmes, P and Q are the’
redundant terns, al through a34 are the pol ynom al' coefficients, and Bo '
t hrough B3 the bit values. As evident fromthe a ions, the
val ue of Sé'%ggzljs?rpl y the parity of all the ternms B3l th?’%\tﬁgﬁgﬁgﬁgnd P and
Q The syndrone is the sane error bit pattern, but it has been raised to a
di fferent power of a depending on fhe position of the erro nhol in the
bl ock. |1f tH29903k ¢ T8y %rmd'?%g'}aiédég@ﬂ&%s B?CQQ%{)‘P%E’*"{ hen So x
ak = Si. Thus, ak = S1/ SO 20 The error nbol can be | ocated by

mul tiplyi ngoégeﬁ?sm%éeq%%ﬁ’@'@fméptﬁﬂ$ ‘the product is the same as Si.
The value of 'k that results in ak = 1 corresponds to the position of the
synbol that cont &b ksown&ydnoss skilgskia theartpdeed-SelenyIn ey GesHon s known,
the correct value of the erroneous termis obtained by adding So to it. The
above- descr teshaiques @édew the numbar elcarmeiatle eroeg hepdgsigneddntosgl e error
when the location of the error is unknown. Reed- Sol onon '

t wo- r edusdasystesr ancoyding testheanunaber of pedundadt teomsoThedieadadolomons i f t he

| ocation of the errors is known. One nethod of doing this is to set the
erroneous t ermscomectientechniguss, impEmeaded irhthetibustralivaanibotierent af thel at e t he
syndromes So and S1 and solve for the erased ternms. 5As previously

descri bed, amefidmaicsdabeeibedih dataiiin ‘nconi ng data st "eppn TAATESZSIIBNAL, read
logic circuitry 4 places those data packets 5 that pass the packet-Ievel
error det ecthdnustRfifveiginbddafhéntc@tweeedindaney cpae isalisetiby caladlatingsa i n. segnent
11. In addition, when the recorded segment CRC associated with the segnent

11 is recoveapet rddundnSibRhE® Aritl QIT6r &4cH oy, RufeT and diagonal. The

10 redundant terms P and Q are solutions to the equations:
So=Ba1pBaopBaop) pBipBopPpQ=0;and
Sy = a*Bas p aBaop B p } p a'Bip 2®Bop a®Ppa’'Q =0,
where So and S, are the syndromes, P and Q are the redundant
terms, a' through a** are the polynomial coefficients, and Bo through Bs, are
15 the bit values. As evident from the above equations, the value of S, is
simply the parity of all the terms Bay through Boand P and Q. The syndrome
is the same error bit pattern, but it has been raised to a different power o_f a
depending on the position of the error symbol in the block. If the position of
the error is represented by symbol k, then So x @ = S;. Thus, & = S+/ So.
20 The error symbol can be located by multiplying So by various powers of a
until the product is the same as S,. The value of k that results in a=1
corresponds to ‘the position of the symbol that contains the error. Once the
position of the error is known, the correct value of the erroneous term is
obtained by adding So to it. The above-described process is used to locate

25 and correct a single error when the location of the error is unknown.
| 9



| opackets 15, or, in the alternative, is stored tenporarily in a recorded
segnent CRC register, shown at 20 in FIG 2. In the illustrative
enbodi ment, each segnment 11 has a correspondi ng PST 12 whi ch contains an
entry corresponding to each buffer packet 15 and EGG packet 17 in the
segnent 11YhH3i0ch i s updated as data packets 5 15 are REAS¥RBOP and

pl aced in the data buffer 10. Each PST entry 30 indicates whether its
associ ated buffer packet 15 has been received and is valid. In one

enbodi nent, il | uReedSetbmon Moded8ndaadarmiPSystems roancispbe sised o byte with
bits as follows: VALID PACKET (bit 7) which is set if the corresponding
packet has bemectitwo ¢erexif thedocatiohaf tise awomsris @newide Onet rabthedmf doing packet -
20l evel error detector; LOCKED (bit 6) which is a semaphore |ock bit that

i s set whentHidg tESEt thHe difineduY Belaisad zeRAGE T ra S8R tdrhis) abdl théH ch is set

to indicate that the packet was corrected by packet correction |ogic;

SEGVENT_COREEisdiaMhthesyh8rorfds $PadPSE8nd BEIvE 361 tAE ldr@sederrhBe associ at ed
buf fer packet 15 by segnent-level error correction circuitry 18. FIG 4 25

illustrages an ?K@%ﬁou@i@&‘gcﬁs@&, & ddta Sdedodicd TRIr® RBHARY biBtadccor dance
with the invention. Each 'PST 12 al so contains a good packet count 19 for

each row. cgluoRrK SIAINTbadioE iU PbiSEed (iosh it pBlEREs of  go0d

packets present in It3S associat row, c , i ago and a total

packet counz3 Ballirlpdddll 630 Fond heidtbileATHRY Rhredofdhiarbor Pr esent in

t he segnent count's are use ermne when

correctl on paindf ARl 18, BN Hen e ST SRaRERRLRE, T u0es
S1ores 2 Pohgl Stk b ShaReREFHE ok Akdd, PR ok e . L
correct |16) : Sgélge_\{si % | ,ec?r', inIDtHgiaﬂgrn%ti\rfgclso \ét%rrgd ?e%?ggrgrr?ly inSgFr)ecsorg[e)g isggr;\gntt he PST 12
CRC register, shown at 20 in FIG. 2.
In the illustrative em.bodiment. each ségment 11 has a corresponding
PST 12 which contains an entry corresponding to each buffer packet 15 and
ECC packet 17 in the segment 11 and which is updated as data packets 5
15 _‘are recovered and placed in the data buffer 10. Each PST entry 30 indicates
whether its associated buffer packet 15 has been received and is valid. In
one embodiment, illustrated in FIG. 3, each PST entry comprises a byte with
bits as follows: VALID_PACKET (bit 7) which is set if the corresponding
packet has been received and_ contains no errors detectable by the_ pécket-
20 level error detector; LOCKED (bit 8) which is a semaphore lock bit that is set
when the PST is being updated; PACKET_CORRECT (bit 5) which is set to
indicate that the packet was corrected by packet correction logic;
SEGMENT_CORRECT which is set to force the correction of the associated
buffer. packet 15 by segment-level error correction circuitry 18. FIG. 4 |
25 illustrates an example embodiment of a PST 12 implemented in accordance

10



to locate as-yet "m ssing"” buffer packets 15 that can be reconstructed
through error correction. For exanple, as a segnent 11 begins to fill, tf a
row, columm, or diagonal becones full |less one or two "m ssing" packets,

the 15 segrpdy;HighOr correction logic 18, with the assi st&qﬁ% e
segnent E gelnerator 16 and under the control of SCP 8, is a9?£e73§92

reconstruct the m ssing packets. Because every packet lies in a row,

col umm, and g I he tf i 1SS ackets

al ong one ofyﬁbﬁgg?ﬁkggéﬂi?%ﬁgﬁﬁ 1pa %%?égtghg)%‘??ﬁp%%@t g{)&ftegyéftopone of the
other two p n[elils) : ; L $iS4 %ﬁ. ted in that
pattern can%%m'r;]&@e&rl ecd%s@%%%‘ wﬂg’?‘ '@@gﬁpgﬁ'?é Walgﬁl’ r OW ?)éb%gdgsi ng only a
si ngl e packet rror correction. i s, performed Q he entire row using the
two uni que Péﬁ‘fﬁﬁaQFﬁ;%?”g%‘dE ?WE&‘@ r%&’cﬁglf’@”PaTgf’t'aaQ%‘aEaTgf tPgalreconstruct

t he m ssing cket. T, ecanstruction qf the njssi acket may. fill out
the i agonaPoCKe ConRLSwhEBTeH e insciop owinber PLISed PaditfreshBlin ¢ 1 s oniy
m ssing a single other acket. Error correction is then perforned on the
reconst r fct &E pRAMRAT 1. dihaepuats ar yseddydhe RGP 8ie detaraingwheR ket in the

di agonal . This process continues until all of the Eackets_ in the segnent
are recover EATEFtIONLARRS ARRIIEEAC the seament Il efRAGhRIS EHBASMBRIdesd t i - | ayer
redundancy is provided by pairs P and Q of redundant codes generated over a
plurality ofMigwtg packet epingRIdric@achigweolimaeghed ffagenadhabigmnarary. | n t he
illustrative enbodinment, the plurality of patterns include rows, columms,
and di agonaktoresa ipeintgrdoaanissingepacket ingedssogiatedddwi 0Olume; pbr correction is
performed over all of the first o redundant codes P for both row and col umm
ECC codes, diagonéll of the second redundant codes Q for both row and col um
ECC codes to generate special ECC codes 158. Segnent correction

processoo (SCP) Bhessgmantcairastion ploces§erd§CHR)Isomanagasall segmeraner at or 16
and error correction circuit 18 that provides 15 for a one- or two-packet

correction corrédtionraptivities! Doring arechveapsedsicr, SGR Bendnitbis thel PYT grasur e
poi nter correction. Row redundancy is provided by row ECC packets P 152 and

Q 153 for e&shcaevas-yettimissirg bdfier gckbisl f2thas egmbstreddnstrioledm r edundancy
is provided by colum ECC packets P 154 and 0 155 for each colum (O

t hrough 31) tbudhiéfrer coir@Bnt Fok bxaripld, a8 @ edgnigrundsuiins fosillpi @vi ded by
di agonal ECC packets P 156 and
row, column, or diagonal becomes full less one or two “missing” packets, the
15 segment error correction logic 18, with the assistance of the segment ECC
generator 16 and under the control of SCP 8, is able to reconstruct the
missing packets. Because every packet lies in a row, column, and diagonal,
the reconstruction of one or two missing packets along one of the three
different patterns may fill out at least one of the other two patterns enough
20 sﬁch that the missing packets located in that pattern can then be
“reconstructed. For example, if a row is missing only a single packet, error
correction is performed on the entire row_using the two unique redundancy
code row ECC packets P 152 and Q 153 to reconstruct the missing packet.
The reconstruction of the missing packet may fill out the diagonal that the
25 reconstructed packet lies in enough that it is only missing a single other |

11



Q 156 for each diagonal (0 through 31) of buffer segnent 11. The di agonal s
are defined to each include 32 packets. In one enbodi nent, a given diagonal
N starts at colum O and row N, and the next el enent of the diagonal is

found by i ing both the current colum nunber and
01/ 37280PCW{§§8%7309 current row nunber, nodul o 32. Tab}ieﬁqisg?/ﬂ:’a?strat es
the calculation of the diagonals for this enbodi nent. Table 1 DI AGONAL #

STARTI NG R%a%IéRTéW c%geyw ENPENgeMM WI% r%gc}rjm&eé) chket's

diagonal to reconstruct the missing packet in the diagonal. This process
continues until all of the packets in the segment are recovered or
reconstructed.

5 In the preferred embodiment, multi-layer redundancy is provided by
pairs P and Q of redundant codes. generated over a plurality of patterns of
packets 15 of a segment 11 of buffer 10. In the illustrative embodiment, the
plurality of patterns include rows, columns, and diagonals. Other patterns
may be used. In addition, error correction is performed over all of the first

10  redundant codes P for both row and column ECC codes, and all of the
second redundant codes Q for both row and column ECC_ codes to generate
special ECC codes 158.

Segment correction processor (SCP) 8 communicates with a Reed-
Solomon syndrome generator 16 and error correction circuit 18 that provides

15 fora ohe— or two-packet correction in any row, column, or diagonal of
segment 11 using erasure pointer correction. Row redundancy is provided
by row ECC packets P 152 and Q 153 for each row (0 through '31) of bufter
segment 11. Column redundancy is provided by column ECC packets P 154
and Q 155 for each column (0 through 31) of buffer segment 11.

20 Diagonal redundancy is provided by diagonal ECC packets P 156 and
Q 156 for each diagonal (0 through 31) of buffer segment 11. The diagonals
are defined to each include 32 packets. In one embodiment, a given
diagonal N starts at column 0 and row N, and the next element of the

diagonal is found by incrementing both the current column number and

12
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current row number, modulo 32. Table 1 illustrates the calculation of the

diagonals for this embodiment.

Table 1
DIAGONAL # | STARTING STARTING ENDING ENDING
ROW COLUMN ROW COLUMN
0 , 0 0 31 31
1 1 0 0 31
2 2 0 1 31
N N 0 N-1 31 |

Four special ECC packets 158 are generated from the 64 column
ECC packets. These four special ECC packets 158 are used to correct
missing row ECC packets 152, 153 or column ECC packets 154, 155.

FIG. 5 is a flowchart illustrafing one embodiment of a method 500 for
performing error correction during a recovery session as implemented in
SCP 8. SCP is triggered in step 502 to begin segment correction. Once the
SCP is triggered to bégin, in step 504 SCP 8 scans the PST 12 to determine
whether the buffer segment contains any missing packets. In the illustrative
embodiment, SCP 8 scans the good packet count 19 of each PST entry 30
corresponding to each row, each column, and each diagonal. If all rows,
cblumns, and diagonals have a good packet count 19 equal to the maximum
respective number of rows, columns and diagonals (ejg., 32 in the illustrative
embodiment), all of the data packets 15 are received and valid, and the

normal segment correction method is complete.

13




0 N1 31 5Four speci al ECC packets 158 are generated fromthe 64 colum
ECC packets. These four special ECC packets 158 are used to correct m ssing

row ECC packets 152, 153 or columm ECC packets 154, 155. FIG 5is a
fl owchart |IIustrat| ng one enbodi nent of a nethod 500 for erform ng error
correcti onMPHE a recovery session as inplemented in | &€ %@159

triggered in step 502 to begin segnent correction. Once the SCP |s
triggered to begin, in step 504 SCP 8 scans the PST 12 to determ ne whet her
the buffer segrre'ﬁ?“%éﬁ'taé?ar%elfrf’}ferW'§%‘F9|§°B‘at5ﬁé’(3§a byfier KestepP08ithat i ve

enbodi ment, SCP 8 scans the good packet count 19 of each PST entry 30

cor r espondi §§P ®seanseadhinstaaes ot eyentpredained sufietpagkshpattemtoa| | “rows, 15
colums, and di agonal s have a good packet count 19 equal to the maxinmum
respective deepeinesvhathgranycsieentywonagkelsdscomeciaple. gn thegifiustrativee

Il lustrative enbodinment), all of the data packets 15 are received and
valid, and elrmbodiO‘ram.ISGEgnam theogocetpacket caurtd® dfeacb B eeetry 30f any data
packets are mssing fromthe data buffer, in step 506 the SCP 8 scans each
i nst ances of cavesppnpingde feiank dovwuddabr cqharahk edndped dhediagomald taaryrowe whet her any
one or two packets is correctable. In the illustrative enbodinment, SCP

scans the gosldmpaokéihgoe)has B%oid maokbt ¢t d0tthat i8less mooneespiwaddfng t o each
row, each colum, and each diagonal. If any row, columm, or diagonal has a

good packet a ¢steivowléolimp/didgonbPsdundYe.gN 82 tﬁemus?tfatﬁete@dtﬁidlment)
row col um/ di agonal count (e.g., 32 in the illustrative enbodi nent), that

particul ar franpaRcUBRPISW/eaIaRMAVdiAdEHaRMeRaNcE i€ BbiresthBllte récoveeaver the
m ssi ng packet(s) of that instance. Step 506 is repeated until a
correct abl emijssing packet(s) of that instance. Step 506 is repeated until a correctable
10  instance is detected or the buffer segment 11 becomes full (indicated in the
illustrative embodiment by the total packet count 32 reaching a value of
1220).
If a correctable instance is detected, packet correction is performed in
step 508. In the preferred embodiment, packet correction is performed in
15 accordance with Reed-Solomon error correction principles. The SCP 8 uses
erasure correction for correcting either single-or two-packet errors. Using a
- Reed-Solomon correction code with two redundant code words P and Q
provides the ability to locate a single error and correct it, or to correct two
errors if. the locations are known. To correct two errors, the known Iodations
20 are effectively erased so that they do not contribute an error term to the
syndrome S, S¢ calculations. In addition, it is possible to correct only one
location with erasure correction. Steps 504 - 508 are repeated until all of the
data packets 15 and ECC packets 17 are present in the segment.
When all of the buffer packets 15 and ECC packets 17 in a buffer
25 segment 11 are filled in by the read logic circuitry 4, segment-level error
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| oi nstance is detected or the buffer segnent 11 beconmes full (indicated i n
the illustrative enbodi nent by the total packet count 32 reaching a val ue
of 1220). If a correctable instance is detected, packet correction is-

performed | 508. In the preferred enbodi nent, pack |on S
per f or med H%’@é?égcordance wi th Reed- Sol onon error corre ﬁ%@%ﬁ ci pl es.

The SCP 8 uses erasure correction for correcting ei t her srngle or
t wo- packet errors. %_{;qg a ,Reed- So|l onon two redundant
)

ction
code words BetRHOHSH gd tQ H@teé.’Blnlel wiethe [C‘ F‘Sé&?@eggg?'ﬁ@”é &Pror and
correct it, or to correct two errors if the no To correct
two errors, Qe RAcERIS- THisds Periermes underdhe EE'i’thc)é’}f %&%@@%8’%9@ t hey do
not contribute an error termto the syndrome So, Sl cal culations. In
addition, i segrgepwggeltﬁ%ctoyeemerreewdcﬁ|sygm$ét CHGandal of the bufigg ur e
correction. Steps 504 - 508 are repeated until all of the data packets 15
and ECC packeekets 754hat qoniaie atvalic paeket Scanfeh€C nackatsal . 18tha he buffer
packets 15 and ECC packets 17 in a buffer 25segnment 11 are filled in by the
read | ogbc diustativergmizqdimegtytive CREvgenasating polynaneiat yssd toLajauiater med to
determ ne whet her the segnent contains any rogue. packets. This is perforned
under the cthe segmerit GRS by generating a segnent-|evel CRC over the
recorded segnment CRC and all of the buffer packets 15 that contain a valid
packet 5 and ECCX|B2¢keX[26]1 X[23) +tX[22b+ X[16)9t X[a2] v X[ tiizoXi10pmtX[8k+he CRC
generating polynom al used to calculate the segnent CRC is: X 32] + X[26] +
X[ 23] + X[ 22] + X[716]X[8] ¥XIQ]+ X{2KE-D40] +X¥9110] + X[ 8] + X[ 7] + X[5] + X[4] +
X[2] + X[1] + X[0]. If the segment CRC cal cul ated over all buffer packets
15 contai ning If the segment CRC calculated over all buffer packets 15 containing
10 valid data and the recorded segment CRC by segment CRC generator 14
has a value of zero, all of the data in the segment 11 is correct and segment
11 does not contain any rogue packets.
Because the segment-level CRC is calculated over all the data
packets in the segment 11, rogue packets that passed the packet-level CRC
15 test, and that are therefore allowed in the buffer 10, generally cause the
segment-level CRC test to fail. The detection of the presence of a rogue
packet in a segment 11 is heightened by the use a different CRC generating
polynomial for the segment CRC calculation.
Upon detection of the presence of a rogue packet in a segment 11 by
20 the failure of the segment-level CRC test, the packet status table (PST) 12is
employed in the detection of the location of rogue packets. SCP 8
determines the location of a rogue packet by calculating the ECC syndromes
So, S; for each row ROW][0:31] of the segment 11. The resulting syndromes
Se, S; should both be zero if the row contains only good packets. If the row

25 has one or more rogue packets, the syndromes Sp and S will be non-zero.
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|l o valid data and the recorded segnent CRC by segnent CRC generator 14 has
a vallue of zero, all of the data in the segnent 11 is correct and segnent
11 does not contain any rogue packets. Because the segnment-level CRCis

cal cul ated over all the data packets in the segnent 11, rogue packets that
passed t heWMPMREBO| evel CRC 15 test, and that are theref ®CE/UPYIID i n t he
buffer 10, generally cause the segnent-level CRC test to fail. The
detection of the presence of a rogue packet in a segnent 11 is hei ghtened
by the use ah# $€Eraemen<uaes@9mmrorge pmerSmiSalto falculatrethedgeasion aftRC

cal cul ati on. Upon detection of the presence of a rogue packet in a segnent
11 by 20 t he petehtaleogie pankes eTineoalellatesl loGRDONt is ©nly pdtentjadly ketrestt at us t abl e
(PST) 12 is enployed in the detection of the |ocation of rogue packets. SCP
8 det er m newsirgethedwatsyndronie @choigue opthekiliistiayive ahmboldamem gindesorlyCC
syndronmes So, S1 for each row RONO: 31] of the segnent 11. The resulting

syndronmes Sa sifdlessi@ilctn betddrieetedarsing twd dyddisme asrnsa$d) S, avHan eod packet s.
If the row 25 has one or nore rogue packets, the syndrones So and SI wl |

be non-zer o.locatidh cPtHL SrréMe Minkis®en. DV, SAE rOWRoh &N mMSes thah drie cal cul at e
the location of a potential rogue packet. The cal culated |location is only

potenti al | y regii¢ paékeiSthe@alchifatibMaf theNdeATh A 6tRBIcfeRedis pAekdtusimgg rati ve
enbodi ment since only a single error can be corrected using two syndrone

terms So. Shrithar irch@fdtisas, 8f wifs REORECt AL wiltes, i the row

cont ai ns nore ‘t han ‘one rogue packe e calculation o ocation k of

the err Oneoﬁﬁepg;@%isﬁ ggﬁbﬁlﬁ Qﬁlee\ﬁ 6{% W S AL gﬁgitiBﬁWFed%‘ﬁdaﬁﬂte hklanfie

i ncorrect. preciate y those skilled in the art, the
ot SR BRSO RA0 R o ik SIERIT
L1 ool lioBel BYUE SRR BT BIBER T LA mebf MR L5 1 ot on
of £ e 1 00Ul e AR e SRS BB g T 2 Do Lol vee
the PACKET—\c/:'gIr'rlergrilc}ihg ;I;Jht%e‘?c%gtics)n io? three%baétp%gkét% indicate that the rogue
packet has nbt béen received and is not valid. This is done in the illustrative
embodiment by clearing the PACKET_VALID bit. The SCP 8 is restarted to
15 correét the rogue packet.
FIG. 6 is a flowchart of one embodiment of a method 600 for detecting
the location of a rogué packet. Method 600 is triggered by thé detection of a
segment CRC failure. In the illustrative embodiment, upon detection of a
segment CRC failure, the SCP 8 is signaled to begin executing method 600
20  for detecting the location of and correcting rogue packets. In a first step 602,
SCP 8 causes a péir of syndromes So, S; to be generated for each row
[0:31] of the buffer segment. For each row, SCP 8 detects whether the pair
of syndromes S,, S are both zero in step 604, and if not, causes segment
ECC generator 16 to use the syndrome pair Se, S, to locate the column

25 position of a possible rogue packet in step 606. Once the location of a
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15 correct the rogue packet. FIG 6 is a flowchart of one enbodi nment
of a nethod 600 for detecting the |ocation of a rogue packet. Method 600 is

triggered by the detection of a segnment CRC failure. In the illustrative
enbodi nent etection of a segment CRC failure, the JCR- &I i gnal ed
to begin e%cutllz'lg met hod 600 20for detecting the |ocation 6({53/%73()&

correcting rogue packets. In a first step 602, SCP 8 causes a pair of

syndrones S °S§@§t@ggg@g?@riﬁhg@ﬁ@?{edeﬁ‘%&‘%@gfﬁ‘jal Shepuf fer segnment.

For each row, the palr o synd}ogtrargs 0, S1 are both

zero in ste L . : e 0 se the
syndr one pa?eﬂégﬁ‘?e@%%sghI'@gtsfpe&{gﬁéﬁggf%%@tﬁé:g?‘tg’i%ﬁ&@é’ %‘%@%@%ﬁlﬂe rogue
packet in step 606. Once the. location of a _ possible rogue packet is

ot or i ned. CHBRCEAROSRIE Y tsrepad et A8 SRIE LT, o oaB 36t 1" st ep
608, and in step 610 the row colum, and di agonal counts associated with
the erased 99¥8%a5hJeHPBIRGIeA. PRARE MitRing PBisES BLcieset AR, ITpare
decrenented, and the m ssing pointers are reset to zero. |f nore rows exist
to be pr&cedows exighte e BlasERERA. ias datepinacin sler B2638Ps APHIYAUGN 2 are
repeated. When all rows have been processed, the SCP 8 is restarted in step
614. At thi $lg@rarepeaied.chhen aloowsthavebeeniesassafethg2&kR 84S ni ssing from
data segnent 11, and the missing packets are corrected where possible. Once
al | the ni sgesigrnpddketen 6dde Atithis @gintrthe (P 8 sigteais thakthaereare packets

| ore-executed. If all of the possible rogue packet |ocations were correctly
i dentified, nviaging érgmedataGegment t 1dnd theamissing packetsqarg gotrectedavhese r or
recovery procedure, it may be necessary to bl ock specific packets from

bei ng read aodsibieor@nce all theenidaing pacgetsrare filldd i, the segeeICROYed & ting t he
SEGQVENT_CORRECT bit in the PST entry 15 associated with the packet. The
read | ogioc ceexkoakedalf dliofshdpbdsdisie coguenpdakeat lvgatiorawket cdreedtle stored in
the buffer at the PST entry's associ ated buffer packet |ocation. This

forces theseqdgraiise}thelseghent CRC®EWilllpasshe SCP and bl ocks the sanme packet
frombeing read fromtape on a subsequent reread.

- As part of an error recovery procedure, it may be necessary to block
specific packets from being read and stored in the data segment. This is
possible by setting the SEGMENT_CORRECT bit in the PST entry

15  associated with the packet. The read logic can look at this bit before
allowing a packet to be stored in the buffer at the PST entry's associated
buffer packet location. This forces these packets to be corrected by the SCP
and blocks the same packet from being read from tape on a subsequent
reread.

20 Although the invention has been described in terms of the illustrative
embodiments, it will be appreciated by those skilled in the art that various
changes and mod{fications may be made to the illustrative embodiments

without departing from the spirit or scope of the invention. It is intended that

-the scope of the invention not be limited in any way to the illustrative
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20Al t hough the invention has been described in terns of the illustrative
enbodi nents, it wll be appreciated by those skilled in the art that

vari ous changes and nodifications nay be nade to the illustrative

enbodi nents wi t hout departing fromthe spirit or scope of the invention. It
i s intendeY%%W3t*¢ he scope of the invention not be Iinit&EHU%3Pway to
the illustrative enbodinent shown and described but that the invention be
limted only by the clains appended hereto. VWHAT IS CLAIMED IS: 1. A

net hod for GBDSEIMSMY sRowgne ‘%&(éﬂ%@d byt thatiegirvantign bg ligtted ol bYr | sai d
data buffer (10) conmprising a plurality of packets (15), said plurality of
packet s (15)h&1@9!mwnam@dgiemtgr ality of instances of a 5Spattern, said

met hod conprising the steps of: for each of said plurality of instances of
said pattern: generating (602) a plurality of syndrones across said
packets in said instance of said pattern; determ ning (604) that no rogue
packet exists in said |oinstance of said pattern if said syndrones all
equal zero; and calculating (606) a | ocation of a possible rogue
packet in said instance of said pattern using said cal culated syndrones if
sai d cal cul ated syndrones do not all equal zero.

18



152. A nethod in accordance with claim 1, conprising: erasing (608)
| ocati on of said possible rogue packet; and performng (614) error
correction on said erased | ocation.

WO 01/37280 PCT/US99/27309

WHAT IS CLAIMED IS:
1. A method for detecting a rogue packet in a segment of a data buffer,
said data buffer (10) comprising a plurality of packets (15), said
plurality of packets (15) mapping into a plurality of instances of a
5 pattern, said method comprising the steps of:
for each of said plurality of instances of said pattern:
generating (602) a plurality of syndromes across said
packets in said instance of said pattern;
determining (604) that no rogue packet exists in said
10 instance of said pattern if said syndromes all equal zero; and
calculating (606) a location of a possible rogue packet in
said instance of said pattern using said calculated syndromes if

said calculated syndromes do not all equal zero.
15 2. A method in accordance with claim 1, comprising:

erasing (608) said location of said possible rogue packet; and

performing (614) error correction on said erased location.
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