; e3e( (t Xdoef T{LWD 02/ 11391 1. Field of the Invention SYSTEM FOR

DI STRI BUTED NETWORK AUTHENTI CATI ON AND ACCESS CONTROL BACKGROUND OF THE

| NVENTI ONyBGE/1W5090O 1 /23-453 The invention relates to a coppylsg{,231gs hod and
system for perform ng user authentication and access control of data
traffic at wwreline and wireless entry points to the Internet. 2.

Backgr Rel ated Art The popularity of the Internet has nade a
vast aM‘mummmmm“or mation readily avail able to anyone with an I|nternet
connection, [lnternet-enabled el ectronic mail has become an essential form
of 10 busi ness communi cat SEATEMFQRRISTRIBEGERAGWARBK:t 0 the Internet are
predom nantly made with | andline access |inks such as dial-up nodens,

di git imar | i nesAURRBNEEN TAONANRACCRIe SONTR s of connecti ons,
althommmﬂmmmmme, offer limted nobility to a user and nake 15 20 the
sharing of _an | nternet conMK%OWQEEﬁE.MENT%an e, many libraries

of fer Int é?’ngt access at dedi cated conputer term nals and sonme universities
provi dd- déaldwphthe lEendies | acks at rul tiple buildings on their canpuses for
conveni ent access by students using |aptop conputers. Both of these
appPoaches of f er Hengniionrelatcqoasempugr meteod e systra foaperfesmingiuesis ot her t han
one's own | andline access |link, but both require that one remain stationary
at t he apthbiticetiopand acdceheantzal ebdate trdfinet veiretingyrmdiyirelegy gniry paints|io e dnferne|
infrastructure investnment on the part of the institution providing the

net wor K. depkssomdohthe Belated At i s not general |y possible to have nmultiple
users sharing the sanme network access jack or dedicated termnal, the
institution nust Thepordwitaokthphtemes hasonads ¢ visd pmount of infoaatiopatadonavailablg tohes
to service. Additionally, those institutions offering access jacks to their
net wor kenyang stithas Inferneteprrieptiians Intepefienatiled clgctranir meil hisdiecerhean gssentid dorm of

regi stered network account before being given access to the network, which
f urlOherbubiness eemminication.wowrkendy,sonnestiing id the Intarept argeredominantly ideiwithlindlinevhen a
vendor visits a custoner site on whose conputer network the vendor 25 does
not haweceanlings sushas diak-ypemodemyotigitel subsdriberlines, apdeaplednddeinsul t t o gai n access
to the network, and hence to the Internet, email accounts, and other vital
dat a. Shoul d t he Rhesednpesoécanpectionsatlthovghmetyiasive offer limited eabdlity te a usgy@nd make
(12/ 11311 PCT/USOL/ 23~153 a network jack, the vendor will still be at the
mer cy dhe shimngoafen briernetspansctipndéfiogdt. K onekamples manyt librarieF offerdnietmet acgess @lasons,

it is customary for conpanies to set up their conputer networks to deny
access dedicaied compuighiermainale el sope aniversitips proidd netvark ecpessljaoks atghultipe buiidimge on
users. Thus, nobile access to the Internet is limted by two factors. The
fi 8t itheitdamppigy & eerivenient access by students using laptop computers. Both of these approaches offer

a means for accessing the Internet at locations other than one's own landline access link, but both require
that one remain stationary at the publicly-provided access point and both require a substantial
infrastructure investment on the part of the institution providing the network connection. Since it is not
generally possible to have multiple users sharing the same network access jack or dedicated terminal, the
20  institution must provide a separate access point for each patron it wishes to service. Additionally, those
institutions offering access jacks to their network, such as universities, typically require that the user have
a registered network account before being given access to the network, which further limits the network’s
accessibility to the public.
Similarly, when a vendor visits a customer site on whose computer network the vendor
25  does not have an account, the vendor will find it very difficult to gain access to the network, and hence to

the Internet, email accounts, and other vital data. Should the vendor be fortunate enough to gain access to



requi renent for a user to maintain a line connection to sparsely |ocated
networ k access jacks. The second is the difficulty in gaining access to a
net wor kK ooy Glwione does not have a registered account. Thgfd)is834s9f these
factors has begun to be overcone by the introduction of mﬁre(ess dat a
networ ks, which do not require that a user maintain an access |ine plugged
into a network access jack and thus do not require that the user remain
stationary. Additionally, because the network connections are nade

wirelessly, it js 10 rela}ivfly gasy for nultiple users to connect and
di sconraark sk dhepdpil 5 Pt e eneseyrAf te cugaEensEr hRetw s aAmBHITAgL o
second factor is not so straightforward, and is addressed npre fully bel ow.
An exanf5PEHHFeasons iis eHstampryfopeAmpanicHio sl dhes compuisnelirrks tRdemiACkesF € t he | ow
speed personal comrunication service (PCS) network. The primary access
. devi cesnypneit drepdyaresspt ip iefigraessdiskolaegisterrdisetsel ephones with built-in
Wrel ess Application Prqotocol (WAP) features. These w rel ess networks 15
operate in a |icehsdnehilsgerssidy ths dmernetds bmitedhyrtyp farton: e disst isghephypiealbui | t
by | arge tel ecormunication carriers. Typically, each cell has a | arge
r adidus GRS oA sr taimeggain p lngyipanestiasto sparsehisioeaipdaisiak eRcess st The spaeps .
I n any given geographical region there are only a handful of
t el ecorfrihsideEeylyrn e2iripg ageessdt Yatwptk gn pich gpedoes aptdarsrIseisietedasaeuyts The first
proprietary and closed to conpeting networks. Thus, to sone degree one is
not fr e these fagiarnbrs bagpp tadberpueraringdyt the ifraduston ofaveslass datmmatyjorks, pjch de ey
speed makes full 20 access to the Internet inpractical and such network
devi cesreguite thay puges maiptainan acpess Hep nlegeabinfopsivaerk recassliackiiang thay do notrequiiethat ng
new cl ass of wireless data networks offer higher speeds of about 1 - 11
Mops. THeywr iserictakienasy et ddiionplly, hecayssithenstysuli cqnneigas g mdmwirdesdlydf & based
on enmergi ng w rel ess communi cation protocol standards such as | EEE s02.1 |,
Bl Ul ooelativahueasy fas Rmltipke yseristansonpost g skissennsetifion) anehyork yeingthe yaseesacedss paiktwor ks
is a small cell radius of about 200 feet. The cells are radio or infrared
base st@tereming thesccondfaetpopnetso straighisferwasd, ardis pddresserangre flly belower al  of t hese
access points may be 2 =~ WO (12/11311 PCT/ USOL/23-tS3 distributed in close
proxi mty to eachAbesapleaasueiy widedy ayoidablel wirgless data ptwerkiisthe lowespegd
w rel ess network. An introduction to such networks can be found in U S
Pat ent gsenal sommpynigasion serics(POSYneswark. Whe pypary pecesiievices oh thisfupenfinevorkay be
foamed usi ng these types of w reless network devices. FIG 1 shows multiple
conput eselularitelephongs wigh hudldWinpless Anpliation Brofosol (BAE) fegdtires. ddgse sargless networks
characterized by respective antennas_19 - 25. \Wen_conputers 11 - 17 are
wi tIRi n wpewisdn g lisstised fraguensy bandnare coniplly planngd, @adare Gpil by larggisleegmmgni¢aéien
networ k and comuni cate anong t hensel ves. Absent fromthis type of ad hoc
net wor kKarigneiyeically, gach cejhhas adareq radips efapput 2rifmiles Andensrrtss et 3 #@Y pregdiofpbeut
network to a wireline network having |andline access to the |Internet.
Ther ef ob9&Kbpshinsany gjyen grogeaghipg] seginathise e @aly@ hapfulpf {elecarmpinigation carpgrs
Internet. 10 Wth reference to FIG 2, in order to access the Internet, one
needs t$VifaEihe#en 88d ¢agh BeteRkibRIRPTIFEATY #Y cdospdigrcampeing wptiverksi Rhusyiogomdnnect s
the network to the Internet 35. These types of networks are typical
char actdsgies eee ip potfres & tpam from g netyopdneneshes. Addiienslly.dhejrlowepsedmpkes on
the network, including Internet services. Wrkstations 33 connect to the
serdfer 239esplp thelisnehmppactical grd sughreiwerk davises wksriapiealy resiistede absidge textpal
network _may provide wi rel ess access points 41 and 43 to respectively 15
couple‘%ﬁﬁﬁﬁters 47 and 49, which are equipped with wirel ess conmunication
devices illustrated as antennas, to the hardw red network controlled by
_server 31. The acR¥aergiag nevsclass chngelass datamamiorksiofipg highepsnsedsofipkast 1 ohs wi t h
conputers 47 and 49 by neans of various conmuni cation systens such as radio
and i nf¥bpse dhoggweryorks paerpts ineandinfieanspi fregueney band @nd ora besgd sperpesging Virglegsng
. cable 53. The function of access points 41 and 43 is to relay conmunication
bet weerfosaupisptigpretpeel spndards suchge fEEE §02d dnjpueterth anhopgRENd @mmosspect i vel vy,
but server 31 still controls what services are provided to conputers 47 and
49 23Thsharagiesisiie oT theseigpps efenetvark inp preall eoll radivseod abayt 2Wrfprit Ehescellyarg Fagdivg.
| ndeed, server 31 may refuse conputers 47 and 49 entry to the network if
t hey ddnfsaed bese eaiépps Hat/Engtien abscress peipt i snatwerks Beverd of thesh aesess\peintsanay be
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As was stated above, w rel ess networks have a short range, and so a second
access point 45 nmay be used to function as a repeater between a nore

di stant wwelagsinetwork conputer 51 and access 25 point 4@r, 05083455 an
exanple of using nmultiple base station access points 43 and 45 to extend
the range of a wireless network. 3 W002/ 11391 PCT/ USO01/ 23453 Wth
reference to FIG 3, nmany network |ayout configurations are known, and
server 53 need not be | ocated between a nuter 55 and the other network
nodes 61 to 65. In the petwor ayout of FIG 3, ac oi.nt 67 has direct

k ) SS
access GSFIHHRILR class prosimity o sach ?ﬂwﬁ e heaElsinegf iy fringlgss nsfor-pj s
does not nean that server 53 loses jt ntral o e . Regardl ess
" of the 4‘%\‘96?1{2’?“%1’ “S%"oﬁlﬁfa%}??ﬁl‘ndo‘éﬁ'ﬁ a15atr '%?{la%ﬁﬁﬁg’gga{%b‘ng ngw users

and assi gni ng respurces. ahﬁ’ access poi.nt &7.is illustr te? as a

_ wirel ess access pOriAbs RRTEOTE Gonisurapons Rayive frmed Bsingthese tYPeh gl HHRISSS pitRokser s
61 to 65 eas ccess to the network, but other hardw red acces oi nt
connectPURS: S IIshREsiulgp PR 1} fo 1 apmapegwithyar oS8 B B Vit h

wirel ess networks have been prohibifive in the past duq,to their relatively
hi gR c&8#acerigRy Py TEFRECRYFARIFINASHE - Lo SFfet B uieEy i rld dret i PPE ERT™EY Rt es's
10 network had been costly, but recent devel opnents in technolo have
begun 198%etheygen &%&n Briyreof 8¢ hsgevarhandcemmupgisats awpng ﬂl@ﬁ@lvaﬁ&bsaﬁ%na@m ces
needed to inplenment a wrel ess network. Such w rel ess networks are now
beconi fPerddFE amstarieOWEYFr kR bash sfaldanyogll thahepn Appnertdhet o e prtepdio 3 vitehne
when many smal |l businesses nay operate their. own autononous W rel ess

net wor KEMWorRkavig zandlipe joRess to the IntrmrshoLierafprehis S@e REeddnc e Bt o5 PALHEE from a
city block, to a small building, to a coffee shop. It would then be

possi blagcessiothgIntemebhi | e user to al ways have access to a wirel ess network
byﬁﬁﬁans of a nohi]e %onputing devi ce equi pped with the proper radio
cortfuni cat i on dew tipeeterense o Flb2.dn prgerdo agcesgjthelnteanet, 9us sPKioBHNREFCHRA cone
the first factor limting.the free and nobile access to_the Internet

di scus JEBVORRAYING anpiHE Heydn tusp eprmectsthe petwerk e the JpterRetdhe These BRes Hact or
nment i oned above which restricts nobile access to the Internet. Since npst
aut onomst@ritiaredyRiealy shiragseiiesd By @ saryrs d b vhitsh pentrols agesss tovanus seryiges g ihe
typically not be given access to_a target network unl ess an access account
had bed%™sk fsluding deferget %%S-prrkﬁﬁ%onﬁg%m@eﬂé%ﬁhe SFTverHé by Argsof KatopbRes
Even if a user had access accounts at multiple wireless networks, the user
woul d abadyge g%@agme ia 381 Thy nefuak gRy Progidg Bamklssiacesst Reih4 handi4p e reapsetively

wirel ess network every time he noved, from one aut ononpus network to
andghercw%wpmso‘ﬁ a9, ehgEe FOORRRER Vi PHEC O EOHERr idBY‘?ﬁj\ﬁﬂEFﬁEfb‘if of
accessing foreign 25 networks an thods_of inplenenting nmultiple network
1 ansf GRG, (et e Rﬁwor&,csfr@%fggx seftsF 3 bxEfgcesss RERIRAT 2pdrid ceipishe syst em

that facilitates renote access_to a private network fromnon-network 4 WO
112/ 1 lgrflTless connections with computers 47 and 49 by means of various communication systems such as

radio and infrared waves, and have a hardwired connection to server 31 along cable 53. The function of
access points 41 and 43 is to relay communication between server 31 and wireless network computers 47
20  and 49 respectively, but server 31 still controls what services are provided to computers 47 and 49. Thus,
server 31 may deny Internet services to computers 47 and 49. Indeed, server 31 may refuse computers 47
and 49 entry to the network if they do not already have network accounts registered with server 31.
As was stated above, wireless networks have a short range, and so a second access point
45 may be used to function as a repeater between a more distant wireless network computer 51 and access
25  point 43. This is an example of using multiple base station access points 43 and 45 to extend the range of

a wireless network.



PCT/ US01123-453 | ocations or stations. The system authorizes renote access
to the private network based on a calling party nunber of the non-network
stati on af@df @191 aut hentication code entered by the renoperaalhbigs party.
U.S. Patent No. 6,016, 318 descri bes various nethod of providing access to a
private LAN and to the Internet via a "public nobile data network"
including a |l ocation register, which serves as a database for 5 storing
| ocation information of nobile data term nals and subscriber infornmation.
Along a simlar te, U S Patent No. 5,6978,6 373 shows a nethod by which a
remote user can agit]i’lmé-gﬁrﬁw)%cg’%a“@’&etgo lpxpat %’“%&‘N?“"RS&’& P and server 53

aut hentication offjce acts as rQxy. to authorjze a renote user and
" est abl ierd ot eleged EwsRRTPER ﬁg&g@ﬁﬁowﬂ REEY QK Ao 10 OSTHRE BFPL R Ofc o
sends the renote user. a service registratiqn tenplate HIM. ale t e filled
by the TG b e etRaI! S CHE G TEFEeTeeH B G S SR "ﬁa%f%\%ﬁ%ﬂa&e@& §)9agut this
connectjon is 10 nade wth the private network, Sipgilarly, U S Patent No.
5, 915, (Y065 T BGET 4P GRPI IBiFS HR BHOLOVPERBRV e Regaifless Of b 1ovah, Server 12 e
dirgct gh%lfu conpection to a rivaée network via the Internet, US.
Pat ént No .8 © B theRUaipHRAY Upeis e SHBHARFASPCES: HEUP RCFSS A SAAt s i n
mul tiple databases with different passwords in each of the databases. To
access Hpgraise a3 1 ¥irgess aprgsaomt dpgdo ifs gonvenigice gy perpittne ppltinle usssdd iR preadat abase
whi ch then submts the appropriate password tg whi chever database the 15
user widstfsstoiths nebwarlodut ehes hatdwired pecqys point epppecans g liraiss tpiehod of
permtting secure access to software on,a web server via the Internet. A
user enters data Jseite:pTilisH cpRsISRse; sSufhVEplessSetgrkmbayheerprobibitive i theppsser ver
application, The web_ server application then authenticates the web browser,
and pa<¥e Bgiprelgvsyhigh F?Fbﬁuthﬂ'gfeﬁe’Fléi’ thecompensriseduined Hmpleaent 3 Wslesdi ng dat a
to uniquely identify the web browser. The application gateway then uses
auttRentieruk bas Tish co%H% BBt Great S EIAPRTHE 1B IS HRAREY e vehe i R HRMBAMORIHFE T DO 1 he
user of the browser is authorized to access the software apﬁlication. uU. S.
Pat ent B efDasesttignsand radinsdexiset nesded ie tpbameat @ Yielasei™ort i H5h WirelssmeioBEei n
the system forgoes the use of mtokens in favor of authorizing transactions
by usi rfge Ravebesoping mers Rrevaleahindhs indystrprang Agplicgufe epigors e whenapsy smalk ych a
finger print or voice recording, gathered directly fromthe person of an
unk nowrPugiaesses ey Reral thifm@muioRomens vtk rks. sl size obthese uoromAYs Fpless
obt ai ned and staqred previously. 25 SUMVARY OF THE | NVENTI ON. 5 WO |
112/ 113§ opesepuldgmeq omapiy blosk. 4¢ s yeelRuddingje a coffsersbens Ibvould tharpg pessibleng a
usgr and increasi ng comyuni cati on between forei gn networks do not address
t hd>pr 38 motile Ut fedlvRySHE VRS Fa@ Wisdess setwgriby gy of agacbile Gpppugiag devifst have
a registered account with a target network Sinilarléﬁwahey do_not_ di scuss
the i nfefEBped ath theprpre mdieprpnicafipngruises dhe this wpe elokirelest nereorkropld ect of
the present invention o provide a sysfemand nmethod of permitting nobile
users to¥ergapethe Reskaer ligitedie e 254 wglalegﬁceasatpéberi&iemwwsr:@ ao¥e-anot her
obj ect of the present inventioq to_ provide a ,system of facilitating@
wirel ess access tpnehglessneng ity faqed iithiherseapnd fastor merticupd ahove whish Fslictit e

private network. The above objects are nmet jn a method of permttjng
di stri B'Eﬂbéﬁ acepssde the Injempet gmﬁ(? most autonomous wireless networks are independent, a mobile user

20  would typically not be given access to a target network unless an access account had been setup ahead of

time for the mobile user on the target network. Even if a user had access accounts at multiple wireless
networks, the user would have to stop his activities and re-authenticate on a different wireless network
every time he moved from one autonomous network to another.
Some prior art can be found in the areas describing methods of accessing foreign
25  networks and methods of implementing muitiple network transfers. U.S. Patent No. 5,878,127, for

example, shows a telephone system that facilitates remote access to a private network from non-network
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10 conputing devices across a plurality of small-radius data networks. The
present invention, however, is not limted to small-radi us data networKks,
and can bgcapphsAad traditional hardw red, |arge-radius netpegilksiAsyser
wanting to gain access to a private netmork first nmakes a physi cal
connection to the target network. The physical connection may be through a
W rel ess base station, or may be through a wired hub, switch, or firewall.
Once connected, the potential new user may then try to gain access to the

target 15 netmork S @esources such as InternFt serV|ceﬁH) %ﬁ I@%, a
pri vat d°REPRRSY R2UM & epBAherzes romaly A98%F tod “t%tt‘ﬁteunﬁ‘g""f G N LB UBE BN,
the netwo first attenpti verify the new user.'s ident] n
et wor RVBPFAIiseb R P S0 @ﬁﬂ@éﬁuﬁetﬁ%tonaﬁtfﬁgfefﬁ}y&q GPE RS s
lists thoriz t hen.the pr et wor k woul d t he ch0|ce
of " of (LB TRty S LE SR oot TRBo EERID ﬁ'ﬂn%tcceétﬂamvgt?q%*eedt SHor ar y

session with mn V|Ie es for 20 the new user er a guest ac ount

If the REWEUER? R}dgﬁ“‘emgt?liféiﬁm s nek patipRiRRIist: W ’t éerﬁ?%f‘gafléta?t‘ét

woul_d not have an ccurat ecord of the HEMIU |dent| . Thus, nnst

pri vat %588 FaenanBEEdon o %‘tllﬁéiétaémvﬂtaad %H‘??“ IE%FE"F@Peé 08 8 ISty pe
of net k res especi al | bl ematic in an envi sioned distributed
net wor ﬁ%o"ﬁéﬁ“&ﬁ? %g”étﬁ?ﬁ:hot"’?6F‘E@ﬁ€pl“’?‘t9f“@\7%{t1‘ée Pt GABERE SPRULTASHST (P& AdatRpbi | e
i ndivid s. The pr sent . inyention seeks to alleviate this predicanent by
est abl ."i hg* ceng) spibisisgtionotiias agts anapropsigauthprzea eHote Yirs and Sizblishatrarsoul d
be accurately identified. 6 WO (12/11391 PCT/ USOL/ 23~53 Thi s

i dent i PBRECHGHO the Pridale netwart THFSpirplAticrapRis heTrmefe 47T & saviFsieaisasign EFF“Péﬂt?

users aqn_a nﬁﬁ%@& put also for hilling purposes., For_exanple, in
di stri BtAMAEf Hlledchyrths SEPigSSt Oneg the pmotesse hes Bren guthenticaiedag F%gwcw iSray
deS|rabIe to bill "guest" users for access tine on a private network. In

t hdOpr dwadfvith e Retwor Sudarlycl Snptend o Bip: ‘H&\?‘PQ’@ aSYHERPY Which agemote
aut henti cation neb server .to which both a S nobile uier and a target

pri vat SFfErheablish prdnplptsd direphdialipioppechiarcte agrixale pEwark vVidhoInemehi t h t he

authentlcatlon web server, including _an identification nmeans such as a
password. ' The pryi-5aHaEnhe-(f00.033 desprbes o Austem WIHEFR # BSCF hasiacqousts M ultiple m ¢ he

aut hentj cati on server and creates the appropriate_|limted network
access %8 a%%“ﬁ%ﬁtﬁwsswpwse}beﬂamt tﬁﬁdat%baten ?ltccee@lt 1 ofthe Aafgharsipg user logs
phyS|caIIy connects to the target network via an 10 access control  device
and | niMi G ¢ E@St%frPa?SWP@rqﬁ‘E‘Pasﬁé‘@gg‘éh‘?“éH%‘ﬁt © IPrOPHAle PRSWOKE tywhichaxer datahzse thenpng
r network's |ist of_authorized users, .the access control
é‘g‘tré“”i BlodrreshtU-§RAREND 0§ R 13 Bhome Ametiof rbperpittineseruetoosss ip toffware
Internet <£e aut hent atlon web server . sen the client device g tETNH)
| ogon PRGEVLHFEEGH Infmet A ugériensts dhayiade™ ?}’r%évhtcﬁés ﬁ?fw@wate to the we
aut henti cati on |nfornatL nto the syﬁtent The a theQ ica devi ce parses
the i nfEVHEPPERIUL nihe psb sqrvesappliqatiqnt %‘n”t‘tha’é‘tff‘%% aig ﬁ% OEPEs t he
client 1 S devjce. |If the client device erly.identified, then the
aut hentaPErélPrl‘aé‘anﬁﬂa@é‘tWPE@H%g%”aydﬁﬂF%B&gmn’Bé‘E’é ﬂYtdantijts&ea*ebéggweont rol

evi ce.

devi ce C used exclu5|vel he s CIfI i ent

furt herﬁ}'? %t?’F?tt"“ngfBW Then vses %’rﬁ‘t ‘?\'}'P’& 3 Te @aﬁmt”ﬁfé toy %’@E‘eé‘@ﬁ@‘F

de ce until n _access e Lration eyent_ ha S t

exp r at lteo‘ﬁemi PPy ﬁeﬁ‘ista“t 8?Z§ fﬂaéceéf%@ ﬁ"é?é@%@ﬁ"‘mﬂ%g@gggm%? 8@ Z‘,1I9|d€?‘?f'b?few ce

di sconnec gg It is t us ven% orta qg aut hentj cati on
web serd °r ‘t@“&&"&‘% arEy Fra‘@rﬁ“? Vas) fﬁ“ﬁ “é‘? PR tokeas ARVORA t he
target n tmprk Due t%Wthe ervasi ve use of network address trans] ati on
servi cd¥t P’FFI%‘F“F"HH yiSIg 1€ CAIR Ytvegamparisen @ Unigue biemetricssaggley ek p fpger

i nf or mat.i on recelved fromthe clJient device is accurate, nor would it be

pr udenPrPLPrYRICE Tesrdma gathered Sxpstly fromhibe Persam o A FrkaeNR BReT- e 2p puteifated uch as
. cookies, to. esta |IS t he |dent|t of the client device; otherw se the
systemb\‘/%‘tﬂ"?fslﬁ%m ?ﬁaf”ﬁlt@etOBtaQ‘S ARl SIUFPORIEVIOISY- by sof t war e hacker s.
Thggefore the present invention establishes the identity of users by

SUMMARY OF THE INVENTION
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7 WO U2/ 11391 PCT/ USQOL/ 23~53 usi ng enbedded )Ds generated fromthe client
devi ce's and access point's hardware host addresses into reserved string
fields ofwgnfiMds file, Additionally, since the present i p¢gilshpssks
interested primarily in providing Internet access to nobile users, the
present invention proposes the use of enhanced renote access points having
5 built-in routes capabilities to directly connect a potential client user
to the authentication web server and the Internet wthout the need of a
private party's autononous network. The authentication web server would

mai ntain a recor disrbevsdescHbrdmethngds obauthegticapg HssT YARFTEAsHE CHBNVHGAESN of t he
client users. Thus, the owners of the enhanced access points would stil

mai nt ai tevEEsD fEeign raworkedayral addresg the prablansofmgimiging petygrifgeesp@agnobile user who
Alternatively, the client users could be billed or charged directly b% t he
aut hent‘ioéfa‘EQ%ﬁ"e\Béﬁﬁl%@e‘&@PW with g taasehetwenks aielagy, theyedogiof disqygsthedfpstugitche
owner of the enhanced access point used by the client user. BRIEF

DESCRI PRUmR toRnplamesRagy eSS These and ot her obj ects, features and

advant ages of the present invention are better understood by reading the

f ol Powi ng det ai | déis@eebipgtpf the presmt infention &f wpYider waEBANHERthoC pljeapiting 15
conjunction wth the acconpanying drawings, in which: FIGURE 1 is a prior
art depntile gseroP sain Ixfereigecepetipirdedategtgrkel ess comuni cation; Fl GURE 2
is afirst prior art network | ayout using both wireline and w reless

net wor k connect i dhis anqthasobiEctdf fhe peesens inyertiopite pFpvide 2 systemed feilitatipe wirelgss ng
both wireline and wirel ess network 20 connections; FIGURE 4 is a prior art
depi ct iaseespio thaainigaekeven mitheit Swtusoef an dntergedipte privatorsverk. FI GURE 5 is a pri or
art depiction of the use of network address translation, FIGURE 6 is a
first network | aykdwgrbevs ohicetdprg mek inte methodnf perantting disiehutedaecessranRiof7 s a
second network | ayout in accord with the present invention; and 25 FlI GURE 8
i s 18 blcemputiiegyisshaeiossaadurakify of saal-adius dasa natwerks. ndepessent fnygidion, hogreveryip

02/ 11391 PCT/ USI | 1/ 23~53 DETAI LED DESCRI PTI ON OF PRESENTLY PREFERRED
EXEMPL ARYIENGCDshetiyrdiug date petererks,@nd eani tiejapplicd tra¢jionabkardypiradhlergemadiusmetworks.
invention, the best node of a presently preferred exenplary enbodi ment
makes U bsepvartinig$e gantyadaess HvaPrevatemdtwor tintkbmekes o physicel comegiion tartiie taget

modi fication to both. As it is known in the art, network conmmunication

pr oces sebvask. eTheipltysieadicanpecsionrmay bgibeough a wirglessi bagecktatiom@ge may be througles wiredind
each | ayer is assigned a specific task necessary for network conmmuni cati on.
A wi delhpbyssetgh,pefiggell: Caserrarnestad.ithgposentipldgdisir snay een Gy de 24ty aqcesmto the target

I nt erconnection (OSlI) standard devel oped by the International Standards

Or dani Zgiwasls 1ese9es, sqihes Bbpmet Gemiges- cat i on nodel  di vi des net wor k

comuni cation into seven |ayers. Each |ayer has a predefined, standardized
Typically, a private network would respond to a new user attempting to gain access to the

network by first attempting to verify the new user's identity and network privileges. If the new user is not
among the private network's lists of authorized users, then the private network would have the choice of
refusing the new user entry to the network or establishing a temporary session with minimal privileges for
20  the new user under a guest account. If the new user were given a guest account, however, the private
network would not have an accurate record of the new user's identity. Thus, most private network choose
to refuse entry to any unregistered users. This type of network response is especially problematic in an
envisioned distributed network consisting of multiple small private networks responsive to mobile
individuals. The present invention seeks to alleviate this predicament by establishing a system by which

25  new users in such "guest" accounts would be accurately identified.



10 nmechani smfor communicating with the |ayer immedi ately above it and

i medi ately belowit. In this manner, any |ayer may be nodified or
optinizedgmh;hqg; requiring nodification of any other Iayngﬁ%OhQPg3as t he
sanme stan arélz é mechanismis used to communi cate with adjacent |ayers.
The first layer is the physical layer and it describes the hardware nedi um
for transmtting and receiving a logic 1 and a logic 0. The second | ayer is
the data link layer and it translates nessages 1 S into correct format for
t he physical layer to transmt, and translates nmessages received by the
physi cal |ayer f dhisigapeificatigy ispusefplnotipnle fos muefvpinipgan 2eaurply lagnd alyggers gnjank

| ayer formats nmessages into data frames that encapsul ate the nmessages and
adds c@stHens Pel@lse ferdvilliag pusposes. dior erdrmmly, B acttribuirdanetnsls eqngigingof madipfeesgngll
information, and source address information. The third |layer is_the network
| ayer &FHate pasworks. ot mayrfiesirable tp Billt"guast”sers foy agogssrtimsranag Psgele Betvekt WbtR to a
destination network. This third |ayer is sonetines called the 20 |nternet

| ayer rosesinverfionghisiissacpeyaplishgd by haping o penéraliged suthensicatien Wsb srved & whish betllar d
network interface for upper layers. The present invention resides in this
thi pd Imppde usensd atitrgeiobryate agiwhik spbpstiearele aepbilp vesr gertesiapecopavithitesat i ons

W t hout requiring any additional hardware nodifications. Since nuch of the
exi st i authpricetioamed seruerhinglydipg an idprdifigaiPninggss sulagsc napraverd alile erivate palgeE, t he
present invention nay be easily assimlated into current networks. 25

Var i ougeaeptp ds agtheniisetsrrrsups o thsl aythaptication wehsservermand gropics e epreonriaterlignitedy er

of the OSI nodel, but the present invention preferably nakes use of the

| nt er n@etworkacersefor themewwdrch is the protocol 9 WO 02/ 11391
PCT/ USOI / 23-t53 used by networks to conmmunicate with the Internet. It may

t heref ore be advaneretions dignitseyied (ngw gesskpliypeallyisenngetp tacthe tafagh neteork yippact s

of the I P addressing protocol relevant to the best node of this preferred
enbBdi meqsss contral devies and amtiatesppdniennetracenss xsavesh rlbthe elinhdp vica i eeamongtthe target

di scussion. Wth reference to FIG 4, conputes- 71 is part of a first

net wor leetwpri lishofraythorzed usessrtheracesss eonyplr-direqipilie elienyydpviop e thpauthenpeation web a
second network 79. The two network 72 and 79 are coupled by router 74,

whi ch severyin thentemps s Thecauthertivationewebhesemver $epdsrihe eliat device @vETMLiegda prge a
network has a uni que hardware address, including side A of router 74, which
comunitkreughsviughtthe dignisieviee suppliesdheoproped suthengifation infprnption tpfthesshisteranmiibmi cat es

w th conputer 75. Wen nodes within the sanme network target each other for
conmun iaégmtismontdh‘écg@mes the snferratjomgeat tedidyhaslisntalgvigs and andatisates the eliattit i on
includi ng the 10 hardware and | P address of the source node and the

hart 8wadeviem df thpclisgtidevies isitropery ideatficdn then the autbenticatiog eeb seyurtsendaan "wablgels’
within the sane network may pick up the nmessage, but the nmessage is ignored
i Tt he msessgs iadhq aspesheantipbdedion wlich ésuseberslusively fertthaspeqibiqdrcligntdevigs: Alhfurther

har dwar e address does match a particular node, then_that node checks the IP
addr es draffic forethagliespdrvice floys frdugh theecestropiraldsvicn b an 2csess pxmirefieieayertecei ver
of the nessage. For exanple, if conputer 71 wished to send a nmessage to

r out er hppens; pish 2§ hEmerexpisafionpa eNplicite disaideclignt dericel dacsaage.n p ckenhégvitkar e
address of 100, source |P address of 222.222.222.1, a destination hardware
addr es giseenoeg meseeedest i nati on | P address of 222.222.222.2. If router 74
wanted to respond to the nessage then its response would include a simlar
hedfBer with the ddethwevemnimrpsiantthesthegnthanfivationsesh spiverdie @hlg iacauratplyddentify
messages nust pass several networks to reach their destination node, the
header bot theligntidayipornddhestagainetyosl. yDeq taghe neevapissiess gEnatwerl eddsess transiptippr |
Nonet hel ess, the | P address of the destination node is maintained constant

_ acr oss serMisesrie thedndustry, fisaunet bsassrsedthatdhastBrpddrgssing apformatiprreasiver frop i elient o
send a nessage to conputer 75, the header of the information nust relay the
mes s agdetienis aghrateonar avoulrit bemiudent to rely on isentificadoangaforeation frgmdksipeh rowsen, wi | |
include a source hardware address of 100 and an | P address of

222. 223uch2p cdokieg do ggigblliskythe idsatity pf thel dhians devirfe; etharyise & sysem wowld besusceptible éo
conputer 75 is 25 not within the sane network as conputer 71, the nessage
wi B i melicides ushby sedidvediackend dihersfore 0@ rodsentiveventinm asiablishes thevdentiguefawseryly wi | |
pi ck up the nessage since the nessage has its hardware address, but upon 10
WO 02/ 11391 PCT/ USOL/ 23~53 i nspection of the destination |IP address wil|l
determne that the final destination is that of conputer 75. Therefore, the
router will forward the nmessage to conput er 75 with a new header. The new
header will identify conputer 71 as the originator of the nessage by
maintaining its source | P address of 222.222.222.1, but will identify
routes 74 as the sender of the forwarded nessage by listing the source 5
har dwar e address 300 of side B of nuter 74. Since side B of r outer 74

c 1 B T ———a o e — — M r I Y . -



However, the nunmber of unique 1P address is limted and many networ ks nmake
use of NAT services for permtting many network nodes, or network
conput er syol@1#e¢€ss the Internet using the sane | P addrepgy X01/A48 ol e
exanpl e of network address translation is shown in FIG 5. here, conputers
72 to 76 are part of a network that shares a single valid |IP address,
201.1.2.3, by neans of a network address transl ation manager 78. Each of
conputers 72 to 76 is given an arbitrary | P address that is unique within
the network, but is not necessarily a valid Internet |P address. \Wen any
of conptipgsmberdedIDs geneyatsc from te glicnbdayicel and 3epess Rptsgrdwaredipstafdesses iplgy

t hrough NAT manager 78, which relays the nessage to the Internet 25 with

t he corgsewed §in sofan BAMInfilei t s own hardware address |04. Additionally,
NAT 78 assigns a uni que access port nunber to each incom ng nessage from
conput ers 72- 76, Adddiopalyntingedls paesepventiigs bifeagstedgrungrily mygyoyiding fnfgoet

PCT/ USOL/ 23. 153 the hardware and | P address of the originating source
conput égcessfo mebild ysarst the Prsscst [HAHOBPPOSALRD BIC.of ThjeBCced SNfhaegesp BRI havider | s
part of the identifjcation data included in the header encapsulating a

mes & ag&uilipEputes cangbiligesdp dredi comeg ot cisbusseiodbgyuthenticeien Wb wivRetndgo.
When a nessage is received fromthe Internet 80, the header .information of
t he redipemehwitoytibe prodiof p pdyate IREY's prtenomonandReKe Thirptheatcatonyyel\ever g as
its destination data, but wil| also have the port nunber NAT 78 had

assi gnauldanainiein @ recgrdefithejindividu) aesessweintigised aud therpmgsefdhe ¢lieat usesst Thigrtber to
identify which of conputers 72-76 originated the nessage and rel ays the

r espongenérs efithe prhanged @pasestpoints wowdd sidlpaintaip gn zup racorbetdflngiryfor illing in t hi s
case, a target web page within the Internet 80 will not be able to identify
t he or iPyipAKs-ofliernatiyelypthe lipat users ceuld ba biled archergeddirerthicpyrthoshthentication wek k
behind NAT 78 will have the same 10 source 1P and hardware address.

ThéP ef eerer anthp gerpanide of el billiigs sinkrierthe ytner pfthgyenbancad ageess eaint wad Bhibe sléent not
torely on the source IP address in the header of a nessage when trying to
i denti ter{ he network node that originated a nmessage. A major object of the
present invention is to be able to uniquely identify a nobile user no
matter what type of netmdﬂﬂEFPﬁsﬁgﬁﬂngﬁﬁﬁﬁﬁ§[¥Qﬁ @Y der to gain access to
the Internet. Therefore, this 15 preferred enbodi nent of the present

i nvention devi at ddeferapdpthpreobjseisdeatures andrpdyantagesafithoresgntinyentian srcheties a
nobi | e user. A first enbodi ment of a network systemin accord with the

pr esenfndaisieadttyseading thriolpwing detpiled descrintina of the prgierrad spbediment, tAkep ihe uti |l i zed
in a network having a layout simlar to that of FIG 2 or any other known
nettor korjeretipy with the @pconpanyingsdrpviageirdich: hat an access point 123 in accord
with the 20 present invention be placed close to a network node with

I nternet access. FIGUREG® s gprigrgidenictipp pf anpghhas SietodoisingaVirelesyfminupistion: « h
the Internet 131. Therefore, access point 123 is shown next to router 127.
In the present eFAAHRE 2ina figshprios ag st ol pyoutysing bath wiplispandavifslpsepetwork
connects to network 129 using wireless access point 123. It is to be

under steR¥CHMBEt a nobil e user may al so connect to network 129 by neans of a
har dwar e access jack. 25 Wthin network 129, server 125 is preferably in
charge of aut henfIGHRERds agesonsamongbpeswerkdeyany using bpthgvisghing and gvinslesspsiwork

services, including Internet access. In the present exanple, the nobile 12
connections;

FIGURE 4 is a prior art depiction of network communication using IP protocols;
FIGURE 5 is a prior art depiction of the use of network address translation;
FIGURE 6 is a first network layout in accord with the present invention;
FIGURE 7 is a second network layout in accord with the present invention; and

25 FIGURE 8 is a block diagram of message flow in the first network layout.



WO 02/11391 PCT/U SCI i /23.153 user accesses network |29 using a | aptop
conputer 121 and access point 123, but does not have a network account with
server 1250apd1yul d therefore typically be denied networ -36G8583453
Nonet hel ess, the nobile user initiates an Internet access session to a
desired target web page |33 by neans of al nost any web browser, such as

M crosoft Internet Explorer, Netscape Navigator, etc. The nobile user
device 121 thus goes through its domain name resolution process to identify
t he address of target web page _133. [ i1l permt all DNS traffic
to the Internet, even fron1ungﬁgﬁﬁpﬂggﬁgggﬁﬁiggﬁﬁgthe nmobi | e user thus
receives the correct_|P address of its target e As is known in
the art, a TCP conndGFBA LY RREFEREEDEX ﬁﬁ?&ﬁﬁﬁgégngéﬁg$ng a SYN, i.e.
synchroni ze/ start, packet to a destjpation host and.then wajtin or a
synchroni ze ackndhoElge fpatinie thy uapthe peseptiaveniion Biqbest J1oge gl rIgs in FIG
8, however, when nobil e user device 12| attenpts to_open an HTTP. cqonnecti on
to t he REPgetcxgappyempedmeyt akptiss §f erisfiephasfiprp apdaoftvers pievitgEralneh page
133 using the acquired destination IP address in Step I, network 129

i nt &r c apedifiqaien 9 dethe AsalisiRaaidR dejart, ROtk sHTREIEAliaR PYssses @redvdgddnto
authorized to gain access to the Internet. If it is, then the nessage is

f or war dedtiple siardardiesd ytagess orlaysrsniidicpe lavsa s agigice a spesifig fsk BepetiamiiFatvwathen

t he packet is re-routed to a predetermned 15 redirecti on web server 139.
Redi r e cOmERMigatPns dy Videly hsal netplo prmgmyricatipregiandandys the Qpempsstemgterconngghions; ¢ o
Rel ocat ed"” nessage that points the nobile user device 121 to an .

aut he nt@&t#@ﬁard\g@’ek’@?‘iﬂé’rth? Brferpatignal Stapdprdsddrgamizptign{PO} yThe O sorpawticadiAal t o
HTM., a common | anguage for encodi ng web pa %;%. The nobi |l e user's web

br ows ermedskgisidessneivprk RRmmygieatian ingo JREJERFe @gc ¥ e prgdedineds pranderdized y
re-sending the HTTP request to authentication web server | 37 in Step 3.
Agalitn, rn%gemw for pommpnieating pith theayerimmediately,zhoxe it andimmpdiatelinbelow Ecdhis zi ng
that the target website is now the authentication web server |37, the
packet manneroanydayeemaybe medifiedenophmized Hithophirquiring madifiraten of gy@henBYer3s ohi bi t
I nternet access by unauthorized users, it nerely restricts it toa limted
nunber long gsrtkareme signdaedizodapshanisan is peed &9 srapmupices et adipaagayerto g

preaut hori zed website, such as authentication web server 137, are permtted
access to the | ntBredisst layguis theiphysigal Bysiend B gesprilps dhethardwgre aeditny oF franspitting
websites are automatically re-routed to redirectjon server website 139. 13
WO 02/ 1ardgeceivingalegiy | ol ajlggic 0y Thy sepond laysyjis therfletadink iayr apd i tpslafesmepapges
presents the mobil e user device 121 with an HTTP form page soljcitin

aut Rentintogeres fqrmatdenthe Phyisicellgier ortenspib apdiransiates messages sgpived yphs Ritysica

aut hentication information may i nclude _a user 1D and password, which the
user erip¥s forypper favers ipwndersnd cBasically the data linjs Iayer formats mssiegesiinto Azt Bemesthat

al t hough the nobile user )D has been given an | P address_by network 129 in
or der tECHSHAE Heaniswess A P#ﬂﬁcﬁﬁom@f%?wattqﬂem?lmlé& #ERC sadacBestingtign addrest e g
fromthe nobile user device 121 to authentication web server 137 y. hot be
rel i ed poonatios. audisepyes addressanformafiony bhe tird, leyer gl P@@Oﬁ‘éiyeb@@dﬁé@“bgg‘ft}? is
possi bl e use of network address trans]ation by network 129. To over.cone
this | itidrest desn frompeowrermetyenkie hagsunation prtprke dipsihirdlper irspmetimsg selieddiayi ce
121 includes an enbedded reserved field preceded by a_ unique, client _ device
) D ey wBiemetiayer sipoils ikt bagically do ropte mestagssend BioVigR 2 Wandaudpeiuerk piepfacerfor
reserved field may be | ocated within the out-going data packet a_ |

pr edet eHORFTIaYers Jkp aresest inyentign resides inthis third fyer, tdherety) ser ht ingpapreatsd Phk ey wor d
EF1. Alternatively, the reserved field nmay be imedi ately preceded by the
uni que Cftaisimadtirations WIsheUs yeay e pry addlt\m@%lartdwgw redifications e Pingrapya et ths
forwards its authentication data to authentication web server 137 in Step
5, net w¥isking baydwrse.suehas ropsers and ks hgwe updatsable firmwas; the prgsat inyention may be

aut hentication_web server 15 137 and responds by inspecting the nmessage

" packet t@piltrssimipted o QEBEAERPeser ved fiel d. Since the message has cone
directly fromnmobile client device 121, its unique hardware address in the
headder of its nmes¥eipss pRes@meiwerkprpopolsmpy R asyqaiaied with theghirdlays gfide P!
generating a new client device %D keyword EF2 based on the uni que hardware
addr essmedel, pptihe aregeni isyntigpreteebly makes yre of the fdsrpet peniacob IP, Mhichrinte PofPcoland
the address information of network 129. This address information will be
dependent on the device on 20 which thegpresent systemis inplemented. This
new client device 1D keyword is inserted into the enbedded reserved field
and the nodified nmessage is forwarded to the authentication web server 137
in



Step 6. Upon receiving the HITP form page from user nobile device 121

aut hentication web server |37 parses the information in the HITP form page.
Pref er abl wio ¢24g3dinformation is parsed using a 25 backend @& s®iiRks The
aut henti cation web server 137 forwards the user-supplied informtion and
the new client device ID keyword fromthe enbedded reserved field to a gate
keeper server 135 in Step 7. 14 WO 02/ 11391 PCT/ USO1/ 23~53 The gate
keeper server may be accessed via the Internet, or may be directly
connected to the authenticati on web server 137. Preferably, the | nforpation
i s trafS IERFOrsIALRmBULEAh I the JYerar: Wy dhersfare bigd?vafltag%%to&affiv wesaper
server 135 along a secured link. |t shoul d be noteg t hat server 125,

r edi r edbq aspec B Aspetts afdhe [Padinsesingireeipsobislayan tatbe Dest madeofphisprgfesd e keeper
server 135 need _not reside on_separate machjnes, and one or nore of these
may be BGOHBERIRE e PereTS ittERiio REloTRIPRRERS T g SR thisBYUSOR- be servers in the
usual sense of the word and nay instead be web pages, scripts, applets or
ot her routines capiibieérere pdilPot GPmprterd 1Ratal BT Bt o ying to
Additionally, the functionality of redirection web server 139 need not be
separ atteMENYCHA YA TS P atleh 1§ Ribok aRecd pglyerk o dhe iy nerorkn sl d@ gisr
server 135 processes the received authentication data information and
checks cP¥pledhy raeter 74 which gilays aeesages betwepietheagsivorks ¢4 - Byey godedyp petivatke
account, then the gate keeper server 135 decodes the new client device |ID
keywor diag hytiquedadyarepddissphmalyding pide Arof expter 78 vdhighgopapupicatrhwith eranpyier dhvanre
address of the nobile user device 121. The gate keeper server 135 then
sends &ife Brrfrgyierdd, whishhtagumunicaiss with eompitest’sp Wempadsy wihin thesame petwerk) teraet
device ID keyword to network 129. As expl ai ned 15 above, the controlling
devi ce eaihather fos smpmpricating, thhseihnesiagenre prcapwlpted yidihesder miforpationipclpding the
inserted the address information of nobile user device 121 in the HITTP form
padl, tadiarend Faddeskeldhsourcggodsand thethprdwargapd Boaddrepsaf dheqlestiniations oy tpreety
this controlling device. Preferably, the "unbl ock” nmessage is encrypted

wi th t mede Wl redesetvithia dhgisamae nabverkyudy PiFk uptheanasspge.hat e messags ip wneqeflé)r/& ¢ devi ce
| D keyword may be generated and used for the encryption process. It may

i ncl uddesthationdrrdrarcaddiesy doggnah match hefromimt & the hasdwargjeddlresedoep matchg padicwian) | as
the Internet protocol address of the network 129. Network 129 verifies the
encr ypthede. then Brabegde chaskssthe &P adgregs eftlgmessags feeerify hatthayergiafeed ghedntgndefist t o
grant Internet services to the nobile client device 121. All subsequent
traf fi ceeiverpfthranespage Borceraraple. ifomputsr TRWished te prad pmcssageto ravter Hothomtheied by
network 129 uni npeded until either an allowed access tine expires as

dedéri measaphhegAe yrauid ingduds 4 soprse bardwarp addegss piciop, sopyc Hiaddress of2d2-2Fed2cle

nmessage i s 25 received, or _the client device 121 disconnects from network
| 29. 1slestingtion hordgisrepdqresssd 20andoigstination IP address of 222.222.222.2. If router 74 wanted to

respond to the message then its response would include a similar header with the source and destination
addresses interchanged.
‘When messages must pass several networks to reach their destination node, the header

20  information changes every time the message traverses a router. Nonetheless, the IP address of the

destination node is maintained constant across the networks. As an example, assuming that computer 71

wishes to send a message to computer 75, the header of the information must relay the message through

router 74. Therefore, the message leaving computer 71 will include a source hardware address of 100 and

an IP address of 222,222.222.1, as well as the IP address of computer 75. However, since computer 75 is
25  not within the same network as computer 71, the message will include the hardware address 200 of the

router 74. The router 74 will pick up the message since the message has its hardware address, but upon

10



In the description of FIG 6, the present invention is described as a
programroutine running in network 129, but the | ocation of the program
routine Wag BRisegxplicitly stated. The present invention pay,Re Ry 09ram
routine running in server 125, router 127 or access point 123, or parsed to
have its routines distributed anong all three. 5 Thus, all nobile users on
network 129 are uniquely identified and verified. It is then possible for
network 129 to charge a nobile user for access tinme on network 129.

Al ternatively, since the nobile user is authenticated by the gate keeper
ser ver imsggtion of thejeshnatign MRrideagewilisdeterraine thatthe fnal dptiaption isthates pommier 7y

anot her_speci alized server record the anmount of tine that nobile user

devi ce Thorefosg edeuteroeill derivaryl thymessagede eramputes 75 with a ngih headerdmi navp beadeqryll
charge accordingly. In still an alternate 10 enbodi ment, a nobile user wll
have al¢eatiffycopantar Tlrsdlehisietof of theympssegsdl anapitriainis dpeaure Idaddgss Wor k access
time as noted above. Wen a nobile user is admtted access to a private

net wor K22 32k 2ds biietilviriertify 2@uter{7A @s hiprsrnder of thetfpmwardsd imgssage disting e pagirce
transmtted to network 129, which then di sconnects nobile user 123 once the
time haerderysiaddrgss 3RApf sidapfionigr T4. ancaside Bod oulsy 7Adrsed the spsemeiieovt ©eas123 may
be forward to the gate keeper server 135, or the correspondi ng specialized
ser ver compéert Methe Erarndedgpessigrevib inclge the somesé destinagion burdwaraayd Baddpwat ed
accordingly. An alternate enbodi nent of the present invention is shown in
FI G 7.combaersidt Vhen r¢spauding, ednmiutea 5 wal kriowyshat dife arig@al Buiseoktheinpishgerwas
reference characters and are described above. In the present alternate
enbodi wempyterad deemisqiv [haddrdsOBasameserydd inispivechay mg rdoniyed thp aloéshget framg the oguter 74.
connecting to the Internet 131. Thus neither of access points 105 or 111

r equi r &hg vewpbhedtue nh aratioi thexhintbet efoodters heatessege hast tatre versedeforOreschimgomputdE| G
6, to inplenent the present invention. For illustrative purposes, wWreless
acd@ss 7pointhis S, it sandlesean thay twtsewtcd IF addressfih the heddopolzarmoestage ednemguely ddenify
point 111 is shown |ocated in the waiting roomof an autonotive nmechanic's
shop. Nusbirigmaies ef smemagget Whereaa thesowce hredwant addrass chigdes gvaay Wine dle eupssagepassss
poi nt 105 and any known device for establishing a node connection to a

net wor Khrowghatrouter and isthulirestt el retialptp saurasdord dentifangltb¢ originadterof the n@Ssagoripwowd 103.
In the present exanple, access point 105 is shown as a wirel ess access

devi ce sedmythereforethgt thd spyrcp dBaddess indhalwiades df € mrgseget wanhdbe aprinhe camdidaticfer ces.
Simlarly, a nobile user nmay use | aptop conputer 16 WO 02/11391

PCT/ USGdentifyisza spérifi¢ npda eeressmiltipde natverks: o8 is 1@uired by the presentioventiom sHowsyemt

111. In this enbodinment, it may be preferable for gate keeper server 135 to
mailAt aithis is npetborade dfa massage rressescnstwerk miaking lyge efdNetwark Address TrgBlatiod™NKOO, and
then to send a sunmary report to the owners of wireless access points 105
and 11 Berviphetopranagsnits afqessnetiaskinddgs been descri bed above in connection with
a preferred enbodi nent thereof; however, this has been done for purposes of
illustration onl yinoedavifor maoderyeaqess Bi¢ Intemptpthe padd myst havg 2 upiqie®hddess | at | ons

of the invention will be readily apparent to those skilled in the art and
However, the number of unique IP address is limited and many networks make use of NAT services for

permitting many network nodes, or network computers, to access the Internet using the same IP address.
20 A simple example of network address translation is shown in FIG. 5. here, computers 72
to 76 are part of a network that shares a single valid IP address, 201.1.2.3, by means of a network address
translation manager 78. Each of computers 72 to 76 is given an arbitrary IP address that is unique within
the network, but is not necessarily a valid Internet IP address. When any of computers 72 to 76 wants to
access the Internet 80, they must first through NAT manager 78, which relays the message to the Internet
25  with the correct IP address 84 and its own hardware address 104. Additionally, NAT 78 assigns a unique

access port number to each incoming message from computers 72-76, and maintains a table associating
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also fall within the scope of the invention. 17 W) U2/11391 WHAT IS
CLAIMED |'S: PCTIUSOL/ 23.t53 1. A systemfor controlling Internet access on
a net wor kys@ldssyst em conprising: at |east one access dey§a;d)Phasss
connecting to said network and for originating out going data packets, each
of said at | east one access device being characterized by a unique hardware
address; a redirection server accessible via the Internet; a network
nonitoring device for nonitoring out-going data packets sent from said
network to the Internet and for verifying if an ariginator access device of
an out - §§ihagwasrad Paddess ¢idheiiggingsircs sompuiar df {8 iVt hecasggned part gifebegoi ng
packets originated fromauthorized access devices bei ng forwarded uni npeded
to the Theeassigaed pascnunber is et gighhigenidicatiop da dtclndgd inghscpday epsepsatingdit hori zed
access devices be being inspected for determ nation of their target,

_ dest i naficesags prddp herefoip it tleng wighihe mewagere Brilpgmeti80a Whep 8 mepsaesds feapiget
destination Internet website matches a predeterm ned authentication server
websi t e frapdhe Istegt ¥, fg hsadepmfempiinadil K resgvedimrssegeoat disttacRend haydwagp gddress
predeterm ned authentication server if a match is found, said network

moni ¥ or PRYABES peiés deatingbpridaty beigvil alsaben teqortmembey ¥AT Athadyasasmsd oghe di ng t he
determ ned destination Internet website and forwardi ng the out-going data
packet pogisdlydclpyedimeanes INAS B vesp thisgesimapperdp jdentify vJéfhmd ceruierpciet s to
the Internet gain access to the Internet irrespective of whether their

r espect PRginaled the massege and sdays theacspenss framdhelgtemnst fokarompptersy2ep geqordiegdess. 2.
The systemof claim1l wherein said redirection server responds to a

recei ved data pacltbus in fhangagh a taiget vabpdee sdthinrtheinteamed B0 witknot be ablatp idsniply the
sendi ng said originator access device a nessage inspructin% it to connect

t 0 sai dopgieaiertodp ricsrege snelall meswgasicoming diopethe negworkipehing NAZ S il hava ithe same
wherein said aut hentication server responds to an unsolicited received data
packet pgpresdhandsprdyrareoraddegish athsrefare dhis prefteod erabagimeng piktheipresenpinesetion ¢hod®s WD
02/ 11391 PCT/ U S01 /23.1s3 questionnaire formsoliciting authentication

i nf or manetdmrelysen the spyecetk adviness indhd nadariohe massgegvhen flying émidertifie the aeiwpikaiode and
a first identification keyword. 4. The system of claim3 wherein said

hi dden teteiginatedfinasige.s not accessi bl e by

A major object of the present invention is to be able to uniquely identify a mobile user no
matter what type of network the user connects to in order to gain access to the Internet. Therefore, this
15  preferred embodiment of the present invention deviates from the prior art when identifying the source of a
mobile user.
A first embodiment of a network system in accord with the present invention is shown in
FIG. 6. The present invention may be utilized in a network having a layout similar to that of FIG. 2 or
any other known network configuration, but is preferred that an access point 123 in accord with the
20  present invention be placed close to a network node with Internet access. In FIG. 6, router 127 couples a
source network 129 with the Internet 131. Therefore, access point 123 is shown next to router 127. In the
present example, a mobile user utilizing a laptop computer 121 connects to network 129 using wireless
access point 123. It is to be understood that a mobile user may also connect to network 129 by means of a
hardware access jack.
25 Within network 129, server 125 is preferably in charge of authenticating all new users

and allocating various network services, including Internet access. In the present example, the mobile
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said originator access device which receives said questionnaire form 5.
The systemof claim3 wherein said first identification keyword is based on
address iWwbesApbion from said network nonitoring device. per/iRg/BYSt em of
claim3 wherein said network nmonitoring device, after verifying that said
determ ned target destination Internet website matches said predeterm ned
aut hentication server and before forwarding the out-going data to said
predet erm ned aut henti cati on server, further scans contents of sai d

out - goi ng data packet in rch of sai ﬂzfl rst i dentlh%’rgatl on kl@%!
upon | aa%@?%ﬁe%twrk 1R OB RED haag agses PogE e Bitdeespok sﬁae‘fwo
identificatiaon keyword based on_t he u e, hardwar e addr .
ori gi né?CGPme‘(Y!@éE%’erd]@é priwould threfore. yRige aYg@ﬁiFFLF? E%‘i‘f"?rgﬁc%éﬁlﬁﬂnﬁfgﬂ%ﬁsﬁ e mals ¢ ed
in said hidden reserved field. 7. The, syste m 6 wherein sai second
i dent | HFE AT 2R BYPABFLAOGEES SERANLD BASSH Ff%fﬂé&%\%%; R3fe iii’abrYémﬂn% F Ry
session infornation. 8, The system.of claim6 wherein said second
i dent i PE&ES eﬁlR%Vwaﬂ#gelaﬁﬁewﬁafewapa%é@aehe ICocat mehls wfsleras i?dﬁhler
said network nonitorjing device. 9. The systemaf claim®6 wherein said
hi ddlen sPedEpyaddisdompiy nalee FeSRUQBPTQReLSHP Hie%%fv thegdreyot Hgeetaehraga didetNegwork
predeterm ned nunber of bytes away fromsaid first identification keyword.
10. Thd2&ydiremnisnll PNgitsle A feprctsaicn mgaanhogetrsseand hemgb lieslseﬁhem ately
preceded by said first identification ke%\éword wi thin said out-going data
packet recgiyes tpeoreegidP afress obliPiaFiavaRmeELl - sai d origi nator access device
recei ving said questionnaire formuses web browsing software to s ly said
sol i cited aut hent§séHTOBR I the BftPek GRoonRasten § SPHCHRISSORGR A fadingp ﬁ’B]prr e
transmtting the questionnaire formback to said authentication server via
the | nP¥Ich@pize/stert, pagies tppalestiatiop hogtppd tsen 1pine fpsg synshropize adpavledaedP Y ai m 1
wherein said authentication server responds to a solicited data packet

hav? ng ACKR; dyibmpreesabiasers showat i BIG. & heyerer iwhgn maklediserdsties l%fattslarta toAPE-en
reserved field and authentication information fromsaid solicited data
packet anHEEP sqanegtiondeithe fargst detiqedA3 bessrding eﬁ?PtSan‘épaghfttéo Yo et wepage 33 13,
The system of claim 12 wherein said gate keeper server is accessible via
the | nugipg e acqpired desinagion Feaddrsps ip Sigp qezwwhég Bingereenis dhepaelisbandichesks Biheser ver
uses a CA script to parse said extracted information fromsaid solicited
data p&okie uselidesce Thlts aytherized if sapn agpess teshedmisinst. nlf &4s, thep heanpwepis forgaided r

conpares said
accordingly. If the mobile user device is not authorized, then the packet is re-routed to a predetermined

15  redirection web server 139. Redirection web server 139 responds in Step 2 by transmitting a "Web Site
Relocated" message that points the mobile user device 121 to an authentication web server 137 (this
redirection ability is conventional to HTML, a common language for encoding web pages). The mobile
user's web browser responds to the "Web Site Relocated" message by automatically re-sending the HTTP
request to authentication web server 137 in Step 3. Again, network 129 intercepts the TCP SYN packet,

20  but upon recognizing that the target website is now the authentication web server 137, the packet is
forwarded without alteration.

Thus, network 129 does not prohibit Internet access by unauthorized users, it merely
restricts it to a limited number of predetermined websites. Internet access requests to a preauthorized
website, such as authentication web server 137, are permitted access to the Internet, but ail Internet

25  requests to unauthorized websites are automatically re-routed to redirection server website 139.
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aut hentication information with a predefined database to determne if said
originator access device is registered, and responds to the verification of
the ori gi Ry AYsK[cess device being registered by sending @@THEQREQg3nessage
to said network nmonitoring device. 16. The systemof claim1l S wherein said
unbl ock nessage is encrypted with said second identification keyword. 17.
The systemof claim 1l S wherein upon verification of the originator access
devi ce being registered, said gate keeper server decodes contents of said
hi dden reserved field to determ ne the uni que hardware address of said

ori gi nat or accessh@ipidcauthanticatigh¥Ep srgves 43 UPTEssRE Seimabile ywpdewigetl Al with an
hardwar e address. 18. The systemof claim1l S wherein said network

noni t oriREP @Evpess splicitngraudentisatiqndaioppation friomy the moileae®. rbeusgRirBledupdating a
network access |list to authorize said originator access device for_ Internet
access . authgnticatienigfoapgtion may dpbide o ysea P Rechpaseeardigich thesuser Bieraviphis b e
network via the Internet, the systemconprising: a network access device
for perFPYEr ndyt thigpeint 8 shouwdleapicdithnt gloysinthe nge et Ridheg beeg givgn ae Beagldregievi ce
bei ng characteri zed by a uni que hardware; an authentication server
accessitynstxaria 1 3he ordax lecammunioge withyp tipnetviosly thedptemeisiapkst ansgted fiogt ther k

moni toring device for nonitoring the destination address of all out going
messageBotile gpar devies 131 fa/anthenticatiopyRb teover b man wof breteliedipor irundiquglyrdengin he
content of any nmessage whose destination is said authentication server to
sear ch mahile gser devdge 1;3? beranssrofihs dassitdieye iof patwerk address ranslation by etyverkdadeTo sai d
network nonitoring device responding to the detection of said first

pr edet exvpicpme thig lineitatipt, ithedd T Bhior tegetisansreitted taithe mebile heer Hewiepidt inchideiyasss of
the access device that originated the nessage and generating a second

i dent i fambadded mesenyerblididipreeedothbysaimiqueastieniae dceliheryerd Eféiptpvﬁbg ik nonitoring
device further inserting said second identification code in said nmessage
beflér e authenfirtddomycbssaiver 18s Thepesarvedsieldmayhe eqatad avithinghe eugoiag dats paclet 2

aut hentication server responding to recei pt of said forwarded nessage from
sai d naredsternivedinmgher ofpytbe ooy theawise plipnsdavige Hakewier€ER d¥ltesmativelpihes ai d
second identification code; a third identification code based on said

har dwarresergd field snaly bk frpmeriztely arceered hy theuaiquerslienedevige BhkeywordERIn unbl ock
message to said network nonitoring device. 20. The system of claim 19

wher ei n sai d net Whéa thompbilsruserglevies; 1 Hcforwasdsats authensication data favdektigstionsige by
updating a network access |list to authorize for Internet access the user
whose revbi imBice Scnethenvk 29 detpstsithad a sgsragereckphtsrbema aent tosytheaticationsyighesgred i n

said third identification code.
15 137 and responds by inspecting the message packet to detect the embedded reserved field. Since the

message has come directly from mobile client device 121, its unique hardware address in the header of its
message packet is still valid. Network 129 responds by generating a new client device ID keyword EF2
based on the unique hardware address of mobile client device 121, the current session information, and
the address information of network 129. This address information will be dependent on the device on
20  which the present system is implemented. This new client device ID keyword is inserted into the
embedded reserved field and the modified message is forwarded to the authentication web server 137 in
Step 6.
Upon receiving the HTTP form page from user mobile device 121, authentication web
server 137 parses the information in the HTTP form page. Preferably, the information is parsed using a
25  backend CGI script. The authentication web server 137 forwards the user-supplied information and the

new client device ID keyword from the embedded reserved field to a gate keeper server 135 in Step 7.
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21. The systemof claim 19 wherein said second identification code is
further based on the Internet protocol address of said network nonitoring
devi ce. 2g,gob§s0q5ystem of claim 19 wherein said third ideplhfigatigp code
is further based on the Internet protocol address of said network
nmoni toring device. 23. The systemof claim 19 wherein said network
noni toring device responds to the absence of said first predeterm ned
identification code in a nessage whose destination is said authentication
server gg forwardi ng said nmessage to said authentjcation server with no
modi f i chRS B KeePes sreer MY &g greessodivia Hednterpel enayroe dirgithnconneiisdiodhs sai d
network nmonitoring device is further effective for verifying if an
out - goi A§herEciayWEh ey | 3 Tarfeablyythe MimetRsyis Fangmiited .froaﬁée %}g'reﬁmapmjebz 1
WO 02/11391 PCT/ USO 1 /2353 all qut-going nmessages from aut horized users
uni nped&dveadteedha stegerer sy Adt alongisepuedlinkes from unaut hori zed users
havi ng their destination addresses inspected to determned if their
destination is saft@hoyld bramwisddbat parerdéy-vedirectionveb pe idP iy heyicali Fabistraes on
address other than said authentication server by ignoring the destination
address v gefe [esper et e ngeckach grstde 6n seppieisdeackipes fhdpne agmpis of fsss marbger
via the Internet; whereby all out-going nessages to the Internet are
gr ant edC%Eeeidyy op 3 maphing. P?fe‘ﬂ“cﬁcr"F%’s’tﬁ’ég? sepsrsat thimetehinse ¢ dheeasd arfemays
originated by an unauthorized user. 25, The system of claim24 wherein said
r edi r ectisii tseyaparges csppRdsPlels opotherdeitinetcapriia efperfonming e atribated Agictionsd user
by sending the user's network access device a nessage instructing it to
connect Addtiensily the funeiensliw ol rediresdon, web sepvgr 13Prsedsip besepapte @ndimpy hoonigated n
sai d aut hentication server responds to a received nessage | acking said
second éRethe nftverktlP2dn code by generating said first predeternined
identification code based on |location information of said private network,
sai B aut hent i cat i Bhe gaéarkpeper perverdads propssers thy reseved aythssigatign dets mietaptioneand hat
originated the nessage a questionnaire formsoliciting authentication
i nf or mahesks if the pser isgegiverpd Jf thganahdeplienths g legitantq 2spvat. then thsreateikeerensrysy a
hi dden reserved field and said first predeterm ned identification code. 27.
The sysi¥rfeesdesthgpey olenhfiryvice IR keayerd Hiatig érthe embaddetreserier diclddo deferminedhss si bl e
by the user that receives said questionnaire form 28. The system of claim
26 wher bardwasg pddress effbpmplailsaiscredgvics 81 The sy kecoersarver 133 dheg sends ag encrypted
predetermned identification code in said questionnaire form 29. The
syst em omblepkyimgssage itheerd pasedonthe samelirnt deice B kepyordde petworkd 3 pgexplgingd
second identification code in said hidden reserved field of_ang nmessages
sent> byakevedherconiolking devige tithinngiorlp 2 9semwhich thespresertystern) iy rapming had|inseriedbe
further having a gate keeper server, said

address information of mobile user device 121 in the HTTP form page, therefore gate keeper 135 sends

the "unblock” message directly to this controlling device. Preferably, the “unblock” message is encrypted

with the new client device ID keyword. Alternatively, a third client device ID keyword may be generated

and used for the encryption process. It may include the hardware address of the mobile client device 121,
20  aswell as the Internet protocol address of the network 129.

Network 129 verifies the encrypted "unblock" message, and then updates its internal
access list to grant Internet services to the mobile client device 121. All subsequent traffic from the
mobile client device 121 to the Internet are forwarded by network 129 unimpeded until either an allowed
access time expires as described in greater detail below, an explicit “Disable client device” message is

25  received, or the client device 121 disconnects from network 129,
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aut hentication server further being able to identified filled questionnaire
forms received from 22 WO U2/ 11391 PCT/ U SU 1 /2353 unaut hori zed users
and bei ngwgfhR¢ihve for parsing out the user's authenticap@Rshi)ingsgmation
along with said hardware address from said second identification code; said
aut hentication informati on and hardware address being relayed to said gate
keeper server for verification, said gate keeper server responding to the
verification of an unauthorized user by generating said third
identification code and transmtting said unbl ock nmessage to said network
moni t ori ng_devi c& thggescrpiongf KiG ¥ ieteat inyengoRis dPseTIpEdLa A grogriroRWeper i s
accessed via a secure link fromsaid authorization server. 32. The system
of cl af¥A"sE wréw%#%ﬁuathalﬁmmompwww}ﬁ wes aalexplicitlygtatedy Aihe Pre éf‘é%
server via the |Internet.
.. AGH . AYRITRDaKke Aa{ogram[ogtwummﬂ PEEET AR TRMETALT AIAcRFSE PRRY 123407 RITSed 1. Asa2.

A u2. A9SY. AE. As | (G K += @c}
Eyt oj e Dpwojie a9 tiagschy la]t‘?f]aﬁ]“l?&]iéla@f“(?aq ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] cal ca] ca] ce_Lca] cal caU] ca] c<al] cal "++Uk5<+&#}w mhc”Yje [ V]c]ca]ca] ca]c
a] ca] caV] ca] caV] dafe alrebccisvs eaeypkdpe aF cagrdyl E@]Céé]l%‘é“]”@a‘] cljsdbfica] cal ¢
aJ ca] ca] ca] ca] ca
#FO5 @DPossibieder wapgack 420 charge 7mebijeupsforacesss igp poqateerkd A cAlieratyely) it 84 cal
cal ca] ca ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca]c t]hca] cal ca] ca] ca
L f--. I_ELIS DYk t13atgi3 4!1’)@&64%5656%} %,gggzg be advantageous that the gate keeper

wr nhc’\Y] ] 1.ca] ca] ca] ca] ca] ca] ca] ca] ca] caj ca] ca] ca] ca] ca] ca] ca caj caU] caj
Ica] ca] eayEaPoar ere?flwafr@alpb@}iéw%faqceﬁﬁt &amQua w]o m&s& spen s
EEEEE- FUFFGE | 1 ] | {vq ca a] ca] ca] ca] ca] caU] caj ca] ca] ca] ca] ca
] cal ca]aecaisela]ﬂaealptfa]e& !3%1% P@]a‘]héf&@]ﬂ‘é?ﬁ]"]é'}ﬁ]kd“ bt} nEISMAR] KKKLAMFMOMN
i QIVWVX whbdg{ vqkf a\ W ca] ca ca] caU] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]c

a] 4] c&fgé%ﬂu@wacraqtelapéea]velé]%va]a eAdy a3id i ‘tdéW]CE e Rredapenpedameypfiat network
kk$k| mnnouoooVppp) qqgbr st st ttttt Aww w ngb] X] ]] ca] ca] cal] ca] ca] ca] ca] ca
] ca] cape%]saa]e@apetaé) agveafihan 2 Bp 1&1 l@a]lﬁ;@qr@aqdcaaff‘éa OV AT Befped] ssbpeagtakcal ¢
alwf xzrz|m || H}~~%5~~gJRs{vqgl gb\ W] calU] ca] ca] ca ca] ca] ca] ca] ca] ca] ca]
ca] ca] d&3 chejamepetaf smepaid u) %dé[p%ca}%teapé'aqﬂeca]oéawé} L%ﬂwhlf Hipe dipcoanectsimabale Gk 67y
ve6} xsni d ] c] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca ca] ca] ca) ca] cal ca] ca] ca] ca]
ca] ca] @aff&!] s thsimglhea P @it AwAFRapRg HEs v Re tils |56t 97, ‘eeevljl]!]ﬂtaa] Pea] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal caU] ca] ca]ca] cal]c
a] ca] cAreapiaty ﬁgw/}mpm&}v{wlﬁ#a\ th qoersgrebdiehpeialiedEver-cnd the rendinng UEs e ca
&c a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal) ca] ca] ca] ca] ca] ca!}
k

2 thsvpgrapepeuntyaybe 4pdaigdasteding’] ca) cal] ca] cal ca] ca] ca] ca] ca] ca] ca]calca

] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! G A<ags+ X]é(]bca] ca
] ca] ca] ca] ca] ca] éﬁ]alf%l']l%ta]a’@h‘]%‘a]”(‘,8%@5]”@%9]‘5‘&]’@&9}] t?éh!]"t?a]‘%gq} (,7a] §5]ie 1 d] ca]
cal ca] ca]. ca] cal ca] ca! GWj "CA% F vql gb] X]]] ca] ca] ca] ca] ca] ca] ca] calca]calc

a] ca] c&lay fedhasa Pl éh‘wf’éﬁ‘]l a]eéfé‘]%afl@éﬂct?éﬂ%ﬁf’i?a‘ﬁ?&]’idaﬂbE‘éf] dafhe @reset ca
(GchTlO%&()-9 zZ10% & ()- 10% & Q
y109&' e]ma_em%oawept aeposspofnys 105 2REEL Hilgys reuiing canabilitigs foy conmegtins to thedniqmat g () -
@0% - "10% &

"109% &18 g peither %9?9@%@)6*&10(5)“ 1} lorsguire@)senaasp prdyrqdopg tyonylg sich.as netmaried

20  shown in FIG. 6, to implement the present invention.

For illustrative purposes, wireless access point 105 is shown located in a coffee shop and
wireless access point 111 is shown located in the waiting room of an automotive mechanic's shop.
Mobile users may then access the Internet 131 via wireless access point 105 and any known device for
establishing a node connection to a network, such as a handheld computing device 101 or laptop

25  computer 103. In the present example, access point 105 is shown as a wireless access device, but it may

also provide hardwired connections to client devices. Similarly, a mobile user may use laptop computer
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a redirection server accessible via the Internet;

a network monitoring device for monitoring out-going data packets sent from

said network to the Internet and for verifying if an oniginator access device of an out-going data

packet is authorized for Internet access, all out-going packets originated from authorized access

devices being forwarded unimpeded to the Internet and all out-going data packets originated from

unauthorized access devices be being inspected for determination of their target destination

Internet websites, and for checking if a determined target destination Internet website matches a

predetermuned authentication server website and forwarding a corresponding out-going data

packet to said predetermined authentication server if a match is found, said network monitoring

device responding to a match not being found by disregarding the determined destination Internet

website and forwarding the out-going data packet to said redirection server;

whereby all out-going data packets to the Internet gain access to the Internet

irrespective of whether their respective originator access devices are authorized for Internet

acCEss.,

2. The system of claim 1 wherein said redirection server responds to a received

data packet from an unauthorized originator access device by sending said originator access

device a message instructing it to connect to said predetermined authentication server.

3. The system of claim 1 wherein said authentication server responds to an

unsolicited received data packet by sending an originator access device of said data packet a
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verifying that said determined target destination Internet website matches said predetermined
authentication server and before forwarding the out-going data to said predetermined
authentication server, further scans contents of said out-going data packet in search of said first
identification keyword and upon locating said first identification keyword, generates a second
1dentification keyword based on the unique hardware address of the origmator access device, said
second identification keyword being inserted 1n said hidden reserved field.
7. The system of claim 6 wherein said second identification keyword is
additionally based on current communication session information.
8. The system of claim 6 wherein said second identification keyword is
additionally based on location information of said network monitoring device.
9. The system of claim 6 wherein said hidden reserved field is located within
said out-going data packet a predetermined number of bytes away from said first identification
keyword.
10. The system of claim 6 wherein said hidden reserved field is immediately
preceded by said first identification keyword within said out-going data packet.
11. The system of claim 3 wherein said originator access device receiving said
questionnaire form uses web browsing software to supply said solicited authentication

information into said questionnaire form before transmitting the questionnaire form back to said

authentication server via the Internet.
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13. The system of claim 12 wherein said gate keeper server is accessible via the
Internet.

14. The system of claim 12 wherein said authentication server uses a CGI script
to parse said extracted information from said solicited data packet.

15. The system of claim 12 wherein said gate keeper server compares said
authentication information with a predefined database to determine if said originator access
device is registered, and responds to the verification of the originator access device being
registered by sending an unblock message to said network monitoring device.

16. The system of claim 15 wherein said unblock message is encrypted with said
second identification keyword.

17. The system of claim 15 wherein upon verification of the originator access
device being registered, said gate keeper server decodes contents of said hidden reserved field to
determine the unique hardware address of said originator access device and labeling said unblock
message with said hardware address.

18. The system of claim 15 wherein said network monitoring device responds to
receipt of said unblock message by updating a network access list to authorize said originator
access device for Internet access.

19. A system for remotely authenticating a user on a private network via the
Internet, the system comprising:

a network access device for permitting said user access to said private network,
said access device being characterized by a unique hardware;

an authentication server accessible via the Internet;
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going messages from said private network to the Internet and for scanning the content of any
message whose destination is said authentication server to search for a first predetermined
1dentification code in said message, said network monitoring device responding to the detection
of said first predetermined identification code by determining the hardware address of the access
device that originated the message and generating a second identification code based on said
hardware address, said network monitoring device further inserting said second identification
code in said message before forwarding said message to said authentication server;

said authentication server responding to receipt of said forwarded message from
said network monitoring device by decoding said hardware address from said second
identification code; a third identification code based on said hardware address being generated
and transmitted along with an unblock message to said network monitoring device.

20. The system of claim 19 wherein said network monitorig device responds to
said unblock message by updating a network access list to authorize for Internet access the user
whose network access device has the same hardware address as is embedded in said third
identification code.

21. The system of claim 19 wherein said second identification code is further
based on the Internet protocol address of said network monitoring device.

22. The system of claim 19 wherein said third identification code is further
based on the Internet protocol address of said network monitoring device.

23. The system of claim 19 wherein said network monitoring device responds to
the absence of said first predetermined identification code in a message whose destination is said
authentication server by forwarding said message to said authentication server with no
modification o said message.

24. The system of claim 19 wherein said network monitoring device is further

effective for verifying if an out-going message is originated by an authorized user and permitting
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authentication server by ignoring the destination address and forwarding the message to a

predetermined redirection server via the Internet;

whereby all out-going messages to the Internet are granted access to the Internet
irrespective of whether the message is originated by an unauthorized user.

25. The system of claim 24 wherein said redirection server responds to a
received message from an unauthorized user by sending the user's network access device a
message instructing it to connect to said authentication server.

26. The system of claim 19 wherein said authentication server responds to a
received message lacking said second identification code by generating said first predetermined
identification code based on location information of said private network, said authentication
server further sending the network access device that originated the message a questionnaire form
soliciting authentication information from its respective user, said questionnaire form including a
hidden reserved field and said first predetermined identification code.

27. The system of claim 26 wherein said hidden reserved field is not accessible
by the user that receives said questionnaire form.

28. The system of claim 26 wherein said hidden reserved field is preceded by
said first predetermined identification code in said questionnaire form.

29. The system of claim 26 wherein said network monitoring device inserts said
second identification code in said hidden reserved field of any messages sent by a user to said
authorization server.

30. The system of claim 26 further having a gate keeper server, said

authentication server further being able to identified filled questionnaire forms received from
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said authentication information and hardware address being relayed to said gate
keeper server for verification, said gate keeper server responding to the verification of an
unauthorized user by generating said third identification code and transmitting said unblock
message to said network monitoring device.
31. The system of claim 30 wherein said gate keeper 1s accessed via a secure
link from said authorization server.

32. The system of claim 30 wherein said authorization server accesses said gate

keeper server via the Internet.
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