;e3et R*T6Tfs S 1 *c~~2* | ELECTRONI C PAYMENT METHODS Field of the Invention
Thi s |j}“ﬁW(MM@M’WMt es to el ectronic paynent nethods. It relates 5

partic t exclusively to nethods of naking a paynent over the

I nternet, aismei+hod of maki ng an el ectronic paynent for the purchase of
goods and/or servi Bﬁf a nmethod of an account holder with a financi al

I nsti tuqiw\HN||‘w||\ﬂM | 1ng. cash froman automatic teller machi ne) a method of
cl'ectroni c payrents. 10 BadigrGARPN PAYMENERESH®Scan: 1)™ credit card

paynent transactions over the Internet operate under the sane franmework as
mai | orders_or tel ephone orders (MOTO . In MOTO transactions, the credit
card i s notFigldoéthe InyepWONs no way for the 15 merchant to verify the

| egi ti macy of t cu 'S (o] ' c hWmong,.the order.
Under the MOTO mﬁeaﬁ‘?‘i@%"he’%ﬁéég‘éhg%t g%&&?héﬁ%ﬁ%ﬂeqﬂ%@@%?'% ' ent
credit &ar chartieulaty but ot cedcledivsly t toc aathbdarsfaniaking a pageehnti evert ehd he

custonmer and nerchant, the parties involved in a credit card transaction
i ncl ude: 2dnterpgt, remathed afanaking s elgslronisenayrment ok tiks Archaseoohgoeds

ocated  ThEdGHerlibss D8N liotfod Ak ahhALoAP = S B, HRERGEIN S gt

card trans I ons T or merchants. € acqui ring bank T's' the sane as
t he merk C hahn;t/itﬂuﬁralwidnglbaslhifmm $nnmntorkrm1iesteheﬂ machine, aanethothef auth?htioaﬁngi

net wor k: t conmuni catigns network that connecfs 25 issping and acquiring
banks.  bui |GCBYONAPayEeMA 00 SY3BRLIOE AL R cANISGIPR K RANaoad Vi s
The isggi ng bank: the conpany that issues the credit card to the customer
The basic paynent transaction process works in the manner illustrated in 30
Figure 1: 1Badkgrowred torthe feveltions or her credit card nunber, nane,

billi dd d ath t ai f t t ti to t hant
Chr ough the | ni CPRBENT, et B AV Vel e ORS YRkrGsc NBIEICHRTPLS and

card nunmberydfrt fig flaRevieKas rdail otderEN8r a6RBhbhE JordRAK (REDTO).L e

S
transacti on data ang tHe request through the card association network to
t he . i ssui ngMBdik trahsathiens sthe geditickrdés ot resemarlihery isfna oy ifery the

hecks, _i ncl udi i 1apl e fynds and card | idatjion, 5.5.
st ndSbarRetare Pnyedbete Suimfy, GEMe WEtiReS o O el helof on
I's appr oveddhfirtitfy tHeebidert hdeP BHaIBTQ0karhbRerk, the anarchahtgaliuskall the

risk for fraudulent credit card use.
In a typical credit card transaction, in addition to the customer and
merchant, the parties involved in a credit card transaction include:
20 e The merchant bank: the bank where the merchant account is located
e The acquiring bank: a bank that specialises in managing credit card
transactions for merchants. Usually the acquiring bank is the same as the
merchant bank but this is not necessarily the case
e The credit card network: the Communications network that connects
25 issuing and acquiring banks; built by the card associations such as
AMEX, MasterCard and Visa,
e The issuing bank: the company that issues the credit card to the
customer
The basic payment transaction process works in the manner illustrated in
30 Figure 1:
1. The customer sends his or her credit card number, name, billing address,
and other details of the transaction to the merchant through the Internet.
2. The merchant forwards the transaction details and card number to the

acquiring bank



7. The acquiring bank notifies the nmerchant and if approved, the nerchant
fulfils the order 10 8. At the end of day, the nerchant sends a request to
the acquiring bank to capture the funds. 9. The acquiring bank forwards the
request through the credit card network to the issuing bank. 10.
Transactions are settled when the issuing bank pays the acquiring bank 15
and the acquiring bank transfers the fuhds into the merchant bank account

(l ess the bank, s bees for servjcinag the transactipn). 11, The credit card
Statenent shovk T8 seaing Btk sehds 0P St TREh Bt thaef ibuffem
details of the tgrneaetasyocidtion nstivoek idhegsngbahke nerchant conpany as
set up with the acquiring bank. The customer 20 pays the issuing bank the

bal ance due at4.aThat égsuingrebank @astermg, & pariehedft seavityi shegks,ningluding

favoured form of \ J -10- ner purchases. However, this
is arelatively PR@X@&@’;‘%?@E?E@@%%& gﬁgﬁg@ﬁ be repudi ated by the
consuners as tfleTpeaissuliy MmRmks talfs g heretiltcedidnmetverk detidthey orf nbhehe
purchaser. Online credit card fraught is 25 common; according to one

estimte, onlinetr@psastioncigrabpre¥@ was USD 1 billion in 1999, and it is
estimated thaty ORd.i d i : o each year. An object
of the present6'i %g%?@?\e?& ﬁ%%{%b?ﬁﬁ%‘”ﬁé‘?ﬁ%ﬁ%gﬂgd which is nore
secure than thHe Theraouidng eanknotifiesithe oserdhaetyamdif apgirovdd, 8@ mesclaninar y
of the Invention According to a first aspect of the present invention,
there is provi de@'_'sﬁﬁ?@_ fof making a paynent over the Internet froma
payer 1fya payé%em'tr?@leHG'd?Qiaﬁ(gﬂ}é‘ Rleh it chigRSrequcklo HfiCaliififig BEARYS CS
an Internet server froma computer or an Internet device assoclated with
the payer and tr gapture ¢he furidse | nternet server details of a proposed

aenci i er - ardd S5RAGAUGIG bagk faeRe e ackie B AYE0oR NS bt balh B R

are transmtted iéﬁ{afégﬁingrﬁéﬂkr.‘et server to an authentication 10 agency;
(c) the authentication agéncy creates an authentication code relating to
t he payment antD.fTramsadtiossiaretsettiecwivenrthedssuing baeki paysabeoreqidnrg RRDK t he

payer; ) the payer . receives the authemnticatio d h '
com’runi{,‘rgti ons d@\éscg‘ear?&qypmswpg {r??&%t)sgg%%e@n@ngt E]t(glqgreecr?ne%éﬁgﬁt bank
identification 1ace06 (RAskhb®anRS faus fendreingthedtgameactiook) t he

aut hentication agency verifies the authentication code and the secret

i dentificationltdhe sredibnandr statemenl sBRWS Up) Iy tBBsPBﬁ@mngseﬁé?/&La%dt he

paynent anount taq,t.h i N r; i r idfh
heaut hent | cat | SlPageREindfefidays o e anBatuork ifalame e temecl
and secret ident ithé aRérchantcestapaiyas ey ap witis dhenacquitinigopankiebhec eustomsrso
preferably pre-registered with th ut henti,cati orl %ﬁ%nc , SO that, upon

recei vi#Q t he papaysdhe ifsHing pankt lanee dHe at 2 'p 'gé%ncy has sufficient

nfor mation t o f g5uakhy hheR IANELERYY e GRBSH FakduredPRIRT o8 payment for
comuni cati ons device. "“Alternatively or additionally, the 25 payer, ma

ON¢ . pay y
transmt tobusihesstteravesusenyemchises. Howaveri thisig arelatively:insesyrg fopg of

payer's comuni cati ons devi ce, af .t I \ t he
Paver o i doREVIEAR AECRR disocemeiatblant HIE chhFEmes, a8 IndRY Bfe Wobfielht o
provi der of Jga0dgicatingSthd G@entity "6 kiné epurehaser venlinaycreditasant ifesugint vist h
or operated . by the %ayee. Al ternatively, the I,ntercr t ao se may. be
oper at €25 by cammaberaceardingcionone estimate, iarding c5ediy sar ﬁ@u vas b\éﬁ t1etr"'ﬁ'8f‘i ve

to being a prqyi.der qf. goods ] ; | 509 ®ach

private i ndi'r\‘/ﬁ§§§r af‘@' o?‘ﬁqmétgga@g{ xmﬁﬁggh??'m@aﬁﬁmﬁﬁﬁwl t /ios

preferred t&@tar. upon transmtting details of a proposed paynent to the

I nternet server, the payee receive an acknow edgenent or author ] i 5

code. The aut hentArcabieshohthe Biesest Invephen 1t Bﬁ?ﬁr@a Bé)aé'éﬂ%'?tarpgh"soﬁwﬁﬁg
is more secure than the current Internet credit card payment method.

30



sui tabl e manner by the authentication agency. It is preferred that

aut henti cati on and aut horisati on codes be uni que for each transaction, and
be generated according to an algorithmwhich prevents prediction of future
aut henti cation 10 codes. The payer's conmuni cati ons device nmay be any

sui tabl e communi cations device. It is preferred that the payer's

communi cations device is one of the folYow ng types of nobile

comuni cat i gg}ﬁ,ﬂgé%(bﬁ?ﬁ?me ﬁﬁ)' | e tel ephone 15 (b) a personal digital
payge ap

assistant (C op conputer. The payer may transmt the
aut hentication cqde and secrgt . identifjgation code tq. the authentication
agency in any su?‘PﬁBWC@’QT;%ﬁeﬁrSt ﬂ%@%@ﬂt@"%ﬁ{ﬁsﬁé‘?%"%’ﬁ'&nsﬁf?%ﬁee'a Qfé’i"ﬁ%dt Be
conmuni cat | RShE®VfC hakity e Puydnt Revdrr s Miehest fropMmal ?@y@ﬁxsrésp%@ut er
or Internet device . In a preférred arrangement, the authentication ‘agency,
af t er transinciudimg thenfollawing:stepsati on code to the payer's communi cations

device, transmts a nessage to the payer's conputer or Internet device
pronptirg t{e pajley papeeatessddscanunternet sarvieorframde comiputbe o2 mrpimtemet

t identiflication , ft h thenticati d d th
Secret | dentPYiceassoRalsHuIt 1B pRAML R hEsEewo APe oY sairr TRt or
or Internet H%}Hst%ﬁ éiagmﬂ‘g iﬁél&&i‘ﬁ@térf?ﬂ%hﬂﬁeraﬁﬁd Yoratd ith the (Pé}le?ff net. After

verificati OR nticatifon code and the secret identification code,

paynment by e cC ' b . [; NARTR ] 0) r.
e aut hent 105: 4 B3ERES e ¥n BeRlfE a5 toohoith b pafect oA G

or they mayphgmeapanaiuntentittaresnittédriesmathe Imbornbe senamstoi an edttiendicatios t he
aut hentj cati on agency to the custoner agency authorizing the paynent.

Ther eaft®r , 89BRCBust omer agency nay nake the payment to the payee and
deduct the anmount fromthe payer's account or add the anount to a

consol i dat eft)st athersuthentication ageackcreaias anoauthenficstion eede palatipado the

nmessage 5 is_also. preferably .sen e1.ndi i nt
s appr ovedp Lenhnd HREBIS JEEA AR RCdoEs A3ho e\l YRR
goods or seryices to which the paynent may relate. According {0 a d
aspect of tﬁﬁ i nY¥ht iRGYET ¢ H@P@'VB§ prGvi ag%eg%ﬁ@{]%d Cmak ngh}f’ pé%ﬁéﬂ?
over the '“Eﬁﬁfﬁ%niééﬁﬁﬁ@d@@i}éeraﬁ& tharkAieeit, 6géthel wdina sberet adémtification
steps: (a) the payer accesses an Internet server froma conputer or

| nt er net5 devode bask ¢ tha adthgntieatiaieagey®ft and transmits to the Internet
server details of a proposed paynent including an identifier associated
with the payey; (he authentiestion agedenverifies theaauthaehieationepodss gadithe sacitt h
t he payee, %ﬁd i%he_lS &?%/ITE t amount are trtansrritted fromthe |Internet
server to alfentifipalion €a¢¢ 8h FES(RGYMEL: aut henti cati on agency creates
an authentication code relating to the paynent and transmits it to an email
address asséRi at @CURIQREr AgeER E‘T"‘Ysﬁﬁ’)p ¥{ée'bta§f'gpuptet(,°etﬁ9eosayte%e

aut hentication code at the payer's emil addres?‘[ Oaﬁgﬁ tr.%gsrrits it,
together with a Jberpayerdepreferakly pesrregiatered With he: aangnlication 298NcYn s°
agency; L e) .t he,au Lhcat Lan C Lii Ut BRiMdtinhi e0ds.otgeand
t he sec?(é:t Frb%nm%f }p%gg% &%gcgﬁea@%%aaﬁte\l@ﬁ?igg@ pgeﬁreeﬁt; (fI ) . a custoner
agency pays phperagomniunications tevicee ipaglee. paseiably hpre-registeredowithdhe
invention, an emaj| address is used,as the sec.ondarl){ means. of, 8wnitﬁgti ng
with the papdthentiafipncagdencya &9 i URAN, FECEUT. dhe SRAYSTR dd ' thé
payer. Many iéa;éﬂ tadfdrRritiohe® fRiwaid e eutifertivatibhr st
aspect of tﬁg'fu?%ﬁ\;@ﬁ??%n rgyapp ig([:lac?ger{?o the second aspect and ot her
aspects. code to the payer's communications device. Alternatively or additionally, the

25 payer may transmit to the Internet server details sufficient for contacting the

payer's communications device, at the same time as the payer transmits the

payer’s identifier and proposed payment details.
The payee may be a provider of goods or services. The Internet server

may be associated with or operated.by the payee. Alternatively, the Internet
30 server may be operated by an electronic commerce service provider. As an



6 According to a third aspect of the invention, there is provided a nethod
of maki ng a paynent over the Internet froma payer to a payee, including
the follow ng steps: (a) the payer enters into an Internet web site details
of a proposed paynment 5 including an identifier associated with the payer;
(b) the payer's identifier, an identifigr associated with the payee, and
the paynent anmount are transmtted fromthe Internet web site to an

aut henti cat | et t ; i i Ykl i . t
For o secr cPoadioHy belfd o clfviagh 6P BLbdR Ard b vRAs Ik R by iGpES
devi ce or aanwivateindividualitoathamhe payeewisheedbahakk wipdynidie. payer; {d) the
payer transmts the payer's secret identification code back to the
aut henti cati on agegqrefsitétt) thdte uparetrassiiiing SetMeToMs GRrbpOSEd payhiedt t6e)
the authentication agency verifies the secret identification code and 15
aut hori zes they lidatnet(sgrver, cthet paxge dgeeivg pracknpwigsigement emeuthorisetione
payee. I51 tg&% aspect of the invention, secondary conmunication with the
payer occur ?/ means of a nobil e conmunications device associated with the

. Th bi | i cat i devi . b i tabl e devi ge,
Parti cul arly 20 S0Pt 2uentieiaran, sripeisalion oot are HoospRized (i) any
personal di gjjtfHie FrSMTradY tHeFduheRBEMor SYefcyP M Bl HBIGRITPHAR Qutiéntidaaen di ng

to a fourth aspect of the invention, there is provided a method of nmaking
an el ect r onand patherisatian cotes phe dinigue dor gashis transadtions eand des geneeated

purchaser from g.vendor, including.the foll.ow ng. steps: .(,a). th I er
bt er a1t oeGoorang R A alghrby Whio Armee S BRITRAE, ehile ShBisald
paymentqg nctygedg an identifier associated with the purchaser; 7 (b) the
purchaser's identifier, an identifier associated with the vendor) and the

paynent armv@% gég%rg/ %ﬁb%ti&h@”@iéﬂ@evﬁ@ Ohe SaARCAlifdlé Tdmunications

aut henti cat i authentication agency transmts a re?uest
for a secredevidentti isi peaferrad thabdke tpayen's eemownications demdceris oneolof the
conmuni cati gns device a Oéféiﬁqud wi th the p(ijr chaser; (d) the purchaser

transnits tHEOMRNE rOfdn PMMHINERUEAGVIP S 0de back to t he

aut henti cati on agency using the purchaser's nobile conmuni cations devi ce;
(e) the aut®nti adpbite &erifies the secret identification code and
10 aut horizes paynent; (f) a custonmer agency pays the paynent anount to the
vendor . 1Accdi ng pessenalidigital @ssistantof the invention, there is provided a
nmet hod of an account holder with a financial institution w thdraw ng cash
from an aut ¢ojati a pagdrer nmachi ne, including the follow ng steps: 15 (a) the
account holder enters into the automatic teller nmachine details of a
proposed w {dydr awgdalmitop sdmpatern i dentifier associated with the account

hol der; (b) the account holder's identifier is transmtted fromthe

automatic tell er TRacHay®® rhay aanstitihet authenticatiopecadg and secret identification
code to the authentication agency in any suitable manner. The codes may be
20 transmitted using the communications device, or they may be transmitted from
the payer's computer or internet device . In a preferred arrangement, the
authentication agency, after transmitting the authentication code to the payer’s
communications device, transmits a message to the payer's computer or
internet device prompting the payer to enter the authentication code and the
25 payer's secret identification code, whereafter the authentication code and the
secret identification code are transmitted back from the payer's computer or

internet device to the authentication agency over the Internet.

After verification of the authentication code and the secret identification

code, payment by the customer agéncy may be arranged in any suitable

30 manner. The authentication agency and the customer agency may be the same
entity, or they may be separate entities. A message may be transmitted from



(c) the authentication agency transmts a request for a secret
identification 20 code to the automatic teller machine or a nobile
comuni cati ons devi ce associated with the account hol der; (d) the account
hol der transmits the account holder's secret identification code back to

t he authentication agency using the account hol der's nobile comunications
device; 25 (e) the authentication agenég verifies the secret identification

cash ot notsc auffRENGR Saercy, o, Mo BRI, Babfer Huiid inf FRAReRE
financi al i Théidafferothe Tudtiméedgencprmayghiike ARS Qlinféhtt B théipdyeeaaRgct

of the invention, there is provided a system 30 for authenticatin
el ectroni c pegustntRe amoundi figm Heet BAYERS RLcoYRboderdst thegamound trea

Cstrati e : i . ‘
Gotai | 5 1 or CQEERERET tatc fent ARRHISTASR SpaCRANG P for SAmEH, Alfhebgabec
i ncl udi iy ais aldepreferablysent to deepgayee indicatnguthet tengapmeat iseapproved, so

identificatjon code associ at w th each user; (c) a nerchant data
exchange coW@érﬁ’éﬂtRaYPSrce}rbééi%\%{ H@C&eé‘c‘ﬁ”fﬂ&g'i‘% SHH9WEQ’T% 3%998§$ ORSEEVICER dRest s
and user id\%m&hftih%r&a)frﬁé’mrﬂgg?é\%fgﬁ; (d) an authentication code creation

conponent for generating authentication codes in response to electronic

paynment aut hori sgt.i . est s, o] Vi 0 , S for
Cending aut hent ;| AEPEIRGAdcE' Feodt Bbelt, T aRBr P AnAGy HEsTR: BOPRENEEY .
and secret jnéeindd fofcaidking ecogeynigmnowset® VitermesBag agpayew itelea spayde), a
verification conponent, for verifying authentication codes and secret

i dent i flilcat inehicing #e following stepsist omer agency data exchange conponent, for
forwardi ng authorizati on nessages to custoner agencies. In addition to the
conponent s @scr thsepaydroacsessas apyptasneihssrvenpiide campuiaisdniesnet deiedi ng

conponent, for recarding,detail f At catl on S I n
a1 on 1 oriReEEp BT BEVEF B, PabaTES Rl TuELR S5 e Fetal "
security sepyjpeRedqTPeaRIhciulig @PRientifiier &suucidted withahe pegewr i ty neasures
to communi cations wi th merchants, users and custonmer agencies. Brief

Descri pti 0”@: ait Pf‘eb?a?wr'ﬁgéeﬁﬁﬁeﬂ‘%ni jaatfieoasybdidteB elrh tRbt paydee slasané bed

in greater eference to the attached draw ngs which show . exanpl e
forms of5 t hpaymeshanwunt|arei sansmitteduersr hedsternahsernvies tpan athenticetjopf

t hose draw n&s does not supersede the generality of the preceding

descri pti on®3%"%he i nvention. Figure 1 (Prior Art) shows a schematic

di f a typical it.card 30 t ] t he | nt di
CILamot Lok aufierich s Bgeny Sremag A StnglificatloRSedds Ffiho fETRG 5 M9
accor di ng tﬁag@%nf"éﬁéq rnitsietd AN eMidicaddrEs gHESoGHated VAt tHeepmydre

5
illustratio a net h(?d according to anot her aspect of the invention. 5
Figure 4 is scm UEr Hdde ' htiGatioel ERSk BE 4 Phyer'd enmiichddress
aspect of tﬁ@ i nven %gﬁr h%—dlelé\ﬁérsreﬂ? ?@hg s"?%erratl o @Ilqsﬁrg?i on of a nethod
accor diZm tandnttahemits it, together with a secret identification code back to the

authentication agency;

(e) the authentication agency verifies the authentication code and the secret

identification code and authorizes payment;
)] a customer agency pays the payment amount to the payee.

25 In this aspect of the invention, an email address is used as the
secondary means of communicating with the payer, in place of a
communications device associated With the payer. Many of the optional and
preferred features applicable to the first aspect of the invention are applicable to

the second aspect and other aspects.



aspect of the invention. Figure 6 is a schematic illustration of a nethod
according to another 10 aspect of the invention. Figure 7 is a schematic
illustration of application architecture suitable for inplenmenting the
invention. Figure 8 is a schematic illustration of technical architecture
suitable for inplenenting the inventi or’!5 15 Detail ed Description Paynent

aut hentication according to the present’invention is based on the Principle

aut henti cat i on” prRCARIG R & itk Bepdetorill BRRRYSOREI TR bvidsba mathed ofr 20

their nobi | making eepégment phenthe Nagehet fiersanpaydt @ bapapssi mchiding the
decoupled fromtheir confidential know edge of their secret identification
code, or PIfQllowing stePshti on al | ows several paynent products and services.
These include the ability to: transfer funds from consuner-to-consuner 25
pay by debifa)ng theepayenenietsainko andotainet wab sitg details of agprapesedipayotent ge
on the er. s, cust oner ncy bi.l by a mpbil e phone or pre-paid

car d/ wal et'nel 'ri'%?Hdd%'%g%g@%890'8{?&@%”%83%%@es, t he net hods of the
present invention will al I_&ew ers tQq transact wt an% ﬁnline mer chant at
anyti me andPdo alie pRY.ES iidentiiernap| identiiernassncialad itk JRG PR¥GRe 2 Avi ng
t hese onlin j } it : i 1 :
agency o bi 1Y M EREARIOLPAre Ko SME § PR e AHarRr B SiieS) dn SUticitRbton

bet ween neratamtys and t he custoner agencies. Custoner agencies may be
financial institutions such as banks, they nay be associated with |arge
nmerchants, (dyey tmyabthentisatioratgeney tianshitsta aeqiesttfor at secrebjrantification t hey
may be independent organisations. Prior to using the inventive nethads,
cach ndfl useRde Ridhe AIAYET'S GOBPUIET S iRt ARUSS \Ho AdBEDIS EPMIPHOICAHO e

per sonal paaé\i/ie '33550@*%’%%”%@8%2%2 nobi | e phone nunber or ot her

aut hentication device a ess s an enmai | address, custoner agency and

userid). On th ] [; I .o0R); e i | em a
dynami cal | yeageneﬁget @%9%1{#9%{%%\% gp 9%%%{6Ffeficlgkeﬁgﬁlc§a\cf@he%@é Fﬁ%i‘fggﬁﬁo%
onto the syspehiicakdrshgencyQisiag tihe paperemobgednimunichtions device; requi red
to key in a permanent PIN which they will use every subsequent tine they

log-in as \Agel)l a&&%&wﬁtkaﬂahiﬁgeﬁdya%ﬂﬁéé Afie bécrehddéntificationgcode and
descriptions, the trade mark PayPerfect is used to refer to 15 the

i nvent itbe sguthenizespaypeemtds, and to the aut hentication agency which is the
mai n conponent in the system and nethods. Sinple Message Service

Aut hent i cat {fpn Uadmsstarhesaganmosyoeays, thetpaymetamowdito dhe peyee. i s based on
delivering a 20 dynam cal ly generated authentication code to an

aut henti cati on dpvtiie asppebbithef inventioni segonidary eomeusdgaion with thaypayer

i i.e. nobile phgone, pager, i | digital i st ' 2
Ut | | hes 1 HPaSs FhoReAne AhAdHobIR comelimipa s dein geedanel it ok bAYeT
makes pur chife mBHIYLbrhhiEnidatiBhs levide HayTBe afpauRELROdBALEeHarttulay t he

payment mnetho enters her authenticati'on device id. (i.e. nobile phone
nunber ,2(pagsuitableideviceisdnglud@. Cust oner gets an i medi at e acknow edgenent
of her transaction fromthe nmerchant. 3. Sinultaneously Merchant sends on
t he custoneray taanebid tedephiteteni s to 30 PayPerfect. 4. PayPerfect
processes the transaction details fromthe nmerchants and generates an

aut hent i cat '(5)n cgqfergdj\ﬁlaﬁﬁgicm adskistantt he custoner’'s aut hentication devi ce.
11

(c) apager
(d)  apalmtop computer.

25 According to a fourth aspect of the invention, there is provided a method
of making an electronic payment for the purchase of goods and/or services by a

purchaser from a vendor, including the following steps:

(a) the purchaser enters into a machine associated with the vendor details of

a proposed payment including an identifier associated with the purchaser;



5. I'medi ately, PayPerfect displays a screen requesting for the custoner's
PayPerfect user id and authentication code. 6. Custoner enters her
PayPerfect PIN and the transaction Authentication Code 5 7. PayPerfect
sends paynent approval code to merchant when correct PIN and Aut hentication
Code is entered. PayPerfect al so sends gaynent confirmation to consuner via
e-mai|l or authentication device alert. 8. PayPerfect sends the billing

details to e custoner,' s Cust ency f. tpr sin

col | ection. t(l;ril')ne M}%@% h?ﬁ%ge@gﬁﬁfge@%ﬂe%@i'ﬁ%r %ggﬁgteﬁiavaﬁn et‘f)%bd%(ri .""Bd
debit, credite pa@Rahd stholintndiet trANSHfted PomCuRé OVBRIGS einkehinet @51 aRd
bill from her stoner Agency, which includes online purchases. 10.

Cust oner Agedthendisatiorageney;pur chase amount with the merchants. 15 Email (
Dynam cal | y Generated Authentication Code) Under this approach, the

aut henti cat (®n mblokelauttertizatidn @yedel itrarsmits a réynast foal a pegmtddantifitation

aut henti cati 08 codtg to the, custgner' S ema'bl account.. Figurd(éXS bel ow,

out | i nes® t h£Ig B hHecYENdRNSMARRYS, Pl arHPPIRCRGBYRIGaNOTS deYIGe,AROGRIRE s
purchase thpedRetfifchaddyr net. Customer chooses 20 PayPerfect as the
paynment nethod and enters her authentication device id. (i.e. email account
id). 2. Cus r L L i tH rom
the mer chant) 5. ' Pord Rse TEMS IR (2 KIRNCSERE SeCtot Toicalib eRg ek o

t ransact i ontistebaiHentitatidbageydiensingthe purdPmpsBes satilepcarorasdcations device;
transaction details fromthe nerchants and generates an authentication code

and sends i{gf 0 the SuRAbAlIRItion BEBhE) eatificentid saemiuifentificationmesdidet ahy,
PayPerfect di'splays a screen requesting for the custoners 30 PayPerfect

user i d1@ndastharizesipgyment; code. 6. Custoner enters her PayPerfect PIN and
t he transaction Authentication Code. 12 7. PayPerfect sends paynent
approval cod® t o aneusitvmer agheey pays the pAymeanamaubhiethe@nden Code i s
entered. PayPertect al so sends paynent confirnmation to consuner via e-nail.
8. PayPertect semdsotdiagto lalfifttgasfeciiof she nventionutheoens provtied ameethaderfcy 5

f t [ | l.ectiopn. The type .of Qcessi d th
payment |ty pan AceouEb ol auft @ pihancial 1ot Ry REREHY. E51° A oR:
recel ves |t aaduPldier HARIRENGRETS (ARSARY ste:ch | ncl udes onl i ne

pur chases. oner Agency settl&s the purchase anount with the

S 10, e OB AL SO gk

aut hent on t nticating the
transacti on ghogerddwithdramel irclpdingan idbetiflerstssoeiated withHhe a@csomal/meidesct
paynent application | oaded on their nobile phone over the air. 15 The

mobi | e phongpyi | Ith@Chcodunehotdére iddrtifier 05 thanspaitted dromhthec astametic teligur e
4 bel ow outl'ihes this approach, which has the follow ng steps: 1. Custoner

makes pur chdsachine & gn autkentipaipR &9ENCY¥ust oner chooses PayPertect as the

paynent nethod and enters her nobile phone nunber. 22}2. Custo.ger .ﬁ;ett.s an
i mredi at e ac(k)‘novx,{tbdga&ﬁbemtlaaﬂloh@gaﬂcé{déwm%afrlﬁ‘t%‘leﬁh I ryeghet identification

20 code to the automatic teller machine or a mobile communications device

associated with the account holder;

(d) the account holder transmits the account holder's secret identification
code back to the authentication agency using the account holder's mobile
communications device; |

25 (e) the authentication agency verifies the secret identification code and
authorizes payment;
4] the automatic teller machine dispenses cash to the account holder and

the account holder's account with the financial institution is debited accordingly.

According to a sixth aspect of the invention, there is provided a system

30 for authenticating electronic payments, including the following components:



3. Simul taneously, Merchant sends on the custoner's transaction details to
PayPertect. 4. PayPertect processes the transaction details fromthe
merchants and 25 requests the PayPertect PIN fromthe custoner. 5. Custoner
enters her PayPerfect PIN using the nobile phone. 6. PayPertect validates
the custonmer PIN and sends the billing details to the custoner's Custoner
Agency for paynent processing & col l ectPon when correct PINis entered. The

type of progessing depe n the 30 paynent tvpe (i.e debi credit,
orbpai d or [ & vSeicraigrapn (EmhBRBLTBF refaiPRolperSobtt dentfitafian and
custoner, Payheit aetailsgndssdrge paynent approval code to nerchant.
PayPerfect al so sends paynent confirnmation to consuner via nobile

phone/ enai | 1 r i i i i f

hgency. ani & i nd seCHBkRRe, (B HCKpnd vEEBRRCoRUbrs,IRINIAG 4 HaeTer

pur chase amasstciaiedhwitiheackuskeaand.a Sedieh identificatian épd assvdiatesl Witle eaehhods
of the present invention can also be applied to non-Internet applications.
An appl itat M8®rel ating to automatic teller machines and point-ofsale

equi pnent is illustrated in Figure 5. These machi nes are equi pped with
wirel ess t ef@nol 8gnetchant data exehrrgeeemRroRend fohreseiyiRg qle@roric payment

devi ce; 10A$H®w\gf§%ﬂ0ﬁ ?Q%L'l’és% ah dg%yf i&é}ltme%]ﬂgfen @gygﬁarnftgct PIN to withdraw

cash from I'nes Or pay tor the purc physi’cal goods and/ or

hone. nambeldlr ghraiReidRT s SRl tehiRRM & o aliid st BiTicalal ™ <
recei ved. 1Bodes iR spehbeté iefattionic payment adtiofsatisimdyuasts;he phone nunber
is sent to the PayPerfect authentication agency. 3. A request for a PINis

sent toy4he (e 'a_Sw%%kQ@mg! Q@fR/Ldy& E6mbbRentt forl BENYMG! alithhtitatidr Bofed to

nunber and transmts 1t uSing her nobile phone or other authentication

devi ce to Pagler &indtreaeivinghauthentioaticycodgs andesewethidantificatien icodeaderay

validates the PIN nunber.. 5. Wien the correct PINis entered by the user,

PayPer f ect UPEIsHRIRCSHRAUNGPIRMIC"¢0de to the cash register or cash

di spenser 6. PayPerfect transmts cfonfi r,&ati on,to,th Per.f ect
teYer!

] . 1.
sends the bif)ling wetfligation: eompenesy iih @ythediticy ?/l#%%@e%ar&fg%ggegi ng.

The type of ; : si ng depends on the paynent type (i.e. debit,
credit, pr ebal ﬁfﬁ@&ﬁc};rﬂ%ﬁ@é‘sﬁr ansfer) A simlar authentication mechani sm can

be appl jged in respe end| i,ne e } aksr CfHH W th
PP 4§ eé@nol %gl é@st%e\fh%y”a&ﬁa éxchC e EEBRpbRET, 2K6r SfiHvaRSAg

W rel ess™t ect C | ow conmruni cati on th the user's nobile
devi ce; al | awthigization usessdgesikecustornesapenci®ayPerfect PIN to purchase
periodicals, tickets, drinks, food, etc. This is illustrated in Figure 6,

whi ch shows |4 haidiRsre teaner sbmpenkhisodessribed@bevs, the system may include a
transaction recording component, for recording details of authentication

transactions.

20 In addition to the components described above, the system may include a
security services component, for applying encryption and security measures to
communications with merchants, users and customer agencies.

Brief Description of the Drawings

25 The invention will hereinafter be described in greater detail by reference
to the attached drawings which show :example forms of the invention. It is to be
understood that the particularity of those drawings does not supersede the
generality of the preceding description of the invention.

Figure 1 (Prior Art) shows a schematic diagram of a typical credit card

30 transaction over the Internet according to current methods.



14 Application Architecture One suitable for of application architecture
for inplenmenting the invention is illustrated in Figure 7. The architecture
conprises 3 nmain conponents: payperfect.comwebsite) 5 PayPerfect engine
and Managenent & Control. Most of the users, which includes nenbers,

mer chants and cust onmer agenci es, interagt wi th PayPerfect via the website
and email. Merchants and custoner agencfes can further interact with

PayPerfect viat ta. Exc e .Sernvi l e for. purpase .of clearing
and settl enent. ?&d?ﬁef‘ f:so?esr&g%a]aﬁ@ 'Hﬁ%‘@f%"gpﬁdaﬁﬁt"89:ao%§’g Ingép\ﬂrpegsiﬁqr}s
nmodul e provpfigre iR0EALGH. Managenent and techni cal support to users. Users
can register their nenbership) nmanage their profile and paynent

| nfor mation, 1 eviRbNelis 4 IRABARICOMUBIBIS YF R MethBH! AGIRIREYE Bhother

di sputes. 15 Transacti on Services This rmﬁdu e processes the paynen

t r ansact i onasgedtraftthaireceripnnenbers on nerchant sites. Services include
access control, limts checking, authentication, confirmation and

transactg on | oggFigureGh dara rsghénitict illastafior? ®f .a Théthoduakdoedingntt aesotidr t he
clearing and settl enent between custoner agencies and PayPerfect, and

mer chant's af8Peehabdhe dentiQBr vi ces i nclude bill consolidation and
presentation, bill reconciliation and nmulti-currency processing and
accounting entri Eiguen2riata gehamatisoliusigtionvief s gnethodercsarding2to apether

Messagi ng Servige | e.interfaces with nmessaging providers and/or telcos
to provide Pﬁ?%&é’ifttﬁgﬂy\(e?ﬁ@ﬂ?\een PayPerfect and its nmenbers' authentication

devi ces (which can be-_nobil e, phone, .page,. email etc.). This. is, the heart
of the PayPerfec '%Ph@d?i%a?qhgm%ﬁdglﬁﬁﬁ%‘?%%i&é@%tﬁgér@?(@éémgotofﬁgoﬁae{a
Access {@RyehgheRlof theNRRINtIHAL ©s and encapsul ates all the internal data
access requirenents. This enforces a single source for all data

access-rel ated Cﬁ’@g?ﬁ%ﬁ%%Hégfﬂt@?lgsﬁtid%ﬂ%ﬁi%aﬁ&u bicHifaetdrdtdfi@ble fokd

Dat a Exchange Se I's nodu Itate he comruni cati on bet ween
PayPer f ect pnplementimgnthe iavehtiomst omer agencies. Initial inplenentation
supports HTTP , FTP and XM.. 5 Security Services This nodul e uses the

avai | abl e securi Fget8 993 Seitdmatic IRRBthtibn SfcteckniSalcarhiteetpee sU8Shle for
Virtual Private Ne%yvork (VPN) and Public key Infrastructure
implementing the invention.

15

Detailed Description
Payment authentication according to the present invention is based on

the Principle of “What You Have and What You Know”. In some embodiments,
the authentication principle is based on users having physical possession of
20 their mobile device (e.g. phone, pager, personal digital assistant) decoupled
from their confidential knowledge of their secret identification code, or PIN.
The invention allows several -payment products and services. These
include the ability to:
¢ transfer funds from consumer-to-consumer
25 o pay by debiting the user’s bank-account
 pay by incurring a credit charge on the user’s customer agency bill
 pay by a mobile phone or pre-paid card/wallet
Utilising a base of customer agencies, the methods of the present
invention will allow users to transact with any online merchant at anytime and
30 any place in the world, with the added convenience of having these online
transactions billed in local currency on their customer agency's bill. The




(PKlI') as necessary. VPN and PKI can be used to secure the data exchange
channel between the nerchantsl Custoner Agency and PayPerfect. This 10
provi des the additional security required for PayPerfect to authenticate

t he nerchant s/ Cust oner Agency, and vice versa. State Managenent Services
This nmodule is for the purpose of maintaining information across web pages,
t hus overcom ng the statel ess nature of1@ he web. The state managenent 15

nodule is i engnted using a.conbinati on of stori session information in
the dat abas@gwsqm%gfﬁq ﬂbo_vncie Sﬁ?qﬁ%arg&&ﬁ'opd% |eﬁ”emqr€h%'?q§r ithe t he
dat abase t oglpdthmier Wgehcidde userid. This session identifier is stored for as

l ong as the user is logged in, and is updated each time the user goes to
the next page. TRUSioser agendirsmaydin fimanaaldnstitpienssuciuas panks stheyimay

bsthe. userP8 oabtadatRi il SR Cefoldiiel TREL By BB i4iBhied cRCuRer' "
i nf or mai onagtheHticatith agéricy, dr ey Ry IRIIndepesdéitorgasisasns.Ng. Queui ng

Servi ces Sone nodul es may re%r_e asynchronous processing. These nodul es 25
can make use of Hueuitagusiegvingednvemveqmaineds, seach oww aliserwuodertekes a

prior ity andomtPmPiatesS o eyl dtErep ARl rSSERBEER, Mt ddmon
servi ces priheirdeobie phoee hirkbes baotesrdauthdntivation deded rddeest 8dcthagddn ng.
O her comon services are universal date djspl on user

a, dependi n § .
| ocat i on), DRI eREFres&hsHEIOMRR ARG é&ﬂdadbs%[\éﬁ\(/egg?%nl‘h%uﬁmlt Hiheir
Ma t Lol i i : .
Feportidy ciRRER EOEPIBA I Sortien A'ShARcallyHerehifeR Sfttindteorel,
B ui tgbl e fddartbﬂlcaiiunhbd:@etc]%r{ EI\% dg |Dg]:d>r&0t'EthEg$ytSdRJn’(§fe\thbelteg®ﬂgelt tbietyn’aavebe
ased primari on M crosof, 0 stribute [ ectyre
(W ndous D_Mﬂggngmm}\@ LBQA'M;%Q&%&%%MP éblP%méﬁ‘Qﬁﬂt;'@éf whieTy dievaivdh W3 ut ed
5 web appl '%&%ﬁ%seﬁeﬂlﬂﬂwé% otghl‘ﬁ%‘ bﬁés%ﬂ'w&yﬁﬂliﬁ@ﬂ%ﬁ Etig.ndows DNA,

t he PayPer f core engi ne can le scal ed to neet denand. V ows DNA 2000
devel opnment .i s biastke followimgedeseeiptiong dhe trads: markdPayRerfect ipreedio sefeoto

busi ne | ogi c, and,.data., This architecture onotes scal abi | i C
reusabﬁ%i tytg'gn'ﬂvﬁm'\éef'éyﬁﬁqn? & T@“ﬁfgs' zf’rnghﬁcf th‘ef‘ﬁc?qf%égﬁﬁ%(%dv igh Byr e
detai |l in Rha4h8irfcoBbnsistinehe Mystedsahdl mathedeiet | nformation Services
(I'1'S) provides the web server. The web pages are coded in standard HTM

(Hypertext Markup Language) and Active Server Page (ASP) server-side
scripts. To.conpl gt e t j the ASP scripts invoke

PayPer f ect %ﬁggﬁe@%sﬁgglgc%é'ﬁ'ﬁ‘gf%&?ﬁ@c?ﬁ he Application Server. This

. design princi pl eyalibpwsis Rippreade chet suthenticktionheotehbissbased onl delivedogos s

! several servers. Scalability as- such is not restr{' ct $d by the |limtation
of har @Rar edynainically @enerated authentication code to an authentication device capable

of receiving simple messages (one way messaging) i.e. mobile phone, pager,

personal digital assistant. Figure 2 outlines this approach, which includes the

following steps:
1. Customer makes purchase through the internet. Customer chooses
25 PayPerfect as the payment method and enters her authentication device
id. (i.e. mobile phone number, pager number etc.).
. 2. Customer gets an immediate acknowledgement of her transaction from
the merchant.
3. Simultaneously Merchant sends on the customer’s transaction details to
30 PayPerfect.
4. PayPerfect processes the transaction details from the merchants and
generates an authentication code and sends it to the customer’s

authentication device.



To ensure that resources are utilized fully and evenly, and the technol ogy
20 solution can be scaled horizontally (i.e. server farm approach) when the
need ari ses, | oad-bal ancing services can be depl oyed. M crosoft Network
Load Bal ancing Service (NLBS), a feature of Wndows 2000, can be used to
provi de | oad bal ancing and clustering for traffic comng into PayPerfect
fromthe Internet. NLBS, which is used%dely in mssion critical 25

enterprise-cl gss | i i nagi cal |y distri JP.traffic,acrgss
il 1 pl e us dor RBALRY. PAVPRBERC s PRs  Sbeh Bt uld i dPe SR
case of node fai pgyPerftBisetli§ anarauthéfcativhidodeomed server and rol ling

upgr ade support, ease of use and controll abili t(i/HleAgpl i cafion Server 30 .

The Applicati & Soptosner anfess heoitayPesfesh SN apsaction Agthentication on
a Wndows 2000 t§?>§3i cal platform Business rules are encapsulated into
conponent s t hat devel oped based on M crosoft COM+ architecture. 17

Dat a Exghange 75ePugPerfbet daids fnahanigapisievsiecods tovimdechaitiwhdre cogeesPiN y
services (such as clearing and settlenment services) to integrate and
communi cat e wi t haRdrAwhapicalian Ceseoiseentegachci BayPariect; alsp; ggnds payment

Lo ermentat fon | BahiiRRioR BAALANA \ 8. rRXF BRAGMRTiAREPUSy B HleS FTP,

HTTP and XM.. MeSsSagl ng Server sagl nhg Server provides e necessary
interfaces to 8rePagBerfectrsendsittresbilling/ detailelic dise clistomesr srRiustamenAgenay

one-way sendi ng of sinple text nessages ent over exjstin bil e
net wor )Iés (suc hga@r(w%p% P@ﬁﬁ,s'@rgi CPQO%EH{ETOB‘%aSEP;YPQ F??B"Qﬁﬁsé"'tgo son

enbodi t, intesactl i ugy, i sed on SIM
Tool Ki mm i cat fh(;%nﬁ%@%; gﬁnggee?g’g%ﬁéﬂgpﬁeﬁggf g%ﬁjgpgttgagﬁlf&?\/\AP) can be
added. Daf aba$e SestomerMhreceiaesbibaraisedr bk framshéx delgtoBieradgensy,dathithase

managenment system 15 (DBVS). The database sits on a UN X-based operating
system )t is to'@é’ﬁo@?@&iﬁcﬁﬂ%‘?s'vari ous al terations, nodifications

and/ or addi ti osCiBIbrREr AGERAEGALs tHY PuidiBise BMMGUNGHItIDNR Mefctrintangenent s
of parts previously described wthout departing fromthe spirit or anbit of

the invention. 18 Cains: 1. A nethod of nmaking a paynent over the

Internet. frama er t.o ee, . locl udi ae f W ng steps: 5 (a) the
payer dXes H?'EEB&H‘?B?'HE@Y@WPt?(’]g\#%gﬁﬁ%{'}&%r&%&rﬁl ntgrnet Iodevi c(e )
associ ated wi th {agep@ygrappidadti aheradthehticdtion inoder izbased \oer deliesingsa of a

proposed paynent including an |dent,| fier associated wth the rgaﬁer; L(]bt) t he
payer's i dedyndmioally sgenetated authentisatien £odg ta the oHsiqRge: el acgeunt.

paynent anount a t L1t ed. r : .

aut henti cat l?rﬁ'rﬁ@e%edéﬁ@mwﬁ%){%f%éﬁ?él?t?tgﬁgh{vﬁtcg’trlg}jr(;stnth%ggﬁ@é”n retg %'s an

aut hent i cat i on| codetsraéatmalged putdteaseathrenghathe intemsti t Sustomer £hooses
conmmuni cati ons device associated with t ayer; ,(d), the cel t he
aut hent3Gat i on cba¥PsHeschas Hé@/@?y@eegFﬁﬁ?ﬁ?‘gQ%ﬁoqmgﬁ)ebﬁrc%“@%éﬁﬁt!acﬁ'sﬁléwgéi t,
together with a &ﬁc({.g_te,hgﬁg%&i"q%j_on 15 code back to the authentication

agency; .
e 2. Customer gets an immediate acknowledgement of her transaction from

the merchant.
3. Simultaneously, Merchant sends on the customer’s transaction details to

25 PayPerfect. _
4, PayPerfect processes the transaction details from the merchants and

generates an authentication code and sends it to the customer's
registered email account. |
5. Immediately, PayPerfect displays a screen requesting for the customers
30 PayPerfect user id and authentication code.
6. Customer enters her PayPerfect PIN and the transaction Authentication

Code.



(e) the authentication agency verifies the authentication code and the
secret identification code and authorizes paynent; (f) a custoner agency
pays the paynent anount to the payee. 20 2. A nmethod of naking a paynent
according to claim1 wherein the payer's comruni cations device is one of
the follow ng types of nobile comunicajjons devices: (a) a nmobile

t el ephone (b) a personal digital assistant 25 (c) a pager (d) a pal ntop

agency.  after Tt ERUPerEErgLPan et AbBirel RIS matCodis Wbk cERELEPIN
comuni cat i ons dawicRuthenfiatiorpiCotd & entaredagPal/Peifbét BRYEECRIS PaHicR Of
I nternet device pronpting the payer to enter the authentication code and

t he payer's secré@nﬁrﬂéﬁ_ihwpﬁﬂsﬁm@dﬂ%?'mér eafter the authentication code
computer or 1 el Alr et et SREBNRHCE AblEARND hb TEsRaicr s U biiey REEREy ©
Internets 4. A nedripaynedntiabcessing Bagotieationy ghet thpe lofipescedsiig dependswyer to
a payee, including the foll ow na s%eps:eéitaé t he payer, accesses an | nternet
server froma colffuP@Ymspt typed}-edebieciedst: Riepaid gk fundsdransfer he payer and

transmits to tde t rs id $i10f p ng@te chydimg an
identifier assé(;cidzla]!tg gﬁﬁaﬁtrﬁégﬁégpgﬁiﬁd( %‘Iptfhﬂnpggg?eggiogﬁtl I glr:?’ é’ﬁq eR

i dentifier associrdetesworlimetechayes, and the paynent anount are
transmtted frgmthe Internet server, to an authenticatiqn agency; 15 (c)
Lhe. aut hent | catd BHSIRIEREA0BFGASeLEs e LRRe AP o Wil RIS o ¢ he
paymentqyg@nd transmts it to an email address associated with the payer; (d)
t he payer receives the authentication code at the payer's email address and
transm ts i Overdde AarMobile Appléeationi dentification code back to the

aut henti cation agency., .20 (e) the, aut hentication en rifj.es

aut hentication c a@%ﬁasw ré%({‘n"gpei%&?qtﬁaﬁgpi%ﬂggdaﬁéég Ozﬂjt Ogtfsgglyer
payment; (f juthehishiimR theAG8RSACRMYFoitBoRaneBNs pREREINT HeCcudiemAY@Ehabe A
met hod aCCOI‘HI ng to claim4 wherein the authentication agency, after 25

transnitting PaygPerfedicpayroant applicadientloaded qraikair snahilgi Pherpioyss the air.

t i to the. ! ' '

the payld ¢ SNBrane hBoas FER Bs BroaRdhcath KepRUTOL 1E YL SBREOPRfu

! genti ;! Cat h%lmgﬁﬁlindsqpﬁaéémpta?hﬁnghmﬁmeaf?IrI]mingcaﬂepsand t het secr et
entification code are transnitted ba r e .payer' s. conputer or

II nternet devick CoistorpenanalkAsh dyrehass %HOHQEM WEFY%?he?%%?&BﬁétQhOOS% 6.

A met hod of maki ﬁ%g?’e%wf'é% tﬂgeg?%{hﬁni Vgt AP BrReRAYR idbile PRHERS

i ncluding the fol F'owm™ng steps: ( e payer enters 1nto an Internet web
site details of auptbeposed paynent including an identifier associated with

the payer; 5 (b) the payer's identif.ier n identifier as ' i t he
payee, 4hd theZp egﬂetﬁm?ndm‘%aﬁ’sHF?'?%"&'%PSM%”E@@??@%@E%QE@”Q eto
an aut henticati O%é‘ﬁﬁ?éﬁéntﬁc) the authentication agency transmts a request
for a secret identitication code to the payer's conputer or |nternet device
or a nobile codmSBimokianemssiy,Metshant sasds enthecusterner s drapsaetion datalls i
payer transmts e er's secret identification code back to the

aut henti cati on ayq@?%?%gf'ng t he payer's nobil e comuni cati ons devi ce; ée)
the authenticali paypaseel precédsesstteh transaction idetailsi fromathemerstantsnen

S mor ! 25° PAYITE fuests the PayPorfect BIN rom the Gatiomer. P2YTeNt amount to the
payee. requests the PayPerfec
5. Customer enters her PayPerfect PIN using the mobile phone.
6. PayPerfect validates the customer PIN and sends the billing details to
the customer’s Customer Agency for payment processing & collection
when correct PIN is entered. The type of processing depends on the
30 payment type (i.e debit, credit, prepaid or funds transfer).
7. When the correct PIN is entered by the customer, PayPerfect sends the
payment approval code to merchant. PayPerfect also sends payment

confirmation to consumer via mobile phone/email.




7. A nethod of making a paynent according to claim®6 wherein the payer's
nobi | e conmuni cati ons device is one of the followng types of nobile
comuni cati ons devices: 20 (a) a nobile tel ephone (b) a personal digital
assistant (c) a pager (d) a palntop conputer. 25 8. A nethod of meking an
el ectroni c paynent for the purchase of goods and/or services by a purchaser
froma vendor, including the follow ng Seps: (a) the purchaser enters into

a machi ne ass iﬁt e&ivvith t he vegdor d ta]LIe's of a péo osed paynment .

i ncl udi ng an ideftFIATEPT A85EPHL Bamitath B dTYlr BRESBYSOMes; AGENCY , which
purchaser’s i denficfidds orftihe plfehhéeer associated with the vendor, and the
payment anount are transmitted fromthe vendor's machine to an

aut hent i cat i orf. agestgmen Agentiesettien dhe Purchase amgeuwrtywith thesmerchants.equest

for a secret identification 5 code to the vendor's machine or a nobile
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approval code to the cash register or cash dispenser
6. PayPerfect transmits a confirmation to the user.
7. PayPerfect sends the billing details to the Customer Agency for payment
25 processing. The type of payment processing depends on the payment
type (i.e. debit, credit, prepaid or funds transfer)

A similar authentication mechanism can be applied in respect of vending

machines. These machines are equipped with wireless technologies which

30 allow communication with the user's mobile device; allowing the user to key in

his/her PayPerfect PIN to purchase periodicals, tickets, drinks, food, etc. This is
ilustrated in Figure 6, which shows thé same general workflow as Figure 5.
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30 The Data Access Layer (DAL) consolidates and encapsulates all the

internal data access requirements. This enforces a single source for all data

cajc

access-related codes and ensures ease of maintenance in the future.
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1 10% & ()--?Lbdf Y-110% & ()-& 10% & ()- axTdEMB7 10t 1Y(!10% & ()-

&10% & (g - Security Services
This module uses the available security options such as 128-bit Secure
Socket Layer (SSL), Virtual Private Network (VPN) and Public key Infrastructure
(PKI) as necessary. VPN and PKI can be used to secure the data exchange
channel between the merchants/Customer Agency and PayPerfect. This
10  provides the additional security required for PayPerfect to authenticate the
merchants/Customer Agency, and vice versa.
State Management Services
This module is for the purpose of maintaining information across web
pages, thus overcoming the stateless nature of the web. The state management
15  module is implemented using a combination of storing session information in
the database and querystring. A unique session identifier is stored in the
database together with the userid. This session identifier is stored for as long as
the user is logged in, and is updated each time the user goes to the next page.
The user is thus identified and protected by this unique identifier, as it prevents
20 people from copying the identifier and posing as the user to log in directly to any
of the PayPerfect web pages. Other information about the user is maintained
using the querystring.
Queuing Services
Some modules may require asynchronous processing. These modules
25 can make use of queuing services. The queuing services allow calls to listener
functions to be stored in a queue, and processed according to priority and
availability of the listener function.
Common Services
Common services provide ser\{ices like standardized error logging and
30 handling. Other common services are universal date display (depending on user
location), currency/exchange rate display and conversion routines.
The Management & Control component is used internally by PayPerfect

for reporting operations and risk management.
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10 The architecture is illustrated in more detail in Figure 8.
Web Server |
Microsoft Internet Information Services (lIS) provides the web server.
The web pages are coded in standard HTML (Hypertext Markup Language) and
Active Server Page (ASP) server-side scripts. To complete most transactions,
15  the ASP scripts invoke PayPerfect business logics that reside in the Application
Server. This design principle allows PayPerfect to divide the transaction load
across several servers. Scalability as such is not restricted by the limitation of
hardware available.
To ensure that resources are utilized fully and evenly, and the technology
20 solution can be scaled horizontally (i.e. server farm approach) when the need
arises, load-balancing services can be deployed.
Microsoft Network Load Balancing Service (NLBS), a feature of Windows
2000, can be used to provide load bélancing and clustering for traffic coming
into PayPerfect from the Internet. NLBS, which is used widely in mission critical
25  enterprise-class applications, dynamically distributes IP traffic across multiple
cluster web servers (nodes), and provides automatic fail over in case of node
failure. NLBS also provides multi-homed server and rolling upgrade support,
ease of use and controllability.
Application Server
30 : The Application Server, which contains most of the business logic, runs

on a Windows 2000 technical platform. Business rules are encapsulated into
components that are developed based on Microsoft COM+ architecture.
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providers and/or telcos. In a simple embodiment, one-way sending of simple
text messages may be sent over existing mobile networks (such as GSM,

10 CDMA, Email and Pager). In a more complex embodiment, interactive
messaging and value-added services based on SIM Toolkit Application (STK)
and Wireless Application Protocol (WAP) can be added.

Database Server
The database server runs Oracle 8i as its database management system

15  (DBMS). The database sitson a UNIX-based operating system.

It is to be understood that various alterations, modifications and/or additions
may be introduced into the constructions and arrangements of parts previously
described without departing from the spirit or ambit of the invention.
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1. A method of making a payment over the Internet from a payer to a

payee, including the following steps:

5 (a) the payer accesses an Internet server from a computer or internet device
associated with the payer and transmits to the Internet server details of a
proposed payment including an identifier associated with the payer,

(b) the payer's identifier, an identifier associated with the payee, and the
payment amount are transmitted from the Internet server to an authentication

10 agency;

(c) the authentication agency creates an authentication code relating to the
payment and transmits it to a communications device associated with the payer;

(d) the payer receives the authentication code on the payer's
communications device and transmits it, together with a secret identification
15  code back to the authentication agency;

(e)  the authentication agency verifies the authentication code and the secret

identification code and authorizes payment,

(f) a customer agency pays the payment amount to the payee.

20 2. A method of making a payment according to claim 1 wherein the payer's
communications device is one of the following types of mobile communications

devices:

(@) a mobile telephone

(b) apersonal digital assistant
25 (c) apager

(d) apalmtop computer.

3. A method according to claim 2 wherein the authentication agency, after
transmitting the authentication code to the payer's communications device,
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' 0)- code, whereafter the authentication code and the secret identification code are
transmitted back from the payer's computer or internet device to the

5 authentication agency over the Internet.

4. A method of making a payment over the Internet from a payer to a

payee, including the following steps:

(a)  the payer accesses an Internet server from a computer or internet device
10 associated with the payer and transmits to the Internet server details of a

proposed payment including an identifier associated with the payer;

(b) the payer's identifier, an identifier associated with the payee, and the
payment amount are transmitted from the Internet server to an authentication
agency;

15 (c) the authentication agency creates an authentication code relating to the

payment and transmits it to an email address associated with the payer;

(d)  the payer receives the authentication code at the payer's email address
and transmits it, together with a secret identification code back to the

authentication agency;

20 (e) the authentication agency verifies the authentication code and the secret

identification code and authorizes payment;

H a customer agency pays the payment amount to the payee.

5. A method according to claim 4 wherein the authentication agency, after
25  transmitting the authentication code to the payer's email address, transmits a
message to the payer's computer or internet device prompting the payer to
enter the authentication code and the payer's secret identification code,
whereafter the authentication code and the secret identification code are
transmitted back from the payer's computer or internet device to the

30 authentication agency over the Internet.
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including an identifier associated with the payer,

5 (b) the payer's identifier, an identifier associated with the payee, and the
payment amount are transmitted from the Internet web site to an authentication

agency;

(c) the authentication agency transmits a request for a secret identification
code to the payer's computer or internet device or a mobile communications

10  device associated with the payer,

(d) the payer transmits the payer's secret identification code back to the

authentication agency using the payer's mobile communications device;

(e) the authentication agency verifies the secret identification code and

authorizes payment;

15 () a customer agency pays the payment amount to the payee.

7. A method of making a payment according to claim 6 wherein the payer’s
mobile communications device is one of the following types of mobile

communications devices:

20 (a) a mobile telephone
(b)  a personal digital assistant
()  apager

(d) a palmtop computer.

25 8. A method of making an electronic payment for the purchase of goods
and/or services by a purchaser from a vendor, including the following steps:

(@) the purchaser enters into a machine associated with the vendor details of
a proposed payment including an identifier associated with the purchaser;
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with the purchaser;

(d)  the purchaser transmits the purchaser’s secret identification code back to
the authentication agency using the purchaser's mobile communications device;

(e) the authentication agency verifies the secret identification code and

10  authorizes payment;

H a customer agency pays the payment amount to the vendor.

9. A method of making an electronic payment according to claim 8 wherein

the purchaser's mobile communications device is one of the following types of

15  mobile communications devices:
(a) a mobile telephone
(b) a personal digital assistant
(¢) apager
(d)  a palmtop computer.

20

10. A method of an account holder with a financial institution withdrawing
cash from an automatic teller machine, including the following steps:

(@)  the account holder enters into the automatic teller machine details of a
proposed withdrawal including an identifier associated with the account holder;

25 (b) the account holder's identifier is transmitted from the automatic teller

machine to an authentication agency,

(c) the authentication agency transmits a request for a secret identification
code to the automatic teller machine or a mobile communications device

associated with the account holder;
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the account holder’s account with the financial institution is debited accordingly.

11. A method of making an electronic payment according to claim 10
10 wherein the account holder's mobile communications device is one of the

following types of mobile communications devices:
(@) a mobile telephone
(b) a personal digital assistant
(c) a pager
15 (d) a palmtop computer.

12. A system for authenticating electronic payments, including the following

components:

(@)  a user registration component, for receiving personal identification and
20  contact details for users;

(b) a user database, for keeping records of users including an identifier

associated with each user and a secret identification code associated with each

user,

(c)  a merchant data exchange component, for receiving electronic payment

25 authorisation requests and user identifiers from merchants;

(d)  an authentication code creation component for generating authentication
codes in response to electronic payment authorisation requests;

(e) a messaging services component, for sending authentication codes to
users and receiving authentication codes and secret identification codes from

30 users via messaging providers;
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13. A system according to claim 12 further including a transaction recording

component, for recording details of authentication transactions.

14. A system according to claim 12 or claim 13 further including a security
10 services component, for applying encryption and security measures to
communications with merchants, users and customer agencies.



