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METHODS AND APPARATUSFOR NETWORK ADDRESS CHANGE FOR
MOBI LE DEVI CES RELATED APPLI CATI ON Thi s application
waeb@irme4ps i ority under 35 U . S.C. 119(e) to U BCT/US2006/024525

Provi sional Application Serial No. 60/693552, entitled

"Secure and Scal abl e I P Network Address Change Schene

for Mobile Hosts Using a Trusted Third Party,"” filed

on June 23, 2005, which is herein incorporated by

reference in its entirety. FIELD OF THE | NVENTI ON The

present invention relates to conmputer networking, and
METHODS RRDIABPARATUS F@NN@TW&@('@DR@ISS@HME‘F@R MOBILE

net wor erern ¢1ég% Ce may change Its

netmork addr ess due to, xanmpl e, | oss of

connection, roam ng, |ease expiration, etc. BACKGROUND

OF | NVENTI ON W't hREIeATEmAHBHLAfRION eration of

eIe S netwar k techno % ecr.easi.ng
Eporqlm i B La ol AR B s REGSGRue
Appthﬁ’&@S&Pdl‘Nét 601893532 ERRlcArScblRh Bﬂd stdand @N’%&vdﬂﬁ%’&éﬁé@ Change
over w rel ess connections. The flexibility offered

by

SchemwfcpreMeblée HesihH@ﬂne@yTrpetﬁdnThgd weuy . diletbont Bwe 28u2005agvhich is herein
cel lul ar tel ephones, personal
mcorp%@%% ref Steéié and ot her portable conputing
devi ces to be operat ed |n many different |ocations. In

contrast to traditional wred congutl ng devi ces that

are typically perww&gnent ly

eSS 8ot b bR OGN ARy BELNRAE mobile
devicesrodmineeted éva newoey whergin the momm/vlaveie\my(clmdgh wssetwverk ztddress
g td{l )%ls frlomlocatlton to Iocalgl on. Thtat is, the
ue to, for el Lo L CoMREh TP RS eI WeSice may

operate may require different network addresses with

which to correctly locate the nobil e device. For

exanpl e, neterser vi ce

pW?%'t grgg@({l éor(%\'i;’%ralﬁgn of mﬂ% es? peiy %{:1%19018%@3” ?ﬁd l[ egver

ben

decreafiap \6ostlof hifgred deta@klys, based bxlnﬂlem feelluﬁﬁ@gléﬁ;) deire cc&npmbigi &E:Vlces are
. devjce ma%/ be assig E‘iqd? a different network address
being ghchedsjornetveks pse oS canngriens. | kheitlexthily. offeﬁe%bsgwrryless
i :
el P MAORIEALS ol S Bl A RO E R U o,
personaldiskiop asﬂnsimge@Ehhﬁndraﬂlenpexﬂabi@cdmpmmgfd@wnesjto be operated in

%ﬁfg fall 2 particularly when the device is
many Feahtoe conmmuni cation wWith one or nore network

dR\doRBSst W@ﬁﬁlﬁ&ﬁd RelewRbinpadals 858csIRAAR: fypically permanently or
semi-permanently associated with a single location and can often have a statically assigned
network address at the location, a mobile device may require a new network address as it
changes from location to location. That is, the different locations in which a mobile device
may operate may require different network addresses with which to correctly locate the mobile
device. For example, networks operated by different service providers may require a mobile
device to change its network address while being attached to a particular network.
Accordingly, in the wireless model, a mobile device may be assigned a different network
address for each wireless location in which it is used. In highly mobile environments, a mobile
device may be allowed to roam from network to network, thus requiring network address

changes that may need to be performed dynamically, particularly when the device is currently
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required. To resolve problens of network address
change in wireless networks connected to by nobile
walewi7oex34 a general solution to support nobil ePdBPUSEE024525
usi ng Transport Control Protocol (TCPyinternet
Protocol (IP) is described in Internet Engineering
Task Force Request for Comments (RFC) 2002 , 3220 and
3344, which propose Interngy_standards for nobility
under | nternet Prot ocol Version 4 (1Pv4). In this
in cor %gf“cgﬁgré %gt%r%lﬁe fev\%e% qwel iceg%\?r%ﬁ Itaetl%g %k agidfegs change is
requiredarti ci pating in an end-to-end communi cations with a
host, the host al ways communi cates with the nobile

de¥p Essolve proflemsia Rebworksaddeqss ehanegiin iteless paswpTks connected to by
mobile3RVIEE a eﬂ@ﬂ?scﬂ?ﬁdﬁ‘ﬂ[)% oblfle %J{ﬁce'g%g g%rg‘fsﬁbﬁ © oY FBrotocol
to a different netvvor erre to her
(TCP)/IIUemB’gProt(wbll\ﬁP)qs (descglbed in hﬁmﬂergslmemng &dskboree Request for

CommBi? iG] 20nciof et e MR B Gt sl ok il under

Interneh PFBRodHE WeRidn 4 (IPQD), tIHthE QbHekitd esth HEbhiRUANR i§ %sgcmted with what
net wor k packets) between the host and nobil e device

is knowngs 4 herae nefvods PYien asrabille derice marh@}patmgrln@mn@%@end n

2 b hi
o g S RGP DB g e
addresehmbmhtﬁ& tiihfthemopilé Hévase's INghaestivotlg @néd iRy moBiRdddvastmoves to

entifiers can use different nunbers of the 32 bit
a dlffergaweé*ygr K, Terrest odersin Ay dbariga mepyark (g8 ednetpiork praviced by a

prov1dérqgﬁéﬂefﬂ @hn BRrbAfer G @n&%I' _that can be

tached to the associ at networ K. Network hosts are
dﬁhﬁeﬂlbemo‘tnb devicalis loertevbwithinatschonsendtiveiky tHea site routlng of

i dentifi ort. t0|d es uni quel
datazrapii iR Do) BRSNS BiShERq TP toegey fineton 2 per
normaldiPfrb et Nt i @teﬁﬁmﬁl@emrlpbwekvérk%ﬁﬂﬁg&g REMpASL 3906iKs of binary data

Net wor ks are typi cal inter-connected Via one of more

dividedjigq & aetwozk 1d@at1 mogrosl anA@dmstﬂdngm@ver pahiém. distvak idamtifiers and
host 1d91%{§/39§ %ao glggoﬁkir?r%r %rs o) ?%(g?t ﬁ%g ?%ng%a%ggl%g%{g 0% bits used

for the hrayt iBentidier pettioy, the Lﬁo@ﬁhm thgt dadnebenathddde e dsk®fiated network.
ortions of the respective network addresses. The
Netwo:ﬁcel

qfsraee penesied ExlecHdieiverks pnd usstheir host idratifiat porfipm o identify
L R R R S A

from amdherectwork. Weemorkh erertphichléy thesricoanécsed e ah@or moreadevices called
foreign network (i.e., any network other than its hone
networ k), the hone network forwards the network

RECKRISeI Pl whiH 3R Mord ﬁetwa)ﬂ( PEKRR e SRhWHAbelid&n a mobile

nmobi | e device is currently |ocated. The home networKk
device ped # bpstontitsi honfegrofserlli thg network packets may be directly routed using the

host identifier portions of the respective network addresses. The network packet can be

routers

directly sent to the data link layer of the destination host, for example, the mobile device and/or
the host to which the mobile device is connected.

When the mobile device is located in a foreign network (i.e., any network other than its
home network), the home network forwards the network packets or datagrams to the network
on which the mobile device is currently located. The home network performs this forwarding
operation substantially transparent to the host and the routers located between the host and the

home network. In particular, the host communicating with the mobile device may not be
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operation substantially transparent to the host and

the routers | ocated between the host and the hone
WOeaRoedd34 | n particul ar, the host conmmuni cati NBCTHS1006/024525

the nobil e device may not beaware of the change of

net wor k address because the re-directing of the data

packet occurs downstream fromthe host, as discussed

in further detail below \Wen the nobile device is
| ocat ed out si de its home network, it is given a

o SRR BAE L AL I TR B BB

downstféggl' fréin @li?é/lh&,ﬁ has Hgbcﬁssé@[rﬁfuﬁ?cﬁﬁzﬂmbbﬂovs Wehenethp arobily device is

address for the duration of the i ice's s

locateduqutStd‘?eltSflmreq lgqﬁWﬁléft fids giverd C@ﬁe?é‘ragg‘& %HgP \éoral@{} W@Wéf% to which

the horﬂeoriae asf ﬁaoﬂ&?‘?ﬂt W5 Kthe Hb%ll@ QEFich e MO dte-BH A dress is
a speC| rou

nown as a hone agent that is
a tempcsre@maﬁﬁdsbfce thoduwhtonat e npbjjadkdtss stay irhibe 1g1neletwork-

devi ce whe is located in.a f. i gn net
dacnablgaan ferpgyws (L% rqapLgway %Bl f H%\n E rﬁ@w tglome network
must pRAVIRE fkﬁ@’cﬂ%ﬁ&? kh&ﬁﬁﬁﬁghorﬁe SRE tiak is" @éﬂoﬂﬁlbl@ﬂi@y\fbr@&d&hg packets

orei agent Is normally present to_act on behalf é%
to the mdstalerdamcb GVI@avﬁ i éocatﬁden ﬁéereiggmeﬁg@rkt Iyggehdgesion retweirthat a

I
mobﬂef%y]gg Bﬁylp%tsq%%a}gd apﬁ og or%te?c{,ns g%lglglg)fu?# IdhotvR 4k grfoﬂefén a%@nt is

normal&Ahi8scdi totd bE SShal Pbf taé mobilk deviee. bPhet ﬂmeelgm agenagey bperate, for
t'he network address of the forejgn agent. The for.ei

exampJag@mthe n@ﬂ@ﬂ@ dewirys defoulisruipiip traokaen RFFORE OH’&rPéStgnces the
care-ofoiartss Emrlgl%v&)]h{}r HHE h&‘ﬁﬁ% Qﬁ‘qg ﬁ{esne@\%ltkoadﬁfé@s 5Pk fgteign

evi ce. Accordin forelgg agents
agent. (Ihe ff@fefgadigbmt gﬁ nezeipt af hetwark pm]sq:tls ifitoyn thg dms)agentefogwands the

of the net dress c bu e host. and
networf gL OdTR B DIE RO A G a8 PPar e oD S leferred
SREAALEMBBII af OfwdrO16f Bk etk B8AYeREIARE but the host and
fo gen S%fgsses 1@%%%%§§|VePN_ This framework is an
other rewttisrass 00t, e tho lreme an@. fissiganeents oprrateias praxjesifar thppld and new
out rmnobi | support. In particular, when multiple
nﬂm@%%@&ﬁ?%@1§ﬁ§CfW381ved, routers maintain routing tables
dB§$ frbPeRerkieen %xieﬁﬁ@ﬂbﬁ@ccﬁﬁéswwbstaﬁﬁdﬂehﬁicah}b il v evithout
sent to find the destination networ

mobiliBoSuppe. ahepwl@tﬂar@ BB RBLIRLS TeT RGeS HFPOS. Togisey Rgintain routing
tables gés?#lﬁxﬁg eree Mw&ﬂl &%EM s PROsEnt ROThd Be HeRBtion

throu a process known as

netwotke Rbuhfmfo%ﬁelratg Wlfﬁhms enotber, usigg paouwsaoligng Ebmcelst exchanging
net wor kK r out

i ng over t .host di scov
iformp By s PRY S SRE &R R E LT GRS Bryn e
rOu_tmgrohlbltlvely expensive and inefficient to maintain
ndi vi dual routes for all hosts. Further, because |Pv4
atltse seemgquotpbas rdlate tensm@prk togting fisrevernmet kst discovery. The

R R A R T S T

maintdif lﬂ@@\?ﬂiudl @oﬁ’t@é R K hobth. Fuither) Bbcduge Iﬂlﬁwdﬁteesds&odldv itlemeswork
scheme wh erefy a client change of addre
85

identifieyaivel hpgadenifies squtighthyandiberansn therpuanb eéﬁgﬁ { WenflS available ina

given network varies from network to network, it may not be possible to devise a scheme
whereby a client change of address could be communicated as a network identifier change
while maintaining its host identifier. The mobile network extension described above resolves

this difficulty.
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while maintaining its host identifier. The nobile

net wor k extensi on descri bed above resolves this
walpdo7ioaa4B4 y. A nobi | e device typically | ocates BEMUS2006/024525

identifies a foreign agent through agent

advertisenment. This process, referred to as agent

di scovery, involves nobility agents periodically

broadcasting their servicesg across the network that

t he nDbiIity agent services. Since a nobility agent

a vertiseng n
%rﬁ’gﬁ‘fet %‘g lcgé ?ﬁg' 8 ?aétl? 3 ? %rﬁlﬂeg %?{)r&ggl eaf%lac ec a\lgﬁb gtrﬁ
advertist@leat. NTHe prfoeys! hﬁferfdd thsis agent dchnany molmsfmmtah@mgents
net wor k, and Iocate a foreign agent nm nes

periodigabytbroadcpsiag|thit sqryigesrsness ik HEWRIK tb\ﬂéﬁe F’ﬁ’gﬂﬁg ngné SCIVICeS.
Since aqﬁ(yﬂﬂ%g/ a(&&ﬁco%{a%.rcgstg H@Ed\}e}uéeﬁwhﬁ 1 Ifl &) @ 9BwdRk VR i@ We agent

a foreign agent devi ce then
operatek Ghyvaiodide tlmcecménodf detcinies wh(e’éeglt is mh‘e hbmeargmforelgn network,

i oGS0 B T LR vy e o

mobile ?1%@1@9&1 é@el*ﬁﬁatqmmﬁ Rl ﬁﬁﬁg&%t@&q&hnﬂﬂﬁdatdé%rfﬁtdi%m &gbﬁt the mobile
3 net wor k packets intended for the

device tl@ulfm@varcswhmmv ofrd vt e Brieie AEVH] srp@pworgfadfims obtamed
from tlgraﬁ%erﬂﬁeé%%%n tn!g 31& e nac lent?t% e stgpédaoegtafoﬁgh ﬁ'lg %ngllnﬂguc%tlon path that

S evi ce connecte
permit$thB ErdREdin@bf @etivbikspackers Waerkded dolr ths mobilb devivbi | e
devi ce having a connection to a host over the network,
t he change of network address being processed by a

mobi | e handl er c?jmgiﬁgmgq%% PRONOr K to both the
nobile client an nod conprises acts
ne ensbuslivhértt iofi thegpredeanigeemtionadelndess: methoé for, chhnging e Hisst
nohi | e devi ce t t he nobi han
network eSOl B 0L AT oGO b P AT SR aGdross, the

mobildfeRie ‘%ﬂ‘ﬂ% 4 cBRﬂéc{lbﬁ & b BBst Ofert the neRAg ehedEhange bﬁﬁﬁwork address
request romthe nobile handler to the host,

being processaddm 4 mnbilevednddir @gm@@dsﬁé’@bm YR itk %ﬂﬂdh%%bﬂe client and
host h
e bofo3hL 1 DR 0SB A0SR B RIS o
mobil AEHIR S tHem SHARLIRS thAchané bf Adieessdajuiest md:luéung a sacnohd network
comruni cat i ng bet ween the host_ and the ng il bqni} dler t
addresg\pspviding amotiieation of dhmehapee At adgkes syyey fMORLF fpdier to
the hoﬁa‘r%xg ngi%%ln g? %(&n%qﬁ%ggmﬁ%’t@&k%ggésﬁ HRodiffioUg¢ tHst, the

er enbodi ment of 'the present
connedtiovieetwern thelgdst dlﬁlstha nsgkslmm-map abe the obcopdmpbyarkagdress in

net wor k es t he system,c
comm%pfwéllgwlp tgé ng)‘l[]ﬁ @n C F%/}F?tﬂg bg?wna tflsﬂg% aﬂ%Bhe mobile
client SR HEEMGARPE E&rﬁfécﬁéh LR rdie b \Wemknuntdagoiphth lof tidambdi€ied connection

associated with a first network address corresponding
does nbbinglufi¢ thetmetdledeniler.ocat i on of the nobil e device on

t ggot mﬂqqlagn%g];?glt 3 prgge%gb Qrgﬁ]t Baqdésoa férrp lf)*f lpﬁrforrmng

conmuni cat i n
network address changes, the system comprising a network intercomlectmg a plurahty of hosts,

a mobile device connected to the network, the mobile device associated with a first network
address corresponding to a first network location of the mobile device on the network, a first
host connected to the network, and a mobile handler capable of communicating with the
mobile device and the host over the network. Wherein the mobile handler is configured to
receive a change of address request from the mobile device, the change of address request

including a second network address corresponding to a second network location of the mobile
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nobi | e device and the host over the network. Werein
the nobile handler is configured to receive a change
wo@Rooadeass request fromthe nobile device, theCTOS2V9E024525
of address request including a second network address
corresponding to a second network | ocation of the
nobi | edevi ce on the network, the nobile handl er
configured to notify the fikrst host of the change of
address request, the notification including the second

covice S B AR E B SR Mo o

address Pé?;[ RB&CHk @Bt Rbdidn iRGudiBpieaecard ieewaik ddiress andmdberein the first
wor k address, wherein a conmuni cati gn

host is adaptad b1 Teorivel 6@§10ﬁﬁﬁat1%@ndd@ mifige mm@tlﬁ%ﬁva%ébe mobiiE device at
the secoﬁg m&q(k 8&&8&' 2{ cdRBuRES ath BY R cbRikclifg Howdadt aclude

evi cé % |tat|ng change in a first
the mobilethaadlkr. addr ess of a nobi |l e devi ce having a connection

ﬁpﬁg@?ﬁé@ﬁt@é@{ﬁrﬁ%ﬁ 1;na}’:‘ﬁt?c{p§1nﬁ]&8%eaeﬁ: ggﬁ(cciév?ci% for fiRilitating
a changf ﬁ YR IR E BRI b ShdFledlev]c8REYing @%oﬁl@éc%ﬁ K) @ﬁdsﬁ over a

the network device to be connéected to
networky esﬂmmxk theacongastipn ifesra %@Wﬁé‘z&'@d@d@iﬁsﬁ e the mloblé% @3‘6‘1’?@ the

e cont r
T ey
connect€& W\@l’é‘ﬁeﬁ@cﬁk 4 (Edh'fi’oﬂ&ﬁ:dﬂiﬁédté&todﬁv BCleast bhEnﬁh/arlgpoerthe controller

addr ess request i ncluding a second network add Q%t &
adaptedtth @rmm 2 ehanae of yidrese requgaliFeesdvadathedtdeast ongyepygRport from
Iy #d 3 bR, th
e oI BEOR EUR o Rat B lgBto pupg s
controlletAF@@H ediptadiaomanimiati loas tredeaemhndtiverkrasidtess prothe est to notify

nobi | e devi ve
the hosSBbn GRHEE APASTERAFBES: | S DOV S AP HaET Ghiopapveen the
eibneRdd 4 end &G@ncﬁfé&ﬁ&k address is over
host an%@%t&%%%@&mew% ééi 1A-11 illustrate a system
a comnfumicatiop petiehdtidegs zot wedbhnds thy npiatoRk ARViehat facilitates
change of network addresses for nobile devices, in
accordance wi th one enbodi nent of the present
i nvention; FIFRIEPDESCRIPIIONOFSDRAWENES) f or

i npl ementing a nobility, network that facili
é}ﬁ@n@é ldﬁlluﬁggmqystg@dﬁoggg@gmp@tfm%mopgﬂﬂg@,tl eagt%at facilitates

i %&)ﬁﬂm@@%ﬁ% 8efbb&NRht of the
dmngeqf gggr gnc%e%F% ‘gﬁg Vﬁé%ﬁgg ment of tﬁeepresent
presenﬂlﬁ\/ﬁfﬂiohg)n and FIG 3A-3Dillustrates a systemfor

n&!ﬂgge??é | ﬂ‘g’&r%?%frn@?%é{?&} écgggg G'frgﬁifitl%}g %Itn]loeb Gl é Ezhat facilitates

iih BB&tvePlocit® behind
g HSERESH 6 4R g8 s OB Bkt

ﬁrewall in accordance with another embodiment of the present invention; and

FIG. 3A-3D illustrates a system for implementing a mobility network that facilitates
change of network addresses for mobile stateless devices, in accordance with another

embodiment of the present invention.

DETAILED DESCRIPTION
As discussed above, conventional device mobility may be achieved via a framework in
which each mobile network is assigned a home network having a home agent that operates on

behalf of the mobile device. In addition, a mobile device may require a foreign agent in each
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As di scussed above, conventional device nobility may

be achieved via a framework in which each nobile
Wmeioroedd34 s assi gned a hone networ k havi ng a hp@EUSIe6024525

t hat operates on behalf of the nobile device. In

addition, a nobile device may require a foreign agent

in eachforeign network to which the nobile device may

roamto operate as a proxygthat forwards

connunications received fromthe honme agent to the

ile deV| ca o)
i TR Pk e RS e DB 93t Bl
commuﬁ%atﬂﬁ@mwea fkdin tﬁe&mmgemmmmbm ddviicnattits lovatiompk the
mobi | it artlcular t he. requi r enent hat

forcign gewodle. He/ DB ehEb e FRPSRinITE IBETRGTE RUYOB T drowbacks © the
conventiticﬁlf | &3418d: €0 n'gﬂg?lﬁq{g@oapﬁomr k framework is rmdel ed on

assurrp °i'on bile device will typically be
Iogatiadar theirbquitkesingthat @chohdedeviet havele, designaied Womg network

may b e\r}?f?#éggﬁta g;@gg | Q tagt&ﬁ) 3 r\éﬁé\lfvo{lﬁal%m c{}l%],eg Otg'e%sis%\%}oﬁ%{hgﬁé ¥hobile
device \Qﬁf %fc&llﬁ Be }Hcgteg%l Pc@ Hé&héjrfafe%quo@‘HWofke AweekvdrR inddility and inter-

cular nobile device, g@g t he framework
networldrdaﬁlmgjbecon@ 1agmasmmgy @ﬁdegp@a@ uliguisesi ¥ ingay nof heclear which

vt S0 S RENFaBRRIFL, BB BRIl

framewbgsdiffadk orldidigis@demideeengaged i n an end-to- end
communi cati on may be cl ose h ot her,

headdiin, shemoyHng ﬁf netwﬁlgqpalc{qg§ ?eag atagrams) Yja g}eglwﬁeerbetwork is
inefﬁc1§&ﬁmf1ﬁ g%{u‘éﬁl fa %-5 ogf]%f ﬁl@@e@ﬁteﬁﬁﬁg@aﬂﬁ RE efd-Retmeen

an | ent nmay have to be
communfvafidn ﬁ:lagrbblcyoseetoreach elrhelt, Iﬁnouughetwqek stemdpoist the they jage to the

demgnagehdelgqqggﬁ kT}I]%g%I?S }Nga(v Y r zécﬁafailg%i geéx%ggezen t?xg %loﬁt&h{i ltﬁeymoblle

trﬁ%ﬁ{) DRE t0b {Hé?ﬁé EntHa¥i6@sd HR6HSARe hoirlﬁexetvﬂﬁf(fvieﬁhehcmeagent
clien roduce% by ' egﬁeqU|renents of the conventiona

This acfveanhvaﬁfewsnhq/sqaéabélm e@ﬁnemevqumcbalstmﬁlw%wswexmple as the
numbeg %rg%ﬂet ‘ge@{é‘i?g grtlcl ne% ¢ 1neﬁ'ﬁ§ %ie% @%ﬁfd%‘b@ AlG e ARfEments of the

cur-su unnecessary
convenftiShaFrdmdwark e, hagd degaltleé frhpacenén nelwbrlmlgpndwaﬁh eRBouting data

unnecessary | atency between the g g‘?h’% t hus K
packetsidvaiebdiopns sndereigipaehs nayAnsynpubttagtil apd Wepesay fytwor
traffic ;ﬁ& 11&6?@&1@1&%9%1@1% 9Bat0] udRPAE ALy YatBREMebwédn tBe endHRMRs, ek

h agents)° requires additional and specialized

adversél9 umpai(slng(mé quplite df the tqansmusden advertisenments, accept

regl st ratl onsnéﬁerf rmvari us f orwar

émp qn@qngglo Ality ggmt% 155 H)é)imeparng%ore@lre%%ents%reguires
add1t109§l%df PQ&alH%@ 0B BnH8UEE B profids aaveHitdniunel, aé@bmgistratwns

infrastructure nust be de({zl oyed in the hone netwark
performveriows nyaipresiagabiliseswendéer andlethes PAORLISTYigesRivheRelf of the

obﬂen%tvex P&t gaglélﬁt?%paf %e%ﬁ%%gﬁg %{u\éﬂgu%cg %ﬁﬁ%&p@ﬁﬁ LY 18R] eShetwork
and ondAifSiesdnBiet@biks in which a mobile device is expected to roam, making
widespread, highly mobile networks costly to implement and expensive to administer and
maintain. For example, network roaming may be limited to networks that have implemented
and comply with the mobility agent framework described above.
To further limit the applicability of the above described conventional network mobility
techniques, current solutions are formulated as extensions of IP network implementations, thus

limiting the types of networks on which these techniques may be implemented. A mobile
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mai ntai n. For exanple, network roamng nmay be limted
to networks that have inplenented and conply with the
woreiroodg4 agent framework descri bed above. To PCF/UR®NG/024525
limt the applicability of the above descri bed
conventional network mobility techni ques, current
solutions are fornul ated as extensions of |P network
i npl enentations, thus limtjing the types of networks
on which these techniques may be inplenented. A
. nobi l.edevi ce I :
device may )N6§1 9.a£¢ess a n?énﬁi’%%ed%eﬁ%&ﬁ%ﬁd/ga gtgag%lltg aglwr olrcn%ﬁfy"&ﬁé%mble
from 0@itls itsiBorhé Seth@iie (wWikithvbiy ldeﬁmhbn:,hmlmy bel &P-basetd).olf anprastnebéng

| P- based If any connecti t S are t
networkyarp S50, b6 oMb SRGPBHET BT 0t DEERRF dhosg netygphs. t leas
not whﬁ@c&%ﬁﬁcﬁﬁ%%ﬁﬁarﬁ%ﬁslk SAfhia INRE comebiBd 6 PSR YNERahTIP-based
taneou ost connected over a conpliant
network. Prhmaqdlrememmhaet botthihe hemeinetymrk and pet foseigh netverktsnwhich a

ot 2B e SR AR B EP ORE b bt

device@vai l ability of networks for nobile devices. As
di scussed above, when a nobil e device is roam ng
roliscassedwbere, wdpn @e@@blle&ewa iSOpmiRe, Hhe ra%‘%lﬂegﬁl?éfbceénw&eed to
request A #é%%stl(g g?}ig rnee%\?%étf%{ﬁ %rﬁd&g H%%eegtéf&l fé\%{v%rli |1 conventional
mobility@®padsiis, figis mywntailki‘éq:fdndﬁ@rtﬁ ah advamlsemmofrelrgnfoaggm ageamt or

ot herwi se soliciting assistance oma. foreign ent .
otherwig aolﬁ%@%wwtaﬁ@e fRET 1 KPR ages @f@ﬁgﬁtﬁf}% tﬁ%ﬂ%" ﬁ@%ﬁﬁr‘wm the
home rfe‘l?w& gl t\t}ﬁ hORES, @19:? Mhe sithBoristcdatpli®dted Svhen the device is not

en th device Is not nefely attaching to
merelyaattbdnmg ’gnra foetign nkt,womlﬂ,tbult mmm@ sigiultghecus 6@ cemmynicating with one

comuyni cati.n e te ne
o morf ST GRHBRAL 19050 BRES, R TRNE DR hlifplge v
the moBiié Hextl&ewwa'cbﬁuﬂ%\/tb GRn¥ad Egcl&ﬁsf’tb ftlliEJlﬁeh@ui fmabHetévice’s network
packets to the previous nobile device' s network

addresaddr ess. Either t he host, or sone other device such as
a f b, 8\ 68f 8L Bobil
ﬂ%g er hﬁ&lotqt é g@ﬁﬁg sugﬁ agbﬁllﬁ%} %Jt ge g C onge obile
device@ﬁd/@ﬂﬂdis@ SBudt Oe alhﬂoﬁmed blf%the anbbile deviosls dfanghef address to allow the
conmuni cations to the_ new aaglﬁess

f bl t
rediteqian PhRecOmIRBREAING: KobS PR PSS BisfGr by SHAN AR Rigiop and
reesta ﬁﬁ»@s@ﬂ%ﬁlg goﬁ%%ﬁoﬁﬁgtﬁe@ﬁtm%ﬂ ﬁldQE‘é’ in%ﬁﬂe éé@é@ randl/@ﬂ%@éat any

entication process alread K per f or med
authenneﬁldntp,rodebealmdy eatfoonad. Aharegelt.dhe eqterigenap ﬁhﬁf@@l Qf edgress

e to securi br.eaches, For .exa
proce i o DR o S b P RS S AR vy
attempft AEBHTh &Reb PO MG HIOBEShstHR BV Shd B0st(8)whdi the nivblie H&uce either
device either during an interval of ti ms when t

duringtrostitessipl phtime when thealrask) is sl trpawpigting Rasketh i %If: SR ViRs address
and/org)ly%éess aq%a{n%e OP Xdc{r s%r&%dﬁrectg' %ﬁgé%ngﬂ%g&%a to the malicious

rediréct “‘conmuni ca I Cl OUsS

network device.

The Applicant has appreciated that one or more of the above shortcomings may be
eliminated by implementing a mobility network adapted to handle communications in a highly
mobile environment where mobile devices may require network address changes, perhaps on a
relatively frequent basis. For example, in one embodiment, the network architecture described
in U.S. Patent Application Serial No. 10/328,660 (‘660), entitled “System and Method for

Provisioning Universal Stateless Digital and Computing Services,” filed on December 23,
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networ k device. The Applicant has appreci ated that one
or nore of the above shortcom ngs nay be elim nated by

WO pp7eemet i ng a nobility network adapted to haedi/ES2006/024525
conmuni cations in a highly nobile environnment where
nobi | e devices may require network address changes,
perhaps on a relatively frequent basis. For exanple,
in one enbodi nent, the netwprk architecture described
in US. Patent Application Serial No. 10/328, 660

' §60O ntitl " o e { qi ani
N
automafitd1B¢ senrdDg cedhiessly anRORdmicaly dhengrsiechetwordk auddst while

_facilitate device pobiljty such that a nobjle %gvic%
participgye M ATAHeedY it l,sh%fgelm'@r?{d OTURTECLIOPS il another host computer
over a %Qg??mr&ﬁ{eh}’urﬁﬁﬁféa%e{& kbR Kind g%ﬁﬁﬁicﬁﬁéﬂ #hrough the network

icipating 1n an al ready established end-to-end .
addressoahiamgm i Tat 666 spplicetioraisdiciain invogtorgedpyurederensedn itg entirety.

acket orjente trusted.net k int ai ni
OB B A S L P LR, or g
configur&f RRRbAKIALE hnk&idte feh thild ety ieyiet esfelidd toefseraoisies handler
inits entirety. In one enbodi nent, both the host and

(M. {lHve M5 Bencerdlyi terstosrhy haghhecmelle dsvicgead dhsrosh @ xpigple, the
host m::?y: é‘? n"é}% %)I&rgurﬁgﬁfbﬁgﬁo%gt}]\gﬁglpﬁ ?ﬂ’\l}éﬁhgﬁﬁ% Ml{ﬁ"?x}’déﬁﬁ was not

0 as a no

transmRdEfoat b yhalitioss ectwbyk dotide. tTie motild devibeand bostmokhyt dpenmunicate
host. F |l e, .the host | i ze.

with 1 i e bR eSO B perform  chnes

of netwdtt QiR BPMRTHBR HeticANEM &daBfng fRMost tBRbMeRikRite with the
network device. The nobile device and host may

mobileaieniva at thanewwictwork ddivbs. t Bheeshehgmofinetwiedsraddrespmay @ccur for any

aut henti cat.e t he bi |l e devig¢ce and rfar
ot mun RGP Sab s 5o P o 8GR BLA R Auf gyt
mobileld2@ich Q§atmihg beeEaH Bh&/et Stavhing tb Aeliffabitl Rtwiak arl/@ta loheof

new network address. The change of network address may
connection wvithfthe carmgnt oetwetlkeious reasons, for exanple, in the

¢ of i :
S50 B B D P AP R
embodBEMO 6K meivdis and appaosias afconlinnecthe preseut tidventien.clishewltl be

network, etc. FollqQwi ng bel ow ar. re. detajled .
apprectRk AT IS A5pFety 8 11508 DHAB AEHE PO heIPIgngsgoe Epjemented in any
of num%m%z{}@ nE§alﬁ{>1es BRiReER iAREARRATAL bR (R6EEThdEintfer fiRStrative

present invention. "It should be appreciated that , _
purposeaoilyudn patiedas any of vexious wetwark implementatieits andrcenfigwgijons using

be .i npl enent ed. i n, any. of. numer ous ways, l.es . .
oy of FEHRTTHeE b AT GRS S OF MR- s pRp e e fmvention
are not lith#&d foatly \partRUIaP 8RO ABtwork | HetRedkidoaB@btiord0¥ndsbr network

_ various network inplenentations and configurations
devicegisi ng any of various networks, network protocols,

R O e e R
one enfsydirh@itlodithieqissentindémionn ysterk100 includes a host 110 connected to an
untrusted network 150 (e.g., the Internet) via router 115. System 100 also includes mobile
device 120 connected to untrusted network 150 via router 125. Mobile device 120 may be
connected to the network 150 via a wireless link. /For example, router 125 may include one or
more wireless access points that wirelessly connect the mobile device to network 150. The
mobile device 120 may be unknown to and untrusted by host 110. However, this is not a

limitation on the aspects of the invention, as mobile device 120 may be either known, trusted
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devices. FIG 1 illustrates a systemfor inplenenting

a nobility network, in accordance with one enbodi nent
wo@Roovhe24ps esent i nvention. System 100 i ncl udesP@Er/nsmNG6/024525

110 connected to an untrusted network 150 (e.g., the

Internet) via router 115. System 100 al so incl udes

nobi | e device 120 connected to untrusted network 150

via router 125. Mobile devigce 120 may be connected to

the network 150 via a wireless link. For exanple,

rout er 5. may .incl '
B T
and facili@kdstabhiSilng 2R6mmmBidagoknk betwtadmuhile devie ki foand host 110.

and untrusted by host 110. However,. thi.s i t..
The host me_i/glaﬂlﬁ MHaret Heo %é%@@?@e%?o RGO 'W@n"ﬂg B IW,SHGEFES Wil 1 o
ﬁgﬁbé&ﬁ bt %B%{épi%t H8hR kRGN H5ORRy HecoaipBEa of20hlhraliBy St @Mvorks
al' so clu 130, wh

es a ich is connected to the
of any typé andsdoadigneitianr KorlS@mphe nbeirk | @ may iedudeuinedipygieiworks,

ST GALED B EELSESR TEL ES 0 e
issued kggtgm?aﬁoﬁ's%t\%& Rvitkd &inBs&ed ke nbtwadhoNetivdae 150 may include

reci ated that network 150 may be conprised OfV%ﬁ
one or mbxerpalviateynetworkes lneal kzeagktvarlss (AN), avide atsaneiyiars (VAN the

For ex | e, .ne tk 150 | 3
et G, TP AR b B BATRGRES ovon 150 my
includenfie W@ oré B83Heldting rourers thariredt rieheoriietafific keterdelr difSrmat networks,

. issued by the variqus network devices connected to the
facilitatieg weerkng Nempbik daderseaynacid tade BA%oY: nore private

RRLWRD KSee | BiRdo RS WREESLE héWi10 WhalB1a§hee a trusted link
netrwor ks , the ?nternet, etc., as the aspects of
establishbé wiithwkahow by avhécinthe ME whi ectinunichiesnfosmpiéar to theheghr Kor
150 may i ncl ude one, or cooperati r.o
cxamplg P GpAHTRLE PR (O SREH: B Enp Y Fiped TFEP)
connecfiﬁl‘f bt infRE Sg&umagﬂggﬁa@)ér (81| Asdayve es FI®NB; dbsd 10anay initiate
e

net wor k. is generally known to and, trusted

and esthiylishestonimanieatpnrtini wishMEh Alerspiévely. MK 1B89capinitpe dhe link.
with.the S whi t C ' .

Howerh3 Henedhe bt FHER GO oSO AR, BAEy contol e the

proces$ QUGG Akt IMIHLIBE iMristéd Hostr a0 spgrderfoontnyptyperodseuioity measure

(TCP) connection or in the Secur cke Layer. ((SSL) .
or suthpgfiasHoRRIICRaNR & winekd ik & Sefizy TRy A Vi eagicty and
ﬁuﬂwﬁﬁﬁ@%'ish a comuni cation link with MH Al ternatively,

' can initiate the |link. However, by having the )
IRistilailp) MiFAL 30 i engalbclessyn foast tig@d bamdtilealegice d2@r Mobile

oSt e PS50y BB SR s

comm MBS hSvif! h&¥ 1 DeMiobaé HARcPT A Hvand fo usebhelod ke setrices
satistfy itself of the MH s authenticity and

provided big howril Ai Aessesudi MH 430 ppernies a8 trigied Bimeriagy RefoiRpn mobile
devicetI%O %ﬁg hggtl'ﬁb.e(iit s%ufcﬂ)%' alpSregﬁYédctﬁat]l\%gf l%t}gé}l e connected to multiple

hosts and multiple mobile devices to operate as a generally trusted intermediary between any
number of trusted and/or untrusted mobile device/host pairs, as the aspects of the invention are
not limited in this respect.

As shown in FIG. 1C, the mobile device may connect to MH 130 via a network
connection 117 (e.g., and encrypted connection such as SSL, or any other type of connection).
When the mobile device connects with MH 130, a temporary identity for the mobile device is

established for the purposes of authentication. The temporary identity may be comprised of a
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device 120 may be configured to connect to and

interact with MH 130 when it desires comuni cation
wowanobmss 110. Mbile device 120 may want t o RPGEUS2U66/024525

or nore services provided by host 110. As a result, M

130 operates as a trusted internediary between nobile

devi ce 120 and host 110. It shoul d be appreciated that

MH 130 may be connected tqqgultiple hosts and multiple

nobi |l e devices to operate as a generally trusted

J.nt iary between any.nunber of
ot BT S RS RR GRE e nd EBEl 08 B e, The
temporhyAdédie ﬁia;y(b@ BEHriv&d of diffedetori additiohsl idestifies thatserve to securely
shown in FIG 1C, the nobil e device may. cqnnect to M

identifyl the myjbalesleviseamsrthe awnenis of fhinventiop aregiot ligiigd dm thisiseregt. That

. n ion.s . QL. A £ th
o e TMGE o Ayl A nSblobad MRty oy
mobileXB0ice and tapiciityte ipterniidnyoff malidde devises spodéing the identity of the
mobileC ot et A BB s LSRG B cubbfed mabit
device lt(ﬂ gzﬂﬁ 'a%de to(dnDor dtte eV RRESIMRY/ G1ab \WBTakn dA8 B bih¥r dRfidential

t nobi | e device's | P address). The tenporary
informatilent i ty may be conprised of different or additional

N i.fiers.that serve.to curely i tif Dol e

TS S B Rt SFEHHRhS A Gy Bt

connedtibf] dnfGehétatedsScréeEEPELA to fdinak uhigue ideatilibt ofele twbiladyvice. For
of various authentication schenes that _can uni uq;y.
examplegthetNIHymashgenewie p earder enben as tsgecretll- | fnpsgpme embodiments, the

v . e . . . gy

L

associdtedwith epheskanMIbgr thesmitiletdovioe td ¢nsumithitché geedetiDixaheot be easily
device 0 gain access to one or, npye.seryvices. and/ or

guessef Y gvaIci A4 AT FBTTB PP RICT AP 1 S0P g g For

exampg %&%ﬁ%&f‘ %ér{é?at@ SLRIok: RELELEIubf & sy Big, d@velifthe integer

to establish the connection, and generates secret
value is DntRFed to tho Fhraddressi bardwangeaddiesd, geogsaphipad lopsbpnieete., of the MH or

e e Pl SRR B R TR BT . RO oon o e
h{H,0§&ﬁﬁﬁ5bﬂg@gbﬁ3@ﬁﬂ@ﬁﬁyed random y and i ndependent of any
known or_ knowable attributes associated w_t qwg tgg{
t Aeshomoin Hife LRoMH &3QEywars serraidbltd asathe ik esiebrighed

) . e ot

e RRENIBRL 98GERRL i LR B I LS Kt o

entitieF 01 pos¥aasiph ef tHelwecieHDayhigeiseetained by batidiomaithtesgpetion until the
val ye of at | east 128

mobily GeVERRTETIZS A AP e Bous A e ARG 6 Sod1EtID to

ired ' <Ofhd s84r6t ID fferdth §s M aQthehieuivRMhdcBanism,
exp1redzel?£egﬁg%ﬁ?o§lgg§%%és?% gnof the@é]eét vvoSr k IaD r?ay t oget ﬁe?msm o

method pé puthentmstipn thef sectirely ldentifi¢s the mohide deyied may be pesg, as the aspects
ID, MH 130 forwards secret

of the e 6 0P ERRSH THiTISHRR | ohed

In FIG. 1E, MH 130 notifies host 110 that mobile device 120 would like to connect
with the host. The notification from MH 130 may include the network address of the mobile
device, and may include any additional information needed and/or desired by host 110 (e.g.,
one or more services that the mobile device is requesting). The host 110 then initiates and
establishes a communication link with the mobile device using the information (e.g., the

network address) supplied to it by MH 130, as shown in FIG. 1F. The mobile device and the

host are then free to communicate over this established link. Once the cpnnection between the
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bet ween the nobile device and the MH The IH and the

nobi |l e device may be the only entities in possession
wo@Roovhe243ecret 1D, which is retained by both fPET/US2006/024525

aut hentication until the nobile device restarts,

reboots or otherw se undergoes an operation causing

the secret IDto expire. Wiile the network address and

secret | D operate as the autihentication nmechanism any

met hod of authentication that securely identifies the

evy ce
host llgoﬁ@gﬁ?qbglﬁ dgylge T?Q(ls el%Fn%f a%di, tl\{%ﬁqs f;il(Z gbglgélslng{ﬂv&(gﬁgubfeéuent
commiMitatidh o@tthé esesblizhsink 1 TOat isathe oahinueicabati paeh f#Ougiothk dntrusted
like to connect with the host The notification from

networkdogept faghuderM i LR9. tﬂ@sﬂ@ﬁ N ievsidiss a8 an Breipsgiang s FLADlish the
connec‘agﬂ d}ﬁlg notaxg,?ln e 1‘e§191|t1 ?cngﬁ b@é?@llle ddhheEERL | on

esl re ost e. . one or nore
Stlarsomeqmutt ating the qmbmhmcaclmnbcsrvees hpaqld@satnd mepbileTewice 120, the

110 then i |t|at S .an abl i shes a
mObiledB R FSAETE:  FHARERPT R PR OB OLOT BRI {p5gopil device may
have rda&ﬁéardm 8/(13% a@a@uﬁo ,roélﬁ €nt0 @h¥OEKn AR GIkOSire BlerRkdectthdt@oilt address
as shown in FIG |F. The nobil e device and
is no lctrtger Vailslt thais eequiting # neswotlohandavain Thisnetwerkmapgeer may result

becausi ?laaa k%]'ﬁf'&%ﬂ%r%el:eésnrg é\\)\//?ré( elg !I}é%%lng&gs ) lﬂﬁ)éq glgatl @?ﬁ%ﬂ{bﬁeﬁﬁﬁt offered

by anotteR gefvotlniédMewt@dlot for atip seh@tisuth feaomU mh addition tlma/d’rangdﬂ ef network
establish link, That 1s, the connunlcatlg

addresp Riag Bgre eeTemh Proguse e merbils At Vigs EnnasALy fest a?jf&wWPfi’éfﬁh current

revor5 st e MR8y O TR 0 A o

umemmdﬂnunheambdndeweesbhbmﬁwnﬂewﬁﬁmm At sone point

ring.the co ni cat,i on, bet we ost 0 d [
ot ihea 8 bR sbiors Sser B R s e R Tg 43 Bt e
chamgé"@it ARFs aﬂd:h%%g% of B8 AreSX RADER 129,18 iWhicd i6lBYG CIEG MRjobile device
have roamed or may be about to ‘roam into anoth

120 majests e ¢hangreofeaddrass raguesthy nietidive ko N1 é@,sswpsthﬁ@suabhﬁ@fi link,

LT T e

locatiohedf\Wed tobise deiteltn thaabmhtrie (e.&.he siegrak addreestgt which the network
tariff offered by another network is_better, or fo f;

into whig} tht mebpiledryicemagnes san 1GV BYERRElON, Fotfaagrit getvirk 150 may

mclud@ & QKA E&%ﬁe{my AT En ARG G éﬁ@\qd&%@ lé%@c&rﬂ%e@i%&'kl sBrviced by a

device tenporari I'ost connection wth current
seconmﬁdtmﬂd@rOVMera rMoblmc&Vimbaj’ bawdtevamed oM thefirs ueﬂ‘wmlgmthe

reach rwill n heco unr eachabl e at
sccondigtiipg: WAF Bl 4 5V EABFIS 1500 st vorg Mg eay Rty Ofc address i
requlr&f‘ aﬂgaeMPlf thBehyRkite REHIRESH privRidd®ydRY oBild d&/ibwid dutiRticate the
0 of the change of address via change of address

identity @rﬁ d@gnomweva@ anfl nagfyrthe deistiof the) dBange®f avgisiss.e devi ce
k t
R 6 O R PR A 0

mobilé 88vi€d ghdrikd MH kagdd conductéh dn panievlanevivwoids tlieddobisdevice is
corresponding to the new
voluntarily requesting the network address change or is being forced to do so due to the

prevailing network conditions (e.g., the mobile device may have inadvertently lost its
connection to the old network due to roaming, low signal strength, and/or other such factors),
may determine how the change of address transaction between the MH and the mobile device

is achieved.
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| ocation of the nobile device on the network (e.g.,
the network address by which the network into which

wao be7/edasd e devi ce roaned can now be reached) . PEDDS2006/024525
exanpl e, network 150 may include a first network
serviced by a first network provider and a second
network serviced by a second network provider. Mbile
devi ce may have roanmed frampt-he first network to the
second network where the old network address is no
1R R E Rl A Rl YR EaOhir R CahRER G [EAHpERS 1o the M

using nmhnl hetwdey hdrieess pmaltih g ehet dhaagecoft dddrdssleviritheyexastingrponnection with
hi l.e deV|ce and, nat i

the M, yrically, g rensastionds ﬁé}#&l@fﬁﬁa‘rﬁ?%éwgLﬁOﬁllgﬂﬁ(’:"g%anﬁ%n‘arﬂy makes the

change' %ﬁ%s@fthcﬁl%ﬁrﬂ?ﬁ SrahdaBRSGAG HoP BImeY Y88 vbiitaiP Ridh@rio. In another
evi ce and MH nmay be conducted. In particular,

embodmmlthhc mdbde do‘bp¢ dischoniete fiom VT L3}, ahﬁtngys teaddsessilagplly, and

t d h
ten ol Bl SR SRRk b BB bRt E S obOpf e
request R h efRbhA&tiBRYsthclkBed QSO et it ﬂle)twbﬂksdddrds§
connection to the old network due to roam ng

MynA0 then abemicatantieapauseheriyinghpidbe W?)le dﬁ‘ﬁ‘;‘ﬁ is authorized to
make tgg % %{ge n&f %12391%_'5 él?{%%n@%cg{qqu%é Sshealvé édOMH 130 notifies

vice I's achieved
host 1 10ntiatetid odkirerelytestablishedubhbeetide between ﬁwdlomsanddhﬂ embdd device has

(or re-connects) t using its o
chang<iq s SBOUHRRIAGE O TEANE e R L e | o the host as
1llustra?88 BAIGY 1 A0 AME GbiifEktvh tRntRBoMetwEB¥R MIRI BY and Rdst 110 may be
transaction i s conducted when the nobil e device

conduqz@d tntuamdrbys wagise §or ereangilerthenetffication ewessm@u@qpetl% pg whether

Lon is Limte tothev [
the Che}nlge Qi 8‘?4{8?5 rSWS yn%lﬁ tmObtﬂﬁ ge\“c% ‘Aias Vaevi 5; 8{d1¥, i'seconn ctlgmOblle
devicef1n00Mid¥bhAe?; fr&h Aaes] 1305 tiaddiemsy kiga4ltd Hostand té Reiporarily stop
. reconnects to the IH using@the new networ k addrei
deliverpenoigorinpackeia ap eatagrana p Bsanebilqdsyice yeyihg ofaklished connection

betweei%&ﬂg g'g)to lg reaﬁ\%g% %ﬁi g A64 14 ﬁ{/(ﬂﬁ stiitfn q%g%k@@tt(‘f\ﬁfemﬂg 'é?(ﬁ%%s. The

|cates the re verifyi
host mbh ¢henodnit for deai/Ek] 30sto doitviend apeg theonevahawbikeaddesys bsfoegiresuming
change, of addre Q? ; the request has been verified,
Sendm&’lqemkﬁéﬁeﬁ tad "n‘@QP 999 %hat the currently

egt ?imvbr?ﬂﬁq@ PNMB&I110RsBBEWRER chRchOSbr a"&!’hﬁ’sté ﬂ?@cdiﬁ@éﬁcﬁl state
devi ce has charged, or i1s about to chan

with nfobileaevse 4 heusiegtheaeworckwerkicddesss nmgldeé%wh\é HH38t Ongg the change

illustrated,in FI notl catlo
of addisgh (R RFE 3050 T R oo i GeRgs s bR ERTREEY Witlow
1ntervéi‘M6'ﬁ'fﬁiﬂ§1\M@Y§0 un€ll aiRid BRbtRer dhb.ﬁge%ﬁddﬁte@iﬁsh@c[he@(eﬂ Q’)@SBe mobile
depend on whet her the change of address request %1
devieat amsbmbéecn@m ETREYCALoNg AteAeyted OV A eARRIFHon Rath that does

not m(ﬁ&?é l!hg l\?ﬁv lI?xﬁs tn‘iiéf(%%gdgg &l s fn'ieqme 1|3fy (MI% glgl%il% fili&sbtishment

gnal tenpor arl vering
of the nﬁtwlmhnmoh ahd w(hen eledtctigg anharige dof Imetwmb hlldrestevi ce over
t R%hguslfi %g laLSrQS?tteﬁ %Tar‘g eﬁ:et co%nectlon between a mobile device and host may
therefore be direct, and thus independent of how often the mobile device changes network
addresses and independent of which network a mobile device roams to. As a result, delivery of
information between the host and mobile device may be optimized for least-cost routes
between mobile devices and hosts and need not be routed through third party networks and/or

hosts (e.g., routed through a home network/home agent, foreign agent, etc.). Therefore,
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bet ween the nobil e device and the host to avoid
sendi ng packets to the wong address. The host nay
wa b@noowss for the MH 130 to forward al ong t hePCBWS2006/024525

networ k address before resum ng sendi ng network

packets to the nobile device. As shown in FIG 11,

host 110 establishes a connection or adjusts its

connection state with nobi.lig -device 110 using the new

net wor k addr ess provided by MH 130. Once the change of

[

nevworf SR o SR EL A b bighi SRRl TR RSl may
beprO\kidédl and i f anot her change of address is request ed by

Ie d vi ce.  That i subsequent c ni.catiqns. ..
HHhE R G BR R R-DAYS B OBOPAG Fiobd At A0 be highly
trustworl! dhdQedit8. Ve mbBHS dedikt ARMhORES &bfe Béen@dnnected to the MH in a
Intermediary only during the establishnent of the

secure mmmrd:befmm raddiess drngesdakshplacecheawednige mobHg dgecoand host, making

s o BESHE  BUTE R B 28 sOPREEH T b iy e

a host attBsrahebit dsidim@cknovansthing usoutihe freide ragerﬁfadmmlﬁé bea
t he nobil e devi ce changes networ k addresses and

particulas defyeariie By contra tan Midniag be teisie iy hothjeartigeandgaps g yene
: |
when 1@% d@ﬁ%sgiﬁ? écB gstgﬁlﬁhv ec,roil)n%ttloh Bh /OB éﬁ?t fawg@ Bf ﬁcﬂﬁesg Ofhus, any

evi ce nm eot Imze St - cost
level off eatieisy/ duﬂhemmatmsminay be dcmdructeé daring hacht teanamndions e&lequmt and

t hrough third part nd/ or sts
scamlegge Ul RGRGR CORPestigRs SRS R RO S B aures may be
achlevfecpﬁf h&n8 4 &Abwn &8hé tr)lstea_ ﬁﬁé’rﬁfe@ f@‘fd’i’ﬁf $icRlhhGicapsy nmy

e optinized and a highly scal abl e solution to network

rimdmtm mayilitengmotksde accom@cwﬁhmaﬂyumhdﬁ pEtie present
oo R AR e RD PSR B b SR Eh oy

infrastfdd@uré OB pAiadigah) Beme and feeiEe dgdnds drb@oMdquitedtosastukghat a mobile
manner bef ore address changes take pl ace betmeen t he
devwerﬁab FORINNE S ceMEHENASVhenFaRNIG aces SELHinetarkprMgreover,

oA SRS AGS, MO R ARERL b ompl it o
need ndeb'e d:@en&nt lonptive B protoxgl,abeny partieulbouedeglyirggeotocol. Thus such

adverti. si n on a artl .. he cantrast, th
b PP S i BB TR o ARG, Dl RE to be
imp lerﬂﬁﬁéﬂ 'atmd)lﬁlerlfe"?fﬁz%srﬁ‘e[ eta@)lee‘étr@%'@ BnPn&RORAE €léiPiet A Bk Yat are not

conduct a change of address. Thus,” any | evel of
complmtwﬂhﬁbdmmhmabﬁamQWOMy be conducted duri ng such

i'ons. se S I
s ARARE be AR a R R 0 6 AR PR R AR b SRR effects of
certail @bdEmass o€ ‘bﬂ%q)r@dénfh@%rﬂﬁma Theavpecand the st@tbn are not 111n1ted for
i nternedi ary perform such transactions. I.n additian,

use wighomiobility nefstonksy that achicye et enerRreombInAtion of Bigdnigarddegefits,
althouglfl altlLPhgr aif gﬁﬁg%&ﬂ%ﬁ“ tBeﬁg%l ] Iag% AL ﬁ.mant ed without

ring su antla ns to the network
It should be appreciated that the host may be a mobile device as well. In particular, the

connection established with the assistance of the MH, operating as an intermediary, may be
between two mobile devices, a mobile device and a host connected wirelessly to an untrusted
network, a mobile device and a host wired to the untrusted network, or any combination
thereof. In one embodiment, the mobile device is connected to a plurality of hosts and the MH

notifies each of the plurality of hosts upon a change of address request made by the mobile
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infrastructure. In particular, hone and foreign agents
are not required to ensure that a nobile device can
w@oenrisdas t o communi cat e when roam ng acr oss dPET/E8BNE/024525
net wor ks. Moreover, nobility networks according to
aspects of the present invention may be conpli ant
W th, but need not be dependent on, the |P protocol,
or any particular underlyi_ng protocol. Thus, such
nmobility networks may be inpl enmented ubiquitously.
deice 35 BRI RI5! Qe WILEHPH B, &t ot
of the in@éndhlase ﬁdtaimwerdemmmts réspe@l i ant with the convent i onal
framework. It shoul d, be appreciated that the above
sYaiiona agpepisrof (e 1By entinpmady beessr Hpprtepriccandiggrations yhpsgin one or
more h%ﬁ@gfy 0B SbHfind Qﬁré%a?f Qpraﬂﬁﬁ%P tthOREH MPA@? ty‘% used to
e Invention are not limted for use with nob
achieve ecbmmuklsatndmtbemdfmlamobﬂwde(vm and adostie gata ssrvenf Wh¢1may not be
ended, benefits,. al thou h_an

contaclgd Pt e RIBASR P ROy AL A HEl P e i el For

exampﬁzp [’J'hﬁ@d staed Faht APBcAiRa ISeBRYNSE 181 048R! (838 \dntifle@SSystem and
. In particular, the connectlon establ i shed with
Method rﬁ@r Agengticallydnisrating and/Pynapisaly F gb é‘él%rsecure Internet
Connecu%n% W%e@[%%lrg%ﬂgf ﬁgr%gly\%ignrllnﬁeﬁﬁ)vg d r e \ﬁl&fén A%rﬂ 12, 2005,
descritién R/EM@Iseﬂtm’k\WﬁEguranthIheee dma/mcrﬂommdrvardms panlmof ) (Jrltfatte

t he untrusted net or any. co ation t
network fangsetRsidp ﬁﬁr\‘tﬁmft\l‘%\g K wagdyreaL I%H%é’t"zﬁg %Nstwork
Addre&l HAAR 1ét¥o¥1 TAﬂQ%{u%r a&t'ih%le{}"the Qéésfoh%%nﬁ@lcs!énﬁéfr ($d‘1§) described in
of Hosts upon a ch ange of address request

the ‘9&?zaa;bph¢:ajnon meaynaiisrdte dey MId, regaiying o nhat@g rod nfldngsofeqnesb ppdenotifying
devi ces

one or Gk SR BT TR ARSI Bt T HEry o hould e

appreciR&P@6H the ¥abbSufenBSRAEHiedah tHe 1982 apaRbiiGHae®t DMitiEeend are
i n network configurations wherein one or nore hosts

merelagxemptas nelavosle kerftzusatidns evik which pspeets of Biginipsent Faenjign may be
i ntermedi ary may be used to achi eve contmuni cati ons

" between a nobile device and a host (e.g., a server)
VRIS, QRyillasitatdyen Sotihalirachigving ﬁéﬂ\mﬂdﬂmbﬂmy,i ihscécodatce ovith one
on a private network protected by. a {emall

emboduRgRiit dhe MRSNEHVERTTe SYSHR A0 B P siilap i i O ghustrated in

FIG. 11 Hojv%‘t/etg %gft(l 1%%@21 ser%‘tt $300) ISQatedSé/eﬂ&m ﬁfé%aﬁb%&@nf ﬂ’l& private
tomati’'ca tiating and Dynam cal ly Establishing

netwotkeacdxiress bﬁsteevenétl 0 ﬁmgwrecallyomkn@en We@’vua:s F)utseiewé” |piriveite network 205.

Privats Gy o eIP Ry B TGRS AP HETEE it O Send Rt jogfgroa

netwo\@.AN) AR BayS 5t RN Bredil P adBédsalilé fr@rr%ﬂtMaé ﬂlerI%ND rthqva’ce network
connected to an untrusted network via a firewal

205 1s\mme|qtedﬁ9 thergttwgied acteariute- & . ednismst)theoneh NAD rplttw@tﬁ It may
be desjr; %ég?or ergv%}eo i) or‘fcn%ot%rhtb b% g%ﬁé %§§1 a‘Bﬂe %)%ﬁe?rlgmﬁgﬁ élrﬁgiecure basis to

one oran(Bt‘H,md‘tﬁle elwmtﬁ @u&defb’:fm]gfprﬁ}fate&mﬂwetks Hoe exmﬁple,amcbrporate LAN may
notifyin
want to prov1c¥e engail or other services to employees when they are outside the office and not

directly connected to the corporate LAN. The NAT router 215, in combination with MH 230,

used

may be used to achieve secure outside access, and to facilitate relatively seamless and secure
network mobility for mobile clients connected to the private network, as discussed in further

detail below.
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one or nore servers of the change of address request
as illustrated in FIG 1. It should be appreciated
wo baw/oodaes enbodi nents described in the ' 982 apptT/Usi006024525
are not limting, and are nerely exenplary network
configurations with which aspects of the present
invention may be used. FIG 2A illustrates a system
for achi eving network nobi_ljist.y, in accordance with one
enbodi nent of the present invention. System 200 may be
imlar .t 1 ' '
Bt RTHEREES 5ttt NASE Gl ookl R AR RSoes
receivedia fiRi routehfomrdussideethe etivate eartdk esthe piivasemearorR ad@ressof the

enerally unknown to devices outsid rivat.e .
destinafign agsvRr PU1Be PPYALG BERVOREt porRiDel, N B by Eigs g pvate
networ? E%\%e?s?ﬁfatfl@ sdritdr§ B8R ﬁ%e« RatSRRoAL A rmelyod‘fglkat@ EER gMB ABHK,

at may not directly addressable from

allowirgdestatheneterkipabketProl heapated de svies 20 Bhd privatmeswpkdwhide ignoring
the, untruste twork (e.qg.. the Internet) ot T
oters. S BERY e N Ol Beflons bR MGGk SIRHER M

router R8P #:8 ahRtiRE ad@éa thalthgy 6NmePRB! e ifothado Adpubtic.8., other
basis to one or nore nobile clients outside of the,

hosts apd idoiees qeanensedito thopntassidicevork).ciraexer. eonyniaizatipnswith the
.. to. provide,enail services to enpl oyees when
pr1vatetr}?g§org<rpg9sotllj ({s{%ééhiolﬂéq;@ﬁ{e{fe and not directly connected
tia thdeonfiguRtoabEFIAN, tHeelENAZY bperbteras 2 Bimisted intermediary to

.. conbination with WH 230, y. be us tQ achi.eve secu
Faciliteg M BE SRRV OB DH S R PRy 208 57 B0 and 1o
effect SBGSHAY ﬁarﬂi%tcﬁigﬁé%s P RétWotl adREssBR by ?x@rhbl%,nfoses‘_cablish an initial

connected to t private network, as discussed in .
connedtiontbebreed @tabile chedtARO Bpgiseakt 3710, fgPpentives deegbert iprcggnection

. bl e that,.t t t wor k -add . i
with PGS st Btete Ter ol i Rt SPY S 18 ShE SR SfE R g oy
each eREHIKBCoRRHBN KviddHESD. VHL 130 M sihdbleiclion 2Derexeliangs

. the private network. ﬁccprdin%ly, t he NAT router hides _
informgtien frynjquedy st sevelyaidentily sha¢lionh Mk 3fkthen potifigreserver 210, via

NAT 1‘§{1 }é %153 éﬁlﬁ%ﬁlé cﬁém Z%ﬂﬁﬁgeggcég?ng@?to@ g%@%ﬁ%@ g&fé(;xample, to access

certarn networ
one or 38IT¥ ErFicenpiolRief by watver RHEL. viBedauseVIEE2 30gs austed by tiliveprévate
In this capacity, the NAT router fuynctions..a

netwoRn HtaBHAALTHP TN 0TS QrICISCTVidr (AT ST &iohty dlvevg because
the prig%tg FLIEW'K hAdgdr i‘ﬁ?eliesE RalecpRY iRErmABYrivHE nd¥RolORIMRe sk ﬂrhﬁ’ée, server

e.d., other hosts and devices connected to t .
210 maybpersit éul corgtntiok with NAZmputey 2Hi to establishi eermicotien with fthe client

.. th rivat e networ ss .t hrough the NAT router. In
“”tho‘{tﬁée%&ﬁ"in %PF%‘_{W%F&)%F%m . ﬁ%n'w may operate as a
t AYShARGh inH1er DBOicavet 21 0 ihifistel b tdhRchsd Astabllking coeRUtie

conmuni cati ons _betyveen nmobil e client 220 and server |
betwegmthe sexver and ra¢litecalienieA: Singromelileatticat daesAgelnayy the private

netW01::f<ﬁalttd\[ﬁ?egsF O?ﬁll% rsgﬁéf The Iﬁ%ilee&(l%gp Laﬁmo{ 19y ﬁ&‘ﬁaégjtaibﬁgh 28onnection with the

server. As such, the server may contact the mobile device with a temporary network address at

which the server may be contacted. NAT router 215 may then associate the temporary network
address with the private network address of the server. Moreover, the NAT router may be
instructed to only route information received at the temporary network address to the private
network address if the information was received from the network address of mobile client 220
(as provided by the MH). Thus, a connection may be established between the server and the

mobile client without the mobile client ever learning the private address of the server.



connection between nobile client 220 and server 210,
t he operations described in connection with FIGS.
wo Borioxsy be performed. In particul ar, serverPQUOSENE024525
nobile client 220 nmay each establish a connection with
IVH 230. MH 230 and nobile client 220 exchange
information to uniquely and securely identify the
client. MH 230 then notifijgs server 210, via NAT
router 215, that nobile cllent 220 desires to connect

to server .21Q, for ex C S one_or .
ALSOyROUS ot ecroBhas i dieeh sl BERssD ooy 303 i mobile client
220, mobild 8&in€92PWhaly BealRNa d@inGe RELIMESS rehhesﬂn?d/ tHRAVIER TH change of
provi de one"or nore services to the nobile client.

address traoweticar with draMidbmap demondusted avdessriked iscapne¢tinnevisk FIG. 1.

T

network addf@sd & valsitia e Bbbike clemeat boredshéd Ahernativeln]ifthe mobile client
rel easing internal network address inform

As .
has alreadl i PhRGtPOES2 st SRRRRSHOD 10U TE ERERpe otk ARNEE Warotherwise
mvoluntaxﬁg/ fctgﬁ %dn? the &like({ﬁé ﬁ%bﬁ%EV‘%ﬁEﬁxéJ‘x‘% -h¥&'to ﬁ{ECMH using its

| ent Si'nce no I"ent does not know
new netwotkeaddrdsy.aThe rv&ﬂvaftek aaitiemtisatingf tht meotdlerolient, mayeotifihtheeserver of

clie cannot itself esta connectipn,with
the chang§ k Sdtke 3PN ary e 1€ SEPRL M AGe SR ARSI R Aghlof the
mobile clidgi ce with a tenporary network address at which the
server be contacted. NAT router 215 may then
Asshovel iatt BE, the spofesigitinies adrapRsaiignds Se-Haplishreeonnection or to
s v 5 DAL A o Bl e M S SEpct
procedurer dxsaiitwelchbave frheormeation svith Fi€L RBr bsingitheasy nepwotkeaddress of the

) rivate network address if the i nfor
mobile clf3gk o R S HEOHE OGP BT SEPOR SPTis 1B e AT appter to
associate (At tﬂé ANV AeBlvdik allihe:sVOF the Thetsile dicnenABSinadelyPthe AT table may
est abl i shed between the server and the nobile cljent

be notifiedjof fsutew rswatbaddse sy andnodifisd to enlyPHlg comumppicaigng from the
new netwglq(dgcﬁl?%ss % ‘d{1 g)qlv%%r%&(&loﬁﬁ %&}g& Mepx;eréflb e?ﬁ)&an Jhan%lgrlnls énay be

connec etween server
used to recdstablish 22d)or adjbst ltiee cbmmctxoﬂ Borweey thederver andahgmobile client, as
ress reﬂyest t The change of address

a
the aSPec"tslogHE"a‘&t’?‘B DATE ROY H’é“%"i‘rﬁys IFSB*?onduct ed as ‘descri bed

It 5Kbul@ BOBSHreSiRteWithdt the ﬁmblle clibat mh$ hatd @ NIODiduterahio@ph which it
may provide the secret rovided by the M al on

interfacesyiti thehmtmﬂéwd metWRTkk rrmrdthé departgfiaghivatengieri @,ﬂdg or protected
by a firew? llI gtﬁt, gas S eJt?é‘Pﬁ?edmvéhf reﬂ@%&)y ﬁlkﬁlted}f T \{sg SvitiPy! pﬁimcular

feady swtc conne
network cwn'ﬁgulfahen CW5 rdtﬁmhss&elt aboik, thaatbbile desie (Qe b th meblle chent) may
the no

i nvol untarl ly forced fromthe pe
communigi a¥ith Ao hABEE (-8 SHESIM s PIFTETELS WeW FERGF Rrivate
networks a(?*?é'cﬁ? Londdtedid a%fcte%lbl@ L\‘/ﬁd"@l@%ﬁﬁ&k& Aetvitiik "8k laBy other network

may notify the server of the change of address
conﬁgurarueqmssthe mcwr@mmmh@orsm ligpited inblais nespegiet wor k

ulg Be apprecxa?edqgekllc hﬁe {h%nctonventlonal framework described in the
background which is implemented in the network layer (layer 3 of the ISO stack), the above
described techniques may be implemented in the application layer, independent of the
underlying protocols (including the IP protocol), allowing the aspects of the invention to be
used in connection with any type of network. For example, the change of address techniques

described above can be implemented beneath the transport layer via the NAT or at the

RECTIFIED SHEET (RULE 91) ISA/EP
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As shown in FIG 2C, the server initiates a
transaction to re-establish a connection or to adjust
w0 b@7oaagecti on with the nobile client. For exeempiUg006/024525

server 210 may repeat the procedure described above in

connection wwth FIG 2B using the new network address

of the nobile client. The server may choose to issue a

new tenporary address for tiye NAT router to associate

with the new network address of the nobile client.
appliceir%]fé)bv%%)e%f1 re%)ﬁg 4 ?Iglgsg &;eﬁgé dl&gﬁ'@%’}s ?cglcgﬁfl% Bfri%‘éssoghaﬂék% by the
mobilecdzrituniHoatcver) shef ¢hangd dtaddessss may bo ikpledentddn bthet hgers, as the

private network addre f server 2 10. O her
aSPeCtWh%\HW%%OW? nBEh%‘ét% mttglsrrés-pégtt abl i sh and/ or adj ust

tT}% %@]f&ﬁﬁﬁﬂa@ Ap gx%Ei\éFe@Qha{t ﬁ%e%@ro\f%ﬁe akéhtionSasRibd Bobility for

as the aspects of the invention are not
portableistrttless demicehi 4 statapssalevice teferl dj@tem toen @f;ypcreébataqae @p@lﬁ@t

mobi | have a . ou hrou .
sobstaily 8 e e < P e aet O e B s Bt P cevice
may olfQﬁat@ Bhibfl9fas @ hRfhla¥ JhterfARIAeRIcK (A déorpvbte Gp@dtlﬂig/mats stateless

rewal |, etc., as the aspects of the inventign are
capacifyotA ptatelase devies typisellyiloss neh junpaptapelicasionn athgpthen software that
perfonfxg H%tkv%ﬂ i cﬁog%a}lﬁz eugc} ?igﬂ %ss%qfo%g%(?nnﬁetﬁﬁgg@%r tﬁ%gﬁ%ﬁ{e Asa
result, astabsdess dbvioe $Wvher( @pegatingdr ity state]ess ¢hmsiy)siesed aDSparﬁymb}abstanUal
part of prjvate networks, dire I onnect ed, and
user fulggtionalsAnd/qr conap A PR FAH 2 O uset By ot her

NElamAh a%féfgléﬁlﬂ'@fcé %‘acc@é ﬁlth@a@%ﬁﬁﬁérﬂ/&freée'i‘\ee dePMERE other
are not |limted in this respect. It should

networkpleviscs anitéghtestrand/or ghiitetestdne ot oroveproblamad asswcaartednmth

conve ST RN AP, W) TR EBEPL it et

respongidRV@r Q%ﬁﬁl’bbb@ﬂjset:ﬁ@t?fiésﬁébeﬁlcﬂ@yp&%dlﬁ@h@ﬁﬁﬁ{cﬁdnalﬂy tHaefacilitates
application |layer, 1ndependent of the underly

hackingy estebbighing @icorInYERtiNgalcHEITOIE &7 bethipst aad Sawaﬁ Qfll‘tlff'f-‘éz and/or
t
ot JERGEL L LALAN L A RIS ESEL A0 men.
and/oradtr@ s ekpl@ttrthqﬂmstmkmw d)ﬁMe-@hibd@vmmn be [ n’pl enent ed
beneath the transport i&gr via th

t fetRless devicerby %ylg@stvis 9J§|S}rtgppd pff gﬁsfﬂlaq.ttonplétyépat facilitates the
variou§ @aﬁé@ﬂﬂf&g HSschiBEd QUAvRD IRARNES 8 sthangesviy id &ﬁgﬁﬂ%ﬁbh Qith the

devi ce. However, the change of address may beé
above dmrlbniamchdeqtureopmt thasteteksss é@vlweﬁe oavsmea:assa gof-called “dumb

i SSHTRREE B e kB ERBR e, i, st

devicd M¥EHiuRAe hideédd }]§1§tfn% DR Arhdry V\flthbuﬂ‘éqtuﬁlﬁlg ehSdaiRl RS to be
devi ces. A stateless device refers herein to a device

enablediyeith the aswgistest neligrslitynthonpxample, astielesidayiceninteracting with a
netwmq{ S%F‘L ?é/é ?zﬂg B 2 SAYAG G Id@wﬁ@ (A{ltihgfﬁ! @ﬁmr g?he Windows™

| ce may operat e
opelathfgtﬁﬁtéﬁﬁte bdéﬂstaiibdtcm the statelwos &evidee rSmcnaeﬂhaBtategess devitsis operating

el es pac A statel ess .device typjcally dges )
a5 an stiopa g Aye fai%h iLineY BRgrestied INEHETIOR PY Seing netgrk that allows it

to simulate any device or functionality, without requiring the attendant drawbacks associated

with the requirement that the functionality be resident on the stateless device.
Stateless devices facilitate a shift in network computing from a paradigm in which the
computational and functional burden is on the device connecting to the network (e.g., a laptop

or PC) to a paradigm in which functionality and computation may be chiefly performed by
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perfornms network functionality and displ ays
i nformati on recei ved over the network. As a result, a
wGearmdr3s device (when operating in its stateP@PES2006/024525

capacity) need not perform substantial user

functionality and/or contain any significant and/or

per manent user data. Enabling a statel ess device to
access, interact with and/or.receive services from

ot her netvvork devi ces mtigates and/or elimnates one

Ko
Servers, C:S’HB?ﬁt%’]tg r ok rr%%% %91%1@”0%" mecaﬁ{)éﬂl e's ‘&Q?Jnggg :été@ée, this new

paradig@h Qllbwé @@«h(}es es pradRiobhiey d@notenjuyrbeenjof hfmatedl Inettvgork capabilities
I ssues such as providing user f}ancgl onal g

(e.g.» telaviFiony, f aay pihetdsice hayings fiad C@&Ppﬁ‘ﬁl e rgal capable

device§ n%ﬂa{epégygé\;lcésg)[r&gﬁ{h fé‘l’aﬁfve@qg@%@ ¥hAs4S €8y BRELQTwith and

erw se enabling a user ‘to securlty, att ack
access getvives avdrlone loemorennawnﬂ{sy\mhile pmmrvmg nasinfegaimyl pHdata maintained

her wi se e he functi.onal i state-full
by hosﬁé\‘ﬁ"@éssto W,@ faéél%ssdigyﬁcgés m 088%{(1“%5@ M&s | argely
Sit EHRREBE éi:fpréd"ﬁeci ek kanafullldévicb afuch ash bbﬂs@ﬁﬁ%oin@ﬁter personal
various capabilities described above. However
digital gsdsteriteste) u@momratmn@cﬂﬁqt@lﬁ@tqammw tlihat igea ﬁs@v@ll device may

L ) &

devicelkaeteds dxebuthiy dppHeutionsSsta@ it dsabdata m&nfdrhratinﬁ,tem r Rurellyrstateless
particular, a stateless device si mul

devwe@;dhwh ﬁ@ef%tﬁ ST 307 PRIOFS RGNS et oy it cointerface with
infor {131’?!)1{ a Qtl 8 y gl s?&e&"bfs?wlﬁé?@ a’ﬁ%?@d AkEWe services and functionality

unctlon or exa st at el ess deVICG
that is computad;tpenfgrmed mchpmetdm flomssomye ceihqr loeayioo parthe vetworla(e.g., by

W ndows d h g.the W t
one or e Bos i wpesr el Whichay oyl Arnlihe it E5efiPar nas
ety &ﬁ olicehi 68 r&d@)%n%@ﬂﬁtlt 868dsd6Wha8 ifcSeRRliboble AGwFks,

interface to the network, it nmay be presented
telecomnm@nmd arilesiveand/orenesessitp o seralespadcewdo irfomation from

devi f t ’

oyt SR TG ER DS SRRt AP o i
devicek @EpLLT dﬁmﬁﬁﬁ bdnbfit. Fdrexhmple] valvak atpeclief Itl&sﬂndernioncfacﬁl’m&: the use
statel ess device. Statel ess devices facili t gslhl ft

of a mphile:gatakspxdeyines enigeracs o Aheatwen ﬁl{heﬁlsm ile stateless
dev1cecrﬁﬁpﬁﬁéfi’£dt R i@ meolﬂ@ Ghi %&?lé)lep 'drpgl%gte'n%t&&kt &qf Mk Bless device
necting to t ene “wor ., a laptop or PC) to a
were coanauthdgmithin thmpmratef wivbikofea. ,|heylndrthie vl .aThes nodyle sateless
. chiefl erfarmed b s(gévers cop ne%éiedlﬁt%o tt hgﬁneﬁ\{\ortku Fih
deviceAlifis VIETS RIAECEUUARTETRE! HRYUFIBEECABEY SUOTHIUGY a5 1hthe
user w@?éqo@eﬁfyec%hﬁé'ﬁt@ 10QWS s&t0uk CEhe MBIty hediokitsarathiBedd®oi®facilitate
enj oy, ‘or en{ oy limted network capabilities (e.g
1mplememtetms¢fon@b1 egitatelass devives indessadeshaagrig apd §¢aé¢hlggxyalm@, as
f ul I wor k capabl e devices. Stateless
discus éﬁlpgglgheﬁr %ﬂq}%ia ‘relatively inexpensive neans to

fHId. B illoéteteact mvbility BadoAcipeiadingarmolsiRsstavless dm'&epm accordance
nore networks, while preserwnmhe inte r|ty of t]
with ongewbadipeat ofthe grcsertduyantips. MoOHHY af viople 300 ata@|b@§§m ar to

netwol€YdF&stiibddth #1831 A8 e ChbBE etwork 300 may include a stateless
network appliance (SNAP) 320. SNAP 320 may be a purely stateless device or may be a state-
full network device capable of operating in a substantially stateless capacity. In particular,

SNAP 320 may be any device capable of performing network activity such as receiving and
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It should be appreciated that a state-full device
(such as a personal conputer, personal digital
W@s®reeasnt , etc.) nay operate in a statel ess CBEHUB1096/024525

That is, a state-full device nmay operate as a

stat el ess device by suppressing, to sone extent, its

full capability as a state-full device such as

executing applications, storg.ng user data and

information, etc. Purely stateless devi ces, though,
trans 3 Ao PRAGRE nkpRRa BRI ARl Iftation received
over theatetwork (&.aatfronsVEi b?(leden&b]sﬂmace and/or to receive

ervices and f ' i that i s conputed, rforned
RS O RORBTE AR SPRSIHES ORoREBP P STaT SUFDRAtal
proces§1ﬁ ﬂmt (@FU? rb%&’ﬁoﬁoﬁ BrahRuFfetla r?e@\RzU&rp%rtt B WPue BeridtSsuch as a
% appliance’is connect ed). e Applicant has
keyboatréd@gpadz,emomhaputh@n@isvc AT st0+,raed ealssiptay! tg presint iaformation
tin d
roceiv QR IAT poab BRI oAb PG FERr ARG inEREER Tt

compoﬁBﬂiIIs lusedein state@ AulEddvicesthiit theg®OE Hited asmponéntseiidBTticient for the
ere statel ess nobile devices are of di stinct

SNAP 6@ ﬁ%mwnlcﬁ@wve&@ﬁﬁp@ust%¥¢twe§< Bspeebile @rviopment e pertisHlar, the
compofné&ls %&?&ﬁ}/ f‘ﬁéi%n% fPik(IP&#h kRAP Ble kﬁat?%eﬂr@rf.%oﬁﬁéﬁﬁnﬁﬂlon,

nterface e net wo e user o
d1sp1a3silﬁd)miaelsﬁ r@b@wed dromatheinetverrkcandvalloly thbesaned wberkct Wit the display

qp grlvate etwork, as if the statel ess device
(e-g., V\)\%?‘é RS R n the private network (e.g.

bt AerIG 8BY@E SNAPTEHSactdOI 55 ®ireiRles %Iﬂﬁyﬂl(ﬁﬁwﬁh server

users can use services provi ded by servers of
310. Fy@apxarnpﬂlea?’NABtﬂ@ miay in¢lbde sodtwane that geplementae nesmrk\ﬁ@rcle to allow

commum? név?%lnc{é%l ggvcf;r?%tﬁ]e?wglg{ ?ﬁﬁr fnbtozi—ﬂr?e ?%)\%érl Y NAP 329 is purely

escri ove e 1 mpl enen a Ion O

stateles5) BNIAP 310aihey BS sordipvtdias autdneutiselnt@sst as®edtinecttd WIH 330 upon
scal abl e manner, as discussed in further deta|I bel ow.
start-up-(ymoe3 aparf fignyih eeiwgrlaamuraly staislassSNAD s lifds prghosfunctionality).

gI%kaé%@ nt@% t@éngéf ﬁéﬁmé? QY 'd&%nbéclﬁ‘ H@%b%%llégﬁ)%@olﬁfﬁst Hnd 2. a network

e present Yy networ
conne30 (emy ahensiypiell dink suchestandd 3. @ODCHER cornirisetion) mdsi 1@ es%.bhshed

el G P g R X0 RS 10k SO0, el siatoloos

(e.g., SNAP 8bOHRoVIRY G ReRForkBIIBS MIThAMET Bderdi&d MArdndiey it ID to
capabl e  of operating in a substantially stateless

the S adilys30 thenptifies sdreaer, 3 1GNjar BPAP A2 woulddily tdevinpet to the

server %.lé akz)lv?de(s)f s%%éeg Sﬁmrl}.qﬁ? P%&’mﬂ%%dﬁ ol Io\é §§I¥§ gﬁg 3 ?hown in FI1G. 3C.

ServerLBTl() fm@}I t(hén &Qﬁs)hﬁf Kte'ﬁﬁﬂ)rarél @ddl@lssSﬂ@' tﬁé’ SN@\P thhtdt ot hseflo establish a
cei ved over m MH 330, server

link beésvyeen the geryer emﬁi tb% %Né%sedh@féh@ gNéerﬂn@szmmwawd% h Hipeserver
behln ( ﬁ?%&%{p%eééf&g Swnﬁu%egﬁ? E&ﬂ'lecﬁﬁ & Eﬁ§ét@ getk%'rl& 305, as

a networ
showniinpliG. 8I8}i ce such as a keyboard, keypad, rmuse
t]l%f%gh Szierglgllh tals)t/a%elgs% rdg\(/elrc}e may%e usgc{] t% a%cgslsso e o}/ more errvelgeesngrowded
by a server located within a private network (e.g., a corporate LAN protected behind a
firewall). If the SNAP needs to change its network address for any reason (e.g., because it has
roamed to a new network having a new network provider, has roamed to a location where the
signal strength or tariff of another network is preferable, has temporarily lost connection with

the network, etc.), SNAP 320 provides a change of address request to MH 330 which relays the
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received fromthe network to the user. As discussed
above, SNAP may i ncl ude ot her conponents used in
wGar@avmeXssd | devi ces, but the above |isted conpP@ENSR06/024525
are sufficient for the SNAP to communi cate over the
untrusted network in a nobile environment. In
particul ar, the conponents need only be sufficient to
al l ow the SNAP to exchangejgetwork information,
di splay information received fromthe network, and
reques’%%% lggr‘g’elt ?nlg) . g\ﬁl%r’[hér%obééﬂ{s%r ﬂﬁ;urﬁ\@&ilﬁg h’\gﬁl L %N@@ét(tg%ﬂew Héét‘v\%rk
addressSNATs CORNAPE ma%btaﬁﬁleb\mat\eqﬂiesldreasas @uto@ﬁtlc@lhy,\séctmely, seamlessly

server 310. For exanpl.e, NAP 32 y cl ude, softwar e
and dy@q@palﬂwpgﬁgmsgr igtervsntion k gqog@lpg Yol |s|t36a,ess evice may receive one

or moréé %E@ %ﬁ&/’o? er tt\ﬂtl%}é}a?&?et@ké&r 305N eh Y@{cﬁﬂoﬂ £hd/or in a highly

I rent's ereln P 320 is purely stateless,
mobile3RGiromyerie configured to automatically contact and

TETRERL eyl SRaP 20 kBTl eRRS Gl pEChrhBShents

associakddN&fth &E@l'tlbhé’l)staté fulNdsAtel Bechsa @rsﬁﬁﬂ%mpﬂﬁerﬂ esitilabeltphones,
in connection with FIGS. 1 and 2, a network_connectiop

etc. FqrexgmpleaiNéRciifteadinet inplude persigieniionage canabititiop fomsave client
speclﬁggﬁg go%n%ﬁﬁf%x*u&e §| Pr.lnjla?i%ﬁdetg el ngi%&r&%&t ?JorM_ltlon

I's exc aci t ate
pertain$ &Ctd:mpbyarﬁz 8tage mf(ﬁfﬂéﬁorsﬁéﬂht@f \viethesrki donnmnva: (e gaardlit’e:@snection

and t generates a a secret o0 _the
state, em\ﬁxshe B 004 Herpervanitls SRR iamietves maY bSRiEpEassh from)
downld¥RH 4 W&eii}?lé’a(ﬁﬁ’é‘&‘ﬁg to honthierie eF%ﬁféxg%%%, @ér@iébgﬁﬁd@%he SNAP

ser network address >~ 320, as shown
may bd profFided eﬁtﬁ’relm\mmctelﬂldrthy serMermay warsmit plaeltyeim&@}alm@rmatlon to

ess t he .SNAP i
the SN o Bt & L, b ingras? AEbIERforsd THNG P AR et net
store af@0r ﬁ@l@%ﬁﬂl‘fjﬂhﬁy Witdrthatibe b8 ehMaE tdodle lpﬁ@aﬂehﬁt\%rke&l@hﬁng for
., as if the SNAP were directly connected tao

secure ygirqbvlatllételf@étlmb%"v@%the SNAhawhthe servedy pofecting theripfprmation
avaﬂab@%ﬂﬂ th@ %tvgtte%eﬁx?o%k qﬁ%ie ds%g;jﬁé{wﬁ %%ﬁqcfett‘a tRE %ﬁ%?’ one

8 'Serv ocated within a
tha‘datt@nmhéhm{ded 6161; Iee anyassooighion atith théksqrrod tlec$AP since there is

behind a firewall), If the needs to cha
no reqyigad @spRciaiipm Redweqnghe migphanisny g@p the user’s igertihis 3’9%?0‘1?&5?0
assomdﬁcﬂ)ﬁ%% éﬁ@r S i€ ‘é‘ér@@x% VWbt 1t REmB WS YRlte® ifMhEBRE the
as roa to a location where the signal strength or
identity af tHefsenferssorahé data nestivod Iﬁromsthpmef erabl e, has

t ily | ast nnec t he net wor k

RABRASHE et ed SRTR RIS el ab e RpirdRinteet B Fdsy airectly
connectePtovhé ﬁﬁtrtﬁﬁécﬁﬂ&wake ERAe Fie Radt SEY d&criBddin cWhﬁ)edtlbﬁ Rvith FIG. 1.

begi ns communi cating with the SNAP at the new network

Any ofild cemponerriief the ity petyosest deseribed bAes WaY ke deve B 88
o RSP PSFALBlt, SEATL RS XA IR et

this re¢h@vi.ce may recei ve one

The above-described embodiments of the present invention can be implemented in any
of numerous ways. For example, the embodiments may be implemented using hardware,
software or a combination thereof. When implemented in software, the software code can be
executed on any suitable processor or collection of processors, whether provided in a single
computer or distributed among multiple computers. It should be appreciated that any

component or collection of components that perform the functions described above can be
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or nore services, and/or interact with private network
305 fromany |ocation and/or in a highly nobile
wepoo7ioensent . It shoul d be appreci ated that SNAET/BRI06/024525
need not rely on features and/ or conponents associ at ed
with traditional state-full devices such as personal
conputers, cellular tel ephones, etc. For exanple, SNAP
320 need not include persisjjent storage capabilities
to save client specific information, application state
generiéarl]lsr%roﬂaaér?@ a§ §ior IIHI% c%ﬁﬂr%llerrﬂh?%’ atrof {h%ta%o{zg-fdﬁéﬁ%éd Ridction.
pertalns to tenporary state 1 nrornmation related to
The orfe&dr WK caaroiiee tan/bd ynflemented ThGRnoouseRdyspsuchtaa tveth dedicated
etc.).. The SNAP neeF got be capable of (and in sone
hardwigs@rgVihgensel BHERPeHRud™eIed R BGAT BRET PgotRipa Ut 1s programmed

using MR:QRML BsdHlRe tPpdrEnRE WRicKond QL1 G@XaMIRL e, services
he SNAP ha

used by t y be provided entirely server-side,
arltishoudd lseappeeciated thiat e saiiouspuetbdds aitépidayeréineayrhgtcoded as
f to t?e SNAP e.g. as di scussed 'ntthq>'660 and '982t £
softwagg,that 18 SF‘?C&F@? O RSO S Pé‘?\‘f&ésoﬁse%é’a TBRlog ABY 8P Rt BHel ©
operatinSOStbmEBEpEMoN AddiQsHaEY @RhREHARGINE bOwtifen Rsihy adyeof a

network, allowi ng for secure nobile interaction o
numbes ef fitahlcTHegSNARNE FngHpges §8q/0RPOTYgNtiNNG! RrOEIAMINgET scripting

e . ; | g . K
oo, 4 LT 0L S B Akt
alddhisirespectt heheuld dedppretiated tmn ynasmbadiaichoof the idvehtien is

. .user of the SNAP since there is no require )
directedds §EPBPHITH I BETHE S HR (%@ﬁ_ Hliegﬁﬁngﬂ&g etle ot (.. 2
comput@eRirhdry; oM18RNE rﬂo_p?? RS @6imBhdt Ao dplicAMsRf mhfiRtic tapes, etc.)
servers"wth which it” comruni cates 1's required,
encodédneitydiner mbhe prdgmtristthatofhanhexesged en snoer mhee eatpaters or other

received fr . 1t should be appregciated.that a..
procesi eltp APt dbimplerAb e o ReC PRYG oS O i vy
discus§enibeed. €thd nipiferuBidbid MeitRlordiddia e BmspdreabkSiich that the

110 described in connection with FIG 1. Any of the
ProgragbBREAmS stored thererpisph be lpaded owip REe GeBers Bielgreabeqnaputers or
other H@é’q@?o“ars ietbléded 1&19%@5@ Jt)igtﬂe Pf&%ﬁ{qﬁve%ﬂg 9§ discussed above.

configuration, as the aspects of the’invention are not

| Ttehbeld Heruntdbis® ot ekqelad ternd Hprogtaay Eis destlidréiadn a generic sense to

enbodi nents of the present invention cap be
refer 10 A WREAE SAMPHELGRHeOF SehohtsByeliong fRat cpiy pe eRRIAYPE o prrgram a
comp RSP SHHER BEct e £9BY toPiBnyl1 SRR VRS RD s 6r the bHB8nvention as discussed

software or a conbination thereof. Wien 1 nplenented 1n
above s dfdtlitmnally, titshoslf tevappeeciitadchataccdrdingxe ont espeohofithis embodiment,

sui tabl e processor..o ol |l ection of processors, . .
one or {Rete (R PR, BOGEENS b Beh syEutCResTirat matnogs Sf the wepseny invention
need ndRBEIe B lat i1 € c&APRLE 6 procekdor SR Wha BRI ABBNHRE ik @fddular fashion

t hat any conmponent or collection of conponents that

amongsbi ﬂmh@rtqfél%@mftqmt%@rcmp%aora broireplemant various aspects of the

jcally considered as one or nore controllers
pﬁmmﬁﬁgﬁﬁ%%%trol t he above-di scussed function

Various aspects of the present invention may be used alone, in combination, or in a

variety of arrangements not specifically discussed in the embodiments described in the
foregoing and is therefore not limited in its application to the details and arrangement of
components set forth in the foregoing description or illustrated in the drawings. The invention
is capable of other embodiments and of being practiced or of being carried out in various ways.
In particular, various aspects of the present invention may be implemented in connection with

any type, collection or configuration networks. No limitations are placed on the network



10

15

one i
listed therpafesnand equivilents thesgod s welps g

The one or nore controller can be inplenented in

numer ous ways, such as with dedi cated hardware, or
wowraogaaer al pur pose hardware (e.g., one or nRCEUS2006/024525

processor) that is programred using m crocode or

software to performthe functions recited above. It

shoul d be appreciated that the various nethods

outlined herein may be coded_as software that is

execut abl e on one or nore processors that enploy any

ot A5t 00 GBS OB i SR g s

only. of a nunmber of suitable progranm ng | anguages and/ or
conventional programmng or scripting tools, and also .
s oberdinghinrms queisasetasi Ferandrim dhirde oica iy theglaips je modify a
i | ] ' i ' LofRRE clai
claim b8! FROFS B R R LR A ORE i
element eagtahbbenmche tan(poral muddriip hichaepuifermetbad als psriiopded ut are

e S e oI S oL BT 5 ot
elemen® AFAAE Y sithé RarR® Bou® ForTRE 8f BleQ@dianEeinhab distng hisk XRCdliigtelements.

on one or nore conputers or other.pyocessors, perforn1_
resddbis phrhgeolograhe iesminalegy wege ihetgin siboide memose of despaption and

st RUETLEARLEFANRES BN 1 RO PRIP L0 ALEEt e

“contaiRir@d! GAVEINingT, 0gidviBiafibay therebhBdreianisaasanb® dnoach@assahd dems
or nore different conputers_ar other processors to
“ﬁ@éé@ﬁ?-invention as
dhﬁ&ﬂ§§%ﬂn§p@ye. It should be understood that the term
"program’ 1s used herein in a generic sense to refer
to any type of conputer code or set of instructions
that can be enployed to program a conputer or other
processor to inplenent various aspects of the present
i nvention as di scussed above. Additionally, it should
be appreciated that according to one aspect of this
enbodi nent, one or nore conputer prograns that when
execut ed perform nmet hods of the present invention need
not reside on a single conputer or processor, but may
be distributed in a nodul ar fashi on anbngst a nunber
of different conputers or processors to inplenent
various aspects of the present invention. Various
aspects of the present invention may be used alone, in
conmbination, or in a variety of arrangenents not
specifically discussed in the enbodi nents described in
the foregoing and is therefore not limted inits
application to the details and arrangenent of
conponents set forth in the foregoing description or
illustrated in the drawings. The invention is capable
of other enbodi ments and of being practiced or of
being carried out in various ways.
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In particular, various aspects of the present
i nvention may be inplenented in connection with any
wao ype/oomsd | ecti on or configuration networks. NeCT/US2006/024525

limtations are placed on the networkinpl enentation.
Accordingly, the foregoing description and draw ngs
are by way of exanple only. Use of ordinal terns such
as "first", "second", "third", etc., in the clains to
nodi fy a claimel enent does not by itself connote any
priority, precedence, OEL‘XI?_‘Q of one cl aimel ement
over another or the te rder in which acts of a
net hod are performed, but are used nerely as labels to
di, st i ngwieskbdabeckahngindagls ik ofkanddrgs af £€globilé Heviee@nnected to
from anot her el enment having a sane nanme (but, for ﬁ

a netweyk at Rdirgmgtwierk addiess thedn@h@tdwg"—ml@wngr@éoen%ﬁﬂﬁn to a host over the

I
el R oy 0 RBEELOQLLAN | OB ORY hpBc o
the netwotk imebdtleganﬂ@ﬂlewi;lelhu antdtthmlgpst Tfhemeﬂﬂ)d@brﬁpnﬂmg adis roff, "

AT iH PG LSS OR RGET THbrest Fom G debioR e igBadl handler,

the Cha\‘i,\igg of L&I¥FBsslrb @Qn&lﬂ&h@%%%&fnd%@v@rﬁ%‘d&&%@nt s thereof as
as additional itenms. What is clained is:CLAIMS 1.

Aprcmdhxgca ragificeticanefi theychange péaddﬁeasm%sfaﬂemetbs mgibilg handler to

nobi | netedt a, ne rk at a first
thehos‘rtl’etF1 QF%@P&C éle% F(\Agdli?(sﬂn ng a connection

trRoAfIAS, tbthM@hodt hﬁe Etﬂin‘é@tﬁdﬁ bdtWeercihahog aaf thahvbildclient to use the
address being processed by a nobil e handl er connected

secondgiggworkipsldrass Worornrpnigrsing Wikethgwaabile clipnteatd and t he
@i IHROEn SIS B e ASRL Uiend dVRORIELASi A Eonnection,
change o ress request, From t evi ce
whereih hecombini eattoandthesf,thd medified cgenationddesass inchgleabe moblle handler.
i ncluding a second network address; providing a
notification of the change of address request, from
the mopid ScMBNdE Qhint @, VRGBS nethWdsk Mefudbd §ﬂ¥§t Atwork and a
including the second network address; nodifying, by
secondt tregwhicks the métbod Burthecedneprisieg aeant ofthe host and t he
Cnrg%% gglﬂ%ﬂrtao\%fet (ﬁe%{eCﬁt E%Eiﬁ? grsg Pentgk}r(])%\ﬁ) {o thg ggco%& %etv&l;l)rk wherein
the secofiMBIWERhiMEsshRiregRAdS fea osiorpdithé hvbil®béties ¢l theBecond
over the nodified connection, wherein a comuni cation
netwotkat h of the nodified connection does not include the
nobil e handler. 2. The nethod of claim1, wherein the
network includes a first network and a second net wor K,
the rreTlmmheﬂmdbﬁelmm@mﬂlsﬁ cugnaisirgcdctoéf: roam ng, by
the nobile device, ef| st netvvork'tothe
SRR Tichor K REre R & FRENBRK addr ess

corr esﬁ’%ﬁﬁttfn@ aohR&abh %Elu@ﬁ by e MAYileQlcURY k& e MobilRGandler,
the cor?rSe?:‘gon request including the first network address;
providing a notification of the connection request, by the mobile handler to the
host, the notification including the first network address of the mobile device; and '
establishing a connection, initiated by the host, between the host and the mobile
device at the first network address,
wherein a communication path over the connection does not include the mobile

handler.

4. The method of claim 3, further comprising an acts of:



10

15

20

25

30

network. 3. The nethod of claim2, further conprising
acts of: prior to the act of transmtting the change
w@booade4ess request: transmitting a connecti onPCEHUN®S6/024525
by the nobile device to the nobile handler, the
connection request including the first network
address; providing a notification of the connection
request, by the nobile hang?er to the host, the
notification including the first network address of

R o S 0 SR e RO B i o
mobile A6Vic&H @b nicﬂbﬂe%'aﬁcﬁ&r BRl Waékinate trassnittipethe char@e of address
communi cati on path over the connection does

request|1Muw@tm@ﬂmSM1naﬂ@| chpnget affigshigchidinedhe td:eaPﬁ?rs and
ﬁ‘ét 1cat1fl§r${]e % 1?ﬂal‘gﬁérsthgfmcﬁﬁlg eticB Y séayattlﬁﬁt%‘ﬂ Bn the

1 ce  Gn i dentifier
identifieddenti fi es the nobile device to the nobile handl er
and wherein the transmtting the change of address
request includes an act of transmtting the change of

addre Sﬁle *1&511)1{@&5{‘? W}Qﬁﬁﬁ el 1Rt is ATHstethee Bbhreafet A@a local
by the no l'er, the nobile device based, at

area netveakt(LAN) pﬂthADé havihg a¢cdssihilityi feom 1 nefwerlplimiedibps network

address? t%%{ntlée émgl{) gé&#eﬁ]%%o S[zléiiﬁﬁe fﬂhat[ B %?tﬁé’ Sétw%ﬁp%%sgé%

received GRS Heickwbik th peiRutt Retwoek widrksskd dibrt@ﬁofﬁkn@td’ietammnk of at least
address transl ation (NAT) router having g
one s broan e A0V TS HrOAGIPTHat ISSEEK AAGHS 0 LWe iy R unknown

o private network addresses corresponding to
toﬂwrﬁ@%ﬁ%ﬁgﬁé of at |east one server on the LAN, and

wherein the prlvate networ k address of the first

server to_t ile 6., The t hqd
3 oF ametigher Qe s deah tock S hiog gt tonnBetion Boveen
he host AR th S REINERBIEECRBS T Wit ih P e TORTt8b16 bikcrthat
the Oﬁ H?ﬁﬁes an act ofuupdgtlng the T tabl e such that
commmmmns omtived Srometheisseodd hetoverk hddressasn epuied ipdhgfirst server.
address are routed to the first server. 7. A system
capabl e of perform ng network address changes, the

Sy St e gpARhicapdlE ofperRimBigketwdrkraddivsecianges, the system
plurality of hosts; a nobile device connected to the
comprigggwor k, t he nobil e device associated with a first

a network interconnecting a plurality of hosts;

a mobile device connected to the network, the mobile device associated with a first
network address corresponding to a first network location of the mobile device on the network;

a first host connected to the network; and

a mobile handler capable of communicating with the mobile device and the host over
the network,

wherein the mobile handler is configured to receive a change of address request from
the mobile device, the change of address request including a second network address
corresponding to a second network location of the mobile device on the network, the mobile
handler configured to notify the first host of the change of address request, the notification
including the second network address, and

wherein the first host is adapted to receive the notification and to initiate a connection

with the mobile device at the second network address, wherein a communication path of the



10

15

20

25

30

net wor k address corresponding to a first network
| ocati on of the nobile device on the network; a first
whomy/oeasnect ed to the network; and a nobil e he@miU82006/024525
capabl e of communicating with the nobile device and
the host over the network, wherein the nobile handl er
is configured to receive a change of address request
fromthe nobile device, theschange of address request
i ncluding a second network address corresponding to a
ecqnd network .|l ocatio the nobil e device on the
Connecﬁ%? ?SIE{O?W\A@%%? ngﬂ%ﬁ%}%klr‘ configured to notify the
first host of the change of address request, the
notification including the second network adPressf ang )
Wher eiThesysgenof slaimds tvhprsinghg pelavprk gomprissspb eppie Lirst network
DOt ek oBild hQi& i St dr@Bnith bt the first
andas%%%gpg&gggﬁgggg.t%%gmgg%gn &%§f§%ﬁﬁ?aég§és§g wherei n g?
network @Adrte seadndartwadkhamaf whéreindheeobilodedoess caofigurad faigmsmit the
t he bil e handl er,. 8. .The system of aL.m 7 erein
change ff@IAEBIRSARSE YA 1SLROBIe e&sé@één% ﬁ?&%%ﬁf%?%%f&’e%e second
network ShO Ritkt REEVRK Kocalbie h&b&ate A SvitiDRE ikt AeMioFle ah® tHeadB&ad@etwork

of "attaching to either the first network and the
locatios @ssonmtederitiothk seeomd ngkeerli n t he nobil e device is
configured to transmt the change of address request
when the nobil e device roans fromthe first network to
the senngste@tofldim 7, hehefdin dle rstilstiakdlepBabnfigured to receive a
associated with the first network and the second .
conneqﬁi@nmsufmthedﬁola&wostt@eoweehmttﬁ%h%%&@ﬂd" o gesponse to
receivi%% tlirehc%{xﬁé(c%%ﬁg% osC IR bt le MAREILhdvIdRE affRRintiBeNBRAY Rbbile device
I'S “conflgure O rfecelve a connection request fromthe
to, at leasbichpoteily, dderttidy thennelgle dewickhe host, and wherein, in
response to receiving the connection request, the
nobi | e handl er provides an identifier to the nobile
dRyi CerfeQysietn dfeRiin 9, SPRAiA e obiledRRtdefY cordfRyuigdtio ligclude the
devi ce. 18. The system of claim9, wherein the npbile
identifttews part pEthe ohdriggwf eddress readst @ad wheraindstnebilsrhagdlepisy ¢

of .t he change .of address r S erehn:

coniiog S FEARAE B RBEE BRge B9HES! koRIE ARSEFLR e
nobi | e device based, at least in part, on the
identifier. 11. The system of claim 10, wherei.n t'he ;
nbbi | eleasydiesy of Céalgb}é i"ﬂﬁf%thedn‘ﬁ%gi hapdleps qopliguigd tq pyify the

: _ . .
host oﬁ@? QE@@% og g HE&S@%&%{V&@? %%8%% nfbil€ HediBEnFDRID %ug@ﬁ‘ti&?ed.

hent'| cat e e systemof claim9,
wherein the nobile handler is configured to notify the

host of the conpecti on request rqvi de the hast ..
WEh ¢ R DRSOy R iR Siemapie Rt iy ot Gub g nagify the
host oMl CBnddBolTRIGLES af@YEF&de the host with the first network address of the mobile

device at which the mobile device.

13.  The system of claim 12, wherein the first host is connected to a private local
area network (LAN) located behind a firewall, the first host having a private network address
on the LAN that is unknown to the mobile device, and wherein the host is configured to initiate
a connection with the mobile device using the first network address provided by the mobile
handler.

14.  The system of claim 13, further comprising a network address translation
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13. The systemof claim 12, wherein the first host is
connected to a private |local area network (LAN)
wo cwavexsbehind a firewall, the first host havPegUs2006/024525
private network address on the LAN that is unknown to
t he nobil e device, and wherein the host is configured
to initiate a connection with the nobile device using
the first network address pgavi ded by the nobile
handl er. 14. The system of claim 13, further

conpr i.Si a networ k add I: |
oA ERTBR R T TR e BE0E FETr e AL MBUEIEOT 8 Bhudes
NAT td¥ thaptiRlatdsietwitk addreMdS récabled fionathetnetmak a &spective private
networ k addresses received fromthe network to
addresseg gpthetrivatedrANat e addresses of the private LAN. 15.
The system of claim 14, wherein the first host, when
initiating the connection with the nobile device at
tise fiTistsystemwdclkimddr eherein ths fies hasty whpwindiiatingdheveaminection
. address assocjated wth the first haost, and wherei
with the e A Hes B fae HES BErets addigss, [RIGuATSPRRIRD nETpgHK address

associdi&IREh MVirSEodR akd dhercasthe MA D réiier REdcYas,En fiRd NATkKable, the
address of the first host such that the nobil e device

temporagnetonthaidesss withithhprivese netork adslsess f therfivat hoatrsuch that the
mobile&?&%cg:;c'a]il égrgrnglhg?t%%%het@a (fifrst%lo@ﬂ ﬁle M?rrﬁtgr the nobile

el'essdevice and 1s configured to
automatically provide a connection request upon
start-up. 17. A network device fqQ aci l.itati ) .
angelhersystem; of slaimeh WF@I%H&I%%@{G&{W%SC bH ?@@Peg%a‘?vd%e and is

conﬁglﬂ‘@& kg Qutemﬁﬁ’&'i‘lg %&3\9&% 3 9?&699&{ reQU&E ufor@iRpk, wherein

the connectioh’uses a first network address for the
nobi | e device, the network device conprising: at |east

0 net wor k re. t | L.ow.t he network.device t0.be .

CPhnoch gt fied B kA S oRPe R AR brEet By ora mobile
deviceHfindla doBASkioR AEa RSt \WOEKa RHvbik, SWhered®tHelcBhhdkion d austaetist

to process a change of address request received at the
netwoxéctadﬁaeasfor@hfemn@iw«gﬂmep@etneﬂwiﬁdpme ROBPIENZevi ce, the

chan of addre ' i .
A arate® RO RR R the R HU G R HE O EoRE Bl repon
| eastrollBeconaeaationtas wlekst ade nesorit port, ke fasitollbvadaptedfty process
the host of the change of address request

f ,.. Wwherein )
a changepEadgliess tequsthiessredtal Giesat lraptnsrhertierkpostrom e pgbile device,
the ch 'o&%d&jrgé’s' r‘c‘fu.ke ig\gluain ONREGH RISk Alldss BBl iroliBefurther
secon net wo a res IS over a conmunicatlon path
adaptetl hatrankmeis atriedst theskemd reheorketldesktodbe hest to 1&ify Theehost of the

h n%f: rk device of claim17, wherein the controller
changg ?%ﬁ‘ﬁreélr"}eﬁut hentication portion that verifies, from

t WRerHN08 qREnt RIMLATTcaIBALBS veert it MOSLand ithe/mobild fsvice over a
connection established at the second network address is over a communication path that does

not include the network device.

18.  The network device of claim 17, wherein the controller includes an
authentication portion that verifies, from the change of address request, authenticity of the

mobile device.

19.  The network device of claim 18, wherein the first controller is adapted to

process a connection request received at the at least one network port from the mobile device,
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nmobi | e device. 19. The network device of claim 18,
wherein the first controller is adapted to process a
w@enneespn request received at the at | east OPET/US2006/024525
network port fromthe nobile device,the connection
request including the first network address of the
nmobi | e device, and wherein the first controller, in
response to receiving the cpgnhnection request,
transmts at least the first network address to the
the corﬁi%%ﬁ@)n BER itk £ YRR NGASIAAARES HORS ndBIIVBEL BRA wherein
host and the nobiTe device over a connection
the firss spuativdlies He desponsette réderving the dprasstipg ranyest, ansmits at least the first
networo g%ga%j%ntpath that does not include the network
ree. D0° e network device of claim 19, wherein

t\hEerémﬂshbquh&{t comfnin@BEeRSEetiveer e hoSng ¢hd @ObilEdiaRtover a
enerates an identifier and transmts the identifier

Connecg@nteﬁ@bh%ﬂ|aéﬂ@é”wt@édream OBl eTAMURSaEeTEPATe thet does not include
the net@d cLfequest includes the identifier, the

aut entlcatlon portion verifying the authent|C|ty of

the nobile device based, at least in part, on the

identifjer. . . . .
?0. 'I"he network device of claim 19, wherein the controller, in response to the
connection request, generates an identifier and transmits the identifier to the mobile device,
and wherein the change of address request includes the identifier, the authentication portion

verifying the authenticity of the mobile device based, at least in part, on the identifier.



