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1/4 

in response to a softphone call instruction, obtaining a phone 
number corresponding to the call instruction, and encrypting the 

phone number to generate a cipher text phone number

S10

sending the cipher text phone number to the phone-platform 
server for the phone-platform server to return the cipher text 
phone number to the local-system server through the private 

network

decrypting the cipher text phone number to obtain a plaintext 
phone number at local-system server, and sending the plaintext 
phone number to the phone-platform server through the private 

network
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in response to a softphone call instruction, obtaining a phone 
number corresponding to the call instruction, and encrypting the 

phone number to generate a cipher text phone number

S10

sending the cipher text phone number to the phone-platform 
server for the phone-platform server to return the cipher text 
phone number to the local-system server through the private 

network

decrypting the cipher text phone number to obtain a plaintext 
phone number at local-system server, and sending the plaintext 
phone number to the phone-platform server through the private 

network

S30

S20

transmitting the preset encryption scheme in the local system 
server to the telephone platform server through the private 

network, so that the telephone platform server encrypts the call 
recording corresponding to the plain text telephone number 

according to the preset encryption scheme

S40

receiving encrypted call recordings transmitted by the telephony 
platform server through a private network

storing the encrypted call recording after adding a tag to it, and 
sending the tag to the front end of the local system
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in response to a softphone call instruction, obtaining a phone 
number corresponding to the call instruction, and encrypting the 

phone number to generate a cipher text phone number

S10

sending the cipher text phone number to the phone-platform 
server for the phone-platform server to return the cipher text 
phone number to the local-system server through the private 

network

decrypting the cipher text phone number to obtain a plaintext 
phone number at local-system server, and sending the plaintext 
phone number to the phone-platform server through the private 

network

S30

S20

transmitting the preset encryption scheme in the local system 
server to the telephone platform server through the private 

network, so that the telephone platform server encrypts the call 
recording corresponding to the plain text telephone number 

according to the preset encryption scheme

S40

receiving encrypted call recordings transmitted by the telephony 
platform server through a private network

storing the encrypted call recording after adding a tag to it, and 
sending the tag to the front end of the local system

S60

S50

receiving a query instruction sent by the front end of the local 
system, and acquiring an encrypted call recording corresponding 

to the query instruction, as well as a decryption scheme 
corresponding to the preset encryption scheme

S70

transmitting the encrypted call recording and decryption scheme 
to a local system front end for the local system front end to 
decrypt the encrypted call recording through a decryption 

scheme
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