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SYSTEMS, APPARATUSAND METHODS FOR IMPROVED
AUTHENTICATION

CROSS REFERENCE TO RELATED APPLICATION

This application claims the benefit of U.S. Prasisal Patent Application No.
61/979,301 filed on April 14, 2014, the contentsubiich are hereby incorporated by
reference for all purposes.

FIELD OF THE INVENTION

Embodiments of the present invention describedihgenerally relate to
authentication techniques. More particularly, edibwnts relate to multi-factor
authentication techniques utilizing secure pushentication technology usable in

transactions such as payment transactions.

BACKGROUND OF THE INVENTION

More and more transactions involve a user operatimgpbile device. A common
example of a transaction is a payment transaditimpugh a large number of other types of
transactions that require user authentication aosvk. In many types of transactions, it is
increasingly important that the user involved iglstransactions be authenticated. Often, the
user is authenticated using a personal identiboatumber (“PIN”) or the like. However, it
is becoming increasingly important to provide aiddidl authentication layers (referred to

herein as “multi-factor” authentication) for impm security and improved authentication.

Card issuers and other financial institutions ndi@roor use standardized Internet
transaction protocols to improve online transacperformance and to accelerate the growth
of electronic commerce. Under some standardizetbpots, card issuers or issuing banks
may authenticate transactions thereby reducingkékhood of fraud and associated
chargebacks attributed to cardholder not-authoritsactions. One example of such a
standardized protocol is the 3-D Secure Prototble presence of an authenticated
transaction may result in an issuer assuming ltglfdr fraud, should it occur, despite efforts

to authenticate the cardholder during an onlinelpage (sometimes called a “card not-
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present” or “CNP” transaction). Merchants are es$iy card issuers or issuing banks that
they will be paid for issuer-authenticated transas. The 3-D Secure protocol is consistent
with and underlies the authentication programsretfdy card issuers (for example, Verified
by Visa™ and/or MasterCatdSecureCode™) to authenticate customers for metshan

during remote transactions such as those assoucidtiethe Internet.

The 3-D Secure Protocol leverages existing Secoc&eds layer (SSL) encryption
functionality and provides enhanced security thioisguer authentication of the cardholder
during the online shopping session. It would b&rdéle to provide multi-factor

authentication technologies in such transactions.

SUMMARY OF PRSENT DISCLOSURE

The present disclosure provides an assuranceptaduthentication process,

comprising:

receiving, by an assurance platform operating aau#tmentication service platform, a

user authentication request and transaction dama & access control server (ACS);

determining, by the assurance platform, based @msler authentication request an

authentication rule concerning a policy associatgld an entity;

generating, by the assurance platform based ocauthentication rule, a user

validation request message;

transmitting, by the assurance platform to a usaila device of a user, the user

validation request message,;

receiving, by the assurance platform from the nsebile device, a user

authentication data;
validating, by the assurance platform, the usenenttcation data;

transmitting, by the assurance platform to the nsaile device, a device

authentication request;

receiving, by the assurance platform from the osebile device, a device
authentication response signed with a private Kelyeuser; and

authenticating, by the assurance platform, the user based on the device authentication

response and private key.
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The present disclosure further provides a trarmastystem, comprising:
an access control server (ACS);

an assurance platform configured for operatingnasughentication service platform
and configured for communications with the ACS; and

a user mobile device of a user, the user mobilécdeneing configured for

communications with the assurance platform;

wherein the assurance platform further compridefb® server and a Web service
layer, and wherein the FIDO server and the Webicetayer comprise instructions

configured to cause the assurance platform to:
receive a user authentication request and traosadtita from the ACS;

determine based on the user authentication requestithentication rule
concerning a policy associated with an entity;

generate a user validation request message bagkd anthentication rule;
transmit the user validation request message seamobile device;
receive a user authentication data from the usilendevice;

validate the user authentication data;

transmit a device authentication request to the msbile device;

receive a device authentication response signddayrivate key of the user

from the user mobile device; and

authenticate the user based on the device authentication response and private key.

BRIEF DESCRIPTION OF THE DRAWINGS

Some embodiments of the present invention will h@xescribed, by way of non-

limiting example only, with reference to the acc@nping drawings in which:

FIG. 1 is a block diagram of a transaction systenoaling to an embodiment of the

disclosure;
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FIG. 2A is a block diagram of a portion of a tragctgan system used to perform a
device registration and user registration processyant to some embodiments in accordance

with the disclosure;

FIG. 2B is a flowchart illustrating a device regadion process in accordance with

some embodiments of the disclosure;

FIG. 3A is a block diagram of a portion of a tractgan system used to allow a user to

add entities pursuant to some embodiments in aaocedwith the disclosure;

FIG. 3B is a flowchart illustrating a process ftloaing a registered user to add
entities to associate with the user device pursimeatcordance with some embodiments of

the disclosure;

FIG. 4A is a block diagram of a portion of a tractgan system for use in performing
a transaction pursuant to some embodiments in danoe with the disclosure; and

FIG. 4B is a flowchart illustrating an example afallti-factor authentication process
using secure push authentication technology inrdecee with some embodiments of the

disclosure.

DETAILED DESCRIPTION

In general, and for the purpose of introducing emis of novel embodiments
described herein, provided are systems, apparatusathods for providing an improved
authentication system for transactions including,gxample, financial transactions.

In some embodiments, improved authentication teghes and methods are provided
which allow an improved user experience for botliahants and consumers, especially

when used in conjunction with transactions invajvmobile devices.

Further, in some embodiments, authentication tegles may include additional
authentication levels that may be determined kgantial institution such as a card issuer
and/or by a cardholder and/or that may be detemnamea transaction by transaction basis.
Such operation or functionality allows for the aarttication required for a given transaction
to be enhanced in some situations. For exampdepédEyment transaction is greater than a
predetermined threshold value (which may be piagefior example, an issuer bank or the
cardholder), then an additional level of autheniiecais required. The additional level of

authentication may involve prompting the cardholdgprovide biometric data within the
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capabilities of his or her mobile device. In addit embodiments described herein facilitate
adoption of such authentication techniques, as agtbeduce declined transactions which are

legitimate “card not-present” (CNP) transactions.

Pursuant to some embodiments, a user’s connectbilemareless device (such as a
smart phone, tablet computer, digital music plaltop computer, smart watch, personal
digital assistant (PDA), or the like) can be leym@to provide additional factors for
authentication in online transactions. Embodimeititze secure push authentication
technology and/or techniques with mobile devicedaiver an optimal user experience, and
to deliver layered authentication factors. Formeghke, authentication technologies such as
finger print biometrics, facial recognition applicas, voice biometric applications and
others may be utilized with the architecture ddmadiherein. Embodiments utilize an
authentication platform (which will be describedther herein) to allow an identification of
the appropriate authentication process(es) to e unsparticular transactions for a given
user. In particular, the authentication platformynbe used in conjunction with a number of
different types of transaction processes to prothéeappropriate authentication. For
convenience, payment transactions and/or finatreakactions are described herein,
however, those skilled in the art, upon reading thsclosure, will appreciate that the
described authentication techniques may be usdddegirable results in other types of

transactions that require user authentication.

Features of some embodiments will now be desciilya@ference to FIG. 1, which is
a block diagram 100 illustrating the componenta pbrtion of a transaction system pursuant
to some embodiments. A transaction system pursaastme embodiments involves a
number of devices and entities interacting to cehduransaction. For example, users may
operate mobile devices 102 to interact with anrasse service platform 104 in accordance
with the novel aspects described herein. It shbeldnderstood that, while only a single
mobile device 102 and a single assurance servattoph 104 are shown in FIG. 1, in
practice a large number of such devices may bdvadadn a system in accordance with the
novel aspects disclosed herein.

As shown in FIG. 1, the mobile device 102 includesdware and/or software
components 103 that provide functionality and/ceragions in accordance with the
characteristics of that type of mobile device. Example, if the mobile device is a
smartphone, then it may include hardware comporsertis as a touch screen display, a

microphone, a speaker, controller circuitry, areanf,, a memory or storage device and a
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camera (not shown) in addition to software confeguto provide smartphone functionality.
Storage devices utilized in the devices and/oresgstomponents described herein may be
composed of or be any type of non-transitory stei@deyice that may store instructions

and/or software for causing one or more processmsach electronic devices to function in

accordance with the novel aspects disclosed herein.

The mobile device 102 of FIG. 1 may also includeumber of logical and/or
functional components (in addition to the normahponents found in a mobile device). For
example, as shown in FIG. 1, some of these additiogical and/or functional components
include, but are not limited to, a biometric assgmapplication 106 (or other software
and/or middleware components to provide the funetlity) as well as a hardware abstraction
layer 108 that allows interaction with a numbehafdware components or authenticators
110. The authenticators 110 may perform variotferéint types of authentication, and may
include one or more of a fingerprint reader 1120i@e reader 114, and/or a digital camera
116. For example, the digital camera 116 may lieed in some circumstances to capture a
photograph of the user’s face to perform a fa@abgnition process or the like during a
transaction. It should be understood that someledbvices 102 may include two or more
of such authenticators 110 in different combinagi¢for example, a smartphone may include
a voice reader 114 and a camera 116, but not arfingt reader 112, while other types of
mobile devices may include all three of these d&s)ic Moreover, some types of mobile
devices may only include one type of authenticdtarexample a microphone.

Pursuant to some embodiments, some of the auth@aoticcomponents of the mobile
device 102 may be configured based on, or usirigralard such as, the so-called “FIDO”
standards promulgated by the Fast Identity OnliliaAce (available at
www.fidoalliance.organd incorporated herein by reference in theiiretytfor all purposes).

The Fast Identity Online Alliance is an industrynsortium formed to address the lack of
interoperability among strong authentication deviaad the problems that users face
creating and remembering multiple usernames arglymads. It should be understood,
however, that other standards or implementationgatsn be used with desirable results in

accordance with the novel processes describedmherei

Referring again to FIG. 1, the mobile device 103/fp@in communication with an
assurance platform 104. As shown, the assuraati®mwh 104 includes a number of
components that allow the assurance platform 10dtéoact with a mobile device 102 to

perform an authentication process pursuant to thelraspects described herein. The
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assurance platform 104 also includes componentsrtag be utilized to register information
associated with mobile devices and other systemicgmmnts (such as, for example,
information from financial institutions or othertéies that wish to utilize the features of the
novel systems and /or processes disclosed henmeautbentication processing). In
particular, the assurance platform 104 may inckmaponents including an interface 120,
which may be implemented as a Web service (whiehngethod of communicating between
two electronic devices over a network) using Sinlgect Access Protocol (SOAP) and/or
Representational State Transfer (REST) or othémigaes, which allows communication
between mobile devices 102 and other entities.s Tthe interface 120 may be a
SOAP/REST interface.

FIG. 1 also illustrates that the assurance platfb@4 may provide a number of
operations, functions and/or services 122 (and kviiay be accessible using the Web
service interface 120). Such functions and sesvioay include, for example, a biometric
registration component 124, a biometric assuranogonent 126, a biometric authentication
component 128, and an attestation service compdr3€nt The assurance platform 104 may
also include a protocol support component 132 foviging support for different
authentication protocols and/or techniques. Fan®le, the protocol support component
132 may include the Fast Identity Online (FIDO)tpoml 134 and/or the Security Assertions
Markup Language (SAML) protocol 136, or the like. addition, different authenticator type
frameworks 140 may be provided to provide suppmrtifferent authenticator types. For
example, frameworks may be provided to processaksaciated with user authentication
including, but not limited to, fingerprint 142, wa 144, face 146, pulse 148 and/or other
types of biometric authentication techniques. De(s) frameworks 150 may also be
provided for different types of devices, such adieaelephones, tablet computers, laptop
computers, digital music players, smart watched/arwearable devices and the like. The
device frameworks 150 may include information andéta concerning, for example,
different makes and models of such mobile deviaed/or the like data, as well as data
concerning different types of hardware and/or safexcomponents associated with such
devices. The Authenticator type framework 140 ralag include authentication hardware,
software and/or biometric engine metadata 152 (wiscata that describes and/or gives
information about other data, which can make itezde find and/or work with particular
instances of data).
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The assurance platform 104 may also provide datloanomponents associated with
different assurance frameworks 160. The assuraaceworks 160 may include, but are not
limited to, a policy manager 162, analytics 164rsw 166, and assurance token data
storage 168. In addition, an interface 170 to woitiernal systems of the assurance platform
104 may be provided. As will be described in mietail herein, these frameworks and/or
components allow a wide variety of devices as aglh wide variety of authentication users
to interact in such manner to provide a high l@feduthentication for a wide variety of
different transaction types.

Reference is now made to FIG. 2A where a transadiagram 200 is shown which
depicts portions of different devices that may ipgréte in a device registration and user
authentication enroliment process. As shown, ailmadlevice 202 operated by a user
interacts with an assurance platform operatedsas\wace platform 204, which may be in
communication with a biometric database 206. éna@mbodiment shown in FIG. 2A, the
transaction utilizes the FIDO protocol; howevendé skilled in the art will realize that other

protocols may be used.

Referring to FIG. 2A, in an illustrative device rggation and biometric enroliment
process, a first transaction step 208 may inclbdariobile device 202 causing a message to
be transmitted to the service platform 204 requgdb initiate registration. The message
208 may be created based on a user request ttereggidevice (for example, by interacting
with a biometric authentication application thas teeen loaded onto the mobile device 202).
In some embodiments, the user may obtain the brcreaithentication application from an
application store operated by a third party, fromissuer financial institution, from a
merchant website, and/or from another third panty the like. The request message 208 is
received by a web service layer 212 in the sempiadform 204 which routes the request 208
to a FIDO server 214 to initiate the registratidnih@ device. A registration request
challenge message is created by the FIDO servethandransmitted 216 to the mobile
device 202 which prompts (or challenges) the us@rdvide the biometric data for use in
authentication. For example, if the biometric dathe utilized is fingerprint data, the user
may be prompted to place his or her thumb on afipignt reader (not shown) associated
with his or her mobile device 201 to capture thenetric data. Processing at the mobile
device 202 may also include a step 218 to enreluder and generate a key pair for use in
fingerprint authenticated transactions and intévastwith the service platform 204. As

shown, in some embodiments a FIDO client moduled@tterates a key pair for the
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authentication method and stores it in secure géotdavice 222 of the mobile device 202.
The FIDO client module 220 then causes the usdiqkiy to be transmitted 224 to the
FIDO Server 214 of the service platform 204 forage in association with user data
(including, in some embodiments, information asst@d with the biometric data). In some
embodiments, the device ID and a mobile directenyber (“MDN”) are also transmitted
from the mobile device 202 to the service platf@d4. In some implementations, the
biometric data, the device ID, and the MDN areesiaat a biometric database 206 and
associated with information from the service plati®04 so that the data may be retrieved
as needed to perform authentication as a serviaedordance with the processes described
herein. In addition, a SOAP/REST application pamgiinterface may be implemented to
store the biometric data, the device ID and the MOMXe service platform 204 may also
store an indication that biometric data is avadadohd/or is stored for a particular device ID
and/or MDN by, for example, setting an On-Behalf{OBO) service flag to “true.”

A user may follow the general process describedahoth regard to FIG. 2A to
register a number of biometric data items. For gapma user may generate or create
fingerprint biometric data, voice print data, fddata, and/or other data, such as pulse data
(which may be based on the user’s heartbeat) dikifwe In addition, users may register a
number of different and/or additional mobile degi¢rot shown) pursuant to the methods
described herein. Further, once the user hasteeggsa device and a biometric dataset, that
registration data may be used to authenticategbewith regard to different transactions and

involving different transaction methods.

FIG. 2B is a flowchart 250 illustrating a devicgisgration process in accordance
with some embodiments. An assurance platform ¢pgras a service platform receives 252
an authentication registration request message &rambile device being operated by a user.
For example, the user may interact with his orrhebile device to initialize a biometric
authentication application, and be presented whitometric authentication user interface
displayed on a display component or his or her reatevice. The user enters and/or
otherwise provides information into the biometnithentication user interface to generate
the authentication registration request message. biometric authentication user interface
may be associated with a biometric authenticatfplieation that has been downloaded to
the mobile device (for example, from an applicastore, such as iTunes™ or Google
Play™) by the user. The authentication registratequest message transmitted from the

mobile device may include mobile device data whiy identify the type of device by
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make, model and/or serial number of the device,saeth information may be utilized by the
service platform to identify the type(s) of autheation hardware components
(authenticators) available on the user’s mobilede(such as a camera, speaker,
microphone, and the like). The authenticationgtgtion request message may also include
user data, such as a user identifier, mobile telepmumber, residence address, billing

address and the like.

Referring again to FIG. 2B, the assurance serdatigom then processes 254 the
data in the authentication registration requestsangs, which may include routing the
registration request message to a FIDO serveliitiatenthe registration of the user's mobile
device. In this case, the FIDO server generategjiatration request challenge message
which is transmitted 256 to the user’'s mobile de@62 and which prompts the user to
provide biometric data for use in authenticatiéimr example, depending on the capabilities
of the user’s mobile device, the user may be prechfi take a photograph of his or her face
(for facial recognition purposes), and/or to plageor her thumb on a fingerprint reader
associated with the user’'s mobile device to cadingerprint (biometric) data. In addition,
the user’'s mobile device may also generate a keygrause in biometric authenticated
transactions and for interactions with the assweagevice platform, and may send a public
key to the assurance service platform along wittoaile device ID and a mobile directory
number (“MDN”). Accordingly, in this example thaéFO server of the assurance service
platform receives 258 a public key from the usertshile device, and stores 260 the public
key in association with the user data (which inekidn some embodiments, information
associated with the biometric data). As mentioaiealve, a device ID and a mobile directory
number (“MDN”) may also be transmitted from the isenobile device to the assurance
platform operating as a service platform. In scabes, the assurance platform operating as a
service platform may store 262 biometric data,déece ID, and the MDN in a biometric
database and associate that data with informatton the assurance platform so that the data
may be retrieved as needed to perform authenticasa service in accordance with the
processes described herein. A SOAP/REST applicatiogram interface may be
implemented to store the biometric data, the deNdcand the MDN. In addition, the
assurance service platform sets 264 an On-Behal®80) service flag to “true” to indicate
to a third party device, such as an issuer findmasditution server computer and/or a
merchant computer, that biometric data is availabl@/or that such biometric data is stored

for a particular device ID and/or MDN which canused for authentication purposes.

10
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Thus, the assurance service platform stores thedirac data in association with the
user data and mobile device data in a biometrialdete for future use to authenticate the
user and/or the user’s mobile device when a traimsaoccurs. Accordingly, in some
embodiments the user biometric data, the devicatid,the MDN are all stored in the
biometric database and associated with informdtimm the assurance platform so that this
data may be retrieved as needed to perform autatioth as a service in accordance with the
processes described herein. In some embodimbetassurance platform may utilize a
SOAP/REST application program interface to stoeeltiometric data, the device ID and the
MDN, and may receive such data from a user to tegeésnumber of biometric data items
(such as fingerprint biometric data, voice printeddacial data, and/or other data) for one or
more of the user’s mobile devices. The registratiata may then be used by the assurance
platform to authenticate a user and/or the useobil® device in association with different

types of transactions which may involve differentltinfactor authentication methods.

FIG. 3A is a block diagram 300 of a portion of @nigaction system used to allow a
registered user to add one or more entities fockwhn authentication method may be used.
In particular, a registered user may add an ewiity the service platform 304 for use with
the authentication processes described hereineXxample, if the user wishes to utilize his or
her mobile device 302 for payment transactionstiizimg one of the user’s payment card
accounts, then the user will transmit a requeatiththe issuer financial institution (such as a
credit card issuer bank) that issued the credd aacount to the user. Thus, as shown in
FIG. 3A, an addition process can involve interattietween the user’s device 302, the
service platform 304, an “issuer A” web server 308Ad a data store 308. A plurality of
issuer web servers, denoted as issuer A web sBdéy, issuer B web server 306B and so
forth to issuer N web server 306N, are shown becausome cases a particular user may
have multiple payment accounts, for example, andrlse may wish to utilize different
payment accounts for different purchase transasion thus add more than one entity (i.e.,

one or more issuer banks) for use with the autbatidin methods described herein.

Referring again to FIG. 3A, the user may interaith\& biometric authentication
application 310 resident on his or her mobile devd02, which may include an “Add issuer
widget” 311 program, to initialize a request to aafdissuer financial institution or other
entity for use with a multi-factor authenticatioretinod as described herein. In an
embodiment of the process, a request message 8hhssnitted by the user’'s mobile device

302 to the issuer web server 306A (or a web senickehalf of different issuers). The

11
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request message 312 may be generated utilizingithple Object Access Protocol (SOAP)
messaging protocol or Representational State TeafREST) protocol, and may be
transmitted by the user’'s mobile device 302 viaSkeure Socket Layer (SSL) protocol or
Transport Layer Security (TLS) protocol for sequpurposes. The request message 312
causes an interaction 314 between the issuer webrs206A and the service platform 304
(for example, the interaction 314 may be a reqteeatid an association between the user or
user’s mobile device 302 and the issuer A). Theice platform 304 retrieves information
concerning the registered user and the user’s mdewice 302, and then causes an
authentication request message 316 to be trangnhittie mobile device 302 (which may
include a random challenge to authenticate the).ugdre biometric authentication

application 310 of the mobile device 302 receivesauthentication request 316 and causes
interaction with the FIDO client 318 on the moldievice 302 to prompt the user to provide
his or her fingerprint via the fingerprint authesatior 319, and if the user’s fingerprint is
successfully authenticated, the FIDO client 31& tteuses the private key to be unlocked for
use. The user’s mobile device 302 then generatasithentication response signed by the
user’s private key and transmits it to the serpiegform 304. The FIDO server 322 at the
service platform 304 receives the signed authamtitaesponse and validates that response
(using the stored public key associated with tiggstered user). Once the user and the user’s
mobile device 302 are authenticated, a responsés3g2dued from the service platform 304
to the issuer A web server 306A which may includmigue issuer ID signed by the
certificate of the service platform 304. A recondy then be created and stored that
associates the issuer ID with the user at thestata 308. In this manner, a user operating a
mobile device 302 with a biometric authenticatoy keay be associated with an issuer A (or
other provider needing to authenticate transactodrtise user) such that transactions
involving the user, the mobile device 302 and #seier A (and thus issuer A web server
306A) may be authenticated during a transactionguie authentication service platform
304.

FIG. 3B is a flowchart illustrating a process 360 &dding, by a registered user, an
entity for which an authentication method may bedus accordance with the multi-factor
authentication techniques described herein. Inesembodiments, the assurance platform
operating as a services platform receives 352 dreatity request message from an entity
device (such as an issuer financial institution wetver) to add an association between the

entity and a registered user and/or the registeseds mobile device such that the multi-

12



10

15

20

25

30

Docket No.: P01555-US-PCT

factor authentication techniques utilizing secunslpauthentication technology can be used
in association with transactions involving thatigrend the registered user. After receiving
the add entity request message, the service platfetrieves 354 information and/or data of
the registered user and the user’s mobile deviadttzen transmits 356 an authentication
request message (which may include a random clgallenauthenticate the user) to the
user’s mobile device (for example, by utilizing almie telephone number of the user’s

mobile telephone).

In some cases, a biometric authentication apptinatsident on the user’'s mobile
device receives the authentication request and piothe user to perform a biometric
authentication process. If the user is authergttaly the mobile device then an interaction
occurs with a FIDO client on the mobile device ttatises the private key to be unlocked for
use. The user’s mobile device then responds tautteentication request message by
transmitting an authentication response signedheyser’s private key to the service

platform.

Referring again to FIG. 3B, a FIDO server of thevee platform receives 358 the
authentication response from the user's mobileagethat is signed by the user’s private key.
The assurance platform FIDO server validates 36Gitined authentication response (by
using the stored public key associated with thesteged user). Once the registered user and
the user’s mobile device are authenticated, therasse service platform transmits 362 a
response to the entity confirming the additionha éntity along with a unique entity
identifier (ID) signed by the certificate of thesasance service platform. For example, with
reference to FIG. 3A, the service platform, aftethanticating the registered user and/or the
user’s mobile device, transmits a confirmation ragesnforming the issuer A web server
306A that issuer A has been added, and includingigue issuer ID signed by the certificate
of the service platform 304. Next, the assuraseegice platform creates and stores 364 a
record that associates the unique entity ID withrdgistered user in a data store. In this
manner, the assurance service platform adds ay bgtassociating a registered user and the
user’s mobile device with the additional entityteat when a transaction occurs that involves
the registered user, the user’s mobile device aaddtded entity, the multi-factor
authentication techniques utilizing secure pushentication technology described herein

can be used for the transaction.

FIG. 4A is a block diagram of a portion of a tractgan system 400 for use in

performing a transaction in accordance with someagtiments. This example illustrates a

13
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financial transaction between a user (consumergamérchant that generally follows the 3D
Secure process. In some embodiments, a numbéferkdt entities and/or devices may be
involved in a particular financial transaction swsha merchant device 402, a biometric
database 404, a directory service server 406, @sacontrol server (ACS) 408, the
authentication as a service platform 410, and #e#'si mobile device 412. Thus, in some
implementations, SOAP and/or REST application aditrograms may be utilized for
communications between the merchant device 40Rdtiac database 404, directory service
server 406, and the access control server (ACS) #08ddition, the FIDO protocol may be
utilized to facilitate communications between the 408, service platform 410 and the user
mobile device 412. Furthermore, the Security Asses Markup Language (SAML)

protocol may be utilized for communications betw#snservice platform 310 and the ACS
408. Full details of a payment transaction wilt he provided herein, however, during a
payment transaction (wherein the user is purchasiggod (merchandise) or service from a
merchant), the user may need to be authenticatedccordance with methods described
herein, the nature of the authentication thatgsiired for a financial transaction may be
determined based on a user identifier or consudegtifier. Examples of user or consumer
identifiers include, but are not limited to, theetis mobile phone number and/or the user’s
primary account number (“PAN,” which may correspdac credit card account or other

financial account) or a payment token associatéd thie user.

Thus, with reference to FIG. 4A, in an implemematihe merchant device 402
transmits 403 the user’'s PAN to the biometric dasalb404, which determines that there is
user biometric data available that can be utilizeduthenticate the user or consumer and/or
the user’'s mobile device 412. The biometric dadab¥04 may then transmit 405 the user’'s
PAN to the directory service server 406, which rmagcthe PAN to the issuer financial
institution (FI) that issued the user’'s paymentoact. The directory service server 406 next
transmits 407 an issuer identifier (issuer ID) agsed with the user’s issuer FI to the access
control server (ACS) 408, which utilizes a web s&v09 to transmit 411linformation such
as transaction data and a user authentication setpughe web service layer 413 of the
service platform 410. The authentication requedtides information identifying the nature
of the authentication to be performed (which magbecified, for example, in a business
policy or business policies specified by an isdtiesf the user’'s payment card account being
used by the user for this particular payment tretinsa).
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In some embodiments, the web service layer 41Beoérvice platform 410 receives
411 an issuer ID and one or more business polasssciated with that issuer FI from the
web service 409 of the ACS 408. The businessipslimay specify, for example, when the
user identification information can be fully trudfevhen assurance is required and/or when
user identification information is not to be trukteThus, in some implementations, a level of
authentication (such as multi-factor authenticgtimay also be specified depending on one
or more business policies of the issuer. For exanithe user’s online purchase transaction
involves an amount greater than five hundred dol&b00), then a business rule associated
with the issuer FI may require further assurance wdlid user by requiring fingerprint
validation and/or voice print validation in additito the merchant collecting a CVC code
from the user. In another example, if a particulser’s online purchase transaction is for an
amount less than or equal to twenty-five dollas0{$then only a CVC code is required with

no additional assurance needed.

Referring again to FIG. 4A, once a user authentinaequest is received from the
ACS 4009, the service platform 410 causes the FIBx@es 415 to generate the appropriate
authentication request message and transmit 41@udlizentication request to the mobile
device 412 (e.g., identifying the nature of thehauatication to be performed). The biometric
authentication application 414 of the mobile devi@¢@ receives the authentication request
message, and then prompts the user (who interaitishe mobile device 412 under control
of the biometric authentication application 414)rtibiate an authentication process (for
example, the biometric authentication applicati@d gprompts the user to provide a voice
print by interacting with a microphone of the melilevice, and/or prompts the user to
provide a photograph of the user’s face by intémgatiith a camera of the mobile device).
This user authentication data is then transmit&@ifdom the mobile device 412 to the FIDO
server 415 of the service platform 410 to initiatghentication. The service platform then
transmits an authentication request 422, whickdsived by the FIDO client 418 of the
mobile device 412. Once the user has been velifyatie mobile device 412, the FIDO
client 418 obtains the relevant private key, thenagates and signs an authentication
response with the user’s private key. The signgbeamtication response is then transmitted
to the service platform 410 for further processifigus, the determination of what biometric
data to collect from the user in response to tlee asthentication request may be based on
the business policy of the issuer FI and then piedito the service platform 410.
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Pursuant to some embodiments, the biometric asseiia@plication 414 of the user’s
mobile device may be configured to provide localage (not shown) of certain collected
authentication data. For example, the biometrstigsice application 414 may be configured
to validate collected authentication data (bioneatiata) such that the interaction between the
mobile device 412 and the service platform 410 ive® the transmission of a success or a
fail message along with information associated withauthentication data. In some
embodiments, however, the biometric assuranceagtan 414 passes the collected
authentication data (biometric data) to the serple¢gform 410 for validation and/or

authentication processing.

Once the user has been authenticated, an auth@nticanfirmation message, which
may be generated in the form of a SAML token,assmitted 430 from the web service
layer 413 of the assurance service platform 410¢0ACS 408 to allow the payment
transaction to be completed. In some embodimémsSAML token is also transmitted 432
to the mobile device 412 as an indication thatpiéigment transaction processing is
continuing. It should be understood that embodisiallow such biometric authentication
processes to be used in conjunction with a wideeyaof different types of transactions.
Furthermore, business rules may define what typiéoatevel of authentication is to be used
for a given transaction with a given device. Téasult is a system and method that provides

multi-factor authentication with a wide varietyadthentication techniques.

FIG. 4B is a flowchart illustrating an example afalti-factor authentication process
450 using secure push authentication technologg@rdance with some embodiments of
the disclosure. In particular, the web serviceetayf assurance platform operating as an
authentication service platform receives 452 a ag#rentication request along with
transaction information from an access controlse(CS). The transaction information
identifies the nature of the authentication to befgemed (which may be specified, for
example, in a business policy or business polgpexified by an issuer Fl of the user’s
payment card account being used by the user feptriticular payment transaction). Thus,
in some embodiments, the web service layer oféin@ce platform receives an issuer ID and
one or more business policies associated withissaer FI from the ACS. The business
policies may include, for example, rules that sfyewhen the user identification information
can be fully trusted, and/or rules that specify whssurance is required and/or rules that

specify when user identification information is notoe trusted. In some implementations,
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multi-factor authentication may be specified depegan one or more business policies of

an entity, such as the issuer of the user’s payeataccount.

Referring again to FIG. 4B, after a user authetiboarequest is received from the
ACS, a FIDO server of the service platform generdf®! a user validation request message
which indicates the nature of the authenticatiobdgerformed. The user validation request
message is then transmitted 456 to the user’'s mmdeVice. The user then interacts with his
or her mobile device and provides biometric data ijvteraction with one or more
authenticators). If valid biometric data is praidto one or more authenticator(s) of the
user’s mobile device receives, then the FIDO senféine assurance platform operating as a
service platform receives 458 user authenticataia ¢tom the mobile device to initiate
authentication. When the assurance platform ojpgras a service platform authenticates
the user (for example, by comparing the receivedietric data with data of that registered
user which is stored in a biometric database atefdning that the received data matches
the stored data), then the assurance platformtramgmits 460 an authentication request to a
FIDO client of the mobile device. The FIDO cliaitthe assurance platform then obtains the
relevant private key for signing the authenticatiesponse. Next, the assurance platform
operating as a services platform receives 462reediguthentication response to the
authentication request from the user’s mobile devand upon validating the signed
authentication response, the assurance platfomsrtriéas 464 an authentication confirmation
message (which may be in the form of a SAML tokerthe ACS. The ACS then conducts
further processing with regard to the transactietwieen the user and the entity (for example,
a merchant). In some embodiments, the servicéoptatalso transmits 466 the
authentication confirmation message (which also b&in the form of a SAML token) to the

user’s mobile device as an indication that the paynransaction processing is continuing.

The above descriptions and illustrations of proess$gerein should not be considered
to imply a fixed order for performing the processps. Rather, the process steps may be
performed in any order that is practicable, inahgdsimultaneous performance of at least
some steps.

Although the present invention has been describ@dmnnection with specific
exemplary embodiments, it should be understoodvidmadus changes, substitutions, and
alterations apparent to those skilled in the amtlwamade to the disclosed embodiments
without departing from the spirit and scope of itheention as set forth in the appended

claims.
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Throughout this specification and the claims wHillow, unless the context requires
otherwise, the word "comprise”, and variations sasticomprises” and "comprising”, will be
understood to imply the inclusion of a stated iategr step or group of integers or steps but
not the exclusion of any other integer or steproug of integers or steps.

The reference in this specification to any prioblpation (or information derived
from it), or to any matter which is known, is nand should not be taken as an
acknowledgment or admission or any form of suggasthat that prior publication or
information derived from it) or known matter forrpart of the common general knowledge

in the field of endeavor to which this specificatielates.
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WHAT IS CLAIMED IS:

1. An assurance platform authentication processpeising:

receiving, by an assurance platform operating aau#imentication service platform, a

user authentication request and transaction dama & access control server (ACS);

determining, by the assurance platform, based @msler authentication request an

authentication rule concerning a policy associatgld an entity;

generating, by the assurance platform based ocauthentication rule, a user

validation request message,;

transmitting, by the assurance platform to a usabila device of a user, the user

validation request message;

receiving, by the assurance platform from the osebile device, a user

authentication data;
validating, by the assurance platform, the usenenttcation data;

transmitting, by the assurance platform to the usaile device, a device

authentication request;

receiving, by the assurance platform from the nsebile device, a device

authentication response signed with a private Kelgeouser; and

authenticating, by the assurance platform, the lased on the device authentication

response and private key.

2. The method of claim 1, further comprising trarting , by the assurance platform to
the ACS, a confirmation message indicating autieahtin of the user for the transaction
with the entity.

3. The method of claim 1, further comprising traiting, by the assurance platform to
the user mobile device, a confirmation messageatutig that further transaction processing

will occur.
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4, The method of claim 1, wherein the authenticatide specifies at least one type of
biometric data to be provided by the user in cociiom with authenticators of the user’s

mobile device for user authentication processing.

5. The method of claim 1, wherein the user val@atequest message indicates the

nature of the authentication to be performed byuthes.

6. The method of claim 1, wherein the policy asatd with the entity comprises at
least one of rules concerning when the user ideatibn information can be fully trusted,
rules concerning when assurance is required, dad concerning when user identification

information is not to be trusted.

7. A transaction system, comprising:
an access control server (ACS);

an assurance platform configured for operatingnesughentication service platform
and configured for communications with the ACS; and

a user mobile device of a user, the user mobilécdeneing configured for

communications with the assurance platform;

wherein the assurance platform further comprideb® server and a Web service
layer, and wherein the FIDO server and the Webicetayer comprise instructions

configured to cause the assurance platform to:
receive a user authentication request and traosadtita from the ACS;

determine based on the user authentication requestithentication rule

concerning a policy associated with an entity;
generate a user validation request message bagkd aathentication rule;
transmit the user validation request message seamobile device;
receive a user authentication data from the usdilendevice;
validate the user authentication data;

transmit a device authentication request to the msbile device;
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receive a device authentication response signddayrivate key of the user

from the user mobile device; and

authenticate the user based on the device auth@atiaesponse and private

key.

8. The system of claim 7, wherein the FIDO servet the Web service layer comprise
further instructions configured to cause the asgeglatform to transmit a confirmation
message to the ACS, the confirmation message itaficauthentication of the user for the

transaction with the entity.

9. The system of claim 7, wherein the FIDO servef the Web service layer comprise
further instructions configured to cause the asgeglatform to transmit a confirmation
message to the user mobile device, the confirmatiessage indicating that further

transaction processing will occur.

10. The system of claim 7, wherein the authenticatule specifies at least one type of
biometric data to be provided by the user in cociiom with authenticators of the user’s

mobile device for user authentication processing.

11. The system of claim 7, wherein the user vabaatequest message indicates the

nature of the authentication to be performed byuthes.

12. The system of claim 7, wherein the policy agged with the entity comprises at least
one of rules concerning when the user identificatidgormation can be fully trusted, rules
concerning when assurance is required, and rulesecoing when user identification

information is not to be trusted.
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