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10 Many attempts have been made in recent years to develop
an automatic meter reading system for utility meters such as
used for electricity, gas and water, which avoids meter
reading personnel inspecting and physically note the meter
read:mgs. There are of course many reasons for attempting to

15 develop a system of this type. |

Most of the prior art systems have achieved 1little

success. The system which has achieved some success or is

Y most widely used has an automatic meter reading unit mounted
on an existing meter at the usage site and includes a

20 relatively small transmitter and receiver unit of very short
range. The unit is polled on a regular basis by a travelling
reading unit which is carried around the various locations on
a suitable vehicle. The travelling reading unit polls each
automatic meter reading unit in turn to obtain stored data.

25 This approach is of 1limited wvalue in that it requires
transporting the equipment around the various locations and
hence only very infrequent, for example monthly, readings can
be made. The approach avoids a meter reader person actually
entering the premises to physically inspéct the meter which is

30 of itself of soine_ value but only limited value.



hence only very infrequent, for exanpl.e nonthly, readings can be made. The
‘approach avoids a neter reader person actually entering the premses to

physical ly inspect the meter which is 30 of
limted val ue.

l'ocation is carried out have been nmade but have achieved little success. -«
One proposal involves an arrangenent in which communication is carried out

usi ng the power transmssion line 5
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proposal has a significant disadvantage since it must involve
a number of other parties, in particular the telephone
company, for implementing the system. The utility companies
are reluctant to use a system which cannot be entirely
qontrolled and managed by thémselves. _

A yet further system using radio communication has been
developed by Data Beam, which was a subsidiary of Connecticut
Natural Gas. This arrangement was developed approximately in
1986 and has subsequently received little attention and it is
believed that no installations are presently operative. The
system includes a meter reading device mounted on the meter
with a transmitting antenna which is separate from the meter

reading device. The transmitting antenna is located on the

building or other part of the installation site which enables§.J

the anténna to transmit over a relatively large distance. The
system uses a number of receiving units with each arranged to

receive data from a large number of transmitters, in the range

10,000 to 30,000. The transmitters, in. order to achieve
maximum range, are positioned to some extent directionally or
at least on a suitable position of the building to transmit to

the intended receiving station. This arrangement leads to

using a minimum number of receiving stations for optimum cost
efficiency. ,'

The separate transmitter antenna, however, generated
significant installation problems due to wiring the antenné
through the building to the transmitter and receiver. The
anticipated high level of power used for transmitting involved



.building or other part of the installation site which enables 25 the
antenna to transmt over a relatively large distance. The systemuses a
number of receiving units w ttiteach arranged to recejive data froma |arge
nunber of transmitters, in the range 10,000 to 30, 000. The transmtters,
~in order to achieve maxi numrange, are positioned to sone extent

dire nally or 30 at least on a suitable position of the building to
transmit to the intended recei ving station.=3fhis arrangenment |eads to using
a m ni num nunber of rece|V|ngbstat|ons for optinmum cost effjciency, The
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wer e arranged pmcf)mmbagﬁson a randomtine basis. However, the very
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units were arranged to communicate on a random time basis.
However, the very large number, up to 30,000 of meter reading
units reporting to a single receiving station, leads to a very
high number of possible collisions between the randomly
15 transmitted signals. The sysf.em, therefore, as proposed, with
daily or more often reporting signals could lose as many as
20% 'to 50% of the signals transmitted due to collisions or
interference which leads to a very low efficiency data
communication. The use of transmitters at the meter reading
20 units which are of maximum power requires a larger
interference protection radius between systems using the same
allocated frequency.
' An alternative radio transmission network is known as
ALOHA. ALOHA has a number of Dbroadcasting stations
25 communicate wrth a single recezving station, with the
broadcasting stations transmitting at random intervals. In
the ALOHA system, collisions occur so that messages are lost.
The solution to this problem is to monitor the retransmission
of the information from the receiving station so that each
30 broadcasting station is aware when its transmission has been
lost. Each broadcasting station is then programmed to
retransmit the lost information after a predetermined
generally pseudorandbm period of time. The ALOHA system
requires retransmission of the information from the receiving
35 station to take place substantially



hi gh nunber of possible collisions between the randomy 15 transnitted
signals. The system therefore, as proposed, with daily or nore often
reporting signals could | ose as many as 20%to 50% of the signals
transmtted due to collisions or interference which |eads to a very | ow
efficiency data communi cation. The use of transmitters at the neter reading
20 units which are of maxinmum power requires a larger interferenc
protection radi us between systens using t+ke sane allocated frequency. An
alternative radio transm ssion network i s known as ALOHA ALOHA has " &
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While theoretically automatic meter reading is highly
desirable, it is, of course, highly price sensitive and hence
it is most important for any system to be adopted for the
price per unit of particularly the large number of meter
reading units to be kept to a minimum. The high cost of high
power transmission devices, receiving devices and battery

systems generally 1leads to a per unit cost which is
unacceptably high. : .
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20 OBJECTS O I ON
A general object of the invention is a communications
network for communicating data from a plui'ality of network o/
service modules to a central data terminal.
Another object of the inventiéri is a communications
25 network which is suitable for an automatic meter reading
system. |
A further object of the invention is a communications
network for collecting data from remote data generating

stations that is simple and economic to install and maintain.
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a&cep_t able in a high margin use for voice conmuni cations, the costs and
conplications cannot be accepted in the relatively lower margin use for
renote station nonitoring.s:s The technol ogy of .cel.lular tel ephones | eads
to the perception in 10 the art that devices of thi's type nust use

di f flerent frequency networks. Wile theoretically automatic neter reading
is highly desirable, it is, of course, highly price sensitive and hence it
is nost inmportant for any systemto be adopt’éi'for the 15 price per unit of
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network which is suitable for an autonmatic nmeter readi ng system A further
obj ect of tshe igpedatity icodtgLommuni cations network for collecting data
fromrenote data generating stations that is sinple and economic to install
and nai ntai n. A iildddiftidnexY odject of thee inventiom iss an open
comuni cations network for collecting data from network servi ce. nodul es
that is spectr ancifiiedtante sommunddatiionennetworkniwvhichn aczhnmbdates o new
enhance reli-ability and reduce

_ technology, and allows the network operator to serve an

arbitrarily large contiguous or non-contiguous geographic

10 area.

SUMMARY OF THE ;NVENTIO!

According to the present invention, as embodied and
broadly described herein, a wide area communications network
is provided for sending_._ datg from a plurality of network

15 service modules to a central data terminal. The wid_e area

communications network collects NSM data generated by a

- plurality of physical devices located within a geographical’

area. The physical devices may be, for example., a utility

meter as used for electricity, gas or water. The wide area

20 communications network qompx;ises a plurality of network

service modules, a plurality of remote cell nodes, a plural.ity

of intermediate data terminals, and a central data terminal.

Each network  service module .is coupled to a respective
éhysical device. | _

25 ' The network service module (NSM) includes NSM~receiver

means, Nsu-transmitter__ means, and NSM-processor means, NSM-

memory means and an antenna. The NSM~receiver means, which is
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5 operating costs. An additional” object of the invention is an open
architecture comruni cati on network whi ch accommpdat es new t echnol ogy, and
allows the network operator to serve an arbitrarily |arge contiguous or

non- conti guous geographic 10 area. SUMVARY OF THE | NVENTI ON According to

the present invention, as enbodied and broadly described herein, a wide :3
area communi cations network is provided for sending data froma pIuraIi{Q;‘

of network 15 service nodules to a centrad-data termnal. The wi de area
communi cations network collects NSM data generated by a plurality of

physi cal deyhegsnh®catfdcuivlin 2 eragiand)i sdbnalecdat The phiesealcataiares
may be, for ‘exanple, a utility nmeter as used for electricity, gas or water.
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service nodules, a plurality of renpote cell nodes, a plurality of

i nt er redi at of doperatrivmal theaNSMrrEoEinvEr dueans e recedivestathenetonmand

service nodule is coupled to a respective physical device. 25 The

network sersigraloomithe Mdmst cerrder fErRguency£or @Restrugaifigianat.er

means, and NSM processor neans, NSM nenory neans and an antenpa. The

NSM r ec2i veFherdide aneahcemmunicatignsRetYork qaniqrarate #eindl ARnat at

a first carrijer frequengé ar a-second,carrig@gﬁrggg&gggg In a preferred
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the first cpll el hnSdde e ohd SBIGLE™ thiel Co8dM1ator of the Nsm-
transmitting means to lock onto the frequency of the remote -
cell node, coffecting for drift. Signalling'data also hmay be

10 sent from the remote cell node to the network service module

using the command signal.

The NSM-processor means arranges data from the physical
device into packets of data, transfers the data to the NSM-
hemory means, and uses the received 'cOmmand' signal for

15 édjusting the first carrier frequency of the NSM transmitter.
The NSM data may include meter readings, time of use and other
information or status from a plurality of sensors. The NSH?
processor meéns, for all network service modules throughout a\~)
.geographical area, can be 'programmed to read all the

20 cofresponding'utility meters or other devices being serviced
by the network service modules. The NSM-processor means also
can be programmed to read peak consumption at predetermined
intervals, such as every 15 minutes, throughout a time period,
such as a day. The Nsn-memory means stores NSM data from the

25 physical device. The NSM-processor means can be programmed to

track and'store maximum and minimum sensor readings or levels

throughout the time period, such as a day.



5 The wi de area comuni cations network can operate using only a single
carrier frequency, i.e., the first carrier frequency. The command si gnal
allows the oscillator of theNSM transmtting neans:to | ock onto the
frequency of the renpote cell node, correcting for drift. Signalling data

al so may be 10 sent fromthe remote cell node to the network service
m)dt'lkg,,usi ng the command signal. The NSM processor neans arranges data from
t he physical device into packets of data, transfers the data to the NSM

menory neans,  and ke sl raehiiteerC AeEREdtShABRL tEOAt 1bne afi'iféei%%te&

first carrier frequency of the NSMtransmtter. The NSM data may I nc

neter readi Nggregudhcy the respeetive NBMOAABA! PHoR! tisé PhysiEQI device as
plurality of sensors. The NSM processor neans, for all network service

nodul es t hr oughoNEMapgeRetaghgnal . arffe NSH+packet BigpadniBdtransmittdd #t!
the 20 corresponding utility neters or other devices being serviced by the

net wor k servi ae timéuikichles NMavidomige oo psanivrandomloa sdieqired) redtiein t ®
read peak consunption at predetermi ned intervals, such-as every 15 m nutes,
t hroughouf a predetermimed timespeniody i.erheuringne ane-waxmandomacdSis
data fromthe 25 physical device. The NSM processor neans can be

progranmed t oPEPEOECAnd BY oFRenBSMnPFOSGE PN I MRANSens dher RN riransmither s
. et e
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— is connected to the antenna for transmitting multi-
10 directionally the NSM-packet signals. .\
A plurality of rembte cell nodes are located within the
geographical area and are spaced approximately uniformly and
such that each network service module is within a range of
several remote cell nodes, and so that each remote cell node
15 can receive NSM-packet _signals from a plurality of network
service modules. The remote cell nodes preferably are spaced
such that each of the network service modules can be received
by at least two remote cell nodes. Each remote cell node
(RCN) includes RCN-transmitter means, RCN-receiver means, RCN-
20 memory means, RCN-processor means, and an antenna. The RCN-
transmitter means transnits at the first carrier frequency or
the second -_ carrier frequency, the command signal with
signaling data .. Transmitting a command signal from the RCN-
transmitter means is optional, and is used only if the NSM-
25 receiver means is _us’_ed at the qetwork service module as
previously discussed.
The RCN-receiver means receives at the first carrier

frequency a multiplicity of NSM-packet signals transmitted



5 predetermned tine period, i.e., using a one-way-random access protocol,
by the NSM processor neans. The NSMtransmtter includes a synthesizer or
equi valent circuitry for controlling its transmtter carrier frequency.

The NSMtransmitter neans is connected to the antenna for transmtting
multi- 10 directionally the NSM packet signals. A plurality of renote cei:l
nodes are |ocated wi thin the geographical area and are spaced approxi nm@y
uniformy and such that each network sersg<e nodule is within a range of
several renote cell nodes, and so that each renote cell node 15 can

recei ve NSMpaskatmsltiplicitpnof péetwarkt gsepticet modlules.vi gachode ¢he The
remote cell nodes preferably are. spaced such that each of the network

servi ce nodis¥spackebesignals ctypically are negeivedad ddififeredds poihitsh
renote cell node (RCN) includes RCN-transmitter nmeans, RCN-receiver neans,
RCN- 20 nelmr Fimeansines- theye ¥e¥e ntransnittedn atht2ntime whiclt\was
transmtter nmeans_transmts _at the first_carrier frequency or the second
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on neighboring remote cell nodes when they are polled by the
10 intermediate data terminal.
The RCN~-memory means sto_res'the received multiplicity of
NSM-packét signais. The RCN-processor means collates the NSM-
packet signais received from the network service modules,
identifies duplicates of NSM-packet signals and deletes the
15 duplicate NSM-packet signals. When a polling signal is sent
from an intermediate data terminal, the RCN-transmitter means
transmits at the first carrier frequency the stofed
| multiplicity of NSM-packet signals as an RCN-packet signal. o/
When a first remote cell node is polled with a first
20 polling signal by the intermediate data terminal, neighboring
remote cell nodes receive the RCN-packet signal transmitted by
the first remote cell node. Upon receiving an acknowledgment
signal from the intermediate data terminal, at the neighboring
remote cell nodes, the ré'spective RCN-processor means deletes
25 from the respective ﬁcn-mémcry‘ means messageés, i.e., NSM-
packet signals, received from the network service modules that

have the same message identification number as messages
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-5  tine period. The multiplicity of network service nodules typically is
~a subset of the plurality of network service nodul es. The RCN-receiver

- means al so receives polling signals fromthe internmediate data term nal,
~and |istens or eavesdrops on neighboring renote cell-:nodes when they are

- polled by the 10 internedi ate data term nal. The RCN-nenory neans stores
the keceived multiplicity of NSM packet signals. The RCN-processor neans

- coll ates the NSM packet signals received Tromthe network service nodul es,
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- Upon receiving an acknow edgnent signal fromthe internedi ate data

~ termnal,5at éverleybixportinyg gesoraphdld ardas, !lBaclespatidrmediate data
RCN- processor neans deletes 25 fromthe respective RCN-nenory neans
messages, i. termivgAd pacludesi ERP-<transmitter f meanshe IRTYwehosyr weans,
modul es that have the same nmessage identification nunber as nessages :
transnmitted i FPTTREPERESRE kcBeans nadndr oFPTnEecpiver cReaBseel | I®The
internmedi ate data termnal. The plurality of interpediate data terninals
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10 the IDT-transmitter means to change carrier frequency. The
IDT-transmitter means transn_lits preferably at the first
carrier freguency, or the second carrier frequency, the first
polling signal using a first polling-access protocol to the
plurality of remote cell nodes. When the first polling signal

15 is received by a remo_te cell node, that remote cell node
responds by sending the RCN-packet signal to the intermediate
data terminal which sent the polling signal. If the

U intermediate data terminal successfully receives ‘the RCN-
packet-signal, then the IDT~-transmitter means sends an

20 acknowledgment signal to the remote cell node. |

The IDT-receiver. means rec_:e_ives the RCN-packet signal
transmitted at the first carrier frequency from the remote
cell node which was polled. Thus, after polling a plurality
of remote cell nodes, the IDT~receiver means Ihas_ received a

25 plurality of RCN-packet signals.

The: IDT-memory means stores the - received RCN=-packet

signals. The IDT-processor means collates the NSM-packet

signals embedded in the RCN-packet signals received from the



termnal includes IDT-transmtter neans, |DT-nenory neans, |DT-processor

means and | DT-receiver neans. The |IDT- transmtter neans includes a
synt hesi zer or equivalent circuitry for controlling the carrier frequency,
and allowing 10 the IDT-transmtter nmeans to change carrier frequency. The
I DT-transmtter neans transmts preferably at the first carrier frequencys-
or the second carrier frequency, the first polling signal using a first , ’
pol I'i ng-access protocol to the plurality=-ab-renote cell nodes.' Wen t he
first polling signal 15 is received by a renote cell node, that renote

cel | node r eppbaratity ofmimote rmem\mmtzchwmm aupd icdtessest NSM-~
data term nal which sent the . pollin si gnal the internedi ate data
terninal sudeacket| signatsi snd @ﬁéeggﬁ» tg&cﬂaplépgm NS¥hpackiet signals,
| DT-transm tier nmeans sends an 20 acknow edgnent signal to the renote cell
node. The | D% ecASRFAIRS M OStWrK ﬁ&"ﬁ%&ep’aeﬂ\égeféi%t have dihe sameat

the first carrier fre fro the re te cel]l node which was poll ed.
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nmessages from network service nbdul es that have the sane nessage
i dentification nurtbercentral rdtew tearniingl YOPTdincludes CDT-transmitter

means, CDT-receiver means, CDT-processor means and CDT-memory\"J

10 means. The CDT-transmitter means ti'ansmits sequentially the
second polling signal using a second polling access protocol
to each of the intermediate data terminals. The CDT-receiver
means receives a plurality of IDT-packet signals. The central
data terminal, intermediate data terminals and the remote cell

15 nodes may be coupled throqgh radioc channels, telephone

' channels, fiber optic channels, cable channels, or other

communications medium. The CDT-processor means decodes the
plurality of IDT-packet signals as a plurality of NSM data. v
The CDT-processor means also identifies duplicates of NSM data

20 and deletes the duplicate NSM data. The CDT-memory means
stores the NSM data in a data base.

Additional objects and advantages of the -inver_xtion will
be set forth in 'part in the description which follows, and in
part will be obvious from the description, or may be learned

25 by the practice of th'e. invention. The objects and advantages
of the invention also may be realized and attained by means of
the instrumentalities and combinations particularly pointed

out in the appended claims.



5 polling signal froma central data ternmnal, the |IDT- transmtter
nmeans transmts a plurality of RCN packet signals as an | DT-packet signal
to the central data terminal. The central data terninal (CDT) includes
CDT-transm tter nmeans, CDT-receiver nmeans, CDT-processor neans and
CDTznenory 10 neans. The CDT-transmitter neans transmts sequentially the
second polling signal using a second polling, access protocol, to each of the
interffedi ate data termnals. The CDT-recei V€T neans receives a plurality of

| DT- packet signals. The cenbéibpdgir.gc&&g%ﬁ OF %’_ RN gdata termnal s

and the renote cell 15 nodeS™T ' ugh radl o channel s,

t el ephone channel s m{d %%&Wmﬁnﬁblﬁi@ma&@ Sncod @ed in and
e

comuni cati ons medi um -processor means decodes the plurality of

| DT- packet si ghalst iddutie FHNgli\_/lﬁ-itdf ofnélSbheei picdbiofPTiplastpate prefierzedo
identifies duplicates of data 20 and deletes the duplicate NSM dat a.

The CDT- menor epiBodimerits eSofhe thisM divention dat andasdogedtier oraithbj tbes
and advantages of the invention will be set forth in part in the .
descri pti o wWiedtription seane ito Expladin thee patincipl elsr of the invention.
description, or may be learned 25 by the practice of the invention. The

obj ects and advant &gG. af ilAustrasesi the hirranshinl communicatiens petwerk
by neans of the instrunentalities and conbinations particularly pointed out
in the append&PRIXOIN; BRI EF DESCRI PTI ON OF THE DRAW NGS The

fhe Speci 1 cati on. Tidued rif o8 phebEprEaserboarrBnaaleopiorkcdifalahdi on
anoL/t ogether wit hl-'Iéh e3 is a representative NSM-data packet;
.10 FIG. 4 is a listing or representative applications
supported by the communications network;
FIG. 5 is a schematic d'iagram of a network service
module;

FIG. 6 shows a front elevation view of an electricity
15 utility meter with a detection unit;
FIG. 7 shows a bottom ﬁlan view of the electricity
utility meter;
FIG. 8 is an illustration of a typical printout of

information obtained by the network service module of FIG. 1;



5 description serve to explain the principles of the invention. FIG 1
i1lustrates the hierarchial comunications network topology; FIG 2 is a
network service nodul e block diagram FIG 3 is a representative NSM data
packet; 10 FIG 4 is alisting or representative applications
supported by the communications network; FIG 5 is a schematic diagram of}a
network service nodule; FIG 6 shows a front elevation view of an - :

-

electricity 15 utility nmeter with a detet¥3on unit; FIG 7 shows a bottom
plan view of the electrigcity utility er;.FIL.G is.an illustration of a
typi cal printout THG4 rﬁd‘?regi’iﬁp?ﬁ:ﬁ a??tiii nRde t@?&v&mi/i ce nodul e of
FIG 1, -12- E 9,l1s,a renmpte cell. node, bl ock diagr FILG 10 is_an

i nternedi ate dat alili%‘r rﬂ‘%a‘*s b?rbc%"fﬁ%? %ilﬁFiltWﬁ%g%*%?kaﬁfﬁgram'
term nal block digggram, HG s Kei® ddé NGB 000 alderan;
comuni cations 5 networ'k for serving w dely separat’e geographi c’ ar eas;
and FIG 13 illu t eg5a %c%&wiﬁégﬂé NgEWRHEe W

growh in the nufr!ti)iecg;i o?_zarseas served. DETAI LED D%SCRI PTI-%%@%%EE&EF&RED
EBCDI MENTS  Radtwizdf) Cfot ddrvidyy hpidemle sépaieieé | gédgidsh 1 e8P@4s 10ang

preferred enbodi nents of the invention, exanples of which are i I{ustrated

i n the acconpanyiFms dnavilgastricesi a typicdkcomnnd cavivm aetadrkaiethi ke
el enents throughout the - _ '
' gradual growth in the number of areas served.

DETAILED DESCRIPTION OF _PREFERRED ODI s v/

-Refe'renc'_e- will now be made in detail to the present
10 preferred embodiments of the invention, examples of which are
illustrated in the accompanying drawings, wherein 1like
reference numerals indicate 1like elements throughout the
several views.
A wide area communications network communicates data from
15 a plurality of network service modules to a central data
terminal. The wide area communications network collects NSM
data generated by a plurality of 'physical devices located u

within a geographical area. The wide area communications
network, as illustratiitely shown in FI_lG. 1, is a layered
20 network having a hierarchial communications topology
" comprising a plurality of netwﬁrk service modules 110, a
plurality of remote cell nodes 112, a plurality of
intermediate data terminals 114, and a central data terminal
120. The physical devices may be, for example, a utility

25 meter as used for electricity, gas or water.
The central data terminal controls network operation.

Intelligence exists at all layers of the network, thefeby



- several views. A wide area conmunications network conmuni cates data from 15
~a plurality of network service nodules to a central data termnal. The w de
area conmmuni cati ons network-c¢oll ects NSM data generated by a plurality of
physi cal devices |ocated within a geographical area. The wi de area

comuni cations network, as illustratively shown in FIG 1, is a layered 20
' netmp,k having a hlerarchlal comuni cati.gns topol ogy conprising a
plurality of network service nodul es 110, a lurality of renDte cell nodes

U120 el ket ATl 8 S Yy S EEEA L e
meter as used iﬁ{:eih&g%b‘é' bt t%rd %G‘é cti”’iﬁo&ﬁ% §+ gatf%ng,q._r thr{‘%f the

~controls network operation. Intelligence exists at ayers of t

‘network, theregipiicationcadgi kathaoaanl.oad of the central data term nal.

: The |nteII|gence attributed to each nodule is a function of the application
+of that nodule. Network Service Mddule 5 Information is acquired at
"the lowest level of the wide area connunlcatlons network of FIG 1, and the
networ k service nodul e 110 perf or Networkds Loe gn functions. Network

service nodules 110 include neter service nodules for electricity,

gas and waBer, a seinformdtioopniscacqudiyied at the lowestadsmyekemf thelwide

an alarn1nDn|tor|ng modul e, or any other mpdule that can be used with t he
W de area Conngﬁpgagﬁgngnhegﬁbpns network of FIG. 1, and the network service

, module 110 performs the data acquisition functions. Network
~ ‘service modules 110 include meter ‘'service modules for
electricity, gas and water, a service disconnect module, a
10 load management module, an alarm monitoring module, or any
other module that _canl be used with the wide area

communications network.
The network service modules 110 are linked to the wide
area communications network via high fregquency radio channels,
15 typically in the 928 MHz - 952 MHz band, as well as related
frequencies in the 902 MHz - 912 MHz and 918 MHz - 928 MHz
U bands. Radio channels. in these bands are thé preferred
communications medium because use of radio. communications
eliminates the need fo:'physical connections to the service
20 modules which drastically reduces installation costs compared
to other communication media' such as telephone, cable networks
and  power 1line carriers. Also, operation in the high
freguency haﬂds pernits the use of small antennas so that
retrofitting standard'watt hour meters is simplified. Radio
25 communication channels in other bands may work equally as

well, however. .

In the exemplary arrangement shown in FIG. 2, the network



The network service nodules 110 are linked to the wi de area communi cati ons

network vi a
952 MHz ban
918 MHz - 9

need for ph
reduces ins
t el ephone,

the hi gh fresprewnbye bmpdalper(NSM) t1x0 uincdfidesaNSMrrieoeirersomééing, NSM-

retrofittin

hi gh frequency radi o channels, 15 typically in the 928 MHz -

d, as well as related frequencies in the 902 MHz - 912 MHz and
28 MHz bands. Radi o channels in these bands are the preferred
comuni cati ons medi um because use of radi o conmmuni cations eliminates the/ks

ysi cal connections to the service 20 nodul es -which drasticall
tallation costs conpared to o+pbg+ conmuni cati on nmedia such as
cabl e networks and power line carriers. Al so, operation in

g standard watt hour neters is sinplified. Radio 25
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communi cat i diransmifter i peans cr NS4rprocessonrkeansl N§Maremoryy, meansvand | n
t he exenplary arrangenent shown in FIG 2, the network -14- service

nodul e ( NSManL 1¥SM nantigepandRer ec Thge NS¥ntranswhiten means t and nbhes NSM-
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application
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20

The NSM-receiver means is embodied as an NSM receiver
316, and is optional. If an NSM receiver 316 is included with
the network service module, then the NSM receiver 316 can be
used for receiving a command signal, | which includes signalling
data. The command signal can be transmitted at either a first
carrier freqixency or a second carrier frequency. Normally the
fifst carrier frequency is used by the NSM-trénsmitter means
for transmitting to a remote cell node. 1In a preferred
embodiment, the NSM receiver 316 receives the command signal
on the first carrier fregquency for spectrum efficiency. Thus,
the widé area communications network can operate using only a
single carrier frequency, i.e., the first carrier frequency.

The command signal can provide a time reference for updating

" a local clock, and serve as a frequency reference to the

25

network service module. Signalling data, such as manage
service disconnect or c_:ontrol loads, also may be sent from the
remote cell node to" the network service module using the
command signal. While the network service modules could be
polled by the command signal, in '.g'eneral',' such polling is not

required and preferably not used with the present invention.

v/

o/



. data. The conmmand signal can be transmitted at either a first carrier

. frequency or a second carrier frequency. Normally the 15 first carrier
frequency is used by the NSMtransmitter neans for transmtting to a renote
cel |- node. In a preferred enbodi ment, the NSM recei-ver 316 receives the
command signal on the first carrier frequency for spectrum efficiency.
ThusL/Lhe w de area conmuni cations networKk n operate using only a 20

single’carrier frequency, i.e., the first carrier frequency. The command

2 o T rquency ref cFBRc A HESHRaR pedBRyi oy, 87 estic¥iba FHR 3, Fom
The 20 remot o EenFrge?; JUHC BrdlodP Mdeh 00 nd' PRYERYAL] d¥ificq o

signal . Wi enéggfge%ﬂﬁgﬁaycsn@d&ﬁsf&& dehe r&ﬂdaedtaythaen%ory

signal, in ge Ing 1s not required and preferably

with the presegbahB8Velidn. is embBodidde d¥SVaR Q0F S demdR§NS3180i ChThe NsM
enbodi ed as an NSM controller 314, arranges data fromthe physical device

i nto packebs oéoflttollenrd3tdamaycbe ahamidriopriovessoray rezymirvva Teran scivecuibt
I s enbodi ed as an NSM nenory 315. The NSM5 controller 314 may be a

m cropr ocessor for pepfomning the wequinred farfatvivng; t Ther NgMi contt¥ohietr 03b4
The NSM control |l er 314 uses the received conmand signal for adjusting the
first carrier unsegudthy receiveds\commandi |ignalThEoxspdinsting thel ufitrst
nmeter readings, tine of use and other infornation or 10 status froma
plurality of sEAEEier frReAUSRORL dihe NSM krangpitier. nefher NSl data may

modyle t hroughout _a _geogr aphi cal
, g gnclud m%teg' readings, time of use and other information or’

10 status from a plurality of sensors. The NSM controllers 314,
for each network service module throughout a geographical
area, can be programmed to read all the corresponding utility
meters or other devices being serviced by the network service
module, respectively. The NSM controller 314 can be

15 programmed to read peak consumption af predetermined
intervals, such as every 15 -minﬁtes, throughout a time period,

- such as a day. The NSM controller 314 also can be programmed

U to track and store maximum and minimum sensor réadings or
_ le\_rels throughout the time period, such as a day.

.20 The NSM memory 315 stores NSM data from the physical

- device. NSM data may include meter reading data and time of

use (TOU) and other information or status from a plurality' of

sensors. - The NSM memory 315 may be random access memory (RAM)

or any type of magnetic media or other memdry storage devices

25 known in the art. . The NSM controller 314 uses the received
command signal for adjusﬁing the first carrier frequency of

the NSM transmitter 318.



area, can be programred to read all the corresponding utility meters or

ot her devi ces being serviced by the network service nodul e, respectively.
The NSM controller 314 can be 15 programred to read peak consunption
at predeterm ned intervals, such as every 15 m nutes, throughout a tine .
period, such as a day. The NSMcontroller 314 also can be programed to 7~
track and store maxi nrum and m ni nrum sensor readi ngs or |evels throughout
the time period, such as a day. 20 =Ifre NSM nenory 315 stores NSM da
fromthe physical device. NSM data may include neter reading data and tlne

'?‘LeuilgM( ;ear?orangh& Egsﬂmminﬁiﬁgs?ﬂ%s %Fonﬁ&bﬁ’ﬂﬂ-ﬁﬂ |yt?5y La%engsns
&gﬁ/lngt)lntcr ol Ler 31%:1&52‘%}9‘2?3}1 5@’@"&%&% %é ad St Q’a?tf;#eﬁ%l rst
carrier fr& GEAEY #ﬁ%’?@ﬁﬂﬁ%nﬁ%ﬁgm Ngkgaa’fé %rF ohe s PRYRAGR L o |
Fanari {5 a§m% 1% tiies hedbilld HltELE U e]:?pée)%t R?ﬁéﬁﬁ%@%’f%‘?ﬁf’w

physi cal de bce)qsﬂ-gfbféght pﬂ&bﬁtts e R ot 33l 100

The NSM packet sign ave a tinme duration o 100 m |seconds

al though apy1iijsRcdHd, Al tiudle difietin Matatidn | dah Be IEAOFd meet
requirenents. The NSM packet signal transmtted by the NSMtransmtter

318 fol | owpaztdendarc ®ystercd Yenuintemenris.a I e[S eINSH+pEckes s agignal ket
is 10 illustrated in FIG 3..Included in the nmessage is: preanble; opening
frame; nestransmitseddnsdhe | K8Mt transnibbers3isi follows a generic or
fixed format, and a repres_entative message- packet is \J
10 illustrated in FIG. 3. Included in the message is: preamble;
opening frame; message type; message identification; service
module type; message number; service module address; data
field; error detection; and closing frame.
The NSM transmitter 318 is connected to an NSM antenna
15 322 for transmitting inulti-ﬁ_irectionally the NSM-packet
signals. The NSM transmitter 318 includes a synthesizer or
equivalent circuitry for controlling its transmitter carrier
frequency and schedule. W/
The NSM-packet signal is transmitted at a time which is
20 randomly or pseudorandomly s’elécted within a predetermined
time period, i.e., using a one-way-random-access protocol, by
the NSM-processor means. In order to simplify network
operation- and reduce costs, the wide area communications
- network does not poll individual network s_ervice nbdules.
25 Rather, each network séfvice module reports autonomously at a
rate appropriate for the application being supported. Routine -
reports are therefore transmitted randomly or pseudorandomly

at fixed average intervals, while alarm signals are



nodul e type; nessage nunber; service nodul e address; data field; error
detection; and closing frane. The NSN transmtter 318 is connected to an
NSM antenna 15 322 for transmitting nulti-directionally the
- NSM packet signals. The NSMtransmitter 318 includes a synthesizer or
. equi¥alent circuitry for controlling its transnmitter carrier frequency and
scheQul-e. The NSM packet signal is transnittf at a tinme which is 20
randermly or pseudorandonly sel ected within a g?edeternined time period,

i.e., using a ﬁar\f/va %%?n (r)rknl%g%%;saé%rl? OC?L:%&B%J‘L -e"h"\@@%)%efgﬁsOroimag%iarm

In order to si I on-and reduceé costs, € W de are

SO <28 OB Hikad ol g o serad e ints

Rat her, each ne service no sly at a rate

appropriate forg{ife gaahbgafg&hﬁ.i NG THIRP A V6 fds RAnteREer@Reid Sadfy alarm
~therefore transmtted randonmly or pseudorandonly at fixed average

intervals, whilfeddsddd SifiNpafy 2aBarms- ddcut’ sintiltandousIypdast ényan area-
following detection of alarmconditions. Alarmsignals may be

transm ttedssewpide powes shtdigeandom del ays. This avoids interference
anong al arm nessages if many alarnms occur simultaneously, as in an area- 5
wi de power outage. Assan altermatiive arrangement, the natwerk ssgrviasemodule
nodul e may be progranmed to transmit three different types of nessages at
di fferent int ermay s beThpriogrammedetef Heanegitcbhres aidiffexent types of
accunul ated usage information. The second 10 2xpei¥ermf§2 etcag LeI%L%sgpe
an al ar m condi thegsageehatsdifferent interval The fir ype of g
~ can relate to the accumulated usage information. The second
10 type of message can relate to an alarm condition which is
basically transmitted immediately. The alarm conditions that
occur might relate to a tamper action or to the abéence of
electrical voltage indicative of a power failure. The third
.type of information which may be transmitted less frequehtly
15 can relate to the housekeeping information.
After preparing the packet of data for transmission, the
controller 314 is arranged to hold the data packet for a
o random period of time. This random period can be calculated
using variouslrandomizing techniques including, for example,
20 a pseudo-random seguence fqllowed, for example, by an actually
random calculation based upon the rotation of the metering
disk at any particular instant. In this way each of the
network service modules is arfanged to transmit at a random
time. The controller 514 is arranged sc that the transmission
25 does not occuf within ‘a, particular predetermined quiet time so
that none of the network service modules is allowed to

transmit during this quiet time. This quiet time could be set

as one hour in every eight hour period. In this way after an



basically transmtted i mediately. The alarmconditions that occur m ght
relate to a tanper action or to the absence of electrical voltage

i ndicative of a power failure. The third type of information which may be
transmitted |l ess frequently 15 can relate to the housekeepi ng i nformation.
After preparing the packet of data for transm ssion, the controller 314 iﬁsj
arranged to hold the data packet for a random period of tinme. This randgm
peri od can be cal cul ated usi ng various r<apgen zi ng techni ques i ncl udi ng,
for exanple, 20 a pseudo-random sequence foll owed, for exanple, by an
actual 'y rardemtchout apeptioliahas glapddd; reachi of the hretwdrk i sgrdicé at
any particular instant. In this way each of the network service nodul es

i s arranged ntodiulesn snuldttransmidoatt anran@ben timer during3thHei subsequent so
that the transm ssion 25 does not occur within a particular predeterm ned
qui et time Sevemthowrse f9llowed Ve Kuistiere MRres is allowed to
transmt during this quiet tine, This quiet tinme could be set as one hour
in every ei ght. hAI@EYREK 0 F2RAFIYY s Qay EhEghput 133 lipikednoby pEkeod

has el apsed, each .f..the petwork servi.ce nodul-es woul tranar%t t a random
time durdng %}g's’é'c}heﬂ DEFEAIRL FOL 1AL £y eachy Femo ,node

col 11t ong. At s Preine hat el Aeide faated R0 mmatd € o ipeié

dul 110 : ' o ' ' por] ' ts | it
s posei bi o T fek, SHAIE) M | Sarnif ae kthd i Ellhés 7 1€ AL BTe
particul ar rPlLevétdl letiorR serviddshbiuleslhiantA4ih @ dange of a

particular remote cell 112 node to transmit simultaneously and

o/

10 to collide at the remote cell node. If the received signal
levels are comparable, the overlapping messages will mutually
interfere, causing receive errors and both messages will be
lost. However, if 6ne signal is subSta’ntially stronger than
the other, the stronger signal will be successfully received.

15 Moreover, since both signals are received by at least two and

| preferably four of the remote cell nodes, the probability of
both messages being received is fairl.y high unless the network
service modules are in close spatiél proximity. During an U
interval T, each transmitter within a cell surrounding a

20 single remote cell node sends a single randomly timed message

of duration M to several potential receive stations.

N = no. of transmitters/cell
M = nmessage duration (seconds)
T = messag;e' interval
25 P, = probability of collision
P_ = probability of no collision

Once any Transmitter, T;, starts transmitting the probability



10 to collide at the renote cell node. |If the received signal levels are
conparabl e, the overlapping messages will nutually interfere, causing
receive errors and both nessagés will be |lost. Howewver, if one signal is
-substantially stronger than the other, the stronger signal wll be
successfully received. 15 Moreover, since both signals are received by at
| east\_two and preferably four of the renote cell nodes, the probability of
, both;nessageS'being received is fairly higH'H%Tess the net work service

nodul es are in e [.QX n rval each
transnmitter wt qc? aggﬁl gur%ﬁf% Eggé gFg ¥ c'@f‘#"lnd"c?é"%‘]e?ﬁ or
singl e randoni Mt several potential receive
~stations. N = )ngéd{{?q%ransm ?flqr %%iﬁ] rTE'%ISage duration (seconds) T =
- nmessage interval 25 [err] probability of collision [err] =
probability of mwdna%m@%ﬁlmm%ﬁ Pe AS'¢d11PEH6hSis 1 - @%‘

~transmitting the probability -19- that another particular transnltt
[err], will conplete or start another transmssion is 2M T The probability
that there wil|Ifbethereokiresim i sther fteansmitters i€ piebAbi1GEREIof no
transmtters the probability of no 5 collision, [err], 1Is gi ven by [err]
For large N collision, P, is given by
P, = (1 - -2
T
W - For large N

- (1 - 2M)
B

For a given Transmitter, Ti,_the probability of a collision
10 occurring during the interval T is

P,=1-P =1~ (1~ 2&)N

c
The probability of collisions occurr;ng'on.An successive tries
is
- An
Pen = (Bg)
For M= .3 Sec T =8 hrs. = 28.8 x 103 secs.

-5

= (1 - 2¥)N 1-2.08 x 10™° = (.999979)V

2 15 s T



[err] For a given Transm-tter, [err], the probability of a collision 10
occurring during the interval T is [err] The probability of collisions

occurring on An successive tries is [err] For M= .3 Sec T =8 hrs. = 28.8
x 103 secs. [err] -20- N Ps Pcl Pc2

Pc3 100 . 9979 . 0021 4 x [err] 8 x [err] 200 Lz
. 9958 . 0042 1.6 x [err] 6.4 x [err] 500: . 9896 . 0104;
[err] [err] 5 1, 000 =20-9794 .0206 4 X [err

8 X [err] 2,000 . 9591 . . 041 1.6 X [err% 6.8 X [err] 5,000
. 9010 .099 N 9.8 X [BFr] 9. Pk [err] 10, 00&c2 .811 Pc3

. 189 3.5 ' i :

node, the nunber 10 ‘transpj ers, osé ‘si gnal <lgevel exceeds tde
recei ver noise Iegép and cangb%%erefop§P2 e reczigbgoreliably @bﬂbﬂd% on:
(a) the density o ransmtt a (b) t mt.p l.esel ; 1 (~B)
propagati on path %8?5; (d) ngﬁground'ﬁgg?e. ﬁfggggépion pat%'ﬁbgélfg
highly variable dggoto attenggbigon. relphegtion, refpaecki on and scattesd ng
phenonena ) :

5 1,000 .9794 - .0206 4 x 1074 8 x 107
2,000 .9591 .041 1.6 X 10™3 6.8 X 1072
5,000 .9010 .099 9.8 X 10”3 9.7 x 1074
10,000 .811 .189  3.5X 102 6.7 X 10”3

From the viewpoiht of a remotg cell node, the number of\J

10 transmitters, N,., whose signal level exceeds the receiver

noise 1eVel and can, therefore, be received reliably depends
on:

(a) the density of transmitters;

(b) <transmit power level;

15 (c) propagation path loss;
| (d) Dbackground noise.

Propagation . path 1loss is highly variable due to
attenuation, reflection, refraction and scattering phenomend\J
which are a function of terrain, building structures, and

20 antenna location. Some of these parameters can even vary on
a diurnal and seasonai basis. |

In estimating network performance however, the simple
message collision model is not completely accurate because:

1. randém noise bursts from various sources can

25 ' obscure messages which do not collide;



which are a function of terrain, building structures, and 20 antenna

"l ocation. Sone of these paraneters can even vary on a diurnal and seasonal

- basis. In estimating network ‘performance however, the sinple nmessage
-collision nodel is not conpletely accurate because: 1. random noi se

" bursts from various sources can 25 obscure nessages which do
- not &oklide; -21- 2. sone colliding JEssage signals wll be of
“suffeciently different anplitude that the sttronger signal will still be

received correctly. A stapisti ca avel pr.oq de ta
-5 which determ nat?on c%%h e Cn%ei%‘?ﬁt‘ e %lg%%ﬁq%catlggﬁﬂg%g nunber ogg Q},‘

remote cel | nodes for a'aatﬁ:&eqbﬁugeaarﬁré@éﬁ ARl tHHtS thid SstPoifder

“can 'include data relating to house density the N-val ue defined above

~relating to the attenuatsggnall wWielseial bvehedoisiddtorrédugsence of
. trees. 10 FIG 4 is an illustrative |listing of applications

ted by th ' e withi ' i cat
metaorke Yrhet fob BkArIEELEAT HRRRAT ol Bel defontnd Vb TRY adbe OB
t | i td : ' I | I 1,6 .
Anetwork Ser vBlen Rialtniiests M nke “hnBel bl £0RT 1Y HBEREIER ana
ted i HhBe efte 1 beirl! e o 7 :
Egﬂgi ﬁg : RC?UZI ng st?t"?ﬁr’g m)u%t %#&laﬁ%%géeﬁgr??nf%r%zcggﬁﬁgﬁt d(’)%é%ééﬁﬁcal
housing into tihecaBiehlOrTRis] €REVESAEDNGAN ElNElvidé i datdtelailtg €6 Hbuse

network service 20 nodul é is coupled to a respective physical device. In
FIGi~P, density the N-value defined above relating to the attenuation
of the signal, the location. and presence of trees.
10 FIG. 4 1is an illustrative 1listing of applications
supported by the network service module within the wide area

communications network. The following is a detailed

discussion of the electficity meter application.

Network Service Module with an Electricity Meter

15 A network service module 110 schematically is shown in
FIG. 5 and is mounted in a suitablé housing 211 illustrated in
N2 FIGS. 6 and 7 with the housing including suitable mounting
arrangement for attachment of the housing into the interior of
a conventional electricity meter 212. Each network service
20 module is coupled to a respective physical device. 1In FIG. 6,
‘the physical device is an electricity meter 212.

Referring to FIGS. 5, 6 and 7 the electricity meter 212
includes an outer casing 213 which is generally transparent.
Within the casing is érovided the meter system which includes

25 a disk 214 which rotaﬁes about a vertical axis and is driven

at a rate dependent upon the current drawn to the facility.



the physical device is an electricity nmeter 212. Referring to FIGS. 5, 6
and 7 the electricity nmeter 212 includes an outer -casing 213 which is
generally transparent. Wthin the casing is provided the nmeter system which
i ncl udes 25 a disk 214 which rotates about a vertical axis and is driven at
a rate dependent upon the current drawn to the facility. -22- The e
nunbers of turns of the disk 214 are counted by a counting systenlinclggigp
nechani cal dials 215. The neter is of gggyentional construction and
various different desi.gns are well known In the art. 5 An antenna 322

5 mount ed o ikl oFl @utdle bR0eAR 408k NPLP idkh Iiirited Iy GAEbRAL

The antenna as I's arc- shaped extendi ng around the periphery of the

front face. dydieimanhel1Raing fhéchahiealardidanssphbe. Thhd\Shbearenin 342
of each of the network service 10 nodul es 110 is nmounted within the housing

of the neterconfertidical\Sbbastenctisn2and varicds aifferenppaesighsuare e
Itself of the network service nodule 110. This enables the network service
nmodul e 110 twelde knowr ain utlkel axtatively cheaply as an integral device

whi ch can be installed sinple in one action. .15 However, this provides an
NSM ant eBna 322 An @ntenna 323 dist nounfederht 2 RIracke 216licaryricad on khe
addition, the power level is maintained in relatively |ow value of the
order of 10-hQsiRg|ingide theccasing213r wERehaBtenRR asoShewn A§ arc-
smal | er battery system whi.ch is relatiyely.inexpensive, An NSM 20 ant enna
322 of this AR ; SKERACAG, S¥OURE HH5, CPRETERSTY, &F \5hPd FERRE 2 TASRye

of the or deroﬂ'xerf') naenéeomjt‘g\o cgli'llffgség'f:fOn are possible. ._
' The NSM antenna 322 of each of the network serviceu
10 modules 110 is mounted within the housing;of the meter. Thus
' the NSM antenna 322 is mounted on the support structure itself
of the network service module 110. This enables the network .
service module 110 to be manufactured relatively cheaply as an
integral device which can be installed simple in one action.
15 However, this provides an NSM.antenna 322 which can transmit
only relatively short distances. In addition, the power level
is maintained in relatively low value of the order of 10-100
milliwétts, the energy for which can be provided by a smaller\-J
battery system which is relatively inexpensive. An NSM
20 antenna 322 of this typé transmitting at the above power level
would have a range of the order of one to two kilometers.
The network service module 110 is in a sealed housing
which prevents tampefing with the sensors, microprocessor 220

and memory 221 located within the housing.



- The network service nmodule 110 is in a seal ed housing which prevents
tanpering wth the sensors, mcroprocessor 220 and nenory 221 | ocated

-~ Wi thin the housing. -23- Turning nowto FIG 5, .tihe network service
modul e optionally may include a detection device which uses the

m croprocessor 220 which has associated therewith a storage nenory 221. An
- esseptial sensor is for neter reading, for 5 _nmeasuring the anount of
elecfTicity, amount of water or ampunt of ga&3Tonsumed. Such a sensor

| | evi at havi te der b I 1.Qwi h t t.

AUt omati cal |y r opor AR B oFOUSBEE: of5 1 hd iy BEHOTR, FEEVIAR, RafBle
f be . i.ded_f det ' 0] ' i t

et vork servi (ORI PRE (EUIS "R ASTRRhEoh fetse Hhiah, vhgd pgve
dapted f | Ci : tafr . p=TololR] '

Sa?lto , e'i' nf o(rjinatte %ng'?r?c’:?%lo%‘%/eesdé%; %%@ %Jr"lg%ufs&gg%sor S J':/\a/ou dqge&%%%%gg eg@?%\?vge

data rate. T%M,?eif%fg CRAMEESER IHNS dend@t WPEK soPRiditler Sddiny] €¢or

aut omati on function udi ng basic neter reading, tine of use neter

readi ng, sesVi eIt} tHelafoGheNOECE1EPEE BELEPS, ad@itde Rt Br aR6hht
‘of service reporting, load research, residential |oad control comerci al

and industrial dfoagasutbasuied., asuchi af rddnsmrl aDlevpatesshawing ant meter
and data acquisition (SCADA). Furthernmore, the wi de area

communi cat i ons readeyr lpersormady pldopimgathe systepotet antemapptadldyi veport
they are devel oped. Wile the enphasis, by way, of exanple, is automatic
met&r/ readi ng &he @mounts i mpagerobHithe dhysigab|deviceity neter,

Any number of sensors may be provided for detection of

10 tampering events with the network .service module of the
present invention, and the sensors may be adapted for
electricity, gas, water or other applications. For the most
part, information reported by the vafious' sensors would be
considered low data rate. The wide area communications

15 network supports distributed automation functions including
' basic meter reading, time of use meter reading, service
connect and disconnect operations, alarm repo:ting, theft of

| k/ , service reporting, load research, residential load control
commercial and industrial load curtailment, and distributed

20 supervisory control = and data acquisition (SCADA) .
Furthermore, the wide area communications network is readily
expandable to support new applications a they ﬁre developed.
While the emphasis, by way of example, is automatic meter

reading and on measuring time of use of an electricity meter,

25 other functions such ’és 15-minute peak consumption recording,
line power monitoring, i_.e. , outage and restoration, tamper

sensing and timekeeping are supported.



25 other functions such as 15-m nute peak consunption recording, |ine power
monitoring, i.e., outage and restoration, tanper sensing and tinmekeeping
are support ed. -24- The following is a representative listing of
possi bl e sensors that nmay be used with the network service nodul e of the
present invention. Each sensor is optional, and to a person skilled in the
art, variants may be added to the 5 netmnrk service nodul e of the present
invention. (a) Atilt sensor 222 -detects-z@wement of the housing througﬂ\dh
angl e greater than a predeterm ned angle so that once the device is

i nstal | ed i ndi catfhen felhldwingddsi fa thepresentative ebsedngr of pbssipler
is renoved fromits normal 10 orientation. (b) = A field sensor 223 detects
t he presencsepsoxs dthat may fbel usednwith ther astwophvserfvide modibe of
electric field sensor should continue to detect the presence of an electric
fiel d unl es¥hehPrrsent | invensien.f roﬂ#%e5§959§m151539t10na{c) anfh to a
acousti c sensor 224 dtﬁieﬁs sound. e soundgs detected are transmtted

t hr ough a f PIeFéPnZZ%k i aFPﬁn L OVPFF'FQFSbWa%aPGg afded ity the
techniq nd SI naI SO ow. t O ss. thrqugh only those
sounds he%. ﬂ'@geb#%rre %ﬁp I? on to relate to

35 Gt ng-orar ' ) n% asfi@nseagtfgyggr Lﬂétggt% Sogaighe. () Admanctice

sensor 226 detect the presence o netrc

generat ed bypbldio rﬁ,gsgskﬂé L&eeﬁ 814 thaebrgmat g1 15 éﬁ‘é*t”d

al ways be present” u ter een y passe ed.” As
once the device is installed indication can be made if the

E

device is removed or if the meter is removed from its normal
10 orientation.

(b) A field sensor 223 detects the presence of an
electric field. Unless there is power failure, the electric
field sensor should continue to detect the presence of an
electric field unless the meter is rémoved from the system.

15 ' (c) An acoustic sensor 224 detects sound. The sounds
detected are fransﬁitted through a filter 225 which is
arranged to filter by analog or_digital techniques the sound
signal so as to allow to pass throuéh only those sounds whichth)
have been determined by previous experimentation to relate to

20 cutting or dfilling action particularly on the cover.

(d) A'maghetid-sensor 226 detects the presence of a

. magnetic fieid. A magnetic field is generated by the coils
driving the disk 214 so that magnetic fields-should always be
present unless the meter has been by-passed or removed. As is

25 well known, the rate of rotation of the disk is dependent upon
the magnetic field and, therefore, this'rate of rotation can
be varied by changing the magnetic field by applying a

permanent or electromagnet in the area of the meter to vary



25 well known, the rate of rotation of the disk is dependent upon the
magnetic field and, . therefore, this rate of rotation can be-varied by
changing the magnetic field by applying a permanent or el ectromagnet in the
area of the nmeter to vary .=-25- the magnetic field. The sensor 226 is,
therefore, responsive to variations in the magnetic field greater
thagat,a predeterm ned anount so as to indicate that an attenpt has been
made~to vary the magnetic field adjacent tHe?}Tsk to slow 5 "down the

tati f the disk. (e), A heat 227 detects_t that th
{ampor ot ur ¢ asehe BRBeRicn TAedd-1| THPaFeFRE BEP| B CHRFRLPEG D, HEBPORSLVS

batter |evel sensor is, indicated at 228. Th org; , 2

comuni cat e i nf& ne{AIRERRghiR0 ﬁ'ﬁ odnaixféf{]%[ fééﬁgerﬁéa@;ﬂ"di catey @
at 228 to the migropr.Qcessor - emThe ifo | f S a
228 can be con® w%r%@?%ig" 8us§<é‘{(§)i£r'\lg&ig€g?u{s:ﬁo ?E’(Saoéoép%r tEoﬁgs
of the unit. 0 i Qi khedd
required and tklli;gsé%l n g%n%? izgﬁrgg{:l?%p%%%%?%%%ﬁ%ﬁﬁ%ﬁ%ggaﬁ%mtg 8164
public weat ger qog.f,prtlﬂg UG of |¥hésiEAses the neter is |ocated
inside the “building and hence the tenperature wll remain
substantial |y const ) Weeresst t Sensotskde deneets wemperatnire kswvithat the
vary consunption quite dramatically. 20 (f) A consunption sensor
229 conpri ses tempetatante cassociated witht ar partdiecudar Hdimsf period sanpbe
construction since it i.s not intended to act as an accurate neasure of the
consunpti on of rnevordesttriai bptherd leMed dsersor chasingicated at 228. The

o~

sensors 226, 227 and 228 communicate information through

10 analog digital converter indicated at 228 to the
microprocessor 220. The information from sensors 227 and 228
can be communicated to provide "housekeeping" status of the
operation of the unit. The sensor 227 relating to the
temperature can be omitted if required and this information

15 replaced by information ga_in_ed from a public weather
information source. In some cases the meter is located inside
the building and hence the temperature will remain

U sui:stantially constant whereas the outside temperature is well
known to vary consumption quite dramatically.

20 (f) A consumption sensor 229 comprises a direct
consumption monitor which can be of a very simple construction
since it is not intended to act as an accurate measure of the
consumption of the electricity used. The direct consumption
monitor can, therefore, simply be a device which detects the

25 value of the magnetié: | field generated on the assumption this
is proportional to the current drawn. The direct consumption
value obtained can then be competed with a measurement of the

consumption as recorded by the rotation of the disk 211. 1In



nonitor can, therefore, sinply be a device which detects the 25 val ue of
the magnetic field generated on the assunption this is proportional to the
current drawn. The direct consunption val ue obtained can then be conpeted
wi th a nmeasurenent of the consunption as recorded by the rotation of the
disk 211. In -26- the event that the direct consunption nonitor prOV|des
a sum of the consunption over a tine period which is different fromthe
consunption measured by rotation of the_gdigask 211 by an anount’ greater fTﬁH#
a predeterm ned proportion then the direct 5 consunption nonitor can be
used to proyhdeedehtMRAALS thBAdirédits congutipes onn tionhdtiote Provitied T sl 2
mechani cal tag applied to the disk to reduce recorded consunption. (g) A
reverse senggrtRalcofisanptiof bverva et s Pdr it ailidh cis dieffurtent efroms e
rotation of the disk 11 and 10 provides an input to the m croprocessor on
det ecti on otheucnsumptden mégsuﬂbdxbmrreEatmonZBf|ﬁh&ﬁﬂ£bk02d&t&m.aﬁm
continual presence of the cover 213. The cover sensor conprises a |ight
enmtting di adeunt2greater gchan & predeteyninedapropprhion then tlse rdsiract ed
to a photo diode 233. The absence of the refl|ected beam at the photo diode
233 i s et cEPREUBREiON, BOMitiory can aPQ HFRI €0 gPEPVide: A tampesp

The refl ected,beamis_generated flective stri 234 applied gn the
i nsi de sur f ZRASOWAYIA cB?erl%ﬁd}‘?ﬁ%in e { fer §iRPRie 9 gﬁﬁnFFal Paia'§

The above SensghSF;%§ZFgﬁgdé%§ht g%%dggé'QQEoEﬁEBeEbB&uE¥Eﬂ&§nSO t hat the

presence of 2PR

1

(g) A reverse sensor 230, discussed in more detail
hereinafter, detects reverse rotation of the disk 11 and
10 provides an input to the microprocessor on detection of such
an event. |
(h) A cover sensor 231 is used to detect the continual
, présence of the cover 213. The cover sensor comprises a light
emitting diode 232 which generates a light beam which is then
15 reflected to a photo diode 233. The”ébsencé of the reflected
| ‘beam at the photo diode 233 is detected and transmitted as a
tamper signal to the microprocessor. The reflected beam is
generated by a reflective strip 234 applied on the inside \W/
surface of the cover adjaéent the diode 232 as shown in FIG.
20 5.
'The_above sensors thus act to detect various tampering
events so that the presenCe of such tampering event can be
recorded in the"mgmory 221 under the contreol of the

‘microprocessor 220.



recorded in the nenory 221 wunder the control of the m croprocessor
220. -27- The m croprocessor 220 al so includes a clock signal generator
35 so that the mcroprocessor.. 220 can create a plurality of tinme periods
arranged sequentially and each of a predeterm ned |length. In the exanple of
t hepresent invention 5 shown the tinme periods are eight hours in length

and{ the m croprocessor 220 is arranged to r_%})_rd I n each eight hour period
the_&p/r esence of a tanper event from one or r (

f the t [ ls. As
~shown in FIG 8 the_series of %g eggggetﬁéﬁ Qﬁao?i cigdagr)ieér)dg i%i‘crzﬁ?ﬁﬁg
with the series all eﬂlﬁﬁg? ? Speci f1c dates agg eacﬁ eightlhour perio

within the day g%?:'é‘i%rt'lﬁ:d. 58Vidy) EhSEPFhA SmiLrOpHbBEssEF 20" ¥hhNidkddte a

menory 221. On€ such series is shown in FIG 8 where a nunber of tanpering

~ events 236 are #%@a@@t@ﬂ of R md’ bat-ieds hivanyed seheeneialliSandyeach of a
" tanpering even as occurred and in addition then identifies which type of
tanpering evenpietictnfihdd aehgthle Intthe exaipléoflithe piésehtoihsention
. detected to acCurately record the nunber of rotations of the disk both in a
- forward andsi nghowelethe dimectperiods Bré €&ight abburg37imOlehgtbh iand the

- graphical formthe anount of rotation of a disk recorded in eight hour

- periods as prewimrdpratessaha2R0 Fis anvapgedogoorecord tine ergk etghhohaur
to rotate in a reverse direction 238.. Wenever the disk rotates in a
- reverse direct iperiathdhe nresencs af @ tagper,event, Siom eng REcpoze 9f the

~turns counted on the conventional recording system 215.
, tamper signals.
Y

As shown in FIG. 8 the series of the predetermined time
10 periods is recorded with the series allocated against specific
dates and each eight hour périod within the day concerned
ha§ing a separate recording location within the memory 221.
One .such series is shown in FIG. 8 where a number of tampering
events 236 are indicated. The print-out thus indicates when
15 any tampering event has occurred and in addition then
identifies which type of tampering event has taken place.
The rotation of the disk 211 also is detected to
U accurately record the number of rotations of the disk both in
a forward and in a reverse direction. In FIG. 7 a table 237
20 shows in graphical form the amount of rotation of a disk
recorded in eight hour ﬁeriods as. previousiy described. For,
one period of time the disk is shown to rotate in a reverse
direction . 238. Whenever the disk rotates in a reverse
direction, the reverse rotation subtracts from the number of
25 turns counted on the 'éonventional recording system 215.
The detection of the rotation of the disk is carried out
by the provision of a dark segment 239 formed on the

undersurface of the disk leaving the remainder of the disk as



The detection of the rotation of the disk is carried out by the provision
of a dark segnent 239 forned on the undersurface of the disk |eaving the
remai nder of the disk as -28- a reflective or white material. The
detection systemthus provides a pair of light emtting di odes 240, 241
whi ch are positioned on the housing so as to direct light onto the o
undersi de of- the disk. The light emtting di odes 240, 241 are 5 anguLg&Ly
spaced around the disk. The diodes are-ggsociated with the photo di odes™,
242, 243 which receive light when the disk is positioned so that the |ight
fromthe assorefiledtivehtorendtiitegmaterta?240, Thel detéstipnnsyistencitiagd i ve
part of the disk and that light is cut off when the dark part of the disk
10 reaches previdesi ai pairoodt ildghtBanitting dicde$ o240, oré¢lowhilch pate s
of light emtting diodes 240, 241 and photo diodes 242, 243 is used to
detect the preitiened wome thekhougins: $Padsi £o odiregtsdighte potat ithe of
the disk. The_direction of rotation is_then detected by checking with the

other of 1 HPASTRide SR dink IBSTHISESBAECIPAALodSE HA0L [AADATS as
.to whether the second pair .is_als ei he rk .gegnent or whether it is
seeing ?he ?W@%ﬁ&es_ aped arﬁPBai g‘gﬁ aﬁré‘Seng Ps AAPHES 458 IV%‘{ n
(o201 00 S PhAeBRER. Bkl L VLG Hher PR3 BRE UBR M oo
o e L8P L lodtoflia b SUE ch) SHORE' Hof WO knddi SR s
one exanpl eemiet shagka P6a80se 6 £f 2£L 1AL S QPN 1tHS ¥ VdctfvéBart of the
disk and that light is cut.off when the dark part of the disk
10 reaches the requisite location. Basically, therefore, one of
the pairs of light emitting diodes 240, 241 and photo diodes
242, 243 is used to detect the passage of the dark segment
that is, of course, one rotation of tﬁe disk. The direction
of rotation is then detected by checking with the other of the
15 pairs as the dark segment reaches the first of the pairs as to
whether the second pair is also seeing the dark segment or
whether it is seeing the reflective part. Provided the
sensors are properly spaced in relation to the dimension of -
the segment, therefore, this indicates the direction which the
20 disk rotated to reach the position which is detected by the.
first pair of diodes.
In order to conserve energy, the sensors are primarily in
a sampling mode using an adaptive sensing rate algorithm. 1In
one example the dark or non-reflective segment is 108° of arc
25 and there is provided’a 50° displacement between the sensors.
" In a practical example of a conventional metef, the maximum
rotation rate is of the order of 2 rps. A basic sample

interval can be selected at 125 M/sec, short enough to ensure



25 and there is provided a [err] displacenent between the sensors. In a
practical exanple of a conventional nmeter, the maxinumrotation rate is of
the order of 2 rps. A basi ¢ isanpl e interval can be.sel ected at 125 M sec,
~short enough to ensure -29- at | east one dark sarrpl e is obtained from
~the dark segnent. In operation, only the first pair of sensors is sanpl ed

: contkn/uousl y. VWen a dark response is observed, a second confirmng
sanple is obtained and the sanple rate incred®ded to 5 16 pps. As soon as
a light segnent of the disk is sensed, the second sensor is sanpled. The
'second sensor 8ti lleasteonedark ksavphenist pbkadnedofxomythes %ﬁ@@gent.
while if a light segnent is observed. thep, ccw rotation is indicated. At

- slower speeds, IBhPRPERFLPAM ALY t $hey ’E%ﬁ'rplp@ltrat% (Fe"{ﬁ°'-'%? pps FERATRIRE

f d 16 for 3Q% of f f '
ineor e ol ue't BEREIRNERE G, JRPER % CRERs FREPPERS [1E LoRShE %‘ah" gegond

0 i, SR AR
~which could in 28" pBES %hsgagtsaﬁm“gm t 'SR @rtRdCaRukPYE déns Sﬂ? 1503

I medi atel y be and er the LED is activated.

sensed wi th thﬁebEanfsfens%f ays | ab1&4. | NBheakedond dehsdrMitide idddd aéleél
after confirmng test. The latter may include a test of other sensors
such as the opgaekl seepieHt cgiéwneworbtationr igi eongictedewtiing tiff .a Abight
shown in FIG 5 comunication fromthe neter reading unm Is carried out
by kr/ adi o trassgmentoris fobmervdd® then ccw rotation istlildicated.

At slower speeds, the _algorithm results in a sample rate

10 of 8 pps for 70% of a rotation and 16 pps for 30% of a
rotation for the first pair of sensors plus two samples for
direction sensing for the second pair. For an annual average
consumption of 12,000 kwh, the disk rotates approximately 1.6
million times.

15 In order to sense the presence of stray light which could
interfere with measurements, the photo diode output is sampled
immediaﬁely before and immediately after the LED is activated.

o If light is sensed with the LED off, stray light is indicated
an alarm may be initiated after confirming test. The latter

20 may include a test of other sensors such as the optical
communication port sensor discussed hereinafter. |

As shown in FIG. 5 communication from the meter reading
unit is carried out by radio tranémission from the
microprocessor 220 through a modulation device 250 which

25 connects to the antenna 322. The transmission of the signal
is carried under control of the microprocessor 220.
Modulaﬁion carried out by the modulation device 250 can be of

a suitable type including, for example, phase modulation using



m croprocessor 220 through a nodul ati on device 250 which 25 connects to the
antenna 322. The transm ssion of the signal is carried wunder control of
the microprocessor 220. Mdulation carried out by the nodul ati on device
250 can be of a suitable type including, for exanple, phase nodul ation

usi ng -30- phase shift keying (PSK) such as binary PSK (BPSK), frequency
modul ati on using frequency shift keying (FSK), such as, for exanple, binar!
FSK, or spread spectrum nodul ati on in weB®k the signals are nbdul ated on

a nunber of separate 5 frequencies at tined intervals so that no single
frequency cphasel shiftiskeyingi (PSK) osich as dyinany (RSKHd BRSK) wifiteguendye

all ocation of a_dedicated frequency so that the signal appears nerely as
noi se to ré@@@ﬂéﬁ§lﬂﬁi@ﬁ195|iﬁGQRﬁR92M§R%§$t¥P2¥R9déE%EPngsapyoﬁﬁbthQ/

whi ch the signal _can_he recqvered 10 fromthe djfferent frequengi es_on
which it i s®¥RERLRY ¢ PAPATH: ity O Is?ﬂ'o%%gA§B‘F‘ﬁ?’é‘1“?‘t’§‘°3¥‘lPEHfBPelé‘eMmﬁ3Hes

112 are locgied w.thin the_geoqr | qal . area and_are _spaced approxi mately

- & Biopale’ oot ARG U i foc SEIBRFC ol hsphaTase
Eghggrmysgffééﬁe & eae Itl.iﬂnt?&iefnﬁég\erai/_lges 'e%tal?tecl?y Eg ”2;'}2 &Ally
m gEt be5 space a{‘ gg% mcrlee rnterval's on uti Pi ty pol es_%? ﬁ%h ﬁqi%od‘f!ygs.
the cel | 1 roaunnpPifs, RS DonER SRS Eheton Fp' 65, 368, ithoue™®

preferably ghe 3Q19RAt9brn P QvadaicdtehagredtieneyesCrhs® that s@%ﬂ@i
average, each NSM packet signal transmtted by a network service nodule 11

i S recei vedappeahsemepélioas neisectsatéceinirs idiicle\dd not have access

to the decoding algorithm by which the signal can be recovered

10 from the different freqﬁencies on which it is transmitted.

Remote Ce_ll Node

- A plurality of remote cell nodes 112 are located within
the geographical area and are spaced approximately uniformly
and such that each network service module 110 is within a

15 range of several remote cell nodes 112. The remote cell nc:;des
112 typically might be spaced at 0.5 mile intervals on utility
poles or light standérds. Each remoﬁe cell node 112 provides -
coverage over a limited area much like the cell in a cellular
telephone network. Remote cell nodes 112 preferably are

20 spaced to providé overlapping coverage, so that on an average,
‘each NSM-packet signal transmitted by a network service module
‘110 is received by three or four remote cell nodes 112, even
in the presence of temporary fading. As a conseguence,
erection of a tall building near a network service ﬁod_ule 110

25 has little or no effect on message reception, nor does the
failure of a remote cell node 112 result in loss of NSM-packet

signals or NSM data. ..



“in the presence of tenporary fading. As. a consequence, erection of a tal
“building near a network service nodule 110 25 has little or no effect on
nmessage reception, nor does the failure of a renote cell node 112 result in
| oss,of NSM packet signals or::NSM dat a. -31- As ddlustratively shown in
FIG.,9 each renmote cell node (RCN) 112 of FIG 1 includes first
RCN-transmitter neans, second RCN-transmitter means, RCN-receiver means,
RCN- g®nory means, RCN-processor means and eﬂﬁ#ﬂjv antenna 422. The RCN- 5
transmtter nmeans, RCN-receiver pneans, means and RCN- processor

" neans may be SnbOdl &Fa‘sllé%ﬁm%‘f%rﬁm‘@r 1|A‘1§ 1 BBEP, EPNRLE CRAY nod:
415 418
the RO lﬁ% frog i N it yFéﬁﬁg i N AR
414 10 i 416

hemory 415, ThEdaed AL YMEREERY Sy RGeS rvﬁznﬁu"iﬁ%f*omsaw
414,

frequte:lggszl1 E:irf%ar#ﬁ ﬁ%ﬁr&?ﬁ%ée%k%%ggo* {ﬁrequency‘gﬁgpe él grnTV\ﬁi § -
frequency ig b%ﬁ%ﬁxgﬁﬂtéﬁrmwﬁs N%ﬁefébé‘.ﬂreﬁlﬁeﬁhseaq{tﬁlfméﬁf‘rf'Héé‘hﬁt ¥nda

of network service nodules 110. Transm tting a command si gnal from t

RCN transm tt eRON-pHcEEEdr nidths haySbd énmbodbedAd L RONCErahbmittased18!
t he network service nodul e 110. The command signal 20 can incl ude

signal | i ng dat i rgcedwvert o4 1€} WRCN seemory bl andlIKCN Prociisyw | 1ag,
data may require the network service nodule 110 to transmt status or other
dat a: set respectively. The RCN transmitter 418 and the RCN receiver

kb/' 416 are coupled to the RCN ahtenna 422. The RCN processor 414
10 is coupled to the RCN t:ansmitter 418, RCN receiver 416, and
RCN memory 415. .

The RCN transmitter 418, under the control of the RCN
processor 414, transmits at the first cafrier.frequency or the
second carrier frequency a command signal. The choice of

15 frequency depends on which fregquency is being used for the NSM
receiver 316 at .each of the plurality of network service
'modules 110. Transmitting a command signal from the RCN

N\ ' iransmitter is optional, and is used if the NSM receiver 316

is used at the network service module 110. The command signal

20 can include signalling data being sent to network service

modules 110. The signalling data may require the network
service module 110 to transmit status or other data; set
reporting time period, e.g. from an eight hour period to a
four hour period; and  any other cgmmand, control or

25 “housekeeping" johs.éé;required.
The RCN receiver 416 receives at the first carrier
frequency a multiplicity of NSM-packet signals transmitted

from a multiplicity of network service modules 110. Each of



reporting tinme period, e.g. froman eight hour period to a four hour
period; and any other command, control or 25 "housekeepi ng" jobs as

requi red. The RCN receiver 416 receives at the first carrier frequency a
multiplicity of NSM packet signals transmtted froma nultiplicity of
networ k service nodul es 110. Each of -32- the multiplicity of NSM packet
signals typically are received at different points in tine, since they are€ _
transnmitted at a time which is randonly "B pseudorandom y selected withiy/
the predeterm ned_ti nme period e nultiplici of network 5 servjce %

nodul es 110tb§uﬂpﬂ§ipaigi§ﬁb9§}NﬁﬁhPﬂEkﬁFugégp?iﬁdﬁﬂﬁﬁi%b4¥ are e ivrRAl| es
110. R ' I, ' . RCN 414
anc teﬁggt;(;% ditesren Efﬁlﬂﬁ' .l'asRéIQS RSy SARS, GG A58 i SLRES RE 12
bol 11ng i gtaRe FRISH e Ehdomsy e Mpgifiatlont SLRgIaE Rt tne
eavesdr ops ggga%lt%%%e'ag E?@Etee%écﬁﬂ:dI‘Ode‘i'h‘éf'eﬂuiéﬁ*ﬁﬂ.ifﬁtw' J:fa ﬁ%@% t

i nternediate data term nal processor 414 collates“the

signal s secgieyqd cel MYdulldi 17EIWRIKI 1P eigi esubBetl oF. ttiéj%’sltdzfdﬁtyl%f
duplicates of NSM packet signals and del etes the duplicate M packet
signals.  ThetWok¥kPeeseite méddlesnliols Recefdl INSMSpacket dignals £k
receiver 416. The RCN nenory 415 stores the received multiplicrty of

NSM packet tiigealstampiidbycdhe RO prosEssormdds]l Bha demparar ibe aslesredid
stores in RCN 20 nenory 415 each of these data packets as received fromthe
net wor k ser\inc&heRC¥smenory - 415 before being transmitted to the next

higher network level. The RCN receiver 416 also receives*‘)
10 polling signals from the intermediate data terminal, and
listens or eavesdrops on neighboring remote cell nodes when
they are polled by the intermediate data terminal.
The RCN-processof 414 collates the NSM-packet signals
received from the network service  modules, identifies
15 duplicates of NSM-packet signals and deletes the duplicate
NSM-packet signals. The RCN processor 414 controls the RCN
transmitter 418 and RCN receiver 416. The RCN memory 415
stores the received mnltiplicity_of NSM-packet signals, Thusi‘J
each remote cell node 112 receives, decodes and stores in Rcﬁ'
20 memory 415 each of these data packets as received from the

network service modules 110.



- -33- The renote cell node conprises sinply a suitable resistant casing

- which can be nounted upon a building, |anp standard or utility pole at a
suitable location in the district concerned. The renote cell .node can be
battery 5 powered with a sinple omi-directional antenna as an integral
part of the housing or supported thereon. Information accunulated at renote
ceIIKgpdes 112 periodically is forwarded V|§ a polled radi o comunications
link-to a higher |evel network node, as i 1 FdStT at ed LN FIG 1, 10 terned an

LB%?L??LS’? Sl SR THERE S S T M SRV g shyftdbre
20 recel ve (TSFEERRE SREEAD nith W be' Hoited; upckTR Bull¥dinth’ (hmp
15 term nals. WO'& NG9y poiecnhtf wmsa&twrar edbatSofidt #n the

term nal 114, transmtter 418 transmts at the first carrier

frequency the & St LctUiddntdrdidd, of THAVF Pakbee el icde TARCHepaskistiery
signal to the internediate data 20 ternminal 114. Wen a first renote cel

node is pol3 edpywébed withta minply cupiradilgct iesnabiantethatss dat dntegral
term nal, neighboring renote cell nodes 112 receive the RCN- packet signal:
transmtted bypatt 6frtherbhousingebr supportiednthereon.ng an 25
- acknow edgment signal fromthe intermediate data terminal that polled the
first renote cell nInfprmation necgurnlated caf e xemoteodeelll2 nodes 112
respectlve FK)Lﬁifggfggilgelgt%%ngﬁgééuila a polled radio communlcatlons
- link to a higher level network node, as illustrated in FIG. 1,
10 termed an intermediate data terminal 114. The intermediate
data terminals 114 are spaced typically at 4 mile intervals
and can be conveniently cited at substations, providing
coverage for up to 100 cells. Remote cell nodes also receive
timing information and command signals from intermediate data
15 terminals. _
When a polling signal is sent from an intermediate data
terminal 114, the RCN transmitter 418 transmits at the first
W, ‘carrier frequency the stored multiplicity of NsSM-packet
signals as an RCN-packet signal to the intermediate data
20 terminal 114.

When a first remote cell node is polled with a first
polling signal by the intermediate data terminal, neighboring
remote cell nodes 112 receive the RCN-packet signal
transmitted by the first remote cell node. Upon receiving an

25 acknowledgment signal'from the intermediate data terminal that
polled the first remote cell node, at the neighboring remote

cell nodes 112 the respective RCN processor deletes from the

respective RCN memory mnessages from the network service



respecti ve RCN nenory nessages fromthe network service - 34- nodul es
that have the sanme nessage identification nunber as nessages transmtted in
t he RCN- packet signal fromthe first renote cell node to the internediate
data term nal . The nessage identification nunber is illustrated in a
typical NSM 5 data packet in FIG 3. FIG 1 illustrates a plurality of the
network service nodules 110. The network service nodules 110 are set ow
a pattern across the ground which is depeddent upon the positions of the
utility usage -which generally does not have 10 any particular pattern and "
the density BedYles %‘thﬂ'ﬁc&#ﬁ Pang Rgssagenidencificationhpumbert as
cell nodes 112 are arranlged I n &n array with the spagi ng_between the renote

cel | nodes MESSages | teARImitEedoiorR s@F%E@%HuFéS“ElO%’@thF &dast
t | de 112 1 {t t.t f f f
the rorote coTbagell, 39844, 88" e dpfbonlinchoiudta , Besadulyy o ,
f t t f h k
Seivi ce_ moadie T HE R @?%%%Zé%eﬁ?fe%@%%é@f b é%mﬁea" Bl
nodes 112 T4 eﬂgg]gegeill‘ FPghogles 110 -theoretically receive high levels

of duplicate information. In a normal residential situation, the |ocation

of the renpte celpr@odes illdasteatea &%i{g&lﬂ@?ko&erﬁﬁé%@@&ﬁ s&vie be
WOou

recei ved by four such renpote cell nodes d lead to an array 1 n which
each renpt e medulewdr1dl2 Phevinetwobk sespboei néduDespploxasat gby du@0qnof

t he network service nodul es 110.
a pattern across the ground which is dependent upon the .
positions of the utility usage which generally does not have
10 any particular pattern and the density will vary significantly
for different locations. _
| The remote cell nodes 112 are arranged in an array with -
the spacing between the remote cell nodes 112 relative to the
network service modules 110 so that each remote cell node 112
15 can transmit to at least two and preferably four of the remote
- cell nodes 112. Thus, the remote cell nodes 112 are provided
in significantly larger numbers than is absolutely necessary
for each network service module 110 to be received by a -
respective one of the remote cell nodes 112. The remote cell
20 nodes 110 -theoretically receive high 1levels of duplicate
inforniation. In a normal residential situation, the location
‘'of the remote cell nodes 112 so that each network service
module 110 can be received by four such remote cell nodes 112
ﬁould lead to an array in which each remote cell node 112
25 would be responsive 'ﬁo approximately 1,000 of the network

service modules 110.



-35- Each of the network service nodules 110 is arranged to cal cul ate an
accunul ated value of utility usage for a set period of time which in the
exanpl e shown is eight hours. Subsequent to the eight hour period, the NSM
conftoller 314 5 prepared to transmt the information in a packet of data
as an NSM packet signal. The packet of data includes: (a) The total of

~ usage -dur i ng the set period, i.e., eight haygs. (b) The accunul ated total
- usag®€ stored in the NSM 10 | ' menory 315.to date. The

transni ssion of thi gachf JEHHO MERFHIESsePRicevaBdlies TADSAGE drrdmfdd Seo
that the total for one of the tinme periods is not conmunicated to the

central data tgafcidate! gn casbuRhldeba valiencdf 128ility usage for a csét
recal cul ate the ampbunt in the mssing tine periods fromthe updated

accunul at ed t opekrio@c)ofSotiEmer whlilchofin htheaeprampdieynstheownleisned ghltovieoux sl
The tinme of transm ssion. 20 (e) A nessage nunber so that the
messages are nsubseguendqitantthe |gighth hour peyiodgaither NSM arantraolbler ndlie
112 can determ ne whet her ‘a message has been | ost or whether the

i nf or mat i ond r eprepaeds teetrapsaif phecintormation in 2 packet pfsdgtarragmn

duplicate one of the receiving stations. (f) "Housekeepi | nformati on"
Coﬁcer n the st §fMcpacket signgal. The pac(kgt of data incrhdes:

‘(a) The total. of usage during the set period,
- i.e., eight hours.
b - (b) The accumulated total usage stored in the NSM
10 memory 315 to date. The transmission of this
information ensures that even if a message is
. lost so that the total for one of the time
periods is not communicated to the central
data terminal, the central data terminal 120
15 can recalculate the amount in the missing time
periods from the updated accumulated total.
(c) Some or all of the tamper. signals defined
\./ . . above.
(d) The time of transmission.
20 _ (e) A mnessage number so that the messages are
numbered sequentially. In this way, again the
remote cell node 112 can determine whether a
message has been lost or whether _ the
information received is merely a duplicate
25 o _ me_ss_a‘gé from a duplicate one of the receiving
stations. . _
(f) "Housekeeping information" concern the status

of the network service module 110, for



of the network service nodule 110, for -36- exanple, the tenperature and
the battery |l evel indicator sensor values. Wen infornmation is received at
the renote cell node 112, the RCN controller 414 acts to store the
information received 5 in the RCN nenory 415 and then to anal yze the
information. The first step in the analysis is to extract fromthe received
nmessages the identification code relating to the respective network sery c
nmodul e 110. The information relating to t®&t network service nodul e 118¥F§£
i ntroduced into a RCN nenory .10 register relating to that network service
nodul e 110 to update the i néxampleprthe rtamperatying and Ehecbaktgry ievel
avoi ding transm ssion of duplicate information fromthe renote cell nodes
112 to the intermedi ate datindieaten| SN ¥2beeBsed i n which each renote
cell note 15 112 nonitors the transm ssiqns .of the other

_ re e cell des
112, " Vhen 1 he WRSR IIEOTHRCLOR IS EREELVEAnEt TRT HOMRYS SOl AORS: 288 ¢ | o
d with inf ti j t . . i
Chapar o o ithe el Tandp Bk S0 d ALY+l WEbreCURES I ngELRaBI0R rhegsvEd! N0
t | de, 11 0 i i Sy d t o ol N i : :
ool ea? | A nFad RoR) il | £18 aHA Bk 07 andl RO inEoHRER 10n.
time for tfg{ﬁéﬁéﬂg‘ Jtérﬁ“fi}ﬁ%hbeaﬁ.ﬁiyégg 18068 hderdct iFron Bhe' FRSedVRA

data termn s not sig cantly inCreased. In addition to the

transm ssi onpdeEagés Cehky iabnthe ivatdon tolitd aekRetting etothe Seespeetivdul e
110 can be arranged to transmt an al arm signal upon detection of the
renoval of th@twork service module 110. The information relating to that

network service module 110 is introduced into a RCN memory
10 register'felating'to that network service module 110 to update
'the information already stored.

One te’cl“miqﬁe. for avoiding transmission of duplicate
information from the remote cell nodes 112 to the intermediate |
data terminal 114 can be used in which each remote cell note

15 112 monitors the transmissions of the other remote cell nodes
112. | When the signals are monitored, the information
'traﬁsﬁitted'is compared with information stored in any other
remote cell node 112 doiné -the monitoring and if any;H)
information is found in the memory of the remote cell node 112

20 which is redundant, that information is then canceled. In

" this way when very high levels of redundancy are used, the
time for transmission from the remote cell node 112 to the
intermediate data terminal is not significantly increased.

In addition to the transmission periodically of the usage

25 data, each network éervice -module 110 can be .arranged to
transmit an alarm signal upon detection of the removal of the
‘electric voltage. The transmission of the alarm signal can be

delayed by a short random period of time so that if the loss



el ectric voltage. The transmi ssion of the alarmsignal can be del ayed by a
short random period of tinme so that if the | oss -37- of the voltage is
due to a power outage coveri-hg.-a nunber of |ocations:all signals are not
received at the same tine. The renote cell nodes 112 and internedi ate data
terinals 114 also can be programmed to retransmt such alarm
signals.5 imediately. In this way the ceggtral data termnal 120 has

i mediate i nformati on concerning any power outages including the area

concerned. Thi ?ﬁg?ﬁﬁr gt,lteﬁgesis a0ebks EPpeweRPbiitaeRAlbveritly ¥ Sinbdie of

initiated. Fur renote cell nodes 112 can be arranged to 10

transmt cont rchéEﬂBﬁ&SaiQrsQ?ﬁéﬁéi afie CRGE PREGE i ved Nith tHe Sdwdithafe) N The
whi ch the network service nodule 110 is | ocated.. The renote cell nodes 112

are necessaril yefbtangellinodes uizrhind dnteymediatendata texinalsrimd iakso
so that it is received in each of the prem ses concerned using again 15

rel atively | owcanande ssppogpammedanctaisi ngtransmijbi psacth praladmed fsognadiks
nmeter reading system This transm ssion capability can be used to
control, fd& eimmpléatedyi.o. donttiulsd sthykhe heentyal hdatahtepmimaded 28f has
rel atively high power equipnent for | oad shedding at peak periods. In

sinmilar 20 arr ingediate dnformakdon FONFErBing(any PovernpPutRdasidnsluding

receiving facility to enabl e detect Isﬁ;] of si gn%ts transm tteg}by t he rem),tde
cel | nodes 112thenagea cengarded.,oJhif FRPs fhyCPBFECe ERABJACMOKT A3RE

Syhchron sed | FePRIE SURGERAE,ES, Beodn saRteide 112 and/ or | nt el mediate
dat'as Furthermore, the remote cell nodes 112 can be arranged to
10 transmit control signals for operating equipment within the
premises in which the network service module 110 is located.
The remote: cell nodes 112 are necessarily arranged in a
suitable array to transmit such information so that it is
received in each of the premises concerned using again
15 relatively low transmission power and using the equipment
provided for the meter readihg system. This transmission
capability can be used to control, for example, radio
b cbntrolled_ switches within the premises of relatively high
power equipment for load shedding at peak periods. In similar

20 arrangements the network service module 110 may include a
receiving facility to enable detection of signals transmitted

by the remote .cell, nodes 112. In one example, these signals

may relate to | synchronizing signals so that each of the

network service modules 110 is exactly .synchronized in time

25 with the remote ,c;el'i_ node 112 and/or intermediate data
terminal 114 and  central data terminal 120. This exact

synchronization can be. used for accurately detecting usage

during specific time periods so that the utility may charge



termnal 114 and central data term nal 120. Thi s exact synchroni zation
can be used for accurately detecting usage during specific tine periods so
that the utility may charge -38- different rates for usage during
different tine periods f or the purpose of particularly encourage use at.
non-peak tines again for |oad sheddi ng purposes. The attenuation of a radfio
signal is proportional to the 5 inverse of the distance fromthe sourc_e\t}
the power N. In free space Nis equal td38=In nore practical exanples 4
where buil dings, trees. and ot her geographical .obstructions interfere with
the signal RijEREeRt rates)hetsad Hingodiffexepts fdime maxigds Lfor

significantly reduces the distance over 10 which the signal fromtr}%’mes
.

network ser fREcPYSHASE O BAF hieHIr LY. eRfRoUragR URtn 8% Non-Raak

[ dul [ i gni_fJi tJ | ch b it db I ngl
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defined by each renote cell node 112 to be relatively spem?i%c I'n size and
for the deggeeeobpaver Napsobghl® €6! 25 tDIn hfored Prautfehl exthples tittete

| evel s without wide statistical variations. An advantage of the present
systemi s t batiladhye,ktpeesi ared muheregedgaphichlaslestracttonstirteesdré on
whi ch i s geographically very di sadvantageous for transm ssion to the.

cl osest renwishcdile netigndl 2 Nmgeneraipnlies ebebyeendi4f.feeramd 5.0. This

effect, therefore, significantly reduces the distance over d
10 which the signal from the network service module can be
monitored. Thus, the number of network service modules is
significantly reduced which can be monitored by a single
remote celll node. Furthermore, the large N rapidly reduces
the signal strength after a predetermined distance so that
15 while a network service module can be effectively monitored at
a certain distance, the signal strength rapidly falls off
beyond that distance. This enables the cells defined by eaéh
remote cell node 112 to be relatively specific in size and for \y
the degree of overlap of the cells to be controlled to
20 practical levels without wide statistical variations.

An advantage of the present system is that network
service modules 110 which are located at a position which is
geographically very disadvantageous for transmission to the
closest remote cell node 112 may be monitored by a different

25 one of 6 the remote céil nodes 112. Thus, in conventional
systems some of the network service modules 110 may not be
monitored at all in view of some particular geographical

problem. In the present invention this possibility is



25 one of the remote cell nodes 112. Thus, in conventi onal systens sone

. of the network service nodules 110 may not be nonitored at all in view of
sonme particul ar geographical .problem In the present invention this
possibility is -39- significantly reduced by the fact that the network

servi-ee nodul e 110 concerned is likely to be in a position to be monitored
- by & large nunber of thé rennte cell nodes _kk2 so that the geographi cal
probl®m nost probably will not apply to 5 all of the renote cell nodes. The
i ncreased .densgiegnﬂf:ieaﬁ!etl? Cﬁédudélﬂeﬁ%r 1¢RePp@dbt St BREVIHEWHRIN i dérvice
nodul es 110 to operate with an integral NSM antenna 322 which can be forned
as part of themgghge rexsi 86nterheliodsedlikébyn tohebeoinend i positibactuc cbe
utility 10 neter. In this way the network service nodule 110 can be
totally self cmohdtoredwbyhian Xdrgeratumbémust nghehremetieoweld inwies |B12 oso
within a very short period of tinme, avoiding customer dissatisfaction
caused by wirithapr btheegeogndphicadi pgobkempmosthprobgbdy wWikdgnotoapply to
separately nmounted NSM 15 antenna 322. I'n addition this arrangenent
si gni fi cant}y Adduofsthecremoteselie N9&d@%ork service nmodule 110 to a | evel
whi ch i s econoni cal Ig%/‘ viable to allow jnstallation of the system_ The

present invention cZRecificrrased denRity P cRePAtesFetdt RFdes; i3 Rermits
dul 110 It t to t | t | ILi t er.ni d ti

per i 0d o that EaR GREHoER SaRriaR paadled | 550, B9, PrBERRE, M Gp ofEaural

same frequencyyRgtuean e 59be ARt fafatd AR adlbAY 5PC i Mhéter

cel node

reading unit housed within the conventional electric utility

10 meter. In this way the network service module 110 can be
totally se‘lf contained within the meter housing thus allowing
installation within a very short period of time, avoiding
customer dissatisfaction caused by wiring problems and
reducing the possibility of damage to a separately mounted NSM

15 antenna 322. In addition this arrangement significantly
reduces the cost of the network service module 110 to a level
which is economically viable to allow installation of the

b system.

The present invention can employ a system is which the

20 network service modules 110 are permitte_d to transmit only
during a predetermined time period so that an opén time period

is available for communication on the same frequency between
the intermediaté data terminal 114 and the remote cell node
112 without any interference from the remote cell nodes 112.

25 This level of communication can be carried out using a polling
system from the_.interme'_diate- data terminals 114 to each of the
remote cell nodes 112 in turn preferably including a

directional transmission system at the intermediate data



112 without any interference fromthe renote cell nodes 112. 25 This |evel
of conmmuni cation can be carried out using a polling systemfromthe

intermedi ate data termnals 114 to each of the renote <cell nodes 112 in
turn preferably including a directional transm ssion systemat the
I nt éernmedi ate data -40- termnal 114. This systemallows optim zation of

J

the renote cell node 112 density to neet cost/performance criteria in _.
di fferent deploynent scenarios. The presd®= i nvention, by recognizing thuse
non-volatile 5 nature of the information source and the acceptability of °
m ssing an terminadalldpdaThishsysten ediovwss siphindzatiomof die sremste
enabl es the i n‘gl enent ation _of data collection networks of greater
sinplicity efdlanade\ckl2 odensity to meet prest/pertornmancenhcriteria in
conmuni cati gn_net wor k aEBr-oaches 10 i nvol ving two-way conmuni cati on. The

present inv@hffeRentnhae ent, SEERATI0S-3di 0 comuni cati on networ k which
b | d ' d f | nunber .of t t .

roni toring devi cABeqPessEly ciyedflod, By 2EeREPREz 180, thS, Nasyolatile

t It | | NECY, | | - t 1] 15 .al |
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are | ocat oo Sr R (o et Rdtd Chrolof CRENRESRIA M5BN I

ypl ol |y o o o et b WA [T ion
term nal s lAdtwoeksr df ygeeatepaceiplicity and at lower cost than is .

possible with established commuxiication network approaches

10 involving two-way communication. The present invention,

therefore, provides a radio cpmmunication network which can be

‘employed to acqﬁire' data from a large number of remote meter

monitoring devices disposed over a wide area using very low

power traxismitters in conjunction with an array of remote cell

15 nodes all operating on a singlé radio communication channel or

frequency.

‘Intermediate Data Terminal U

The plurality of intermediate data terminals 114 are
located within the geographic area é.nd are spaced to form a

20 grid overlaying the geographic area. . The intermediate data
terminals 114 typically are spaced to cover large geographic
areas. Intermediate data terminals 114 preferably are spaced

to provide overlapping coverage, so that on an average, an
RCN-packet signal tra'h#mitted from a remote cell node 112 is

25 received by two or more intermediate data terminals.



t'o provi de overl appi ng coverage, so that on an average, an RCN packet
signal transmtted froma renote cell node 112 is 25 received by two or
more internmediate data term.nals. -41- As illustratively showm in FIG
10 each internediate data terminal 114 includes first IDT-transnitter
nmeans, second |IDT- transmtter nmeans, |DT-nenory means, |DT-processor
means, - first | DT-receiver means, second | Dlzggceiver means and an |DT 5
ant &Ana. The first IDT-transmtter neans, second |DT- transmtter

means, | DT-nmenory maang1ivstritacraspshowdin Ficsiid Bhdhedaitermetiaite aata
second | DT-receiver neans nay be enbodied as a first IDT transmtter

- 518, second RKirnirls 14t ¢hclihfes! PirstIDT-tridnsnitter asenny, sebbnd T
| DT 10 receiver 521 and second | DT receiver 522, respectively. The first '
| DT transnmitt ertranshiditer hmelnsst IDT-memoryemeéRis ar IDTopricsessont hmelDE,
antenna 522. The | DT processor 514 is coupled to the first and second |IDT
transnitters 5¥Erss IDT-redeivar neansecsagondIPBreecel ves means andg @n HPT
menory 515. 15 The second IDT transmtter 519 and second | DT receiver 522
may be enbodi e@remnateyi cTheyckixsty ADTstropsnither | peanspr FLFOHG t £OT-
518 under the control, of the IDT pr 8 ssor 514, includ a synt hesi zer or
oquival ent ci r GHATSRIHET o MEARNS . nGDERBERAFY; eyt PEARESE W PRENS0

| ranom tter s1d RN F e MO R SeBone EREREEei VR, ealts BRY: ke
e ah e MY ob e’ k) 1) SRS B4 gecong, 107
the first transmitter 519, IDT memory 515, IDT processor 514, first IDT
10 receiver 521' and sécon_d IDT receiver 522, respectively. The
first IDT transmitters 518 and the first IDT receiver 521 are
coupled to the IDT antenna 522. The IDT processor 514 is
coupled to the first and second IDT transmitters 518, 519, the
_fi_.rst. énd second IDT receivers 521, 522 and IDT memory 515.
15 The second IDT transmitter 519 and second IDT receiver 522 may
be embodied as a device such és a modem 523.
The first IDT transmitter 518 under the control of the
IDT processor 514, includes a synthésizer or egquivalent
Qircuitry for controlli_ng the carrier freguency, and allowing
20 the first IDT transmitter 518 to change carrier frequency.
Tt_}e first IDT transmitter 518 transmits preferably at the
first carrier frequency, or the second carrier frequency, the
firét polling signal using a f:i._rst polling-access protocol to
the plurality of remote cell nodes 112. When the first
25 polling signal is received by a remote cell node, that remote
cell node responds by _sending the RCN-packet signal to the
intermediate data terminal 114 which sent the polling signal.

If the intermediate data terminal 114 successfully receives



25 polling signal is received by a renote cell node, that renote cell node
responds by sending the RCN-packet signal to the internediate data term nal
114 which sent the polling signal. If the internediate data termnal 114
successfully receives -42- the RCN packet-signal, then the first IDT
transmtter 518 sends an acknow edgnent signal to the renpote cell node. ° @
Upon recei ving the acknow edgnment signal, fromthe RCN processor 414 at<the
renote cell node deletes, fromthe RCN meddry 418, 5 the data sent in tf
RCN- packet signal to the.internmediate data terninal. Internediate data
term nal s 1thex| BENcpasketcsionailsi fdems bhanfiidistanBDTotransmither s5198
renote cell nodes 112. .Rempte cell nqdes 112 serving inportant SCADA
functions c&ensts AN gaknavladanent figmaly tey the remetscgradenadea tBpannal

114 d ] k ime. The fi, | DT. i 521 i

Lhe RON pacBRCIving The SHRRPRLCHImenE FibBRl,AroB TRk prersore
t | d i.ch | . : i al |1
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sequenti gl | | ursgl i cﬁ{%ﬁ acket sLgnagl.s..,The.

515 storgs %‘:hee'lq ‘?éeg%i \%gghRéi#— p%%?(g% Si ncalPé;? Ei?ﬁéﬂl %f’ p%%e%’%%%%ﬁég
collates the kfiar0 signals enbedded in the RCN-packet signals
received fromthe plurality of renote cell nodes, identifies duplicates of

NSM packet si gnairitéritedifd®s efatd ceattiingrs a1 NEMIIEE kebmi§i8h€e tifing
nmessages from network service nodul es that have the sane
information and command signals to remote cell nodes 112.
Remote cell nodes 112 serving important SCADA functions can'bé
10 polled more frequently by an intermediate data terminal 114 to
reduce network response timg.
© 'The first IDT receiver 521 receives the RCN-packet signal
transmitted at the first carrier frequency from the remote
céll node which was polled. Thus,'after sequentially polling
15 a plurality of remote cell nodes 112, the first IDT receiver
521 has received sequentially in time a plurality of RCN-
packet signals; | |
The  IDT memory 515 stores the received RCN;packetQ\g
signals. ~ The IDT processor 514 collates the NSMQPacket
20 signals embedded in the RCN-packet signals received from the
plurality of remote cell nodes, identifies duplicates of NSM-
packet signals and deletes the duplicate NSM-packet signals,
i.e., messages from.nefwork'service modules that have the same
message identification number.
25 In response to é.second polling signal from a central
data terminal 120, the second IDT transmitter 519 transmits a
plurality of RCN-packet signals as an IDT-packet signal to the

central data terminal 120. The second IDT transmitter 519 and -



rmessage identification nunber. 25 In response to a second polling
signal froma central data term nal 120, the second IDT transmtter 519
transmits a plurality of RCN packet signals as an | DT-packet signal to the
central data termnal 120. The second IDT transmtter 519 and - -43-
secpnd | DT receiver 522 may be embodi ed as a nodem 523 or other device

for; comunicating informati on over %ﬁnunlcatlons medi um 525
Ilﬂ&ﬁgtheirneHdeuecMIaterMnalvmtht central data termnal. 5

Th t di at e_dat | s. 114

Ancenna 559, “CRPPRLG. MDTFEbEITAE B2 Y, ¥ mﬁﬂﬁ?ﬁaﬁ?é@t 3 ?nﬁﬁékﬂﬁ?ﬁ or
d to di h 5 %%ﬁm fﬂ%

ﬁgggggi12 ?n LL g%det§2%$§§§n1§gf e respectl afgﬁ%%% ce { node 112 10

a second pol I ngoﬁhaﬂihﬁﬁibhb”ngﬁ&uhhesﬁﬁm)ifnﬁﬂlﬁ newe lirddméd PAEE1 taata

the stored information fromthe menory 415. Use of nore than one

antenna can al | geraeAEUNWEEH SheVdehtiale daltan terminamt e cel | node 112 at
atime. The renote cell node 112 is required, therefore, nmerely to transmt

.the informatg on 15 wirheh iirftdrmuthinitie eihtan téremina ks ndli4 amayddnsludenions or
114 and collected for analysis. Central Data Terminal At the upper |evel of
the hierarchy | moge civectialdl antennas 520.whidiring sthe gquietwdiwme, the
control center and data 20 consolidation point. The central data term nal
120 control s bashtermeddateopdatai Germinadv dydi i oaﬁﬁﬂé‘?@#oﬁ'eﬂ gdzestorkhe

regardi ng network organi zation. The central data termnal’
antenna 522 or antennas to each of the remote cell nodes 112
o

in turn and to transmit to thefrespective remote cell node 112

10 a second polling signal calling for the remote cell node 112
to transmit the stored information from the RCN memory 415.

Use of more than one antenna can allow communication with more
than one remote cell node 112 at a time. The remote cell node

112 is required, therefore, merely to transmit the information

15 which is transmitted to the intermediate data terminal 114 and

collected for analysis.

P ' . Central Data Terminal
O/

At the upper level of the hierarchy is a central data
terminal 120 which acts as a network control center and data

20 consolidation point. The central data terminal 120 controls
basic network operation, allowing it to make global decisions
regarding network organization. The central data terminal’s
purpose is to integrate information from a variety of network
nodes into a coherent'fo:m'which.may be forwarded to different

25 utility operating groups for  specific applications. In
addition to linking regional data terminals, the central data

‘terminal 120 is connected to critical SCADA sites some of



purpose is to integrate information froma variety of network nodes into a -
coherent formwhich may be forwarded to different 25 utility operating
groups for specific applications. In addition to |inking regional data
termnals, the central data termnal 120 is connected to critical SCADA
sites sone of -44- which may be co-located with internedi ate data
termnals 114 at sub-stations. At this level, there are relatively few
conmmruni cation links, so those required cambe selected to optim ze cost, \J
speed and rel i abi I|ty The transmission 5 between the central data :
termnal 120 vhich mayihe fe1leartedwitieolinternediaterdatal tethinals 114
carried out using a communi cations _nmedium 525 such as tel ephone

lines, T1 c&%igaRTstatigns. opidte thigndevel, dhsrel areantelativeiiel few
m cr owave channel S,. Or satei)llte l'i nks.. 10 As illustratively shown in

FIG 11, theSOBmungcakian ( Linkfq) sPcﬁ‘P&%o’-’PﬂBFE&ésm Pﬁaﬁﬁ%ﬁqt@d to
means, CDT- oces S, .and CDT- means. The
CDT-t r ansmi tt&?ﬂ#é_g]es“%%%% rg%) r o nSF r%r# e‘ssor an apsmission
CDT- nenor 1 15 CDT rgecei ver
616, CDT%rocessor 61%%%2%%#2? ﬁﬁtﬁ %ﬁrespec I VE Q %?ﬁ ali ity of
transmtter Ghgedmbaddtd eaauertéﬁﬁlaaﬁscoyﬂ egdo QieC %993613

medi um 525. The CDT processor 614 is coupled to the ransm

CDT recei ver cohfnitatibns mieaithd. S8 @UcH I W Midd Réptdie 2" nds COTry

receiver 616 nmay be a nodem 625 or other device suitabl e fTor conmuni catl ng

i nformation ceerikelrs,cofdbercabptis nedanmeds; bedarealt heaSPet rahakidss,

termnal 120 and each U
microwave channels, or satellite links.

10 As illustratively shown in FIG. '11', ‘the central data
terminal (CDT) 120 includes CDT-transmitter means, CDT-
receiver means, CDT-processor means and CDT-memory means. The
CDT-transmitter means; CDT-receiver means, CDT-processor means

" and CDT-memory means may be embodied as a CD'I' transmitter 618, .

15 CDT receiver 616, CDT processor 614 and CDT men@ry 615,
respectively. The CDT transmitter 618 and CDT receiver 616
are coupled to the communications medium 525. The CDT
processor 614 is coupled to the CDT transmitter 618, CD'IQ
receiver 616 and CDT memory 615. The CDT transmitter 618 and

20 CDT receiver 616 may be a modem 625 or other device suitable
for communicating information over the communications medium
525 between the central data terminal 120 and each
intermediate data terminal 114.

The CDT transmitter 618 transmits sequentially in time

25 the second polling "éignal using a second polling access
protocol to the plurality of intermediate data terminals 114.
The CDT receiver 616 receives a plurality of IDT-packet

signals. The CDT processor 614 decodes the plurality of IDT-



internedi ate data term nal 114. The CDT transmtter 618 transmts
sequentially in tinme 25 the second polling signal using a second polling
access protocol to the plurality of internediate data termnals 114. The
CDT receiver 616 receives a plurality of |DT-packet signals. The CDT
protessor 614 decodes the plurality of |DT- packet signals as a
plural-~ty of NSM data. The CDT processor 6l4sal so identifies duplicates of
NSMd¢at a and del etes the duplki:cate NSM data. The CDI nenory 615 stores the’
NSM data in a giéRe®a8fgnd 18 ABM dsidra Biey ! PLINSM a0 Y 2Rk EDPPEREESE0D
as desired. Uility Overview The performance of the network is in |arge
part determ neghdyatBe denyie iy deplicateés of0NSM rduty candl deletesl Ifhe
| i nk performance, which is defined by the network 10 service nodul e nessage
| oss rate. Theaduplicate MEMiderd Ur Thes CDTSingmortyt 6151 stores the NsMwdeka in
service nodul e nessage | oss rate, which is defined as the fraction of
transmtted nes viata dmse ce TnedVSH datsajessoukputted e analyzedor prgcessed
~remote cell nodes. The two issues that affect the message |oss rate 15 are:
1. rel atPvelds | degetrede varying pathl oss which is caused by the nature of
t he urban propagation environnent; and 2. si mul t aneous nessage

transm ssions, or collisions, 20 which are a problemfor any

mul ti pl e-access system The issue ofuha&g% agge¥%pgbng pat hl oss is resol ved

t hrough t he use of:
The performance o6f the network is in 1large part

- determined by the network service module 110 to remote cell
node 112 1link performance, which is defined by the network

10 service module message loss rate. The network architecture is
designed to minimize the network service module message loss

rate, which is defined as the fraction of transmitted network

service module messages which are not received by the remote

cell nodes. The two issues that affect the message loss rate

15 are: _ _
1. relatively large and varying pathloss which is
va_  caused by the nature of the urban propagation
environment; and
2. simultaneous message transmissions, or collisions,
20 _ which are a problem for any ﬁultiple-accgss systen.

. The issue of large and varying pathloss is resolved
through the use of: |
1. transmit power adjustment;
2.. path redundancy, controlled by the remote cell node
25 . gria spac;ng: and

3. multiple transmissions per day.



1. transmt power adjustnent; 2. pat h redundancy, controlled by the

renote cell node 25 grid spacing; and 3. mul tiple transm ssions
per day. -46- The collision issue is resolved using: 1. pat h
redundancy, controlled by the renote cell node grid spacing; 2. mul tiple
transm ssion per day; 5 3. partitioning of traffic according to '
priority; and 4. capture effect. Renote cell node spacing can be selectgd
to control the path redundancy, thus |eadi4®F to an adjustable’|level of .
per f or mance. Notice that .path redundancy _and nultiple 10 transm ssion

per day are used TBer€QdLIgigp: dssve ds rEFPLVRds USG5 i nciple features of

the wi de area communi cations network. The etfegt.of collisions |

mnimal, so the probaBRE ‘y'ealpn&(él‘g?{vi ﬁ@ngrﬁiaﬁét bXn??iﬂ%m‘aﬁ?i‘Fﬁ‘)if fedeuy

I S maintai ned at exceptioaallg high levels. 15 ° The link budget

contains all of the ga9ﬁ§ afB2Fd8¥%Es bet ween the network service nodul e

power anplifier agd th srecejiver nd is used to calcul ate
35c WAPAETES BRensRItRAci Rt uant

t he maxi num pat hl 0Ss Ich™Ca on-any K. The m ni num
recei vabls signal 33t t Barte¥R0bRing brNeFRALrS CHddBHEDL &R f'Joﬁfﬁ‘iﬁm d
which is equal to the gum of the ?Ioi se floor and the cagrzrier%tlo t e'ncﬁnse

| evel which is requiregaptueedeffieet.ecei ve the nessage (10dB). Every
network service nodul e has many renote cell nodes

Remote cell node spacing can be selected to control the

path rédundancy; thus leading to an adjustable level of. .
performance. Notice that path:'redundéncy and multiple'_
10 fransmission-per day are used to resolve both iséués, and thus
are principle features of the wide ‘area communications
network. The effect of collisiqhs is minimal, so the
“probability of receiving a packet any time during the day is
‘maintained at exceptionally high levels. |
15 The link budget contains all of thé'gains and losses
between the network service module power amplifier and the
remote cell node receiver, and is used to calculate the
maximum pathloss which can be allowed on any 1link. Theg
minimum receivable signal at the remote cell node is estimated
20 as -115 dBm, which is equal to the sum of the noise floor and
the carrier to the noise level which is required in order to
receive the message (10dB).
Every network service module has many remote cell nodes
within receiving range, which increases the reliability of
‘25 packet reception. Wﬁén'a netw&rk'Service module transmits it
has the potential to be received by many remote cell modules.

Some of the remote cell modules are in shadow fading zones and



wi thin receiving range, which increases the reliability of 25 packet
reception. When a network service nodule transmts it has the potential to
be received by many renote cell nodules. Some of the renote cell nodul es
are in shadow fadi ng zones and -47- do not receive the signal whereas

ot hgrs have an increased signal due to shadowi ng. Even though sonme of the
renﬁge-cell nodes 112 are quite far fromthegnetwork service nodule 110,
and_thus the average 5 - pathl.oss is below the maxipumallowed limt, it is
still possibl e do netereecedive rHewsignel vivhereasulothers leave ganl ihevelased
fluctuations, shadowi ng, multipathing, etc., contribute enough to the
signal |evel. Signal|guestoeshadowingel| nodes which are close to the
networ k service nodul e do not hear the 10 network service nodul e because
the signal variati onévelectRenughtseneigfiathecrepeoke| eedl nhodessiyai Areaguite
amount. During the life of the system the urban | andscape changes due to
bui | di ng const rkR¥ i TFPM tche WGk Sarvi 9o mosid &) A3 h anth &husc khegaverage

| andscape affect the networ 5 seryice nmodul e-r te cel] pode. links,

causi ng som® r SRS | IFo LRI tBe TP AlIevede 1idtilor kikeris cBtill
dul e whi l [ ' th { K , dul,e.
For each |1 nk edsTRIE €5 xodRIVE (e | SEEd K DErPEtOROaRTE  1E LhR Bignal
b ti : i is hQ k .
Peadity and codttid} Sibetuatiifs AdRARLOIT IR, (8LhT | cBRlripute
Sof tvar e gr ol the sT3Rai S8valea SAITIAYIF bt Hentte o3 HBdes

i mpl emented in those regions of the user's
\_ which are close to the network service module do not hear the

10 network service module because the signal variations decrease
the signal network level by a significant amount.
| During the 1life of the system, the urban landscape
changes due to building construction and demolition and
foliage growth. These changes in landscape affect_the network

15 service module-remote cell node links, causing some remote
cell nodes to no longer receive the network service module
whiie new remote cell nodes do receive the network service
module. For each link_that is no longer available it is
expected that a new link becoﬁes operational.

20 The wide area communications network can readilf and cost
effectively expand to support new hardware and application
softwaﬁ:'e growth scenarios. The wide area communications
network éan be implemented in those regions of the user’s
service territory and for those services which are most needed

25 on an implementation plan which is ﬁot_affected by geographic
distribution. FIG. 12 illustrates the- configuration of the
wide area communications network for serving widely separated

geographic areas. This includes the provision of wide area



service territory and for those services which are nost needed 25 on an

I npl ementation plan which is not affected by geographic distribution. FIG
12 illustrates the configuration of the w de area conmunicati ons network
for serving widely separated geographic areas. This includes the provision
of wi de area -48- conmmuni cati ons net wor k services . to i solated | =
snmal |l er communities via satellite, fibre optic, microwave or other back—s ji
bone network. Due to the unique nature of4®~de area conmunications %
networ k's single channel, micro cellular 5 scattering propagation concept’,
it is i munecemmanigational rpetwopkobl@EVICRS add adiisglamked s, smaller
mul ti-path, |ack of |ine of sight typical of nountainous, hilly, valley or
hi gh densit yCoPBaR1ties; Yda 'ﬁ%%’ﬂ%‘%w eB1PEANORtdSyi AHSLTANaNS kosuptbers a

b d 10 f i tori | fiahl t nd fast '

(r ansact | on BEEFI BARRoTECHREImbPuS! HhcOie BB #Ea: PBRURECEF ¥ soanarea
ti t | LfLed b Ilities. Due.to t t andar di zed t Kk
Cnrerface proomaSEleabi Bl Tnethakk 8" saiAan oEhaRRetne BLGESa, Gallvlar

ace | mes ek | on, . Cor
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of fers not oRhyid RN dis Eudd Wa' ka,ash&i,Cﬁumy!nﬁﬁéﬂ[ﬁﬂr&CF ddk o#1 1A

d
wat er neters but al so provides a series of generic noddles 'w I ndustry

standard i nép@ight typidinetsmohiftasnbhastn21y) Gl ey Wit hdg® abnsYtyent
sensing. This allows a variety of vendors to incorporate a w dé area

conmuni cat i amsbametsetkingumuni cation interface into their own products be
they fuses, i o L. : o
The wide area communications network supports a broad
10 range of monitoring, verifiable control and fast response
transaction applications. A number of these application needs
are and continue to be identified by utilities. Due to the
standardized network inﬁerface protocol and message packet
configuration, the wide area communications network is able to
15 readily_ augment its service offerings in either new hardware
or software. The wide area communications network offers not
only specialized network sgrvice modules for electric, gas and
water mete;r:s but also provides a series of generic modules \J
with industry standard in/ output interfaces for contact
20 closure, voltage or current sensing. This allows a variety of
vendors to incorporate a wide area communications network
communication interface into their own products be they fuses,
alarms, temperature sensors, etc. |
The wide area communications network can provide a single
25 integrated data channel for other utility operational
applications. Some of these applications are hardware
oriented but many are application software oriented. They

involve the generation of new value—added information reports



al ar s, térrperature sensors, etc. The w de area comruni cations network can
provide a single 25 integrated data channel for other utility operational

appl i cati ons. Some of these applications are hardware oriented but
many are application software oriented. They involve the generation of new
val ge- added i nformation reports -49- or services. Al t hough sone are

privgki-ty f or use by the utility, many of 44w could be offered for sale
to the customer thus resulting in a new revenue streamfor the utility. 5

The wi de area eemsetreiéésdNs EItWouglasomepEnrde bbimaxpaysifior oasECAY the
toits highly reliable wireless conmunication capabilities. Many utilities
would i ke to atl:dlintgtrumaniralofmmmiqgubdi rhe offeredr SADASalmweeer the
the wiring costs or difficulties often associated with these 10 prohibits
SCADA growt h acustomerstthusn neswkting siihe. a GReWw | tevienwer Istream cfor the
modul es coul d be used to solve these problens. The hierarchical design of

wi de area commtiddditiYons network allows the customer to service an

arbitrarily large 15 contl uous or non-contl Uous q:g, hIC area, as ,shown
in FIG 12,5contai nit®§ eaﬁﬁqaca‘t"?’ﬁ‘ﬂ'énéﬁﬂ ?a°¥‘§r8§ SHPRAT i the

The key 1ssues delalidd OoPPRuRbRT AUE & slopkfs,? oI gt
serviced: and Jommf1%a84%h Wadhoti¥idd!® MuBhPheh i8R0k 6BL1ANE k8 ko add
instrumental monitoring points to their SCADA, however, the
(*/ wiring costs or difficulties often associatedﬁ with these
10, prohibits SCADA growth at a sub-station or other site.
Generic network service modules could be used to solve these
problems.
The hierarchical design of wide area commnnications
network allows the customer to service an arbitrarily large
15 contiguous or non-contiguous geographic area, as shown in FIG.
12, containing many applicatibns and a large number of end
points.
The key issues related to expansion are:
1. The size and arrangement of ghg geographic area;
20 2. The number of end points whicﬁ can be serviced; and
3. The ease with which the number of applications can
be increased.
The hierarchical design of the network allows non-
contiguous areas to be serviced over a wide geographic area.
25 Separate areas have ‘their own intermediated data terminal
communicating with the central data terminal. Data from non-
contiguous areas wouldube_transfe:red at the central data

" terminal level.



be increased.. The hierarchical design of the network allows non- contiguous -
areas to be serviced over a wi de geographic area. 25 Separate areas have
their owmn internediated data term nal comunicating with the central data
termnal. Data fromnon- contiguous areas would be transferred at the

central data termnal |evel. -50- As the nunber of end points increases;
ei ther due to an increase in the nunber -of applications in a geographic. f
area or due to an increase in the size GT5°c‘he geogr aphi c area being %

Prat ?ﬁdcre;{‘id” ”%h&s%&%{#qﬂ)“%?“s § ARCPHPaR @i thetoiue to an
Traffi t, t deal t
wiih by hor ehEPaSEe 1R rhdSulbelf of RISt n R 2 CSaHRER1 & Sreiat | on
f additi Fl G 13 10
ol oty ot ocBhe L?%?LET%%%%Z%E%%%R% 2o bE HE BRUREBRic dHed peing
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i ssue of concern is the identification of the nessage source.

communi gat | agaitebnalktpagridceredeedodspehas! bR ke tybe 16r HEE S Xn
each type of service nodule, which allows unique nodul’e identification over

the life of belngsysdddedAs therrafibie ofintpelases i ofn | RHeLasSREdet haa@gpuUNt
of traffic froma given square mle is assuned to al so increased.
Si nul at i onscesmuhdcptdonst netwerkaaxe ideti damidtht byt hardwat& aexginloR ik end
points can gteles '?:L‘r’;'t‘i-%dl I%.eart:as gztlslnrgi eam\évI lt:; tlglsiallatlon of additional
intermedia_'te data terminals in the new area. FIG. 13 \J
10 illustrates a typical communications network with gradual
growth in the- number of areas served.

As the number of end points increases, another issue of
concern is the identification of the message source. Wide
area communications network provides over one trillion serial

15 numbers for each type of service module, which allows unique
module identification over the life of the systemn.

As the number of applications increases, the amount of
traffic from a given square mile is assumed to also increased. (W)
Simulations to the p_resent time have indicated that more than

20 20', 000 end points can be serviced per sguare mile, with this
maxmum number depending on the details of remote cell node
deployment, house density and message reporting frequency. A
dense urban area with 35 ft. by 100 ft. 1lots contains
approximatelj 5000 homes per square mile.

.25 Centralized control of wide area communications network
is achieved by allowing the central data terminal to have

access to network status data, which it uses to make decisions

regarding network optimization.  These decisions are



maxi num nunber depending on the details of renote cell node depl oynent,
house density and nessage reporting frequency. A dense urban area with 35
ft. by 100 ft. lots contains approximately 5000 hones per square mle. 25
Centralized control of w de area communications network is achi eved by
alldbwi ng the central data termnal to have access to network status data,
whi & it uses to nake decisions regarding -getwork optim Zati on. -
Thegse decisions are -5%=..downl oaded to the internedi ate data termn nal
Ind renmpte celdownkismied tedthe cchtiméddte alata Hermi rlald irenmstd et
at the renote cell node and intermediate data ternminal levels by using 5
priority tabl emdesssigeequirede i nstructi ons and al arm st orage
instructions. The structure of the priority tables is described as foll ows.

In each message th&entralizedctragfier qptuoke igsechievedr at sthesaenste

Identification tags stating_the nessage type 10 and the source. The .
priority tabl &eﬂn pRde; e‘é’@lqn}%%&tgl/lgagﬁd terminalyi deveds: by using

I nal 14 ' |i.Sti f all id | £ I J h
and the pr Por o) EHFES SHIEeR Y s BedRags | AFSRedde HIRIFBIEAI opmih 20

0 t2
con e ubCe! eyl el Aol BRRAelg 87 ERGUESH A0 BIY io
priorities, “"H%E:fﬂ%&@%‘ Pgl?g{,%orned with mniml inmpact on the network
ol of the alarmira

traffic. Contr _ fic within the network requires another
tabl e because al ar niy e | ids88G§ET 8haE D50BPankEatte@ through the systenm,

\ there is a set of identification tags stating the message type
10 and the source. The priority tables in the remote cell nodes
112 and intémediate data te:;'minals 114 contain a listing of
all identification tags in the system and the priority tables
are first installed at the time of deployment, but can be
updated from the central data terminal 120 as required.
15 During the network operationai period there may be a need to
change message priorities, which can then be performed with
minimal impact on the network traffic.
Control of the alarm traffic within the network requires
another table because alarm reporting generates higher traffic
20 levels for a short period of time.  This bursty traffic
generation can lead to congestion problems, and so an alarm
instruction table allows the central data ferminal to clear
alarm messages out of remote cell node and intermediate data
terminal buffers at the end of the alarm. This priority table
25 also allows the utility to tailor the alarm traffic delay to
suit its particular needs.
Both the priority tables and the alarm instructions are

used by the message storage instruction module to properly



’

20 levels for a short period of tine. This bursty traffic generation can
| ead to congestion problens, and so-an alarminstruction table allows the
central data termnal to clear alarm nessages out of renote cell node and
internediate data termnal buffers at the end of the alarm This priority
table 25 also allows the utility to tailor the alarmtraffic delay to suut
its particular needs. Both the priority tables and the alarminstructi

are used by the nessage storage instru gﬁlon nodul e to properly 52 manage
traffic on the network. The nessage storage instructions maintain the
message ( t res fic n, and
transmt &gﬁa?%ars%gegﬁﬁ’g eﬁtg}l% % at a }tMg{r"%l nlﬁégggbﬁe %é%g for
network c et Vi e

renot e ceﬁ#ﬁéf& cghﬁﬂ?cﬁm€%§ﬁéﬁée +§§g%|§%§sseﬂ a ove o] orégnlze
the messageguisibe Alimd®SALES Wi %i‘ﬁ'?; tg RRRiaRLRAY S¥hfChe e
speci fi ed delay. ® Thémlo centﬁa dataﬁfernlna dovinl oags dﬁ%gg?ghthe

three contpobroPHahes aB€al ) GthdiscéPErhl edatht térningd aRPP&Nhskq t hose
skilled in the art that various nodifications can be mde to the

comurg catfow snetivobk kceateolbed herein without departing 15 fromthe
scope of the present invention as set forth in the appended cl ai ns.
The network service modules transmit messages to
the remote cell nodes, which then use the tables discussed
abdve to organize the message queue. All messages reach ;J
thé application switch with the specified delay. The
10 central data terminalidoﬁnloads data to the three control
modules and tables as required. |
Tt will be apparent to those skilled in the art
that various modifications can be made to the
communications network described herein without departing

15 from the scope of the present invention as set forth in the

appended claims.



53 CLAI MS 1. A comuni cations network for collecting a pIuraIity of
network service nodule (NSM data generated by a pl uratd physi cal

devi ces |l ocated within a geographic area, 5 conpri sin “ u
network service nodul es, with each network service rmduﬂllmmﬂwmun ll m\
respecti ve physi cal deV|ce generating respective NSM dat &, with ebch
networ k service nodul e i-ncluding an NSMreceiver for receiving a 10

comfrand signal, an NSM controller respgnsive -to the received conmand
sisgnal for setting a carriér frequency, and an NSMtransnmitter for
transmtting by wireless radio at the gaIMs frequency the respective NSM
data fromthe respective physical device as an NSM packet signal at a 15

ti me pseudor andomzy conmetied biions netwprkdEéoercohbecting pplnklity of
plurality of renote cell nodes (RCN) |ocated within the geographic area and
spaced, wit h nedsienkeseorvicse madud et clatiehgguieratied oyl pduwaddty
servi ce nodul es 20 within range of at |east two renote cell nodes of said
plurality of ofenbh¥sical ndeeicesorlagated awdsbdmy acgsagraphie area,
transm tted NSM packet signal cell nodes by at |east two renote cell nodes
of said Bl ur SOMBriFin®Enpte cel | nodes mﬁth each renote cell node

I ncl udi ng 25 ran er for,trans tlng by w rel

radi o the command %l@ﬁﬁraiéﬁyRGé r@@ ?’95 FRRTYIRR BP &srrul‘l’ Wi &

network service quule coupled to a respective physical
device generating respective NSM data, with each network
service module including an NSM receiver for receiving a
10 command signal, an NSM controller responsive to the
received command signal for setting a carrier frequency,
and an NSM transmitter for transmitting by wireless radio
at the:carrier frequency the respective NSM data from the
respective physical device as an NSM-packet signa1 at a
15 time.pseudofandomly selected within a predetermined time
period}
a plurality of remote cell nodes (RCN) located
\_/ within the geographic area and spaced, with each network
service module of the plurality of network service modules
20 within range of at least two remote cell nodes of said
plurality of remote cell nodes, for simultaneously
receiving the transmitted NSM-packet sigﬁal cell nodes by
at least two remote cell nodes of said plurality of remote
cell nodes, with each fgmote cell node including
25 an RCN transmitter for transmitting by wireless
radio the command signal,

an RCN receiver for receiving a multiplicity of



54 NSM packet signals transmtted froma nmultiplicity of network service
modul es, with the nmultiplicity of network service nodul es incduding a
subset of said plurality of network service nodules, and 5

RCN nmenory for storing the received nulti |ICIt of
signals, with said RCN transmtter responsiv ll mI“ Hll (ﬂ g 5|gna,1
for transmtting by wireless radio the stored nu packe

signal s as an RO\ packet signal; 10 a’ pl urallty of I nt er medi ate
data terminals (1DT), with each interm®$ ate data terminal including a

frgmtﬂ z NP EAGKeE p%ﬁbpfaa”s %%éﬁ?s%em%f%ﬁZi&L%S#l%a“”“ p'y' %?9
of "Rk pacREEiaEl HEN e AR BEER KBp bl ﬁ?fé#?gg%o?x‘é bcnodés
with the %Eb&'dec'ﬁéldﬁeézgﬂhi ‘ihb @dﬁtfg&e' B i?afalf{;%e e ed

plurality of renote ce nenory or orlng

mul tiplici HetplorRONRIANIRE m%&ﬁ_%sS é{:h(isecond | DT recei ver for receiving a
second pol l'ing signal, and a second IDT transmtter

responsgi ve to the se@gpd Rghl | NfedBpal for tE88EThEt | REhd hergb@rl%d
multiplicity of RCN packet signals as an | DT-packet signal, and
multiplicity of NSM-packet signals, with said RCN
transmitter responsive to a first polling signal for
transmitting by wireless radio the stored multiplicity of u
NSM-packet signais as an RCN-packet signal;
10 a plurality of intermediate data terminals (IDT), |
with each intermediate data terminal including |
a first IDT transmitter for transmitting by
wireless radio the first polling signal using a first
polling access protocol to each of said plufality of remote
15 c_ell nodes;
a first IDT receiver for receiving a mu1t1p11c1ty
of RCN-packet 51gnals transmitted from a multlpllclty of
' remote cell nodes, _w'ith the multiplicity of remote cell
nodes including a subset of said plurality of remote cell
20 nodes;
an IDT memory for storing the received
multiplicity of RCN-packet signals;
a second IDT receiver for receiving a secbnd
polling signal, and
25 a second IDT transmitter responsive to the second
polling signal for transmitting the stored. multiplicity of

RCN-packet signals as an IDT-packet signal, ‘and



55 a central data terninal (CDT) having a CDT transmtter for .

transmtting the second polling signal using a secoW

protocol to said plurality of intermediate data ter receiver
for receiving 5 a plurality of |DT-packet signal s for
decoding the plurality of ¥ DT- packet signals as the p ura |L data

and a CDT nenory for storing the plurality of NSMdata in a data base.

A ‘®gmmuni cations network for collecting agglurality of 10 network serV| ce
nmodul e (NSM data generated by a plurality of physical devices |ocated
within a geographic arega e¢emerhli Ndata PteFaindYy OfcH®t WlEiTRY ViaCecpT
nodul es, with each network service nodul e including NSMtransmtter neans
for 15 trantmansmigtery forraheaenitting thepesécand WIY1idrf asggnanat ed
by a respective physical device as an NSM packet signal at a tine

pseudor andoni usimigeat sdcandhpol hing eslecess| preotddolk tresadd, pauphlitli bf of
remote cell nodes (RCN) |located within 20 t he geographl c area and spaced,
wi th each netvotermediate dahd caminslsl o aCDT yre¢eireenof ér seecedving
nmodul es within range of at |least two renote cell nodes, for receiving the
transmitt&d Nevpheratitygedl HTpacketst sigvalsmota EBT pragessaw t Kovach
renote cell nodes including 25 RCN recei ver _neans for receiving a

mul tiplicity 8ecRWGackbe sP&H&'PQ-#Wan?ﬁ t I0F-Paskek nEignpilsci a§ othe
network servi Ciuraq.uI & of tﬁsﬁh_gair{gl,t 'Ad C_alltXD’ft)'f mg?n%mrgrr or storing the

plurality of NSM data in a data base.

~ 2. A communications network for collecting a plurality of
10 network service module (NSM) data generated by a plurality
of physical devices located within a geographic area,
comprising;
a plurality of network  service modules, with each
netﬁofk service module including NSM-transmitter means for
15 transmitting by wireless radio respective NSM data |
generated by a respective physical device as an NSM-packet
signal_ at. a time pseudorandomly selected within a
U predetermined time period ;

a plurality of remote cell nodes (RCN) located within

20 the geographig area and spaced, with each network service

module of the plurality of network service modules within

range of at least two remote cell nodes, for receiving the

transmitted NsM-packet signal by at least two remote cell
nodes, w:.th each remote cell nodes 1nc1ud1ng

25 RCN r_ecelver_ means for receiving a multiplicity of

NsSM-packet signals transmitted from a multiplicity' of

network service modules with the multiplicity of network
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56 service nodul es including a subset of said plurality of network service
nodul es; RCN-nmenory nmeans for storing the received nultiplicity of

first pol 1ing signal for transmtting tne second (NIMANIEIIRALY *

packet signals as an RCN-packet signal; a plurality* oft i htelfnetlidte data
termnals (IDT), with each internedi ate data term nal including 10 A
| DT-transmtter means for transnitting¥%he first polling signal to said =«
plurality of renote cell nodes; DT-r i ver means for receiving a

mul tiplici f t Si S Jransm d from: Lpki.city of
r enot e celéé%ﬁgld%g%aﬁﬁ'gg h eﬁ*%’lﬁ%ﬁ c?t %g%)’%gr%e f eg%lg? Ingh'ét%llﬁ%g esog
i ncl udi ng t ' aLity of renote cell nodes; |DT-nmenory means
for stoﬂrﬁ% e ré%%%vggégﬁgé#% ity of RCN-packet signals, with said |IDT-

transmtter me L i . . tiplici
WO LESROEP NEarld R0 BRAPINIOLhe Vod 00l ¥ EHiciey

transmtting the stored Tultiplicity o packet signals as

signal, argk avgepadketlasPghe18] N@ha (CDT) having CDT- transmitter neans for .
transmtting the second polling signal to said plurality of internediate

data tgerm nal s,ROP~-trihEmitterVaeafitaresponsitcreito N§ Eikist Pollimy
| DT- packet signals, CDT-processor neans for decoding the plurality of
| DT- packetsisymaihl fozs trensmiting ythé [sedoted apuBnipIidity of NSM-
packet signals as an RCN-packet signal;
a plurality of intermediate data terminals (IDT), Q.J
with each intermediate data terminal including
10 IDT-transmitter means for ﬁransmitting the first
polling signal to said plurality of remote dell ﬁodes;
IDT-receiver means for receiving a multiplicity
- of RCN-packet signals transmitted from a multiplicity of
remote cell nodes, with the multiplicity of remote cell
15 nodes including a subset of said plurality of remote cell
nodes; |
IDT-memory means for storing the received
multiplicity of RCN-packet signals, with said IDT-
transmitter means responsive to a second polling signal for
20 transmitting the stored multiplicity of RCN-packet signals
| as ' an IDT-packet signal, and
a central data terminal (éDT)' having c<DT-
transmitter means for transmitting the second polling
signal to said plurality of intermediate data terminals,
25 CDT-receiver means for receiving a plurality'of'IDT-packet
'signals, CDT-processor means for decoding ﬁhe plurality of

IDT-packet signals as the plurality of NSM data, and CDT-



57 frermry means for storing the plurality of NSM dat a- ta base. 3.
A network as claimed in daim1l, wherein each of said network service

moduf es further Tnoludes: S om one o secst ver means |{HIHAINIRNIML oo .

*

angl NSM processor means responsive to the command signal- fcorLadT ustirng the
carrier frequency of said NSMtransmtter 10 nmeans and updati ng an

i nt¥r nal cl ock. 4. A network as cl ai neds4l ai m 2, wherein each of said
networ k service nodul es further includes: NSM processor neans responsive to

detection of Aeméryr Meadadifdo®nstor iitethbe pluraldiy IHMMEN dataciih 18
said NSMtransmtter neans is responsive to said alarmsignal to transmt
t he al arm si g@atai base.NSM packet signal; said RCN-processor neans is
responsive to receipt of the alarmsignal to cause said RCN-transmtter
means to 20 3tranannetwbrkaaaralaiged! innChaikCN, pevdoseini emeh ; ofinsatdi d
| DT- processi ng neans is responsive to receipt of the alarmsignal to cause
sai d | DT-trannetverk seumiceompduiesi furtheyn ianaluvdgaal in an | DT- packet
signal. 5. A network as clained in any one of ,claims 1 to 4, 25 wherein
said plurlity of NéMsrespiyey; deeanscrt@esreaceribadt id/ cCpRBARL t§ighal
electricity neters. , . ]
transmitted from one of said plurality of remote cell
nodes; and
NSM-processor means responsive to the command signal
for adjusting the carrier frequency of said NSM-transmitter
10 means and updating an internal clock.
4. A network as claimed Claim 2, wherein each of said
network service modules further includes:
NSM-processor means responsive to detection of an
alarm condition to generate an alarm signal; wherein
15 said NSM-transmitter means is responsive to said alarm
signal to transmit the alarm signal in an NSM-packet
signal;
W, said RCN-processor means is responsive to réceipt of
the alarm signal to cause said RCN-transmitter means to
20 transmit the alarm signal in an RCN-packet signal; and
. said IDT-processing means is responsive to receipt of
the alarm signal to cause said IDT~transmitter means to
transmit the alarm signal in an IDT-packet signal.
5. A network as clain;ed_ in any one of claims 1 to 4,

25 wherein said plurality of physical devices includes a

respective plurality of él.ectricity meters.



58 6. A network as clained in any one of clains 1 to 4, y\/ner'éi"'n sai d

plurality of physical devices includes a respective pluratty of water

neters. 7. A network as clained in any one of claj : wherein
said plurality of physical devices includes a rﬁwﬁ@ ‘Eml e“ ty of gas
A n

neters. 8. A nmethod of collecting a plurality ser¥i ce nodul e
(NSM data generated by a plurality of physical devices coupled to a %
plurality of network service nodules, 10 respectively, located within:a

geographic area, by a plurality of r te cell nodes (RCN) |ocated within
t he geogr gphi c ,ar and._space ' each rvisce nodul e of, t he

pl urali tyaeg'f ncﬁ \Aﬁ%&wg%‘v%%e %D%g(ﬁ%% é\lﬁt I?lqﬁt \r,%%eggf czgtall%sasi t %ot e
cell node | d .Rlsler al.i e e : gl | f ' t aneously
receivi _ng%’t ereé%r g?’lltuya%}ﬁﬁ%ﬁagt Tﬁypé?ﬁlecggl ?%grs%ﬁot:gﬁ%gl _%o es,
conpri si ng-dhe St fRS lﬁ%/j_'%\%;pr%]f b ndtdSt €ss radi o respective NSM data

fromeach of “the plura ysi cal devices as an NSM 20 packet

signal at & tine AetA6FRU akS WO OfhY arfyeCone | BE. cilaigaehir eepte, cel
node (RCN) a nultiplicity of NSM packet signals transmtted froma

nul ti @ i civhiereiin Bali@or plugelitge ofioghyadcalni dbvites nithélndesi ta of
network service nodul es including a subset 25 of said plurality of
net wor k searespesctniovk | plyral by rof tdes meetersd nul tiplicity of NSM packet
signals received at each of the plurality of renote cel
8. A method of collecting a plurality of network service
module (NSM) data generated by a plurality of physical u
devices coupled tb a plurality of network service modules,

10 respectively, located within a geographic area, by a |
plurality of remote cell nodes (RCN) located within the
geographic area and spaced with each network service module
of the plurality of network service modules within range of
at least two remote cell nodes of said plurality of remote

15 cell nodes, for simultaneously receiving the plurality of
NSM data by at least two remote cell nodes, comprising the
steps of:

transmitting by wireless radio respective NSM data
from each of the plurality of physical devices as an ﬁSM-

20 packet signal-at a time selected pseudorandomly,

receiving, at each remote cell node (RCN) a
multiplicity -of NSM-packet signals transmitted from a
multiplicity of network service modules, with the
multiplicity of network service modules including a subset

25 of said plurality of network service modules; |

storing the received multiplicity of NSM-packet

signals received at each of the plurality of remote cell



.59 nodes; polling the plurality of renote cell nodes with a pl ur"ality of
polling signals, respectively, froman internediate data term nal;

transmtting fromthe plurality of renote cell nodes,__pespeﬂs-l—\fe—t—e—i—he
plurality of polling signals; the stored ITU|'[Ip|IC¥t of gnal s
as; a plurality of RON- packet signals, respectively; wmim “;Ml
plurality of RCN- packet signals at the 10 | nterrred

st i ng the received multiplicity of RCN- pgcket signals received at "the
internmediate data termnal; transmtting, responsive to a second polling
signal, fromnaodessality of internediate data termnals, the 15

plurality of RCN packet signals as a plurality of |DT- packet signals, and
receiving the plurpoildyingf Y- pdukelitiygred sremokecerrihil nodes twith nal
(CDT). 9. A network as clained in daim2, wherein the IDT- 20
transmtter nPAMFAli&ypof quldlrf&elﬂg‘rgakﬁr espespegtively pf frhem an

plurality of RCN packet si %nal s froma respectlve one of the plurality of
remote cel |l nab&ermedigiesdagay nt si gnal to the respective one of

t he plurallty of rermte gel |, nodes. network . as | ai in
Claim 9,% wherein Fﬁ'§m|1§§|&é’8t ffé"é’moﬁ?eoi’lf‘ﬁélﬂtéfr of; rempte, efddene FF'
nodes, T esPongiug 2:Le to thd bI6raT1N be 38 iRho® 55 h1s, the storea

multiplicity of NSM-packet signals as a plurality of RCN-
packet signals, respectively;
receiving the plurality of RCN-packet signals at the
10 intermediate data terminal; _ |
storing the received multiplicity of RCN-packet
signals received at the  intermediate data terminal;
transmitting, responsive to a second polling signal,
from a plurality of intermediate data terminals, the
15 pluraiity of RCN-packet signals as a plurality of IDT-
packet signals, and |
receiving the plurality of IDT-packet signals at a .
W, central data terminal (CDT).
o. A network as claimed in Claim 2, wherein the IDT-
20 transmitter means, responsive to receiving a respective one
of the plurality of RCN-packet signals from a respective
"one of the piux;elity of remote cell nodes, sends an
acknowledgement signal to the respective one of the
plurality of remote cel:!., nodes.
25 10. A network as claimed in Claim 9, wherein the
respective one of the plurality of remote cell nodes,

responsive to receiving the acknowledgement signal,
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60 overwites the stored nultiplicity of NSM packet signals upon receivi.ng
addi ti onal NSM packet signals. 11. A nethod as clainmed in Claim8, further
conprising: sending an acknow edgenent signal tjdﬂﬂlﬁ”éﬂmmmlmg of 5 the
plurality of renote cell nodes; receiving the a ARynal ;

recei ving additional NSM packet signals from netwbrK sérvi'ce’ nodul es; and
overwiting the stored nultiplicity of NSM packet 10 signals with t e\
addi ti onal NSM packet signals. 12. A ngjhod as claimed in Caim8, further
conprising the steps of: correlating, rn time, the nmultiplicity of

NSM packet 4 &4 ae 1 | y £ Y4 uplel : #}g{}@ o hgnal
fromthe rr?ﬁftl p %gie?y%glg ﬁsff\ﬁ%%%ﬁlgﬁi‘g?g%gfgtgr %Igeﬁﬁ}% a cﬁ?i %ﬁéﬁ‘alg

NSM packetygbgnaeei v 2AYN888REKoRRNLY NER-PREKERS sighdigverwriting the
duplicate of NSM packet "signals with 20 t he additi onal NSM packet

signals. 1B1. An AEERUAI 48! t0AImedCinOCHainog, Fakithel eompRdki@ik Service
nodul e (NSM data generated by a plurality of physical devices 1ocated
within a sgedingphnc ackmwledlgendnt NgigRdl to a regpedtalvd yord 6€t wor k
service nodul es, with each network service nodul e coupled to a respective
physi cal dehecplurakityi of remptet ced1NBbddsia, with each network

receiving the acknowledgement signal;
receiving additional NSM-packet signals from network
service modules; and : ' \)
overwriting the stored multiplicity of . NSM-packet
10 signals with the additional NSM-packet signals.
12. A method as claimed in Claim 8, further cémprising the
steps of:
correlating, in time, the multiplicity of NSM-packet
signals;
15 identifying a duplicate NSM-packet signal from the
multiplicity of NSM-packet signals;
receiving additional NSM-packet signals from network
service modules; and
overwriting the duplicate of NSM-packet signals with
20 the additional NSM-packet signals. |
13. A communications network for collecting network
service module (NSM) data generated by a plurality of
physical devices 1located within a geographic area,
comprising: '
25 a plurality of network service modules,. with each
network service module coupled to a rgspective physical

device generating respective NSM data, with each network



.61 service nodule including an NSMtransmtter for transmtting by

W reless radio the respective NSM data fromthe respective physicat device
as an NSM packet signal; 5 a plurality of rempte cell nodes (RCN)

| ocated within the geographlc area and spaced mnth n i ce
mdul e within a range of at |east two renote cell 3mmmuﬂm mmmermte
cel I node including an RCN receiver for receiving a HUIFlpFlCth off NSM 10
pébket signals transmtted froma nultiplgtity of network service nodul es,
and RCN-transm tter means for transmtting the multiplicity of

NSM packet siseevicasmeduReNinatudingi gnal ; and 15 a central data
termnal (CDT) having CDT-receiver neans for receiving a plurality of RCN
packet signals, a @DINgMotrassmitber dEendiranshitbing dby twindlqai radixket
signals as a plurallty of NSM data, and 20 a CDT menory for storing
the pluralitytle repective N data fxeom the raspechive phySieakedevice ai m

13, further: conpr|5|§ﬂ1an I nterpedi ate data termnal (I1DT), said
i nt er nedi at e ¥htaNtY 'H%FkFﬁcﬁbﬂPﬁb'ZS IEW—receiver means for

recel ving a plural iy, of PON, ppokel 1908l 7 LLADS LA {5SMSE Senin

the geographic area and spaced with each network service

module within a range of at least two remote cell nodes,
with each remote cell node including
" an RCN receiver for receiving a multiplicity of NSM-
16 packet signais.transmitted from a multiplicity of network -
service modules, and
RCN-transmitter ﬁeans for transmitting  the
multiplicity of NSM-packet signals as an RCN-packet signal;
and _
15 a central data terminal (CDT) hav1ng
CDT-receiver means for rece1v1ng a plurality of RCN~-
packet signals, _
L a CDT processor for decoding the plurality of RCN-
packet.eignals as a plurality of NSM data, and '
20 a CDT memory for storing the plurality of NSM data in
a data base.
14. . A network as claimed in Claim 13, further comprising
an intermediate data terminal (IDT), said intermediate
data terminal includinq’.
25 ID¢-receiver means for receiving a plurality of RCN-
packet signals transmitted from said plurality of remote

cell nodes, and



62 IDT-transmtter neans for transmtting thMacket _
signals as an | DT-packet signal to aid central m and wherein
said CDT processor is operable to decode a pl u“‘ﬁmm‘“}mﬂ - packet
signals as a plurality of NSM data for storage'lih sald ODTsmsr’fory. 15. A,
network as claimed in Caim 14, wherein each said network service nodul e
further includes: NSM processor neans responsive to detection of an 107°%&%

alarmcondition to generate an al arm sij gnal ; wherein said NSM transm tters
responsive to the alarmsignal, transmts an NSM packet 'signal having the

al arm si gnal , Wﬁ%&@%aﬂ&%%ﬂ&n&ﬁf@fﬁé PEnAf pﬁ.ﬂ%aiitgkg![ arm

signal, to cause sa RCN-transmtter neans to transmt an RCN pa

signal havpeg RER-phekstSi 81ghalsNtd DAndr epPSadke e Egnd ESRYISLYG t O
recei pt of an RCN-" packet signal having the alarmsignal to cause said I DT-

transmitt ecefit®al data derlinad) ARG pwrelinsisgdd having 20  the alarm
signal. 16. A network as clained in Caim14, wherein said IDT- transmtter
nmeans, responsi ¢BTt preuessr oisa apenaddie Vieo odecodet lze plurality off

RCN- packet signals froma respective one of the plurality of renote cell
nodes, 5sendPT2packet sdomddisdyeremlerahity tof (KM rdapacEpvestorage t he

plurality of renote cell nodes. 63 _ -
in said CDT memory.

15. A network as claimed in Claim 14, wherein each said
network service module further includes: . v
NSM-processor means responsive to detection of an
10 alarm condition to generate an alarm signal; |
wherein said NSM transmitté.r, responsive"tb the alarm
signal, transmits an NSM-packet signal having the alarm
signal,
RCN-processor means, responsive to receipt of the
15 alarm signal, to cause said RCN-transmitter means to
transmit an RCN-packet signal having the alarm signal; and
IDT-processing means, responsive to receipt of an RCN-
packet signal having the alarm signal to cause said IDT-
transmitter means to transmit an IDT-packet signai having
20 the alarm signal.
16. A network as claimed in Claim 14, wherein said IDT-
transmitter ‘means, ‘responsive to receipt of ‘a respective .
one .of the plurality of RCN-packet signals from a
respective one of the p:!.urality of remote cell nodes, sends
25 an acknowledgement signal to the respeci:ive one of the

plurality of remote cell nodes.



. 17. A network as clained in Caim 16, wherein t he respective one-,

of the plurality of renote cell nodes, responsive—to—recerpt—of The
acknow edgenent signal, overwites the multi pl i CI t i gnal s
upon 5 recei pt of additional NSM packet signals. !@ m ELI IH | ecting
network service nodule (NSM data generated by a pl yst cal
vi ces coupled to a pIurallty of network service nodul es, respectlvely
ated within a geographic area, by a plggrality of renote 10 cell nodes
I@cat ed within the geographic area and spaced with each network service

modul e of thazl upal ietwdirknelaedr e1agmeace i ddiaImv hlg,n Ghered® Ofnal
| east two renpte cell nodes for receiving NSM data by at least two renote

ccell nodes, cespdcting tbhestepsthe LFluralityt lodspemnbtag dulw

radi o respective NSM data generated by a respective physical device using a
respective netespunssione/i d® nrddedptas ofn KB packabwlegdgamentecaiignag ,at
the plurality of renote cell nodes (RCN) a plurality of NSM packet signals
transmitted overwmitzs theurmiltiplbiciky wofk N8Mvpackehodigrmlst apomg the
plurality of NSM packet signals; transmtting fromeach of the plurality of
renote cél | mﬁm@fstaﬂdé&kﬂnﬁlaln%nﬁcmw-m gnals as a plurality
of RCN-packet signals; and 25 receiving the plurality of RCN-packet
signals at al&ent ﬁalm%ré!%it@'FnFR&I]-eFéB?F network serwiceimoduis (NSMied in

Cl ai m 18, furt er conpri.s
data gener tecP %y a plurality of physical devices coupled

.- to a plurality of network service modules, respectively,
~ located with_in a geographic érea, by a plurality of remote
10 cell nodes located within the geographic area and spaced
with each network service module of the plurality of
network service modules within a range of at least two
remote cell nodes for receiving NSM-data by at least two
remote cell nodes, domprising the steps of
15 transmitting by wireless radio respective NSM data
generated by a respective physical device using a
respective network service module, as an NSM—packet' signal;
L/' | receiving at the plurality of remote cell nodes (RCN)
a plurality of NSM-packet signals transmitted froin a
20 plurality of network services modules;
storing the plurality of NSM-packet signals;
transmitting from each of the plurality of remote cell
nodes the stored plurality of NSM-packet 'signals as a
plurality of RCN-packet; signals; and
25 ' receiving the plurality of RCN-packet signals at a '

central data terminal (CDT).



sendi ng an acknow edgenment signal to a respective one of the plurality of
renmote cell nodes; receiving the acknow edgenent—signal, 5 . receiVving
addi ti onal NSM packet signals from the pl urﬁ!! iﬁ of network service

nodul es; and overwiting the stored plurality o q&m I’”ﬂlﬁnals W|th
aim18, - |,

t he additional NSM packet signals. 20. A nethod

further conprising: 10 correlating, in tinme, plﬁral"lty of
NSM packet signals; identifying a dupl ig@t e NSM packet signals fromthe =
plurality of NSM packet signals; receiving additional NSM packet signal s

fromthe 1 I o, SELV, ' t he
duplicate o T\Igl\%paci%%‘dsi&?gg‘g?%g?h% h%fﬁd’g%?oﬁﬁfr% % Sl ﬁa
A method as cl alé@ddiﬁg%ﬁl eiBowi HidE8En€ OEPEHAL "o arféas@ééwa ohd

response to detecting ah alarm 20 condition"at a networK service nodul e,

an al arm sigfathe tpPBALI LY NELt Pématar 8ol 0Aslesp t he NSM packet signal;
and transmtting, 1n response to receiving the alarmsignal, an RCN-packet

si gnal having t heeeéibvingi thel ackhowlédgeménti dégAakf conmuni cati ons
network as clained in Claim1l and substantially as herein described with

refereriee to thel:'acempngylagdﬂtamnags NsSM-packet Asnghdnbsl ofroml| | théi ng
NSM data as clained in Claim10
plurality of network service modules; and
overwriting the stored plurality of‘NSM-packet-signals
with the additional NSM-packet signals. \‘)
20. A'methbd.as claimed in Claim 18, further comprising:
10 correlating, in time, the plurality of NSM-packet
signals;
identifying a duplicate NSM-packet signais from the
plurality of NSM-packet signals;
receiving additional NSM-packet signals from the
15 plurality of network service modules; and
overwriting the duplicate of NSM-packet signals with
the additional_NSM-packet signals. |
21. A method as claimed in Claim 18, further comprising:
transmitting, in response to detecting an alarm
20 condition at a network service module, an alarm signal;
transmitting the alarnm signal in the NSM-packet
signal; and
transmitting, in response to receiving the alarm
signal, an RCN-packet signal having tne alarm signal.
25 22. A wide area communications network as claimed in Claim
1 and substantially as herein described with reference to

the accompanying drawings.



‘and substantially as herein described.
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23. A method of collecting NSM data as claimed in Claim 10
and substantially as herein described.
\—/



