SYSTEMS. METHODS, AND APPARATUSES FOR CIPHERING ERROR DETECTION AND
RECOVERY TECHNOLOGICAL FIELD 100011Embodiments of the present invention relate generally
to communication technology and, more particularly, relate to systems, methods, and apparatuses for
ciphering error deteelippand [esavY. BACKERQUNRIROAZKTbR-mader sRmAnications era has
brought about a tremendous expansion of wireline and wireless networks. Computer networks,
television networks, and telephony A&aVBFdEPe/XBdriéritiRan unprecedented technological
expansion, fueled by consumer demand. Wireless and mobile networking technologies have
addressed related consumer demandsfmﬁg\gmrp%ﬁ#exibiIity and immediacy of information
transfer and providing convenience to users. In parallel wi e expansion of networks, mobile

compléfl bevicestmaishiser devetopat thantake davagiagedipftie atomasoficiredtibywirelessdietworks
to faciiigte,malile-SorRRIIRGyASR 1BsmliaNakileARINGALON GEVICRS And-WIFEIRSRARMITKS are
widely used by consumers to support mobile computing use for a wide range of communications.
100031In order to inhibit a third party from compromising the privacy of network communications data,
at least some of the data may be encrypted AFigaginghmencrypted communication may require a
receivy tity to, use a first set of.one or mqre cipher. input parameters to decipher received ciphered
data, SR s B R e S e o
more BipHersiRpopEraf et UBEH Bisateeriding nshitieykto Aip Fierime Yathved-asrerrsignsiageurate

deciphapRgeabihe cpheiegddatahydbs RerRyipY Ratihhhanthe frstrad.secandisetswhripher input

parameters are out of synchronization, a ciphering error may occur in that the receiving entity may not
e ablS TSRS BRSNS S DT Bt S S AN P OF SR CRANIE RS
[0004}8ystemsiirneathods, adparaidse soanthcompoteeprobr amapeb dubt sharephesieforé provided for
ciphering.&rofdeieHoRand 1BCouR: RVhiSIR9ak! JRehRdR: B0RA ALSES. FRILOMPHIRIRLOgram

products are provided that maly provide several advantages to computing devices, computing device
users "N o ACBEr ARt Il ROBBHIRENtS Aol a TEELRFRI AP Confisurad toiakesrmine
an oceutserice of avdipihe ringlemorcdmsihisrsegarsppsmbeadisiie nissprovideder efoeivingi P pataiust
configggﬁ%gaaigzg}gﬁgine an occurrence of a ciphering error by comparing a value of deciphered data to
an expected value to determine if the value of the deciphered data is equal to the expected value. This
comp#P¥EH allodsofdesoniidibbdtiihents forteteimineisnodsurrenee Oiwteptierimgrerrortiegardless
of a sgrvice: ipg With whish & Ginbered fHrelpral deatg.pnil is assosiaied mmbesinents fughar provide a
receiving .a paratus_confi%u ed to injtiate a ciphering e_rror.recovetg procedure so as to resynchronize
a local*SEY B B it tig Rt Nt S ata Mt FP (L iR RERHRETriL ST Tiptared SREFith a set
of onelgrmblre Giphet rfpupipaiametersumed yarsehding apparatirsdovtipherthedcighered: data prior
to transpaissipN.0BG trminalSame ngfmﬁm@%da IPSRIVING, ABPAY AUSCRANIQULE] fo initiate

a radio link contro| resynchronization with a sending apparatus to resynchronize one or more cipher
input P&T RS < R SBaRTRE RO SRAts B BuENinY MEhr ity eshirgorddads alesrsmiserly
resynehronizasone @t oicradipheninpli pairmetensbysaleaiing amastarabablenatiernative halue for
at Ieaagfgqg é:clpuqa r. hg géiéhae'i% eecti%fre ;Q@ngn a f|r_st example embodlmentl, a me'ghod IS prowdgd, which
comprises using a first set of one or more cipher input parameters to decipher ciphered data in a
received protocol data unit. In the method of this embodiment, the ciphered data was ciphered using a
second set of one or more ciphgrippui pasarreters: e imethodmfithis embodiment further comprises
compw a valtge of atleast a portion of the deciphered data to an exgecte v?ue. The n%/eﬁh‘od of
this emBodiment S&8 CoMprats BEEHIFING QS SUIFrNRE R LUPKE NG S¥E WhBI TS Ale of the
at leasirhpogicrof dhedtietiphéredodata idmdtiequgaldo theehedp eptedirahse afich eompthro pokthis
embodimgptacditionally GapRises nitiatngdia ARResngesvpGRiZzation ArecadyR IR gshONSe to

the determination that a ciphering error occurred so as to resynchronize at least one of the first set of
ciphe?ﬂﬁiﬂ?f‘ﬁ%ﬁ?ﬁ%ﬁﬂ%swﬁﬁ%ﬂ%%ne of the second set of cipher input parameters. The method
further comprises adjusting a counter value based at least in part upon a number of consecutive
ciphering errors that have occurred when deciphering ciphered data in received protocol data units;
and wherein initiating the ciphering resynchronization procedure comprises initiating a ciphering
resynchronization procedure when the counter value has a predefined relationship with a predefined
number, wherein the predefined number comprises a natural number greater than zero. [0006] In
another example embodiment, an apparatus is provided. The apparatus of this embodiment comprises
at least one processor and at least one memory storing computer program code, wherein the at least
one memory and stored computer program code are configured to, with the at least one processor,
cause the apparatus to at least use a first set of one or more cipher input parameters to decipher
ciphered data in a received protocol data unit. In the apparatus of this embodiment, the ciphered data
was ciphered



using a second set of one or more cipher input parameters. The at least one memory and stored
computer program code are configured to, with the at least one processor, further cause the apparatus
of this embodiment to compare a value of at least a portion of the deciphered data to an expected
value. The at least one memory and stored computer program code are configured to, with the at least
one pIIEEISEG FEaiE ANy edt SePtHR ISP A PAtEIEIET AT FHEBRARRIM S RfetRs FIE dR BEtif¥dAce of a
ciphergagefiaemhenvide vaiueyoisthe atieashds podion dftheiteaiphearsehdatd ishoteapatioithe
expecgd yalue -amﬁ@%&%%ﬁ@@?emm QY,ANG, QL8 GOMBUISLRIC A8 AR ERNfigNRH f0. with

the at least one processor, also cause the apparatus of this embodiment tg Initiate a ciphering

resyndRtdAT 220G BriEets Y rédpond Bl TP HtER iAo HATS CRUS e B rSIEHrsd ™o as to
resynchronizeadtiesasponagkthe fistdetoficipheritapuwpaitnveteisavihaticastané dftheisecond set
of ciphetnRul ParamEiehent RE-ALISASHANE EMALY ARd-SiAreshEIMRUISEREQQI A FRAS A or

configured to, with éhe at Ieaist one p‘{jlocessorI fur[th(-;;r cfause the apparatus to adé'rust ? coun&e{ value
based B IEEEHI AR T 50 R A hAFRBEP SPES S GpRaHRy BrforaRhat ARVePSERTAY el
deciphsringeeipiseied dakeirdrdeeived protoedldater umirs; ariwhierehvewetstdanst e radiogy and

storedagpArpLLes BFNSFAD SpReAre Ganfigusaiomwitbher leashansarecessalncausa shaAapparatus
to initiate the ciphering re nchﬁi Qiza}giaglaprr iatin resynchronization

Tece1vl a raius con TC 1T a(%l%g gylﬂecg l’i()r]iJ%‘BS glr%l%%gglrlln th adye%%lno apparatus
procedure when'the cotinter value has a predefined re atlongﬁlp to a predefined number, wherein the
predefih EHGRBECORA 5F SEECRARIFAPRUIABEL B8 ateP IR B0 FOOUT I AReAHERE RERIFT®S
embodimBnired comptiemprogr sy prhduct s avidede Thdswomputerpregiarn;psedudtdncludeas at
least %Q&gagﬁgﬁg%{gggﬁ@éeﬁtgr@g& 6H§91i;51{£}|ﬂ Mlg%gyter-readable program instructions stored

therein. The computer-readable program instructions may include a plurality of program instructions.
AlthoudA%Y this StifiFa AR pTOGPAIM RS frRTbefs PSSk S VAIPBE SSp progi At FaP tios
summarynis ephictetpmereiynforrpterfesgeofipkartpletamc threcordiermgds rirgzetyito Ifagdititatghod
summgy mg&ﬁ&a%eﬁy UGk RIGERLAM &EQ%t-cEB%%%QﬁPJ%%&%H@ Qe'ﬁJfQ)erkﬂH%é _Uﬁ?ner input _
implementation %Ethe atz‘sacyﬁ%d com _utert%qgram instructions. The first r%%}rlzm instruction of this
embodTHEHLE confighif@atsr g SO Lt B he BPHSHS CBREP A Pathfh AT B G5 Sher
cipheriée drefahiered deseivet prowedldata ThitrFReEibrcdntiadanshthiscavbpdirdatermasicipered
using 8cs@iand 624 AR eLMPREHEIDS R HNRLE NAERMEeIRrs phAR SECORURIPYI RGNS UGS this

embo‘f& gnLis é’#%f igured for compaying %i\s{%!z%% of. AL \eash %&%{{}990%%“3%5‘1%%‘%@%@c‘éaﬁéﬂ%o an
expecte va?u& .et?nrd program instruction o this em.odllmen IS cohfllgureé or determining an
occurrBEE PRI EIe RIS i AsRarS Valle Srtaiatienshsl foribrraLREvEphEe P dRtdis not
gqgal_ te@he}mﬁ&:cﬁe thavalore. cﬂfh&fﬁgf&@tmbgmm igpﬁrqﬁbm&fﬁh@sleﬁn hagli m;erﬁgi&le@aﬁgu rsgdcff)r_
'n't'a“Q%&?ﬁgﬁgma@&%?m%ﬂw RIOSLINRIRLESRARES 1P NG deiiminationthalf Gipkering

error occurre as to resynchronize at least one of the first set of cipher_input parameters with at
least GRETOF RETOSESHFLBETH i REPTHPETArANE R TS EBTh ST -JEHRR MR FRYFE fi&rtictions
furtheresmptisesscd progreits mstruotiem condigng det fopladiustesgraicotneoy aluecbasedmatlesst in part
upon aikambes efaensectiivenripherngpieiRthahbave esemued when degirhearng ciRisred data in
receivedguroto(c%o daéta units; and Wr}ﬁrein f}e %qo%xrnabm instruction confi ureg for inittiaHng the ciphering
resynchiBAiZRIGHISFOLEM T CEATPHEE L TSt UCHBNS CoRgHIea OPIMAGHE & CROREAG™ “
resyndif@fizatioln proded exenwlvemiivdizsoh tar apaiiatidas rapideiefinekpetatioh shipiterabpiedefined
numbebnyhiesein [hie: pirdetingsbnumbel-camiy isemaNatiAE bomber greater thar «eke:if0ae8]In
another xamnle, embodiment an apparatis, pravided that comprises Means for ysing a first set of
one or more ci%]ﬁer I|?{put parameters to Hegfﬁﬁler upﬁrered?dglfa.m a received pro oqof ata unit. The
ciphered gt epRRidtEribYdRFE HEal ¢St <retht Sing e WO TP EOFIETT AL b DI85
secondaseinaf reteat proie diphe i Uh plar appaters.of s appadaies:ofthisrerddotinesd fiptibes
comprises means for comparing a value of at least a portion of the deciphered data to an expected
value. The apparatus of this embodiment additionally comprises means for determining an occurrence
of a ciphering error when the value of the at least a portion of 5 the deciphered data is not equal to the
expected value. The apparatus of this embodimerit also comprises means for initiating a ciphering
resynchronization procedure in response to the determination that a ciphering error occurred so as to
resynchronize at least one of the first set of cipher input parameters with at least one of the second set
of cipher input parameters. 10 [0009]The above summary is provided merely for purposes of
summarizing some example embodiments of the invention so as to provide a basic understanding of
some aspects of the invention. Accordingly, it will be appreciated that the above described example
embodiments are merely examples and should not be construed to narrow the scope or spirit of the
invention in any way. It will be appreciated that the scope of the 15 invention encompasses many
potential embodiments, some of which will be further described below, in addition to those here
summarized. BRIEF DESCRIPTION OF THE DRAWING(S) [0010]Having thus described

embodiments of the invention in general tejuts, reference 20 will now be made to the accompanying
AdArawinae which are not nececcarilvy drawn tn ecrale and whereain: TOO111EI1C 1 illhietrataee a evetem for



to an exemplary embodiment of the present invention; [0012]FIG. 2 is a schematic block diagram of a
mobile terminal according to an 25exemplary embodiment of the present invention; [0013]FIG. 3
illustrates a flowchart according to an exemplary method for ciphering error detection and recovery

accorqlng, 0.2 exemplane smiadimenl ahihsnxsion AU G, dallisiroten adiowehagaecording
to an exemplary method for ciphering error detection and recovery according to an exemplary
emboBIRSEHT SPHSeSVEEigHT S0 001 E 111 & . I5A Al LtPaRELS & TRAWRRAF Sebts disgrrpdrfexehiPlary
methaghieisipheringapet deteation.andstecaany acarrdingpierandnamplanpentacdinentefdhe
invention; and 190161 F1S. & lustrates a floweharh according.to an examplary meihod for. glgfering
error detection and ecovery accor ?ng X1 exempiiary empodiment of the Tnvention. "Wo"
2011/66106omNT 3 2 005 §50 9 B TAIE D EESCRIPTIO R 0O ITISonee eribedin ents vhehe
preseptdnygRtign Wil now besescrbad mers il hAereinsiienuits riesereededhe aerompaRYINg
drawings, in which some, but not all embodiments of the invention are shown. Indeed, the invention
may bEMBBARANN THAT S BRIEPSRP RS S ShBTHAEHEY e oMb thiet Seshimfiterr 96°tha- 215
embodinenis sgiatorth dfehéirniaitierstheseiembodiphents asgrphovidead sopthatdiisidisclossreowill
satisfy,applicahie \egahieguirsments hiks IR nee numatalsFaier t ks elmeni.targuahgt.

[0018]As used herein, the term ‘circuitry’ refers to (a) hardware-only circuit implementations (e.qg.,
implerfiBhtations I ansiRy Bk diiyaahene bigrarercuitlysd Ehte EBRBRIANEHRE of tireliteshnae
computenproghdnradiueimleampnaingoaefivasendpehar firmwaradnstiections staredmniome:or more
computer readable memo ie§ that V\{Ofk tloggthe% t,pl calise an a Baratu toort;erform one or mare

. cause tne appar S 10 adjus C €1 valu asec at leastin part u a number consecutive cipnering |
functions described erein, an (t):ujncwcwts, such as, for exam Pe, a mlcroprocessori(sej ora pogrtlon of a

microgroe SubHE)C teatTed tibenséfinbeangroihsindrtatonopraabpreved Hatpantsivare srdiiiifare is
not 15physicallyprassnind tisaedinitionofwirsitod applissrteuall Usasiaf this tlRER HRrBifessor,

cause the apparatus to initiate the ciphering resynchronization procedure by inmitiating a ciphering

resynchronization procedure when the counter value has a predefined reiationship to a predefined number,
wherein the predefined number comprises a natural number greater than zero.

{00067} In another example embodiment, a computer program product is provided. The computer
program product includes at least one computer-readable storage medium having computer-readable
program instructions stored therein. The computer-readable program instructions may include a plurality
of program instructions. Although in this summary, the program instructions are ordered, it will be
appreciated that this summary is provided merely for purposes of example and the ordering is merely to
Facilitate summarizing the computer program product. The example ordering in no way limiis the
implementation of the associated computer program instructions. The first program instruction of this
embodiment is configured for using a first set of one or more cipher input parameters o decipher ciphered
data in a received protocol data unit. The ciphered data of this embodiment was ciphered using a second
set of one or more cipher input parameters. The second program instruction of this embodiment is
configured for comparing a value of at ieast a portion of the deciphered data to an expected value. The
third program instruction of this embodiment is configured for determining an occurrence of a ciphering
error when the value of the at least a portion of the deciphered data is not equal to the expected value.
The fourth program instruction of this embodiment is configured for initiating a ciphering

resynchronization procedure in response to the determination that a ciphering error occurred so as to



including in any claims. As a further example, as used herein, the term 'circuitry' also includes an
implementation comprising one or more processors and/or portion(s) thereof and accompanying
software and/or firmware. As another example, the telin 'circuitry’ as used herein also includes, for
example, apascoant niearaled drgnitor anplicaians 20piocessar Infearaled gifgul for,a mobile
phone or a s'lmnlllar Integrated circuit In a server, a delidiar network device, Gther network device, and/or
other ¢BHpLBAL deEEEq00 1O rempuikistrdidle apbleEdingrarion wiste aAomptster dippregigierror
ﬂetecﬂﬁﬁrﬁﬂﬁ)ﬁ?%ﬂgﬁeaﬁﬁpﬁdjBQiI@ am&a&wﬁng@@é@@a ii'ﬁ!z@ﬂﬁlq;aﬁtﬂ %ﬁ@gmwms&&g\%gd
erein, "exemplary” merely means an exa and as such represents one example 25 embodiment
for the TRUAMCHT IR EhAEIS RELBR LOREh GRS HF RIS SEBR BF ST B HGRYeIT Ay way.
It will érapiprélatatecttiat timergtopecofifizeridyéntiontietnp e asskeimans potemiaktembodédents in
addition ip thasa dlksitated and deserRed herenhis sHER MAS EiGo L ilusiAtesan e e xample of a

configuration of a system for ciphering error detection and recovery, numerous other configurations
may al$yHE%0SeRy I B hipRIRTHAIN B SHTERES BRIHS pIESERPifrartdH oo stmessesbme

embodimesitsyithersysiemiGdncludes a receiving apparatus 102 in communication with a sending
appar 04 oyer twork . The network 1 ay compri wireless network. wireline
ool o B L B R S e e
netwofks1 68 COPRPASEIS S edteTdPTERIIRET HistIRCTfE TibBiRe AuavdHCesHCRdaE t9ayl WeteBrfigured to
operatenicaseridangeith hhisdizaneratigpniagtngrship Project (3GPP) standards, The network 108
may comprise the Internet. [0021]The receiving apparatus 102 may be embodied as one or more
computing 5devices. For example, the receiving apparatus 102 may be embodied as a desktop
computer, laptop computer, mobile terminal, mobile computer, mobile phone, mobile communication
device, game device, digital camera/camcorder, audio/video player, television device, radio receiver,
digital video recorder, positioning device, any combination thereof, and/or the like configured to receive
data over the network 108 that 10 has been ciphered and/or transmitted by the sending apparatus
104. As another example, the receiving apparatus 102 may comprise a network node (e.g., a radio
network controller (RNC), a mobility management entity (MME), or the like) configured to decipher
data transmitted by the sending apparatus 104, an access point (e.g., a base station. node B, evolved
node B, and/or other network access point) configured to provide access to the
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15 network 108, receive ciphered data from the sending apparatus 104 , any other network node
configured to perform at least some functionality attributed to the sending apparatus 104 herein, some
combination tﬁl’e‘?%ﬂ%‘}l?% like. [0022]The sending apparatus 104 may Yk&WRBYEEMbodied as one
or more computing devices. For example, the sending apparatus 104 may be embodied as a
20desktop cofRpEtclahiBn WRE BN HEPHE HEFREISEY, %E@tﬁ!@%@ﬁ@mfﬁéﬁ Aisilénshbne, mobile
communicaticirteyieegismenelenies, digHalcamena/ camcarde haulioNigea plaves telgvision device,

radio receiverO(yﬁggle\é'{dfgaiggo er, oljséittlil(s)nkg%ﬁdev'c ,any ¢ r_?bin tion thereof, and/or the like

configured to Siph&r andior tranamit Ehared At Bver TR SR B S YO RHES S8R AY apparatus

102. As anotHisteaxanple ehengenrtdinfaXdeispasatue 104ntiay compribe @ lhetvegrcinodd (e.g., a radio

network contrgiier (RN d&ﬁQM%M%%Q@EQEE&QWM&MM@F%ﬂﬁQ Jke)canfigired; to cipher data
e.

for transmissign to the receiving ag)g?ga_ratus 102, an access point (e.g., a base station, node B, evolved
node B, and/dFStrEPRERBIR HOL L B SO TR SePYB BRI Moees i e+t 108 and
transmit cipheredsdatartgithelrgceivingiap pavatusube2 soanycothenaeimiorkiriedecenfigiured 30 to

perform at leastsome finctonaliv-atdoieria e SaIcpg,20RAIAS A4 8relf, some combination

: { % mpilt .
thereof, or the like. In an exemplary embodiment, the receiving apparatus > ar%/or sending
apparatus 108%45f8%bodied as a mobile terminal, such as that illustrated in FIG. 2. In this regard,
FIG. 2 iliustratesns) blodkdingranehamohiteiesminalid Gorepresaenistiemefanacmpediment of a WO
2011/001022PCT/F12010/050509 receiving apparatus 102 and/or sending.apparatus 104 in
accordance V\;:l}t%mé)r%%gl icr%/lerrrﬁrslgo?%#ée B}‘er%lén{l%\)/ae’sr%gﬁo %gﬁc%lgclic 518%’%9* en%sl{lgog(ﬁs%l\?vever, that the
mobile termindPI0siRG gipatsensne Hereirrey. desihivepnsrsed il tstebtive dhotedype of receiving

apparatus 102;anglokspnsing.@Rrasais 1Aihal mahimriamentandiauhensiitframm Sembodiments

of the present inventior.l.an]gjt therefore, should nog be,lﬂ

" e%ken to limit the scope of the present invention.
While several 8Thb3ditiarts of the SRR Hakidt are i ata hha i 18rR&fdiafter described for

purposesof exagniie cotheptypesehielattrtnlcdbvtestsuomasimbhilesidl bpioties, mobile computers,

portable digitatasgisiants.RPARkPRULR:IARIQR.LAMBYLETS, desktop computers, gaming devices,
televisions, and 10 other types of electronic systems, may employ embodiments of the present

invention. [0023]As shown, the mobile terminal 10 may include an antenna 12 (or multiple
: BRIEF DESCRIPTION OF THE DRAWING(S)

{0010] Having thus described embodiments of the invention in general terms, reference
20 wili now be made to the accompanying drawings, which are not necessarily drawn to scale,
and wherein:
j0011] FIG. 1 illustrates a system for ciphering error detection and recovery according
to an exemplary embodiment of the present invention;
[6912]  FIG. 2 15 a schematic block diagram of a mobile terminal according to an
25  exemplary embodiment of the present invention; '
[#013]  FIG. 3 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention;
[0014]  FIG. 4 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention;
30 [8015]  FIG. 5 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodirnent of the invention; and
{6016] FIG. 6 illustrates a flowchart according to an exemplary method for ciphering

error detection and recovery according to an exemplary embodiment of the invention.
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antennas 12) in communication with a transmitter 14 and a receiver 16. The mobile terminal 10 may
also include a processor 20 configured to provide signals to and receive signals from the transmitter
and receiver, YE2PEHIIERZ The processor 20 may, for 15example, be erhbbélidd4E 4 4tious means
including circuitry, one or more microprocessors with accompanying digital signal processor(s), one or
more processor(s) without an accompaR¥ihg bt sial ptoessor, one or more coprocessors, one

or more multizggre Progessors, oneor.mere. contgliers, recessing glreultin ane.oriere computers,
various other[pro_c ssing elements Inciu ing Pn%ég_rate circuits such as, tor example, an AS1C
20(applicatiohspaeitie itk grirenceieiic) P PPaRitHaid piregrahirhiablegatdwnel! or some
combination thereainAecordipglyealthonghilustraleddnik! avaam ansingleArogessPmi,some
embodiments t DZpro essor 1? camprises a tlrlégglltg/lﬁi IPCeSSOrs .O'I{'i%se[ssggr}grlaﬁent and received

different forms an %10 erein;
by the processor may‘“’lnc uge signaling information in"accordance with an-air interrace standard of

an applicableredliyltesystdwiiandiorappvidedbe thef Ridiffetent windlvastr wiretelsls lvgtlvorking

techniques, camprisiagLytROLImiRd JeMielRss FRIN AR witsless local access network
(WLAN) technigues such as Institute of Electrical and Electronics Engineers (IEEE) 802.11, 802.16,

and/or the liké? hShdditiSrstdsE Sl M o s heidn) Jard Vasarmertidted data, user
requested dataypameiantibes like., limthisregéands thermmobitedarminelondigibe capabie 6 operating with

one or 3Qmore Al Iterfage standares, eammuDisaoR RIRIRS Als, madyiation.tyes,Access types,

and/or the like. More particularly, the mobile terminal may be capable of operating in accordance with
various first gEHBFATORSTETIS8 SVt §B REF L GRP{2 €S20 rEpiAd G BRERIS e 31°Ebmmunication
protocols, foutdheieneradinn 44 5pp aannmypicatian iy ofesatsfiiniasnetReateac-Multimedia Subsystem
(IMS) communigaion prologels (6.0r. 7,0, 20441001022BC /5120101050300 gsign initation
protocol (SIPf), na/or the like. Eor examp e,%e mobile ter maflmay e c%pa%[ge operating in
accordance WRINZGOfiFefesy Semmitificatisiinowesly (8 186 rime DvigsHsiItiple Access

(TDMA)), Gloplsysigmdar Mobilg.cammuwricalions (@phd).d St Mctodss Rivisieriyultiple Access
(CDMA)), andIO{t e like. Als[o., for 5ex mBIe, the mobile ;ér inal {Ea be‘cagableacgooperating in

accordance WA BE WP & o mnUNTERTISA BB fo OIS Canethl Palke: RAHIS S8R ce (GPRS),

Enhanced Datei@BMeEnyitemenativ(EDGE ngroorthrerikes Rasthemdor exdivnie ttronobile terminal
and accompanying sofiware and/or firmware. As another example, the term “circuitry” as
used herein also includes, for example, a baseband integrated circuit or applications

20 processor integrated circuit for a mobile phone or a similar integrated circuit in a server, a
cellular network device, other network device, and/or other computing device.
[0619]  FIG. 1 iliustrates a block diagram of a system 100 for ciphering error detection
and recovery according to an exemplary embodiment of the present invention. As used
herein, “exemplary’” merely means an example and as such represents one example

25  embodiment for the invention and should not be construed to narrow the scope or spirit of
the invention in any way. It will be appreciated that the scope of the invention
encompasses many potential embodiments in addition to those illustrated and described
herein, As such, while FIG. 1 illustrates one example of a configuration of a system for
ciphering error detection and recovery, numerous other configurations may also be used to

30  implement embodiments of the present invention.
[6020] In at least some embodiments, the system 100 includes a receiving apparatus
102 in communication with a sending apparatus 104 over a network 108. The network 108

may comprise a wireless network, wireline network, or combination thereof. In one
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may be capable of operating in accordance with 3G wireless communication protocols such as
Universal Mobile Telecommunications System (UMTS), Code Division Multiple 10 Access 2000
(CDMA2000), Widts4rd*2 ode Division Multiple Access (WCDMA), Tim8DBfAZIgH 8 chronous Code
Division Multiple Access (TD-SCDMA), and/or the like. The mobile terminal may, for example, be

configured to tralfsimeEntforcfaesi/ Y sraprans Aeibdan svcskaaneslivittrhigpbdpasireibwnlink packet
access (HSDRA) peotegcol d@ﬁtg@@@@d@@ﬂwlpad@&a@@aﬁa(ﬂﬁw B&epr@ineatangdipr the like. The

mobile terminal 15 }l% add tiona abl eratin rdance with 3.9G wireless
communlcatlo% e %‘ESL(I)%S Df'%rm% Si‘l%%/n E’% %?oﬁved Universal Terrestrial Radio

Access NethSWQ?(E uTRmmammmmwemammqambq@pcémpm tiees weoigiléitgiminal may be

capable of opgrating Fb@&&%ﬁl@%@ 1‘%@?&9@'%Q%@ﬁ@ﬁ%%%%@'@%%&@ﬁ@%'caﬂon protocols
and/or the like as well as similar wireless communication 20protocols that may be developed in the

future. 100241 EHHE NERF BENECA RRHE ST RIBEI B BHE S 8y e MURARISE) Bl as Total Access
CommunicatiomBysteandd ASSS, gaobiletermiivid mayralsonberef|t:frdnivehabpdirrents of this

invention, as gl lyalior. Hghssmode AHORCRS Geuigialanaios, At IDMAYCOMA/analog phones)

Additionally, the mobile terminal 10 may be capable of 250perating according to Wireless Fidelity
(Wi-Fi) or WoFRidativitdbsisetasiiy the ]N}H?:FBW%%&%@W\F‘WY%&%U@‘[é@ﬁz@‘ﬁft is understood
that the med&&chaOcmﬁydﬂmﬁtﬂbB@aﬁmﬁm&yﬁﬁ)ﬂlm&ﬁﬂi@mm@iﬂudMVIﬁemamdrlagi@iﬁLmCtlonS of the
mobile termln%l 10. For example, 1%‘? l%@rocessor 20 may com dlse a, d taI ghgm,%l Rrocessor device, a

cerving 4 ar r15¢ a nelwi
microprocessor dewce ga L 0g-to Bd? I a converter, a %ﬁ to- analog converter, and/or the like.

Control and S@M)pf‘d&%giﬁ@ﬁﬁﬁ%%% @ﬁtﬁé%ﬁﬂ@fé@ﬁﬁﬁ&] W&%B@‘é%@%@édcbémeen these

devices aCCOﬁ@dﬁQrﬁ@cd@Wtf@%@ﬁﬁHg@ﬁﬁﬁh&mm&SaJ &ﬂﬁeﬂf@ﬁ@ﬁ%@@ maysRdgitienallycamprise an internal
voice coder (V 0)12 nte al d&ta modem DMﬁ 20D, /oréhe Ilkeggurther the > processor 20

may comprlse ¥unc ona?l (I)1 O%re(l)’%.% %eﬁ‘é’odr PT?OeI’SeS O]ﬁ 5?8 ogra fovifle access fo
: 15  network 108, recewe ciphered data from the sending apparatus 104 , any other network

node configured to perform at ieast some functionality attributed fo the sending apparatus
104 herein, some combination thereof, or the like.
[6022] The sending apparatus 104 may likewise be embodied as one or more
computing devices, For example, the sending apparatus 104 may be embodied as a

20 desktop computer, laptop computer, mobile terminal, mobile computer, mobiie phone,
mobile communication device, game device, digital camera/camcorder, audio/video player,
television device, radio receiver, digital video recorder, positioning device, any
combination thereof, and/or the like confipured to cipher and/or transmit ciphered data
over the network 108 to the receiving apparatus 102, As another example, the sending

25 app aratus 104 may comprise a network node (e.g., a radio network controller (RNC), a
mobility management entity (MME), or the like) configured to cipher data for transmission
to the receiving apparatus 102, an access point (e.g., a base station, node B, evoived node
B, and/or other network access point) configured to provide access to the network 108 and
transnit ciphered data to the receiving apparatus 102, any other network node configured

30 to perform at least some functionality attributed to the sending apparatus 104 herein, some
combination thereof, or the like.
In an exemplary embediment, the receiving apparatus 102 and/or sending apparatus 104
are embodied as a mobile terminal, such as that illustrated in FIG. 2. In this regard, FIG. 2

Hlustrates a block diagram of a mobile terminal 10 representative of one embodiment of a
-6-



WO 2011/001022PCT/F12010/050509 which may be stored in memory. For example, the processor
20 may be capable of operating a connectivity program, such as a web browser. The connectivity
program may Aol Hdbile terminal 10 to transmit and receive web ¢SHEREEGH% s location-based
content, according to a protocol, such as Wireless Application Protocol (WA{I;;, hypertext Stransfer
protocol (HT TRCiaRE/soeuie)> e Phepifeesmmiald d%h ey peowpeblab rush it afsmission
Control Protogglfirdemetriatacal (TR R iddransimnibaackregeive- webikastesacnoss the internet or
other ”etWOrkﬁuLQ%%Q%Iyﬁe@i%bﬁgr%egq‘ri a 1150 m ﬁlggrgprgpgge gy%se%irntgrface including, for
example, an earphone or speaker 24, a rlngegnfﬁe,' mlcrobvhoonerf ; ed}lsr%)ll% a user 10input
interface, andippataei$ike? vidich smdinb eroperetiteiyt couplepitomtheapidedssoftZ®nn this regard, the

processok 20 fpay GRRMY sadseEieHacs Gireuin Sonfioyrsddasantialatdeastspmedfianctions of one
or elements offtgg user interface, Sl?/ﬁ@ as, for ex%rz%pile, the speaker 24, the ringer 22, the microphone

26, the displa 2% HRIEITHETRE. THE HiocEEEI o6 BRI (Lo F RIS dfe difry comprising the
processor 20 ithaydiel eonfiglred &6itevodtsotibekfor maprecurictiensief ahe gipmaore elements of the

user interface, flrouah CORUWELAIOUFAM. RETHGIANS 4619 «afNaALS, BRLIRr fiTmyatg)sigred on a

memory accessible to the processor 20 (e#é volatile memory 40, non-volatile memory 42, and/or the
like). AlthoughT Bt SHARTS tHB PRSBIE tismitTal RS EBIIpHsE 2 BRABHF FO PV g ¥drious circuits
related totthe stiebile teofialydidr exanmp)ena cinplil tanpedindetmechapicahPbvilbration as a detectable

output. The usgHifIbut IIGHAGE m&%&qm%ﬂﬁ% ‘G?ﬁ% "f‘xl'c‘f&"éié(‘%}!ﬁn e iieg%{}%iﬁaf fo receive data,

such as a keypad 30, a touch display (not shown), a joystick (not shown), r-.gtﬁer input device. In
embodiments3HeNiaing d e panitbioRayiiad FBS e ptised dupqeiier (5oY enerliated keys (#, *),
and/or other keysifar opesating theugrobie Jegninglc2BR0Y bAsshiewiadaFland réhgvanobile terminal

10 may also in.clu?e one,.or more.means for.sharing and/or (}Btaininﬁg‘daﬁ?}. For ?xample, the mobile
. s%na s from th tralfsma ef and Teceiver re%?ec ﬁ}y ¢ groc $OT paay, for
terminal may cémprise a short-range radio freque cyt ) transceiver and/or interrogator 64 so data

may be sharetkimithcapeitoolitdine tafrorn iatronicdimdaesiiy . aoeordansewithpRFCteiniques. The

mobile termin@hﬁ@é&ﬁﬁ@ﬂréﬁg&Qﬁ@lrs%mlztpm%(@n&@@&%@r%&%r@rvﬁmme, an 30 infrared (IR)
transceiver 66, a Bluetoot%%h%fgg{%gansceiver 68 operating using Bluetootfirm brand wireless

g )
technology de\eIBBEE i MIVEp e gl%ﬁﬁe%‘f@%ﬁ?ﬂr% WirSleB8 T AMVERSSiSerial bus
(USB) transceinveesi@Grandéar thertikentithiers lpretesting Mrérating ceiv er B8renaynbeteapableiof operating

according to Wia-low. AeWEH BINGIORKTI J6RRBRI0EY (GG sMbreendadin sfardards. In this regard,

the mobile o o o
20 (application specific integrated circuit) or FPGA (fieid programmable gate array), or some

combination thereof. Accordingly, aithough iliustrated in FIG. 2 as a single processor, in
some embodiments the processor 20 comprises a plurality of processors. These signals
sent and received by the processor 20 may include signahng information in accordance
with an air interface standard of an applicable ceilular system, and/or any number of

25 different wireline or wireless networking techniques, comprising but not limited to
Wireless-Fidelity (Wi-Fi), wireless local access network (WLAN) techmiques such as
Institute of Electrical and Electronics Engineers (IEEE) 802.11, 802.16, and/or the like. In
addition, these signals may include speech data, user generated data, user requested data,
and/or the like, Tn this regard, the mobile terminal may be capablic of operating with one or

30 more air interface standards, communication protocols, modulation types, access types,
and/or the like. More particuiarly, the mobile terminal may be capable of operating in
accordance with various first generation (1G), second generation (2G), 2.5G, third-
generation (3G) communication protocols, fourth-generation (4G) communication

protocols, Internet Protocol Multimedia Subsystem (IMS) communication protocols (e.g.,
T



WO 2011/001022PCT/F12010/050509 teiininal 10 and, in particular, the short-range transceiver may
be capable of transmitting data to and/or receiving data from electronic devices within a proximity of
the mobile terMAI¥HERAS within 10 meters, for example. Although noPSEERAL#EMobile terminal
may be capable of transmitting and/or receiving data from electronic devices according to Svarious
wireless netwHdiAY fBERTIEEsosALSHiNg e s dikid Sips cpmpims) twmai edenmirplewsbeh as IEEE

802.11 technighRsicl BB04 g8 &@@&’E’H&H@&i@@@%ﬁlﬁsﬂlé@nﬁ@@x%@ﬂ&l@p%%%i% ﬁgtmi@gl 10 may "

comprise memary, such a ubscriber identity. m SIM) 38, a removable user identity module
(R-UIM), a ur?]loérﬁ%a Su ‘%“cslr‘%‘eﬁ%ﬂ%e%‘iﬁ%@)%ﬁg %@fﬁxﬁféﬁ%&%ﬁﬁﬂ%&%ﬁﬁ%&%}%m information
elements relatéd®.d StOhbbile Rivbsoribbitittc aditio KO NNE) SiMY/ chthmiidbileteynfiinal may comprise

other removablgand/affxeshimeman - Thenapiadermipaki Maxdnendexglatig memory 40 and/or
non-volatile memory 42. For,example, volatile memoryF4 riré%llﬂnclude Random Access Memory

0 (
(RAM) includilg AR AR HRGFEPL BN R A BRechils 5t BttnpreseneRembr2as58 /Brthe like.
Non-volatile nigimoEydnmiicEMGY bendfnbibddied &ndior, 1 removable, mobijdnetade] for example,

read-only memQRhah,DErANAHPANGUGIRLE0RASY GRRAR o MR Lirkh flgRRy sk drives,

magnetic tape, €tc.), optical disc drives and/or media, non-volatile random access memory (NVRAM),
and/or the likeUeias VaRsemeYERib despramutaratitenrasisan U ay- i itigseeddnbnrea for
temporany stosage ofEataCTie remoriRstnalysidy ® Rt A IMORISSQbyRreIrogIanm sidastructions,

pieces of 20 injormation, fata, sndieriedkehichmay.e st b the mohils taming} for performing
functions of the mobile’terminal. For exampiﬂe, the memorie may compfise an identifier, such as an

international riebile etiishiest e sealiobe (RMBL TS de eapalimdburipiealdittentifying the mobile

terminal 10. [Qﬁﬁ%ﬁ@w{@m&)mé%ﬁiﬁégbéﬁe@@%M@%@HM@QWHBM%’}%@MHQ apparatus
25102 includes \{]ariog&;

eans, such as sor 110, memary 112, communication interface 114,
and decipher ¢Entroy cw@’ﬂff%/pﬂ FAP5Eor |§1%jtﬁlgt\98? ot 't r?%gé) & hjg’r% %&Eﬁﬁ‘é’&l These means
of the redéivirgeahparditisniDP capabissdripedinersinaneyehe: entbddie dvasicho cexampleticircuitry,

hardware elemgpis{€sfch 3R R PILAMMKE REPGLESOkAAMRRINALIeNAL gl Eirgyit, and/or the
like), a computer program product 30 comprlsmg computer-readable program instructions (e.g.,

2 IT¢ p !
software or firftfare) SHsPad iy LM g0t fBa dkble MBS HBmions 19 ihat is executable by
a suitably configuned iprpbessingdeligertg, ithecprdoessorhlihOyharesantecoiGbinatiess thereof.

communication protocois and/or the like as well as similar wireless communication

20 protocols that may be developed in the future.

[0424] Some Narrow-band Advanced Mobiie Phone System (NAMPS), as well as
Total Access Communication System (TACS), mobile terminals may also benefit from
embodiments of this invention, as should dual or higher mode phones {(e.g., digital/analog
or TDMA/CDMA/analog phones). Additionally, the mobile terminal 10 may be capable of

25  operating according to Wireless Fidelity (Wi-Fi) or Worldwide Interoperability for
Microwave Access (WiMAX) protocols.

[G025] It is understood that the processor 20 may comprise circuitry for implementing
audio/video and logic functions of the mobile terminal 10. For example, the processor 20
may comprise a digital signal processor device, a microprocessor device, an analog-to-

30 digital converter, a digital-to-analog converter, and/or the like. Control and signal
processing functions of the mobile terminal may be allocated between these devices
according to their respective capabilities. The processor may additionally comprise an
internal voice coder (VC) 20a, an internal data modem (DM) 20b, and/or the like. Further,

the processor 20 may comprisc functionality to operate one or more software programs,
-8-



[00301The processor 110 may, for example, be embodied as various means including one or more
microprocessors with accompanying digital signal processor(s), one or more -10- WO
2011/001022PEFE185187050509 processor(s) without an accompanyif§ HigEPSRIAS processor, one
Or more coprocessors, one or more multi-core processors, one or more controllers, processing

circuitry, one BPIFORSEBATiES DeEMBls B SxprBkeSiRE etevie O mdE dftgbistigrated circuits such
as, for exampigeinp SlGHapplicataspecilic iRtegrates sisuiterhbeAtfieldopragiammable gate
aray), or som combination therepfceordingly Althoush Hlusiated 1 FIG, 1.as a.sindle processor,
in some embddiments the processor 110 Comprises a pluraiity of processors. e plurality of
processors mepisetincpeiativeadunterrinicalien Witk ccadhmditidion Reptoney (e dDlbrpivedyt configured to
perfoint oge %dﬁféﬁj%‘é’f&%@%ﬂgﬁﬁ Qfdvt_aetri@@@daimg}e&eaﬁ@tgéﬁxﬁ%dﬁﬁrg?swéa@m@mﬁh? plu;ality of
processors may be 10embaodied on a single computing device or distributed across a plurality o
Commuting ot LB TR AT BE ISP o o 372 FIRCT AAIE BF tebrecaiving
apparatus 102cag:desorisdut eesiet. dnodieostiments wherein the receiving apparatus 102 is embodied
as a mobile tqagipAl 1006 AACRss 110 mavte SHmbedied asinECMRHRRITHE grocessor 20. In an

exemplary embodiment, the processor 110 is configured to execute 15instructions stored in the

memory 112 SFBIRENTSE RERRSSBREHFTRE BrERELsor 1 TCTPREYS 7sh AthbH< Swvhifexecuted by the
processan 11pwaytedusedidorebeliingvaphanaius: bp-doopetformpdaieiothmereeidhzofulnctionalities of

the receiving %@4@;%@%%&{;&!@0&&%%9&% i %ﬂc@%r ;@%@s%ag&@&%h&}&%rgg&ﬁ Lred By hargdware or

software methods, or by a'‘combination thereof, the processor 110 rhay comprise an entity capable of
performin.g 286HEPBESHC HREOrEfAG 6 BisBEiP SIS ST therBrasarbifvértiorimtdiéonfigured
accordingly. Teskeforsenampler yher the-psasesserid@dssmbagies: as aRASIS, FPGA or the like,
the processor 110 magocgr(ril/%rise s%g%cea&\{cconfi%ured hardware for cggduct'ng one or more

operations d ChBed herein . Attemative Y, as amother Silgﬁw%f%?r\?vﬁgsﬁ %ﬁgcees{?grfﬁﬁ is embodied

as an exbtutde efiirstrenstionsorsebrtsnird\pbreostrse 2ahsie Memenimddashdueitthuctions may

specifically cofigiuer the piecasseiiliO ta: pesfarmn.one o mane 2igarithms anceperations described
herein. [0031]The m mog 112 ma%¥ in%ude, for.example, volatile alncUor non-vglatile memory.
e gl i

Although illusH&ESH1 sy FretREH° EHEHOAPTTS S AABAIprs l Ffithrality of
memories. ThéamhemonithdZimeay dompriservdiatiermenhorsy monprise a battery for powering
various circuits related to the mobile terminal, for example, a circuit to provide mechanical
20  vibration as a detectable output. The user input interface may comprise devices allowing
the mobile terminal to receive data, such as a keypad 30, a touch display (not shown), a
joystick (not shown), and/or other input device. In embodiments including a keypad, the
keypad may comprise numeric {0-9) and related keys (#, *), and/or other keys for operating
the mobile terminal.
25 {8927] As shown in FIG, 2, the mobile terminal 10 may also include one or more
| means for sharing and/or obtaining data. For example, the mobile terminal may comprise a
short-range radio frequency (RF) transceiver and/or interrogator 64 so data may be shared
with and/or obtained from electronic devices in accordance with RF techniques. The
mobile terminal may comprise other short-range transceivers, such as, for example, an
30 infrered (IR) transceiver 66, a Bluctooth™ (BT) transceiver 68 operating using

h™ brand wireless technology developed by the Bluetooth™ Special Interest

Bluetoot
Group, a wireless universal serial bus (USB) transceiver 70 and/or the like. The
Bluetooth™ ™ transceiver 68 may be capabie of operating according to ultra-low power

Bluetooth™ technology (¢.g., Wibreem} radio standards. In this regard, the mobile
0.



30 volatile memory, or some combination thereof In this regard, the memory 112 may comprise, for
example, a hard disk, random access memory, cache memory, flash memory, a compact disc read
only memory W‘ﬁmzaigital versatile disc read only memory (DVD-ﬁﬂﬁ?‘gﬂf@ﬁﬂ%al disc, circuitry
configured to store infounation, or some combination thereof. In embodiments wherein the receiving
apparatus 107883 8dRk BHUtirnlay b0 g0 S e I b 05Bb P AtTHsHliE R&rminal 10, the
memory 112 @iay:6endpsisectiengaladilgonenery O RndAe kg nopryolakiememaiyid2. The memory
112 may be configured {0 store Information, data, applicafions, instuctios. orthe ke for enabling the
receiving apparl'gfus 19516 carry out various lfuncfﬂgn's in accordance with exemp(iary embodiments of
the present inventionasblsrad anipliting adeastcsome éisdodinlsatonthdavieshargordisei® configured to
bque rO:_npyt da&%r;é% Mfé@&%ﬁ%ﬁr@ﬁiﬂ%@g@ﬁ%%@sﬁQﬁclécﬁng“\ﬂ@%&?#ﬁé@i&ﬂ@ﬂﬁﬂ%fyfkm at Iiasthsome
embodiments, the memor igured to store program instructions for execution by the
orocessor 110 FHE AN TS5 s LFEITAB i B FEL08 RSB S At B G Bynarme
information. Ti§#28loredinfonmticrmmaly! Bensioredrandforusedshyh the: delsipiter &@obntrol circuitry 118
during the CO%&&%“(@_W%@]'Q%&%JME]QHQ&%&%YLQQ%U@%W@H;EE‘@@ELQ@&BH&%@PG 114 may be

embodied as any device or means embodied in Circuitry, hardware, a computer program product
comprising captierRsibiayhb Gram s ieshisisiretiBh aReriiRet ragtiniE dttim (e.g., the
memory 111 2) rasislle xéguttdrbyrandomessithg Siev)ce: (@ddildhenpratessabhbi}: orharcombination

15thereof that s, Sonfioyed 056, ANHRE HBRRMILARLA PRIQ, NN e systapn 100, such

as, for example, a sending apparatus 104. In at least one embodiment, the communication interface
114 is at leasPiHPHiAN-ERSBITRETAE dF offfé KiRseP Ko HErglisd sy e Prstea daeipdcdendethis regard, the
communicatiogctgriassokldR KAy ieuni GOy MHnicalion with theNresessosbi:syeaas via a bus. The

communicatiop jpterface g0admax nclude o example, a0, antenna, 2 fansiitter, a receiver, a
transcelver and/or ?Clpportlr)g hardware or softt\?vareqor énab INng communica IOhS_ with one or more
entities dfthersipstelicl 08y Tivdudorfimesivalioreidterfacemon nash ewonfigiradito vietagive and/or

transmit data gisings 0y pratosakthat may:heiused fopcammpnisatonsibetneenentitias,of the system

100. The commuypication jnterface 114 may additionally he in communijcatign 25with the memory 112
andlor cecipBF BB SRR 28, S5 HEORPA DU Do TR AR cieuitry 118 may
be embodied mswamniciis:meaiis susimay éit cuitry; drafcdnar@cacompiseppragssmgeraduct comprising
computer readablepragrapinsiycHonsRigred A aGampsLIadablr edimL&,8-, the memory

112) and executed by a processing device (e.g., the processor 110), or some combination thereof and,
in one information, data, and/or the like which may be used by the mobile terminal for performing

functions of the mobile terminal. For example, the memories may comprise an identifier,
such as an international mobile equipment identification (IMEJ) code, capable of uniquely
identifying the mobile terminal 10.
[0029] Returning now to FIG. I, in an exemplary embodiment the receiving apparatus
25 102 includes various means, such as a processor 110, memory 112, communmnication
interface 114, and decipher control circuitry 118 for perfdrming the various functions
herein described. These means of the receiving apparatus 102 as described herein may be
embodied as, for example, circuitry, hardware elements (2.g., a suitably programmed
processor, combinational logic circuit, and/or the like), a computer program product
30 comprising computer-readable program instructions (e.g.. software or firmware) stored on
a computer-readable medium (e.g. memory 112) that is executable by a suitably configured
processing device {e.g., the processor 110), or some combination thereof.
[0030]  The processor 110 may, for example, be embodied as various means including

one or more microprocessors with accompanying digital signal processor(s), one or more
-10-



30embodiment, is embodied as or otherwise controlled by the processor 110. In embodiments wherein
the decipher control circuitry 118 is embodied separately from the processor 110, the decipher control
circuitry 118 nf&y BEH EBMmunication with the processor 110. The decffheFétta ¢k cuitry 118 may
comprise and/or be configured to perform at least some functionality of a radio link control (RLC)
entity, packet Ha¢assaIss) WarpUaIeoToRpRE iR 20100 POBOS Yo ARG ENEE BREIREPPDCP) entity,

and/or the likend bertlee DRI &R0 HRL e BAL d: 8B furbies D et ComumuBicaiQRmith one or more of
the memory 112 or communication interface 114, such as via,a bus. 10%$41Referri‘%%fnow to the

sending appalr%l ﬁesciﬁﬂ?tleﬁ Saﬁag%sfﬁf) 8%?8?1%%6“(% ré%%lﬁ? Iff‘?elr%uedill%%ﬁte ,r% S8 o hetudes various
means, such &g exproéassokI20arnbeaicry 28 ficonmgramitationt inerfes (R4 and cipher control

circuitry 126 for parforming the.yarious funclionshersindeserioad-dhgse meansialdhg.sending
apparatus 104 as described herein may be embodied as, for example, circuitry, hardware elements
(e.g., a suitably %%dr&ﬁ?rh‘é‘é%?é%@é%r}I?:WBiﬁﬁmﬁﬁmﬁfEecl?F(Q,ﬁ‘?fF%ﬁ‘Pdﬁ)f‘m‘@rfﬁ?éﬁ a computer
program 10prpldatitzofipprisissgreofitp plerzlicadbitesrogramy instrugtionsd ecgnpnsoftatane or filinware)

stored on a compuler-taadable madium (& gaMamen:d2R)hatls sxesuiable.ya suiaply configured

processing device (e.g., the procéssor 120), 6r some combination thereof. 10035|The processor 120
may, for exanfpl&¢ FEBrHsoRILs 3t stderraai e dihs BHESY RIgHe SIS et sors with
accompanyingnehigitial sig B ainRIOceIHONR) done: oF tarndlapiacessprimlivitTautpoiagcompanying digital

signal Processor, ane, gl ol COPIOGERSOTE. Qe O MOre, MilGors, PIDERRSOLs, ong of more

ectively ¢o perfornT one or more . .
controllers, processing Circuity, Qné{%r mope compu_%ers, varloqs other processmg eflgments |nclud|ng
integrated cirédhyduth0ass freikahpreanastodiapplicationspecitecirgeragtetdisor FPGA

(field programmabie-gaie aiseys {EsANR cambination theresfheeastinglys althpmahdliystrated 20 in
FIG.1asa sinl%le pro??s§or, in some em o%mentshthe
0,

CeasoT A IS EL:):rocesl r.120 gcome;\g};ises a 8Elurality of
processors. THe BIITANtYy of ProceS8are MRy DE h operatva eommbiniatii M85 other and may

be collectivelyrstnfigumetotodoe tiermeoveydi oretfemcsionalisioblofothie sendisyg dpparatss 104 as
described hergig.,[iig PRIN.REREOGEIROFR A% DA 8RR iIRC.0R 3:3U0lE, GRMRMIING device or
distributed aci{? Isagr%%uorrﬁlig)é E%]:)lc':eogrf] h%t’ifgnctionalities of the receiving apparatus 102 as described
g
herein. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor 110 may comprise an entity capable of performing
20 operations according to embodiments of the present invention while configured
accordingly. Thus, for exampie, when the processor 110 is embodied as an ASIC, FPGA
or the like, the processor 110 may comprise specifically configured hardware for
conducting one or more operations described herein. Alteratively, as another example,
when the processor 110 is embodied as an executor of instructions, such as may be stored
25  mthe memory 112, the instructions may specifically configure the processor 110 to
perform one or more algorithms and operations described herein.
[0031] The memory 112 may include, for example, volatile and/or non-volatile
memory. Although iliustrated in FIG. 1 as a single memory, the memory 112 may
comprise a plurality of memories. The memory 112 may comprise volatile memory, non-
30 volatile memory, or some combination thereof. In this regard, the memory 112 may
comprise, for example, a hard disk, random access memory, cache memory, flash memory,
a compact disc read only memory (CD-ROM), digital versatile disc read only memory
(DVD-ROM), an optical disc, circuitry configured to store information, or some

combination thereof. In embodiments wherein the receiving apparatus 102 is embodied as
-11-



25devices collectively configured to perform one or more functionalities of the sending apparatus 104
as described herein. In embodiments wherein the sending apparatus 104 is embodied as a mobile
terminal 10, thEGT5EEYEF 120 may be embodied as or comprise the pré&&8gHY f%an exemplary
embodiment, the processor 120 is configured to execute instructions stored in the memory 122 or
otherwise acce88ible e e PibcBsEEMPR0! FPHBSECoURistFbtisHat ifmesmanetUted Byhe processor

120, may caussniheseneiagoapparatusmkidio nerHdairnenenasmer e elbibenfunsiigmalities of the sending
apparatus 104 as describeﬁuh rein. A&es ch Owgn%%q%r %%nlf(i:gured b hardwf'ad'ftor softwaclre methods, or

. A11018, ctions, or i crving apparatus Carry ou .
by a combmaﬁ%’n ﬁeredf, % e proc’essor % may comprise an eﬁtl capable 0? penr?roonlng operations

according to egtissdiftmshesobtirepesentifvestivrew ibednfigisreldhd SrespgOnvention.
2011/01)3022RE T A0 10 RAS03 A et el Yatd usmin S¥amplesovhendhe Brecessar 120 is

embodied as gn SIC, FPGA or the like, the géo essor 120 ma?g/ coth%ise s%sjfcifically configured
hardware for SOARIARETSHE 8Y Mo PESpERAiOHs tEEBEY Ht S AN DRI a8 Ehother example,
when the proeegsdmi26.isiembodipd ldsanreExacuior ghinstngotionstisythnasonaydogostbyed 5in the
memory 122, §he.1nsiEugtings MaeRecical configure e Rroseas 5120 1. ReN one or more

algorithms and operations described herein. [0036]The memory 122 may include, for example, volatile
and/or non-volMRIBIHEIRBR: ixth bRig AR e IO ERSY Potsedipsieriest B/ bassiBRhory 122 may
comprisa(a pluradity ofcriemdiesuehhehphaalityodpafemonies maytbeasdtishodied on a single

Locomputing dgyige or distipuicehaciash anlueial sampniinddeviees. [hs mamery 122 may
comprise volatile memory, non-volatile memory, or some combination thereot In this regard, the
memory 122 RRRPEEAIBITEEUIEY. ERENHIR, 2L PRPH!E SO FARUIRT e CeSEBEIPE%Ehe memory, flash
memory, a CoRydasi: GiseHeathanitinerierd da R BXvik-digial versatile @igc dradeaialy memory
(DVD-ROM), an,o t(iical disc gircuitrx configured 15to Hc,tore inforri\ﬁ}'on or sgme combination thereof.
. ?EPZ 2% execvil%ed %a (]j)ro essing device (.., the processor 5, of & combination
In embodiments QN erein the sending
15 thereof that is configured to receive and/or transmit data from/to an entity of the system
100, such as, for example, a sending apparatus 104. In at least one embodiment, the
communication interface 114 is at least partially embodied as or otherwise controlled by
the processor 110. In this regard, the communication interface 114 may be in
communication with the processor 110, such as via a bus. The communication interface
20 114 may include, for example, an antenna, a transmitter, a receiver, a transceiver and/or
supporting hardware or software for enabling communications with one or more entities of
the system 100. The communication interface 114 may be configured to receive and/or
transmit data using any protocol that may be used for communications between entities of
the system 100. The communication interface 114 may additionally be in communication
25  with the memory 112 and/or decipher control circuitry 118, such as via a bus.
[0033] The decipher control circuitry 118 may be embodied as various means, such as
circuitry, hardware, a computer program product comprising corpuier readable program
instructions stored on a computer readable medium (e.g., the memory 112) and executed
by & processing device (e.g., the processor 110), or some combination thereof and, in one
30 cmbodiment, is embodied as or otherwise controlled by the processor 110. In
embodiments wherein the decipher control circuitry 118 is embodied separately from the
processor 110, the decipher control circuitry 118 may be in communication with the
processor 110. The decipher control circuitry 118 may comprise and/or be configured to

perform at least some functionality of a radio link control (RL.C) entity, packet data
-12-



apparatus 104 is embodied as a mobile terminal 10, the memory 122 may comprise the volatile
memory 40 and/or the non-volatile memory 42. The memory 122 may be configured to store
information, d3{8,28Mé%ons, instructions, or the like for enabling the sBFHAY HEBEtus 104 to carry
out various functions in accordance with exemplary 20embodiments of the present invention. For
example, in atfexzEsehrarsbdiRfeMsniite sémicky iz Bredadigbrechrorduffeninputfata for

processing bynhepragassarcd 20 Additionally sl-alternativelk inableast spmea.gmbagiments, the
memory 122 is co figltjﬁd to store program instructions for execution by the processor 120. The

memory 122 MRSy &10re Inforhtdhifthe form of static and/or dynamic information. This stored
25information| 439} be Refiedranuiotadeddoyitiemphers d0AtiolirsaitniatR Gathadingethéhcourse of

performing it aciiongliies. 99REITNE cAmIUNGRININEIRGEIZ A RBambodied as any device

or means embodi c_ircultryf hardware, a computer program product comprising computer readable
program instrGeHEHSEIHREdEH AR d AT A6 CRE SPIE SHAERHY (B8 s BRSO3 258and executed
by a processitigclevickefeigdethiébptoGessomiaN ) iahascamipingiiomihete af thatriscaonfigured to receive

andior transmit daje e a0 B AHE S RYBIRTAR0, 2145125, 0L exAMpIR) A recelving apparatus

102. In at least one embodiment, the communication interface 124 sTtleast partially embodied as or
otherwise coritioHféd By tHe st seBPIRtonH {RMCrelaid 2O TtHmIfahit soDRURTGRERT 24 may be in

-14- WQ R013/Q0102206H1E 13050050509 cpropumisaliomwithdbe pracasweriki@agych as via a bus.
The communictati%rg)rilnterface 124 m€1¥; mc ude, for examr% antenna, Lr%nsmitte[ﬂa receiver, a
[

I
transceiver and/or SUppor %ugteﬁé?d Ware B SO AN a?t% | %%&rﬁ?ﬁﬁ%%a hé Wit one or more

entities of theysansdiDoccHrpscMiAtUnicatioPipretacetddr neaye serdonfigur ddrtoffeceive and/or
Stransmit datqgesi}g anyPpiesabihas may Re tasshiioncommMNCAtoRS RehueeMeRfgS of the system

100. The communication interface 124 may additionally be in communication with the memory 122
and/or cipher TSI CURP 165 ShTh B A AP LR SIS 8 a8 RS et NI CH IR 126 may be
embodietfas yaxiousrFeat®usachcasngiroyitny dixtnd ward, raocessypLbes prograrvpradssotcomprising
computer feagﬁnb!a? RERORAI - core processors, one or more controllers, processing circuitry, one or

more computers, various other processing elements including integrated circuits such as,

for example, an ASIC (application specific integrated circuit) or FPGA (field

20 in FIG. 1 as a single processor, in some embodiments the processor 120 comprises a
plurality of processors. The plurality of processors may be in operative communication
with each other and may be collectively configured to perform one or more functionalities
of the sending apparatus 104 as described herein. The plurality of processors may be
embodied on a single computing device or distributed across a plurality of computing

25 devices collectively configured to perform one or more functionalities of the sending
apparatus 104 as described herein. In embodiments wherein the sending apparatus 104 is
embodied as a mobile terminal 10, the processor 120 may be embodied as or comprise the
processor 20. In an exemplary embodiment, the processor 120 is configured to execute
nstructions stored in the memory 122 or otherwisc accessible to the processor 120. These

30 instructions, when executed by the processor 120, may cause the sending apparatus 104 to
perform one or more of the functionalities of the sending apparatus 104 as described
herein. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor 120 may comprise an entity capable of performing

operations according to embodiments of the present invention while configured
-13-



10instructions stored on a computer readable medium (e.g., the memory 122) and executed by a
processing device (e.g., the processor 120), or some combination thereof and, in one embodiment, is
embodied as SF®#BH¢&2controlled by the processor 120. In embodimd§E¥itétésthe cipher control
circuitry 126 is embodied separately from the processor 120, the cipher control circuitry 126 may be in
communicatictsaitingle TEpsdeessorriaoyThébeipiverssont?dlisimbitdied 26 amAplEoiisise and/or be

configured to pewerm-ahlaastsesrenelienalify:etani Rl eatirh kReAlitkand/or the like. The

cipher control cilirlﬁuitr 126 may further pe in communication with one or more of the memory 122 or

communicatioR ITHSHATR T 94 TR PSR4 BUE F8 055 Wil B Ashretiatal thatamieme
embodimentsptive fecpiviagapparatnsbe02ds20conrfiguretlitctpetionmsatieasisdmet@atihe functionality

of the sengling ARPAIaNS, 194, a5 described hatei. s Esaadhe frseling apparatus 102 may

comprise cipher control Circuitry 126 that may be embodied as or otherwise controlled by the
processor 110 ARy SreEE SHBE R atitassksaibieldisi#tatus 104 is configured to perform at
least some of 8 dLnctitiraligmofithe2receiititig apparatigp k) oasidesdribedhesrule In this 25regard, the
sending appa 0 rise.d glfﬁ‘l r.control circuitr 8 that m e embodied as or
otherwise con%%ﬁ%ﬁ'b%%ﬂ%y%%{:%%%%%f . bcg?giﬁlgé? g‘ﬁ{ﬁ%‘ﬁf%&gn‘%‘% %%ezl%?gﬁtion may facilitate
ciphering errof UEtaEtoPlENE Y @ESEN Tor DdMPAFERL B apRERsaNE darsaiesikdbowntinglc00401The
cipher camtrolitgiing: 12648 candighied #:sameiembodinvantsdaciphiets30datadma protocol data unit

(PDU) that is to be transmittF to the receivinglaamg%%atus 102. The PDU ma%/ corr%gr' e an RLC PDU,

PDCP PDU, or the ke “Fhe ']Blﬁmﬁ%)f/’yég?ﬁlb‘ﬁse an Unacknowret gce0 NG @ﬂ? such that the

receiving app#ragga1d shismserecitettocanionow ot gereteipt otlalish/i@iih Altemnatively, the PDU

may compriseRmackoRulenassmeds (AMIPRYsHER that the weeiving, aleg402 is required to
T¥F120%0/050509 acknow dge receipt of the PDU. The PDU may be
a %)

-15- WO 2011/001022PCT/| ~ DL
associated wiﬁﬁ@é’{ﬁ{}’%fr‘%“% 1ty°8F QBN RENSRELS1E ARcRiisa! dienarydaysenigdhithe receiving
apparatu$ 102 andetivdossatdingrapper atusb k@donrtbtvef. devick@inerihevhetvitorhe k08liddhe service type
comprises a higherilayer communigain-apRlication Which.issHBROre Ry g FRY(S) transmitted to
volatile memory 40 and/or the non-volatile memory 42. The memory 122 may be
configured to store information, data, applications, instructions, or the like for enabling the
sending apparatus 104 to carry out various functions in accordance with exemplary
20 embodiments of the present invention. For example, in at least some embodiments, the
memory 122 is configured to buffer input data for processing by the processor 120.
Additionally or alternatively, in at least some embodiments, the memory 122 is configured
to store program instructions for execution by the processor 120. The memory 122 may
store information in the form of static and/or dynamic information. This stored
25  information may be stored and/or used by the cipher control circuitry 126 during the course
of I;erforming its functionalities.
[6037]  The communication interface 124 may be embodied as any device or means
embodied in circuitry, hardware, a computer program product comprising computer
readable program instructions stored on a computer readable medium (e.g., the memory
30 122) and executed by a processing device (e.g., the processor 120), or a combination
thereof that 1s configured to receive and/or transmit data from/to an entity of the system
100, such as, for example, a receiving apparatus 102. In at least one embodiment, the
communication interface 124 is at least partially embodied as or otherwise controlled by

the processor 120. In this regard, the communication interface 124 may be in
-14-



5the receiving apparatus 102. For example, the service type may comprise circuit switched (CS) voice
communication transmitted over High Speed Packet Access (HSPA). In another example, the service
type may com%’f?s?@]\}@ﬂ:‘@%ver Internet protocol (VolP), streaming servicBCHF B‘EH@f)Wﬁftime service.
The cipher control circuitry 126 may be configured to cipher the data using a set of one or more cipher
input paramef@?@ﬁ%’é%@?é@@d‘@d%%?sﬁ%@&ib‘ﬁ@ﬁﬁwﬁﬁf‘ﬁéﬁarﬂ&é?%‘é}}%ﬁ%ﬁ@é@%r example, one
or more of a ciphefiRgnkeyd Gt )exOH N trtBiA R R 48ikr, lagdi@beatarifesiiy)ddNGTH (e.g.,

length of DATA DAT?Ie ., a data parameter. to be ciphered), or the like. The COUNT-C value may
comprise andlo B Bt e T B o s F e i BT i sequence

ased at least'in par
number (e.g., thhsRi@d8§udheeonumbisriRUCISYY. TEhapIRN eprijeiBedmisagEcafiéid initialized to a
Ztart valug eXﬁQﬂThx?ﬁR?Lgéﬁalyﬁ?geﬂl%ﬁ%@@mQ ARPAkALLA 1{94?%6@?@!8@9}@&9}%@53%@1@53@ dur(ijng rad[igo
earer setup. The ay comprise. a sequence number included in a eader and may be
ineremented, B DAFTa AN ATRTH ST A6 o R SO 6P TR T the sot of
cipher input pardrtieterstocipientie daterusingpbriyccondeosach asyifor example, Adaptive Multi-Rate
20 (AMR) codggsfiMR-Myidehand (M B, 2Rd/e) theliksqtA04 1EHAGGIRARE ceatgl circuitry 126

may be preconfigured to include a ciphered 'expected value' in a PDU to be transmitted to the receiver

apparatus 1037 FHEYeRFARHEE §SRTEPHISPESTABHRE WS SRTEPEF B e 249 &Ff Thdicator, a PDU
header, adfieldnstiirantly stetih ed asapur field{8gndianR DECRWP Dehoandidy othercvadue. For example,

a 25 padding ﬂ'g%dg?a s&%;&@&%g ngg% 81 more.bits Aaving anvalue exResiad by g teeeiving apparatus

102 that are included in the PDU ‘to provide for octet alignment of data within the PDU. In another
example, a lefgHPIHBIEAISCIRRAIFRE St thiad s Gatalse &xchrRIoce s8R AeR data unit included in the
PDU (e.g., '1kisbainéar GHauaic@oMpldriSRAYL dhusrihesexpetiankualje-may fndicate the PDU size or
other value expected he receiving 3Q apparatys, 102.,In.yet another examplg, the PDU header may
comprise a vé%’é:el‘?ls f(?z?t(l}hég Y _ P )}%%%NIC%%\II’%%?E he Eﬁj ﬁ%ﬂ%&?&s@%ﬁj (e.g., '010' PDCP
AMR Data PDtprfes@S 3biddovehd ISER] O00iRDEP Ry PR oo e contitorahe like) [00421In

some embodipgpts, the.exBectes ke isoptedefinestpasestonihe, coafigwatien ofihe system 100.
Additionally or a ternati\éilgﬁthe ci% er contr Icirc.uitr% -16-, WO 20&%001022PC /F12010/050509

126 and decifEFLSHIFST CFRUIRY 11 8 AU BheT CS AR GUrERrRIcHTT8 SR BSOS HhiIRG an expected
value based abtgasy ik partoporEceommaieeatibirisentice tygpebtior which data is being exchanged

between the reeabfing AnpRArALYSH02,R0%: 3 RN ARRAIAIMSAOA8:8.ial, GXPESIAc yalue of the PDU

header). In another example, the cipher control circuitry 126 5 may be configured to define an
expectedValUEHHITEHI0BEHE idsat s Al @adHrgonality of the sending apparatus 104 a5

described herein. In this regard, the receiving apparatus 102 may comprise cipher control
circuitry 126 that may be embodied as or otherwise controlled by the processor 110,
Similarly, in some embodiments, the sending apparatus 104 is configured to perform at
least some of the functionality of the receiving apparatus 102 as described herein. 1In this
25  regard, the sending apparatus 104 may comprise decipher control circuitry 118 that may be
embodied as or otherwise conirolled by the processor 120.  Accordingly, embodiments of
the invention may facilitate ciphering error detection and recovery for both a network
uplink and a network downlink.
[6046] The cipher control circuitry 126 is configured in some embodiments to cipher
30  datain a protocol data unit (PDU) that is to be transmitted to the receiving apparatus 102.
The PDU may comprise an RLC PDU, PDCP PDU, or the like. The PDU may comprise
an unacknowledged mode (UM) PDU such that the receiving apparatus 102 is not required
to acknowledge receipt of a UM PDU. Alternatively, the PDU may comprise an

acknowledged mode (AM) PDU such that the receiving apparatus 102 is required to
-15-



receiving apparatus 102 during a communication setup phase (e.g., during radio bearer setup, during
RLC resynchronization, and/or the like). [0043]Once a PDU including the value expected by the
receiving appaf2tHE H¥2% ciphered, the communication interface 124 nf&y F2AEKIH#E PDU to the
receiving 10 aréE%ratus 102, where it may be received by the communication interface 114. The

decipher conti&Firdatey Ee8nsoEsisiforedits SSHenembsortherdtitd sfthelnventsistiodise a set of one

or more ciphej-inRUtpRFAMGIAISMaIntRIBRG b the desip e cantial cisains 188 igidreipher ciphered

data in a received PDU. The of ane or more cipher inpyt parameters.may comprise, for example,
P AEPIE R 1 I TCSONT C B HERREA e AL/ ORI BB, LENGTH

one or more Sf & CIPHErng Key g radio bagrer
(e.g., length ofiDaTA)cDATAWE Gt o dalacpammiatéritouppadediphtreliPlas thenkikettelie decipher

control cirguitey 118/ #onfigyreddousaheselficinhss it @%Eﬁﬁ%&'@%ﬁ%ﬂ&@@her the data
using any codec used ﬁb%%?e cipher contrgl cir%uitr _1261to g?g r the data. £0044 After the decipher

control circuithy V1§ H& SCTERIBHAHSS TBTIBIRE RS tRee RSO tirclitry 118 is
configured in sanerembodinients-atdlyeinuentionioscomparecalvgiuet pfatdel3tdMortion of the

deciphered daia o, the.expeciedvalug: Asdesaibedahoye: RRxeesied YalugsSected by the

decipher control circtitry 118 may be preconfi%ured, selected by the ciphér contrdl circuitry 126 and

determined by thRHEESHEPRG M RtNSy 1SR RO SET PRI BFBR TRV STyRAlIng received
by the terminah2 %1 @@y deppmined fay: the-geaiphergent abeireuiisis 1b8 hased af deast in part upon a

service type with which a '@Iﬁ L i jated, and/or the.like. Th a portion of the
deciphered d:ﬁgql%glﬁ g?) (gﬁg’et e plgr%b%%gﬁgﬁﬁggder?? e?&?r%rn“é%?“i éﬁ%ﬁﬁ% ’DU in which the
expected valuenighodated AVRET the valt d26f Rt Fe s ba PttieR o the decigheddidta is not equal
to the expectetwalbenthe 8peiRhancepiredGitauitied 484530 sendigy iechin memerampadiments to

determine an rrence of a ciphering error. Iy this regard, if the fciphering. inputs used by the
decipher contal AT TAE TS dUB RFCS e HE e GRERHERIZoH Tt 0 SOt o GpRBHing mputs
used by the ciphrisontioldcirguitiapd 26 waiphier thehdaged tvevatidhstcadogtionaofitsé Heciphered data

should equal the fxBeEEd¥ANEs QAL IARNZAP (i 12RLR50R02:,{Q0dRThe decipher control

circuitry 118 is configured in some embodiments to initiate a ciphering resynchronization procedure in
response to tHEHRRAE ARE TN HAS LR bhRHAY o8 Rt SRS %gjrﬁf‘ﬁﬂghize at least one of the
set of cipher inpeinpssiamete EXIsEthbyither decipheraontrol cineyitng fk8doofiegiphérciphered data in a

Sreceived PDY (GG Hrst SEhQTFIRG! [RRYLRREBREISISLIEY BLdRoRE ABgAlameheREPher

20 {AMR} codee, AMR-Wideband {AMR-WM), and/or the like,
{0041] The cipher control circuitry 126 may be preconfigured to include & ciphered
‘expected value® in a PDU to be transmitted to the receiver apparatus 102. The expected
value may comprise a value of a padding field, a length indicator, a PDU header, a field
currently defined as an R field {¢.g., in a PDCP PDU), and/or other value. For example, a

25  padding field may comprise one or more bits having a value expected by the receiving
apparatus 102 that are included in the PDU to provide for octet alignment of data within
the PDU. In another example, a length indicator may indicate the last octet of each RLC
service data unit included in the PDU {e.g., ‘1111101" for CS voice over HSPA). Thus,
the expected value may indicate the PDU size or other value expected by the receiving

30 apparatus 102, In yet another example, the PDU header may comprise a value indicating a
PDCP type with which the PDCP PDU is associated (e.g., ‘010" PDCP AMR Data PDU
for CS voice over HSPA, ‘000’ PDCP Data PDU for VoIP, and/or the like).
[G042] In some embodiments, the ‘expected value’ is predefined based on the

configuration of the system 100. Additionally or alternatively, the cipher control circuitry
-16-



input parameters used by the cipher control circuitry 126 to cipher data in a PDU transmitted to the
receiving apparatus 102 ("the second set of cipher input parameters"). In this regard, resynchroni zing
at least one oPREHSPLER of cipher input parameters with at least one of thECEEAHE Set of cipher input
parameters may comprise, for example, the 10 decipher control circuitry 118 autonomously updating
one or more di%é?q-r%ﬂpb'ar%%b?g%ﬁfﬁé i stagete rafaspie rdsprrer et dftrFi184ipdating one or
more cipher inpsicparame s okthasfitspsatbaseddpamsignalingexchpnged with#heisending
apparatus 104, the decipher. control.circuitry 118 and cipher control circuitry 1 f the same sending
TR ohe Sy hurd el

bing ved b th ., af
apparatus 102%%1:526 IShing one or. mgggcgi/n%%?gﬂ?ﬁ% er m?onu Hﬁa&rg’r%rg ers tor i fitst 15 and

second sets inracstdiprplsadshePy Fadidbe dremstieissmitsy Secimt pptiel ebenitiandtprocedure),

and/or the degiphst canisolcitsuitnnd d8apaeiphancantipb et h.debofa differgat sending
apparatus 104 establishin% oni Qr.more synchro.nj%ed ciphering i{éput for the first and second sets in
a setup phaseSE Y B BEArE) sBHIPE PO BERFE R iﬁm%t ¥ a8 S8R Fhode command

procedure). 28{0046imsBire mmbddimeristheddediphéretontrol circuitry 118 is configured to initiate a
ciphering resygghypnizafion preeediurciRy INtaind. 2Rl repy Rebronizalionpraesqure (e.g., an RLC

re-establishment procedure when operating in TIM or AM mode, an RLC reset procedure when
operating in NGRS RIS IHE KR HSHAfTal et SaRIBh e (IR ForButes s aRieter such that the
first set abciphgrainputlparatreter mig tesynghrdnized dbwitiimibeisecontheet@df cpber input parameters.

In this regard gsﬁ]%ﬁ&cce&xm SROAAYS %%%ﬁ%%@d%ﬁ@&%ﬁﬁ%ﬁéﬂé 3P4 MAYERA9E N, cell update

procedure and the decipher control circuitry T18 and cipher control circuitry 126 may initiate an RLC
re-establishm&hebPIStRERNRE CRBEYARHBMIAREH Proteattda b partBhtherten! Gesits’ pidcedure so

that the deciphefcepntialigiestityiid kBaandiciaEricontolaitcwiteyol 26mayhifitiglize at least one 30
synchronized cipher nput parameter (e.0;, GOUNT.C Yalue, UM RLG S adonhaiike)
[00471Additi0'?1a y or alte né)tl\}%lly,’in somerernbodiments. the Bec:lpﬁeryc ntrol circuitry 118 is
configuréd to HindtERafe auteAerbeniy dphidsing FeEyhdheeniagsropldtEanrBAhARBFedard, the

decipher Cont&%%i&%i{%ﬂela%%ﬁﬂ%l‘é@ﬂﬁgH{@EkEQ i%l?&%cﬂah@a@éoﬂ%{@ circuitry 118 may be
2011/001022PCT/F1 010/0505090ré10$t §tobable alternativ %é/i'%lgug or at least one of the first set of

cipher input pEPAPRREHC Fi5d S8 CpranSbIRP KIRTREINE VAl B PR S SR BFise an
incremented vaddéofia ciplre cinpol parsimetdr whhdheeaipher input parameter comprises a

parargeter thapisdncremanian with rRachreneiyedF R EUEAARIE DS HeRIPRSE captrol circuitry
may be 20  decipher control circuitry 118 is configured in some embodiments of the invention fo

compare a value of at least a portion of the deciphered data to the expected value. As
described above, the expected value expected by the decipher control circuitry 118 may be
preconfigured, selected by the cipher contro! circuitry 126 and determined by the decipher
control circuitry 118 based at least in part upon network signaling received by the terminal

25 102, determined by the decipher control circuitry 118 based at least in part upon a service
type with which a received PDU is associated, and/or the like. The at feast a portion of the
deciphercd data may comprise the portion (¢.g., header, field, and/or the like) of the PDU
in which the expected value is located. When the value of the at ieast a portion of the
deciphered data is not equal to the expected value, the decipher control circuitry 118 is

30  configured in some embodiments to determine an occurrence of a ciphering error. In this
regard, if the set of ciphering inputs used by the decipher control circuitry 118 to decipher
the data are synchronized with the set of ciphering inputs used by the cipher control
circuitry 126 to cipher the data, the at least a portion of the deciphered data should equal

the expected value.
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5 configured to increment the HEN value of COUNT-C to the current HEN value of COUNT-C + 1 as
the most probable alternative value. The decipher control circuitry 118 may then use the selected most
probable alterfAtiE M1 for the at least one of the first set of cipher inB&t FAFHHEERE to decipher

data in the received PDU for which a ciphering error occurred or to decipher data in a subsequently
received PDUMHHe selbeduinbqeesiohetoiinst hiotambierstememecviiedineria ipher input

parameter(s) isithe eeipastsyRebronizachaluRisidthen alilarst & pertss-eithafeciphered data will

equal the expg%%gnvaéur%f {I)fcghee%t -foea?'qs’;[oaf Or{tllgfnn?f tgt %etci%heg%d d_atafdo S not (tequal the expected
value, then theHirst And Second sets of C|pqercln(f)u %araerﬁe?e?soaréeg 1S psf/hlélll?}lonized and the
decipher contreiaiseitnsdd sy mhaydsebarrigletdiorisydibdeléstipghenoshprolbbhbienalternative value 15

for one orsmoyg.ciphasinpetRaameterBRd alempLdeERheing A raceivedRRY #98iR. The decipher
control circuitry 118 ma% be configured.to repeat the process of selecting. a most probable alternative

for one or moF I PREFIRBTSEt APh BT S i AP BTSSP 0 P F QiR £8°Has autonomously
resynchronizéduatieastiotie parameterefidoe 5 et oteipher ofippbpargmeterswrit”at least one

parameter of {he &r%[]fé%%ﬁfoﬁfmgram% SRRAANGIELR, %ﬂ@%&%%%%@@wmﬁhe decipher

control circuitry 118 may be configured to repeat the proces selecting a most probable alternative
for one or molipHe?fiHISUC FRIGHREE P DTN EPAREISEY, BBh troMECu i T 3B d hade a predefined
number of failégipite mpisdaselest bl nasiprabablersdiemaiitefeneneisicriase: gybacdaput values, at
which point the-decipher, contyol.circuitry 118 ma configured to initiate an 25 RL.C
resynchroniza?‘;fon a%sagesbﬁlc)eacgbgv%oto ?nﬁ%ﬁée% gtﬁ%‘é%ratagﬁ %?Bﬁéﬁ%ﬁﬁ%ppgrrénr%%ter with a sending

apparatus 1022 TREPrefdhnBerahhped gpeairdenditenpieagdutshobcers resgrrastBrizedion may, for
example, be signrieshte iharteceiing apPaatumdQRtheoughRsMY kisignaliRadeigy from the sending

apparatus 10£g)qrth¢ ecipher control circuitry 118 may be. preconfigured to mak t%% redefined
number of fail? déﬁ%?np#ser%?(%l‘% ?r?iﬁ%ﬁlr?éeé 1r§é)ycr11‘gﬁﬁ)m flé%%rﬁ%ﬁi fnt%o Sépembodiments,
the decipher cohtsbouitcelitry 1 38 Pioscordigured terinititte sndipheringresyischnomizdtion procedure

in response t%@s&u@gts{mpmmﬁ&@&%ﬁawﬁy@!@Mé{ﬁ%%&@ibﬁéﬂﬁ&qaﬁ%@d to initiate a
ciphering resydrgfchronlzatlpnFrocedure aftergi redefined number of consecutive ciphering errors have

occurred (e.g% _&:@e_nt\?\cigi% me &S YL EEHETe synchronized ciphering inputs for

the first and second sets in a sefup phase (e.g. radio bearer setup, radio bearer
reconfiguration and/or security mode command procedure).

20 [0046] iIn some embodiments the decipher control circuitry 118 is configured to initiate
a ciphering resynchronization procedure by imtiating an RLC resynchronization procedure
(e.g., an RLC re-establishment procedure when operating in UM or AM mode, an RLC
reset procedure when operating in AM mode, and/or the iike) to initialize at least one
cipher input parameter such that the first set of cipher input parameters is resynchronized

25 with the second set of cipher input parameters. In this regard, the receiving apparatus 102
and a sending apparatus 104 may engage in a cell update procedure and the decipher
controf circuitry 118 and cipher control circuitry 126 may initiate an RLC re-establishment
or other RLC resynchronization procedure as part of the cell update procedure so that the
decipher control circuitry 118 and cipher control circuitry 126 may initialize at least one

30 synchronized cipher input parameter (e.g., COUNT-C value, UM RLC 8N, and/or the
fike).
[0047] Additionally or alternatively, in some embodiments, the decipher control
circuitry 118 is configured to nitiate an autonomous ciphering resynchronization

procedure. In this regard, the decipher control circuitry 118 may be configured to select a
-]18-



for a predefined number of consecutively received PDUSs). The predefined number may comprise a
natural number greater than zero. The decipher control circuitry 118 may be preconfigured for the
predefined nu%‘gé(fl.lfﬁob‘ﬁ&ther example, the decipher control circuitry 1%/§W Ba¥ figured to
determine the predefined number based at least in part 5 upon a service type with which the PDUs are
associated (€% StRECBrEUSHSBAREGHBET IR ketiars tbihe Brysrt@ bveh SPA RIS § for streaming
service). Additianabyt ercaligmnadivelyy halgdesiph ds-eantiplciauiifddSrambecgaafigwRd to determine
the predefined. rhlémber based at | astd'lré part.upon a recejved network si nessage transmitted

ciphier mput Dar; tEF wheh ger nput. parameler comprises.a a%gxze”(ngthn}
by the sendingpappaPatdjs 104 “Tn'this rega]? , the cipher contro %wcuitr(/) T may be configured to
determine a predetmeEd Hithtrsh stcebiidedtlivacipraniy thedesithax eheiabeiishiy eamtis! circuitry 118
is to d;]etest pr&%ﬁgﬂﬁaimm&&gﬂhsfimmwm%m@ma wq&agw&thﬁm ciphegcontrol circuitry t26
may then gen etwork signalin ssage for transmissiqn tq the receiving a atus 102 by
the communié@%ﬁ%@eﬁgg@t ‘32% ?ﬁtal?rg%%geegsﬁ RS éirglrhllene %gee&lg |ﬁre(f§’%tﬂ°r?n yer ﬁrﬁp f?émbodiments
wherein the dagjpher seriholadinedtryostiBokabisrifigiaitraydhitifaethe ciphetintereisyn dhvorization

procedur_e aftgf &pBE?Q@ﬂP&Qa%&%Q% gt GanseautivaciRhering B5ie %Mﬁ%@&ﬂﬁ@ﬂg%pedpher
control circuitry 118 may be configured to alter a counter value based at least in part upon a number of

consecutive GPHEFAG 'SR FSPASE TR/ LR rar o GaRtHittind AR SREEIF ACES ¥ Tiphering error
and @nitia(fa a ot erivgb20aiesymnchromizeation qmmedm@mmas)lmmpm aypcincaiméd.efined
relationship b%i’é(@@,‘ dhe qaunter yalne aRd b pirdefined nHuber 1oL FXRMRI8. e dgecipher control

circuitry 118 may be configured to increment or decrement the counter value when the decipher
control circuit®y 42P8ARERR PISBCAT Bl rietite BF sret BB SR s bt Hring
resynchronizatioR:psacecisitg siien ithe: gatiniervalatinuals acdhvasholshyaled@scigheh as, for

25example, the predefined ber. (e.q...If incrementin frpma initial counter value of zero) or zero
(e, 1 deorer i Ha LA s bR I B retiate

however! thatfon ersraemarir iher dueidniantiss tid stumbdsabeiate provige §Mereliias examples of

how the deciphgrieontielekeditbrdds s16anfigs eshinadivet Ryeauntanyalie Meame embodiments of
the invention. Furthe{), he xamplefjnitial 30 valueshan.d threshold valuef are eprovided merely as
a Vﬁ C

examples and"heriRE PR EAtS &?gﬂﬁf’ﬁ g r%%yeblélpgéﬁﬁrgeﬁeetg %c‘fzﬁlsé (%t(i%e1 iitial values and

threshold valgestr§d 0udiinysidihbae mbodimasisresendooipirsy o draiohsi uang e & ieconfigured to

enable cipherjpg,eriprdstsatinn ARt shesk-forAnAceHHEREs AfiRGRDAIING SERTaNkWhen one or

more conditions are met, For example, the decipher control circujtry 118 may be -20-
20 parameters. Additionally or alternatively, the decipher control circuitry 118 may be

configured to repeat the process of selecting & most probable alternative for one or more
cipher input parameters until the decipher control circuitry 118 has made a predefined
number of failed attemnpis to select a most probable alternative for one or more cipher input
values, at which point the decipher control circuitry 118 may be configured to initiate an

25  RLC resynchronization as described above to initialize at least one cipher input parameter
with a sending apparatus 104. The predefined number of failed attempts at autonomous
resynchronization may, for example, be signaled to the receiving apparatus 102 through
network signaling {(e.g., from the sending apparatus 104) or the decipher control circuitry
118 may be preconfigured to make the predefined number of failed attempts prior to

30  initiating an RLC resynchronization,
{0048] In some embodiments, the decipher control circuitry 118 is not configured to
initiate a ciphering resynchronization procedure in response to each determination that a
ciphering error occurred, but rather is configured to initiate a ciphering resynchronization

procedure after a predefined number of consecutive ciphering errors have occurred (e.g.,
-19-



WO 2011/001022PCT/F12010/050509 configured to enable ciphering error detection only when it is
configured to by the sending apparatus 104, such as through network signaling transmitted to the
receiving appaYatid 2By the sending apparatus 104. In this regard, tA& EHREPESROI circuitry 126
may be configured to enable and/or disable ciphering error detection by the decipher control 5circuitry

118 by initiatifftj AeAGHEAL SREPRETRS @%ﬁ%@%ﬁ@ﬁ&%&%‘aﬁ% cipharideiesbratactan for
transmission terhheseceiving appRaitadORbythe JandRgrpRamMSIIOAT IR Relwrk signaling may
additionally comprise an.ipdication.of a predefined number of consecutive ciphering errors that the
Geciphor contot ETLEITE) THg e SR AR oo VR G T asetg
resynchroniza&figaiprdéé durebrdakionadostctamakdhn atirsin ahaadsiphrepteitest simagitry 118 may be
configu:‘jegl to @J&@Q'@c&%@%ﬁ%ﬂg&%@%ﬁ%mﬁ%ﬁ%%}%@ﬁ%%@H@g&ﬁ@ﬁ%ﬁ‘ﬁ%&%@?lwnh WhihChda}
received PDU is agsociated. [005 . 3 i|lustrates a flowchart according to an exemplary method for
ciphering erroerqaae%[%é%fo%é‘f é’gg{/g‘%)gs c%%ﬁlrxﬁn%rtﬁﬂgﬂné%?ﬁgfﬁ?gl 616’8%1}%?rof the invention. In
15this regard aFiGat8éllushades mige rativriscttvaitn aySoeap édfopnifentey théetwoiphérecontrol circuitry 118.
The method maydRclude.iBe: deciphorap prRl-ClRATY L4 Sniializing; g alue. Rl ghleast one cipher

input parameter of a first set of one or more cipher input parameters with a’sending apparatus 104, at

operation 300" BPRHSHSN SEGTHETEHRATLL e obpReEb it RIRER e eliRg e first set of
cipher ingut pararnetens gordieigher2bciphaieth ethbtariba o€ ceiveaiRB tlpHdaa geaiphistcontrol circuitry

L18 may then ol valie ehateast apadian aling feRlIeIeqfag, o an expected value, at

operation 320. Operation 330 may comprise the decipher control circuitry 118 determining an
occurrence of @RIPHERIAY RRAIPGFHE tHEV RIS GPHE | TIansY A350nishet gsacaéehered data is not

equal to the expected Malig: b decpherconial &iiauity-MS&maythen mitiataa 25ciphering
resynchronization procedure Inesponis 1o the. detsimination, at gperation 344, [00511FIG. 4
illustrates a flowchart accorr(ﬁtlng 6 an exemplary me od 1ot (gpeherlng erfor detéction and recovery
accordintf to apvesdammplaryhersibdtlimetinhst aestinvarion, 1hftkisretpmgd F@GitdRiastrates operations

that may be pepfermertiydhefasiphercantohsicuiitidldq Thenneihad may commtssythe decipher
control circuitr¥ 11 initializin%vghSO vaI%e of at least one %Eher in%)ut arameter of a first set of one or

more cipher iNBOE PATSINEHETE WA 4RI P AR SAFATITE 1OU™4Y BparatiBHAd8 25p&ration 410 may
comprise the degiphelwontisl dilewitny td8uietermimirg & pregefimacciphmivercobochsecutive ciphering

errors that mystogaUI-REALIR AAjLAKRAH 2.0 BREHRILEINGBIORIZANAR BIPRRAMLS, AbrpgLation 410. The
decipher control circuitry 118 may make the determination of o
20 resynchroniZation procédure based at least in part upon a predefined relationship between

the counter value and the predefined number. For example, the decipher control circuitry
118 may be configured to increment or decrement the counter value when the decipher
control circuitry 118 determines an occurrence of a ciphering error and initiate a ciphering
resynchronization procedure when the counter value equals a threshold values, such as, for
25  cxample, the predeﬁned number {e.g., if incrementing from an initial counter value of
zero) or zero {e.g., if decrementing from an initial counter value of the predefined number).
It will be appreciated, however, that incrementing and decrementing the counter value are
provided merely as examples of how the decipher control circuitry 118 is configured to
adjust a counter value in some embodiments of the invention. Further, the example initial
30 wvalues and threshoid values are provided merely as examples and the decipher controf
circuitry 118 may be configured to use other initial values and threshold values.
[064%]  In sorne embodiments the decipher control circuitry 118 is configured to enable
ciphering error detection and check for an occurrence of a ciphering error only when one

or more conditions are met. For example, the decipher control circuitry 118 may be
20-



-21- WO 2011/001022PCT/F12010/050509 operation 410 based at least in part upon network
signaling transmitted by the sending apparatus 104 and/or a service type with which a received PDU is
associated. O‘B’Qrﬁ‘ﬁéﬁ“ﬁ% may comprise the decipher control circuitry ffg"ggf’é%?ﬁ?ﬁgg an occurrence
of a predefined number of consecutive ciphering errors when decipherin% consecutively Sreceived

PDUs. The d&eis8radnaab& cnhrymei s s tentonifatd endidhenit BRisRd8% procedure in
response to tagpaetesminaiion Sfthpesatetivd0sialatipe raicmid3: Q23 Hag apflisttates a flowchart
according to xemplary. method for.¢ciphering error, detection and recover ording to an

e emplany O B R e 0 t ey be

performed by HEiIgHstee corfttortdfeutistio s ppaEtiss Sooraayconprriebehecsitler control circuitry

126 initiakzingia-viah e ehatieast.gne.ciRber seputRarmmneiesol @ srRepnd sehefiang.er more cipher
input parameters to be used for ciphering data with a receiyi paratus 102. The cipher control
Citeuitry 126 AR T S ar o QISP R e e 15 B AR T 2 PDU for
transmission thetrackivinglapparardd ior!xtcoperation BE02BpeativnBitedryrdptiohally comprise

the cipher COQH&EQJ&%E%&@@@QIP&M& %Q@éiﬂ&f%ﬁﬁ&mﬁﬂﬁﬁﬂf’i@ RIQeedurensith t_he receiving
apparatus 102 when a_mphermg}_error is detected by the receiving apparatus. Operation 520 may be

performed in SFRBEHATERIS WHEHSR 2 ML ER Sy LR PR IR 1 1 i< dORIRGaPE @Yo initiate an RLC
20resynéhronitatietiv4dG0 88| fdGrherilustrdtesai o Widhany dccordingddtanmiemiplaryngmethod for

ciphering errog deteetion, AN FEEOURIARECLHING IR ARSI MPAN:GMbodiment §hthg invention. In this

regard, FIG. 6 illustrates operations that may be performed by the cipher control circuitry 126.
Operation 6085R5% Ebmprise the cipher control circuitry 126 initializing a
16050] FIG. 3 illustrates a flowchart according to an exemplary method for ciphering

error detection and recovery according to an exemplary embodiment of the invention. In
15 this regard, FIG. 3 illustrates operations that may be performed by the decipher control
circuitry 118. The method may include the decipher control circuitry 118 initializing a
value of at least one cipher input parameter of a first set of one or more cipher input
parameters with a sending apparatus 104, at operation 300. Operation 310 may comprise
the decipher control circuitry 118 using the first set of cipher input parameters to decipher
26 ciphered data in a received PDU. The decipher confrol circuitry 118 may then compare a
value of at least a portion of the deciphered data to an expected value, at operation 320.
Operation 330 may comprise the decipher control circuitry 118 determining an occurrence
of a ciphering error when the value of the at least a portion of the deciphered data is not
equal to the expected value, The decipher control eircuitry 118 may then initiate a
25  ciphering resynchronization procedure in response to the determination, at operation 340.
[6051]  FIG. 4 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention. In
this regard, FIG. 4 illustrates operations that may be performed by the decipher control
circuitry 118. The method may comprise the decipher control circuitry 118 initializing a
30 value of at least one cipher input parameter of a first set of one or more cipher input
parameters with a sending apparatus 104, at operation 400. Operation 410 may comprise
the decipher control circuitry 118 determining a predefined number of consecutive
ciphering errors that must occur prior to initiating a ciphering resynchronization procedure,

at operation 410. The decipher control circuitry 118 may make the determination of
21-



25value of at least one cipher input parameter of a second set of one or more cipher input parameters
to be used for ciphering data with a receiving apparatus 102. The cipher control circuitry 126 may then
cause transmi&: 3%8?'g°ﬁ%etwork signaling message configuring cipherirf’g(‘@%f”éf@?@é‘f?on to the
receiving apparatus 102. The network signaling message may comprise instructions enabling
ciphering errdiPGEERHH ByStHE30TE R RANGRBIAEERIE Yo mstrersiyHedderiiiity 4 Bredefined number
of consecutivepgiphaingenors ikatibetpesitingtagparaitis-1FDIS foadicsminehavsoaccurred prior to
initiating a cipmrhqgﬁres nchroni atqun rocedure. grr[;,dll?%(? {%zr,%cilefined number offfaailed attempts at
atus 102

comprise the decipner cantrol circi g an GCCIITence ¢ra .
autonomous resynchronization the rpecelvmg appar IS to méélii(e prior to initiating an RLC

rcsynchronizatieft fretaduber aitensisuby conbhSIE Ry o6 dernherian comeopiorly

2011/001922R6eIVEd BOUO/0ER2R8IMRe dharsraanshsetiofeip irminmulpatasmetats to cipher data in a

PDU for transmissign to the receiyin .aggaratus 182, atr%xeration 620. Oopel{%ion 630 may optionally
. resynehronization .roceyur in response to the deterniination of operat nt ,ato cﬁmon .

comprise the ciphér Cortrol dreui ry eéngaging in a cipfiiering resynchronization procedure with the

receiving appé#étus 102 when a ciphering error (e.g., a predefined number of consecutive 5 ciphering

errors) is detqgirg;by tReecRiVRGRRRAALS: Q&sf@iﬂdg&b%%mm? peifoimed nempodiments
wherein the decipher control circuitry 118 is configured to initiate an RLC resynchronization.

[0054]FIGs. 38A A AEI0BRAM O S\ PSROF T BB 4= SRl E8 RTRAEPSPO G AR BYSHIR dfcording to
exemplaly emiecdipaehBIGf ThBusmaemtiparakiondtive wadber stotorthdbe dehclbbbteokial step of the

flowcharts, ang compipatigpsAlhIasks iR ReHaNGharisnPanie tRRlerepiadRyyaEquUs means, such

as hardware and/or’a computer program product comprising one or more computer-readable mediums
having computFseAaLE BREGHIMT MEHRATENE <iBr 8 dHRBFEShO B SX AISIEPBFE B more of the
procedures deserkedsheteinssadyreppiribedieoash aampiies pregsam liostrieticnseef a computer

program prodyet |p 42 [ regerd.Je sompuier praara pradyGlSL RIS embay, e, procedures
described herein may be tore%{/ one or more memoryo]I vices of a receiving apparatus 102,
sending BbpafatuSPLoWr frasilesssriithde SepRar2aPoiiar dom pleirrgrteitk) aMitexEsutéd by a
processor in tha,Commmalina dmpee R GpHie BHICE SR Ak GnanarariPrsFEsal120). In some
embodiments, the com utereErzC%aam in trt%ctions com risirg élag c?mputeggr.o ram 20 product(s)
which embod§e%°p?%ﬂéea Gred deStiibed above may b Store ywrﬁeenrﬁgﬁ} eVicés ofa plurality of
computing dedstesscdiy Wit roeciapiaremiatads. dapesish Edinputde pedgramd prettotimeayise loaded onto a
computer or offaer.pr adrammablefAppanalie, o RIRAYEEA-0achine SkcR that the computer program
product including the instructions which execute on the computer or other programmable apparatus
creates fieanggpeironization.

{0033) FIG. 6 illustrates a flowchart according to an exemplary method for ciphering
error detection and recovery according to an exemplary embodiment of the invention. In
this regard, FIG. 6 illustrates operations that may be performed by the cipher control
circuitry 126. Operation 600 may comprise the cipher control circuitry 126 initializing a

25 value of at least one cipher input parameter of a second set of one or more cipher input
parameters to be used for ciphering data with a receiving apparatus 102. The cij)her
control circuitry 126 may then cause transmission of a network signaling message
configuring ciphering error detection to the receiving apparatus 102, The network
signaling message may comprise instructions enabling ciphering error detection by the

30 receiving apparatus 102, instructions defining a predefined number of consecutive
ciphering errors that the receiving apparatus 102 is to determine have occurred prior fo

, initiating a ciphering resynchronization procedure, and/or a predefined number of failed

attempts at autonomous resynchronization the receiving apparatus 102 is to make prior to

initiating an RLC resynchronization procedure. The cipher control circuitry 126 may then
222



25implementing the functions specified in the flowchart block(s) or step(s). Further, the computer
program product may comprise one or more computer-readable memories on which the computer
program instrdtHSAE M%7 be stored such that the one or more compute R Fe4d4BIEH&hories can direct
a computer or other programmable apparatus to function in a particular manner, such that the
computer pro§tafhepreeRtic Shfprise M BUaRcr Bronaritetire R dRTiFSEITEREs the function
specified in thadlewshastbiaek(s)) or SIeR(SMHiTME 00 MPLHETOR KDY NsHUElp Bena-RReer more
compuiter program prodhicts may also be loaded onto 8 computer.of olher programmable apparatus to
cause a serie$ 0 opera?lonaflstf psgté%l% per grmedton the compu?erpor other programmable
apparatus to presiviee @rBrhipuie-ihplermehetovdss sacnctitintd aimbtruefiormsemtiich execute on

the -23- WO &9&&(9@&%&@%&%&5&2@@%{9@@5&@%%B&é@ﬁ%ﬁ@l&l}%{%&{@%%@ & aRgIalLS provide
StepS orpe entmg the functjons specified Iin the flowchart CGK(S I’Step S). . |¢ ccoraingly,
Elopks or 2tor T R oA AR S S RO R Y PR A T UHE Bt fumerions

and combinatienys @fstepscior performing the 5specified functions. It will also be understood that one

or more blockg@istepsRfthedlpwsiad. Angdrcapiinations, o Rlocks At s tERs Rl dlawchart, may be

implemented by special purpose hardware-based computer systems which perfoon the specified
functions or sEEFEIBEDMBIRIABRBPBRE RSt BeEHiaraatd AadbrsiateP Hritifam product(s).

[00561The above: deseribédéuinctibassnay hendarriedcifttibdnainyhways.ckatsexkapigle, 10 any suitable

means for capyingekaREh a1 s lungtions dessdbed aheye, makhe smplayss gary ou

embodiments of the invention. In one embodiment, a suitably configur rocessor may provide all or
a portion of tHOBREHIBRESOPTROIRVEHABR TR At R ERIS SaITRE S BIUET pbRioATEHR elements of

the invention maybesonbigureedy ans epeiple sndemeasisoleiRocampuiesaparag:product. The
computer pro rar%&progu&:t &E forl}ger orming the methods of embodiments of th inv<—i‘ntion includes a
%12% erbodicd by commputer Eﬁ)%x% msiructions of a COPPLICT PIOGTATI pro uat. i
computer-readable storage medium, su s the non-volatile storage medium, and computer-readable
program!éodelporeisns, thueprumstar seoisaoprodniysterhios tubtidnteansedied destidbedomputer-readable
storage mediym.i4 003 ALARRME. dhedt moe.ambpineRtsrafthainventianmiquide several
advantages . . . : .
sending apparatus 104, mobile terminal, server, or other computing device and executed by
a processor in the computing device {e.g. the processor 110 and/or processor 120). In
some embodiments, the computer program insfructions comprising the computer program
20 product(s) which embody the procedures described above may be stored by memory
devices of a plurality of computing devices. As will be appreciated, any such computer
program product may be loaded onto a computer or other programmable apparatus to
produce a machine, such that the computer program product including the instructions
which execute on the computer or other programmable apparatus creates means for
25  implementing the functions specified in the flowchart block(s) or step(s). Further, the
computer program product may comprise one or more computer-readable memories on
which the computer program instructions may be stored such that the one or more
computer-readable memories can direct a computer or other programmabie apparatus to
function in a particular manner, such that the computer program product compriscs an
30 article of manufacture which implements the function specified in the flowchart block(s) or
step(s). The computer program instructions of one or more computer program products
may also be loaded onto a computer or other programmable apparatus to cause a series of
operational steps to be performed on the computer or other programmable apparatus to

produce a computer-implemented process such that the instructions which execute on the
23



20 to computing devices, computing device users, and network operators. Embodiments of the
invention provide a receiving apparatus configured to determine an occurrence of a ciphering error. In
this regard, enfSbtiH{&H{E%f the invention provide a receiving apparatust&3MguPEE S determine an
occurrence of a ciphering error by comparing a value of deciphered data to an expected value to
determine if t18TRiTE Brher gEERErek] R P Bk Yo rhEekpdensgting the. frrrs®smparison
allows for sorgg:arvaad memnis-efatinsidanentioadggeteimine an occurrence of a ciphering error
regardless of vice type with which a cipher rotocpl data unit is assaciated. Embodiments of
the invention &@ﬁ e a}r‘)é%erfi\%ﬁéy 2@%%?% lrJgp%f‘%c:%gf%)&ﬁa%x?osu&’é’f)e“rrﬁrﬁ]gl'%%l%iésc rfence of a ciphering
error in situationsaifhersia hoyrshidird dumtiancyndrenk (BRB) (rER G protectadzdhta may fail. 30

[00581 Emboglimanis mhdheninvention fiuherRravidearsceiying aBRRIRIMS €pNfgited to initiate a
ciphering error recover roc%dure SO }sﬁto rezynchronize a local set of one or more cipher input

parameters uS8Y $& HeipIRaT PRESIAS P EROST HERa ity AU B oy e AR s & put parameters
used by a sendmglapperatbsdo wipherderciphe rodtcataypiio ptoforentmissidiedditheibesminal. Some
embodiments ptihe iVERLnR.REQVIE R IECANMIBG R VOO LHRAL 7RG FA404R/050509

apparatus con%qﬁured to initiate a radio link control resynchronization witha sending apparatus to
resynchronize Y&l or mGFbTSREFHHGE SuicifeEtey Bpsthiehts Bithe wivehtiofid§dprovide a
receiving @pparatustdnfigure ticayianomeudlyfesynebiomnizeon:Oorensiphier input parameters

by selecting augss Rbaple qfemal e ALe (21l 5oL one Sifer MRULRgIAeter: Embodments

of the invention providing for network signaling configuration of ciphering error de ection and/or
ciphering erroicfdsvetypresetR EfdhEteinterrBperABIRBSB SRR MEptvecUPwhen a receiving
apparatus configeeenicdeteHNHIE Al RECHH IEMEE DfactiPBLMB thesranARLiosdRiiaiaaEiRhering error

recovery procedure is communi a}in over a network not 8onfi red to sup ort aci hc?ring 10error
an orpeer 8: control o da conﬁauter grograﬁg]gro UCt. =) conix uter, program product
recovery procedure. [00 any modificatfons and other embodiments of the Tventions set forth

herein wilf coree neriminmgobenecticfiee innlrwaliarts oflitchntresennnadrdrsrspaptain-traditly the benefit of
the teachingspresentesin, thefatagoing-dassrintiaas-andiihs, @ﬁé@&iﬁﬁ@@rﬂ@%ﬁl@%ﬂﬁﬁﬁefore, itis to

be understood t%at the embaodiments ofghe invention are not 15to be limited to the specific
|

embodiments AR ST A i s A0 SRS Sh T By BinBBERHEhYS B HIBHERd to be included
within the scopedefitheceqgeemdiedrclaims. Moreover, although the foregoing descriptions and the

- associated drings desaribe exgmpanyAnRedimentsdnihe caniedef cetain fxgmplary

H

combinations of elements and/or functions, it should be appreciated that different combinations of
elementShndR FIBPHIRE RS Th B fr8 Felder Hye s erA AFecsnmpadimie ntRstiBseaeparting from the
scope of the appencethclatvide krthisvingarshrioisexampled dfferantitombinatens:of elements and/or

functions than thase explicitly descrihed. above con lated,as may be set forth in some of
the appended i Iaimsg. AIth’ougth_]%spg cif?&e?r%s{ a%%%n%%@%ﬁgﬁ{gm%ﬁg are UsEd I|)Ha£1a£(:§léneric and
descriptive seiS8®1 Bt RBRRS PHRgseseKs Plimtaliving error by comparing a value of

deciphered data to an expected value to determine if the value of the deciphered data is

25 equal to the expected value. This comparison allows for some embodiments of the
invention to deteﬁnine an occurrence of a ciphering error regardless of a service type with
which a ciphered protocol data unit is associated. Embodiments of the invention provide a
receiving apparatus 102 configured to determine an occurrence of a ciphering error in
situations wherein a cyclic redundancy check (CRC) for CRC protecied data may fail.

30 [6058] Embodiments of the invention further provide a receiving apparatus configured
to initiate a ciphering error recovery procedure so as to resynchronize a local set of one or
more cipher input parameters used to decipher received ciphered data with a set of one or
more cipher input parameters used by a sending apparatus to cipher the ciphered data prior

to transmission to the terminal. Some embodiments of the invention provide a receiving
-24-



WHAT IS CLAIMED IS: 1. A method comprising: using a first set of one or more cipher input
parameters to decipher ciphered data in 5a received protocol data unit, wherein the ciphered data was
ciphered usind'd ¥8¢8H¢%8et of one or more cipher input parameters; coﬁ?ﬁ%ﬁ’d"&’@éﬁ'ﬁe of at least a
portion of the deciphered data to an expected value; determining, with decipher control circuitry, an
occurrence ofBPETBHEAvRYIEYFeR (wikaHRE (Pdiod e ¢pmisaf I@a/%%rw%wmhe wadiphered data is not

equal to the expeeiec 3 Oxaidiang oncibitiatiagipheihplingriesyashmmatinnmpraadure in response
to the determlnatltgn th t a CI 1gerlné% error occurred sofas gg tres nchronl e at Ie%?t ane of the first set

of cipher mpu’t paré?ﬁél &rd With at 18ast one Bt the’ 8¢t né?uign uefsﬁarame%ers wherein the

method furthemeonmpeisesphel] umﬁgaaawméwdméﬁkme@@mhéﬂwnmwwptm ®raimber of

consecutiye Q%%Mgﬁh@r‘%ﬁwa%ﬂé&cwﬁg@ﬁéﬁ%@%ﬂh@ﬂ{&%ﬁ%ﬁg RAatRdnorgceived protocol
data units; and wherein ipiti atln%é%ﬁ’r}épherm gnchronl tion procedure comprises initiating a

ciphering resﬁf‘?@ﬁpgﬁ& P8 S8 TRE OBV RIS I FEGEFiT¥ Felationship with a 20
predefmed numbetywhaneinathénpredefuted numbehgomprses arataratadntbgpgreater than zero.

2. The methogof ol urlE GPReHRIRG: detelipining s nieslsrdoumper Rgsed;atleastin part

upon one or more of a message transmitted by a send mgé: 25apparatus or a service type with which the
protocol data e i e T Iﬁfrﬁofﬁ%ﬁ‘é’récfr?‘iﬁﬂ?éttﬁ]@‘@‘éiﬁﬁenng

resynchranization procag precedmprises initiating a radio link control resynchronlzatlon procedure to

initialize at 'e%’&@?e CIRRSL 'HE’g"gg% (;?fx{E‘% ﬁroﬁ%é?*ér%%%ﬁf&?n%r%%ﬁl%t;%?vsn'tp@q%rgé@?o B 5%31{ ameters is

resynchronized with the secon er input parameters & method of Claim 1,
wherein initiatity @ efpReriig i{é@%éﬁ%ﬁ%ﬂ%ﬁrﬁm@&é r@%@?ﬁb?%@ﬁ‘ﬁﬁ?ﬁ%@aéﬁ%@fbnomous
ciphering resyashiopiziadiRAcRINEE LN €O MPKSIOBLoing descriptions and the associated

drawings. Therefore, it is to be undersiood that the embodiments of the mvention are not
15 to be limited to the specific embodiments disclosed and that modifications and other
embodiments are intended to be included within the scope of the appended claims.
Moreover, although the foregoing degcriptions and the associated drawings describe
exemplary embodiments in the context of certain exemplary combinations of elements
and/or functions, it should be appreciated that different combinations of elements and/or
20 functions may be provided by alternative embodiments without departing from the scope
of the appended claims. In this regard, for example, different combinations of clements
and/or functions than those explicitly described above are also contemplated as may be set
forth in some of the appended claims, Although specific terms are employed herein, they

are used in a generic and descriptive sense only and not for purposes of limitation.

25



selecting a most probable alternative value for the at least one of the first set of 5cipher input
parameters; and  using the selected most probable alternative value to decipher the ciphered data
in the received protocol data unit. 5. The method of any one of the preceding claims, wherein the
at least a 10pdHidHbEIeledipiered data comprises one or more of a padding field, a length
indicator, or a protocol data unit header. 6. The method of any one of the preceding claims,
wherein the protocol data unit comprises an unacknowledged mode radio link control layer protocol
data unit, an 15 acknowlédgedAGaRRERElink control layer protocol data unit, an unacknowledged

mode packet data ¢aRveRense dretees hpretopbbdaiautnitateen ackadpledgpictrabdepacket data

convergence protocol protocql data unit. . 7. An.a paraus com risigg} at Ieasstcgr% prggessor and at
J} g

least ond mé 8?§/Vi‘gpg%??ﬁggt:%afnuﬁﬁt@f%%ié’réﬁwCI d%, wherein the at least 6ne memory and stored

computer programmoode@dre ogufigaredcteswith the at least one processor, cause the apparatus to at

east  use a s} oL Afoe. A1 AIAGINSiJARY R aREMElBES-a daibh cipbssedadala in a

received protocol data unit; wherein the ciphered data was ciphered using a second set of 25 one or

more cipher input gaamiaiass Vi SoipiRRer S0 B Te A8 PBHRSS BF AEPBREISIFERYd data to an

expected valyesdgterminsran-eetsHiensairociphasnghersaraahentheyalue oktheaitdast a portion
of the deciphered data is not equal to the expected value; and initiate a ciphering resynchronization

procedtfe in'f%8f%e to the determination 30that a ciphering error occurred so as to resynchronize at
least one of the firstisietiog cipipkernputgyachmetersnitvatioast orpwitie becsirdgispoftipher input

parameters; . Whe(eln.the, 3LIEASLAE EMODKaNYARL.SAIRUITLRANAT sedpiare configured

to, with the a one processor, further cause the apparatus to adjust a counter value based at
least in part ipatparmmettierehes rastomvel SiSIerTg &t oFSIher VS FERUAEH:When deciphering
ciphered data in reggived molagehdalanspiismpndyhsisindhaeaileastnramaenaoraang stored
computer program code are configured to, with the at L
15~ part upon a number of consecutive ciphering errors that have occurred when deciphering

ciphered data in received protocol data umits;

and wherein

initiating the ciphering resynchronization procedure comprises initiating a ciphering

resynchronization procedure when the counter value has a predefined relationship with a

20  predefined number, wherein the predefined number comprises a natural number greater

than zero.

2. The method of Claim 1, further comprising determining the predefined
number based at least in part upon one or more of a message transmitted by a sending

25  apparatus or a service type with which the protocol data units are associated.

3. The method of Claim 1, wherein initiating a ciphering resynchronization
procedure comprises initiating a radio link control resynchronization procedure to
initialize at least one cipher input parameter such that the first set of cipher input

30  parameters is resynchronized with the second set of cipher input parameters.



5least one processor, cause the apparatus to initiate the ciphering resynchronization procedure by
initiating a ciphering resynchronization procedure when the counter value has a predefined

relationship to a predefined number, wherein the predefined number comprises a natural number
greater than zero. 408. THdamstredvd lClnReiRdRiE ths B¢ IREERS S YREIFIWANE stored

computer program, fOde-BIRGRHAUREGICuID ISl iR aShone RrIFESSARoflFbesdeasISe the apparatus
to determine the predefined number based at least in part upon one or more of a message transmitted

by a sending’@ppar&tis or a service type with which the protocol data units are associated. 15 9.
The apparatus of Glaigtidg WhetepidhdRtleastone aenarhandistared obthptiter gtagram code are
configured to, with, the at least one processor, cause the apparatus to initiate a ciphering
resynchroniZ2Rish BrOCBHGRAH Sirffiating a radio link control resynchronization procedure to initialize at
least one cipher inpsinparassiierducty 20thak!theinzttvetvolusihéedimber Padphetedsladerisynchronized
with the secqgedr ceetix%fd‘élpcﬁgéoif‘@iﬂ& patameters. 10. The apparatus of Claim 7, wherein the at least
one memory and stored computer program code are configured to, with the at least one processor,
cause the 25apparatus to initiate a ciphering resynchronization procedure by initiating an autonomous
ciphering resynchrgnizatippepreeedureayharein the autaneonus iphatngesyrakronization
procedure compris%i:g{% selecté% a most grobable alternative vigqlue ) C{he atEI@ast one of the first set

of ciphePinpBPEaFath 81 PEC RAT $hT Y TRESRISRRY MoSt ProBa R HSG A as T e s deécipher the

ciphered datarin phecret éivedyirbtedal data unit. 11.The apparatus of any one of Claims 7-10, wherein
the at least a portion of the deciphered data comprises one or more of a padding field, a length

indicator, or a protocol data unit header. _ .
6. The method of any one of the preceding claims, wherein the protocol data

unif comprises an unacknowledged mode radio link control layer protocol data unit, an
15 acknowledged mode radio link control layer protocol data unit, an unacknowledged mode
packet data convergence protocol protocol data unit, or an acknowledged mode packet data

convergence protocol protocol data unit.

7. An apparatus comprising at least one processor and at least one memory
20 storing computer program code, wherein the at least one memory and stored computer
program code are configured to, with the at least one processor, cause the apparatus to at
least:
use a first set of one or more cipher input parameters to decipher ciphered data in a
received protocol data unit, wherein the ciphered data was ciphered using a second set of
25  one or more cipher input parameters;
compare a value of at least a portion of the deciphered data to an expected value;
determine an occurrence of a ciphering error when the value of the at least a portion
of the deciphered data is not equal to the expected value; and
initiate a ciphering resynchronization procedure in response to the determination
30 thata ciphering error occurred s0 as to resynchronize at least one of the first set of cipher
input parameters with at least one of the second set of cipher mput parameters;
wherein the at least one memory and stored computer program code are configured

to, with the at least one processor, further cause the apparatus to

27



512.The apparatus of any one of Claims 7-11, wherein the protocol data unit comprises an
unacknowledged mode radio link control layer protocol data unit, an acknowledged mode radio link
control layer protocol data unit, an unacknowledged mode packet data convergence protocol protocol

data unit, or aghackrowlrdgsdabade paekaticpia cpoverganas protasalpraiogakdaayoit 10 13.The
apparatus of any one of Claims 7-12, wherein.the apparatus comprises or is. embhodied on a mobile
tg Wﬁen &BCIV}II tlr}erecp Qa (P in é ge

phone, the MODIIS Phone compraing Heer Intenacs cirtuity SR U8 TRT_HAER EhRuAfE stored on one

or more of thelatrdeast one memory; wherein the user interface circuitry and user interface software are

configured tajuafaciliale Hasl.oRNPL el IsashRomeURCLans Al isMEBIEPOARRIPUON Use of &

display; and ~ cause at least a’portion of a user infe  the mobile’phone to isplayed on the
display & facARERIESEIEHHrSPBICAh ARSI FiHERB R oTiRhermbIstEns hswezation 4. A computer

program progiei-aem Blisine aideashRie RIS LasabI SIKRe ¢ MR dild ML hakING ue
computer-re%dablebp ogram jnstructions st(%%%éi therein, the computer-readf%gle program instructions
comprising: %4 Bf iRERRATOR (ARSI rnﬂigih‘ff’ e PO PERE BEHBIEEhher input
parameters toodeciphermiphe redhtatarrarndeeined. protocol data unit, wherein the ciphered 25data
was ciphered using a second set of one or more cipher input parameters;  a program instruction
configured for comparing a value of at least a portion of the deciphered data to an expected value;

a prografh instructién confibtifeprfas efdrinimingdiestcin enlsesbpae ahshunngrerstoredhen the value of

the at least a.pRFias ﬁd@%ﬁ@@é@ﬁ%@gx@@tﬁég RokadyR 191the exPERIEd 30vaME: ’tke m@ Program

instruction configured for initiating a ciphering resynchronization procedure in response to the
e

determinatio AP e REFY S I EdeRs 1A RS AL RSP Bk st set of
cipher input parametessswittedbleasindne: apianseooadeseiotgiphemhiapidipRmetess darherein the
computer-reada%ble rogram C{nstructions further comprises-: '
ULHHS are assoclated.
15
9. The apparatus of Claim 7, wherein the at least one memory and stored
computer program code are configured to, with the at least one processor, cause the
apparatus to Initiate a ciphering resynchronization procedure by initiating a radio link
control resynchronization procedure to initialize at least one cipher input parameter such
20 that the first set of cipher input parameters is resynchronized with the second set of cipher

input parameters.

10.  The apparatus of Claim 7, wherein the at least one memory and stored
computer program code are configured to, with the at least one processor, cause the
25  apparatus to initiate a ciphering resynchronization procedure by initiating an autonomous
ciphering resynchronization procedure, wherein the autonomous ciphering
resynchronization procedure comprises:
selecting a most probable alternative value for the at least one of the first set of
cipher input parameters; and
30 using the selected most probable alternative value to decipher the ciphered data in

the received protocol data unit.
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a program instruction configured for adjusting a counter value based at least in part upon a number of
consecutive ciphering errors that have occurred when deciphering 5ciphered data in received protocol
data units; and wherein  the program instruction configured for initiating the ciphering
resynchronization procedilite sgiaptises istonetidtdLonfigLredbacinifiatin:acinhesingof
resynchronizgtion procedure when the counter valye has.a predefined relationship to a predefined
umber whe A S G e R R R a0 0 35, The
computer pragesvepfetiustidfed@laim 14, further comprising a program instruction configured for
determining the predefmed number based at least in part upon one or more of a message transmitted
by a sending apparatus or a service type with which the protocol data units are associated. 15 16.
The computer progtam prodfAtPerEIarh20Y ARher &ttt pidgrdsTsHstha Bt Afgurel for initiating a
ciphering resysishresizatinacRrocesdise empHIeSinsluetions eopfigusstdtes iniiating a radio link

control resynchronization prqcedure .to initialize at least one cipher input parameter such that the first
set of cipher?ﬁ%@ﬁ“ﬁ%aat ﬁg%égn%%?é?gg %%ﬁgéﬁﬂ%ﬁ?g%?%dj{mﬁ%#%age%h&%8‘?8&1(8 &PSROMSErameters.

17. The computkst grogramagadiegirofoCiamp bdpivaereint theapradramnwlinkisd ciiate parifegdsed for

initiating a cigggép&ﬁgg,}%qgg&ry&gg& RLgcsdHre comprises instructions configured for initiating an

autonomous ciphering resynchronization procedure 25 comprising:  selecting a most probable
alternathfe value for the at least one of the first set of cipher input parameters; and  using the

selected most probable altgengtivevalbe.dy dectiaiianihe cipherrd datacnhesgcelygdipotocol data

unit. 30 : . . . - : o
or 15 embodied on a mobile phone, the mobile phone comprising user interface circuitry

and user interface software stored on one or more of the at least one memory; wherein the
user interface circuitry and user interface software are configured to:
I35 facilitate user control of at least some functions of the mobile phone through use of
a display; and
cause at least a portion of a user interface of the mobile phone to be displayed on

the display to facilitate user control of at least some functions of the mobile phone.

20 14. A computer program product comprising at least one computer-readable
storage medium having computer-readable program instructions stored therein, the
computer-readable program instructions comprising:

a program instruction configured for using a first set of one or more cipher input
parameters to decipher ciphered data in a received protocol data unit, wherein the ciphered

25  data was ciphered using a second set of one or more cipher input parameters;

a program instruction configured for comparing a value of at least a portion of the
deciphered data to an expected vahie;

a program instruction configured for determining an occurrence of a ciphering error
when the value of the at least a portion of the deciphered data is not equal to the expected

30 va]ué; and

a program instruction configured for initiating a ciphering resynchronization
procedure in response to the determination that a ciphering error occwred so as to
resynchronize at least one of the first set of cipher input parameters with at least one of the

second set of cipher input parameters,;
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I5

20

25

30

wherein the computer-readable program instructions further comprises-:

a program insiruction configured for adjusting a counter value based at least in part
upon a number of consecutive ciphering errors that have occurred when deciphering
ciphered data in received protocol data units; and wherein

the program instruction configured for initiating the ciphering resynchronization
procedure comprises instructions configured for initiating a ciphering resynchronization
procedure when the counter value has a predefined relationship to a predefined number,

wherein the predefined number comprises a natural number greater than zero.

15, The computer program product of Claim 14, further comprising a program
instruction configured for determining the predefined number based at least in part upon
one or more of a message transmitted by a sending apparatus or a service type with which

the protocol data units are associated.

16.  The computer program product of Claim 14, wherein the program
instruction configured for inifiating a ciphering resynchronization procedure comprises
instructions configured for initiating a radio link control resynchronization procedure to
initiahze at least one cipher input parameter such that the first set of cipher input

parameters is resynchronized with the second set of cipher input parameters.

17.  The computer program product of Claim 14, wherein the program
instruction configured for initiating a ciphering resynchronization procedure comprises
instructions configured for initiating an autonomous ciphering resynchronization procedure
comprising:

selecting a most probable alternative value for the at least one of the first set of
cipher input parameters; and

using the selected most probable alternative value to decipher the ciphered data in

the received protocol data unit.
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