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METHCOD AND DEVI CE FOR PROTECTI NG DATA STORED IN A
COVPUTI NG DEVI CE FI ELD OF THE | NVENTI ON The present

w0 pwsfgs4on rel ates to a nethod and devi ce for PCT/SG2005/000084

protecting data stored in a conmputing device, of
particul ar but by no neans excl usive application in
protecting data stored in & ﬂortable conputi ng devi ce.
BACKGROUND TO | NVENTI ON Conputers and ot her conputi ng
devi ces MERHQR: dT PBMISIR: FORH @RQFECTHENG PAER SHARBR

easily conprom sed fﬁeg gﬁmgﬁgghaobgﬁggguser illegally
accesses the devi ce, en the device is stolen. In

the case of portable conputers such as persona
ﬂtﬂbbabFaQﬁgstﬁﬂEﬁTIbﬁptOp conput ers and not ebook

nputers, the risk is rticularly h
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an average financial |oss of US$64, 000 per notebook.

Exi sting software exists in which the hard disk of a
PBEEGBONNDs THr SNEENEAONy encryption. These software
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ve the opera system unencrypted. Hardware
gg?uﬁﬁgﬁgeeifsﬁaoggmhlch an additional interface is

added between the hard di sk and the device's |DE ATA

In the case of portable computers, such as personal
digital assistants, laptop computers and notebook
computers, the risk is particularly high owing to the
greater ease with which such devices can be misplaced or
stolen. According to Kemsington Technology Group Notebook
Security Survey 2001 and 2003 CSI/FBI Computer Crime &
Security Survey, a typical medium-sized company loses
about 11 notebooks annually, with an average financial
loss of US$64,000 per notebook.

Existing software exists in which the hard disk of a
notebook is protected by encryption. These software
solutions have inherent problems, which include operating
system dependencies, a need for device drivers, and a need
for patches when the device is upgraded, and the like.
Most software solutions also leave the operating system

unencrypted.

Hardware solutions exist in which an additional interface
is added between the hard disk and the device’s IDE/ATA
(Integrated Drive Electronics/AT Attachment) bus.
Although such interfaces do not have the problems
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(Integrated Drive El ectronics/AT Attachnent) bus.
Al t hough such interfaces do not have the

w@emblogsrsassoci ated with the software sol uti onBCT/SG2005/000084

descri bed above, these hardware sol uti ons cannot be
easily inplenented on portablg comput i ng devi ces such
as not ebook conputers becausSe“additional interface
har dwar e cannot be accommodated in the space nornally

Feaqsiatasy with £hotsptiorarriritiions degicaikrd zpove,
dlidd Murdiase JBivests SdHddionse diemy eﬂhﬂ)l@méﬂted on

additignal interface_into which a hardware
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without customlzlng the device.

SUMMARY OF THE INVENTION
It is an object of the present invention, therefore, to
provide a method and device for protecting data stored in

a computing device, such as a notebook computer.

The present invention provides a device for protecting
data, comprising:

an interface for connection to a computing
device;

a data storage;

an encryptor located in-line between said
interface and said data storage;

a control system; and

a memory;

wherein said memory includes program data
executable on said computing device to perform user
authentication, said control system is configured to
initially expose said memory to said interface to
facilitate user authentication and to expose said
encryptor to said interface only upon successful user

authentication, and said encryptor is operable to encrypt
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execut abl e on said conputing device to perform user
aut hentication, said control systemis configured to

WO piosiosd4bly expose said nenory to said interfackCT/8G2005/000084

facilitate user authentication and to expose said
encryptor to said interface opnly upon successful user
aut hentication, and said entrypfor is operable to

encrypton the fIy data received fromsaid interface
and the fidnvalatas satadated dham arrid pinipkRreRi andata

%d%m% ang d qadceac c)(‘%et UndApifdy WtdaiecRivLdsEsPide and

sai d data stora o forward sajd data on

For CRAREY 6% ATE (e dadde. TORRAT e HEE Q{30 W GiRkR | Ftorage

Rl Y ForhRediY WY Witk dubirjgredises fwebdl hoterface.
be aware of the encryption or decryption processes. In

one enbodi nent, the control systemis configured to

Mgt tda dadenmdoredl davitdte afdter siwocepsfid emserypted,
{ t [ '

B e (e Bt B U S 0 O R &F &

deeoyip tsitcsy ageaeEstesm provi ded with one or nore
boot abl e prograns. The conputing device coul d be any

such device, but the_ invention will provide partlcular
Fenemie spodimentab the SARRTHY kst § raniigyred
HePDdts @b i @dtpu tingy Aesti dellieb| fudde sl hme:zed

dat?Eﬁﬁgesﬁﬁfyhgﬁﬁfﬁ@ﬁﬁav%n%§%%%$ﬂ§ﬁ%%9 prOV|d tor to said

iimtenffaces .f Or connection to a conputing deV|ce a
second interface for connection to a data storage; an
encryptor located in-line between said first interface
The oembryeasyd domparifsec@ portion of a memory storage

system provided with one or more bootable programs.

The computing device could be any such device, but the
invention will provide particular benefit with portable
computing devices that - as discussed above - are most

vulnerable to unauthorized data access.

The present invention also provides a device for
protecting data, comprising:

a first interface for connection to a computing
device;

a second interface for connection to a data
storage;

an encryptor located in-line between said £first
interface and said second interface;

a control system; and

a memory;

wherein said memory includes program data
executable on said computing device to perform user
authentication, said control system is configured to
initially expose said memory to said interface to

facilitate user authentication and to expose said
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a control system and a nmenory; wherein said menory
i ncl udes program data executable on said conputing

waelewsogs460 perform user authentication, said cPCL/862005/000084

systemis configured to initially expose said nmenory
to said interface to facilitate user authentication
and to expose saidencryptor‘t% Said interface only
upon successful user authentication, and said
encryptor ito spddalinéetrdacec opdly mparhesudgesifiwl user
' saig 5f ik [ r '
A cataty Den £l PO [ S e g SHckyet
geckppt fay dagaf mpegdvedr Exemy gl fhnsh dndaxfmee and to

EBE?&?:QC e tai_&d tdtanaf %‘&%[I_@n%%t@@t Foonead @‘ddﬁﬁid? didterface

sai irst interface. e present invention also

BREvtaedegriitnoR &%engVe iRy *F4cEY 9 j§Rid second
Laeatrifageaandntioy Eottvard- siaid dethseence dE@aygdtrddge said
pd_an.interface to a conputing device; exposing a

%%Frﬁ?yl{%eggia %'l'nt erface to facilitate user

aut henti cation; exposing said encryptor to said

irﬂtaegfr@%%n%n IR o3 ﬁ%%s%%v!i%%f WLRAUIL Y Protecting
encrypting on the tly data recei Ved fromsaid first
Aatear f sOBPFAE 1ASwar di ng sai d data once encrypted to

sai d secondobBtenbass; eafdygeskyphi-1aneh bidtreldny ddara
received fromsaid second iInterface and forwarding

skPgags: 3nnaR JBLAFEEEE 8 ZacE™PYSRY RTGe.
BRI EF DESCBkBbis@NgOR HidmobRARBNGS ildn iorteerfadeattd he

SRR R Rl B85 pgecer (o0, preferrea

exposing said encryptor to said interface only
upon successful user authentication;

encrypting on the fly data received from said
first interface and forwarding said data once encrypted to
said second interface; and

decrypting on the fly data received from said
second interface and forwarding said data once decrypted

to said first interface.

BRIEF DESCRIPTION OF THE DRAWINGS
In order that the invention may be more clearly
ascertained, preferred embodiments will now be described,
by way of example, with reference to the accompanying
drawings, in which:

Figure 1 is a schematic view of a data protection
device according to an embodiment of the present
invention, with a portable computing device with which the
device is to be used;

Figure 2 is a photograph‘of one embodiment of the
data protection device of figure 1; and

Figure 3 is a schematic view of the functiomnal
components of the data protection device of figure 1;

Figure 4 is a schematic view of the functiomal
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by way of exanple, with reference to the acconpanying
drawi ngs, in which: Figure 1 is a schematic view of a

W@l 2108/0§846t ect i on devi ce according to an enbodi PERSGTNS/000084

the present invention, with a portable conputing
device with which the device is to be used; Figure 2
i s a photograph of one enmbddidment of the data
protection device of figure 1, and Figure 3 is a
soinpmaent8voémﬁoﬁatb,epf:gheci:@nal deyApenescordinghdo
dabenBoLarbaRofeVbECLAL blgULAclintbitiond 15 a
ematic view o uncti onal conponents of a data
protectlon devi ce accordi ng to anot her enbodi nent of

bﬁ@A@LgﬁeﬁtsbnzpmtbﬁnoFDﬁﬁﬂ tﬁ%ﬁ&i@ﬁl PTION OF THE

| NVENTI t ect di
BiobrnERPEarCiAR PRESER! SPROBHERGN Cho SBnsmosht of the
ﬁte&@ntnlﬁvgﬂtfoﬂ 1koghbhﬂrgmnbhaalyoataﬂwe1mo¢pwunq;1,

evi I n_t or
ERvRRekowiBE, 2obOkEhnia ahRBRREOHRYIEE 1h Wi forn of a
nohpboek ¢ompnteudd2 whthnwbgeht sbeCREVESEAAr d sc&se be
ﬁéeé”d @ﬂeLﬁEEgbéBkaﬁu%ButEQ 4 emnEﬁﬁdgﬁvbﬁﬁlg%édiated

d wt board case and so in not

GPH/ bprbognd ééﬁ?cé419nﬁa§ntHSDSQEEP#BVnFﬁaCt8?1Qﬁ@ the
gaislwar gol mgensaaeeasxﬂahalﬁt andardudakgbsbeidage sdeviac and
(viz. a hard % that would normal |y be provided in:
FRelRoPBboBkSE iﬁuter 12; device 10 thus repl aces that
usual storage dev ice and is designed to be nounted

thi,n_a not ebpo di_nar ard

?kd?chﬁoﬁgb%oé ?he3§6vkogslgggﬁ§%e€§? %géﬁghﬁﬁg a
hatdmﬁaeeeasrybelehandduﬂeﬁacgeﬁhera@etﬂeVF§eoWle- a hard

%Qk?gEhQEthﬂlésnh§mQ§§9rerBrB%EQ@a 1he t#eVinstebdok

us' requi res neither an
computer 12; device 10 thus replaces that usual storage

device, and is designed to be mounted within a notebook

\J

computer like any ordinary 2.5” hard disk for notebooks.

The device 10, however, contains a hardware encryption
module together with its own storage medium as is
described below. The device 10 thus requires mneither an
additional hardware interface, nor an additional interface

for a hardware key to be inserted.

Figure 2 is a photograph of an embodiment of the data
protection device of figure 1, adapted for use with a
notebook or other compact computer. Figure 3 is a block
diagram of the functional components of device 10. These
components include an interface 18 of the same type as the
hardware interface (in this embodiment, an ATA or SATA
interface) for the standard storage medium otherwise used

by notebook computer 12.

Device 10 also includes an encrypted storage medium 20 (in
this embodiment, a hard disk) and an in-line encryptor 22
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addi tional hardware interface, nor an additiona
interface for a hardware key to be inserted. Figure 2
WO 2008/0g836t ogr aph of an enbodi ment of the data PCT/SG2005/000084
protection device of figure 1, adapted for use with a
not ebook or ot her conpact conputer Figure 3 is a
bl ock di agram of the f unct i"ofal” conponents of device
10. These conponents include an interface 18 of the
Semethgpenasyphedhatdvage nadénnade - (i Ahehis- line

ESPtzzaﬂspéﬁpBEeéAié EﬂéehgﬁaﬁﬁrgoEnEQ%f%k@nd%rdand

stordge nmedi um ot héerw se_used by not eboo
reyferns 0eRFEFPEAERuaRS éﬁcaerﬁpeansFaﬁaﬁéYn@’& a is
Wi Det8h Soenbedinentoughhehd dhekyrand as.in - line

encryptor 22for the encrypted storage nedium 20. The
in-line encryptor 22 is exposed to the hardware
Devteéate f8rthed peeclaodes muttypleostamdgeesyygiemor4,

&ﬁ%t$$%§£¥ién ggkgbié ﬁ% %%gﬂsoﬁsr% Q EH%OHngB%%k

v CE |nclu es nmul
smmmugersystenTEasemhoghabbﬁtarngrbmétaﬁlérsrygﬁénéozﬁ but

% L LOE fg%@?gekt onpyL eko1ZowiNgS euheeialke prograns

are us ut are not linmted to, the follow
3Lnketbeaticrtionnheft HEGEF oHPER BQUP§1H§oﬁan%§rPﬁ§eg%°k
thgpRetebogk conpgter 12; 2) Simulation of a nornal

erati stem bootin rocess,so tha
PhrE Rl 8o S0RL6F SrapendL " RRCEALiEd GuPkeP,Bros geprocesS
ﬁ@th&tlﬁsefbuﬂeedtnbboreablaenahaalthpeeahsn9r9¢sc¢ed

ting u at tgea n
gﬁg %ﬁ%ﬁg?thedeV|%gglg gﬁéfo?ecggg% ?agsfgfgﬁé
Gpmrahnagnsvebemkbhatunaugp iapeandated 60, ast ar&géo
§¥§£§31gﬂ%gQﬂE?EB§oHOEhQE|&e@@eﬁaﬁbehB&agr?E@t%@t@@tdata

so the ecord 28 necessary to | oad the bootable
pEoyRafT 26.

For this notebook hard disk implementation, storage system
24 contains not only bootable programs 26 but also the
boot record 28 necessary to load the bootable program 26.
The storage system 24 may also contain user settings, such
as the number of allowed failed authorization attempts,
and other customizable settings. The credentials that a
user must provide to authenticate him or herself, such as
a one-way hash function digest of a password, may also be

stored in the storage system 24.

Storage system 24 may alternatively be implemented using
microprocessors and/or logic implemented on devices such
as field programmable gate arrays (FPGAs) and complex
programmable logic devices (CPLDs) that interface with
non-volatile memory or a storage medium such as flash

memory .

Storage medium 20 may comprise, for example, a 1.8” hard
disk drive, such as those manufactured by Toshiba oxr
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The storage system 24 may al so contain user settings,

such as the nunber of allowed failed authorization
w@raosigi4s]l and ot her custom zabl e settings. TheCT/SG2005/000084

credentials that a user nust provide to authenticate

himor herself, such as a one-way hash function digest

of a password, may al so be~ stfored in the st orage

system 24 . Storage system 24 may alternatively be

Hipalment &l Ls$hghatrdr dpsbcdsive siandzsEirsdpely suitable
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HRAMIRRL 105 e o scppamatn o L
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after power gn until the u? has een nti cat ed
$hys PRFVOES GFoR BPOHERR) DRBPEabt cCHIEBAERCR) Fon
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pat i tion i gt
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aut entlcdklon st age stronﬁ two or .three factor
aﬂr%%@tt@gtPénth€ﬁ§efﬁﬁéoﬁséﬁt gathedfisBccessful |y

aut henti cated, the

Oonce the user has been successfully authenticated, the
device operates in authenticated mode until either power
is removed or the device is instructed to terminate

authenticated mode by the computer to which it is coupled.

In the unauthenticated mode, the storage system 24 is
exposed on the interface 18 while in the authenticated
state, the inline encryptor 22 is exposed on the interface
18.

The device 10 further includes a control system 30, which
is the overall control system of the device 10. The
control system 30 may contain additiomal nomn-volatile
storage to hold encryption keys for encrypting data as it
is transmitted to the storage medium 20 for storage in
encrypted form. The bootable programs 26 can communicate
with the control system 30 through interface 18, via a
first bridge 32 implemented within storage system 24. The

control system 30 controls the in-line encryptor 22 via a
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in the authenticated state,
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exposed on the interface 18. The device 10 further
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I né encr

Addi tionally, contro

vi a asecond bri-dge 34.
system 30 nay al so configure and

eaat Lk chile caRILYRt ib@n t&leg@

e F ithd id®rice 10 are

encryptor 22 or the node of the encryption algorithm

BEoEOdLEHSI e,

CBC and CFB nodes)
34 al so provides a comuni cati on channe

The second bridge
bet ween an

I i tih
SySradra6PAEig fut hent|

Speedfi cati ons of the cd
as foll ows: When the dey

ot g B he

NP OoBEILS 00MBY Ise Udéwriac ®MBO Twrams fer
|ceR%Qe|s in use, the bootable

prograns—26—can—atso—acge
ApewbbdkgcSyphiear 12. Th
aut henti cati on devi ces aqr,
aut hentication data, ing
card, a USB token 36 or
operational flow of the

ad
CSS UTVI LTS LTJIIIICbl. €t l.U I.IIC

eseOperptdng syisfem independent
d%‘éb%‘é& fw%h' nW:tHd'o% 98 (TM) ,

Iudln % oard
a bW&ﬁéPWFC 889|d§”¥heW1nd°WS XP

devi(gsr) 18nds raaukol (frems: (1)

Upon—poweri ng on the pot
Igter%ace & %echangcaq

EDOOK 17 and_hence_devi ce
Stanéarg 2.%’ HDD. Comp %es to

SFF-8200, SFF-8201, SFF-8212

e Size: 100(L)x70(W)x9.5(H) mm

Encryption Algorithm

e 3DES (“Triple Data Encryption
Standard”) ;
40 to 192 bits

key lengths from

Authentication e Pre-boot authentication
Mechanisms ¢ Password or USB cryptographic
token
Certifications and e Designed to meet FIPS140-2
Standards Level 2
e (CE, FCC

When the device 10 is in use,

the bootable programs 26 can

also access devices connected to the notebook computer 12.

These devices include authentication devices or devices

for inputting authentication data, including a keyboard, a

smart card, a USB token

36 or a biometric device.
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the control system 30 exposes one unit of the storage
system 24 and hides the in-line encryptor 22. (2) One

w@boobogssabl e programs 26 is | oaded i nto the noPEhSGI05/000084

conmputer 12, in the nor mal power -on process for the
not ebook conputer In this notebook hard disk
enbodi nent, boot record 28 |§ I"oaded by the notebook
comput er 12 whi ch | oads this bootabl e program (3)
whesop@naubpeapr6gpunp@xbbatdsvnﬁenépebéoﬁ5céﬁadpwﬁ
It could execute to enulate a nornal oper ating
éﬁstembootlng process_as a deco oul d

} PR CRPWCTABSLSE: the BAERBPPYeLR ARG, BaBcss device 10,

EH@r&@ﬁﬁﬂoitQ?QgénﬂgovéﬂpbﬁeblBﬁeeﬁﬁ&tpbﬁrtﬁé.sh@rh@@
| at [4fe) ran1authentb%ates t he

b
TR e%y eaﬁésFF§§SSE§? ?ﬁe SHGFRRNPECACe him or

herselfdu3|ng the rel evant authentlcatlon devi ce

n ' bggk.sgo T

E3) O3 cof npPlrihd biBgPangoas 1 SOTRHRY Hhee B8 1
nbbebobk qgmputyp‘elzm hnstbe n@rmpaSmﬁé‘ @5 PFogess for
Eﬁé!bﬂéﬁgbo&ﬁ) cBﬁBH%éE' ng.thag EHquﬁéﬁ:eb)b%?t hRrdl 91k

gassmor Insert a spartcard glto en, o
6&9@§t|ﬁ@°Fh§?cPﬁé 3§erpF@§Qﬁ§ hVSt Esboo
QéﬁﬁutéﬂcmzaswﬁlﬁhngeﬁﬂﬁlBhlﬁrbbbt&bSQa@robémehls

boot abl e program comuni cates with the control system

30 . (5) If the user is authorized, the bootable
pBDgThﬂsahboﬂableabkygrehoekecuhesndnebo@bbc@ﬁp@D@@uter

I tr t

%g dg 3§0898 %ecﬁ%%sgghgﬂul éagggg?ﬁ%&|%%%?%%1ng system
koct) y:pg oproeesfdasxpodesolt soirnﬂ-ér reed d; gutieatisase the

§e£6E%VQﬁEhBQ§zEOEQRQQE SQEEHEeéné%yB%%dF%Q%Q%%@ 20 via

ooted a second tine). , Ln-line encr
itRahspar eREFyptor 22. In he latter case,y% is %ootable

program authenticates the user by requesting that the user
authenticate him- or herself using the relevant
authentication device provided in or with the notebook
computer 12. This could be implemented, for example, by:
(a) requesting that the user type in his or her
password using a keyboard;
(b) requesting that the user type in his or her
password and insert a smartcard or USB token; or
(¢) requesting that the user present his biometric

data, such as a fingerprint or iris scan.

(4) This bootable program communicates with the control

system 30.

(5) If the user is authorized, the bootable program
automatically reboots the notebook computer 12, while
control system 30 - by means of second bridge 34 -
configures and activates the in-line encryptor 22 and

exposes its interface to interface 18.
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encrypts all the data being stored to storage system
20 and decrypts all the data being read from storage

W ywsesa420. From this point onwards, device 10P¢ERG2A85000084

i ke a normal storage drive onto which an operating

system can be installed and uysed. Thus, device 10

operates independently of 7 o'perati ng system

installed on the storage mediumit is protecti ng and
fh-€

(6) Gévers ipomotaiadlp| ecomputrsistdfhagitFrheeeed
Hé;g:\cldlet&j'an%ml%e)swaiﬂ T eS8 ke m 2 eﬁﬁangﬁérently

ce 10 can interface to an external authenti catl on

eeAYRES Alch e datmmeing £t (iR TEORReS, SYEFRY 20
a%'l Siéédg.rﬁrﬂttfg ey1f1aGehd Sc%a@a/ Hd iy er@anib tfmoﬂnostof:ageuggs tem
n | can suppor one_ or r
26’ | Fobm A RO O S T b refr gt oL el a
ﬂUinaﬂCtStn:g:ag% dierelesnioe villidls atesipemeatingasyisbem ¢an be
re I lé not ebook hard disk, it provides a
ent ans

‘or providing high data security in a
not ebook conputer. This is particularly so when used

‘I\%Jéq ade%%é%”dﬂé’ré@é‘aem:?@eﬁ@ndé@@lﬁedf C€hd 0o éi’@%ng
€ ‘encryption every e and eyery sector o
syrfelren sll‘vfir‘ﬁ]t]eﬁfi |<m otli?\egt%;h?%g?il%%d By %ﬁcP’ﬁBF?ﬁEmg '
agiasef% t&aﬂé ﬁ.{ﬁbdéﬁ?txﬂ.éltiﬁma f&@atlwdsloof Sa@f)ﬁ?ﬂtiﬁgtlon
1 i ndependen oes, not_re

ESELEEY FUTFFaTdt UBerTETRe BFobl ol
@@tsnf]é alt(Ecbam :jihtse:uffm eto nemngeeteinal t aethentication

atches. e devjc pt I f

olcaﬁ‘ red ‘fr}ha?s or ma][[%y 1%31"3" ¢ ]E&\%Ioégégb {égglﬁg
dwcd izl bgnwﬁm (as)f |¢‘ea:eh%b3ﬁ)t¢1@)nt]b¢ oaRRE scompukey 12,

fle S AU AR LAL S UPP MbPYES b SalTe ﬁeﬁégyaﬁsons aggd

ryption occurs transparently_on:the-f in the
%ﬁ#xﬁ&gq;@thhﬁnstorage medlum 20 it is p otectlng.

As the device 10 is designed to a drop-in replacement for
a notebook hard disk, it provides a convenient means for
providing high data security in a notebook computer. This
is particularly so when used with a USB security token 30
36.

The device 10 allows the encryption of every byte and
every sector of data that is written into the hard disk
20. By encrypting every byte and sector, the device 10 is
operating system independent, does not require any
software drivers and thus users will not experience
problems associated with software incompatibilities and
patches. The device 10 encrypts all temporary files and
areas that would normally be left vulnerable or “clear” by
software file encryption products. Once a user is
authenticated upon powering-on, encryption and decryption
occurs transparently on-the-fly in the hardware without
any degradation in notebook or disk performance. Users

can use their notebooks normally, but with their data
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any degradation in notebook or di sk performance. Users
can use their notebooks normally, but with their

W@l 210808846y prot ect ed shoul d their notebooks bePGI/SGEN5/000084
or lost. According to this enbodi ment, the encrypted
storage nedium 20 is locatedq w thin the casing 36 of
devi ce 10. However, in sone plications it may be

advant ageous to | ocate t he encrypted storage nedi
fodilyl deratiee ek shpulth) theadsu =P tBheRES iRe %&%ﬁleﬂ“ lost.
user to use an existing storage nedlun1as t he

encrypted st di b

AR TS ediRe | T R e SEEg e (ledivm

zﬁ?&wtﬁdéﬂ%&miﬂlﬁ Oﬂa%a:amﬁ@meoof Tdtlems:;.ca Hat a However,
ection device accordi t dj

B S, R L SR s BB SarArEdgSshegeibette the

et ed sﬁbmagnnmeﬁlumupdtsdiwe§h©fCQﬁ@n@eV|EblaOWOU1d

Ay w A5 Ca'?d(f}j& cof resnongi n@séeé‘xrxué:@:?sﬁ’ingey{:@ﬁaé@

|gu e ref'erence nunmeral s have been_used
ewdiwntas | the dnenypted TRoFee MRIHER JAEsCARPling to “that

A AL & 1 8radd) thdli i iiCa COGY Y OEnZR, 18 BbhbaphBle to
storage system 24, boot abl e oot record

ro
¢§Y1Q§wﬁ9chu%y%h%ﬁnQQFt%.?F?E?ggrm ¥m§22ghd a second
bridge 34, all within a casing 36'. In addition,

owever, . de 40 f f
?q}%.ataeodw%éjgﬁ%ﬂfﬁg%ﬁ% “réﬁaﬁ%ﬁédgﬁéﬁﬁ*‘gzt .
éﬂhbdﬁmnnwtmf réden ¢ abiven thon nijs 3ghofpogenerally at
A% terf ce 18)4f°rA§gH ééﬂ&ftéﬁﬁd5¥§E&réQ bf 8He device 40

orage ne Um not When conneg¢ t ed
amti@nwulmgtlst@waﬂg%smdm fpatusabi ALt ﬂ%ﬁlsff 10 of

Pf@’df@ $0 BDEe Xk BEi O S RERELa B dhavef HBGhI GBedndoare
perated in the sane nmanner as device 10. Device 40

imfieate bEkesEBaref: add- on nodul e and connect ed,
for exanple, between the ATA/ SATA connector of

Device 40 includes an interface 18, an in-line encryptor
22, a multiple storage system 24, bootable programs 26,
boot record 28, control system 30, a first bridge 32 and a
second bridge 34, all within a casing 36'. In addition,
however, device 40 includes a further interface 42
(located where convenient, but in this embodiment at the
opposite end of the casing casing 36’ from interface 18)
for coupling the device 40 to an existing storage medium
(not shown). When connected to that existing storage
medium, the combination of device 40 and existing storage
medium function and are operated in the same manner as

device 10.

Device 40 can thus be used as an add-on module and
connected, for example, between the ATA/SATA connector of
the computer and an existing, off-the shelf ATA/SATA hard
disk drive. Such an embodiment could be advantageous in

the case of desktop computers and servers.



10

15

20

the conmputer and an existing, off-the shelf ATA/ SATA
hard di sk drive. Such an enbodi nent coul d be

wa@elwanssgeous i n the case of desktop conput er SPEIEG2005/000084

servers. Modifications within the scope of the
invention may be readily eff $t§d by those skilled in
the art. For exanple, an altefnative enbodi ment can
conprise a portable USB/IEE13 94 prgtected dat a

¥edt fheabtonecwibhpar hBpeseerei Phefhgetr¥entdog, may be

#84aLey 40r£bbtb8 b9 BRoYBASKSLDEd, ihhehef aie. t otk
this jnventio articul.ar

g i'S not Iln%éeg,to &he ortable
SXBBRL FentR ALEEFRBEYVEy SRRGISTeBRafipfe SREPETEHEY E°:
UeB) IeEDB 2¢efirogedesdr dpthontofaghedemient compazabdpet to

where the context requiltk her yi.sg op,ng .t Q.
?%ﬁ%ﬁﬁgge%}cﬁeggsggr§eyﬁ§§iggfioﬁ% ?ﬁe“%o%g ﬁgbnpfﬁégd'
thevefonei obbasuthiasitivenpipseds ppt"ddmpitied g the

j | | e in8d b9 WBGCblEY ekBGipl

ééggéﬁgéggfé@ﬁéag#éﬁgg Pégfﬁ?gs bu? not to grethgé
ereppreBeviee or addition of further features in

vari ous enbodi nents of the invention. Further, any
reference herein to prior,art i.s.pot.intended to_inpl
ERate (BRepPRLRTafesPIREIGE Por FBE AMREALIOP t RECSPY
wherentgenebakeknovrkadgeebEdtbEraiBeDEWiGE EORexpress

ROTECTI NG DATA STORED.| N, A I W "
oy PR AP OP SiPO o HPPRG SR oGS Meriy. Ceptise” or
vatbatacesf sucboasettooprigesa” complicPpgrdeings; ig gged in
§L°£§§fﬁs§9e998£¥gtoﬁ.EQC@BegpéE1Eyn%thbW%%%n%@ @f the
Interface and sald data storage; a control system and
stated features but not to preclude the presence or

addition of further features in various embodiments of the

invention.

Further, any reference herein to prior art is not intended
to imply that such prior art forms or formed a part of the

common general knowledge.
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a menmory; wherein said menory includes program data
execut abl e on said conputing device to perform user

w@iokestdbrat i on, said control systemis confi gRCESG2005/000084

initially expose said nenory to said interface to
facilitate user authenticat i]%n and to expose said
encryptor to said interface©only upon successful user

aut hentication, and said encryptor is operable t
encr ypt MBEH@R eANP yDEYIGE EEB; égQTFFS'Wg'aPa‘TiAnSgP%EPe

and to forward sai dylal agMerRE HYPEECEt 0 sai d data
storage and to decrypt on the fly data received from

said data storage and to forward said data once

cdigemspt ed to said interface. 2 . A device as clainmed
in claiml, wherein said control systemis configured
to reboot said conputing device after successful user
1aut lrerdéwiatd ofpm ok dis o e xpoisd ngceeR ¥ 2Hegypt or to

sai d i nterfage . 3 e,dh RN 8 AR AT |9 Gmbitdng

wherein said menmory conprises a portion of a nmenory
d&woreaye system provided with one or nore bootabl e

progranms. fda% dedGydor protecting data,
conprising: a first interface for conngction to_a,
conput i ng ﬂib\ﬁ‘i?éfyé“%‘é%dlrﬂF?‘?ﬁdeﬁréthlﬁ%fb%%%%%%t?%ﬁdt 0
ﬁ@%ﬁ%@é :H:desa? mg@tﬁad;@ﬁat ed in-1ine between
sai irst_interface and said second interface; a
cont r ol sﬁt"tﬂﬂet’%fﬁd 4 ef%’rya;m\’s'/\herei n said nenory

i ncl udes p aggneowykat a execut abl e on sai d conputing

Syotom | o BEneil S5 AUIEP! eElidss pRbGraRnaAes
executable on said computing device to perform user
authentication, said control system is configured to
initially expose said memory to said interface to
facilitate user authentication and to expose said
encryptor to said interface only upon successful user
authentication, and said encryptor is operable to emcrypt
on the fly data received from said interface and to
forward said data once encrypted to said data storage and
to decrypt on the fly data received from said data storage

and to forward said data once decrypted to said interface.

2. A device as claimed in claim 1, wherein said control
system is configured to reboot said computing device after
successful user authentication and before exposing said

encryptor to said interface.

3. A device as claimed in claim 1, wherein said memory
comprises a portion of a memory storage system provided

with one or more bootable programs.

4. A device for protecting data, comprising:
a first interface for connection to a computing

device;
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initially expose said nenory to said interface to
facilitate user authentication and to expose said

wepwspgi4or to said interface only upon successPCl/SGHEOF/000084

aut hentication, and said encryptor is operable to
encrypt on the fly data received fromsaid first
interface and to forward Sai data once encrypted to
sai d second interface and to decrypt on the fly data
recei ved fr secomidd isgestacientort SOBNaTE 4B 6 viartpte
sgg{}_% ea};:\ 2|n;ienggcirypt Ied_ to4saiMcqi first ingerface. 5. A
. . n claim4, erein sai.d control .

system i s 2B0FRCFYREOT J OS5 J—gﬁil&%j&ﬁﬁﬁ?& RRAC LTSt
igiﬁ:tgggf_a%éc@f%fé&idlsﬁc&i& hetddemideon and before

ing said encryptor to said interface. 6. A method
of protec F§OFRCL =¥ 'Sy 1 ocating an encryptor

in-Iitn_e bel weammy:data storage and an interface to a

conmput i ng_devi ce; ex ' eTpects | h-d ot

to facilift® eé:edgferseaé‘%ﬁdg%%%atl o_n;dtie%(%()%%]&%gicgﬁ@ce
earearuttdre tan sea it i enmny g ol YA eR OFP sEl%‘ég%’éﬁf‘uFS%’éer
AN CALL B SO6] Vi b DI ek | ¥s dsde Lgweededo

fromsal ITst 1nterface and forwarding said dat
igvidel adrler yPERAFE 3% MYRBHF? T4 aBtethgce o
ﬁ%ﬁ:ﬁgﬁp@dﬂ& 19%:% heu £ hen €t 2t 1 OF cdn@ ded r ezpsae dsskdond
dmerfiace and. 1 orvarding, ol g fip' 90 °5udEeLyBhEdukr

authentication, and said encryptor is operable to encrypt

on the fly data received from said first interface and to
forward said data once encrypted to said second interface
and to decrypt on the fly data received from said second
interface and to forward said data once decrypted to said

first interface.

5. A device as claimed in claim 4, wherein said control
system is configured to reboot said computing device after
successful user authentication and before exposing said

encryptor to said interface.

6. A method of protecting data, comprising:

locating an encryptor in-line between a data
storage and an interface to a computing device;

exposing a memory to said interface to
facilitate user authentication;

exposing said encryptor to said interface only
upon successful user authentication;

encrypting on the fly data received from said
first interface and forwarding said data omnce encrypted to
said second interface; and

decrypting on the fly data received from said
second interface and forwarding said data once decrypted

to said first interface.



