
PROGRAM EXECUTION SERVICE WINDOWS BACKGROUND [0001] It
is not uncommon for an enterprise to have hundreds, if
not thousands of computer systems. These computer
systems typically operate under the control of
software, including systems software (i.e., operating
systems, drivers, etc.) and application software.
[0002] For these enterprises, proper management of
software distribution and software updates on their
computer systems can be a complex, expensive, daunting
and time-consuming task. For example, an enterprise
may need to track the software installed on each of
the computer systems, including the version and
release of the software, as well as the other
resources that are on the computer systems. Tracking
the software installed on each of the computer systems
enables the enterprise to determine where to deploy
additional software, software updates, and other
resources as required, as well as to determine whether
it is in compliance with the applicable software
licenses. [0003] Many enterprises utilize commercially
available software management products to manage the
distribution of software on their computer systems.
While these software management products provide
adequate software distribution and software update
management features that allow scheduling program
(e.g., software program) execution on a specific date
and time, the software management products are not
able to guarantee a time when a program is actually
executed on a computer system. This becomes a problem
for the enterprises that rely on time-sensitive
applications and, thus, do not allow or permit changes
to be made to their computer systems outside of
designated periods of time. SUMMARY [0004] Techniques
for guaranteeing that a software program is executed
on a machine only during designated periods of time
are provided. Service windows define time periods
during which software programs targeted to execute on
a machine are allowed to execute on the machine. On
the machine, the service windows work in conjunction
with a client process that is executing on the 



machine to guarantee execution of the software
programs by the client process only during available
service windows.[0005] This Summary is provided to
introduce a selection of concepts in a simplified form
that are further described below in the Detailed
Description. This Summary is not intended to identify
key features or essential features of the claimed
subject matter, nor is it intended to be used as an
aid in determining the scope of the claimed subject
matter. BRIEF DESCRIPTION OF THE DRAWINGS [0006]
Figure 1 is a high-level block diagram illustrating an
example environment in which a service window
deployment system may operate. [0007] Figure 2 is a
block diagram that illustrates an example content
distribution policy, according to some embodiments.
[0008] Figure 3 is a block diagram that illustrates an
example content image policy, according to some
embodiments. [0009] Figure 4 is a block diagram that
illustrates an example service window policy,
according to some embodiments. [0010] Figure 5 is a
block diagram that illustrates selected components of
a client machine, according to some embodiments.
[0011] Figure 6 is a flow diagram that illustrates the
processing of an update client on a client machine to
retrieve applicable policies, according to some
embodiments. [0012] Figure 7 is a flow diagram that
illustrates the processing of an update client on a
client machine to execute a content image, according
to some embodiments. [0013] Figure 8 is a flow diagram
that illustrates the processing of an update client on
a client machine to identify available service
windows, according to some embodiments. DETAILED
DESCRIPTION [0014] Various techniques for guaranteeing
that a software program is executed on a computer
system (also referred to herein as a "machine") only
during designated periods of time are provided.
Service windows define time periods during which
software programs (e.g., operating system, anti-virus 



programs, administrative programs, updates to software
programs, updates to software programs, and other
types of content) targeted to a particular group of
one or more machines (also referred to herein as a
"collection") are allowed toexecute. On each of the
machines, the service windows work in conjunction with
a client process, such as an update client, that is
executing on the machine to guarantee execution of
software programs by the update client only during
available service windows. In this manner, service
windows provide administrators the ability to control
when a program is allowed to execute on the machines
(i.e., client and/or server machines) in their
environment. For example, an administrator can define
a service window or multiple service windows for
deployment on each of the machines in a collection of
machines in his/her environment. When deployed, the
service windows allow the software programs and
updates targeted to each of these machines to execute
only in one of the specified service windows. [0015]
In some embodiments, a service window specifies a time
window with a start and end time that may span across
days. The specified time window indicates the time
period during which a program is allowed to execute.
For example, an administrator can use a service window
to specify certain hours of the week during which the
update client on the machines can execute the targeted
software programs and software updates. A software
program may be executed during a service window when
the service window becomes available. In the context
of a software program, a service window is considered
available when (1) the current time is within the time
window specified in the service window, and (2) there
is sufficient time remaining in the service window
(i.e., the length of time from the current time to the
end of the time window) for the software program to
execute. An administrator can assign an approximate
execution time to the software program. This enables
the update client to determine whether there is
sufficient time for the software program to execute.
If an approximate execution time is not provided for a
software program, the update client may assign a
default value to the approximate execution time. For
example, the default value may be based on factors
such as, by way of example, the time of day, the size
of the software program, the current load on the 



machine, etc. [0016] In some embodiments, a software
program that is running while a service window is
available (i.e., the software program is running
during the service window) and which continues to run
beyond the time the service windowends, will be
allowed to run until the software program finishes
running or until a predetermined maximum runtime is
reached. In the instance where the predetermined
runtime is reached without the software program having
completed, the software program can be "orphaned."
Alternatively, in other embodiments, the software
program that continues to execute beyond the service
window can be terminated, for example, by the update
client. In some embodiments, a software program that
continues to run beyond the time an available service
window ends is not permitted to reboot the machine.
For example, a software program may include an
instruction to perform a reboot of the machine. If
this software program starts to run while a service
window is available and attempts to execute this
instruction (i.e., perform the reboot) after the
service window ends, the software program will be
stopped from executing the reboot instruction (e.g.,
the reboot operation will be intercepted and not
performed). In some embodiments, the software program
may have associated an indication to override the
reboot restriction. For example, an administrator may
be able to set an override reboot flag to indicate
that the software program is to be allowed to reboot
the machine even if the software program attempts the
reboot after a service window ends. If the override
reboot flag is set for a software program, the
software program will not be stopped from executing a
reboot instruction after the service window ends.
[0017] In some embodiments, a service window may
specify an impact level. For example, the impact level
may be specified as a range between "1" (low) to "10"
(high). An administrator is able to specify an impact
level for a service window. Likewise, the
administrator can assign an impact level to a software
program, where the impact level is an indication of
the impact the software program has on the machine.
When an impact level is specified for a service
window, only the software programs that are of equal
or lower impact level of the service window can be
executed in the service window. If an impact level is
not 



provided for a software program, the update client may
assign the software program a default impact level.
For example, the update client may assign the software
program the highest impact level. [0018] In some
embodiments, a service window may specify a priority
level. For example, the priority level may be
specified as a range between "1" (low) to"10" (high).
An administrator is able to specify a priority level
for a service window. Likewise, the administrator can
assign a priority to a software program, where the
priority is an indication of the importance of the
software program. For example, a virus attack fix
program is more important than a simple program
feature enhancement, and the virus attack fix is
likely to be assigned a higher priority than the
feature enhancement. When a priority level is
specified for a service window, only the software
programs that are of the same or higher priority than
the priority level of the service window can be
executed in the service window. If an impact level is
not provided for a software program, the update client
may assign the software program a default priority.
For example, the update client may assign the software
program the lowest priority. In some embodiments, the
software programs are executed based on their priority
order during an available service window. For example,
when multiple software programs can be executed in a
service window, the software programs are executed
based on the priority assigned to each of the
programs, from the higher priority program to the
lower priority program. [0019] In some embodiments, a
service window may specify whether or not the service
window is enabled (i.e., whether or not the service
window is active). For example, a service window may
include an enable/disable flag that may be used to
indicate whether the service window is enabled. An
administrator can use the enable/disable flag to
indicate that the service window is either enabled or
disabled. If the service window is enabled, the
service window is considered by the update client when
executing software programs. Conversely, if the
service window is disabled, the service window is not
considered by the update client when executing
software programs. [0020] In some embodiments, the
service window or windows on a machine may be
overridden. A software program may have associated a
service window 



override indicator that is used to override the
application of the service windows to this software
program, if the service window override indicator is
set or present, then the update client executes the
software program without applying the service window.
Stated differently, if the service window override
indicator is set, the software program is executed
without checking for an available service window. This
feature provides administrators an option to override
service windows, forexample, to run critical software
programs, such as security software programs or
updates, based on critical business needs. [0021] In
some embodiments, the service windows and software
programs may be deployed to the machines using a
software distribution infrastructure, such as that
provided by MICROSOFT'S System Management Server
(SMS). The SMS architecture provides a comprehensive
solution for change and configuration management of
large groups of WINDOWS-based machines. SMS provides
administrators the ability to manage the machines on a
network, distribute software to the machines from a
central location, detect the machines on the network,
track software and hardware configurations, and
perform other tasks on the machines from a remote
location. [0022] The SMS infrastructure constitutes
but one suitable paradigm with which the service
windows and software programs may be deployed to the
machines. One skilled in the art will appreciate that
other paradigms provided by any of a variety of
well-known software configuration and release
management systems may be utilized to deploy the
service windows and software programs to the machines.
One skilled in the art will also appreciate that the
service windows and software programs may be deployed
to the machines without utilizing the services
provided by a software configuration and release
management system. [0023] Figure 1 is a high-level
block diagram illustrating an example environment in
which a service window deployment system may operate.
The operating environment is only one example of a
suitable operating environment and is not intended to
suggest any limitation as to the scope of use or
functionality of the service window deployment system.
As depicted, the environment comprises a management
server 102, a distribution server 104, and a
collection 106 of machines 106a-n, each coupled to a
network 108. Only one management 



server, distribution server, and collection are shown
in Figure 1 for simplicity and one skilled in the art
will appreciate that the management server and the
distribution server may each be comprised of a
plurality of servers, and that there may be other
collections of machines. As used herein, the terms
"connected," "coupled," or any variant thereof, means
any connection or coupling, either direct or indirect,
between two or more elements; the coupling or
connection between the elements can be physical,
logical, or a combination thereof.[0024] In general
terms, the management server facilitates configuration
management and release management of the collection of
machines. The management server provides a management
console with which an administrator can create
policies for the deployment of service windows and
content images (i.e., the software program images) on
the collection of machines. In some embodiments, the
management console may provide a wizard, a graphical
user interface, and/or other suitable editor that
provides the administrator the capability to create
policies, such as a content distribution policy, a
content image policy, and a service window policy. For
example, the wizard may ask the administrator a number
of simple questions, and using the responses to the
asked questions, the wizard may build the appropriate
policies for the administrator. The content
distribution policy contains the properties for
distributing a content image to a targeted collection
of machines. The content image policy is associated
with a content image, and contains the properties of
the associated content image. The service window
policy is targeted to a collection of machines, and
contains one or more service windows, including the
properties of each of the contained service windows.
The management server may maintain the policies and
the content images in a persistent data store, such as
a database. [0025] In general terms, the distribution
server serves as a distribution point where the
machines can obtain the content images. For example,
the management server can distribute the content
images to the distribution server or multiple
distribution servers, and the individual machines can
obtain the content images from the distribution
server. [0026] In general terms, a collection defines
a group of one or more machines. For example, all
machines that are "data centers" may be defined to be
in one 



collection. Similarly, all machines that are in a
certain locale (e.g., all machines in building 4 ,
floors 1-3) may be defined to be in one collection.
[0027] In a typical scenario, an administrator uses
the management server's administrator console to
create the policies (e.g., the content distribution
policies, the content image policies, and the service
window policy) and to specify the targeted collection
of machines to which the policies apply. For example,
the administrator can create a content distribution
policy for each content image that is to be deployed
to the collection of machines. For each content image,
theadministrator can create/update/modify a content
image policy to specify the properties of the content
image. The administrator can also create/update/modify
a service window policy, including the service windows
specified in the policy, which is to be deployed on
the collection of machines. Once the policies are
created, the administrator can use the management
server to distribute the content images to appropriate
distribution servers. On each of the machines, a
client process, such as an update client, periodically
queries the management server for new policies that
are targeted to the machine. In response, the machine
receives from the management server any new content
distribution policies and service window policy. The
client process on each machine then processes the
newly received policies. For example, the client
process obtains from the appropriate distribution
server the content images and their associated content
image policies based on the new content distribution
policies received from the management server. The
client process on each machine then executes the
obtained content images based on their associated
content image policies and the service window policy.
[0028] In general terms, the network is a
communications link that facilitates the transfer of
electronic content between, for example, the attached
collection of machines, management server and
distribution server. In some embodiments, the network
includes the Internet. It will be appreciated that the
network may be comprised of one or more other types of
networks, such as a local area network, a wide area
network, a point-to-point dial-up connection, and the
like. [0029] The computing device on which the service
window deployment system, including the target
machines, management server and distribution 



server, is implemented may include a central
processing unit, memory, input devices (e.g., keyboard
and pointing devices), output devices (e.g., display
devices), and storage devices (e.g., disk drives). The
memory and storage devices are computer-readable media
that may contain instructions that implement the
service window deployment system. In addition, the
data structures and message structures may be stored
or transmitted via a data transmission medium, such as
a signal on a communications link. Various
communication links may be used, such as the Internet,
a local area network, awide area network, a
point-to-point dial-up connection, a cell phone
network, and so on. [0030] Embodiments of the system
may be implemented in various operating environments
that include personal computers, server computers,
hand-held or laptop devices, multiprocessor systems,
microprocessor-based systems, programmable consumer
electronics, digital cameras, network PCs,
minicomputers, mainframe computers, distributed
computing environments that include any of the above
systems or devices, and so on. The computer systems
may be cell phones, personal digital assistants, smart
phones, personal computers, programmable consumer
electronics, digital cameras, and so on. [0031] The
system may be described, in the general context of
computerexecutable instructions, such as program
modules, executed by one or more computers or other
devices. Generally, program modules include routines,
programs, objects, components, data structures, and so
on that perform particular tasks or implement
particular abstract data types. Typically, the
functionality of the program modules may be combined
or distributed as desired in various embodiments.
[0032] Figure 2 is a block diagram that illustrates an
example content distribution policy, according to some
embodiments. A content distribution policy may be
created by an administrator for each content image
that is to be downloaded and executed on the targeted
collection of machines and contains one or more
properties that govern the downloading of the content
image by each of the machines. As depicted, a content
distribution policy 202 comprises an indication of a
time when the content image is available for
downloading onto the 



machine, an indication of a time after which the
content image is no longer available for downloading
onto the machine, and an indication of the location
where the content image can be downloaded from (e.g.,
the distribution server where the content image can be
obtained). [0033] Figure 3 is a block diagram that
illustrates an example content image policy, according
to some embodiments. A content image policy may be
created by an administrator and contains one or more
properties of a corresponding content image. As
depicted, content image policy 302 comprises a
priority level, an impact level, an override reboot
flag, an obey service window policy flag, anexecution
statement, and an approximate execution time. The
priority level, when provided, specifies the priority
of the corresponding content image. The impact level,
when provided, is an estimation of the level of impact
the corresponding content image will have on the
machine. The override reboot flag, when provided,
indicates whether or not the corresponding content
image should be allowed to reboot the machine while
executing outside a service window. The obey service
window policy flag, when provided, indicates whether
the service window policy is to be applied to the
corresponding content image. The execution statement
specifies the manner in which the corresponding
content image is to be executed. The approximate
execution time is an estimation of the amount of time
required for the corresponding content image to
execute. [0034] Figure 4 is a block diagram that
illustrates an example service window policy,
according to some embodiments. A service window policy
may be created by an administrator to control the
execution of content images on the machines in their
environment. A service window policy comprises one or
more service windows, for example, service windows
404a-g. Thus, the service window policy allows
multiple service windows to be targeted (or no longer
targeted) at collections of machines. Each service
window in the service window policy defines a service
window and contains the properties of the defined
service window. As depicted in Figure 4, the service
window comprises a start time, an end time, days of
the week, an enable/disable flag, an impact level, and
a priority level. The start time and the end time
specify the starting time and the ending time,
respectively, of the defined service window. The days
of the week indicates 



the days the defined service window is available
(i.e., active). The enable/disable flag, when
provided, indicates whether the service window is to
be enabled or disabled. For example, disabling a
service window is akin to removing the service window
from the service window policy. The impact level, when
provided, specifies the maximum impact level of the
content image that is allowed to execute during the
defined service window. The priority level, when
provided, specifies the minimum priority of the
content image that is allowed to execute during the
defined service window. One of ordinary skill in the
art will appreciate that one or more properties may be
optional and not provided for a service window.
Moreover, the service windows contained in a service
window policymay contain different properties. Stated
differently, the service windows contained in a
service window need not contain the same properties.
[0035] Figure 5 is a block diagram that illustrates
selected components of a client machine, according to
some embodiments. As depicted, client machine 106a
comprises a content image 502 and corresponding
content image policy 302, service window policy 402,
and an update client 504. The content image is a
software program image that is to be executed on the
machine. The content image policy contains the
properties of the corresponding content image. The
update client is a client process that executes on the
client machine, and functions to query the management
server for new policies, process the policies received
from the management server, for example, to download
the content image and its corresponding content image
policy, and to execute the content image based on the
content image policy and the service window policy.
[0036] Figure 6 is a flow diagram that illustrates the
processing of an update client on a client machine to
retrieve applicable policies, according to some
embodiments. In block 602, the update client queries
the management server for new policies that are
targeted for the client machine. In block 604, the
update client receives the new policies from the
management server. In block 606, the update client
processes the new policies that are received from the
management server. For example, the update client may
process a content distribution policy by downloading
the corresponding content image and its content image
policy based on the contents of the content
distribution policy and, once downloaded 



onto the client machine, execute the content image
based on the content image policy and the service
window policy. [0037] One skilled in the art will
appreciate that, for this and other processes and
methods disclosed herein, the functions performed in
the processes and methods may be implemented in
differing order. Furthermore, the outlined steps are
only exemplary, and some of the steps may be optional,
combined with fewer steps, or expanded into additional
steps. [0038] Figure 7 is a flow diagram that
illustrates the processing of an update client on a
client machine to execute a content image, according
to some embodiments. For each content distribution
policy that is received from the management server and
which needs be processed on the client machine
(block702), the update client performs blocks 704 to
712, until all the content distribution policies have
been processed (block 714). In block 704, the update
client obtains the content image and the associated
content image policy based on the content distribution
policy. In block 706, the update client checks the
content image policy to determine if the service
window policy is to be applied. If the content image
policy specifies that the service window policy is not
to be applied to the execution of the content image,
then, in block 708, the update client executes the
content image on the client machine, and proceeds to
process the next content distribution policy.
Otherwise, if the update client determines from the
content image policy that the service window policy is
to be applied to the execution of the content image,
then, in block 710, the update client checks the
service window policy to determine if a service window
is available. If a service window is available, the
update client executes the content image during the
available service window (block 708), and proceeds to
process the next content distribution policy.
Otherwise, if the update client determines that no
service windows in the service window policy are
available, then, in block 712, the update client
issues a request to be notified when a service window
becomes available, and proceeds to process the next
content distribution policy. For example, the update
client may set an interrupt with the operating system
executing on the client machine to be invoked when a
service window becomes available, or may periodically
poll for available service windows. 



[0039] Figure 8 is a flow diagram that illustrates the
processing of an update client on a client machine to
identify available service windows, according to some
embodiments. In block 802, the update client
determines the impact level of the content image. In
some embodiments, if an impact level is not provided
for the content image, the update client assigns the
content image a default impact level. In block 804,
the update client identifies all the service windows
defined in the service window policy that satisfy the
impact level of the content image. For example, the
update client identifies all the service windows that
are assigned an impact level at least as high as the
impact level of the content image. In block 806, the
update client determines the priority assigned to the
content image. In some embodiments, if priority is not
assigned to the content image, the update client
assigns the content image a default priority. In block
808, the update clientidentifies the service windows
that satisfy the impact level that also satisfy the
priority assigned to the content image. For example,
from the service windows that satisfy the impact
level, the update client identifies all the service
windows that are assigned a priority level that is the
same or lower than the priority assigned to the
content image. Then, for each of the identified
service windows (block 810), the update client
performs blocks 812 and 814, until all of the
identified service windows are processed (block 816).
In block 812, the update client checks the service
window to determine whether the service window is
available for executing the content image. For
example, the update client can check the service
window to determine that there is sufficient time
remaining in the service window to execute the content
image. If the service window is available for
executing the content image, then, in block 814, the
update client indicates that the service window is
available, and proceeds to process the next identified
service window. Otherwise, if the service window is
not available for executing the content image, the
update client proceeds to process the next identified
service window. [0040] Although the subject matter has
been described in language specific to structural
features and/or methodological acts, it is to be
understood that the subject matter defined in the
appended claims is not necessarily limited to the
specific features or acts described above. Rather, the
specific features and acts 



described above are disclosed as example forms of
implementing the claims.CLAIMS I/We claim: 1. A method
in a computer system for guaranteeing execution of a
content image, the method comprising: under the
control of an update client (504) executing on the
computer system, obtaining the content image and its
associated content image policy for execution on the
computer system (704), the content image policy
specifying an approximate execution time for the
content image; determining whether a service window is
available for executing the content image by comparing
a present time, a start time and an end time of the
service window, and the approximate execution time for
the content image (710); and upon determining that the
service window is available, executing the content
image on the computer system (708). 2. The method of
claim 1 further comprising, upon determining that no
service windows are available, requesting to be
notified when a service window becomes available
(712). 3. The method of claim 2, wherein a service
window becomes available when a present time is
between a start time and an end time of the service
window. 4 . The method of claim 1, wherein an impact
level is used in determining whether a service window
is available for executing the content image. 5. The
method of claim 1, wherein a priority level is used in
determining whether a service window is available for
executing the content image. 6. The method of claim 1,
wherein the content image policy further specifies an
indication as to whether or not to obey a service
window policy, and further wherein the indication as
to whether or not to obey the service window policy is
used in determining whether a service window is
available for executing the content image. 7. The
method of claim 1 further comprising, upon determining
that the 



content image is executing beyond the end time of the
available service window, prohibiting the content
image from rebooting the computer system.8. The method
of claim 1 further comprising, upon determining that
the content image is executing beyond the end time of
the available service window, allowing the content
image to execute until a predetermined maximum runtime
is reached. 9. One or more data signals that
collectively convey a service window policy (402)
comprising at least one service window (404), each
service window specifying a start time, an end time,
and a days of the week indicator, such that the
service window policy (402) is downloaded to a
machine, and the start time, end time, and days of the
week indicator are used by an update client (504)
executing on the machine to determine whether a
service window (404) is available for executing a
program on the machine. 10. The data signals of claim
9, wherein the at least one service window further
specifies an impact level, such that only programs at
or lower than the specified impact level are allowed
to execute in the at least one service window. 11. The
data signals of claim 9, wherein the at least one
service window further specifies a priority level,
such that only programs at or higher than the
specified priority level are allowed to execute in the
at least one service window. 12. The data signals of
claim 9, wherein the at least one service window
further specifies an indication of whether or not to
enable the at least one service window. 13. The data
signals of claim 9, wherein the service window policy
is downloaded from a remote server. 14. A
computer-readable medium whose contents cause a
computing system to: obtain a content image and its
associated content image policy for execution on the
computer system (704), the content image policy
specifying an approximate execution time for the
content image; determine that a service window is
available for executing the content image by comparing
a present time, a start time and an end time of the
service window, and the approximate execution time for
the 



content image (710); and execute the content image on
the computer system during the service window
(708).15. The computer-readable medium of claim 14
further comprising contents that cause the computer
system to, upon determining that no service windows
are available, request to be notified when a service
window becomes available. 16. The computer-readable
medium of claim 14, wherein an impact level is
specified in the service window, and further wherein
the impact level is used to determine that the service
window is available for executing the content image.
17. The computer-readable medium of claim 14, wherein
an enable/disable flag is specified in the service
window, and further wherein the enable/disable flag is
used to determine that the service window is available
for executing the content image. 18. The
computer-readable medium of claim 14, wherein a
priority level is specified in the service window, and
further wherein the priority level is used to
determine that the service window is available for
executing the content image. 19. The computer-readable
medium of claim 14 further comprising contents that
cause the computer system to, upon determining that
the content image is executing beyond the end time of
the available service window, prohibit the content
image from rebooting the computer system. 20. The
computer-readable medium of claim 14 further
comprising contents that cause the computer system to,
upon determining that the content image is executing
beyond the end time of the available service window,
allow the content image to execute until a
predetermined maximum runtime is reached. 


