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SUMMARY

[0004] Techniques for guaranteeing that a software program is executed on a
machine only during designated periods of time are provided. Service windows
define time periods during which software programs targeted to execute on a
machine are allowed to execute on the machine. On the machine, the service
wind'ows work in conjunction with a client process that is executing on the
machine to guarantee execution of the software programs by the client process
only during available service windows.
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DETAILED DESCRIPTION

[0014] Various techniques for guaranteeing that a software program is
executed on a computer system (also referred to herein as a "machine") only
during designated periods of time are provided. Service windows define time
periods during which software programs (e.g., operating system, anti-virus
programs, administrative programs, updates to software programs, updates to
software programs, and other types of content) targeted to a particular group of

one or more machines (also referred to herein as a "collection") are allowed to
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[0016] In some embodiments, a software program that is running while a
service window is available (i.e., the software program is running during the
service window) and which continues to run beyond the time the service window
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[0033] Figure 3 is a block diagram that illustrates an example content image
policy, according to some embodiments. A content image policy may be created
by an administrator and contains one or more properties of a corresponding
content image. As depicted, content image policy 302 comprises a priority level,

an impact level, an override reboot flag, an obey service window policy flag, an



machi ne, an indication of a tinme after which the
content image is no |onger avail able for downl oadi ng

W Ri0a/0t424¢8 machi ne, and an indicati on of the | ORPEl/USIW06/045387
where the content inage can be downl oaded from (e. g
the distribution server where the content_ inmage ca be
eyeticRaiptemeob 28 an fpArexinatesexgcyligtima J@#a-’rﬁorl%*?ve' when

phdvidest rsabaﬁeé%eeisﬁmay%fqmﬁfﬂésdoﬁe térﬁwmﬁgscw@ PSbact

to sonme enbodi nents.” A content inagé polic

leieb avtean Bspvmdadﬁrnam etimation ofie dewd @n‘ mﬁp@ﬁeth@rcqmseondmg
cBﬁl‘éH?l‘?ﬁ S\Nlﬁfha% SH rtﬁ@ﬁ%@ﬂlﬂ gh%%&%ﬁﬂ% rbg&gcqftag%hen provided,

IC e cont ent I mage rses
lrpmaé% Wetf@mr nagrhe @paespdnéml cormntdmgeu ai@ufcbbgalowed to

réﬁcﬁ)‘i’ th@H}a%nFI\é \ﬁﬁrevé%%u%ﬁg&‘éﬁdgoé 58:30 c]:el \ﬁiqgoﬁneﬁ%héﬁéyo&mce

e exacur
\Amdqw policyl fage Whem,imwnﬂﬂtbmobnaﬂes wpe’d:uef thﬁssetrhlee ;wmdmm pyhcy is

Qivg oS! 12T PR AR ontb P BFaqen e BRSGof Fatement

spaefientheanpomatiim gvhiainthe cbrre spooeling d:dntdmi\tmage i tocbe executed.

TR R i o e 8 i sndtin SRR s o e reauired
forrtag eosespdndirzecatitéitweegd ® e@katt the machine while
outsld a, servic The obey servj ce

executl W,
[WPHdow b@f "B &5 @Ckﬁaﬁaqﬁafar’fe%f Risrttesan cxpeeisAemcgwindow

poliey, a8EHRG tWisBERVErRBbdifEntsS A SelReaRbdR Poli®y MBE be created
corres ondlng cont ent |na e. The execution statenent

by;?@ﬁdm@@trﬁwé G RRER) (e SXRAUERN PhEOHBRY IS8R @GS machines in

AN ERGormBRe iaS sbRidee wheRGH bBlby E&%Rﬁé’ég @Kk NBt ‘?nore service
execution time is an estimation of the anount of tine

WiRdQYiS: &6 PEMAIBESIGE? Bdsionsi 4A4achnTBrs, themsgeviegowindow policy
aﬁ?\{% %GHI le0Q3Rkcd 'v&if‘ﬁ:icﬁfvé1 tb Spé tgba%‘rf]%ioctb?qroa%ﬁd@t targeted) at

ustra €s an exanpl e service W po
catentipas j meckiope ehbdilisenites windavervitoe sxarwgl@kup@q)wcgohcy

dgﬁﬁ(ep% §& %ee\gllr@%mﬁ?ng%wﬁst ”tﬁ&% %rroﬁe%%so %tf rtR!e Jr.{?ﬁgldrservice

execut’i on of cont I NEges Ines 1n
wanlaw. o Asedtepictéd seF»guoaMWheoBmw:qum}pmcomrppﬁsgsa @teet time, an

R e ol SF 1V WEE o G Mgy FE it S 38 a pricrty
fevel. t n‘pbgstsrertivne: anatinglens titre hﬁbdifﬁrtg@tseﬁtnﬁg)Itlmazoahcbﬂﬁfénding
targete

te BRIV 7 S Gt oo R Eore i oy B el eicates

thvd a@w:h@méﬂﬁ@@ts@m wnhao\pw@@rltab@qn ef abﬂ'\%)d%bré?@ble/dlsable
servbce wi ndow. depicted in Figure 4, the service

flagnyBen cpé%ﬁj‘?%e@d'&a@tsa‘f"ﬂetwrn@e %er{v'éﬁd""f‘ﬁj% Is daype gpabled or
dts‘éBle‘ﬁe%r e&ﬁm@l@@ﬁﬁbﬁhgﬁégbﬁlc@\ﬁﬁdo@% éﬂﬁ@&?eﬁ@\)ﬂfﬁé thefdtfivice

riority level. The start tine and the end tine
ffﬁpnﬁ Hbes$%l?vfpﬁn‘glﬂﬂPWep%lWM tﬂéveemnacg levele When provided,

s%?&ﬁ’{sgtt ‘?lhé{xlm fncgrhg%a%me& RN ¥beBnMiREG thdh R dfdiFed to
execute during the defined service window. The priority level, when provided,
specifies the minimum priority of the content image that is allowed fo execute
during the defined service window. One of ordinary skill in the art will appreciate
that one or more properties may be optional and not provided for a service

window. Moreover, the service windows contained in a service window policy
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[0038] Figure 7 is a flow diagram that illustrates the processing of an update |
client on a client machine to execute a content image, according to some
embodiments. For each content distribution policy that is received from the
management server and which needs be processed on the client machine (block
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impact level at least as high as the impact level of the content image. In block
806, the update client determines the priority assigned to the content image. In
some embodiments, if priority is not assigned to the content image, the update
client assigns the content image a default priority. In block 808, the update client
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[0039] Figure 8 is a flowdiagramthat illustrates the
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i npact | eve e’ content inmmge. For exanp
aspigaee te theepenteridmeiori ehesl Ifortee@hgértbe wnnflﬁ@l savicenaindows
d h t
(B0 300 uBBaibyBREL pefifine Tod@78ho Bha 9T Bt ff of the
idgrndifieé senienwirdewsrare ngeceadsed ;ﬁblpok |8t1 9) a¥s blpek @120 thehepdate
t rij.Qr
cﬁé’@tl grﬂ—% b“EﬂQ eéwg% ﬁ/{fﬁ@c‘v? ﬂ@m%%ééﬁf@ée ""{ﬁe@‘%qeﬂh% éér%tcé S\Mﬂ%w is
aasialge ot hxecxubng dimd contege insagkef &ot expnnpter ithey upUateberwk can

o v SRS oS uf et e ngr2p SFET 4y tehiBiing i

the iservitey wisddvg e dexeautshéhec comtent irmagge. If Rbe sxdoplvEindow is

fr t ervi.ce W ndows that satisfy.the
vale " ERHET £ POBRD! e e an ok R4 aBR ncate clent
ivdicetosendthaé sarviceadBideWad avaikibled)rdricyproed&ds foh%‘océ§s tHeenext
@%Hmlt? lgr | ower than the pri orlﬁq assigned to
IGRIHE M58 iRy WiNdPHen Otheyivisea dhingr sarvies iviadnw 1§ et available for
eXBEMingethel Bolaust th atd '&ﬁerﬂp&%béecfd ‘tc?'?;trocess the next
performs bl ocks 812 and 814, until all of the
"i’%‘ﬁ?@ﬁﬁ%’&%’@ﬁ%‘%e wi ndows are processed (bl ock 816).
dodoP! Ogdﬂth%ééh tﬂéq&ﬂf@&%&hé?lHangeeﬁrb%%Eﬁbédqﬁ lgﬁévdég‘éespeCIflc to
w ndow to determ ne the service wn IS
siveiuraibPatures assliec imethgdelpgicaloattenit isrtage URderstood that the
BRIk DT R AR Bl S s o e
sneqﬁci: featgreisrortelots desovibed ahbvel ovather ethecypeeific Heatotast @t acts

e3B! o BRRBERT oL sRumMel Rt 8 i Benlee dais.

updat e cllent i ndi cat es that the service windowis
avai |l abl e, and proceeds to process the next identified
service window. Oherwi se, if the service window is
not avail able for executing the content inmage, the
update client proceeds to process the next identified
service wi ndow. [0040] Although the subject matter has
been described in | anguage specific to structura
features and/or nethodol ogi cal acts, it is to be
understood that the subject matter defined in the
appended clainms is not necessarily limted to the
specific features or acts descri bed above. Rather, the
specific features and acts
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descri bed above are disclosed as exanple forns of
i npl ementing the clains. CLAIMS |/W claim 1. A nethod
WO pood/ozamput er system for guarant eei ng execut i BCT/U$2086/045387
content inmage, the nmethod conprising: under the
control of an update client (504) executing on the
conput er system obtai ni G4AIME content inmge and its
I/V@é%&'. ated content image policy for execution on the
conputer system (704), the content inmage policy
1.sped ingigl iana apppoter mystene XarcgudrametingeeXegotiarhef a content
t .m ning whether a service window is
|m8§8 tﬁ @ééﬂ?%&mgrg%ﬁ |ng the content inmage by conpari ng
a pussenthet comtrol eofsaranipdtieneliemt (5e4) exetutingeorotthe lcomputer
service w ndow, and the approxi mate execution tinme for
t he cont@fﬁt mage (710); and upon determ ning that the
servi ce obtathirw ihe content a’ﬁh@ ard @S ubsdgatbl contamt &fﬂége policy

Gl m 3t ur HET SSHIRTSPRgToy GURPWET YR G0 Ehdte rgntent

service w ndqwrag@rp@u@vébéoﬁhhg,anre@iwp@&mafweie@uﬁ&w time for the
notified when a service wi ndow becones avail abl e

(712). 3. ThePIEHIB28%: cl ai m 2, wherein a service

w ndow bgétefmmirgvehdtAdt & sehRR \ﬁlhﬁbﬁﬁ@%Vaﬁdﬂl@fdr%xecutlng the
between a start tine and an end tine of the service

wi ndow. 4 . TIRDSRiTIREES &Y compaing a R siapilioe and
level is usedyd RendefiRedinined sYRENRINBWS &nd &R ‘é!b?ﬂﬁ%ate

is avail able for executing the content I mage.
met hod of cl a@ecutionkiee &rihe cppiest imagel @48) apd used in

det ' f
det o1 gy WORHHFI S eI Ryt I BRIl e
wher ei n the ceoamteriimagege theotorogutbusysiem (@&ci fi es an

i ndi ] : Qf t A .
2. SEhEoRSs LAk TbARE o o Bteyplia e somvio
wmdnwmertdmaileblen questingbieybe hetifiedrwherea sernvitevwipdbwdecbses
3V§(ﬁ§ﬁ? et erm ni ng whether a service windowis

" for executing the content inmage. 7. The
3.net Mad nméthodi af ofain Runhbein & @epideswindowleedméeizaananie Ahen

a prbaséntttlj?ne is between a start time and an end time of the service window.

4, The method of claim 1, wherein an impact level is used in determining
whether a service window is available for executing the content image.

5. The method of claim 1, wherein a priority level is used in determining
whether a service window is available for executing the content image.

6. The method of claim 1, wherein the content image policy further specifies
an indication as to whether or not to obey a service window policy, and further
wherein the indication as to whether or not to obey the service window policy is
used in determining whether a service window is available for executing the
content image.

7. The method of claim 1 further comprising, upon determining that the
content image is executing beyond the end time of the available service window,
prohibiting the content image from rebooting the computer system.
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content image i s executing beyond the end tinme of the
avai |l abl e service w ndow, prohibiting the content
WO pege7$2090m r eboot i ng the conputer system 8. TPET/IB100©045387
of claiml furt her conprising, upon determ ning that
t he cont ent e i s executing beyond the end tine of
8t he H%lm%FBP@ %fgp‘@freé VHRRRSWEOTBPTIHNG. nBPeTh SlettRing that the

cbr‘i@ﬂten{a%e% %&H&tﬁud@rﬁéﬂoné tie %H@tnﬁ{é%ﬂﬁg d%ﬁémé' e it WitBlow,
I's reach or nore data signals that
aiying ¢he O@Ft?nfc'mﬂg@;ﬂ%ﬁx%lﬂt@l%@' i paned ynaxirepm runtime is
r&RAREI sing at | east one service w ndow (404), each
service w ndow specifying a start tinme, an end tine,
9and Qne &y ok daie sw@@{s thaticalectively sorveyta aervideewindow policy
( [ e
hbé}iﬁpr‘%uﬁgo%{’h%%ls g&rﬁte tégr% ce %Ir‘gffbw égé‘g) dedécﬂ @ervu%e V\hndow
smﬂyrng_rajstaetttme anesnaidinoe, mndamdamchittlee veek mdlc(ﬁnw)
| X e .
SGoF 514 10 s 0ic Pt My R DT W Rl 3b g ana the
starki?gnamrmﬁtlmbeammwymef théGNeeﬂ'ladldatoa ass gsed by ah upldatentlient
wher lnth a ast oy servi evmndowfurth
Qg BRI AT el B o MR Eie WAEINES A ES by 1404) is
aoanalbmr ekét&ttnngiaﬁoreg@m bih b mepring. | evel are all owed
te in the ‘gﬁ'm gast one se{w ce W ndow.

1hat al 89 GG LS 6f WigIBRdNS of [9BSEana Sargice yffaow Hirther

sp&difid<CEN %ﬁé’@%xﬁéﬂrémrthép@myfpr@@ramsmtldmwr thevahe specified
such that only ams at or higher thanp the

IrgprRat ,lqv,eégrepqlliomefit@ elx%%P irpihg a4 I9asiene F8IVERKNERWi n t he

ﬁt | £RS Ha@$grifs ¥f S8V NERYeinkBe aﬂé@sﬁéﬂ@s&\/ﬁé Wivd&AF further
claim9, wherein the at | east one service w ndow

spegiiaren Psiorli ievels sueh thatiophiprearagrs ahett gheroihandhe sgecified
pREAD I el QFe Qfom}e%atétex e?r?{h\é'eﬁ?eé@t BAOWervice w dJEBSWdat a

S|gaso alm9 erelnteserwcevvlnowpollcy
12s dbh Datadzighdls ohelaint Srwhereindhe ef leasdonesservice window further

SBRRAE B, ERS0L 5 . Hh95% OB TnEUoEag: ope servis
wirsloeci at ed cont ent inage policy for execution on the

"Spact 151 FEaNCHB Bl TRTE S BB be | T a, Wiigw policy i

downloadéd fm&g@rerd@tbegemene that a service w ndow is
1gvai éable for eéecut ng the content i m

SOHU S TS5 b Fas o ents A Uge ALoTbTig Syatem

tgervi ce wi ndow, and the approxi mate execution tinme for

t he
obtain a content image and its associated content image policy for

execution on the computer system (704), the content image policy
specifying an approximate execution time for the content image;

determine that a service window is available for executing the content
image by comparing a present time, a start time and an end time of
the service window, and the approximate execution time for the
content image (710); and

execute the content image on the computer system during the service
window (708).
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content image (710); and execute the content inmage on
the conputer systemduring the service w ndow

W@ Z@8)7288 The conputer-readabl e nmedi um of cl aP@T/L/82006/045387
further conprl sing contents that cause the conputer

systemto, determ njng that. n er.yi c
151 o HeRPPHBHEFTeRAANR QeBTB TS 1 dCifen Car b antents
thik Eﬁ% tﬂ@%ﬁﬁﬁut \ﬁ/&sieﬂb{oe updrﬁdet'éhﬂlrﬂnym'at g0 sewisakindows are

medi um of cl ai m evel is

wher el n an,
axables [aseRHo RAlieg N SRIUGE WIREY BredEse AYplRe,
16he TH@%B h?éf%%dxéblélmhu&rﬁ stedighi ae whbasin taheinsict iloe! is

W ndow i s val | e for executln%the cont ent Qﬁ? dt
spatifiethis dengaiviee Wwisdpraind vehie(whngreir the Iﬂ‘&%‘ G i ped to

b3RR) ! f EheSENtbte
d\%'féﬁrﬁ&%%%{]@bé %B{nﬁejﬂn\?ﬁg;iﬁﬁﬁ?ﬁf fgﬁg)éélcgj}lggsabl e fl Bgij;ble

1@sedThe coetpateriraadatiatmediemsel glate W sREINsah @A
flg@ r"?p%%ﬁ#étdl in ghégpgrvﬁc@ ifBw, 'éﬁ%%rthéﬁﬂhé'?@% the enable/dlsable flag

er-rea um of clalm 14, wherein
ispusenr totdetéreniad thas thypearvvice thdQW istrvallable s @Wﬁwhed%ﬁ’ﬁtem
further wherein the priority level is used to
MBY%r i ne that the service windowis available for _
18xeclhe rtgnnﬁmﬂeremadelnie medigen of Slaimhed.cohpigiree- peeiidnieee! is

claim14 furthe y
BRI Pl s BRY (G RH9E GOMER el oo o
deb@minthanthel sorgee ivndexneds lat/alha@ldaby erecuting tieedontenimsige.
t he avail abl e service ndo hi b
ragdnt rcompaBsrrrge e Lol Ea ok fufpdf SRR contents
1GANGUIsBthé QRARIUE sRtinie,afipan aéterriidinguthahéte content image is
conprising contents that cause t.

ut er stem
expeiiinge PaYethithy angatime nf n?\é"i‘i'gglenﬁ‘a IGeg W &gé@’ut‘?rﬂglgn the
fr6tebbdihgthe thRpaisysbine ser VI ce wi ndow,
J&Wéﬁ %ée@éont ent i rgr‘age t opexec&lljt e u ; 5
38x. edé’hérmrn@deﬁ@adﬁlglﬁ] meaiumhet ,c@wpegg er comprising contents
that cause the computer system to, upon determining that the content image is
executing beyond the end time of the available service window, allow the content

image to execute until a predetermined maximum runtime is reached.
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