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Obtain communication channels respectively communicating with N clients, and
respectively perform key shard negotiation with the N clients based on the N
communication channels, to obtain a local private key shard and a complete public key, N
being a positive integer greater than 1, the complete public key being a unique public key
corresponding to the local private key shard and N target private key shards, and an i
target private key shard in the N target private key shards being a private key shard held by
an i" client in the N clients after the key shard negotiation

\ 4

Receive signature requests transmitted by M—1 clients in the N clients, and obtain
identity association information in the M—1 signature requests, M being a quantity
threshold of private key shard for performing signature verification based on the
complete public key, and M being a positive integer less than or equal to N+1

\ 4

If the identity association information in the M—1 signature requests is legal
identity information, determine a client that is in the M—1 clients and that is
configured to initiate a blockchain service as a target client, and obtain service
execution data associated with the target client

A 4

If the service execution data conforms to a risk management policy corresponding to identity
association information of the target client, jointly participate in joint signature processing on
the blockchain service with the M—1 clients, a joint signature result generated through the joint
signature processing being generated based on both the local private key shard and target
private key shards respectively held by the M—1 clients, and the joint signature result being
configured for being provided for the target client to execute the blockchain service

FIG. 3
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A target client obtains communication channels respectively communicating with N—1
clients and a server end, and performs key shard negotiation with the server end and the
N-1 clients based on the communication channels, to obtain a target private key shard
corresponding to the target client and a complete public key, N being a positive integer
greater than 1, the complete public key being a unique public key to which the target
private key shard corresponding to the target client, a server end private key shard, and
target private key shards corresponding to the N—1 clients jointly correspond, an i" target
private key shard in the target private key shards corresponding to the N—1 clients being a
private key shard held by an i client in the N—1 clients after the key shard negotiation,
and the server end private key shard being a private key shard held by the server end after
the key shard negotiation

\ 4

Generate, based on identity association information corresponding to the target client, a
signature request corresponding to the target client, and transmit the signature request
corresponding to the target client to a server end, so that the server end performs legal

identity verification on identity association information in received M—1 signature
requests, the M—1 signature requests including the signature request corresponding to the
target client, and M being a quantity threshold of private key shard for performing
signature verification based on the complete public key, and M being a positive integer
less than or equal to N+1

A 4

If it is detected that the server end determines that the identity association
information in the M—1 signature requests is legal identity information, transmit
service execution data associated with the target client to the server end

A 4

If the service execution data conforms to a risk management policy corresponding to the
identity association information of the target client, jointly participate in joint signature
processing on the blockchain service with a client that initiates a signature request and the
server end, a joint signature result generated through the joint signature processing being
generated based on both a target private key shard that corresponds to the client that
initiates the signature request and the server end private key shard, and the joint signature
result being configured for being provided for the target client to execute the blockchain
service

FIG. 4
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