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COMPUTER METHOD FOR RANKED ENSEMBLE FILTERING OF COMPUTER NETWORK
TRANSMISSIONS

Cross-Reference to Related Application

[0001] This application is a non-provisional patent application of U.S. Patent Application
No. 63/495,478, filed April 11, 2023, which is herein incorporated by reference.

[0002] This application is also related to U.S. Patent Application No. 18/510,477, filed
November 15, 2023, entitled “AUTOMATED THREAT DETECTION SYSTEM”, International
Application No. PCT/US2023/079914, filed November 15, 2023, entitled “AUTOMATED THREAT
DETECTION SYSTEM”, U.S. Patent Application No. 18/510,490, entitled “RETRAINING
SUPERVISED LEARNING THROUGH UNSUPERVISED MODELING”, and International Application
No. PCT/US2023/079917, filed November 15, 2023, entitled “RETRAINING SUPERVISED
LEARNING THROUGH UNSUPERVISED MODELING”, which are herein incorporated by reference

in their entirety.

Background

[0003] Traditional computer systems have inherent and hard to find vulnerabilities that
can allow unpermitted access to these systems. Threat detection is often provided to try to
identify when the unpermitted access is initiated. However, by the time that the fraudster has
access to the computer system, it may be too late to remediate the unpermitted access and

further protect the sensitive data and corresponding systems. Better methods are needed.

Brief Description of Drawings

[0004] The technology disclosed herein, in accordance with one or more various
embodiments, is described in detail with reference to the following figures. The drawings are

provided for purposes of illustration only and merely depict typical or example embodiments of
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the disclosed technology. These drawings are provided to facilitate the reader’s understanding
of the disclosed technology and shall not be considered limiting of the breadth, scope, or
applicability thereof. It should be noted that for clarity and ease of illustration these drawings
are not necessarily made to scale.

[0005] FIG. 1 is a computer system for performing automated anomaly detection, in
accordance with some of the embodiments disclosed herein.

[0006] FIG. 2 is a diagram showing a logical architecture for analyzing data flows
associated with an unsupervised algorithm for labeling for anomaly detection, in accordance
with some of the embodiments disclosed herein.

[0007] FIG. 3 is a diagram showing a logical architecture for analyzing data flows
associated with supervised and semi-supervised labeling and inference for anomaly detection,
in accordance with some of the embodiments disclosed herein.

[0008] FIG. 4 is a diagram showing a logical architecture for performing anomaly
detection, in accordance with some of the embodiments disclosed herein.

[0009] FIG. 5 is an illustrative process of unsupervised machine learning model for
generating labeled training data for a supervised machine learning model, in accordance with
some of the embodiments disclosed herein.

[0010] FIG. 6 is an illustrative inference process using a supervised machine learning
model, in accordance with some of the embodiments disclosed herein.

[0011] FIG. 7 is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein.

[0012] FIG. 8 is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein.

[0013] FIG. 9 is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein.

[0014] FIG. 10is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein.

[0015] FIG. 11 is a diagram showing a computer method and database connections for

monitoring network anomalies, in accordance with some of the embodiments disclosed herein.
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[0016] FIG. 12 is a process for analyzing data flows associated with an unsupervised
algorithm for labeling for anomaly detection, in accordance with some of the embodiments
disclosed herein.

[0017] The figures are not intended to be exhaustive or to limit the invention to the
precise form disclosed. It should be understood that the invention can be practiced with
modification and alteration, and that the disclosed technology be limited only by the claims and

the equivalents thereof.

Detailed Description

[0018] In some examples, a computer method is described for unsupervised labeling of
potentially anomalous data (e.g.,, computer network data communications) for anomaly
detection, which includes receiving a number N of computer network data communication flow
records. Additionally, a number M of unsupervised learning methods can be applied to each of
the N flow records. A score for each of the N network data communication flow records is
received from each of the M unsupervised learning models. The scores are assembled into an N
by M matrix. The N by M matrix is factored to determine the subsets of unsupervised learning
methods as factors. Each selected unsupervised learning method is weighted respectively
according to a factor loading value of the unsupervised learning method to derive a respective
final score. One unsupervised learning method per subset is selected to produce an aggregation
of scores of the selected unsupervised learning methods. In some embodiments, a voting
algorithm is applied based on distribution of the loading value from each unsupervised learning
method. One or more distribution tests is performed on the final scores to identify anomaly
probabilities according to respective distributions. A list of flow records represented by the
distribution is output to an output cache.

[0019] Many unsupervised learning methods have statistical assumption of Gaussian
distribution on datasets and rely on the measure of probability, density, and distance. Thus, the
unsupervised learning methods often produce the false positive results on the same pattern
when there is high dimensional data, the measure used in the learning methods fails when the
dataset contains irrelevant features/attributes because it will produce the similar value

~3 -



WO 2024/215768 PCT/US2024/023888

(probability, density, and distance). Some refer to such phenomenon as the “curse of
dimensionality.”

[0020] The aggregation of the classification labels from the set of unsupervised learning
methods with similar behaviors will not reduce the overall false positive rate, which is a key
performance indicator of anomaly detection. This is related to the choice of unsupervised
learning, where the unsupervised learning methods are chosen with diversity. This approach
will take the decision scores from a set of unsupervised learning methods to constructa N by M
matrix, where N is the number of data points, M is the number of unsupervised learning
methods, then apply Factor Analysis to determine the subsets of unsupervised learning
methods as factors. Each subset of unsupervised learning methods represents a latent
dimension of the data. A latent dimension of data can refer to a hidden or unobserved variable
that captures the underlying patterns or relationships within the data. One unsupervised
learning method per latent dimension is chosen and weighted by its factor loading value to
construct final scores for determining the anomalies. A set of distribution tests is performed on
the final score and anomalies are identified by the associated distribution.

[0021] In some examples, the system receives various types of unlabeled data,
including network data. The system determines, through an unsupervised machine learning
model, a label for the data (e.g., “1” for outlier data and “0” for normal data). The labels are
provided to a supervised machine learning model during a first training process. When new data
is received, the supervised machine learning model is executed during an inference process to
cluster the new data in accordance with the labels that were determined by the unsupervised
machine learning model. In some examples, a label audit process may be implemented to
update the cluster/output of the supervised machine learning model. The updated labels from
the label audit process may be provided back to the supervised machine learning model during
a second training process. In other words, the system may combine the unsupervised machine
learning model with a supervised machine learning model to perform automated anomaly
detection.

[0022] In some examples, the system implements a label audit process using a series of

quadratic unconstrained binary optimization (QUBO) problems with a solver program, solving
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the series of QUBO problems with a quantum or quantum-inspired computer, and converting
the QUBO solutions to initiate a threat detection with the solver program.

[0023] In the following detailed description, reference is made to the accompanying
drawings, which form a part hereof. In the drawings, similar symbols typically identify similar
components, unless context dictates otherwise. Other embodiments may be used and/or other
changes may be made without departing from the spirit or scope of the disclosure.

[0024] FIG. 1 is a computer system for performing automated anomaly detection, in
accordance with some of the embodiments disclosed herein. In example 100, detection system
102 comprises processor 104, memory 105, and machine-readable media 106. Detection system
102 may be a server computer that communicates via network communications to other devices
accessible on the network, including client device 140 and third party system 150. Detection
system 102 may receive unlabeled data 130 (e.g., network traffic, sensor data, firewall data, loT
data, or other telemetry data) from client device 140 and third party system 150 in a distributed
communication environment.

[0025] Processor 104 may comprise a general-purpose or special-purpose processing
engine such as, for example, a microprocessor, controller, or other control logic. Processor 104
may be connected to a bus, although any communication medium can be used to facilitate
interaction with other components of detection system 102 or to communicate externally.

[0026] Memory 105 may comprise random-access memory (RAM) or other dynamic
memory for storing information and instructions to be executed by processor 225. Memory 105
might also be used for storing temporary variables or other intermediate information during
execution of instructions to be executed by processor 104. Memory 105 may also comprise a
read only memory (“ROM”) or other static storage device coupled to a bus for storing static
information and instructions for processor 104.

[0027] Machine readable media 106 may comprise one or more interfaces, circuits, and
modules for implementing the functionality discussed herein. Machine readable media 106 may
carrying one or more sequences of one or more instructions processor 104 for execution. Such
instructions embodied on machine readable media 106 may enable detection system 102 to

perform features or functions of the disclosed technology as discussed herein. For example, the
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interfaces, circuits, and modules of machine-readable media 106 may comprise, for example,
data processing module 108, ML training engine 110, ML inference engine 112, action engine
114, and model update engine 116.

[0028] Data processing module 108 is configured to receive data from client device 140,
including end user devices, sensors, or software systems. The source of the data may comprise
sensors, loT devices, satellite, third party entities (e.g., Netflow, Zeek, CrowdStrike, vpcFlow,
Elk, Splunk, cloud storage sources, Tanium, ICS, SCADA, or Tenable), or other end user devices.
The format of the data may comprise a structured format, such as JSON, XML, or binary. In some
examples, the data is ingested by collecting, receiving, and storing the data generated by the
client device.

[0029] In some examples, the data may comprise various telemetry data, including
streaming or batched data. The term "telemetry" may correspond with remote measurement
and transmission of information about the client device. In some examples, the data may
include information about the performance, security, status, and behavior of the client device.

[0030] The data may be generated by client device 140 corresponding to a sensor, loT
device, server, network equipment, or application installed at client device 140. In some
examples, the source of the data may continuously generate the data, which is transmitted via
a network to detection system 102 and processed by data processing module 108. The
transmission of the data may be transmitted using different protocols like HTTP, MQTT, or
custom protocols specific to the application or industry of the particular embodiment.

[0031] In some examples, the data received by client device 140 is unlabeled data. The
information received with the data can include a data packet header, payload, or metadata that
is added during the transmission of the data. In this sense, the data packet header, payload, or
metadata that is added during the transmission of the data may not correspond with the label
added by detection system 102 later in the process. Instead, the label added by detection
system 102 may correspond with data characteristics of the data that can identify the type of
data upon analysis of the data packet, and the label added by detection system 102 may not be

provided with the data as it is received by detection system 102.
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[0032] ML training engine 110 is configured to train both unsupervised machine
learning models and supervised machine learning models. Various training methods are
described herein and implementation of any of these training methods will not divert from the
essence of the disclosure.

[0033] In some examples, the unsupervised machine learning model may correspond
with clustering (e.g., k-means, hierarchical clustering), dimensionality reduction (e.g., PCA, t-
SNE), association rule learning, or other unsupervised machine learning models. When
clustering is implemented, the process may identify natural groupings or clusters in the data,
based on a data characteristic, and generate a label associated with that characteristic. When
dimensionality reduction is implemented, the process may reduce the number of input variables
or features under consideration to simplify the complexity of the dataset by transforming it into
a lower-dimensional space while preserving important information. When association rule
learning is implemented, the process aims to discover relationships, patterns, or associations
within the unlabeled data, and generate a label for the corresponding data. In any of these
instances, the unsupervised machine learning model may generate or assign a label that
corresponds with “1” for outlier data and “0” for normal data. In some embodiments, an
unsupervised algorithm for labeling is employed in accordance with an architecture (shown in
FIG. 2) and method, as disclosed herein.

[0034] The unsupervised machine learning models may be trained on unlabeled data
to assign or generate a label for the unlabeled data. The unlabeled data may be received without
labeled outputs or target variables. In an illustrative example, the data may comprise security
logs from client device 140 and the unsupervised machine learning model may be trained to
label the data. The labels may correspond with “1” (yes, a security log) or “0” (not a security log)
and may be assigned by the unsupervised machine learning model. In another example, the
label may correspond with “1” (e.g., normal data) or “0” (e.g., outlier data) based on the
characteristics of the data. In another example, the label may correspond with multiple values,
including a value associated with one or more data characteristics (e.g., non-binary label). The

label determined during the training process may be stored in label data store 120.
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[0035] In some examples, the unsupervised machine learning model may identify new
data types that are included with the unlabeled data from client device 140. When new data is
identified (e.g., when the characteristics of the data do not match pre-existing data
characteristics that are previously assigned to labels), a new or second label may be generated
and assigned to the unlabeled data. The label that is generated during the training process may
be stored in label data store 120.

[0036] In some examples, the unsupervised machine learning model may determine a
new or second label associated with outliers in the data. The outlier may correspond with data
that is not similar to previously identified activities in the system, including non-fraudulent or
fraudulent activities, and a label corresponding with the outlier may be generated and assigned
to the data.

[0037] MLtraining engine 110 is also configured to train a supervised machine learning
model. The supervised machine learning model may be trained using the label that was
determined from the unsupervised machine learning model and stored in label data store 120.

[0038] In some examples, the supervised machine learning model may correspond with
linear regression, decision trees, support vector machines, neural networks, or other supervised
machine learning models. Training the supervised machine learning model may begin by
initializing the model with random or predefined parameters that can be adjusted during the
training. When the label that was determined from the unsupervised machine learning model
is provided as input to the supervised machine learning model (e.g., by accessing label data
store 120), the process iteratively adjusts parameters of the model to minimize the difference
between its predictions and the true labels. In some examples, a loss function may also be
implemented to quantify the error between the predicted outputs and the true labels. The loss
function may be minimized during training.

[0039] In some examples, an optimization function is implemented to adjust the
parameters of the model iteratively. An illustrative process to adjust the parameters is gradient
descent, although various optimization functions may be implemented. In some examples, the
gradient of the loss function may be calculated with respect to the model parameters. The

parameters may be updated in the opposite direction of the gradient to minimize the loss.
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[0040] The trained supervised machine learning model may be stored in a model data
store 122 as a trained machine learning model. The trained machine learning model may be
used during an inference process when new unlabeled data is received by detection system 102.

[0041] ML inference engine 112 is configured to initiate an inference process using the
trained models stored in model data store 122. The trained machine learning model may make
predictions or generate outputs for new unlabeled data. For example, once the supervised
machine learning model is trained on a labeled dataset (e.g., that has been labeled using the
unsupervised machine learning model), the machine learning models stored in model data store
122 can be deployed for inference of the new data. In some embodiments, a supervised or
semi-supervised algorithm for labeling is employed in accordance with an architecture (shown
in FIG. 3) and method, as disclosed herein.

[0042] The inference process may comprise, for example, providing the unlabeled data
to the trained model as input. The processing of the data may vary based on the type of model
to be associated with the unlabeled data. For example, in a neural network, the model may
receive the unlabeled data as input and process it through the layers of the neural network to
generate output. The output of the neural network may provide determined similarities
between previously received data and new data (e.g., whether the new data is similar or not
similar to the previously received data with respect to a similarity threshold). In decision trees,
the model may receive the unlabeled data as input and process it through its decision
boundaries. In either of these implementations, the model may generate a prediction as output
of the unlabeled data.

[0043] ML inference engine 112 is also configured to generate a set of clusters of
labeled data as the prediction/output of the model. In creating the set of clusters, the model
may apply the learned patterns and relationships determined during training to the new data.
In some examples, the model may generate clustered data with the highest probability of
corresponding with the unlabeled data, and group each set of similar data (within a similarity
threshold) in the common cluster. In some examples, the output may comprise a confidence
score that the data corresponds with the particular cluster (e.g., normal data) or does not

correspond with any cluster (e.g., outlier data).
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[0044] ML inference engine 112 is also configured to generate a confidence score
associated with the inference process for the likelihood that the unlabeled data is to be grouped
in the clustered data. The confidence score may identify the probability that the supervised
machine learning model assigns to the prediction or classification.

[0045] Various confidence scores may be implemented. For example, a confidence
score may be determined for each cluster and the greatest confidence score associated with
the particular cluster may determine which cluster the data are assigned. In other examples,
confidence score for a positive cluster may exceed a predetermined threshold (e.g., 0.5), the
supervised machine learning model might predict it as the positive cluster/group. Otherwise,
the supervised machine learning model may predict the opposite or a negative cluster/group.
In this sense, the confidence score may be used as a thresholding for classification.

[0046] Insome examples, the confidence score may correspond with the determination
that the unlabeled data is outlier data. In other words, the unlabeled data corresponds with
data that is previously unlabeled and not similar to other previously labeled data in the system.
A correlation may exist between the confidence score and the determination of outlier data,
including an instance when the data is not similar to existing data. In some examples, an action
may be recommended or initiated (e.g., to remedy a potential threat).

[0047] Action engine 114 is configured to initiate an action in association with the data
received from the client device. For example, in response to detecting a threat or unpermitted
access to the client device in the data, or in response to identifying outlier data, the action may
be initiated. In some examples, the action may be to add the data to an outlier queue for further
review.

[0048] In some examples, the action corresponds with remediating the detected
anomaly or threat. In some examples, the action may refer to the steps taken to mitigate or
eliminate a network threat once it has been identified, which can provide a technical
improvement for the system overall. The system may respond quickly to a network anomaly or
threat to improve cybersecurity, minimize potential damage, and potentially prevent further

compromise.
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[0049] The action may comprise initiating an isolation of the affected systems to
prevent the anomaly or threat from spreading further. This might involve disconnecting or
transmitting an alert to recommend disconnecting the compromised client device from the
network. In other examples, the action may implement network segmentation to separate or
contain the impact of the detected anomaly.

[0050] The action may comprise a recommendation to initiate an investigation to
understand the nature and scope of the anomaly or threat. The action may involve analyzing
data/security logs, network traffic, or other sources. The investigation may help identify the
source, methods, and potential impact of the anomaly. In other examples, the investigation may
help determine the vulnerabilities that allowed the anomaly or threat to access the client
device. For example, the action can identify outdated software, misconfigurations, or other
weaknesses in the network infrastructure, suggest updating patches or security tools, changing
access credentials, or other actions in response to the detected anomaly.

[0051] In some examples, the action may include updating an application programming
interface (APIl), dashboard, or other display. Various examples of the API, dashboard, or display
are provided with FIGS. 7-10.

[0052] Model update engine 116 is configured to review output from the supervised
machine learning model and, in some examples, validate or update the results from the model.
In some examples, the model update engine 116 may initiate a label auditing process. During
the label auditing process, model update engine 116 may revise labels associated with particular
data or data characteristics. For example, the data associated with the label may be measured
for similarity. The data value that is greater than a predetermined threshold value may be
provided for further review. In some examples, additional labels may be added by a human user
to output from the supervised machine learning model.

[0053] In some examples, the labels that are determined during the label auditing
process may be provided back to the supervised machine learning model to retrain the model
during a second training process. The retrained supervised machine learning model may be
stored in model data store 122 and/or provided for future inference processes on new data that

is received from client device 140.
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[0054] Unlabeled data 130 may comprise any data that is received at detection system
102 via network communications from client device 140. In some examples, client device 140
may generate unlabeled data, including network traffic, sensor data, firewall data, loT data, or
other telemetry data. The labeling aspect of the unlabeled data may correspond with a machine
learning model that has associated a particular label to the unlabeled data from client device
140, including an unsupervised machine learning model. The data generated by client device
140 may correspond with metadata or other characteristics of the data, without also
corresponding with a label. In some examples, unlabeled data 130 may be aggregated and
characterized by detection system 102 using data processing module 108 as described herein.
In some examples, unlabeled data 130 is processed or filtered according to methods and
systems described herein.

[0055] Client device 140 is configured to generate, transmit, and receive data from
detection system 102. Client device 140 may be any end user devices, sensors, or software
systems. The source of the data may comprise sensors, loT devices, satellite, third party entities
(e.g., Netflow, Zeek, CrowdStrike, vpcFlow, Elk, Splunk, cloud storage sources, Tanium, ICS,
SCADA, or Tenable), or other end user devices. The format of unlabeled data 130 may comprise
a structured format, such as JSON, XML, or binary. In some examples, unlabeled data 130 is
ingested by collecting, receiving, and storing the data generated by client device 140.

[0056] Third party device 150 is configured to perform secondary analysis on the data
associated with client device 140. In some examples, third party device 150 corresponds with
Security Information and Event Management (SIEM) that provides a secondary analysis of
security alerts generated by detection system 102. In some examples, SIEM may combine the
alerts from detection system 102 with other security event data to perform monitoring,
detection, and response actions for potential anomalies.

[0057] In some examples, third party device 150 corresponds with a cyber stack system
that includes tools and data inventory related to cyber security. In some examples, the cyber
stack system may comprise a device to evaluate software security, a device to evaluate the
security practices of the developers and suppliers, and a device to analyze and provide feedback

with respect to conforming the data/devices with secure practices.
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[0058] FIG. 2 is a diagram of a logical architecture 200 for analyzing data flows
associated with an unsupervised algorithm for labeling network anomalies. The logical
architecture 200 for unsupervised labeling of potentially anomalous data for anomaly detection,
which includes receiving a humber N of computer network data communication flow records
202. In some examples, the process performed by the logical architecture 200 is repeatedly
executed for a next set of N flow records. For example, the process performed by the logical
architecture 200 is repeated to occur every 250 — 500 milliseconds or less. Also, in some
embodiments filtering flow records 202 is utilized to receive only flow records that are
unlabeled into the unsupervised algorithms employed by logical architecture 200. Thus,
receiving the N of computer network data communication flow records 202 can include
receiving only unlabeled flow records. Alternatively, in some embodiments, substantially all
network flow records passing through a network information technology infrastructure are
subjected to the process performed by the logical architecture 200.

[0059] Thereafter, a number M of unsupervised learning methods 204 are applied to
each of the N computer network data communication flow records. A score is received for each
of the N network data communication flow records from each of the M unsupervised learning
methods. Subsequently, these scores are assembled into a N by M matrix 208. A factor analysis
operation 210 can performed which involves factoring the N by M matrix 208 to determine the
subsets of unsupervised learning methods as factors, wherein each subset of the unsupervised
learning method represents a latent dimension of the data. Next, a factor loading value
operation 212 is performed where each subset of unsupervised learning methods is weighted
respectively according to a factor loading value of the unsupervised learning method. The
weighting is executed in order to derive a respective final score for determining an anomaly in
the subset of the network data communications. The weighting can be improved based on the
historical performance of an individual unsupervised learning method. One unsupervised
learning method per subset (also referred to as a latent dimension) is selected in a selection of
diversified methods operation 214 to produce an aggregation of the final scores of the selected
unsupervised learning methods 116. Subsequently, one or more distribution tests 218 can be

performed on the final scores to identify anomaly probabilities according to respective
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distributions. A list of flow records represented by the distribution is output to an output cache.
The network data communication flow records represented by the distribution, and indicated
in the list, are designated/labeled as anomalous flows.

[0060] A conditional check operation 222 is performed to determine whether each of
the one or more distribution tests 218 meet a goodness of fit criterion. If the conditional check
operation 222 determines that the goodness of fit does not meet the criterion, then a flow 224
returns back to perform the one or more distribution tests 218 on the next final score.
Alternatively, if the conditional check operation 222 determines that the goodness of fit does
meet the goodness of fit criterion, then the distribution may be passed by flow 226 to output
the list of flow records represented by the distribution 220 to the output cache. For example, a
distribution-based outlier rule for anomaly labeling is applied. The distribution may typically
correspond to one of the latent dimensions. Accordingly, applying the distribution outlier rule
to the distribution corresponding to the latent dimension includes labeling distribution of
anomalous flow records.

[0061] FIG. 3 is a diagram of a logical architecture for analyzing data flows associated
with supervised and semi-supervised labeling and inference of anomalous network data
communications. Referring to FIG. 2 and FIG. 3, a training pipeline 302 receives a data stream
202 shown in FIG. 3 as unlabeled network data and performs an unsupervised algorithm 203 for
labeling network anomalies as described in detail with respect to FIG. 2, and outputs a labeled
training data into a model repository 306. As shown in FIG. 3, the training pipeline 302 includes
the unsupervised process 200 (e.g., process performed by the logical architecture 200 in FIG.
2) and supervised and semi-supervised algorithms 305. The supervised and semi-supervised
algorithms 305 receive labeled training data 304, which can be output that was labeled as a
result of the unsupervised process 200, and then processes this data to determine flow record
metadata for each flow record that was labeled as anomalous and adds the anomalous flow
record to labeled training data models. According to an embodiment, an inference pipeline 308
receives data as a stream, performs inference with inference algorithms 310 based on the
labeled training data models from the model repository 306 (generated by the supervised and

semi-supervised algorithms 305), and outputs inference results 312. The inference results 312
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may be output via an application programming interface (API) to a dashboard graphical user
interface (GUI) for display to a network security analyst on a supervisory computer 312 including
an electronic display 316. According to the embodiments, the outputs from both the process
performed by the logical architecture 200 (shown in FIG. 2) and the process performed by the
logical architecture 300 are ultimately employed to implement the various features of the
anomaly detection system, described in greater detail above in reference to FIG. 1.

[0062] According to an embodiment, the logical architecture 300 performs outputting
at least one flow record designated anomalous by displaying the GUI on electronic display 312,
the GUI presenting an indication of the at least one anomalous flow record for viewing by a
network analyst for supervised label verification. In some examples, the logical architecture 300
utilizes supervised and semi-supervised algorithms 305 to determine flow record metadata for
each anomalous flow record of the distribution. Thus, the anomalous flow record may be added
to a datalabeled model in the model repository 306. Furthermore, in some examples, the logical
architecture 200 (shown in FIG. 2) and logical architecture 300 can scan at least a large majority
of network traffic for flow records meeting the anomalous flow record metadata and
segregating flow records characterized by the anomalous flow record metadata as a function of
the anomaly detection systems and methods described herein. Thus, logical architecture 300
can perform matching one or more character strings previously associated with an anomalous
flow record to identify a new instance of an anomalous flow record. In some embodiments, the
process executed by the logical architecture 200 (shown in FIG. 2) and the process executed by
the logical architecture 200 are performed in parallel, for instance by a plurality of processor
cores.

[0063] FIG. 4 is a diagram showing a logical architecture for performing automated
anomaly detection, in accordance with some of the embodiments disclosed herein. In example
400, detection system 102 of FIG. 1 may execute machine-readable instructions to perform the
operations described herein.

[0064] In some examples, specialized hardware is provided to execute one or more of

the blocks illustrated herein. For example, the processes described herein may be implemented
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across multiple servers and using multiple architectures. In some examples, different
accelerators and different hardware may be implemented to expedite processing.

[0065] At block 410, unlabeled data is received. The unlabeled data may include data
from a client device, including end user devices, sensors, or software systems. The data may
comprise various telemetry data, including streaming or batched data. The unlabeled data may
correspond with remote measurement and transmission of information about the client device
and, in some examples, may include information about the performance, security, status, and
behavior of the client device. In some examples, the unlabeled data may include a data packet
header, payload, or metadata that is added during the transmission of the data. In this sense,
the data packet header, payload, or metadata that is added during the transmission of the data
may not correspond with the label added later in the process (e.g., at block 432).

[0066] In some examples, the data may be generated by the client device by a sensor,
loT device, server, network equipment, or application associated with the client device. The
source of the data may comprise sensors, loT devices, satellite, third party entities, or other end
user devices. In some examples, the source of the data may continuously generate the data.
The transmission of the data may be transmitted using different protocols like HTTP, MQTT, or
custom protocol.

[0067] At block 412, unlabeled data is ingested. For example, when the unlabeled data
is telemetry data, the ingesting may include collecting, receiving, and incorporating raw data
generated by the client device. The unlabeled data may include information regarding the
performance, status, and behavior of these systems. The ingesting process may include storing
the data in an unlabeled data repository or data store.

[0068] In some examples, the ingesting process may include a data acceptance and
validation process to help ensure that incoming data is accurate, reliable, and consistent before
the data are stored in the unlabeled data repository or data store. For example, the process may
verify that the data adheres to predefined criteria, like data format, data type, and expected
size. In another example, the integrity of the data may be analyzed to determine whether the
data are altered or corrupted during transmission or storage. This may include checking for

checksums, digital signatures, or hashing algorithms to verify data integrity. In other examples,

16 --



WO 2024/215768 PCT/US2024/023888

the data are checked against predefined standards or schema to ensure that it aligns with the
expected format, structure, and content, including a comparison to specific data models or
industry standards.

[0069] In some examples, the ingesting process may include filtering, aggregation, and
transformation. For example, filtering of the unlabeled data may remove specific subsets of data
based on predefined criteria, like specific values, ranges, patterns, or characteristics within the
unlabeled data. In another example, aggregation may combine information from multiple
individual data points in the unlabeled data by summing, averaging, counting, or finding
maximum or minimum values within groups or categories in the unlabeled data. In some
examples, the unlabeled data may be converted to a different data type or protocol/format or
added with missing values.

[0070] In some examples, the ingesting process may identify discrepancies or issues in
the unlabeled data. The issues may be added to an audit log and may trigger an action (e.g., to
retransmit the unlabeled data or restart the client device).

[0071] At block 420, ingested data is stored in the unlabeled data repository or data
store. In some examples, the unlabeled data may be used as baseline data for multiple ML
training processes (block 430). The unlabeled data may correspond with data received from the
client device and labeled, at a first time, using the unsupervised machine learning model.

[0072] At block 430, the unlabeled data is used to train one or more machine learning
models using a multi-step training process. The ML training may be performed asynchronously
with receiving the unlabeled data. In some examples, the training process comprises blocks 432,
434, 436, or 462, or any subset thereof.

[0073] At block 432, an unsupervised machine learning model is initiated. For example,
the unsupervised machine learning model may correspond with clustering (e.g., k-means,
hierarchical clustering), dimensionality reduction (e.g., PCA, t-SNE), association rule learning, or
other unsupervised machine learning models. When clustering is implemented, the process may
identify natural groupings or clusters in the data, based on a data characteristic, and generate
a label associated with the data characteristic. When dimensionality reduction is implemented,

the process may reduce the number of input variables or features under consideration to
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simplify the complexity of the dataset by transforming it into a lower-dimensional space while
preserving important information. The reduction in the complexity of the dataset may help
identify fewer labels by the unsupervised machine learning model. When association rule
learning is implemented, the process aims to discover relationships, patterns, or associations
within the unlabeled data, and generate a label for the corresponding data.

[0074] The unsupervised machine learning model may be trained on unlabeled data
(received from block 420) to assign or generate a label for the unlabeled data. The unlabeled
data may be received without labeled outputs or target variables. In an illustrative example, the
label may correspond with “1” (e.g., outlier data) or “0” (e.g., normal data) based on the
characteristics of the data. The label determined during the training process may be stored in a
label data store (block 434).

[0075] In some examples, the unsupervised machine learning model may identify new
data types that are included with the unlabeled data from the client device. When new data is
identified (e.g., when the characteristics of the data do not match pre-existing data
characteristics that are previously assigned to labels), a new or second label may be generated
and assigned to the unlabeled data. The label that is generated during the training process may
be stored in label data store (block 434).

[0076] In some examples, the unsupervised machine learning model may determine a
new or second label associated with outliers in the data. The outlier may correspond with data
that is not similar to previously identified activities in the system, including non-fraudulent or
fraudulent activities, and a label corresponding with the outlier may be generated and assigned
to the data.

[0077] At block 434, the labeled training data is generated by the unsupervised
machine learning model at block 432 and stored in label data store.

[0078] At block 436, a training of a supervised machine learning model is initiated. For
example, the supervised machine learning model may be trained using the label that was
determined from the unsupervised machine learning model and stored in label data store (block

434).
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[0079] Insome examples, the supervised machine learning model may correspond with
linear regression, decision trees, support vector machines, neural networks, or other supervised
machine learning models. Training the supervised machine learning model may begin by
initializing the model with random or predefined parameters that can be adjusted during the
training. When the label that was determined from the unsupervised machine learning model
is provided as input to the supervised machine learning model (e.g., by accessing label data
store 120), the process iteratively adjusts parameters of the model to minimize the difference
between predictions and the true labels. In some examples, a loss function may also be
implemented to quantify the error between the predicted outputs and the true labels. The loss
function may be minimized during training.

[0080] In some examples, an optimization function is implemented to adjust the
parameters of the model iteratively. Anillustrative process is gradient descent, although various
optimization functions may be implemented. In some examples, the gradient of the loss
function may be calculated with respect to the model parameters. The parameters may be
updated in the opposite direction of the gradient to minimize the loss. The ML training module
may output a trained ML model to model data store 438. The trained machine learning model
may be used during an inference phase of the machine learning model when new unlabeled
data is received.

[0081] At block 450, an inference process may be initiated using the trained machine
learning model. In some examples, the data is used to infer anomalies or threats and to help
implement automated anomaly detection. In some examples, the inference process comprises
blocks 452, 454, and 456, or any subset thereof.

[0082] At block 452, the inference process may implement preprocessing of the data.
For example, after the unlabeled data is ingested (block 412), the data may be partitioned and
provided for preprocessing. The ingesting/preprocessing may remove specific subsets of data
based on predefined criteria, combine information from multiple individual data points in the
unlabeled data, or convert the data to a different data type or protocol/format or added with

missing values. In some examples, the data may be split so that a first portion of the data is used
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for training (e.g., with block 430) and a second portion of the data is used for inference (e.g.,
with block 450).

[0083] Various preprocessing methods may be implemented. For example, the
inference process may implement feature scaling to adjust the scale of the features to
correspond to a similar range as each other. In some examples, the preprocessing includes
dimensionality reduction to reduce the number of input features while preserving important
information. The identification and reduction of input features may be implemented using PCA
(Principal Component Analysis) or other feature selection methods. In some examples, the
inference process normalizes the data from the ingesting process (block 412) to help ensure
that the incoming data is in the same format and range as the data used during model training
(block 430).

[0084] In some examples, the preprocessing may generate new data using
oversampling, undersampling, or using weighted classes to handle imbalanced data. The
imbalanced data may exist in the distribution of clusters or other groupings of data. The newly
generated data may help prevent biased inferences as output (block 460).

[0085] At block 454, inference may be initiated by accessing one or more supervised
ML models stored in model data store 438 and providing the data received from preprocessing
(block 452) as input. The model may generate a set of clustered data in accordance with the
labels that were determined by the unsupervised machine learning model.

[0086] The label associated with the data may be used to access a corresponding
supervised ML model stored in model data store 438. As one illustrative example, particular
telemetry data may be associated with a particular model stored in model data store 438. When
new telemetry data is received that is similar to the previously received telemetry data, the new
telemetry data may also be associated with the particular model stored in model data store 438
and the new data may be provided as input to the ML model.

[0087] At block 456, the process may initiate a persistence process. The learned
parameters, weights, structure, or other relevant information can be accessed from model data

store 438 and correlated with the output from inference process at block 454. Upon completion,
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the ML model may retain the state it achieved after training, including the learned parameters
that were optimized during the training process.

[0088] At block 460, the inference results/output may be stored in a data store and, in
some examples, initiate a label auditing process. During the label auditing process, the process
may update labels associated with particular data or data characteristics. For example, the data
associated with the label may be measured for similarity. The data value that is greater than a
predetermined similarity threshold value may be provided for further review. In some
examples, additional labels may be added by a human user to output from the supervised
machine learning model.

[0089] In some examples, the labels that are determined during the label auditing
process may be provided back to a supervised machine learning model (block 462) to retrain
the unsupervised machine learning model during a second training process (block 432). The
retrained supervised machine learning model may be stored in model data store (block 438)
and/or provided for future inference processes on new data. The output from the label auditing
may be used to implement automated detection of anomalies or potential threats. The newly-
discovered potential threats may be provided to a supervised machine learning module (block
462) for analysis and inclusion in the ML model.

[0090] At block 462, the unsupervised machine learning model may be retrained with
the labels identified during the label auditing process that may correspond with the fraudulent
activity. The retrained model may be updated at block 432. Using the retrained model, any new
data that is received/ingested may be received by unsupervised machine learning model. The
pre-existing labeled data can be clustered with the previously-identified clusters and any new
data that is not clustered can be identified as a new outlier.

[0091] At block 464, an action may be initiated. For example, in response to detecting
an anomaly or threat or unpermitted access to the client device in the data, the action may
correspond with remediating the anomaly. In some examples, the action may refer to the steps
taken to mitigate or eliminate a network threat once it has been identified, which can provide

a technical improvement for the system overall. The system may respond quickly to a network
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threat to improve cybersecurity, minimize potential damage, and potentially prevent further
compromise.

[0092] Insome examples, the action may comprise initiating an isolation of the affected
systems to prevent the threat from spreading further. This might involve disconnecting or
transmitting an alert to recommend disconnecting the compromised client device from the
network. In other examples, the action may implement network segmentation to separate or
contain the impact of the detected anomaly or threat.

[0093] The action may comprise a recommendation to initiate an investigation to
understand the nature and scope of the anomaly. The action may involve analyzing
data/security logs, network traffic, or other sources. The investigation may help identify the
source, methods, and potential impact of the threat. In other examples, the investigation may
help determine the vulnerabilities that allowed the anomaly or threat to access the client
device. For example, the action can identify outdated software, misconfigurations, or other
weaknesses in the network infrastructure, suggest updating patches or security tools, changing
access credentials, or other actions in response to the anomaly or threat.

[0094] In some examples, the action may include updating an application programming
interface (API), dashboard, or other display. Various examples of the API, dashboard, or display
are provided with FIGS. 7-10.

[0095] FIG. 5 is an illustrative process of unsupervised machine learning model for
generating labeled training data for a supervised machine learning model, in accordance with
some of the embodiments disclosed herein. In example 500, detection system 102 illustrated in
FIG. 1 may execute machine-readable instructions to perform the operations described herein.

[0096] At block 510, the unsupervised machine learning model may receive unlabeled
data from the client device, as described herein.

[0097] At block 520, when the unlabeled data is associated with telemetry data, the
process may define the codec associated with the data and initiate an optional protocol splitting
process. The codec or other algorithm used to compress and decompress the data for

transmission, storage, or playback, may be determined, including an audio codec (e.g., MP3,
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AAC, or FLAC), video codec (e.g., H.264, H.265 or HEVC, VP9, or AV1), or image codec (e.g., JPEG,
PNG, or WebP).

[0098] In some examples, the unlabeled data may be associated with a predefined
codec in order to associate the unlabeled data with a particular unsupervised machine learning
model. In other examples, the data label may correspond with the codec or other data
characteristic. One or more unsupervised machine learning models may be trained and stored
for each type of codec or label.

[0099] At block 530, various unsupervised machine learning models may be stored and
used to determine the data label for the unlabeled data. The determination of the particular
unsupervised machine learning model may be matched with the codec (e.g., when the data is
telemetry data) or other data characteristic. In this illustration, a set of unsupervised machine
learning models are stored in model data store, including a first unsupervised machine learning
model 530A, second unsupervised machine learning model 5308, third unsupervised machine
learning model 530C, and fourth unsupervised machine learning model 530D.

[0100] In some examples, the unsupervised machine learning model may determine
whether the data is normal data or outlier data. In determining the normal data and the outlier
data, the unsupervised machine learning model may compare a set of data characteristics of
normal data to the new, unlabeled data. At a first time, a first label of a set of labels may be
assigned to the unlabeled data using an unsupervised machine learning model. This may
correspond with normal data that is identified in a first set of unlabeled data. At a second time,
second unlabeled data may be received. The second unlabeled data may be provided to a
particular unsupervised machine learning model based on a data characteristic. When the data
characteristic exists and is assigned to an existing unsupervised machine learning model, the
particular unsupervised machine learning model may be selected to assign the label to the
unlabeled data. The label may correspond with the first label of the set of labels that was
assigned to the first labeled data. In this example, the same label may be assigned to the second
unlabeled data because the unlabeled data may be similar to the first unlabeled data based on
the set of data characteristics. This may also correspond with normal data that is identified in a

second set of unlabeled data. When the data is not similar to the first unlabeled data or any
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corresponding data characteristics of the first unlabeled data, a second label may be generated
and assigned to the second set of labeled data. The second label may be stored with the set of
labels and correspond to a second set of the second unlabeled data that is not similar to the
first unlabeled data based on the set of data characteristics.

[0101] In some examples, the unsupervised machine learning model may correspond
with clustering (e.g., k-means, hierarchical clustering), dimensionality reduction (e.g., PCA, t-
SNE), association rule learning, or other unsupervised machine learning models. When
clustering is implemented, the process may identify natural groupings or clusters in the data,
based on a data characteristic, and generate a label associated with that characteristic. When
dimensionality reduction is implemented, the process may reduce the number of input variables
or features under consideration to simplify the complexity of the dataset by transforming it into
a lower-dimensional space while preserving important information. When association rule
learning is implemented, the process aims to discover relationships, patterns, or associations
within the unlabeled data, and generate a label for the corresponding data. In any of these
instances, the unsupervised machine learning model may generate or assign a label that
corresponds with “1” for outlier data and “0” for normal data.

[0102] The unsupervised machine learning models may be trained on unlabeled data
to assign or generate a label for the unlabeled data. The unlabeled data may be received without
labeled outputs or target variables. In an illustrative example, the label may correspond with
“1” (e.g., normal data) or “0” (e.g., outlier data) based on the characteristics of the data. In
another example, the label may correspond with multiple values, including a value associated
with one or more data characteristics (e.g., non-binary label).

[0103] In some examples, the unsupervised machine learning model may identify new
data types that are included with the unlabeled data from the client device. When new data is
identified (e.g., when the characteristics of the data do not match pre-existing data
characteristics that are previously assigned to labels), a new or second label may be generated
and assigned to the unlabeled data.

[0104] In some examples, the unsupervised machine learning model may determine a

new or second label associated with outliers in the data. The outlier may correspond with data
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that is not similar to previously identified activities in the system, including non-fraudulent or
fraudulent activities, and a label corresponding with the outlier may be generated and assigned
to the data.

[0105] In some examples, the determination of the particular unsupervised machine
learning model may use an ensemble of models by including first unsupervised machine learning
model 530A, second unsupervised machine learning model 530B, third unsupervised machine
learning model 530C, and fourth unsupervised machine learning model 530D. Each of
unsupervised machine learning models 530 may correspond with an ensemble of models. For
example, when an anomaly detection ensemble is implemented, the unsupervised machine
learning model may combine multiple anomaly detection algorithms or use different strategies
to detect outliers in data. A data characteristic identified by the unsupervised machine learning
model can be used as the data label. In some examples, ensemble and voting are implemented
to generate and assign the labels.

[0106] At block 540, the label determined by the unsupervised machine learning model
may be stored in a label data store. The data may comprise a set of labels and a set of
characteristics associated with the unlabeled data.

[0107] FIG. 6 is an illustrative inference process using a supervised machine learning
model, in accordance with some of the embodiments disclosed herein. In example 600,
detection system 102 illustrated in FIG. 1 may execute machine-readable instructions to
perform the operations described herein. In some examples, the unsupervised machine learning
model may be trained to determined labels for unlabeled data from the client device, as
described herein.

[0108] Atblock 610, the unsupervised machine learning model generates a set of labels.
The labels may represent normal data and outlier data. For example, the label may correspond
with “1” for outlier data and “0” for normal data.

[0109] At block 620, the label determined during the training process of the
unsupervised machine learning model may be stored in label data store. The label may be
accessed by the supervised machine learning model to cluster/group data (block 630) and/or

may be updated by the label audit process (block 650).
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[0110] At block 630, the supervised machine learning model may receive unlabeled
data from the data repository/data store at block 625 as input during an inference process.
When the data are received, the labels are generated/assigned using the unsupervised machine
learning model and the supervised machine learning model is executed to cluster the new data
in accordance with the labels that were determined by the unsupervised machine learning
model.

[0111] In some examples, an ensemble of supervised machine learning models is
implemented, which combines multiple models. For example, the supervised machine learning
model may implement a Random Forest ensemble method that includes multiple instances of
the same learning algorithm on different subsets of the training data to build diverse models. In
another example, the supervised machine learning model may implement a voting process that
includes combining predictions from multiple models and selecting the final output based on
majority voting or a weighted averaging of individual model predictions.

[0112] At block 640, similar events identified in the unlabeled data (which has been
assigned a label by the unsupervised machine learning model) may be clustered during the
inference process using the supervised machine learning model. For example, the events that
are associated with the first label that existed in the label data store may be considered normal
data and the data that are associated with the second label that did not exist in the label data
store may be considered outlier data.

[0113] At block 650, a label audit process may update the cluster/output of the
supervised machine learning model. During the label auditing process, the data associated with
the label may be measured for similarity. The data value that is greater than a predetermined
similarity threshold may be provided for further review. The labels may be revised or added by
human or automated input. In some examples, the data are provided to a display or real-time
APl to receive an interaction from the user to help relabel the clustered data.

[0114] The revised or added labels may be added back to the label data store (block
620) to initiate a second training process of the supervised machine learning model (block 630).
The second training process may combine the labels generated/assigned from the unsupervised

machine learning model and the label auditing process to generate an improved supervised
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machine learning model (block 630). The improved supervised machine learning model may be
retrieved from the model data store and executed on new data during a future inference
process of the new data.

[0115] FIG. 7 is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein. In example 700, a display is illustrated with a data timeline and
potential outlier data in association with automated anomaly detection. In some examples,
detection system 102 illustrated in FIG. 1 may execute machine-readable instructions to
generate the display.

[0116] At block 710, a data timeline is provided, which illustrates an amount of
unlabeled data received from the client device and spikes in the data when outlier events may
be identified. The timeline may be adjusted in time increments (e.g., 15 minutes, 1 hour, etc.)
to illustrate the amount of data received from the client device by the detection system.

[0117] At block 720, a number of anomalies detected is provided in a numerical value
format. The number of anomalies may correspond with a second label of the set of labels
determined by the unsupervised machine learning model.

[0118] At block 730, a data label is provided at the display. The data label corresponds
with the IP address or host name associated with the data packet. Each new instance of the data
label that is included in the new data is repeated on the display as it is received from the client
device. In this instance, the data label is repeated four times (blocks 730A, 730B, 730C, 730D).

[0119] At block 740, the confidence score is provided. In this example, the confidence
score may correspond with the determination that the unlabeled data is outlier data. In other
words, the unlabeled data corresponds with data that is previously unlabeled and not similar to
other previously labeled data in the system. A correlation may exist between the confidence
score and the determination of outlier data, including an instance when the data is not similar
to existing data, a subsequent action is recommended to be performed (e.g., to remedy an
anomaly or potential threat).

[0120] The confidence scores may be assigned to different colors in accordance with
the likelihood that the data received from the client device are outlier data. For example, the

data corresponding with a high likelihood that the data are an outlier (e.g., the data are not
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similar to a preexisting label) may correspond with the color red, the data corresponding with a
medium likelihood that the data are an outlier may correspond with the color yellow, and the
data corresponding with a low likelihood that the data are an outlier (e.g., the data are
somewhat similar to a preexisting label) may correspond with the color green.

[0121] FIG. 8 is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein. In example 800, a display is illustrated with a relabeling queue
associated with a label audit process and potential outlier data in association with automated
anomaly detection. In some examples, detection system 102 illustrated in FIG. 1 may execute
machine-readable instructions to generate the display.

[0122] At block 810, a relabeling queue timeline is provided. In the relabeling queue
timeline, true anomalies and false positive anomalies are provided in a chart with respect to the
time each data is received during a measured time period.

[0123] At block 820, a number of anomalies detected is provided in a numerical value
format. The number of anomalies may correspond with a second label of the set of labels
determined by the unsupervised machine learning model.

[0124] At block 830, a data label is provided at the display. The data label corresponds
with the IP address or host name associated with the data packet. Each new instance of the data
label that is included in the new data is repeated on the display as it is received from the client
device. In this instance, the data label is repeated three times (blocks 830A, 830B, 830C). In this
example, the identification of whether the data is a true anomaly or a false positive anomaly
are provided as well. The data may be confirmed as an anomaly and correspond with a data
characteristic that is not previously identified and labeled by the system.

[0125] At block 840, the confidence score is provided. The confidence score in this
example is similar to the confidence score provided in FIG. 7 and repeated herein.

[0126] FIG. 9 is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein. In example 900, a display is illustrated with a relabeling queue
associated with a label audit process and potential outlier data in association with automated
anomaly detection. In some examples, detection system 102 illustrated in FIG. 1 may execute

machine-readable instructions to generate the display.
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[0127] At block 910, a number of anomalies detected is provided in a numerical value
format. The number of anomalies may correspond with a second label of the set of labels
determined by the unsupervised machine learning model.

[0128] At block 920, individual entries of the relabeling queue are provided. Additional
data provided in association with the data label that is not similar to previously assigned data
labels is also provided. For example, additional data may include a status (processed or not
processed), confidence score (with red/yellow/green label), timestamp that the data was
received from the client device, criticality, source IP address (identifying a client device).

[0129] FIG. 10is an example anomaly detection display, in accordance with some of the
embodiments disclosed herein. In example 1000, a display is illustrated to show the location of
the client device and label that potentially corresponds with outlier data. In some examples,
detection system 102 illustrated in FIG. 1 may execute machine-readable instructions to
generate the display.

[0130] At block 1010, the individual entries of the relabeling queue are provided.
Additional data provided in association with the data label that is not similar to previously
assigned data labels is also provided. For example, additional data may include a source IP
address, destination IP address, source port, destination port, protocol (e.g., SSH), bytes of data,
and timestamp that the data was received from the client device.

[0131] At block 1020, the display may provide an interaction tool during the label audit
process. During the label auditing process, the display may allow an interaction with the
individual label. When an interaction is received (e.g., “yes, this data is properly labeled” or “yes,
this data corresponds with a threat”), the process may use the interaction response to revise
labels associated with particular data or data characteristics. In some examples, the interaction
response is received from a human user and the updated label is provided to retrain the
supervised machine learning model.

[0132] FIG. 11 illustrates a computer method and database connections for monitoring
network anomalies or threats, according to an embodiment. In example 1100, In some
examples, detection system 102 illustrated in FIG. 1 may execute machine-readable instructions

to perform the operations described herein.
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[0133] At block 1105, unlabeled data is monitored in network traffic communications
transmitted across the computer network. The process may proceed to block 910 or block 930.

[0134] At block 1110, a portion of the computer network data transmissions may be
received and sampled by detection system 102 of FIG. 1. Receiving the portion of computer
network data transmissions may include sampling the unlabeled network traffic
communications. The sampling may include less than the entirety of computer network data
transmissions. The computer network data transmissions may be characterized by metadata. In
some examples, the training portion may introduce latency into the sampled data
transmissions. The sampling, or using less than the entirety of the data, may allow the network
as a whole to provide low latency data communications by bypassing the training portion of the
method. The process may proceed to block 1115.

[0135] At block 1115, a first label may be applied. The first label may be similar to a
label assigned to previously-received data, which identifies that the data are similar or comprise
similar data characteristics. In some examples, labeling may be derived. For example, an
anomaly or anomaly or threat labeling model as a function of data transmission parameters to
produce a data labeling model. Block 2 915 may be included in a portion of the process 1100
characterized as “training”.

[0136] In some examples, deriving the anomaly or threat labeling model as a function
of data transmission parameters is performed without human supervision and may be
performed continuously. In some examples, performing the comparison of the computer
network data transmissions to the transmission labeling model is performed at least partly by a
guantum or quantum-inspired computer.

[0137] In some examples, deriving the anomaly or threat labeling model as a function
of data transmission parameters to produce a data labeling model may include comparing the
data transmissions to previously labeled data transmissions, and identifying data transmission
metadata that match attributes of the previously labeled data transmissions. For example, the
previously labeled data transmissions may include data transmissions previously characterized
as Denial of Service (DoS), Remote to User (R2L), User to Root (U2R), and Probing (Probe).

[0138] The process may proceed from block 1115 to block 1120.
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[0139] At block 1120, the data labeling model may be updated. The labels may be
updated in label data store 1125. Updating the data transmission labeling model 1125 to create
a current data transmission labeling model. The process may proceed to block 1130.

[0140] At block 1130, network traffic may be compared to the data labeling model. The
network traffic may comprise the computer network data transmissions, which can be
compared to the data transmission labeling model.

[0141] Labeling, with the second server computer, the computer network data
transmissions corresponding to the data labeling model in step 1135 may be performed as a
function of the comparison of the computer network data transmissions to the data
transmission labeling model performed in step 1130.

[0142] In some examples, performing the comparison of the computer network data
transmissions to the transmission labeling model in step 1130 is performed at least partly by a
guantum or quantum-inspired computer.

[0143] Comparing the computer network data transmissions to the data transmission
labeling model, in step 1130, may be performed on all or a majority of computer network data
transmissions. This is in contrast to generating the data labeling model, in step 1115, being
performed using a sample of the computer network data transmissions.

[0144] At block 1135, a second server computer labels computer network traffic
corresponding to the data labeling model to produce a population of anomaly-labeled computer
network traffic.

[0145] The anomaly-labeled computer network traffic may be stored in network traffic
data store 1140 carried by a non-transitory computer readable medium. Block 1135 may be
included in a portion of the process 1100 characterized as “inference”. The process may proceed
to block 1150.

[0146] In some examples, the process comprises displaying on an electronic display,
with the server computer, a graphical user interface for presentation to a user (not shown) and
receiving, from the user via the graphical user interface, a command to derive the anomaly or
anomaly or threat labeling model (not shown). The method 1100 may further include deriving,

with the server computer or the second server computer, a representation of threat
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identification outcome; and displaying on the electronic display, with the server computer or
the second server computer, the representation of anomaly or threat dentification outcome.

[0147] In some examples, labeling the computer network traffic corresponding to the
data labeling model (using label data store 1125) to produce the population of anomaly-labeled
computer network traffic (using network traffic data store 1140) includes performing a plurality
of processes with a quantum or quantume-inspired computer.

[0148] In some examples, labeling the computer network traffic corresponding to the
data labeling model (using label data store 1125) to produce the population of anomaly-labeled
computer network traffic (using network traffic data store 1140) includes converting the data
corresponding to unlabeled computer network traffic to a quadratic unconstrained hinary
optimization (QUBO) problem with a solver program running on the second server computer.
The QUBO problem may be served to the quantum or quantum-inspired computer a plurality of
times by the solver program. The solver program may combine a plurality of QUBO solutions
received from the quantum or quantum-inspired computer to label the computer network
traffic. The data labeling model may be converted to one or more QUBO penalty functions by
the solver program.

[0149] At block 1150, anomaly-labeled network traffic may be parsed into a first action
and a second action. Once the data are parsed, the respective sub-populations of anomaly-
labeled network data transmissions may be provided to initiate one or more actions 1160. The
actions may correspond with transmitting alerts/notifications to various anomaly or threat
mitigation systems (illustrated as first mitigation system 1160a and second mitigation system
1160b) or initiating remote processing at these systems. The parsing may be performed to
deliver the respective sub-populations of anomaly-labeled network data transmissions to the
one or more anomaly or threat mitigation systems 1160a, 1160b.

[0150] FIG. 12 is a process for implementing unsupervised labeling of potentially
anomalous data for anomaly detection, in accordance with some of the embodiments disclosed
herein. In example 1200, detection system 102 illustrated in FIG. 1 may execute machine-

readable instructions to perform the operations described herein.
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[0151] At block 1205, a number N of computer network data communication flow
records are received. In some examples, the process 1200 is repeatedly executed, in an iterative
manner, for a next set of N flow records. For example, the process 1200 is repeated to occur
every 250 — 500 milliseconds or less. Also, in some embodiments block 1205 involves filtering
flow records to receive only flow records that are unlabeled into the unsupervised algorithms.
Thus, receiving the N of computer network data communication flow records can include
receiving only unlabeled flow records. Alternatively, in some embodiments, substantially all
computer network data communication flow records passing through a network are received at
block 1205, and ultimately subjected to the process 1200.

[0152] At block 1210, a number M of unsupervised learning methods 204 are applied
to each of the N computer network data communication flow records. According to the
embodiments, the unsupervised learning methods may involve training and/or data analysis on
unlabeled data received in previous block 1205, in order to ultimately assign or generate a label
for the unlabeled data. The unlabeled data may be received without labeled outputs or target
variables.

[0153] Atblock 1215, a score is received for each of the N network data communication
flow records from each of the M unsupervised learning methods.

[0154] At block 1220, these scores are assembled into a N by M matrix.

[0155] At block 1225, the N by M matrix 208 is factored. A factor analysis operation can
be performed to factor the N by M matrix to determine a subsets of unsupervised learning
methods as factors, where each subset of the unsupervised learning method represents a latent
dimension of the data.

[0156] At block 1230, the subsets of the unsupervised learning methods are weighted.
Afactor loading value operation can be performed, where each subset of unsupervised learning
methods is weighted respectively according to a factor loading value of the unsupervised
learning method. The weighting is executed in order to derive a respective final score that is
applied to determine an anomaly in the subset of the network data communications. In some
embodiments, the weighting can be improved based on the historical performance of an

individual unsupervised learning method.
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[0157] At block 1235, one unsupervised learning method subset is selected per subset.
The selection can diversify methods based on latent dimensions to produce an aggregation of
the final scores of the selected unsupervised learning methods.

[0158] At block 1240, one or more distribution tests are performed on the final scores
to identify anomaly probabilities according to respective distributions. In some cases, block
1240 involves determining whether each of the one or more distribution tests meet a goodness
of fit criterion. If the goodness of fit does not meet the criterion, then the one or more
distribution tests at block 1240 can be repeatedly performed on the next final score.
Alternatively, if it is determined that the goodness of fit does meet the goodness of fit criterion
then the method 1200 continues to block 1245.

[0159] At block 1245, a list of computer network data communication flow records
represented by the distribution is output to an output cache. The distribution may be passed,
after satisfying the distribution tests in previous block 1240, to output the list of flow records
represented by the distribution. In some embodiments, block 1245 involves applying a
distribution-based outlier rule for anomaly labeling. The distribution may typically correspond
to one of the latent dimensions. Accordingly, applying the distribution outlier rule to the
distribution corresponding to the latent dimension includes labeling the distribution of
anomalous flow records. The computer network data communication flow records represented
by the distribution, and indicated in the list, are desighated/labeled as anomalous flows. Thus,
the computer network data communication flow records that are labeled as anomalous by the
method 1200 can be further employed by various other functions of the anomaly detection
system, as disclosed herein.

[0160] While various aspects and embodiments have been disclosed herein, other
aspects and embodiments are contemplated. The various aspects and embodiments disclosed
herein are for purposes of illustration and are not intended to be limiting, with the true scope
and spirit being indicated by the following claims.

[0161] The process may be implemented by a computer system. The computer system

may include a bus or other communication mechanism for communicating information, one or

34 --



WO 2024/215768 PCT/US2024/023888

more hardware processors coupled with the bus for processing information. The hardware
processor(s) may be, for example, one or more general purpose microprocessors.

[0162] The computer system also includes a main memory, such as a random access
memory (RAM), cache and/or other dynamic storage devices, coupled to the bus for storing
information and instructions to be executed by the processor. The main memory also may be
used for storing temporary variables or other intermediate information during execution of
instructions to be executed by the processor. Such instructions, when stored in storage media
accessible to the processor, render the computer system into a special-purpose machine that is
customized to perform the operations specified in the instructions.

[0163] The computer system further includes a read only memory (ROM) or other static
storage device coupled to the bus for storing static information and instructions for the
processor. A storage device, such as a magnetic disk, optical disk, or thumb drive, may be
coupled to the bus for storing information and instructions.

[0164] The computer system may be coupled via the bus to a display, such as a liquid
crystal display (LCD), for displaying information to a computer user. An input device, including
alphanumeric and other keys, is coupled to the bus for communicating information and
command selections to the processor. Another type of user input device is a mouse, a trackball,
or cursor direction keys for communicating direction information and command selections to
the processor and for controlling cursor movement on the display. In some embodiments, the
same direction information and command selections as cursor control may be implemented via
receiving touches on a touch screen without a cursor.

[0165] The computing system may include a user interface module to implement a GUI
that may be stored in a mass storage device as executable software codes that are executed by
the computing device(s). This and other modules may include, by way of example, components,
such as software components, object-oriented software components, class components and
task components, processes, functions, attributes, procedures, subroutines, segments of
program code, drivers, firmware, microcode, circuitry, data, databases, data structures, tables,

arrays, and variables.
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[0166] In general, the word “component,” “engine,” “system,” “database,” data store,”
and the like, as used herein, can refer to logic embodied in hardware or firmware, or to a
collection of software instructions, possibly having entry and exit points, written in a
programming language, such as, for example, Java, C or C++. A software component may be
compiled and linked into an executable program, installed in a dynamic link library, or may be
written in an interpreted programming language such as, for example, BASIC, Perl, or Python.
It will be appreciated that software components may be callable from other components or
from themselves, and/or may be invoked in response to detected events or interrupts. Software
components configured for execution on computing devices may be provided on a computer
readable medium, such as a compact disc, digital video disc, flash drive, magnetic disc, or any
other tangible medium, or as a digital download (and may be originally stored in a compressed
orinstallable format that requires installation, decompression or decryption prior to execution).
Such software code may be stored, partially or fully, on a memory device of the executing
computing device, for execution by the computing device. Software instructions may be
embedded in firmware, such as an EPROM. It will be further appreciated that hardware
components may be comprised of connected logic units, such as gates and flip-flops, and/or
may be comprised of programmable units, such as programmable gate arrays or processors.

[0167] The computer system may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic which
in combination with the computer system causes or programs the computer system to be a
special-purpose machine. According to one embodiment, the techniques herein are performed
by the computer system in response to the processor(s) executing one or more sequences of
one or more instructions contained in the main memory. Such instructions may be read into
the main memory from another storage medium. Execution of the sequences of instructions
contained in the main memory causes the processor(s) to perform the process steps described
herein. In alternative embodiments, hard-wired circuitry may be used in place of or in
combination with software instructions.

[0168] The term “non-transitory media,” and similar terms, as used herein refers to any

media that store data and/or instructions that cause a machine to operate in a specific fashion.
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Such non-transitory media may comprise non-volatile media and/or volatile media. Non-volatile
media includes, for example, optical or magnetic disks. Volatile media includes dynamic
memory. Common forms of non-transitory media include, for example, a floppy disk, a flexible
disk, hard disk, solid state drive, magnetic tape, or any other magnetic data storage medium, a
CD-ROM, any other optical data storage medium, any physical medium with patterns of holes,
a RAM, a PROM, an EPROM, a FLASH-EPROM, NVRAM, any other memory chip or cartridge, and
networked versions of the same.

[0169] Non-transitory media is distinct from but may be used in conjunction with
transmission media. Transmission media participates in transferring information between non-
transitory media. For example, transmission media includes coaxial cables, copper wire and
fiber optics, including the wires that comprise a bus. Transmission media can also take the form
of acoustic or light waves, such as those generated during radio-wave and infra-red data
communications.

[0170] The computer system also includes a communication interface coupled to the
bus. The interface provides a two-way data communication coupling to one or more network
links that are connected to one or more local networks. For example, the interface may be an
integrated services digital network (ISDN) card, cable modem, satellite modem, or a modem to
provide a data communication connection to a corresponding type of telephone line. As
another example, the interface may be a local area network (LAN) card to provide a data
communication connection to a compatible LAN (or WAN component to communicated with a
WAN). Wireless links may also be implemented. In any such implementation, the interface
sends and receives electrical, electromagnetic or optical signals that carry digital data streams
representing various types of information.

[0171] A network link typically provides data communication through one or more
networks to other data devices. For example, a network link may provide a connection through
local network to a host computer or to data equipment operated by an Internet Service Provider
(ISP). The ISP in turn provides data communication services through the world wide packet-
switched data communication network now commonly referred to as the “Internet.” Local

network and Internet both use electrical, electromagnetic or optical signals that carry digital
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data streams. The signals through the various networks and the signals on network links and
through aninterface, which carry the digital data to and from the computer system, are example
forms of transmission media.

[0172] The computer system can send messages and receive data, including program
code, through the network(s), network links, and interfaces. In the Internet example, a server
might transmit a requested code for an application program through the Internet, the ISP, the
local network and the interface.

[0173] The received code may be executed by the processor as it is received, and/or
stored in the storage device, or other non-volatile storage for later execution.

[0174] Each of the processes, methods, and algorithms described in the preceding
sections may be embodied in, and fully or partially automated by, code components executed
by one or more computer systems or computer processors comprising computer hardware. The
one or more computer systems or computer processors may also operate to support
performance of the relevant operations in a “cloud computing” environment or as a “software
as a service” (SaaS). The processes and algorithms may be implemented partially or wholly in
application-specific circuitry. The various features and processes described above may be used
independently of one another or may be combined in various ways. Different combinations and
sub-combinations are intended to fall within the scope of this disclosure, and certain method
or process blocks may be omitted in some implementations. The methods and processes
described herein are also not limited to any particular sequence, and the blocks or states
relating thereto can be performed in other sequences that are appropriate, or may be
performed in parallel, or in some other manner. Blocks or states may be added to or removed
from the disclosed example embodiments. The performance of certain of the operations or
processes may be distributed among computer systems or computers processors, not only
residing within a single machine, but deployed across a number of machines.

[0175] As used herein, a circuit might be implemented utilizing any form of hardware,
software, or a combination thereof. For example, one or more processors, controllers, ASICs,
PLAs, PALs, CPLDs, FPGAs, logical components, software routines or other mechanisms might

be implemented to make up a circuit. In implementation, the various circuits described herein
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might be implemented as discrete circuits or the functions and features described can be shared
in part or in total among one or more circuits. Even though various features or elements of
functionality may be individually described or claimed as separate circuits, these features and
functionality can be shared among one or more common circuits, and such description shall not
require or imply that separate circuits are required to implement such features or functionality.
Where a circuit is implemented in whole or in part using software, such software can be
implemented to operate with a computing or processing system capable of carrying out the
functionality described with respect thereto.

[0176] As used herein, the term “or” may be construed in either an inclusive or
exclusive sense. Moreover, the description of resources, operations, or structures in the
singular shall not be read to exclude the plural. Conditional language, such as, among others,
“can,” “could,” “might,” or “may,” unless specifically stated otherwise, or otherwise understood
within the context as used, is generally intended to convey that certain embodiments include,
while other embodiments do not include, certain features, elements and/or steps.

[0177] Terms and phrases used in this document, and variations thereof, unless

otherwise expressly stated, should be construed as open ended as opposed to limiting.
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Adjectives such as “conventional,” “traditiona standard,” “known,” and terms of

"
L

norma
similar meaning should not be construed as limiting the item described to a given time period
orto anitem available as of a given time, but instead should be read to encompass conventional,
traditional, normal, or standard technologies that may be available or known now or at any time

”ou

in the future. The presence of broadening words and phrases such as “one or more,” “at least,”
“put not limited to” or other like phrases in some instances shall not be read to mean that the
narrower case is intended or required in instances where such broadening phrases may be

absent.
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Claims

What is claimed is:

1. A computer method for performing labeling for anomaly detection comprising:

receiving a number N of computer network data communication records;

applying a number M of unsupervised leaning methods for each of the N computer
network data communication flow records;

receiving a score for each of the N computer network data communication flow
records from each of the M unsupervised learning methods;

assembling the scores into an N by M matrix;

factoring the N by M matrix to determine subsets of unsupervised methods as factors;

weighting each subset of unsupervised learning methods respectively according to a
factor loading value of the unsupervised learning method to derive a respective final score;

selecting one unsupervised learning method per subset to produce an aggregation of
the final scores of the selected unsupervised learning methods;

performing one or more distribution tests on the final scores to identify anomaly
probabilities according to respective distributions; and

outputting a list of computer network data communication flow records represented
by the distribution to an output cache, wherein the network data communication flow records

represented by the distribution are designated as anomalous.

2. The computer method of claim 1, further comprising:

determining if each of the one or more distribution tests meet a goodness of fit
criterion;

wherein if the goodness of fit does not meet the goodness of fit criterion, repeat
performing the one or more distribution tests on a next final score; and

wherein if the goodness of fit does meet the goodness of fit criterion, outputting the
list of computer network data communication flow records represented by the distribution to

an output cache.
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3. The computer method of claim 2, wherein the distribution corresponds to one or more

the latent dimensions.

4. The computer method of claim 1, further comprising:

outputting at least one computer network data communication flow record designated
as anomalous by:

displaying a graphical user interface (GUI) on an electronic display, the GUI displaying
an indication of the at least one anomalous computer network data communication flow

record for viewing by a network security analyst for supervised label verification.

5. The computer method of claim 4, further comprising:
determining flow record metadata for each anomalous computer network data

communication flow record associated with the distribution.

6. The computer method of claim 5, further comprising:
scanning network traffic for computer network data communication flow records that

are determined as anomalous computer network data communication flow records.

7. The computer method of claim 1, further comprising:
applying a distribution outlier rule to the distribution corresponding to the latent
dimension, where the applying includes labeling the distribution of the anomalous computer

network data communication flow records.

8. The computer method of claim 7, where the labeled anomalous computer network
data communication flow records are analyzed by a supervised and semi-supervised

algorithms to generate labeled training data models.

9. The computer method of claim 1, wherein the method is repeated for a next set of N

computer network data communication records.
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10. The computer method of claim 1, wherein the method occurs in 500 milliseconds or
less.

11. The computer method of claim 1, wherein the method occurs in 250 milliseconds or
less.

12. The computer method of claim 1, further comprising:

filtering the computer network data communication flow records that are unlabeled;
and

wherein receiving the number N of computer network data communication flow
records comprises receiving only the unlabeled computer network data communication flow

records.

13. The computer method of claim 1, wherein the method screens the computer network
data communication flow records passing through a network information technology

infrastructure.

14. The computer method of claim 1, wherein the method is performed in parallel by a

plurality of processor cores.

15. The computer method of claim 1, wherein the computer network data communication
flow records are received from a packet-switched network and wherein each of the computer
network data communication flow records corresponds to an ordered sequence of packets

respectively including a header and payload.

16. The computer method of claim 1, wherein at least a portion of the M unsupervised
learning methods incudes matching one or more character strings associated with anomalous

computer network data communication flow records.

42 --



WO 2024/215768 PCT/US2024/023888

17. A non-transitory computer-readable storage medium storing a plurality of instructions
executable by one or more processors, the plurality of instructions when executed by the
processor causes the processor to:

receive a number N of computer network data communication records;

apply a number M of unsupervised leaning methods for each of the N computer
network data communication flow records;

receive a score for each of the N computer network data communication flow records
from each of the M unsupervised learning methods;

assemble the scores into an N by M matrix;

factor the N by M matrix to determine subsets of unsupervised methods as factors;

weight each subset of unsupervised learning methods respectively according to a
factor loading value of the unsupervised learning method to derive a respective final score;

select one unsupervised learning method per subset to produce an aggregation of final
scores of the selected unsupervised learning methods;

perform one or more distribution tests on the final scores to identify anomaly
probabilities according to respective distributions; and

output a list of computer network data communication flow records represented by
the distribution to an output cache, wherein the network data communication flow records

represented by the distribution are designated as anomalous.

18. The non-transitory computer-readable storage medium of claim 17, wherein the

plurality of instructions when executed by the processor further causes the processor to:

determine if each of the one or more distribution tests meet a goodness of fit criterion;
wherein if the goodness of fit does not meet the goodness of fit criterion, repeat performing
the one or more distribution tests on a next final score; and

if the goodness of fit does meet the goodness of fit criterion, outputting the list of
computer network data communication flow records represented by the distribution to an

output cache.

43 --



WO 2024/215768 PCT/US2024/023888

19. The non-transitory computer-readable storage medium of claim 17, wherein the

distribution corresponds to one or more the latent dimensions.

20. The non-transitory computer-readable storage medium of claim 17, wherein the
plurality of instructions when executed by the processor further causes the processor to:
Output at least one computer network data communication flow record designated as
anomalous by displaying a graphical user interface (GUI) on an electronic display, the GUI
displaying an indication of the at least one anomalous computer network data communication

flow record for viewing by a network security analyst for supervised label verification.
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