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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
GENERATING SYNTHETIC GRAPHS THAT SHBULATE REAL-TIME
TRANSACTIONS

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims priorty to WU.S. Provisional Patent Application
No. 63/138.220, filed January 19, 2021, and U.S. Provisional Patent Application
No. 63/190,439, filed May 19, 2021, the disclosures of which are hereby incorporated
by reference in their entirety.

BACKGROUND QF THE INVENTION
1. Figld of the Invention

{00021 This invention relates generally {0 systems, devices, products, apparatus,
and methods for generating synthetic graphs and, in one particular embodiment or
aspect, fo a system, product, and method for generating synthatic graphs that simulate
real-time payment transactions.

2. Technical Congiderations

{0003]  Arealtime payment ransaction {e.g., a {aster payment, an instar payment,
an immediate payment, andfor the like} may refer to a payment transaction in which
the transmission of a payment message and availability of funds associated with the
payment transaction {o a payee from a payer is carried out instantaneously, such that
the transfer of funds occurs i real-time or near realime. A real-time payment
fransaction system may include technology that enables instantaneous fund transfers
betwesn financial institulions ahd financial systems. In addition, the technology of a
real-ime payment transaction system may be designed to facilitate payment
transactions across payment categories, including business-to-business (B2B),
business-to-consumer (B2C), consumer-fo-business (C2B), peerto-peer {P2P),
governmeni-to-citizen {G2C}, andfor account-to-accourt {A2A) transactions.

f0004]  However, due to the nascent nature of real-time payment fransactions, there
are not currently compiled datasets that ave publicly available or that correspond 1o
historical actual {e.g., real-world) real-lime payment ransactions. With this, there are
not available datasets from which machine learning technigues can be developed
provide risk management and deciston making.



WO 2022/159441 PCT/US2022/012905

SUMMARY
[0005]  Accordingly, systems, devices, producis, apparatus, and/ior methods for
generating synthetic graphs that simulate real-time payment fransactions are
disclosed that overcome some or all of the deficlencies of the prior art.
{00061  According to some non-fimiting embodiments or aspects, provided is a
method for generating synthetic graphs that simulate real-ime payment transactions.
The method includes generating, with at least one processor, a base payment graph
comprising a plurality of nodes and a plurality of edges connecting the plurality of
nodes, wherein each node represents an entity and each edge represents a probability
that a real-time payment transaction may be conducted involving two entities that are
connected by the sdge, wherein the real-ime payment transaction is artificially
created. The method also includes generating, with the at least one processor, a
plurality of dynamic payment graphs based on the base payment graph. The method
further includes inserting, with the at least one processor, paftemns representing
adversarial activity into the plurality of dynamic payment graphs. The method further
includes performing, with the al least one processor, an action associated with a
machine {earming technigue using the plurality of dynamic payment graphs.
{0007]  According fo some non-fimiting embodiments or aspects, provided is a
system for generating synthetic graphs that simulate real-lime payment transactions.
The system includes al least one processor, whersin the at least one processor is
programmed or configured to generate a base payment graph comprising a plurality
of nodes and a pluralily of edges connecting the plurality of nodes, wherein each node
represents an sntity and each edge represents a probability that a real-time payment
ransaction may be conducted nvolving two entities that are connected by the edge,
wherein the real-time payment transaction is artficially created. The at least one
processor is also programmed or configured {0 generate g plurality of dynamic
payment graphs based on the base payment graph. The at ieast ong processor is
further programmed or configured to insert patterns representing adversarial activity
into the plurality of dynamic payment graphs. The al least one processor is further
programmed or configured to perform an action associated with a machine learning
technique using the plurality of dynamic payment graphs.
{0008] According to some non-fimiting embodiments or aspects, provided is a
computer program product for generating synthetic graphs that simulale realtime
payment transactions. The computer program product includes at least one non-



WO 2022/159441 PCT/US2022/012905

transitory computer-readable medium including one or more instructions that, when
executed by at least one processor, cause the at least one processor to gensrale a
base payment graph comprising a plurality of nodes and a plurality of edges
connecting the plurality of nodes, wherein gach node represents an entity and each
edge represents a probability that a real-time payment ransaction may be conducted
involving two entities that are connected by the edge, wherein the real-time payment
fransaction is artificlally created. The one or more instructions also cause the at least
one processar o generate a plurality of dynamic payment graphs based on the base
payment graph. The one or more instructions further cause the at least one processor
to insert pattems representing adversarial activity into the plurality of dynamic payment
graphs, The ong or more instructions also cause the at least one processor io perform
an action associated with 2 machine leaming technique using the plurality of dynamic
payment graphs.

[0008]  Further embodiments are et forth in the following numbered clauses:
[0010]  Clause 1: A method, comprising: generating, with at least ane processor, a
base payment graph comprising a pluralily of nodes and a plurality of edges
connacting the plurality of nodes, wherein each node represents an entity and each
edge represents a probability that a real-ime payment ransaction may be conducted
involving two entities that are connected by the edge, and wherein the realtime
payment transaction is artificially created; generating, with the at least one processor,
a plurality of dynamic payment graphs based on the base payment graph; inserting,
with the al least one processor, patlerns representing adversarial activity into the
plurality of dynamic payment graphs; and performing. with the at least one processor,
an action associated with a maching learming technigue using the plurality of dynamic
payment graphs.

{0011}  Clause 2: The method of clause 1, further comprising: assigning a plurality
of account parameters {o gach node of the plurality of nodes; and assigning g plurality
of transaction parameters to each edge of the plurality of edges.

[0012] Clause 3: The method of clause 1 or 2, wherein assigning the plurality of
transaction parameters to each edge of the plurality of edges comprises: assigning a
probahility parameter and an interaction paramester to each edge of the plurality of
edges.
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[0613] Clause 4 The method of any of clauses 1-3, wherein generating the base
payment graph comprises: generating the base payment graph based on a plurality of
Barabasi-Albert graph structures.

{0014}  Clause 5: The method of any of clauses 1-4, whereiln generating the plurality
of dynamic payment graphs comprises: sampling a first plurality of nodes and a first
plurality of edges of the base payment graph 1o generale a first dynamic payment
graph of the plurality of dynamic payment graphs, whereain the first dynamic payment
graph is associated with a first time period.

[0015] Glause 8 The method of any of clauses 1-5, wherein the first dynamic
payment graph comprises a second plurality of edges, wherein each adge of the
second plurality of edges camprises real-ime-payment transaction parameters, and
wherein the real-time payment transaction parameters compwise: a time petiod of a
real-time payment fransaction; a fransaction identifier of the realtime payment
fransaction; and a transaction amount of the real-time payment transaction.

[0018] Clause 7: The method of any of clauses 1-6, wherein sampling the first
plurality of nodes and edges of the base payment graph 10 generate a first dynamic
payment graph of the plurality of dynamic payment graphs comprises: sampling the
first plurality of nodes and edges of the base payment graph based gn: ane ar maoreg
aceount parameters of each node of the plurality of nodes; one or more fransaction
paramesters of each edge of the plurality of edges; or any combination thereol

{0017} Clause 8: A system, comprising: at least one processor; wherein the at least
one processor is pragrammed or configured 100 generale a base payment graph
compriging a plurality of nodes and a plurality of sdges connecting the plurality of
nodes, wherein each node reprasents an entity and each edge represenis a probability
that a real-time payment transaction may be conducted involving two entities that are
connected by the edge, and wherein the real-ime payment fransaction is artificially
created; generate a plurality of dynamic payment graphs based on the base payment
graph; insert patierns representing adversarial activity into the plurality of dynamic
payment graphs,; and perform an action associated with.a machine learning technigue
using the plurality of dynamic payment graphs.

{0018] Clause 9: The system of clause 8, wherein the at least one processor is
further programmed or configured to: assign a plurality of account parameters fo each
node of the plurality of nodes; and assign a plurality of transaction parameters {0 each
edge of the plurality of edges.
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[0619] Clause 10 The system of clause 8 or 8, wherein, when assigning the
plurality of transaction parameters to each edge of the plurality of edges, the at least
one processor is programmed or configured to: assign a probability parameter and an
interaction parameter to each edge of the plurality of edges.

fop2a]  Clause 11: The system of any of clauses 8-10, wherein, when generating
the hase payment graph, the at least one processor is programmed or configured o)
generate the base payment graph based on a plurality of Barabasi-Albert graph
structures.

[0021]  Clause 12: The system of any of clauses B-11, wherein, when generaling
the plurality of dynamic payment graphs, the at least one processor is programmed or
configured to: sample a first plurality of nodes and a first plurality of edgss of the base
payment graph to gensrate a first dynamic payment graph of the plurality of dynamic
payment graphs, wherein the first dynamic payment graph is associated with a first
time peticd.

{00221 Clause 13 The system of any of clauses 8-12, wherein the first dynamic
payment graph comprises a second plurality of edges, wherein each edge of the
second plurality of edges comprises real-ime-payment {ransaction parameters, and
wherein the real-time payment transaction parameters compyise: a time period of a
real-ime payment fransaction; a fransaction identifier of the reallime payment
{ransaction; and a transaction amount of the real-time payment transaction.

{0023] Clause 14: The system of any of clauses B-13, wherain, when sampling the
first plurality of nodes and edges of the base payment graph to generale a first dynamic
payrment graph of the plurality of dynamic payment graphs, the at least one processor
is programmed or configured 10 sample the first plurality of nodes and edges of the
base payment graph based on: ong or more accout parameters of ‘each node of the
plurglity of nodes; one or more fransaction parameters of each edge of the plurality of
edges; or any combination thereof,

{0024] Clause 15: A computer program product, the computer program product
comprising at least one non-ransitory computer-readable medium including one or
more instructions that, when exscuted by at least one processor, cause the at least
one processor to: generate a base payment graph comprising a plurality of nedes and
a plurality of edges connecting the plurality of nodes, wherein each node represents
an entity and each edge represents a probability that a real-fime payment transaction
may be conducted involving two entities that are connecled by the edge, and whereain
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the real-time payment transaction is artificially created; generate a plurality of dynamic
payment graphs based on the base payment graph; insert patterns representing
adversarial activity into the plurality of dynamic payment graphs; and perform an action
associated with a machine learning technitue using the plurality of dynamic payment
graphs,

{op25]  Clause 18 The computer program product of clause 18, whersin the one or
more instructions further cause the at ieast ong processor fo; assign a plurality of
account parameters to each node of the plurality of nodes; and assign a plurality of
transaction parameters 1o each edge of the plurality of edges.

[0028] Clause 17: The computer program product of clause 15 or 18, wherein the
one or more instructions that cause the at least one processar o assign the plurality
of transaction parameters 1o sach edge of the plurality of edges cause the at least one
processor 1o assign & probability parameter and an interaction parameter to each
edge of the plurality of edges.

[0027]  Clause 18: The computer program product of any of clauses 15-17, wherein
the one or more instructions that cause the at least one processor 1o generate the
base payment graph cause the at least one processor to: generate the base payment
graph based on a plurality of Barsbhasi-Albert graph struciures.

[0028] Clause 19: The computer program product of any of clauses 15-18, wheregin
the one or more instructions that cause the at least one processor o generate the
plurality of dynamic payment graphs, cause the at least one processor to: sample a
first plurality of nodes and a first pluralily of edges of the base payment graph o
generate a first dynamic payment graph of the plurality of dynamic payment graphs,
wharein the firgt dynamic payment graph is associated with g first time period.

fon2g]  Clause 20: The computer program product of any of clauses 15-19, wherein
the first dynamic payment graph comprises a second plurality of edges, wherein each
edge of the second plurality of edges comprises real-ime-payment transaction
parameters, and wherein the real-time payment transaction parameters comprise: a
time period of a real-time payment transaction; a transaction identifier of the real-lime
payment fransaction; and & fransaction amount of the real-lime payment transaction.

{0030] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elements of structures
and the combination of paris and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
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reference o the accompanying drawings, alt of which form a part of this specification,
wherein like reference numerals designate corresponding parls in the various figures.
it is 10 be expressly understood, however, that the drawings are for the purpose of
Hlustration and description only and are not intended as a definition of the iimits of the
present disclosure. As used in the specification and the claims, the singular form of
“a,” “an,” and "the” include plural referenis unless the context clearly dictales
otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
{0031]  Additional advantages and detalls of the present disclosure are explained in

greater detail below with reference {o the exemplary embodiments that are shown in
the accompanying schematic figures, in which:

{00321 FIG. 1 is a diagram of a non-limiting embodiment or aspect of an
gnvironment in which systems, devices, products, apparatus, and/or methods,
described herein, may be implemented according to the principles of the present
disclosure;

[0033] FIG, 2is a diagram of a non-limiting embodiment or aspect of components
of one or more devices of FIG. 1;

[0634] FIG. 3is a flowchart of a non-limiting embodiment or aspect of a process for
gengrating synthetic graphs that simulate real-time payment ransactions;

[00358] FIGS. 4A-4C are diagrams of non-limiting embodiments or aspects of an
implementation of a process for generating synthetic graphs that simulate real-ime
payment transactions;

[0036] FIGS. 5A-5D are diagrams of non-fimiting embodiments or aspects of
graphical representations of patterns representing fraud adversarial activity,

{00371 FIG. 5E is a diagram of a nondimiting embodiment or aspect of an
implementation of ingerting a pattern representing fraud adversarial activity;

{0038} FIGS. 6A-6D are diagrams of non-limiting embodiments or aspects of
graphical represeniations of patterns representing money laundering adversarial
activity; and

[0039] FIQ. 8E iz a disgram of a nondimiting embodiment or aspect of an
implementation of inserting a pattem representing money laundering adversarial
activity.
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DETAILED DESCRIPTION
[0040] For purposes of the description hereinafter, the terms “end,” “upper)”
"“top,” “hottom,” “lateral,” “longitudinal,” and
derivatives thereof shall relate 1o the present disclosure as it is orlented in the drawing

“ower,” "right,” "left,” “vertical,” “horizontal,

figures. However, it I8 1 be understood that the present disclosure may assume
various alternative variations and slep sequences, excepl where expressly specified
1o the confrary. it is also to be understood that the specific devices and processes
shown in the attached drawings, and described in the following specification, are
simply exemplary embodiments or aspects of the present disclosure. Hence, specific
dimensions and cther physical characteristics related to the embodiments or aspects
of the embodiments disclosed herein are not to be considered as limiting unless
otherwise indicated.

{00411  No aspsct, component, alement, structure, act, step, function, instruction,
andror the like used herein should be construed as critical or essential unless explicitly
described as such. In addition, as used herein, the aricles "a” and “an” are intended
o include one or more items and may be used interchangeably with “one or more” and
“at feast one.” Furthermore, as used herein, the term “sat” is intended fo include one
of more items {e.g., relaled Hems, unrelated ems, a combination of related and
urrelated items, ete.} and may be used interchangeably with “one or more” or "al least
ong.” Where only one item is intended, the term “ong” or similar language is used.
Also, ag used hereln, the terms “has,” "have,” “having,” or the like ate intendad to be
open-ended terms. Further, the phirase “based on"is infended to mean "based al least
partially on” untess explicitly stated otherwise. The phrase “based on” may also mean
" rggponse 107 where appropriate.

{0042] Some non-limiting embodiments or aspects are desgribed hereln in
connection with thresholds. As used herein, salisfying a threshold may refer to a value
being greater than the threshold, more than the threshold, higher than the threshold,
greater than or equal to the threshold, less than the threshold, fewer than the
threshold, lower than the threshold, less than or equal {o the threshold, egual to the
threshold, and/or the like.

{0043] As used herein, the terms "communication” and “communicate” may refer
o the reception, receipt, transmission, transier, provision, and/or the like of information
{e.g., data, signals, messages, instructions, commands, and/or the like). For ane unit
{e.g., a device, a system, a component of a device or system, combinations thereof,



WO 2022/159441 PCT/US2022/012905

andror the iike) to be in communication with ancther unit means that the one unit is
able 1o direcily or indirectly receive information from andior transmit information to the
other unit.  This may refer to a direct orindirect connection that is wired and/or wireless
in nature. Additionally, two units may be In communication with each other even
though the information ransmitted may be modified, processed, relayed, andfor routed
between the first and second unit. For example, a first unit may be in communication
with a second unit even though the first unit passively receives information and does
not actively fransmit information to the second unit.  As another example, a first unit
may be in communication with a second unit if at least one intermediary unit {e.g., a
third unit located between the first unit and the second unit) processes information
received from the first unit and communicates the processed information to the second
unit. In some non-imiting embodiments or aspects, a message may tefer {0 a network
packet {e.g., a data packet andior the like} that includes data. It will be appreciated
that numerous other arrangements are possible.

[0044]  As used hersin, the ternms “issusr instituBion,™ “portable financial device
isguer,” “issuer,” or "issuer bank” may refer to one or more entities that provide
accounts to customers for conducting transactions {e.g., payment fransactions}, such
as initlating credit and/or debit payments. For example, an issuer institution may
provide an account identifier, such as a primary accourt nuniber (FAN), 1o a customer
that unigquely identifies one or more accounts associated with that customer. The
account identifier may be embodiad on a portable financial device, such as a physical
financial instrument, e.g., a paymert card, and/or may be eleclronic and used for
glectronic payments. The terms “issuer institution” and “issuer institution system™ may
also refer to ong or maore computer systems operated by or on behalf of an issuer
institution, such as a server computer sxeputing one or more software applications.
For example, an issuer institution system may inciude one or more authorization
servers for authorizing a transaction.

[0045]  As used herein, the term “account identifier” may include one or more PANSs,
tokens, or other identifiers associated with a customer account. The term “loken" may
refer to an identifier that is used as a substitute or replacement identifier for an original
account identifier, such as a PAN. Account identifiers may be alphanumeric or any
combination of characters andfor symbols. Tokens may be associated with a PAN or
other original account identifier in one or more data structwres {e.g., one or more
databases, andor the like) such that they may be used i conduct a ansaction
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without directly using the original account identifier. In some examples, an original
account identifier, such ag a PAN, may be associated with a plurality of tokens for
cifferent individuals or purposes. An issuer institution may be associated with a bank
dentification number (BIN) that uniquely identifies it.

{0048]  As used herein, the term “account identifier” may include one or more types
of identifiers associated with a user account {e.g., a PAN, a card number, a payment
card number, a token, andfor the ike). In some non-limiting embodiments or aspects,
an issuer institution may provide an accourtl identifier (e.g.. a8 FAN, a token, andfor the
fike) to a user that uniquely identifies one or more accounts associated with that user.
The account identifier may be embodied on a physical financial instrument (e.g., a
portable financial instrument, a payment card, a credit card, a debit card, andfor the
like) andfor may be electronic information communicaied fo the user that the user may
use for electfonic payments. In some non-limiting embodiments or aspects, the
account identifier may be an original account identifier, where the aniginal account
identifier was provided 1o a user at the creation of the account associated with the
aeeount identifier. Insome nonlimiting embodiments or aspects, the account identifier
may be an account identifier {e.q., a supplemental account identifier) that is provided
1o a user after the original account identifier was provided o the user. For example, i
the original accourt identifier is forgotien, stolen, andior the like, a supplemental
aceount identifisr may be provided {o the wser. In some non-limiting embodiments of
aspects, an account identifier may be directly or indirectly associated with an issuer
institution such that an account identifier may be a token that maps o a PAN or other
type of identifier. Agcount identifiers may be alphanumeric, any combination of
characters and/or symbuols, andfor the Hike,

{00471  As used herein, the term "loken” may refer {0 an identifter that is used as a
substitute or replacement identifier for an account identifier, such gs a PAN. Tokens
may be associated with a PAN or other account identifiers in ohe or more data
structures such that they can be used {o conduct a fransaction {e.g.. a payment
fransaction} without directly using the account identifier, such as a PAN. In some
examples, an accountidentifier, such as-a PAN, may be associated with a plurality of
tokens for different uses or different purposes.

{0048] As used herein, the term "merchant” may refer to one or more entities (e.g.,
operators of retail businesses that provide goods and/or services, and/or access o
goods andfor services, 1o a user {8.g., 8 customer, a consumer, a customer of the

10
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merchant, and/or the like) based on a transaction {e.g.. a payment transaction}}. As
used herein, the term “merchant system” may refer 1o one or more computer systems
operated by or on behalf of a merchart, such as a server computer executing one or
more software applications.  As used herein, the erm “product” may refer to one or
more geods andior services offered by a merchant.

{0049]  As used herein, the ferm “paoint-of-sale (POS) device” may refer 1o one or
more devices, which may be used by a merchant fo initiate transactions {e.g., &
payment transaction}, engage in ansactions, andior process ansactions.  For
example, a POS device may include one of more computers, peripheral devices, card
readers, near-fleld communication (NFCY receivers, radio frequency identification
{RFID) receivers, and/or other contactiess transceivers or recsivers, confact-based
receivers, payment terminals, computers, servers, input devices, andior the ke,
[0050]  As used herein, the term “transaction service provider” may refer to an entity
that receives transaction autharization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
transaction service provider and an issuer institution.  In some non-limiting
embodiments or aspects, a transaction service provider may include a credit card
company, a debit card company, a payment network such as Visa®, MasterCard®,
American Express®, or any other entily that processes transaction. As used herein,
the term “fransaction service provider sysiem”™ may refer 1o one or more computer
systems operated by or on behalf of a transaction service provider, such as a
transaction service provider system executing one or more software applications, A
ransaction sewvice provider system may include one or more processors and, in some
non-imiting embodiments or aspects, may be operated by oron behalf of a transaction
setvice provider,

{0051}  As used herein, the term “acquirer” may refer {o an entity licensed by the
{ransaction service provider and approved by the transaclion service provider fo
originate transactions {e.g., payment transactions} using a portable financial device
associated with the transaction service provider. As used herein, the term “acguirer
system” may also refer {o one or more compuier systems, computer devices, andfor
the like operated by or on behalf of an acquirer. The transactions the acquirer may
originate may include payment iransactions (e.q., purchases, original credi
fransactions {OCTs), account funding fransactions {AFTs), and/or the fike). In some
non-limiting embodiments or aspects, the acquirer may be authorized by the

11
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transaction service provider to assign merchant or service providers to originate
rransactions using a portable financial device of the transaction service provider. The
gequirer may contract with payment {acilitators to enable the payment facilitators to
sponsor merchants, The acquirer may monitor compliance of the payment facilitators
in accordance with reguiations of the ransaction service provider. The acquirer may
conduct due diligence of the payment facllitators and ensure proper due diligence
oceurs before signing a sponsored merchant. The acquirer may be Hable for all
fransaction service provider programs that the acquirer operates or sponsors. The
acquirer may be responsible for the acts of the acquirer's payment facilitalors,
merchants that are sponsored by an acquiver's payment facilifator, andfor the like. In
some non-imiting embodiments or aspects, an acquirer may be a financial institution,
such as a bank.

[0052] As used hersin, the terms “electronic wallel,” “slectronic wallet mobile
application,” and “digital wallet” may refer to one o more electronic devices andior
ane of more software applications configured 1o initiate and/or conduct ransactions
{e.g., payment transactions, electronic payment fransactions, andfor the like). For
example, an electronic wallet may include a user device {e.g., a mobile device)
executing an application program and server-side software and/or databases for
maintaining and providing transaction data to the user device. As used herein, the
{ern “clectronic wallet provider” may include an enlity that provides and/or maintaing
an electronic wallet and/of an electronic wallet mobile application for a user (e.g., a
customer). Examples of an electronic wallet provider include, but are not limited fo,
Google Pay®, Android Pay®, Apple Pay®, and Samsung Pay®. in some non-limiting
examples, a financial institution {e.g., an issuer institulion} may be an electronic wallet
providey. As used herein, the term “slectronic wallet provider system™ may refer to one
or more computer systems, computer devices, servers, groups of servers, angfor the
like operated by or on behalf of an electronic wallet provider.

{0083] As used herein, the ferm “portable financial device” may refer to a payment
card {e.g., a credit or debit card}, a gift card, a smartcard, smart media, a payroll card,
a healthcare card, a wristband, a maching-readable medium containing account
information, a keychain device or fob, an RFID transponder, a refailer discount or
loyalty card, a ceflular phone, an electronic wallet mobile application, a persanal digital
assistant (POA), a pager, a security card, a computer, an access card, a wireless
terminal, a ransponder, andior the fike. In some non-limiting embodiments or aspects,

12
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the portable financial device may include volatile or non-volatile memary to store
information {e.g., an account identifier, a name of the account holder, andior the like].
[0054]  As used herein, the term "payment gateway™ may refer to an entity andior 8
payment processing system operated by or on bebalf of such an entity {eg.. a
merchant service provider, a payment service provider, a payment faciiitator, a
payment facilitator that contracts with an acquiver, a payment aggregator, andior the
fike), which provides payment services {e.q., transaction service provider payment
services, payment processing services, andfor the like) to one or more merchants.
The payment services may be associated with the use of portable financial devices
managed by a fransaction service provider, As used herein, the term "payment
gateway system”™ may refer to one of more computer systems, computer devices,
servers, groups of servers, andfor the like, operated by or on behalf of a payment
gateway andior o a payment gateway itself. The ferm “payment gateway mobile
application” may refer to one or more elecironic devices and/or one or more software
applications configured to provide payment services for transactions {g.g., paymeant
transactions, electronic payment fransactions, andfor the like).

{0055]  As used hersin, the term “client device™ may refer o one or more devices
{e.g., client-side devices) or ane or more systems {e.g.. client-side aystems), which
are remote from a server, used o access a funclionality provided by the server. For
example, g client device may include one or more computling devices {e.g., one of
more computers, computing machines, processors, electronic computers, information
processing systems, and/or the like), portable computers, tablet computers, celiular
phones, smariphones, wearable devices {e.g.. walches, glasses, lenses, clothing,
andfor the like), PRAs, andior the like,

{0058]  As used herein, the term "server” may refer to one or more devices that
provide & functionality to one or more devices {e.g., one or more client devices) via a
network (.., a public network, g private network, the Internet, and/or the like). For
example, a server may include one or more camputing devices.

[0087]  As used herein, the term “system” may refsr to one or more devices, such
as one or more processars, servers, client devices, computing devices that include
software applications, and/or the like.

{0058] In some non-limiting embodiments aor aspegcts, reference {0 "a server’ or "a
processor,” as used herein, may refer to a previously-recited server and/or processor
that is recited as performing a previous step or function, a different server andfor

13
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processor, andior a combination of servers and/or processors. For example, as used
in the specification and the claims, a first server andfor a first processor that is recited
as performing a first step or function may refer to the same or different server andior
a processor rechted as performing a second step or function.

{00541  Non-limiting embodiments or aspects of the present disclosure are directed
10 systems, methads, and computer program products for generating synthstic graphs
that simulate real-ime payment transactions. In some non-limiting embodiments or
aspects, a computer-implemented method may include a graph generation system
that generates a base payment graph that includes a plurality of nodes and a plurality
of edges connecting the plurality of nodes, where each node represents an entity and
each edge represents a probability that a realtime payment fransaction may be
conductad involving two entities that are connected by the edge and the real-payment
transaction is artificially created, generate a pluralty of dynamic payment graphs
based on the base payment graph, inserls patterns representing adversarial activity
inte the plurality of dynamic payment graphs, and performs an action associated with
& machine learning technigue using the plurality of dynamic payment graphs.

{0060] In this way, the graph generation system may provide a dataset that
represents actual real-time payment transactions.  Additionally, machine learning
{echnigues can be developed to provide risk management and decision making with
regard fo reaktime payment fransactions,

{00611  Referring now to FIG. 1, FIG. 1is a diagram of an example environment 100
in which devices, systems, and/or methods, described hersin, may be implemented.
As shown in FIG. 1, environment 100 includes graph generation system 102, machine
leaming implementation system 104, user device 106, and communigation network
108, Graph generation system 102, machine learming implementation system 104,
andfor user device 1068 may interconnect (e.g., esiablish a connection o
communicale) via wired connections, wireless connections, or a combination of wired
and wireless connections,

[0082] Graph generation system 102 may include one or more computing devices
configured to communicate with machine learning implementation system 104 andfor
user device 108 via communication network 108. For example, graph generation
system 102 may include a server, a group of servers, and/or other ke devices. In
some non-limiting embodiments or aspects, graph generation system 102 may be
associaled with a transaction service provider system, as described herein.
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Additionally or alternatively, graph generation system 102 may be associated with a
transaction service provider system, an issuer system, an acquirer system, a merchant
gystem, a payment gateway system, andior the like. In some non-limiling
embodiments or aspects, graph generation system 162 may be in communication with
a data storage device, which may be local or remote o graph generation system 102,
in some non-imiting embodiments or aspects, graph generation system 102 may be
capable of recelving information from, storing information in, transmitting information
to, and/or searching information stored in the data siorage device.

[0063] Machine learning implementation system 104 may include a computing
device configured to communicate with graph generation system 102 andfor user
device 108 via communication network 108,  For sxample, machine learming
implementation system 104 may include a compuiing device, such as a server, a
qroup of setvers, and/or other like devices. In some non-limiting embodiments or
aspects, machine lgaming implementation system 104 may be associated with a
ransaclion service provider system, an issuer system, an acquirer system, a merchant
system, a payment gateway systern, andior the like. Additionally or alternatively,
machine learning implementation system 104 may generate (e.g., train, validate,
relrain, andi/or the ke, store, and/or implement {e.g., operale, provide inputs to andfor
ouiputs from, and/or the like) one or more machine lgaring models. In some non-
limiting embodiments or aspecls, machine leaming implementation system 104 may
bie a componert of graph generation system 102,

[0064] User device 106 may include a compuling device configured 1o
commupicate with graph generation system 102 andior machine leaming
implamentation system 104 via communication network 108, For example, machine
fearning implementation system 104 may include a computing device, such as a
deskiop computer, a portable compuler {e.g., lablet computer, a lapiop compulst,
and/or the fike), a mobile device (e.g., a cellular phoneg, a smariphone, a personal
digital assistant, a wearable device, and/or the like}, and/or other like devices. Insome
nen-fimiting embodiments or aspects, userdevice 106 may be associated with a user
{e.g., an individual operating user device 108).

{0065] Communication netwark 108 may include one or more wired and/or wireless
networks. For example, communication network 108 may include a celfular network
{e.g., a long-term evolution {LTE) network, a third generation {3G) netwark, a fourth
generation (4G} network, a fifth generation (5G} network, a code division multiple
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access (COMA) netwark, etc.), a public land mabile network {(PLMN)., a local area
network (LAN), a wide area network (WAN), a metropolitan area network {MAN), a
telephone network (8.4., the public switched telephone network (PSTN) andfor the
fike), a private network, an ad hoc netwark, an intranet, the Internet, a fiber optic-based
network, a cloud computing network, and/or the ke, and/or a combination of some or
all of thesa or other types of nelworks.

[00868] The number and arrangement of devices and networks shown in FIG. 1 are
provided as an example. There may be additional devices andior networks, fewer
devices and/or networks, different devices andfor networks, or differently arranged
devices andfor networks than those shown in FIG. 1. Furthermaore, two or more
devices shown in FIG. 1 may be implamented within a single device, or a single device
shown in FIG. 1 may be implemented as multiple, distributed devices. Additionally or
alternatively, a set of devices (e.q., one of more devices) of environment 100 may
perform one of move functions described as being performed by another set of devices
of enviroriment 100,

[0067] Relferring now to FIG. 2, FIG. 2 is a diagram of example components of g
device 200, Device 200 may correspond to graph generation system 102 {e.g., one
or mare devices of graph generation system 102), machine lsarming implementation
system 104 {e.g., one or more devices of machine learning implementation system
104}, and/or user device 108, In some non-limiting embodiments or aspecls, graph
generation gystam 102, maching leaming implementation system 104, andfor user
device 106 may include at least one device 200 andior al least one compornent of
device 200. As shown in FIG, 2, device 200 may includs bus 202, processor 204,
meamary 208, storage component 208, input component 210, output compaonent 212,
and communication interface 214,

[0088] Bus 202 may include a component that permits communication among the
components of device 200. I some non-imiting embodiments or aspects, processor
204 may be implemented in hardware, software, or a combination of hardware and
software. For example, processor 204 may include a processor {s.g., a central
processing unit {CPU), a graphics processing unit {GPU}, an accelerated processing
unit (APU), efc.), a microprocessor, a digital signal processor (DSP), and/or any
processing componet {e.g.. a field-programmable gate array (FPGEA}, an application-
specific integrated circult {ASIC), ete) that can be programmed fo perform a function.
Memory 206 may include random access memory {(RAM), read-only memory (ROM),
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and/or another type of dynamic or static storage memory (e.g., flash memory,
magnetic memory, optical memory, ete.) that storeg information andfor instructions for
use by processor 204,

{0068]  Storage component 208 may stare information andéor software related {o
the operation and use of device 200, For example, storage component 208 may
include a hard disk {e.g., @ magnetic disk, an optical digk, a magneto-oplic disk, a solid
state disk, etc.}, a compact disc {CD), a digital versatile disc (DVD), a fioppy disk, a
cartridge, a magnetic 1ape, andfor another type of computer-readable medium, along
with 3 corresponding drive.

[0070]  Input component 210 may include a component that permits device 200 to
receive information, such as via user input (e.g., & touch screen display, a keyboard,
a keypad, a mouse, a bullon, a switch, a microphone, efe.). Additionally or
alternatively, input component 210 may include a sensor for sensing information (e.g..
a global positioning system (GPE} component, an accelerometer, & gyroscope, an
actuator, etc.). Output component 212 may include a component that provides cutput
information from device 200 {e.g., a display, 3 speaker, one or muore light-emitting
dindes (LEDs), efc.).

[0071] Communication interface 214 may include a transceiver-lke component
{e.g., a lransceiver, a separate recelver and fransmiter, efc.) that enables device 200
{o communicate with other devices, such as via a wired connection, a wireless
connection, or a combination of wired and wirsless connections.  Commusiication
interface 214 may permit device 200 1o receive information from another device and/or
provide information to another device. For example, communication interface 214 may
include an Ethernet interface, an optical interface, a coaxial imerface, an infrared
interface, a radip frequency {RF} interface, a universal serial bus {(USB) interface, a
Wi-Fi® interface, a cellular network interface, and/or the like.

[0072] Device 200 may perionm one of more processes described herein, Device
200 may perform these processes based on processor 204 executing software
instructions stored by a compuler-readable medium, such as memory 208 and/or
storage component 208. A compuler-readable medium {(e.g.. a non-ransitory
computer-readable medium} is defined herein as a non-transitory memory device. A
memary device includes memory space located inside of a single physical storage
device or memory space spread across multiple physical storage devices.
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[0073] Software instructions may be read inlo memory 206 andfor slorage
component 208 from another computer-readable medium or from another device via
communication interface 214, When exscuted, software instructions stored in memory
206 andfor storage componernt 208 may cause processor 204 to perform one or more
processes described hergin, Additionally or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions (o perform one or more
processes described herein. Thus, embodiments described herein are not limited to
any specific combination of hardware circultry and software.

[0074]  The number and arrangement of components shown in FIG. 2 are provided
as an example. In some non-limiting embodiments or aspects, device 200 may inciude
additonal components, fewer components, different components, or differently
arranged companents than those shown in FIG. 2. Additionally or alternatively, a sst
of comparents {&.g., one or more companenis) of device 200 may perform one or
mare functions described as being perdamed by another set of components of device
200.

[0075] Referring now o FIG. 3, FIG. 3 is g flowchart of & non-limiting embodiment
or aspect of a process 300 for generating synthetic graphs that simulate realtime
payment fransactions. In same non-imiling embodiments or aspects, one or more of
the steps of process 300 may be performed (e.g., completely, partially, efc.) by graph
generation system 102 {e.g., one or more devices of graph generation system 102),
In some non-liriting embodiments or aspects, one or more of the steps of process
300 may be performed (e.9., completely, partially, eic.} by another device or a group
of devices separate from or including graph generation system 102 (8.9., 0ng or more
devices of graph generation system 102), machine learning implemeniation system
104 {e.g., one or more devices of machine lsarning implementation system 104}, user
device 106, andfor communication network 108 {e.g.. one or more devices of
communication network 108).

{00676] As shown in FIG. 3, al step 302, process 300 includes generating a base
payment graph with a plurality of nodes and a plurality of edges connecting the plurality
of nodes. For example, graph generation system 102 may generate the base payment
graph with a plurality of nodes and a plurality of edges connecting the plurality of
npodes,  In some non-iimiting embodiments aor aspects, the plurality of nodes may
include milions of nodes and the plurality of edges may include milions of edges. In
some non-imiting embodiments or aspects, each node may represent an entity {e.g.,
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an individual, such as a customer, a business, such as a merchant, and/or the like) or
an accourt of an entity. I some non-limiting embodiments or aspects, sach edge
may include parameters thal represent a probability that a realtime payment
fransaction may be conducted involving the wo entities that are connected by the
edge. The real-payment transaction may include an artificially created real-payment
fransaction. For example, the real-payment transaction may include transaction data
that is based on a payment transaction that took place in the real-world, however, the
fransaction data is not the same as transaction data associated with the payment
transaction that ook place in the real-world.

[0077]  In some non-limiting embodiments or aspects, graph generation system 102
may assign graph atiributes to the base payment graph to simulate a real-world
payment graph. For example, graph gensration system 102 may assign the graph
aftributes to the base payment graph where the graph attributes are based on realistic
graph statistics regarding realtime payment transactions. I some nor-imiting
embodiments or aspects, graph generation system 102 may receive the graph
attributes from user device 106.

[0078]  In some non-limiting embodiments or aspects, graph generation system 102
may assign a plurality of account parameters to each node of the plurality of nodes.
For example, graph genergtion system 102 may assignh an account number, an
account identifier; a bank identifier, a routing number, and/or the like, to each node.
In some non-limiting embodiments or aspects, graph generation system 102 may
asgsign g pluralily of lransaction parameters o each edge of the plurality of edges. For
example, graph generation system 102 may assign a probability parameter {0 each
edge of the plurality of edges. In some non-limiting embodiments or aspects, the
probability paramster may indicate a probability that a real-dime payment transaction
may occur involving two entities that are connecied by the edge. Additionally or
alterngtively, graph generation system 102 may assign an interaction parameter {o
each edge of the plurality of edges. For example, graph generation system 102 may
assign 3 parameter indicating the edge is associated with a customer-to-customer
{C2C) interaction, a customer-to-business {C2B) interaction, a business-to-customer
{B2C) interaction, or a business-to-business {(B2B) interaction. In some non-limiting
embodiments or aspects, graph generation system 102 may receive the plurality of
accourt parameters andfor the plurality of transaction parameters from user device
106.
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[0079]  Insome non-limiting embodiments or aspects, graph generation system 102
may generate the base payment graph based on a plurality of Barabasi-Albert graph
structures.  For example, graph generation system 102 may generate the base
payment graph by combining a plurality of Barabasi-Albert graph structures.

{00807  As further shown in FIG. 3, at step 304, process 300 includes generating at
least one dynamic payment graph. For example, graph genergtion system 102 may
generate the at least ong dynamic payment graph based on the base payment graph.
{00811  In some non-limiting embodiments or aspects, graph generation system 102
may sample a plurality of nodes and a plurality of edges of the base payment graph to
gengrate a dynamic payment graph. In some non-limiting embodiments or aspscis,
graph generation system 102 may sample a plurality of nodes and a plurality of edges
of the base payment graph to generate a predetermined number of dynamic payment
araphs.

{00821  In some non-limiting embodiments or aspects, graph generation systen 102
may sample a first plurality of nodes and a first plurality of edges of the base payment
graph 1o generate a first dynamic payment graph of a plurality of dynamic pavment
graphs. The first dynamic payment gragh may he associated with g first time period.
in soms non-loiting embodiments or aspects, graph gensration system 102 may
sample a second plurality of nodes and a second plurality of edges of the base
payment graph o genergte g second dynamic payment graph of the plurality of
dynamic payment graphs. The second dynamic payment graph may be associated
with a second lime period. Graph generation system 102 may sample the base
payment graph a predetermined number of times to generate a predetermined number
of dynamic payment graphs (e.g., the plurality of dynamic payment graphs), which are
gach assoclated with a time peried (e.g., a different time perind). 1 some non-limiting
embodiments or aspects, each dynamic payment graph includes a plurality of edges
and each edge of the plurality of adges may include real-ime-payment transaction
parameters, in some non-limiting embodiments or aspects, the real-lime-payment
fransaction parameters may include a time period of a realime-payment transaction,
a transaction identifier of the reabtime-payment transaction, and/or a transaction
amount of the real-time-payment transaction. In some non-dimiting embodiments or
aspects, graph generation system 102 may sample a plurality of nodes and a plurality
of edges of the base payment graph based on one or more account parameters of
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each node of the plurality of nodes and/or one or mare ransaction parameters of sach
adge of the plurality of edges.

{0083} As further shown in FIG. 3, at step 306, process 300 includes inserting
patterns representing adversarial activity into the at least one dynamic payment graph.
For example, graph generation system 102 may insert one or more patiems
representing adversarial {e.g., legitimate, crminal, fllicit, fraudulent, ete.} activity into
the at least ong dynamic paymant graph.  In some nondlimiting embodiments or
aspects, a pattern representing adversarial activily may include a graphical
representation of activity {e.g.. criminal activily) associated with fraud. For example,
the pattern rray correspond to fransactions between entities that indicate an account
takeover, a business email compromise, an authonzed push payment scheme, andfor
a pyramid scheme. Additionally or alternatively, a pattern representing adversarial
activity may include a graphical representation of aclivity {e.g., criminal activity)
associated with money laundering. For example, the paltern may correspond 1o
transactions betwesn entifies that indicate an illegal flow of funds to an entity, a Ponzi
scheme, g circular How of funds, and an illegal flow of funds during a time periodto an
antity,

{0084]  As turther shown in FIG. 3, af step 308, process 300 includes performing an
action associaled with g machine learning technigue. For example, graph gensration
system 102 may perform the action associated with the maching learning technigue.
In some non-limiting embodiments or aspects, graph generation system 102 may
transmit a dynamic payment graph 1o maching learning implementation system 104
50 that machine learning implementation system 104 may carry out machine leaming
technigues on the dynamic payment graph. I some non-limiting embodiments or
aspects, graph generation systemy 102 may carry out machine learning techniques on
the dynamic payment graph. In some non-limiting embodiments or aspects, graph
generation system 102 may detect atransaction, an account, andior an accountholder,
as being associated with criminal behavior, for example, fraud andfor money
laundering behavior based on determining that a pattern of adversarial activity is
present {e.g.. present in a base payment graph).

{0085] In some non-limiting embodiments or aspects, graph generation system 102
may generate a dataset {e.g., a training dataset) based on inserting the patterns
representing adversarial activity into the at least one dynamic payment graph. In one
example, graph gensration system 102 may generale the dataset that includes a
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plurality of transactions that represent payment transactions involving adversarial
activity, where the plurality of transactions are based on the at lsast one dynamic
payment graph. In some non-imiting embodiments or aspects, graph generation
system 102 may generate a machine tearning mode! based on the dataset. For
example, graph generation system 102 may train and/or validale the machine leaming
model based on the dalaset.

[0086] Referring now 1o FIGS. 4A-4C, FIGS. 4A-40 are diagrams of non-limiting
embodiments or aspects of an implementation 400 of a process {e.q., process 300}
for generating synthetic graphs that simulate realtime payment fransactions. As
shown in FIGS. 44-4C, implementation 400 may include graph generation system 102
performing the steps of the process,

{00B7]  As shown by reference number 405 in FIG. 4A, graph generation system
102 may generate a base payment graph. In some non-iimiting embodiments or
aspects, the base payment graph may include a plurality of nodes and a plurality of
edges connecting the plurality of nodes.  in some non-limiting embodiments or
aspects, nodes may represent business accounts andfor customer accounts. in some
non-limiting embodiments or aspects, edges may represent C2C payments, G28
payments, B2C payments, and/or B2B payments. The number of nodes of the plurality
of nodes in a base payment graph may be a user parameter. I some nonlimiting
embodiments or aspecis, the base payment graph may include parametears, such as
average node degree, start and end date for ransaction data, upper and lower fimit of
number of transactions per day, and/or the like. In some norn-limiting embodimernts or
aspects, the number of edges of the plurality of edges may be based on the number
of nodes of the plurality of nodes and/or other parameters.

{0088]  Insome non-limiting embodiments or aspects, graph gensration system 102
may assign graph giiributes {0 the base graph based on reslistic graph siatistics. In
some non-imiting embodiments or aspects, graph altributes may be siagtic graph
attributes or dynamic graph attributes.  For example, graph generation system 102
may assign a pluralily of static graph aftiibutes to each node of the plurality of nodes,
such as account numbers, account names, routing numbers, bank identification
numbers, andior the lke. In some nondlimiting embodiments or aspects, graph
generation system 102 may assign graph aitributes to the base payment graph to
simulate a real-world payment graph. For example; graph generation system 102 may
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assign the graph attributes based on realistic graph stalistics regarding realtime
payment fransactions.

[0089]  Insome non-fimiting embodiments or aspects, graph generation system 102
may generate the base payment graph based on a plurality of Barabasi-Albert graph
structures.  For example, graph generation system 102 may generate the base
payment graph by combining a plurality of Baragbasi-Albert graph structures. In some
non-imiting embodiments or aspecis, graph generation system 102 generating the
base payment graph based on a plurality of Barabasi-Albert graph structures may
increase the clustering coefficient of the base payment graph. In some non-limiting
embodiments or aspects, graph generation system 102 may generate the base
payment graph based on a combination of different graph structures, such as a karate
club graph stucture and a Barabasi-Albert graph structure.  In some non-limiting
embodiments or aspects, graph generation system 102 may generate the base
payment graph based on a ratio of different graph structures {e.9., according 1o a
customizable parameter of a ratio of different graph structures).

[0080] In some non-limiling embodiments or aspects. each node of the plurality of
nodes may represent an entity and each edge of the pluralily of edges may represent
a probability that a real-ime payment transaction may be condusted hvalving two
eniities thal are connectad by the adge. In some non-limiting embodiments or agpects,
graph generation system 102 may assign a plurality of static graph attributes fo gach
edge of the plurality of edges. In some non-imiting embodiments or aspects, static
graph altributes may include account parameters. {nsome non-miting embodiments
or aspects, static graph atiributes may include transaction parameters. In soms non-
fimiting embodiments or aspects, graph generation system 102 may assign a plurality
of account paramsters to each node of the plurality of nodes. It some non-limiting
embodiments or aspects, graph generation system 102 may assign a plurality of
fransaction paramsters fo each edge of the plurality of edges. For example, graph
generation system 102 may assign, {o each edge of the plurality of edges, a
tfransaction type (e.q., peer-to-business (F2B), peer-to-peer (P2F}, andfor the like) and
a probability that a real-time payment transaction may be conducted involving two
entities that are connected by the edge. In some non-limiting embodiments or aspects,
graph generation system 102 may assign a probability parameter and an interaction
parameter 1o each edge of the plurality of edges.
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[0681]  As shown by reference number 410 in FIG. 4B, grapb generation system
102 may create a representation of a real-ime payment fransaction based on the base
payment graph. In some non-imiting embodiments or aspects, graph generation
system 102 may arificially create a realtime payment transaction based on the
plurality of nodes and the plurality of edges of the base payment graph. In some non-
fimiting embodiments or aspects, graph gensralion system 102 may artificially create
a real-time payment transaction based on the plurality of graph afirfbutes assigned to
each node of the plurality of nodes and each edge of the plurality of edges. For
example, graph generation system 102 may adificlally creats a real-fime payment
transaction along a selected edge from one selected node 10 another selected node
based on the attributes assigned to the selected nodes and the atiributes assigned to
the selected edge.

[0082]  As shown by reference number 415 in FIG. 4B, graph generation system
102 may generale a plurally of dynamic payment graphs, In some non-imiting
embodiments or aspects, graph generation system 102 may generate a plurality of
dynamic payment graphs based on the base payment graph. In some non-limiting
embodiments or aspects, graph generation system 102 may sample a first plurality of
nodes and a first plurality of edges of the base payment graph to generate a first
dynamic payment graph of the plurality of paymaents graphs.  In some non-limiting
embodiments or aspecis, the first dyhamic payment graph may be associated with a
first time period. Iy some non-limiting embodiments or aspects, graph generation
system 102 may sample a plurglity of nodes and a plurality of edges of the base
payment graph at a plurality of discrete time periods within a time ssguence (e.¢.,
duration, amount of thng, ete.). For example, graph generation system 102 may
generate a plurality of dynamic payment graphs by sampling a plurality of nodes and
a plurality of edges of the base payment graph at a discrele time period equal to 1 and
by sampling a pluralily of nodes and a plurality of edges of the base payment graph at
a discrete time period equal {o 2.

[0093] In some non-limiting embodiments or aspects, the first dynamic payment
graph may include a second plurality of edges. In some non-limiting embodiments or
aspects, each edge of the second plurality of edges may include real-ime-payment
transaction parameters. In some non-imiting embodiments or aspects, the real-ime
payment fransaction parameters may include a time period of a realtime payment
transaction, a transaction identifier of the real-ime payment transaction, and a
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transaction amount of the real-ime-payment transaction. In some nondimiting
embodiments or aspects, graph generation system 102 may sample a plurality of
nodes and a plurality of edges of the base payment graph where graph generation
system 102 bas artificially created real-time payment transactions. in this way, graph
generation system 102 may generate a plurality of dynamic payment graphs
conlaining the plurality of graph attributes assigned o each node of the plurality of
nodes and each edge of the plurality of edges based on sampling a plurality of nodes
and a plurality of edges of the base payment graph.

[0094]  Insome non-limiting embodiments or aspects, graph generation system 102
may sample the plurality of edges of the base payment graph based on the attributes
assigned to sach node of the plurality of nodes and sach edge of the plurality of edges.
For example, graph generation system 102 may sample the plurality of edges of the
base payment graph based on weights assigned to edges (8.q., sampling edges with
higher weights). In some non-imiting embodiments or aspects, graph generation
system 102 may assign dynamic graph atiribules (e.g. tansaction amount,
transaction time, etc.} 1o sach edge of the plurality of edges of the plurality of dynamic
payment graphs based on the static graph altributes assigned to each node and each
edge. For example, graph generation sysiem 102 may assign a different transaction
amount to each edge of the plurality of edges where the edges are assigned different
static graph atiributes {8.g., a2 B2B adge versus a G20 edge, efc.). in some non-
limiting embodiments or aspects, graph generation systen 102 may assign dynamic
graph attribules to each edge of the plurality of edges of the plurality of dynamic
payment graphs based on a predefined sialistical distribution.  In some non-limiting
embodiments or aspects, sampling the first plurality of nodes and edges of the base
payment graph to generate a first dynamic payment graph of the plurality of dynamic
payment graphs may include sampling the first plurality of nodes and edges of the
base payment graph based on one or more account parameters of each node of the
plurality of nodes, ane or more transaction parameters of each edge of the plurality of
edges, or any combination thereof.

[00958]  As shown by reference number 420 in FIG. 4C, graph generation system
102 may perform an action associated with a machine learning technique. In some
npon-imiting embodiments or aspects, graph generation system 102 may perform an
action assoaciated with a machine learning fechnique based on the plurality of dynamic
payment graphs. For example, graph generation system 102 may detect ang or more
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fraudulent. transactions within a plurality of transactions based on the dynamic
payment graph. As a further example, graph generation system 102 may detect one
or more money laundering transactions within a plurality of fransactions using the
dynamic payment graph.

{00988]  Insome non-limiting embodiments or aspects, graph generation system 102
may train one of more machine learning models using the plurality of dynamic payment
graphs. n some non-limiting embodiments or aspects, the dynamic payment graphs
may include pafterns representing adversarial activity. In some nondlimiting
embodiments of aspects, the one or more machine learning models may include one
or more unsupervised machine learning models {eg., artificlal neural network,
autoencoder, andior the ike). In some non-limiting embodiments or aspects, graph
generation system 102 may provide real-world transaction data as input to ong ar more
frained machine leaming models for performing an action. For example, graph
generation system 102 may provide reabworld transaction data te one of more trained
machine leaming models such that the one of more machine learming models can
detect adversarial activity, such as fraudulent fransactions or money laundering
transactions.

{00971 Insome non-imiting embodiments or aspects, graph gensration syatem 102
may receive a pradiction oulput from the one or more machine fearming models, In
some non-limiting embodiments or aspects, graph generation sysiem 102 may
perform an action associated with a machine leaming technique based on the
prediction oulpul. For sxample, graph gensration system 102 may flag a lransaction
as fraudulent based on the prediction osulput.

[0088] Refarring now to FIGS, 5A-5D, FIGS. 8A-5D are diagrams of non-limiting
embodiments or aspects of graphical representations of patterns representing fraud
adversarial activity. As shown in FIGS. 5A-8D, graphical representations of patterns
representing fraud may include gecount fakeover ("ATO") pattern 500, business gmail
compromise {("BEC") pattern 510, authorized push payment ("APP") pattern 520, and
pyramid scam pattern 530.

[0099]  As shown in FIG. 5A, ATO pattern 500 may include payment communities
502, money mule communities 804, legitimate account nodes 508 {e.g., a plurality of
legitimate accounts, legitimate accounts, etc.), victim account nodes 508 {eyg.. a

plurality of victim accounts, victim acoounts, etc.), malicious account nodes 512 {e.g.,
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a pharality of malicious accounts, malicious accounts, efe.), account connections 514,
and fund transfer directions 516,

{0100} In some non-imiting embodiments or aspects, a payment community may
include a group of account nodes {e.4., legitimate account nodes 808). In some non-
fimiting embodiments or aspects, payment communities 502 may contain legitimate
account nodes 508, victim account nodes 508, andfor account connections §14. In
some non-limiting embediments or aspects, payment communities 502 may be
connected to other payment comynunifies 502 via account connections 514 between
legitimate account nodes 506 in each of the connected payment communities 502. In
some non-limiting embodiments or aspects. a money mule community may include a
group of malicious account nodes {e.g.. malicious account nodes 512). In some non-
fimiting embodiments or aspects, money mule communities 504 may contain malicieus
account nodes 512 and fund transfer directions 516, In some non-limiting
embodiments or aspects, legitimate account nodes 506 may include a representation
of an account thal participates in kansactions that are normal transactions {e.g.,
everyday G20, C2B transactions, etc.) that are not based onadversarial activity.
[0101]  In some non-limiting embodiments or aspects, a victim account node may
include a representation of an account which has been accessed by a malicious
account and may pardicipate in transactions with. malicious gccounts  through
adversarial activity.  In some non-limiting embodiments or aspects, a viclim account
node may include a representation of an account which may participate infransactions
with other victim accounts based on adversarial activity of malicious accounts, In
some non-fimiting smbodiments or aspecis, vickdm atcount nodss 508 may includs
fegitimate account nodes 508 which have been accessed by at least one malicious
account nade 512, In some non-limiting embodiments or aspeets, legitimate aceount
nodes 506 may be the same as or similar to victim account nodes 508.

[0102]  Insome non-iimiting embodiments or aspects, malicious account nodes 512
may include a representation of an account which gains access to a victim account
and may participate in transaclons with the victim account based on adversarial
activily. In some non-limiting embodiments or aspects, malicious account nodes 5§12
may include a representation of an account which may participate in transactions with
other malicious accounts.

[0103] In some non-limiting embodiments or aspects, account connections 514
may include a representation of transactions that are normal transactions (2.9,
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everyday C2C, C2B transactions, elc.) that are not based on adversarial activity, In
some non-limiting embodiments or aspects, fund fransfer directions 516 may include
a representation of ransactions from a victim account (o a malicious account that are
based on adversarial activity.  In some non-limiting embodiments or aspects, fund
transfer directions 516 may begin in payment community 502 and terminate in money
mule community 504.

[0104]  In some non-limiting embodiments or aspects, ATO pattern 500 may include
graphical representations of intersctions andfor transactions (e.g., connections)
between legitimate account nodes 506 and/or victim account nodes 508 via account
connections 514. Graphical representation of connections between legitimate account
nodes 506 andfor viclim account nodes 508 is represented by account connections
514, In some non-imiting embodiments or aspects, ATO paftern 500 may include
qraphical representations of malicious account nodes 512 gaining access to legitimate
account nodes 506 via victim account nodes 508, Where at least one malicious
account nade 512 gains access o at least one legitimate account node 508, the at
least ong legitimate account node 506 may be a victhn account node 508. In some
non-limiting  embodiments or aspects, ATO paltern 500 may include graphical
representations of malicious account nodes 512 wansferdng funds from victim ascount
nodes 508 {o malicious account nodes 512 via fund transier directions 516, Graphical
representation of fund andfor dala transfer is shown by fund transter directions 516,
in some non-imiting embaodiments or aspects, ATO pattern 500 may include graphical
representations of malicious account nodes 512 transferring funds to other malicious
account nodes 512 via fund transfer directions 518, In some non-limiing
embodiments or aspects, ATO pattern 500 may include one victim account node 508.
i some non-limiting embodiments or aspects, ATO pattern 500 may include graphical
representations of one victim account node 508 transferring funds o one or more
malicious account nodes 512 vig fund transier directions 5186.

[0105]  As shown in FIG. BB, BEG pattern 5§10 may include payment communities
502, money mule communities 504, legitimate account nodes 508, victim account
nodes 508, malicious account nodes 512, account connections 514, and fund transfer
divections 516. In some non-limiting embodiments or aspects, payment communities
502 may include legitimate account nodes 508, victim account nodes 508, andfor
accournt connections 514. In some non-limiting embodiments or aspects, payment
communities 502 may be connected to other payment communities 502 via account
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connections 514 between legitimate account nodes 508 in each of the connected
payment communities 502,  In some nondlimiting embodiments or aspects, money
mule communities 504 may include malicious account nodes 512 and fund transifer
directions 516. in some non-limiting embodiments or aspects, fund transfer directions
516 may begin in payment comununity 502 and terminate in money mule community
504. In some non-limiting embodiments or aspects, victim account nodes 508 may
include legitimate account nodes 508 which have been accessed by one malicious
account node 512, in some non-imiting embodiments or aspects, legitimate account
nodes 506 may be the same as or similar to victim accourit nodes 508.

[0106]  In some non-limiting embodiments or aspects, BEC pattern 510 may include
graphical representations of interactions and/or transactions {e.g., connections)
between legitimate account nodes 506 and/or victim account nodes 508 via account
connections 514, Graphical representation of connections between legitimate account
nedes 506 and/for victim account nodes 5038 is shown by account connections 514, In
some non-limiting embodiments or aspects, BEC pattem 510 may include graphical
representations of malicious account nodes 512 galning access to legitimate account
nodes 506 via victim account nodes 508. Where at least one malicious account node
512 gains access to at least one legiimale account node 508, the at least one
legitimate account node 508 may be a victin ascourdt node 508, In some non-limiting
embodiments or aspecls, BEC paitern 510 may include graphical representations of
malicious account nodes 512 transfening funds from victm account nodes 508 to
malicious account nodes 512 via fund vansfer directions 516, Graphical
representation of fund andfor data transfer is shown by fund transier dirsctions 516.
ir some non-imiting embodiments or aspests, BEC pattern 510 may include graphical
representations of malicibus account nodes 512 transteming funds o other malicious
account nodes 512 via fund wansfer directions 518,  in some non-limiting
embodiments or agpects, BEC pattern 510 may include one victim account node 508,
In some non-imiting embodiments or aspects, BEC pattern 510 may include graphical
representations of one victim account node 508 transferring funds {o one malicious
account node 512 via fund transfer directions 5186, In some non-limiting embodiments
or aspects, BEC pattern 510 may include graphical representations of the one
malicious account nade 512 transferring funds to one or more other malicious account

nodes 512 via fund transfer dirsctions 518.
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[0107] As shown in FIG. 5C, APP patitern 520 may include payment communities
502, money mule communities 504, lsgitimate accourt nodes 508, victim account
nodes 508, malictous account nodes 512, account connections 514, and fund transfer
directions 516. In some non-limiting embodiments or aspects, payment comynunities
502 may include legitimate account nodes 508, victim account nodes 508, andfor
accourd connections 514, In some non-imiting embodiments or aspects, payment
communities 502 may be cannected to other payment communities 8502 via account
connections 514 between legitimate account nodes 508 in each of the connected
payment communities 502. In some non-limiting embodiments or aspects, money
mule communities 504 may include malicious account nodes 512 and fund transter
directions 516, In some nan-limiting embodiments or aspects, fund transfer directions
516 may begin in payment community 502 and end in money mule community 504,
in some norHlimiting embodiments or aspects, victim account nodes 508 may include
legitimate account nodes 506 which have been accessed by al least one maliclous
account node 512, {In some non-imiting embodiments or aspects, legitimate account
nodes 506 may be the same as or similar to victim account nodes 508,

{0108]  In some non-limiting embodiments or aspects, APP pattern 520 may includs
graphical representations of interactions andior transactions {e.g., connections)
between legitimate account nades 506 and/or vichm account nodes 508 via account
conngctions §14. Graphical representation of connections between legitimate account
nodes 508 and/or victim account nodes 508 is shown by account connections 514, In
some non-limiting embodiments or aspecls, APF paitern 520 may include graphical
representations of malicious account nodes 512 gaining access to legitimate account
nodes 508 via victim account nodes 508, Where at least one malicious accoun node
512 gains access v at least one legitimate account node 508, the at least one
legitimate account node 506 may be a victim account node 508, In some non-limiting
embodiments or aspects, APP paliern 520 may include graphical representations of
malicious account nodes 512 fransferring funds from victim account nodes 508 to
malicious account nodes 512 via fund transfer directions 518,  Graphical
representation of fund and/or data transfer is shown by fund transfer directions 516.
i1 some non-limiting embodiments or aspects, AFP pattern 520 may include graphical
representations of malicious account nodes 512 transferring funds to other malicious
accourt nodes 512 via fund transfer directions 518,  In some non-limiting
embodiments or aspects, APP paltern 520 may include one or more victim account
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nodes 508, In some hon-limiting embodiments or aspects, APP pattermn 528 may
include graphical representations of one or more victim account nodes 508 transterring
funds 1o one malicious account node 512 via fund ransfer directions 5186, In some
nor-limiting embodiments or aspeets, APF patlern 520 may include graphical
representations of one malicious account node 512 transfering funds to one or more
other malicious accourt nodes 512 via fund transler directions 518,

[0109]  As shown in FIG. 80, pyramid scam pattern 530 may include payment
communities 502, money mule communities 504, legitimate account nodes 508, victim
account nodes 508, malicious account nodes 512, account connections §14, and fund
transfer directions 516. In some non-limiting embodiments or aspects, payment
communities 502 may nclude legiimate account nodes 508, victim account nodes
508, account connections 514, andfor fund transfer directions 518. [n some non-
limiting embodiments or aspects, payment communities 502 may be connhected to
other payment communities 502 via account connections 514 between legitimate
account nodes 506 andfor victim account nodes 508 in each of the connected payment
communities 502. In some non-imiting embodiments or aspects, money mule
communtties 504 may include malicious account nodes 512 and fund fransfer
directions 518, In some nan-limiting embodiments ar aspects, fund transfer directions
518 may begin in payment community 502 and end in money mule community 504,
in some non-limiting embodiments or aspects, victim account nodes 508 may include
legitimate account nodes 506 which have been accessed by at least one malicious
account node 512, In some nor-limiting embodiments or aspects, legitimate account
nodes 506 may be the same as or similar o victim account nodes 508,

0110} Inh some non-imiting embodiments or agpects, pyramid scam pattem 530
may include graphical representations of interactions and/or transactions {e8.4g.,
connections) between legitimate account nodes 506 andfor victim account nodes 508
via account connections 514.  Graphicat representation of connections betwsen
legitimate account nodes 508 and/or victim accourt nodes 508 is shown by account
connections 514. In some non-imiling embodiments or aspects, pyramid scam
pattern 530 may include graphical representations of malicious account nodes 5§12
gaining access (o legitimate account nodes 508 via victim account nodes 508. Where
at least one malicious account node 512 gains access {0 at least one legitimate
accourt node 508, the at least one legitimate account node 506 may be a victim
account node 508, In some non-limiting embodiments or aspects, pyramid scam
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pattern 530 may include one or more victim account nodes 508. In some non-limiting
embodiments or aspects, pyramid scam patern 530 may include graphical
representations of malicious account nodes 512 transterring funds from victim account
nodes 508 to maliclous account nodes $12 via fund transfer directions 518, Graphical
representation of fund andior data transfer i shown by fund wansfer directions 518,
in some non-fimiting embodiments or aspects, pyramid scam patiern 530 may include
graphical representations of victim account nodes 508 transferring funds from one or
mare other victim accaunt nodes 508 io other victim account nodes 508 via fund
transfer directions 516. In some non-limiting embodiments or aspects, pyramid scam
pattern 530 may include graphical representations of maliclous account nodes 512
transferring funds to other malicious account nodes 512 via fund transfer directions
516, In some non-limiting embadiments or aspects, pyramid scam pattern 530 may
include graphical representations of one or more victim account nodes 508 transferning
funds o one malicious account node 512 via fund transter directions 518, In some
non-imiting embodiments or aspects, pyramid scam pattern 530 may include
graphical representations of one maticious account node 512 transferring funds 1o one
or more other malicious account nodes 512 via fund transfer directions 516

[0111]  Belerring now te FIG. 8E, FIG. 5E is a diagram of a nor-limiting embaodiment
or aspect of an implementation of step 540 of a process {8.g., process 300) for
inserling a patlern representing fraud adversarial activity,  As shown in FiG. 5k,
implementation of step 540 may include graph generation system 102 performing step
540 of the process.

[0112]  As shown by reference number 50§ in FIG, 5E, graph generation system
102 may insert paltems representing adversarial activity., 1o some non-limiting
embodiments or aspects, graph generation system 102 may insert patlems
representing adversarial gelivity based on generating a piurality of dynamic payment
graphs. in some non-limiting embodiments or aspects, graphy generation system 102
may insert a difference in patterns {e.g.. including transaction volume andior
fransaction amount) at different times of day and/or days of a week).

[0113]  In some non-imiting embodiments or aspects, graphical representations of
patterns representing adversarial activity may include ATO pattern 500, BEC pattern
510, APP pattern 520, and pyramid scam pattern 530. In some non-limiting
embodiments or aspects, graph generation system 102 may insert patlerns
representing fraud adversarial activity into the plurality of dynamic payment graphs.
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For example, graph generation system 102 may insert one or maore of ATO pattern
500, BEC pattern 510, APP pattern 520, andfor pyramid scam pattern 530 into a
plurality of dynaniic payment graphs {o generate synthetic payment graphs. In some
non-imiting embodiments or aspects, graph generation system 102 may input the
synthetic payment graphs o one or more maching learning models 1o frain the one or
more machine learning models. In some non-limiting embodiments or aspects, graph
generation system 102 may insert pafterns representing adversarial activity based on
creating representations of realtime payment ransactions.  In some nonslimiting
embodiments or aspects, graph generafion system 102 may insert pafterns
representing adversarial activity to train one or more machine learning models, such
that graph generation system 102 may perform an action associated with a machine
leaming technigus.

[0114]  In some non-limiting embodiments or aspects, graph generation system 102
may insert ATQ pattern 500 into a plurality of dynamic payment graphs. In some non-
imiting embodiments or aspects, graph generation system 102 may insert ATO
patterrt 500 into a plurality of dynamic payment graphs by generating a graph of ATO
patterrt 500, sampling a dynamic payment graph for legitimate account node 5086,
sampling the graph of ATQ pattern 500 for a plurality of malicious account nodes 512,
and connecting legitimate account node 506 and at least one malicious account node
512, In some non-limiting embodiments or aspects, graph generation system 102 may
sample a dynamic payment graph for legitimate account node 508 by randormly
sampling & dynamic paymeni graph for a node and seleciing the nade 10 represent
vietim account node. 508, In some non-limiting embadiments, graph generation
systern 102 may sample a plurality of malicious account nodes 512, In some non-
fimiting embediments or aspects, malicious account nodes 512 may be sampled from
a specific community.  In some non-limiting embodimenis or aspects, malicious
account nodes 512 may be sampled from a community of diverse backgrounds. In
one example, an account which has good (e.g., non-malicious) records for a time
period may be stolen and become a malicious account.

[0118]  Insome non-imiting embodiments or aspects, graph generation system 102
may sample a plurality of malicious accounts nodes 512 by sampling one or more
malicious account nodes 512 from a malicious account node 512 pool in the graph of
ATO pattern 500 to represent first-level maliclous account nodes 512, I some non-
limifing embadiments or aspects, a first-level malicious account node 512 may divectly
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connect to the victim accourt nodes 508).  In some non-limiting embodiments or
aspects, graph generation system 102 may connect the sampled victim account node
508 and the ong or more malicious account nedes 512, In some non-limiting
embodiments or aspects, graph generation system 102 may cause victim account
node 508 to repeatedly transier funds to the one or maore malicious acoount nodes 512
by sampling the dynaric payment graph with ATO pattern 500 inseried and assigning
dynamic atiributes {o the dynamic payment graph. In some non-limiting embodiments
or aspects, the one or more malicious account nodes 512 may connect o ong of more
money laundering patterns and/or other malicious account nodes 512 in the dynamic
payrent graph.

{0116]  Insome non-limiting embediments or aspects, graph generation system 102
may insert BEC pattern 510 into a plurality of dynamic payment graphs by generating
BEC pattern 510, sampling a dynamic payment graph for a business account,
sampling a plurality of maliclous account nodes 512, and connecting the business
account and malicious account node 512, In some nondimiting embodiments or
aspects, graph generation system 102 may sample g dynamic payment graph for a
business account hy randomly sampling a dynamic payment graph for a node that has
an attribute assigned 10 the node representing a business account and selecting the
node o represent the business account. In some nonimiting embodiments or
aspects, graph generalion system 102 may sample a graph of BEC pattermn 510 for a
plurality of malicious account nodes 512 by sampling maticious account nodes 512
from a malicious account node 512 pool to represent malicious account node 512, In
some non-imiting embodiments or aspects, graph generation system 102 may
connact the selected business account and malicious account nede 512, In some
non-imiting embodimenis or aspects, graph generation system 102 may cause the
business account fo transfer funds {o malicious account node 512 by sampling the
dynamic payment graph with BEC pattern 510 inserted and assigning dynamic
attributes o the dynamic payment graph. in some non-imiling embodiments or
aspects, the ransaction amount of the fund transfer from the sampled business
account to malicious account node 512 may be limited based on an upper limit and a
fower Bmit transaction amount detived from transaction metadata. In some non-
fimiting embodiments or aspects, malicious account node 512 may connect to one or

more monay laundering patterns and/or other malicious account nodes 512
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[0117]  Insome non-limiting embodiments or aspects, graph generation system 102
may insert APP pattern 520 into a plurality of dynamic payment graphs by generating
& graph of ARP pattern 520, sampling a dynamic payment graph for a plurality of
legitimate account nodes 508, sampling the graph of APP pattern 520 for a plurality of
malicious account nodes 512, and connecting the plurality of legitimate account nodes
506 and malicious account node 812, In some non-limiting embodiments or aspects,
graph generation system 102 may sample a dynamic payment graph for a plurality of
legitimate account nades 506 by randomly sampling a dynamic payrment graph for a
plarality of nodes and selecting a plurality of nodes {o represent a plurality of victim
account nodes 508. In some non-imiting embodiments or aspects, graph generation
system 102 may sample a plurality of malicious account nodes 512 by sampling the
graph of APP pattern 520 for a plurality of malicious account nodes 512 from a
malicious account node 512 pool and selecting malicious account node 512 to
represent malicious account node 512, In some non-limiting embodiments or aspects,
araph generation system 102 may connect the selected plurality of victim account
nodes 508 and malicious account node 512, In some non-limiting embodiments or
aspects, graph generation system 102 may cause sach victim account node 508 of
the plurality of vicim acoount nodes 508 to transfer funds o malicious account node
512 by sampling the dynamic payment graph with APP pattern 520 inseried and
assigning dynamic attributes o the dynamic payment graph. In some non-limiting
embodiments or aspects, a8 transaction amount of the fund transfer from the sampled
plurality of victimy account nodes 508 1o malicious account node 512 may be based on
the number of victim account nodes 508 in the plurality of victim account nodes 508.
For example, if the number of viclim account nodes 508 in the plurality of victim
account nodes 508 is higher, the transaction amount from each victim aceount node
508 to malicious account node 512 may be lower, and if the number of vicim account
nodes 508 of the plurality of victim account nodes 508 is lower, the transaction amount
from each victim account node 508 to malicious account node 512 may be higher. In
some non-limiting embodiments or aspects, malicious account node 512 may connect
1o one or more maney laundering patierns andfor other malicious account nodes 512,
{0118] In some non-limiting embodiments or aspects, graph generation system 102
may inser pyramid scam pattern 530 into a plurality of dynamic payment graphs by
generating a graph of pyramid scam pattern 830, sampling a dynamic payment graph
for a plurality of legitimate account nodes 508, sampling a plurality of malicious
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account nodes 512, and connecting the plurality of legitimate account nodes 508 and
malicious account node 512, In some non-limiting embodiments or aspects, graph
generation system 102 may sample a dynamic payment graph for a plurality of
legitimate account nodes 506 by randomly sampling a dynamic payment graph for a
plurality of nodes and selecting the plurality of nodes of legitimate account nodes 508
{0 represent a plurality of vicim account nodes 508. In some noodimiting
embodiments or aspects, graph generation system 102 may sample a plurality of
malicious account nodes 512 by sampling maliclous -account nodes 512 from a
malicious account node 512 pool and selecting malicious account node 512 o
represent malicious account node 512, in some non-limiting embodiments or aspscts,
graph generation system 102 may connect the plurality of victim account nodes 508
and malicious account node 512, In some non-limiting embodiments or aspacts, graph
geheration systern 102 may cause each victim account node 508 of the plurality of
vichm account nodes 508 to transfer funds to malicious account nede 512 by sampling
the dynamic payment graph with pyramid scam pattern 530 inserted and assigning
dynamic attributes to the dynamic payment graph. In some non-limiting embodiments
or aspects, graph generation system 102 may cause a porion of the plurality of the
vichm account nodes 508 to transfer funds to one or more other vicim account nodes
508 of the plurality of victim account nodes 508, In some non-limiting embodiments
or aspects, two of more victim account nodes 508 of the plurality of victim account
nodes 508 may be from the same payment comumunity 502, In some nonHlimiting
embodiments or aspecis, malicious account node 512 may connect 1o ong of more
maoney faundering patterns andfor other malicious account nodes 512,

[0119] Refaring now to FIGS, 8A-8D, FIGS. BA-6D are diagrams of non-limiting
embodiments or aspects of graphical representations of pattems representing money
laundering adversarial activity. As shown in FIGS. 6A-8D, graphical representations
of patterns representing money laundering adversarial gctivity may include flow
pattern 800, Ponzi pattern 810, circular pattern 820, and fime pattern 630.

[0120] As shown in FIG. 8A, flow paftern 800 may include money mule
communities 802, vicim account nodes 604 {e.g.. a plurality of victim accounts, a
victim account, etc.), malicious account nodes 806 {e.g.. a plurality of malicious
accounts, a malicious account, eic.), target account nodes 808 {(e.g.. a plurality of
farget accounts, target account nodes, elc.), and fund transfer directions 812, Insome
non-limiting embodiments or aspects, money mule communities 602 may contain
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vichim account nodes 804, malicious account nades 806, targst account nodes 808,
andior fund transier directions 612, In some non-limiting embodiments or aspsals,
flow pattern 800 may have g plurality of layers where each layer may include oneg or
more malicious account nodes 808, In some non-fimiting embodiments or aspects,
flow pattern 800 may have as few ag thres layers or as many as fen layers.

{0121}  In some non-imiting embodiments or aspects, flow pattern 800 may include
graphical representations of malicious account nodes 806 possessing access to victim
account nodes 804, In some nonliniting embodiments or aspects, flow patiemn 800
may include graphical representations of malicious account nodes 606 transferring
funds from victim account nodes 804 {o malicious account nodes 608 via fund transfer
directions 612, Graphical representation of fund and/or dala transfer ts shown by fund
transfer directions 612. In some non-limiting embodiments or aspects, flow pattern
600 may Include graphical representations of malicious account nodss 806
fransierring funds to other malicious account nodes 6086 via fund transfer directions
612, In some non-imiting embodiments or aspects, flow pattern 600 may include
graphical representations of victim account node 804 transferring funds o one or more
selected malicious account node 606 via fund fransfer directions 612, in some non-
fimiting embodiments o aspects, flow pattern 600 may include graphical
representations of the one or more malicious account nodes 606 fransferring funds fo
ong of more other malicious account nodes 606 via fund transfer directions 812, In
some nan-imiting embodiments or aspects, a target account node may include a
representation of an account thal may receive funds from a malicious account, In
some non-imiting embodiments or aspects, flow patiern 800 may include graphical
representations of one or more maliclous account nodes 606 transferdng tunds to one
or more farget account npdes 608,

[0122] As shown in FIG 8B, Ponzi pattemm 610 may include money mule
communities 802, victim account nodes 604, malicious account nodes 8086, target
account nodes 808, and fund iransfer directions 612, In some non-limiting
embodiments or aspecls, money mule communities 602 may include victim accourt
nodes 804, malicious account nodes 808, target account nodes 608, andfor fund
fransfer directions 6§12, I some non-limiting embodiments or aspects, Ponzi pattern
10 may include only one target account node 608.

{0123] In some non-limiting embodiments or aspects, Ponzi pattern 610 may
include graphical representations of malicious account nodes 606 possessing access
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o victim account nades 804. In some nan-limiting embodiments or aspects, Ponzi
pattern 610 may include graphical representations of malicious account nodes 606
fransferring funds from victim account nodes 604 to malicious account nodes 606 via
fund tranafer directions 612, Graphical representation of fund and/or data transfer is
shown by fund transfer directions 612, In some non-limiting embodiments or aspects,
Ponzi pattern 8§10 may include graphical representations of one or more malicious
accourt nodes 608 fransferring funds to at least one other malicious account node
606 via fund fransfer directions 812, In some non-limiting embodiments or aspects,
Pongzi pattern 810 may include graphical representations of victim account node 604
transferring funds to one or more maliclous account noades 606 via fund fransfer
directions 812, In some non-imiting embodiments or aspects, Ponzi pattern 800 may
include grapbical representations of one or mare maliclous account hodes 608
transferring funds fo one target account node 608 via fund transfer directions 612, In
some non-limiting embodiments or aspects, Ponzi pattern 610 may include graphicat
representations of malicious account nodes 806 receiving funds from one or more
other malictous account nodes 606.

[0124]  As shown in FIG. 8C, circular pattern 820 may include money mule
communities 802, victim account nodes 504, malivious account nodes 608, targst
account nodes 808, and fund transfer directions 612, In some non-limiting
embodiments or aspects, money mule communities 602 may include viclim account
nodes 804, malicious account nodes 806, target account nodes 808, and/or fund
transfer directions 612, In some non-limiting embodiments or aspects, victim account
nodes 804 may be the same as or simitar o target account nodes 608,

{0125]  In some non-limiting embodiments or aspects, a source gecount node may
include a reprosentation of an account having a source of funds that may be
{ransferred o a malicious account node. In some non-limiting embodiments or
aspects, a source account may include a representation of an accownt that may
receive funds from malicious accounts. in some non-limiting embodiments or aspects,
a source account node may include a representation of an account which may be the
same as or similar o a vichim account and a target account. In some non-limiting
embodiments or aspects, a malicious account node may include a representation of
an account that receives andfor transmits funds that have been fransterred from the
source of funds {e.g., a sowrce account node).
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[0126] In some non-limiting embodiments or aspects, circular pattern 620 may
include graphical representations of malicious account nodes 606 possessing access
1o victim aecount nodes 604, In some non-imiting embodiments or aspecis, circular
pattern 820 may include graphical representations of malicious account nedes 608
transferring funds from victim account nodes 604 to malicious account nodes 606 via
fund transfer directions 812, Graphical representation of fund and/or data transfer is
shown by fund transfer directions 612, In some non-limiting embodiments or aspects,
chreular pattern 620 may include graphical representations of malicious account nodes
606 transferring funds {o one or more other malicious account nodes 608 via fund
transfer directions §12. In some non-limiting embodiments or aspects, circular pattern
820 may include graphical representations of malicious account nodes 608
transferring funds o one ather malicious account nade 8086 via fund transter directions
612, In some non-limiting embodiments or aspects, circular pattern 620 may include
graphical representations of victim account node 804 transierring funds to one or more
malicious account nodes 606 via fund transfer directions 612, In some non-limiting
embodiments or aspects, circular pattern 620 may include graphical representations
of one or more malicious account nodes 606 transferring funds to at least one victim
account node 604 via fund transfer directions 612, in some non-imiting embodiments
or aspects, ciroular patterns 620 may include graphical representations of malicious
aceount nodes 606 receiving funds front one or more other malicious aecount nodes
808.

01271 In some non-limiting embodiments or aspects, circular paltern 620 may
include a source account node. In some nondimiting embodiments or aspecis, the
source account node may be victim account node 804 and target account node 608.
{0128] As shown in FIG. 8D, time pattern 830 may include money mule
communities 602, victim account nodes 804, target account nodes 808, and fund
{ransfer directions 612, In some non-limiting embodiments or aspects, money mule
communities 802 may include victim account nodes 804, farget account nodes 608,
and/or fund transter directions 612, In some non-limiting embodiments or aspecis,
time pattern 830 may include exactly one viclim account node 604 and exactly one
target account node 808,

{0128]  In some nonslimiting embodiments or aspects, time pattern 830 may include
graphical representalions of victim account node 804 fransferring funds to targst
account node 808 via fund transfer directions 612, Graphical representation of fund
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and/or data transfer is shown by fund transfer directions 612, In some non-imiting
embodiments or aspects, lime pattern 630 may include graphical representations of
victim account node 804 making a plurality of fund transfers to farget account node
808, in some non-limiting embaodiments or aspects, fime pattern 630 may include a
plurality of fund transtfers where each fund transfer cccurs at a discrete time within a
fime sequence.

{01307  Referring now to FI3. 8E, FIG. 6E Is a diagram of a non-limiting embodiment
or aspect of an implementation 640 of step of a process {e.q., pracess 300) for
inserting a patiern representing money laundering adversarial activity. As shown in
FiG. BE, implementation of step 640 may include graph generation system 102
performing step 640 of the process.

{0131] As shown by reference number 805 In FIG. 6E, graph generation system
102 may inseit palterns representing adversarial activity.  In some non-limiting
embodiments or aspects, graph generation system 102 may insert patterns
representing adversarial activity based on generating a plurality of dynamic payment
graphs. In some non-dimiting embodiments or aspects, graphical representations of
patterrs representing adversarial activity may include flow pattern 600, Ponzi pattern
£10, circular pattern 626, and time pattern 630, in some non-Imiting embodiments or
aspects, graph generation gystem 102 may inserl paftemns representing money
lsundering adversarial activity into a plurality of dynamic payment graphs. For
example, graph generation system 102 may insert ane or mare of flow pattern 6800,
Ponzl pattern 610, circular pattern 820, and/or time patlern 630 info a plurality of
dynamic payment graphs to generate synthsilic payment graphs. In some non-limiting
embodiments or aspects, graph generation system 102 may inpul the synthetic
payment graphs o ong or mare machine learning models to irain the one or more
machine learning models.  In some non-imiting embodiments or aspects, graph
generation system 102 may insert patterns representing adversarial activity based on
creating representations of realtime payment ransactions. In some non-limiting
embodiments or aspects, graph generation system 102 may insert patterns
representing adversarial activity to train ane or more machine learning models, such
that graph generation system 102 may perform an action associated with a machine
fearning technique.

{0132} Insome non-liimiting embodiments or aspects, graph generation system 102
may insert flow pattern 600 into a plurality of dynamic payment graphs by generaling
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a graph of flow pattern 800, In some non-limiting embodiments or aspects, graph
generation systermn 102 may generate the graph of flow pattern 600 based on victim
gecount node 604, a number of layers, a range of nodes in g layer, and a dictionary
including a plurality of new accounts. In some non-fimiting embodiments or aspects,
victim account node 604, the number of lavers, the range of nodes in 3 layer, and the
dictionary including a plurality of new accounts may be provided as input from a user
to graph generation system 102, In some non-limiting embodiments or aspects, graph
generation system 102 may generate flow pattern 800 by Rerating over the number of
layers. in some non-limiting embodiments or aspects, graph generation system 102
may create a list of nodes for each layer of the number of layers. In some non-limiting
embodiments or aspects, graph generation system 102 may randomly select a
destination node from a next (e.g., n+1} fayer. In some non-limiting embodiments or
aspects, a deslination node may include malicious account node 606. In some non-
fimiting embodiments or aspects, a destination node may include target account node
668, In some non-limiting embodiments or aspects, graph generation system 102 may
create a fransaction from victim account node 604 {o a destination node. In some non-
fimiting embodiments or aspects, graph generation system 102 may iterate over each
node of the range of nodes in sach layer of the plurality of layers when selecting a
destination node for each victim account node 604, malicious account node 808,
and/or destination node.

[0133]  In some non-limiting embodimernts or agpects, graph generation system 102
may oreate g fransaction from victim account node 504 1o a destination node by
sampling 3 dynamic payment graph. In some non-imiting embodiments or aspects,
graph generation system 102 may create g transaction from a destination node to
another destination node by sampling a dynamic payment graph. In some non-limiting
embodiments or aspacts, graph generation system 102 may create g transaction from
a destination node o target account node 808 by sampling a dynamic payment graph.
In some non-timiting embodiments or aspects, graph generation system 102 may
create mare than one transaction from victim account node 804 or a destination node
1o one or more other destination nodes or one or more target account nodes 808, In
some nan-limiting embodiments or aspects, graph generation system 102 may divide
a transaction amount assigned to the victim account node 804 or the destination node
between the transactions lo the one or more destination nodes or the one or more
target account nodes 808, In some non-limiting embodiments or aspects, graph
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generation system 102 may iterate over each node of the range of nodes in each layer
of the plurality of layers.

[0134]  Insome non-fimiting embodiments or aspects, graph generation system 102
may ineert Ponzi pattem €10 into a plurality of dynamic payment graphs by generating
a graph of Ponzi paltern 810, In some non-limiting emboediments or aspscts, graph
generation system 102 may generale a graph of Ponzl paltern 610 based on viclim
account node 804, a parameter of layers, a range of nodes in a layer, and a dictionary
including a plurality of new accounis. In some non-fimiting embodiments or aspects,
victim account node 604, the parameter of layers, the range of nodes in a layer, and
the dictionary including a plurality of new accounts may be provided as input from a
user to graph generation system 102, In some non-limiting embodiments or aspects,
graph generation system 102 may gensrate Pongzi pattern 810 by iterating over a
parameter of layers. In some non-liniiting entbodiments or aspects, graph generation
system 102 may create a list of nodes for each layer.  In some non-imiting
embodiments or aspects, graph generalion system 102 may randomly select a
destination node from a next {e.g., n+1) layer. In some non-limiting embodiments or
aspects, a destination node may include malicious account node 806. In some non-
fimiting embodiments or aspects, a destination node may include target account node
608, In some non-limiting embodiments or aspects, graph gensration system 102 may
create a trangaction from victim account node 604 1o a destination node. Insome non-
limiting embodiments oraspects, graph generation system 102 may iterate over each
nede of the range of nodes in each layer of the plurality of layers when selecting a
destination node for each victim account node 804, malicious account nods 608,
andfor destination node.  In some non-imiting embodiments or aspects, graph
generation system 102 may create a transaction from victim account nods 804 to a
desfingtion node by sampling a dynamic payment graph. In some non-limiting
embodiments or aspects, graph generation system 102 may generate g graph of Ponzi
pattern 810 in a similar manner to generating a graph of flow pattern 800.

[0135]  In some non-limiting embodiments or aspects, graph generation system 102
may insert circular pattern 820 into a plurality of dynamic payment graphs by
generating circular pattern 820. In some non-limiting embodiments or aspects, graph
generation system 102 may generate circular paltern 820 based on target account
node 808, a parameter of layers, a range of nodes in a layer, and a dictionary including
a plurality of new accounts. In some non-limiting embodiments or aspects, target
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account node B0B, the parameter of layers, the range of nades in a layer, and the
dictionary including a plurality of new accounis may be provided ag input from a user
o graph generation system 102. In some non-limiting embodiments or aspects, graph
genergtion system 102 may generate circular pattern 620 by iterating over a parameter
of fayers. In some non-limiting embodiments of aspects, graph generation system 102
may create a list of nodes for each layer. In some non-limiting embodiments or
aspects, graph generation systern 102 may randomly select a destination node from
an+t layer. In some non-limiting embodiments or aspects, a destination node may
include malicious account node 606. In some non-iimiting embodiments or aspects,
a destination node may include target account node 808. In some non-limiting
embodiments or aspects, graph generation system 102 may create a transaction from
victim account node B804 o a destination node.  In some non-imiting embodiments or
aspects, graph generation system 102 may ilerate over each node of the range of
nodes in each layer of the plurality of layers whan selecting a destination node for
each victim account node 804, malicious account node 606, and/or destination node.
i some non-limiting embodiments or aspects, graph generation system 102 may
create a transaction from victim account node 604 {o a destination node by sampling
a dynamic payment graph.  In some non-imiting embodiments or aspects, graph
generation system 102 may generate a graph of circular patlem 820 in a similar
manner 1o generaling a graph of fow pattern 600.

[01368]  In some non-limiting embodimernts or agpects, graph generation system 102
miay insert ime pattern 630 into a plurality of dynamic paymeni graphs by generaling
time pattern 630. In some non-limiting embodiments or aspects, graph generation
systerm 102 may generate Hme paltern 630 based on target account node 608, a time
duration, and a plurality of discrete times within the time duration. I some non-limiting
embodinments or aspects, {arget account node 808, the time duralion, and the plurality
of discrete Himes within the time durgtion may be provided as input from a user o graph
generation system 102 In some non-imiting embodiments or aspects, graph
generation system 102 may generale time paltern 830 by iteraling over the fime
duration at a specified time sfep. In some non-limiting embodiments or aspects, graph
generation system 102 may initiate each of the plurality of transactions from victim
account nade 804 to target account node 608 at a discrete time within a time duration.
in some non-imiting embodiments or aspects, graph generation system 102 may
terate aver each node of the range of nodes in each layer of the plurality of layers
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when selecting a destination node for each vigtim account node 604, malicious
account node 606, andfor destination node. I some non-limiting embodiments or
aspects, graph generation system 102 may create a plurality of transactions from
victim account node B804 10 target account node 808 by sampling a dynamic payment
graph. In some non-limiting embodiments or agpects, graph generation system 102
may generale a graph of time paltern 640 in a similar manner {o generaling a graph
of flow pattern 800.

{01377 Although the present disclosure has been described in detall for the purpose
of illustration based on what is currently considered fo be the most practical and
preferred embodiments or aspects, it is 1o be understood thal such detail is solely for
that purpose and that the present disclosure is not limited to the disclosed
embodiments or aspects, but, on the contrary, is intended o cover modifications and
equivalent arrangements that are within the spirit and scope of the appended claims.
For example, it is 1o be understeod that the present disclosure contemplates that, to
the extent possible, one or more features of any embodiment can be combined with
one or more features of any other embodiment.
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WHAT IS CLAIMED 1S

1. A method, comprising:

generating, with at least one processor, a base payment graph
comprising a plurality of nodes and a plurality of edges camecting the plurality of
nedes, wherein each node represents an entity and each sdge represents a probability
that a real-time payment transaction may be conducted involving two entities that are
connected by the edge, and wherain the realtime payment transaction is artificially
created;

generating, with the al least one processor, a plurality of dyhamic
payment graphs based on the base payment graph;

inserting, with the at least one processor, patlems tepresenting
adversarial activity into the plurality of dynamic payment graphs; and

performing, with the at least one processor, an action associated with a
machine Isarning technigue using the plurality of dynamic payment graphs.

2. The method of glaim 1, further comprising:

assigning a plurality of account paramesters 1o each node of the plurality
of npdes; and

assigning a plurality of transaction parameters {0 each edge of the
plurality of edges.

3. The method of claim 2, wherein assigning the plurality of
{ransaction parameters {o each edge of the plurality of edges comprises:

assigning a probability parameter and an interaction paramster to each
edge of the plurality of edges.

4. The method of claim 1, wherein generaling the base payment
graph comprises:

generating the base payment graph based on a plurality of Barabasi-
Albert graph structures.

8. The method of claim 1, wherein generating the plurdlity of
dynamic payment graphs comprises:

45



WO 2022/159441 PCT/US2022/012905

sampling a first plurality of nodes and a first pluralily of edges of the base
payment graph 1o generate a first dynamic payment graph of the pluralily of dynamic
payment graphs, wherein the first dynamic payment graph is associated with a first
fime period,

8. The method of claim 5, wherein the first dynamic payment graph
comprises a second plrality of edges, wherein each edge of the second plurality of
edges comprises real-time-payment fransaction parameters, and wherein the real
time payment transaction parameters comprise:

a time period of a real-time payment transaction;

a transaction identifisr of the real-ime payment transaction; and

a transaction amount of the real-time payment transaction.

7. The method of ¢laim 8, wherein sampling the first plurality of
nodes and edges of the base payment graph o generate a first dynamic payment
graph of the plurality of dynamic payment graphs comprises:

sampling the first plurality of nodes and edges of the base payment
graph based on:

one of more account parameters of each node of the plurality of

nodes;
ohe of more fransaction parameters of each adge of the plurality
of edges; ar
any combination thereof.
8. A system, comprising:

at least one processor;
wherein the at least one processor is programmed or configured o
generate a base payment graph comprising a plurality of nodes

and a plurality of edges connecting the plurality of nodes, wherein each node
represents an enfity and sach edge represents a probability that a reallime
payment fransaction may be conducted involving two entities that are
connected by the edge. and wherein the realtime payment transaction is
artificially created;
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generate a plurality of dynamic payment graphs based on the
base payment graph;

insert patterns representing adversarial activity into the plurality
of dynamiec payment graphs; and

pearform an aclion associated with a machine leaming technique
using the plurality of dynamic payment graphs.

8. The system of claim 8, wherein the at least one processor is
further programmed or configured to:

assign a plurality of account parameters o each node of the plurality of
nodes; and

assign a plurality of transaction parameters 1o each edge of the plurality
of edges.

0. The system of claim 9, wherein, when assigning the plurality of
transaction parameters to each edge of the plurality of edges, the at least one
processor is programmed or configured to:

assign a probability parameter and an interaction parameter ¢ each
edge of the plurality of edges,

1. The system of claim 8, whetein, when generating the base
payment graph, the at least one processor is programmed or configured to:

generate the base payment graph based on a plurality of Barabasi-Albert
graph structures.

12, The system of claim 8, wherein, when generating the plurality of
dynamic payment graphs, the at least one processor is programmed ot configured to;

sample a first plurality of nodes and a first plurality of edges of the base
payment graph 1o generate a first dynamic payment graph of the piurality of dynamic
payment graphs, wherein the first dynamic payment graph is associated with a first
firme period.

13, The system of claim 12, wherein the first dynamic payment graph
comprises a second plurality of edges, wherein gach adge of the second plurality of
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edges comprises real-ime-payment transaction parameters, and wherein the real-
fme payment ransaction parameters comprise:

a time period of a real-time payment transaction;

a fransaction identifier of the real-ime payment transaction; and

a fransaction amount of the real-lime payment transaction.

14, The system of claim 12, wherein, when sampling the first plurality
of nodes-and edges of the base payment graph o generate a first dynamic payment
graph of the plurality of dynamic payment graphs, the at least one processor is
programmed or configured to:

sample the first plurality of nodes and edges of the base payment graph

based on:
ong or more account parameters of each node of the plurality of
nades;
one or more fransaction parameters of each edge of the plurality
of edges; or

any combination thereof.

15. A compuler program product, the computer program product
comprising af feast one non-transitory computer-readable megium including one or
more ingtructions that, when executed by af least one processor, cause the at'least
one processor o

generate a base payment graph comprising a plurality of nodes and a
piurality of edges connecting the plurality of nodes, wherein each node reprasents an
entity and each edge represents a probability that a real-time payment ransaction may
be conducted involving two entities that are connected by the edge, and wherein the
realtime payment transaction is artificially created;

generate a plurality of dynamic payment graphs based on the base
payment graph;

insert patterns representing adversarial activily into the plurality of
dynamic payment graphs; and

perform an action associated with a machine leaming technique using

the plurality of dynamic payment graphs.

48



WO 2022/159441 PCT/US2022/012905

18. The computer program product of claim 15, wherein the one or
more instructions further cause the at least one processor to:

assign a plurality of account parameters {0 each node of the plurality of
nodes; and

assign a plurality of transaction parameters to each edge of the plurality
of edges.

17, The computer program product of claim 18, wherein the one or
more instructions that cause the al feast one processor fo assign the plurality of
transaction parameters fo each edge of the plurality of edges, cause the at least one
DIocessor to;

assign a probability parameter and an inferaction parameter fo each
edge of the plurality of edges.

18,  The computer program product of claim 15, wherein the one or
more instructions that cause the at least one processor 1o generate the base payment
graph cause the at least one processor to:

generate the base payment graph based on a plurality of Barabasi-Albert
graph structures.

19, The computer program product of claim 15, wherein the one or
more instructions that cause the at least one processor to generate the plurality of
dynamic payment graphs, cause the al least one processor to:

sample a first plurality of nodes and a first plurality of edges of the base
payment graph to generate a first dynamic payment graph of the plurality of dynamic
payment graphs, wherein the first dynamic payment graph is associated with a first
fime period.

20.  The computer program product of claim 19, wherein the first
dynamic payment graph comprises a second plurality of edges, wherein each edge of
the second plurality of edges comprises real-time-payment fransaction parameters,
and wherein the realdime payment transaction parameters comprise:

a time period of a real-time payment transaction;
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a transaction identifier of the realtime payment transaction; and

a wransaction amount of the real-time payment transaction.
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