-1- SPECI FI CATION TITLE OF THE I NVENTI ON DI G TAL WATERMARK EMBEDDI NG
METHOD, 5 APPARATUS, AND PROGRAM AND, DI G TAL WATERVARK DETECTI ON METHOD,
APPARATUS, AND PROGRAM TECHNI CAL FI ELD The present invention relates to a
digital 10 watermark enbeddi ng nethod, apparatus and program and a
digital watermark detection nethod, apparatus and program More
particularly, the present invention relatles to a digital waternark
enbeddi ng rmethod, apparatus and program and a digital 15 watermark
detection nethod, apparatus and program for enbeddi ng separate
sub-information into an input signal such as a video signal such that it is
i nperceptible, and for reading the sSulsBECIFDE®ATDON from a signal into which
t he syb-infonnyfffbiéFZPH ngﬁ@%ﬁ}IO§M(KCRCUND ART As a conventiona

t echni que, theFﬁ—f&—ﬂ——%ﬁﬁﬁﬁ+€ﬁﬁ%4fﬁ*~3rOtectIng copyright of digital 25
content by enbeddi ng di gPTal Thdt SATNRMARK cEMREDDING tMETHOPE ent. In

addi tion, ther gt @ShNARBe pROGRAM TANS, "BEE T4ALA WUEERARRROPYT | ght
information on digit ent. Fu ere is a technique for taking a

n _di al _cont rther, t
phot ogr aph of PEREG LN nERHOD,s ATFARAE S oRNRI PROGRAM via anal og medi um
such as a printed matter as an advertisenent so as to obtain information
related to theéﬁﬂﬁﬁ%ﬂﬁgﬁgfﬁkkﬁy reading digital watermark. As a nethod for
enbeddi ng di gi into a still inmage, a digital watermarking
schene of spectrum spreadThg pyesears dirscénsedn tled atschehe dedhgitaerd
enbedding g eqhrddifgr SeOMBRERITY rdidtodS 9BPSHALYL Y% RogsgHdo- random

nunber into

and a digital watermark detection method, apparatus
and program. More particularly, the present
invention relates to a digital watermark embedding
method, apparatus and program, and a digital

15 watermark detection method, apparatus and program
for embedding separate sub-information into an input
signal such as a video signal such that it is
imperceptible, and for reading the sub-information
from a signal into which the sub-information is

20 embedded.

BACKGROUND ART
As a conventional technique, there is a

technique for protecting copyright of digital

25 content by embedding digital watermark into the
digital content. 1In addition, there is a technique
to refer to meta data such as copyright information
on digital content. Further, there is a technique
for taking a photograph of digital content, using a

30 digital camera, via analog medium such as a printed
matter as an advertisement so as to obtain
information related to the advertisement by reading
digital watermark.

As a method for embedding digital

35 watermark into a still image, a digital watermarking
scheme of spectrum spreading type is disclosed, the
scheme being for embedding an embedding sequence



a real part and an imaginary part of an orthogonal transformation region
(Fourier transformregion, for exanple) of the inage, and perform ng
detection 5 using correl ati on between t he enbeddi ng sequence and a
detection sequence (refer to patent docunent 1, for exanple). Also as to a
video signal, generally, since the video signal is recorded as a sequence
of 10 frane inages each being a still inmedre, enbedding of digital watermark
beconmes avail abl e by applying the digital watermark schenme for the stil

i mage. For exanple, digital watermark for the video signal can be realized
by embeddi ng dufd}acfal1%9@9%@%%%@%oalBssaéﬁ-frrad}@mn%@bSF ERE i deo
signal by using theal dpgrtabnwataef Mﬁakgi’rﬁéfﬁS?ddeS:Cl’dﬂJ%ldﬂrth@gl@@faqnt
docunent 1. v%qp the_stil k na% ggo g % wq% rmark is en?gdded is
illegally used, F3ngLrpatiog 5ﬁ§fﬁér PRAE Ta (FES RNt FRAGE i &9 opped

and it is usedeXamphe ) casetdfe timagmy tamd pbefpmmyngrﬁﬁtectlonopped it
cannot be a§Ceszal éﬁ‘?kgﬁal%%h YerfdnOLhE! B ﬁ'bééi@ﬂ?%cé’ég genpads, {p the
ita oes

cropped part in wat er mar k det ecti on t hat se the

original inmge.a ﬂﬁfse%aﬁg sraluanie efpriigedtodpgitent eewrank pattern

appears to be tmﬁmséﬁéﬁglepy an arbitrary anount. That is, this nmeans a

state in which the digltﬁg wat er rk pat%ern I,S synchroniied in a space
6 T Qi

direction. This is called Q‘?ﬁhtcﬁja AP ofit 286G 'on DI &r wat er nar k"
and it is necesisare tbenuﬁdbmrsrgmﬁlaissyecbrd@daﬁscH1seqhegcaluﬂhod f or

clarifyi ”gl?he fﬁﬁ{?'fﬁégaﬁa%‘é@% o Xq té‘es’c ke Tl &Pﬁggdgﬁg dz0i tal
wat er mar k genera ough spat’ sync foni zation 0 ita
wat er mar k nay|4ﬂﬂ%ﬁﬁﬂcﬁﬁFé€ﬂﬁéﬁ(ﬁecﬁm%ﬂE@Vﬁéé?Q%ﬁ(hymﬁPBhYQO@ht§§ affine

transfornmati ongitdie: H1 es80k rimav&NtdHerhs targehed st3-11 image. For

example, digital watermark for the video signal can
be realized by embedding digital watermark common to

15 each frame image of the video signal by using the
digital watermark method described in the patent
document 1.

When the still image in which digital

watermark is embedded is illegally used, it can be

20 considered that a part of an image is cropped and it
is used. In the case of the part of the image that
is cropped, it cannot be ascertained which part of
the original image corresponds to the cropped part
in digital watermark detection that does not use the

25 original image. This means that the embedded
digital watermark pattern appears to be translated
by an arbitrary amount. That is, this means a state
in which the digital watermark pattern is
desynchronized in a space direction. This is called

30 “spatial synchronization of digital watermark”, and
it is necessary to maintain spatial synchronization
using a method for clarifying the translation amount
and the like for detecting the digital watermark
(generally, although spatial synchronization of

35 digital watermark may include correction of
geometrical deformation such as affine
transformation, the present invention is targeted



e s e

for correction of translation). Generally, the video signal is treated as a
set of a plurality of still inmages (franmes) continuing in a tinme direction.
In a digital 5 watermark schenme for noving inmages, it is desired to be able
to detect digital watermark froma set of a part of continuing frames in
the set of the franmes. For exanple, even when only one scene is cut away
fromdistributed video content and it is u¥aed 10 invalidly, by being able to
detect digital watermark only fromthe invalidly used scene, effect of

invalid use suppression can be expected., In addltlon for exanple, in the
case when dete Q%QCOHFSFF%OW%FWIRS;?BW§ re-taken video that is 15
obt ai ned by taklng vi deo G@méﬂullyyrmm@rondebeéﬂghah.ﬂ@vteehhéﬂwﬁsuslng a

vi deo caner a, s{ & 0|n af . eddi digital watermark
and a start p0| n %f &’elutrakllhc g gmg%sﬁlnggeeds [ ﬂg{'}??gﬁﬁy. It is
desired to be amretlnualege(;m 20 tjlmgetdiirwatepmrk Ial so dhgsteh a case. In
addi tion, Borﬁ%%%@%§rka@cﬁgﬁé‘¥%f‘%b9§ﬂga§d% Jdefed; §0he sqeRCtd Ng

di gi tal watermark froma vid IS I ne y taking a scene currently
bei ng di spl ayed® i#PIPdEE 6ttt TxThbpRh varEraotk of HoRt abPEL29 % & ni nal

and the |ike spasttof obbaitinmelms efirahdbof Fathen. seltn difleﬁﬁeetaﬁﬁie% si nce
it cannot be certalneggbeforeha d_whi Typart in th deqQ.in mhlch

di gi tal vvater Wi S elBefae VY C erév@? i PG S5t s%%r?utmﬁélr? erform ng
di gital matermﬁﬁoﬂoddeteahumedttiim@mc@nggbﬁe@mqnmt i@rudedectlon

correspondsot 0 sy £ 893, L ﬁ,gaém@eaﬁianeg aubeddedss a5 g Ol LRk kAL mar k.

This is called tenpora hronization o igital walermnmar he spati al
synchroni zat i orPahy fRem3t @em&ﬁ%ﬂl%¥%cﬁﬁéﬁlf§ﬁQﬂv|?ﬁfﬁ@tc©ﬁvent|onm

digital \/Vaternﬁ{\kab?ﬁbeﬁ%ears%ﬁyﬁ%’éi/oﬁ'@éﬁl blee@dgseddd owsin (1) Exhaustive
search EXhawﬁ33&t¥on, for example, in the case when detecting
digital watermark from a re-taken video that is
15 obtained by taking video content being projected in
a movie theater using a video camera, a start point
of the video when embedding digital watermark and a
start point of the re-taken video are shifted
inevitably. It is desired to be able to detect
20 digital watermark also in such a case. In addition,
for example, an application can be considered for
detecting digital watermark from a video that is
obtained by taking a scene currently being displayed
in video content using a camera of a portable
25 terminal and the like so as to obtain related
information. In these examples, since it cannot be
ascertained beforehand which part in the video in
which digital watermark is embedded is cut away, it
" is necessary, when performing digital watermark
30 detection, to know a subject part for detection
corresponds to which position in the signal embedded
as digital watermark. This is called temporal
synchronization of digital watermark.
The spatial synchronization and the
35 temporal synchronization in the conventional digital
watermark scheme are broadly classified as follows.
(1) Exhaustive search : exhaustively



-4- trying detection of digital watermark successively for each of al
anounts of desynchronization that can be considered; (2) Enbedding a signal
for 5 synchroni zati on: enbedding a signal for synchronization separately
fromdigital watermark and detecting it for synchronization. For exanple,
in the digital watermarking nethod described in the patent docunent 1, a
signal 10 for detecting a spatial transkdti on anount of digital maternark

i s enbedded together with enbedding infornmation, and exhaustive search for
amounts of desynchronization of the signal is eff|C|entIy performed using
di screte Fouri 8ryina rdafsdot hpBoods digigar) oratepaerkl sypagsvhvedyi on.

[ Pat ent documerbrllealapaness) Labflothen Rt eldsyABRkbAALIAAN AD0Sh 219148
DI SCLOSURE OF THE L NVENTI ON 20 PROBLEM TO BE SOLVED BY THE | NVENTI ON

However, ther eSaPe X%I9RF+HISHFEhl ems in the conventional digital watermark
enbeddi ng nethod for vi ded) PBnbbdddnef a chiumiakssokro hi gh conpression 25

apd re-taki ppI & ﬂﬁp%aﬁtl Qergmb%d%lﬁ&s]ea |é11¥\4;‘15§h q:et ection becones

difficult ressi irreversible coding
of high conpréygﬂ@mqnﬂaitSQQhSQEaWPE@WXNﬁEOMWMHQQté Mﬁﬁmimaeglstered

trademark) MedhadViedaQlot fid/X + A88:Hedbthin gac sRN taking (re-taking),
again, a video output on_ a disp ﬁﬁdeV|ce such as. a_screen and a display

using a video canera or aE%%n%¥émp untiéd §he ALt Fatavalidi@ ok iRbe | ke.
35 In additi onmeitholedwssr fig6@ssar ¥ hieo partatt dbgumahtmalenﬂagkgﬁanongly in

order to B abkg t e R A1 eLESHIAT SUah Il bR g cypression or

digital watermark is embedded together with

embedding information, and exhaustive search for

amounts of desynchronization of the signal is

efficiently performed using discrete Fourier

15 transform so as to perform spatial synchronization.

[Patent document 1] Japanese Laid Open Patent

Application 2003-219148

DISCLOSURE OF THE INVENTION
20 PROBLEM TO BE SOLVED BY THE INVENTION
However, there are following problems in

the conventional digital watermark embedding method
for video.

Problem of robustness to high compression

25 and re-taking:

For example, there is a case in which
detection becomes difficult when applying (high
compression) moving image irreversible coding of
high compression ratio such as MPEGl/2/4, WMV

30 (Windows (registered trademark) Media Video), DiVX
and H.264/AVC, or when taking (re-taking), again, a
video output on a display device such as a screen
and a display using a video camera or a camera
mounted in a cellular phone or the like.

35 In addition, it becomes necessary to embed
digital watermark strongly in order to be able to
perform detection even when the high compression or



-5- re-taking is perforned, so that imge quality of the video is |owered
as a result. Contrary, for giving adequate robustness to the high
conpression and the re-taking and the 5 |ike while naintai ning adequat e
image quality, it is necessary to shorten the information |ength enbedded
in the video. Problem of spread sequence length: In a docunent, Susumu
Yamanot o, Takao 10 Nakanura, Youichi Takashki ma, Atsushi Katayanma, Ryo

Kit ahara, Takashi M yatake, "Consideration on evaluation of detectability
for frame-based video watermarking”, Forum on information technol ogy,

FI T2005, J-029re2d@king is pesépirhedt e thataimege givalivat efnhfAR schene
usi ng spect r unySRIRAdI a1 ordde80bIselaatdn  cal cul ation, reliability of

detection of digital watermyk incrﬁgses Q%. increasin% é@ﬁﬂiggead seqguence
length of spectrum spreadfAJEL2EH ¢ HOTiG VI waAEEAHAT PfRSfhe 20
bef ore- nenti on¢éd pateeriiiglocaomptresksitdre anurbehe ote-ta&djuencandoehéi ci ent
positions ign t r ; f.qr } i I j.ch t he di ng
seqguence ca% bggé%%égggggﬁﬁaf%%??é&%gﬁ?éighéggt?ﬁgpgo (%fgé%heﬁggﬁgf
Fourier coeffi 8e@fssadty 250 ophartieng theal inEP tRathNr dedrateh tempeidem That

is, due to restyitid griddat Fourier coefficients in symetric positions
are conjugate conpl ex nug@grs t frequency coefficients to which an
Aot

h
embeddi ng sequence can %ﬂ%@ﬂd@% aeF vEEFPy BT 30 to hal f the
whol e frequency coeffici elthsa docuhant, Sweasmdi Yamambottd,0 Taksaease t he

oo cokF RS, | S TESPRSR SO oA e ® BB nyp,
synchroni zat i oKi&dsdarpotakasBinMavediaka i ofCPnsdigrediiamt@® nmar ki ng, there
are evaluation of detectability for frame-based video
watermarking”, Forum on information technology,
FIT2005, J-029, 2005, it is described that, in a
15 digital watermark scheme using spectrum spreading
and correlation calculation, reliability of
detection of digital watermark increases by
increasing the spread sequence length of spectrum
spreading . In the digital watermark scheme in the
20 before-mentioned patent document 1, the number of
frequency coefficient positions in the orthogonal
transformation region in which the embedding
sequence can be embedded is limited due to
restriction of symmetry of Fourier coefficient for
25 obtaining real values by reverse transform. That 1is,
due to restriction that Fourier coefficients in
symmetric positions are conjugate complex numbers,
the frequency coefficients to which an embedding
sequence can be embedded are substantially limited
300 to half the whole frequency coefficients, so that it
was difficult to increase the spread sequence length
in the spectrum spreading.
Problem of synchronization
In addition, in the conventional methods
35 for spatial synchronization and temporal
synchronization in digital watermarking, there are
following problems.
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followi ng problens. -6- First, as to the nethod by exhaustive search, since
It takes nuch tinme to search all of the desynchronization anpunts, it is

not realistic. In addition, in the nmethod enbedding the 5 signal for
synchroni zation, nodification amount for the signal is increased by the
signal for the synchronization, so that the quality of the signal is

decreased as a whole. For exanple, as for6a video, it leads to
deteriorating the quality of the 10 video. In addition, the signal for
synchroni zation itself contributes as a. noise conponent agai nst detection
of enbeddi ng i nfornati on, F5bSthatst her £hes methedsPyi EthaUstt Velet ect i on

Capaﬁi lity f'?t %éiaQ'ro&{),eSsind_:? @ﬂdit'g!k@{s, é@dﬂ Zﬁj;[.x’ﬁéttbe_s%ia&ﬂﬂ{ ép{o.éfét Chat
syncnroni zatl on, can, be €as| . Pr I Cle a ere, 1S POSS 1JLty a
TheC sl onal i t SEPE BERoraToN 4 BREAER Gtoulha "Eh i Ruboto Bttty b
deteriorated. Especially,Inhadéiksoa,fdr chegnetbblerembeddempothe
synchroni zaj i og;{Qr,)a f’dzdeg%rrlgﬂr%%aacivd ,ef}n&’ﬁg#gx%%%” aqné&ﬁfﬁ?o ratv

is taken by a video canmera or a camera of ‘a cellTular_~phone or e like,
re-sanmpl i ng oc&bes Siignalh-1$ afBsregisece by frhgres tana loff atedgitRiuct i on and a

frame rate fogyniche®riadd oAl €sBOt hatNHONGELUi Wit b readte 25i ghher, so
that synchronization is further difficult. 1In addition, when using a

d
processor of | &% 5&TGHENCRSsAcH 9L She B 1SFEFPHAonES thiitt edis a case
in which the fradeo,atie flzadsdeo takienjaatnong thebkeadd tthavfttheng of

sanpling i sl iv@@?e'foy.. 3oﬁr§héér§|f‘éioﬂ”d tife 13 Al SP ﬁoia%g%rchfxcl{nf%{ﬂgnt he
synchroni zation difficult. e predent invention s contrive in view of the
above- ment i onedtg6ildt SonrEi WL BBj ast & Naise reorpareatdiagansthat er mar k
embeddi ng t echRe@uetansh 35f aelbeitiah ghatrdmi &t d6h eChicOR HAChh&He B which
a possibility that detection capability deteriorates.
In addition, a distinctive signal for
15 synchronization can be easily predicted, and there
is a possibility that the signal itself becomes a
subject of attack so that security is deteriorated.
Especially, there is a following problem
in temporal synchronization for a video.
20 - When a video displayed on a screen or a TV
is taken by a video camera or a camera of a cellular
phone or the like, re-sampling occurs in sub-frames
since a frame rate of reproduction and a frame rate
for video taking are not synchronized with each
25 other, so that synchronization is further difficult.
In addition, when using a processor of low
performance such as the cellular phone, there is a
case in which the frame rate for video taking is not
stable so that timing of sampling is slightly
30 shifted, and it is also a factor for making the
synchronization difficult.
The present invention is contrive in view
of the above-mentioned points, and an object is to
provide a digital watermark embedding technique and
35 a digital watermark detection technique in which
robustness is high for high compression and re-
taking, the spread sequence length can be increased,



robustness is high for high conpression and re- taking, the spread sequence
| ength can be increased, -7- and tenporal synchronization/space
synchroni zati on becone unnecessary or tenporal synchronization/space
synchroni zati on can be achieved easily. 5 MEANS FOR SOLVI NG THE PROBLEM The
present invention can be configured as a digital waternmark enbeddi ng nmet hod
for enbedding enbedding information, as -digital watermark, into an input
signal having dinensions equal to or greater 10 than N (N is an integer

equal to or greater than 2 such that it is inperceptible to human senses
ina digital venkriRRROEAbeauNSd Laipld 3t Leni APRGE Ry arbealragisaquence

generation ”Ea'b%ccﬁﬁé a«ynng@e@,ts@tﬂyorbm@é}ﬁpoﬂmuE%I&ﬁ-df?ﬁi\ét1éhvé§g%em9ans
15 and enbeddln%F tternp s er| |ng neansgaéherel t he enbeddi ng

sequence gener &t rn%réh%a 8ﬁ‘e Qb §aSequence based on the

enbedding information to store it in first storage neans; 20 the array

generati on geaw&&ygu%§%e§ogvyN% THéﬁﬁﬁﬁﬁiﬁﬂal pattern based on the

enbeddi ng Seq s; the nodul ati on neans
modul ates the periodi c sThRabr&semtdimyvent donarae &e teenfiiquregsas

di mensi onal patg efiy {1902 Depgtathad kN emibh 48NS § ORak neb addi ngmpalitehy and

store it in a second stora neans; and the” epbeddi n attern,supéri nposi ng
means obtains 4@1n%|h8§§F8ﬁ£1QQﬂxﬁﬁhﬁbgbﬁ?ieﬂﬁégéﬁ%ﬁ 30PER aRe

secon? storagfnnyus §ng?ub$havnmgadﬁmemmb@ddlegumﬂtuﬂrbﬁngtéatfmput |
signal so se n he n ured as
g 38 MBI SE e B8 SRR YL L OB B e o6 rhaR" b

a digital waterma
i nformation, a§uﬂhyﬁkﬂt it 1s 1mpercept1ble to human senses in a

digital watermark embedding apparatus including
embedding sequence generation means, array
generation means, modulation means, storage means,

15 and embedding pattern superimposing means, wherein,

the embedding sequence generation means
generates an embedding sequence based on the
embedding information to store it in first storage
means;

20 the array generation means generates a N-1
- dimensional pattern based on the embedding
sequence in the first storage means;

the modulation means modulates the
periodic signal according to a value on the N-1 -

25 dimensional pattern to generate a N - dimensional
embedding pattern and store it in a second storage
means; and

_ the embedding pattern superimposing means
obtains the N - dimensional embedding pattern stored

30 in the second storage means to superimpose the
embedding pattern on the input signal so as to embed
it.

The present invention can be also
configured as a digital watermark embedding method

35 for embedding embedding information, as digital
watermark, into an input signal having dimensions

equal to or greater than N (N is an integer equal to



watermark, into an input signal having dinmensions equal to or greater than
N (Nis an integer equal to or greater than 2) such that it is inperceptible
to human senses in a digital watermark enbedding apparatus including
enbeddi ng sequence generation means, array generation means, transform
means, 5 storage neans, enbeddi ng pattern superinposing neans, and inverse
transf orm neans, wherein, the enbeddi ng sdtruence generation neans generates
an enbeddi ng sequence based on the enbedding infornmation to store it in
first storage 10 neans; the array generation neans generates a N-1 -

di mensi onal pattlerdrPated &Rahe Jerfitehli Myt ségudfcd MRF@RPEhbLRe tH r st

storage neans turd®r€€nskk Hif LGRS 54 DrAgeeiRAX ckibdd@ihgansf orm means
ort hogonal transforns_ the Iﬁﬁép S|%§ﬁ%ﬂ%§?obtaln a transforned,signal; the

enbeddi ng pat t GRPELPEYF npBSHG A PApEEEL e NAC At rBRsi onal

pattern storednagans heaseagndesteqradgieomeaaadnsp & ridnk thmenseanal pl ane 20

that is a part t or 'Qﬂﬁﬁ i = Layer nsform
si gnal ; andgt hesoelcon]{/%e?eseﬁltéggl%s'f (r)é?%ers%ans Oé?ﬁgggﬁa%?ﬁgﬁégéﬁﬁ ns%o%Hnsg’ t he
before i nver se aYhnst 6 Hf esitFARIS i BieR S anwBRBE€dded signal . 25 The

present invention can be @héoemggﬁdﬂﬂiege@§eﬁc@i@éﬁﬂrgwﬁ@ﬁnﬁégngetecting
nmethod for detecting digital %@t ark that is gnbe%ﬂed bef orehand into an
i nput si gnal h&AHY Ut Aendfofif qgaﬁﬂgt§ﬁ%ﬁeaF§a ESShA NFERi is an i nteger
equal to 30 or egred@ing hanf2ymaudiornt had store rpeamcefitr bt estorakenan
senses in fomgyééﬂsyaternark detection apparatus including denodul ation
means, detection sequence extraction means, correlation value calculation
means, and storage neans, tRReP&iiay IBn¢eaeabdicatisord sRn3taBaduled a

- dimensional pattern based on the embedding
sequence stored in the first storage means to stored
it in second storage means;

15 the transform means orthogonal transforms
the input signal to obtain a transformed signal;

the embedding pattern superimposing means
superimposes the N-1 - dimensional pattern stored in
the second storage means on a N-1 dimensional plane

20 that is a part of the transformed signal to obtain
before-inverse transform signal; and

the inverse transform means orthogonal
inverse transforms the before inverse transform
signal to obtain an embedded signal.

25 The present invention can be also
configured as a digital watermark detecting method
for detecting digital watermark that is embedded
beforehand into an input signal having dimensions
equal to or greater than N (N is an integer equal to

30 or greater than 2) such that it is imperceptible to
human senses in a digital watermark detection
apparatus including demodulation means, detection
sequence extraction means, correlation value
calculation means, and storage means, wherein,

35 the demodulation means measures a
component of a predetermined periodic signal in a
direction of a dimension in the input signal to



conponent of a predeterm ned periodic signal in a direction of a dinension
in the input signal to -9- obtain a N1 - dinensional pattern; the detection
sequence extraction nmeans obtains a detection sequence from val ues of the
N1 - dinensional pattern to store the detection 5 sequence in storage
means; and the correlation value cal cul ati on neans detects the enbedded
digital watermark based on a size of a e®rrel ation val ue between the
detection sequence stored in the storage nmeans and an 10 enbeddi ng
sequence. In addition, the present invention can be also configured as an
appar at us appl PRA&RIi® forN-kar r §iRgNEdOTEHC P L RBS above- ment i oned net hods,

and as a program for causm@ de€oBRULEN d L%@@élt ex%?za&;&qoﬁf q&@§§sprocedures
of each of the ov.e- i oned, met hods. EE INV ordlng

to the present® éﬁﬁ(ﬁ] Qtes l?BcﬁﬁQﬂﬁ??%r ﬂ%e&é H%ﬁl@n havi ng
| ong infornatrod1hanﬁinmaldpgttakmmﬂaﬂsunme|nhahdemedﬂunme|s sufficient

r obust ness 5ang g%Ieuncye eﬁegtgigggsoglea%ssupﬂggssed can be realized even
[

when | arge no i‘cation 1s appli a digital 25 watermark enbedded
signal like a video signathe oCORFERafdAMFa HegeCalcatatdidl aneadddng of hi gh

gonp{esshon lSdéﬁ@dﬁﬁ*ﬂHevﬁmB@duédrﬁlb&ﬁﬁlfw&%%$ma¥kd%%sE&Fbﬁ an a .
i spl ay device addi tion echn er form ng wat er mar
det ection 30 |ﬁlﬁﬁléﬁg§§ﬁﬁ%¥5ﬁ%§gﬁ98n Y %’ ﬁggagb Fpt%Vﬁ%h?Bnlzatlon
can be performdqaaside stnolrad hnghhesmmaiagﬁlmeaneabnﬁemrlThat is,
accordi ng 4 ép t BEpe dﬂ%ﬁah ﬁggﬂ&éon fast digital watermark

e

enbeddi ng/’'detection I'n I ncrease of process 35 tine due to
synchroni zati on processi ng? apdditgpal, the present invention can be

also configured as an apparatus applicable for

carrying out each of the above-mentioned methods,

and as a program for causing a computer to execute
15 the process procedures of each of the above-

mentioned methods.

EFFECT OF THE INVENTION
According to the present invention, a

20 technique for embedding information having long
information length as digital watermark in which
there is sufficient robustness and quality
deterioration is suppressed can be realized even
when large modification is applied to a digital

25 watermark embedded signal like a video signal to
which moving image irreversible coding of high
compression is applied or which is re-taken from a
video output on a display device. In addition, a
technique for performing digital watermark detection

30 in which synchronization is not necessary or
synchronization can be performed easily and at high
speed can be realized. That is, according to the
present invention, fast digital watermark
embedding/detection in which increase of process

35 time due to synchronization processing and signal
deterioration due to synchronization signal

embedding are prevented, robustness and detection



deterioration due to synchroni zati on signal enbedding are prevented,
r obust ness and detection -10- performance are high, and quality ;
deterioration is small becone possible. BRI EF DESCRI PTI ON OF THE DRAW NGS 5
Fig.lAis a flowhart showing an outline of a digital watermark enbeddi ng
method in an enbodi nent of the present invention; Fig.1B is a flowhart
showing an outline of a digital waternmaridOdetection nmethod in an 10
enbodi ment of the present invention; Fig.2 is a diagram showi ng a schematic
configuration of a digital watermark enbeddi ng, apparatus and a digital
wat er mar k det e @SR IBPPRE aB i A FAn aﬂfbdq%#ga%tm defe mrasehtonngénti on; 15
Fig.3 is an examie deadmenpeddiimd esi gnal after nodul ati on when N=2
Fig.4A is a configuration exanple 1 of a periodic signal; Fig.4Bis a
configuration exanple 2 of a 20 periodic signal; Fig.4Cis a configuration
exanpl e 3 of aBRIGIH ddESCRIBPHADN PiFy. T3 iBREMIBEENpl e 1 of autocorrelation
function ofga periodic S!ﬁfg'iA2§sﬁ§l§¥%&§h§Pte§ﬁ€RL%g$éﬁ 5w£9§8Fre!ation
function of a periodic signal; Flg.fb I's an exanple 3 autocorrelation
function of a P&ridodiigstyhavateirgagk iemkeddtng meshos fithc@®on ho 30
correspondi ng e daid®di §£StBRab rAsh€oMPyEXtiBhgne; Fig.6B is a locus 2
of a function hO correspgndi to a periodic sigpal .on a co X_ plane; 35
Fig.6Cis a locus 3 of a hﬁc?goﬁshﬁ Howchart JhSwiny Bn Pt Fne

: of a digital watermark detection method in an

10 embodiment of the present invention;

Fig.2 is a diagram showing a schematic
configuration of a digital watermark embedding
apparatus and a digital watermark detection
apparatus in an embodiment of the present invention;

15 Fig.3 is an example of an embedding signal
after modulation when N=2;

Fig.4A is a configuration example 1 of a
periodic signal;

Fig.4B is a configuration example 2 of a

20 periodic signal;

Fig.4C is a configuration example 3 of a
periodic signal;

Fig.5A is an example 1 of autocorrelation
function of a periodic signal;

25 Fig.5B is an example 2 of autocorrelation
function of a periodic signal;

Fig.5C is an example 3 of autocorrelation
function of a periodic signal;

Fig.6A is a locus 1 of a function hO

30 corresponding to a periodic signal on a complex
plane;

Fig.6B is a locus 2 of a function hO
corresponding to a periodic signal on a complex
plane;

35 Fig.6C is a locus 3 of a function hO
corresponding to a periodic signal on a complex
plane;



corresponding to a periodic signal on a conplex plane; -11- Fig.7A is an
exanple 1 of two periodic signals that are orthogonal; Fig.7B is an exanple
2 of two periodic signals that are orthogonal; 5 Fig.8A is an exanple 1 of
a signal after Dbeing desynchronized; Fig.8B is an exanple 2 of a signal
after Dbeing desynchronized; Fig.9 is an exanple of a |locus of Qx) by 10
desynchroni zati on; Fig.10 shows configuratilén exanples of a digital
wat er mar k enbeddi ng apparatus and a digital waternmark detection apparatus

according to a first enbqdiment of the present invgntion; 15 Fig.11 is a

fl owchart showing operatidn®f/Athe BRgEXEIM er i} kL BRbBEFH IR Hppar at us

according to asignhafisenhad nere ofthbgomadsent invention; Fig.12 is a
configuration exanpl e of . I tter e atpo nit according to a
first 20 enbodi ment of t%ﬂelgg'?fe%e% igﬁvtg%ﬁ%%éﬁlg g('r.’ﬁBEl‘l”g gefrlaiéav\%) (grt showi ng
processes of t#HegvaApl dhajatare nogeheganiadit unit of the first enbodi nent

of the present invention; fhig.d& 18 anflaehard ofofefakhed 25 ppeLation of
an enmbeddi ng sequence generation unit in the first enmbodinent of the
present inventiBRINIFAGSYRGRTAREBRE gurati on exanpl e of synbols in the

first enbodi nent of the prreise/8B isvent exampd@® B gofibai 8 ignfllowrftagt of
operation of a bg?ﬁQLﬁéﬁﬂﬁﬁﬁ&£ﬁT§égtion unit in the first enbodi nent of

t he present inven . i's a configuration exanple of a conplex array
in the first embodi nent offihed pigsent example of a locus of Q(x) by

10 desynchronization;

Fig.1l0 shows configuration examples of a
digital watermark embedding apparatus and a digital
watermark detection apparatus according to a first
embodiment of the present invention;

15 Fig.1ll is a flowchart showing operation of
the digital watermark embedding apparatus according
to a first embodiment of the present invention;

Fig.1l2 is a configuration example of a
complex pattern generation unit according to a first

20 embodiment of the present invention;

Fig.13 is a flowchart showing processes of
the complex pattern generation unit of the first
embodiment of the»present invention;

Fig.1l4 is a flowchart of detailed

25 operation of an embedding sequence generation unit
in the first embodiment of the present invention;

Fig.1l5 is a configuration example of
symbols in the first embodiment of the present
invention;

30 Fig.1l6 is a flowchart of operation of a
complex array generation unit in the first
embodiment of the present invention;

Fig.1l7 is a configuration example of a
complex array in the first embodiment of the present

35 invention;

Fig.1l8 is a configuration example of a
temporal modulation unit in the first embodiment of



35 invention; Fig.18 is a configuration exanple of a tenporal nodul ation
unit in the first enbodi nent of -12- the present invention; Fig.19 is a

fl omchart of operation of the tenporal nodulation unit in the first

enbodi nent of the present invention; 5 Fig.20 is an exanple for repeatedly
enbeddi ng an enbedding pattern in a tinme direction in the first enbodi nent
of the present invention; Fig.21 is an exate for superinposing an
enbeddi ng pattern by tiling it vertically and 10 horizontally in the first
enbodi nent of the present. invention; Fig.22 is an exanple for superinposing
an enbeddi ng gdt® FREBGRENERYGHG AR/ in the first enbodi nent of the
present invention; 15 Figr2g3.i1® dd |laowhewthattopd aipearavion odi ghleal

wat er mar k detect] in the firs odi.ment of. the prese
i nvention; Fig. ééﬁggaé§§%§ﬁ§HQﬁ é&%ui%t?ﬁg ?lﬁﬁhn%ﬁy%Q%@EPE S%éunt of
an enbeded si gridie tpregerkt Aagenttidmi the first enbodi nent of the present

invention; &ig.25 shows apggnbigguratdPreexapPke refr deg&POgal, denodul ation
unit in the first epbodi ment of the present invyention; 25 Fig.26 is a

flowchart of ofSRRTIHGfaphem %IPRehBaDI &0 6n tife FRIERELPMY st
enbodi ment  of itmheclps efenbti ewdiidiosnti @f 2¥hes paes@it glivéhonoaxanpl e

the Tirst enbodinment of ¢ h&D foddni®] NUEHEGR: Brg 2] S iPERARTgH At i on
exanpl e of a deteaxddbngi photean &y exd¥bryi bh weintigalhe andst

10 horizontally in the first embodiment of the present
invention;

Fig.22 is an example for superimposing an
embedding pattern by enlarging it in the first
embodiment of the present invention;

15 Fig.23 is a flowchart of operation of a
digital watermark detection apparatus in the first
embodiment of the present invention;

Fig.24 is an example for calculating a
characteristic amount of an embeded signal to

20 extract it in the first embodiment of the present
invention;

Fig.25 shows a configuration example of a
temporal demodulation unit in the first embodiment
of the present invention:;

25 Fig.26 is a flowchart of operation of the
temporal demodulation unit in the first embodiment
of the present invention;

Fig.27 is a configuration example using
difference/differentiation of the temporal

30 demodulation unit in the first embodiment of the
present invention;

Fig.28 is a configuration example of a
detection information extraction unit in the first
embodiment of the present invention;

35 Fig.29 is a flowchart of operation of the
detection information extraction unit in the first
embodiment of the present invention;



enbodi nent of the present invention;, 35 Fig.29 is a flowhart of operation
of the detection information extraction unit in the first enbodi nent of
the present invention; -13- Fig.30 is a flowhart of detail ed operation of

t he detection sequence extraction unit in the first enbodi nent of the
present invention; Fig.31 is a configuration exanple of a 5 tenporal

nmodul ation unit in a second enbodi nent of -1t3ke present invention; Fig.32 is
a flowhart showi ng operation of the tenporal nodulation unit in the second
enbodi ment of the present invention; 10 Fig.33 is a configuration exanple of
the tenporal dempdul ation Ehgt3Pnishe dekoreharbodifnestaidied he present

invsntl o?h Fig. 34 de'rSant%.cfﬂ O@Eh@hé gk tepraridd OéTtetJeﬁcet %?ﬂ%qraﬂitﬁ&ﬁrggﬂh@“ on
unit in the secqn esent i nventian is a
configuration e%&mﬁaftég EW%PQF@ﬁﬂi/{Ef?%$eﬂf?§FP5nﬁqY? %h%%cond
enbodi nrent of the present aneﬁﬂlmm aFiqprdfti gsratdonf iexamdli®no&xanpl e of a

20 compl ex pal ¢ eLpeASner 4a01 LBk bel B < W cuBAALTRAL QL e, Popsent

i nventi on; I'owchart —of operation o compl ex. patt ern
gener ati on unlttb@1ﬂﬁ?%¢m¢dlnéﬁﬁ§épﬁent of the present invention; 25

Fig.38A is an exanple 1 of mapgekeneat 5 @%Hﬁtﬁ%rthghéwmﬂqﬂbﬁgféﬂlbﬂ t he
conpl ex array gg ration un|t in tgﬁ thlrd enbodlneg% of” the present
B4

i nvention; Fig. Re SPIRARBL MY AP L Whtht 1136 Caffi€ P9 t he conpl ex
array, Fig.38C embad ieeantpl ef 3the plre selreneitventhgea;of the conpl ex array;

10 Fig.33 is a configuration example of the
temporal demodulation unit in the second embodiment
of the present invention;

Fig.34 is a flowchart of operation of a
temporal demodulation unit in the second embodiment

15 of the present invention:;

Fig.35 is a configuration example using
difference /differentiation in the second embodiment
of the present invention:;

Fig.36 is a configuration example of a

20 complex pattern generation unit in a third
embodiment of the present invention;

Fig.37 is a flowchart of operation of the
complex pattern generation unit in the third
embodiment of the present invention;

25 Fig.38BA is an example 1 of an element
range of the complex array in the complex array
generation unit in the third embodiment of the
present invention;

Fig.38B is an example 2 of the element

30 range of the complex array;

Fig.38C is an example 3 of the element
range of the complex array;

Fig.38D is an example 4 of the element
range of the complex array;

35 Fig.38E is an example 5 of the element
range of the complex array;

Fig.38F is an example 6 of the element



Fig.38D is an exanple 4 of the elenment range of the conplex array; 35
Fig.38E is an exanple 5 of the elenent range of the conplex array; Fig.38F
is an exanple 6 of the element -14- range of the conplex array; Fig.39A is
an exanple 7 of the element range of the conplex array; Fig.39B is an
exanple 8 of the elenment 5 range of the conplex array; Fig.39Cis an
exanple 9 of the elenent range of the comptex array; Fig.39D is an exanple
10 of the elenent range of the conplex array; 10 Fig.39E is an exanple 11
of the elenment range of the conplex array; Fig.39F is an exanple 12 of the
el ement range '#"%%e g Pefog}rg) ﬁﬁa%@ is a configuration exanple of a
15 detection informatl on extrga@tepomsman eratpa et M raf ehdodilamentof the
present inventi i ged 0 h f operation of the detection

i nformati on extfr)gah?‘lgo% u%|ht C% 1 %I g3érrbod| ment of the present
invention; 20 Fig.42 is a (Eé@f |3gﬁl3r aks oﬂnoﬁxam@éﬁe@tl%ﬁn thef ol amendn

extraction gnitrdfy@ SeUthB %gﬁyjégﬁ@rrgp .the present invention; Fig.43 is
a flowhart of the operatiogn of he detettion |nfor tion extraction unit

in the 25 fourth enbodi nenf 18 3t9r‘rﬁe IF RRNEXPAPE R ioP L HRY. 8481 di agr am
for expl ai ni ng mangexafpteeokcompinishoglrfay;detecting a bit value in the

fourth enbodi nent of the p%gérnaﬁtqﬁgnéhogxaﬁgqegﬁlj§x§ gggfkggﬁﬁghpn

exanple of a 30 digital tectron apparat us
enbodi nent of tHaNPeesénthengemrlny array;

10 Fig.39E is an example 11 of the element
range of the complex array:;

Fig.39F is an example 12 of the element
range of the complex array;

Fig.40 is a configuration example of a

15 detection information extraction unit in the third
embodiment of the present invention;

Fig.41 is a flowchart of operation of the
detection information extraction unit in the third
embodiment of the present invention;

20 Fig.42 is a configuration of a detection
information extraction unit in a fourth embodiment
of the present invention;

Fig.43 is a flowchart of the operation of
the detection information extraction unit in the

25 fourth embodiment of the present invention;

Fig.44 is a diagram for explaining an
example of a method for detecting a bit value in the
fourth embodiment of the present invention;

Fig.45 is a configuration example of a

30 digital watermark detection apparatus in a fifth
embodiment of the present invention;

Fig.46 is a flowchart showing operation of
the digital watermark detection apparatus in the
fifth embodiment of the present invention;

35 Fig.47 is a configuration example of a
synchronization detection unit in the fifth
embodiment of the present invention;



Fig.46 is a flowhart show ng operation of the digital watermark detection
apparatus in the fifth enbodi nent of the present invention; 35 Fig.47 is a
configuration exanple of a synchronization detection unit in the fifth
enbodi nent of the present invention; -15- Fig.48 is a flowhart of operation
of the synchroni zation detection unit in the fifth enbodiment of the
present invention; Fig.49 is a configuratid®exanple of the 5 detection
information extraction unit in the fifth enbodi ment of the present

i nvention; Fig.50 is anothgr cqgnfi.,guratjon exanple _of the detecti
i nformati on extraction uni lgn%ghé 4 f %ﬂ%ﬁggnﬁﬁtQEQEQEQ?PeQ%ngRe

invention; 10 Fisyrxhieniazgbhbngulettd oini exxaupie oh ahet efipbrlal nodul ati on

unit in a sixth %ﬂgﬁgfmgq e i Lan;, Fig.52 is a
configuration ef%np € 0 % ggiSﬁgwﬁﬁéﬁéﬁﬁm$ﬁ¥§ﬁ%%§§Vng apparatus and a
digital 15 watermark det eEided dapgFardaatasnbiguhatienexanpbedefehheof the

present investi futddih S LA ra@WhHardx©fa @Pehat AR tOfi d Nene degital water
is a flowhart of operation %f he dugltal_maternark enbeddi ng apparatus in
a seventh 20 ent53th enf ¢ etbﬁe§5ﬁ:?WReh?V%HFlPPg.54 is a configuration

exanpl e of a conplex pattPBig.geéndrsatarosthuar t conftlgerasviest hexampadi mgEnt of
t he present |nV@%g(HEE5%%1?ﬁeggg&gﬂ%?%%ﬁxé%?gagggqﬁ;ﬁﬁ}%fiﬁhg?GZS conpl ex

pattern generation uni i ment ~ o . resent i nventi on;
Fig.56 is a flovdfdrh embogemantorfoftheerresgntalnwgndrimnk detection

apparatus ipgthe seventh pephodimert Ofcdhei Pregenbnl RUMP D, 080aFi 9. 57 i's
a conflguratlonézﬁ% ééacﬁoéufation unit in a sixth embodiment of
the present invention;

Fig.52 is a configuration example of a
digital watermark embedding apparatus and a digital

15 watermark detection apparatus of the seventh
embodiment of the present invention;

Fig.53 is a flowchart of operation of the
digital water is a flowchart of operation of the
digital watermark embedding apparatus in a seventh

20 embodiment of the present invention;

Fig.54 is a configuration example of a
complex pattern generation unit in the seventh
embodiment of the present invention;

Fig.55 is a flowchart of operation of the

25 complex pattern generation unit in the seventh
embodiment of the present invention; _

Fig.56 is a flowchart of operation of the
digital watermark detection apparatus in the seventh
embodiment of the present invention;

30 Fig.57 is a configuration example of the
detection information extraction unit in the seventh
embodiment of the present invention;

Fig.58 is an example for connecting
synchronization displacement amounts in the seventh

35 embodiment of the present invention;

Fig.59 is a flowchart of operation of the
digital watermark embedding apparatus in the eighth



detection information extraction unit in the seventh enbodi nent of the
present invention; Fig.58 is an exanple for connecting synchronization

di spl acenent anounts in the seventh 35 enbodi nent of the present invention;
Fig.59 is a flowhart of operation of the digital watermark enbeddi ng
apparatus in the eighth -16- enbodi nent of the present invention; Fig.60 is
a configuration exanple of the conplex patlttern generation unit in the

ei ghth enbodi nent of the present invention; 5 Fig.61 is a flowhart of
operation of the conplex pattern generation unit in the eighth enbodi nent
of the present iEmRafingnt FP§. bRei Prasaianpheensioarbedding a plurality of

pi eﬁfﬁ O];m' gforrr?tl]?nt ﬁontFﬂg'O@@![&ts' £ a:torilﬁléuﬂst%w %Ixcain;@ém@f tltaet he

eig enbodi ment o e present inventjon c uration

ol e of the CRGLSH RALEF Al FSBRMEITh Whbhr Jhus e CHEN R ght h

enbodi ment of tkabydisentt i 0febhieomrekerft gifdensianf;l owchart of operation

of the digital maternark ecti r | e _eight d fent of
5 < FELCBY I AR, LR LBe BBl o £ RO

the present Tnvention; 'S an éxa Synchroni zati on
pattern from a @@Q@ﬂﬁﬂcﬂﬁtbGrHZGe@@ﬁ&ﬁkﬂn|mm%helel@bﬁ @Mﬂhﬁment of the

pr esent |nvent@ﬁ$o&iﬁb@@ b§ @h@ogyégggﬁlfﬁwgﬁgmghe of the detection
information extraction unit he ei ghth qfodlnentmg %é;%£resent
invention; 25 Fig.67 is a ?}gmé arts mR1enist € tfon

i nformation extp&ﬁmaﬁntmléflpléhegﬁqﬂninf@mm@ﬂnﬁantawtJdubmwbﬁemh a
| nvention; 4 0. ‘E‘imsehoé’!svf‘sfé’ﬂf{ngﬁ%&' A% RLPL EgREN enB ol iifdn 2L £ PREK

enbeddi ng appar atus and
present 1nventlon;

Fig.63 is a configuration example of the
digital watermark detection apparatus in the eighth
embodiment of the present invention;

15 Fig.64 is a flowchart of operation of the
digital watermark detection apparatus in the eighth
embodiment of the present invention;

Fig.65 is an example for detecting a
synchronization pattern from a desynchronized

20 position in the eigth embodiment of the present
invention;

Fig.66 is a configuration example of the
detection information extraction unit in the eighth
embodiment of the present invention;

25 Fig.67 is a flowchart of operation of the
detection information extraction unit in the eighth
embodiment of the present invention;

Fig.68 shows a configuration example of a
digital watermark embedding apparatus and a digital

30 watermark detection apparatus in a ninth embodiment
of the present invention; and

Fig.69 is a flowchart of operation of the
digital watermark embedding apparatus in the ninth
embodiment of the present invention.

35
Description of reference signs

102 first storage means



30 watermark detection apparatus in a ninth enbodi nent of the present
invention; and Fig.69 is a flowhart of operation of the digital watermark
enbeddi ng apparatus in the ninth enbodi nent of the present invention. 35
Description of reference signs 102 first storage nmeans -17- 103 second
storage neans 100 digital watermark enbeddi ng apparatus 110 conpl ex pattern
generation unit 111 enbeddi ng sequence gedérati on neans, enbedding 5
sequence generation unit 112 array generation nmeans, array generation unit
113 N-1 - dinensional inverse Fourier transformunit 114 enbeddi ng

i nformation di ¥0di S¢ad JUBragRcRLSRISzat i on sequence generation unit 10

116 conpl ex arnay gARAA] ofat8khalk’ eaiferililing sppueac@sgeneration unit
120 array genei?élon ug%t 1306ﬂgdulat|on ans, oral nodul ation unit

te
131 frequency nd°eret HFohS0Ri 815 *F32" WUl 4ti on unit 133 adding unit
134 one-di nensilddaleribedd seg Feoegiencer @esfarat Lont med86 ,natdeddomgunit 140

enbeddi ng Q@ttggadgﬂggi St 001 BRaNS,i tenbedding 20 pattern superinposing
unit 150 first _storage it 160 secon& storage unit 200 digital watermark

det ecti on appatafu@ LAY 3eRehlEiRBaRSars 2 1BF MeYodangtiadd qhedikitt enpor a
denodul ation unpilB N2l pefiméh€ishenaling@esat Fehr 8kt t2ha efmeuhaiton unit

213 conplex pajtgri, confi gt et 2840 Y on dividing unit
115 synchronization sequence generation unit
10 116 complex array generation unit
117 embedding sequence generation unit
120 array generation unit
130 modulation means, temporal modulation unit
131 frequency signal generation unit
15 132 modulation unit
133 adding unit
134 one-dimensional inverse Fourier transform unit
136 modulation unit
140 embedding pattern superimposing means, embedding
20 pattern superimposing unit
150 first storage unit
160 second storage unit
200 digital watermark detection apparatus
202 storage means
25 210 demodulation means, temporal demodulation unit
211 periodic signal generation unit
212 demodulation unit
213 complex pattern configuration unit
214 one-dimensional Fourier transform unit
30 215 signal differentiation unit
216 one-dimensional Fourier transform unit
220 detection information extraction unit
221 detection sequence extraction means, detection
sequence extraction unit
35 222 correlation value calculation means, correlation
value calculation unit
223 maximum value determination unit



214 one-di nensional Fourier transformunit 30 215 signal
unit 216 one-di nensional Fourier transformunit 220 detection information

extraction unit 221 detection sequence extraction neans,

differentiation

detection sequence

extraction unit 35 222 correl ation val ue cal cul ati on nmeans, correl ation

val ue cal culation unit 223 maxi num val ue determ nation unit -18- 224
detection information reconfiguration unitl8225 N-1 - dinensional Fourier
226 conplex correlation value calculation unit 227 absol ute
val ue cal cul at i2(3£

det ecti on appar 4
detection unit Z29 Xebptedidenadidrml SEquehee extarafioxm wnit 10 322

conpl ex corrmzgiémggﬁéggéc@&ygéﬁééngnbglugfégyﬁﬁiégfbxa Hﬁtcalculation

transform unit

unit 324 synchroniz

unit 5 250 pattern storage unit, 300 dj
sdeéﬁﬁttlé?ﬁ‘pd-r“aﬁtoﬁ%?ﬁbﬂalfla FSH“ufﬁiqursaz‘blg

etecti on nmaxl num v

tal .wat ermark

YnERESNi zati on

erm nation unit 325

phase cal cul at %%/ uabPsolgte3yadaiectd bpulatspmatindrt extraction unit 331

detection segquerge
333 maxi num val ue

reconfiguratio

pattern superi npoSi ng uni

t enpor al

e U

Xttaeh artide Pp2ccorrel ation val ue

cal cul ation unit

ste[nlnatlon unit. 334 detection information
i §195padoy aficgiman k v BF rlrRRe ARRIE HgY Bppar at us 510
conpl ex patter B peneempoealuddmodilla ehbrddhtig sequence generation unit 512

conpl ex array gener ﬁgﬁrgghgﬁg%%rgﬁgggégk.ggdﬂ%é&jon uni t

wat er mar

25 530 enbeddi ng

detection apparatus 610

denodwlal i opmphek detection sequence extraction unit

10

15

20

25

30

35

322
323
324

complex correlation value calculation unit

absolute value calculation unit

synchronization detection maximum value

determination unit

325
330
331
332
333
334
500
510
511
512
520
530
600
610
620

630

631
632
633
634
700
710
720
730

phase calculation unit

detection information extraction unit
detection sequence extraction unit
correlation value calculation unit
maximum value determination unit
detection information reconfiguration
digital watermark embedding apparatus
complex pattern generation unit
embedding sequence generation unit
complex array generation unit
temporal modulation unit

embedding pattern superimposing unit
digital watermark detection apparatus
temporal demodulation unit
synchronization detection unit
detection information extraction unit
detection sequence extraction unit
correlation value calculation unit
maximum value determination unit

unit

detection information reconfiguration unit

digital watermark detection apparatus
embedded signal dividing unit

synchronization temporal demodulation unit

synchronization detection unit



620 synchroni zation detection unit 630 detection information extraction unit
30 631 detection sequence extraction unit 632 correlation value cal culation
unit 633 maxi num val ue determnation unit 634 detection information
reconfiguration unit 700 digital watermark detection apparatus 35 710
enbedded signal dividing unit 720 synchroni zati on tenporal denodul ation unit
730 synchroni zati on detection unit -19- 7489ynchroni zed signal dividing
unit 750 tenporal denodul ation unit 760 detection information extraction
unit 761 detec i%n sequence, extracti on unk%é%,?GZ correl ati on val ue

cal cul ation uni ¢ 4076¥ MhFTAI GéIaétlert % WALt 764 detection
informati on re-g60f itgupaddoh dembdul@tidei entiton i nformati on connecting unit

800 digital waterpmark . enheddin r.at, €Q pattern generation
unit 820 enbedd?ggaé%ﬁégﬁ%%@pg??§%%§?£§ﬁﬂ§¥%é%é%lBgEQSéiénbedding si gnal

transformunit 7840 detisaidieein stgauknicevendaracthsfioumitinit 850 first

storage unitg 1579294 do,edned] ot e 59 MR! &% RaliLf Non 9dd1@nbeddi ng i nformati on
912 before-enbedding signal 9 nbeddi ng sequence 914 detection

i nf or mati on 207§§7m§%ﬁﬂﬂ%wﬁﬁi$?gﬁe§€&@%ﬂﬁ¥l@@lu%ﬁﬁedding conpl ex pattern
923 enbedded si geal dGkdeiest infoenaplion padtesmfightdtdeireaindh sequence
25 1114 correl abigan yals 1t ; §85 865 A0 WM S AL h8Y unit
800 digital watermark embedding apparatus
10 810 complex pattern generation unit
820 embedding pattern superimposing unit
830 before-embedding signal transform unit
840 embedded signal inverse transform unit
850 first storage unit
15 904 intermediate complex pattern
911 embedding information
912 before-embedding signal
913 embedding sequence
914 detection information
20 917 synchroniZation sequence
921 embedding complex pattern
923 embedded signal
961 detection complex pattern
1113 detection sequence
25 1114 correlation value
1115 detection complex array
1116 complex correlation value
1117 absolute value
1118 detection complex number sequence
30 1501 detection complex pattern
1502 synchronization displacement amount
1511 detection complex sequence
1512 complex correlation value
1513 absolute value
35 1521 detection sequence
1522 correlation value
3111 embedding information



1116 conpl ex correlation value 1117 absolute value 1118 detection conpl ex
nunmber sequence 30 1501 detection conplex pattern 1502 synchroni zation

di spl acenent anount 1511 detection conpl ex sequence 1512 conpl ex
correlation value 1513 absolute value 35 1521 detection sequence 1522
correlation value 3111 enbedding information -20- 3112 before-enbeddi ng
signal 3113 enbedded signal 3114 detectidf-informati on 3121 enbeddi ng
conplex pattern 5 3122 enbedding pattern 3161 detection conplex pattern
3162 synchroni zation di spl acenent anount 3213 enbeddi ng sequence 3313
detecti on sequéhéé PeForFrrRReddingi §4%%a@&lue 3613 detection sequence 3314
correlation vaBue3 3ambzdiRiecéignasequence 3614 correlation value 15 3615

partial detecti i nf ormati on , 3812 det.ection information 3813
synchronizatiohggéngégggiﬁ?%rhn %§T3%§§thronization di spl acenent anount
3815 det ecti on3tdipleabguatirng nc@pd8k6ppdttsral enbedded signal 3817

synchroni zed pafbbal $Hng 4924+ £xReddi ng conpl ex pattern 4022 transformed
before-enbeddi%? si%nal 40ﬁ§gb€%oregpnverse transform enbedded signal 25
3161 detection complex pattern

3162 synchronization displacement amount
3213 embedding sequence
3313 detection sequence
10 3314 correlation value
3613 detection sequence
3314 correlation value
3613 detection sequence
3614 correlation value
15 3615 partial detection information
3812 detection information
3813 synchronization complex pattern
3814 synchronization displacement amount
3815 detection complex pattern
20 3816 partial embedded signal
3817 synchronized partial signal
4021 embedding complex pattern
4022 transformed before-embedding signal
4023 before inverse transform embedded signal
25
PREFERRED EMBODIMENTS FOR CARRYING OUT THE INVENTION
First, an outline of embodiments of the

present invention is described. Fig.lA is a
flowchart showing an outline of a digital watermark
30 embedding method in an embodiment of the present
invention.
The digital watermark embedding method is
a digital watermark embedding method for embedding
embedding information, as digital watermark, into an
35 input signal having dimensions equal to or greater
than N (N is an integer equal to or greater than 2)
such that it is imperceptible to human senses in a



PREFERRED EMBODI MENTS FOR CARRYI NG OUT THE I NVENTION First, an outline of
enbodi nents of the present invention is described. Fig.lAis a flowhart
showing an outline of a digital watermark 30 enbeddi ng nmethod in an

enbodi mrent of the present invention. The digital watermark enbeddi ng net hod
is a digital watermark enbeddi ng nethod for enbedding enbedding
information, as digital watermark, into a®2B5 input signal having di nensions
equal to or greater than N (Nis an integer equal to or greater than 2)
such that it is inperceptible to human senses in a -21- digital waternmark
enbeddi ng appardt @stahcadierga niriter ddiseqaemes afeter bR ¢ budiBans, array

gener ati on meansmpdBdihat isQUUEBRIES . gShOF 8¢ oRERRUNs Akl £8heddi ng pattern
superi nposi ng neans. This 5 et hod |$kiudes an enbeddlng seqguence

generation st cFREFRbIeN MEART c QR *hbBRAMEG NSerquehne agﬁeﬁ@?&‘ﬁ'on means
generates an erdredldempeddduen et tasedsopet hmpestieddinmgansf or Thtiison to store
it in firs st array 1.0 t i.n which
the array géne %ﬁgﬁdggﬁgu%%era%ﬁse%gﬁé?’ % %lﬁeg}céezaf@ ??er?nbased on

t he enbeddi ng SeRpefd&epn l héﬂﬁwhﬁcktbhag@mbﬁﬁ@#nqi$ﬁmu¢aﬁﬁon step (step

3) in which th éW@'Hé@‘ibﬁ”m’é%fi%S ates anp%ﬁdaaad:lﬁg ggélqua%%r ding to a
val ue on 15 tg? % nS| na atter generate a i mensi onal
enmbeddi ng patt %?%.dog Ngeth 8r§F Féﬁb1H%aﬁ§°r§nataﬁqenbedd|ng

pattern superifipost ngtstrege( siensl) am abiraly e eadtessh ngtepat(tse;retp
Super! MPOSIBY "ERNe, CBhELA® e V.40, dLAEOSLONA! Aheddiagepatiern stor ed

in the second °storage neans 0se 't on the
i nput signal sdN-ab todembe@nqnaﬂagpuxars haBEGMmhaﬂﬂNsh@mbﬁgdangoutI|ne of

a digital waterdmgkeslebeshi @hd aihatk | §:8Page means, a modulation
step (step 3) in which the modulation means
modulates a periodic signal according to a value on

15 the N-1 - dimensional pattern to generate a N -
dimensional embedding pattern and store it in a
second storage means, and an embedding pattern
superimposing step (step 4) in which the embedding
pattern superimposing means obtains the N -

20 dimensional embedding pattern stored in the second
storage means to superimpose the embedding pattern
on the input signal so as to embed it.

Fig.1B is a flowchart showing an outline
of a digital watermark detection method in an

25 embodiment of the present invention. The digital
watermark detection method is a digital watermark
detection method for detecting digital watermark
that is embedded into an input signal having
dimensions equal to or greater than N such that it

30 is imperceptible to human senses in a digital
watermark detection apparatus including demodulation
means, detection sequence extraction means,
correlation value calculation means, and storage
means.

35 This method includes: a demodulation step
(step 11) in which the demodulation means measures a
component of a predetermined periodic signal in a
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25 enbodi nent of the present invention. The digital watermark detection
nethod is a digital watermark detection nmethod for detecting digital
watermark that is enbedded into an input signal having dinensions equal to
or greater than N such that it 30 is inperceptible to human senses in a
digital watermark detection apparatus including denodul ati on neans,
detection sequence extraction neans, cort&-ation value cal cul ati on neans,
and storage neans. 35 This nmethod includes: a denpbdul ation step (step 11)
in which the denodul ati on neans neasures a conponent of a predeterm ned
periodi ¢ signaldireation- ofi pegiimansion dnnthei dmout thkgnaputosignal to
obtain a N-1 - ghitensi gnRl1pat il@nbn i Sieh ECHhR e rFCAUEEELL EXEEBRLT ON St ep
(step 12) in which the detectian seqyenc? extggéthn ans oghalns abs
detection sequétiRBIFIOM GEFEASTIOT RERR 1 (STEPnERd] dﬁ’aln"ﬁb]a‘?}ﬂe € 0 store the
det ecti on sequeleteecthont seage noearesy t vadt Aonomealnat icbt ybhsiea cal cul ati on

step (step §3% géﬁ%@%ﬁ?ntggq%%%rceé ?f&p nghgg %‘5@ q:q.JeatI\i_oP neans detects the

enbedded di gi ' at er mark based on a Size of "a correlation value
bet ween t he detdkidi¢dicrglenedtSioy db i ptohe Sher dpteaivbor apdushcenbeddi ng

sequence. Fig. 2 Ss@oHhga" ABRLSROWAHH SENeTRELE atq @ ivgradi ons of a digital
wat er mar k enbeddi n 15_agparatus and a gigltal wat er mark detectign
apparatus in aﬁ%ﬂéﬁ%ﬁﬁ%ﬂ §tePnd SR eht) i hiebi6R thACAFEEL AT 1R er mar k

enbeddi ng apparatluse odltheapiesemnieaibodetedtsi $he dnjéddedatiegirak
erbedd 19 #pPelYEAGEL BLaBHR S STUSUP 99, R I gRays 901 (1
N (N is an intmfereequbhet degecfriadt eseqhance) sdgated thatthe psorage
i mper cepti bl et MBI §eRBC e mYdH {4t NFequence.
Fig.2 is a diagram showing schematic
configurations of a digital watermark embedding
15 apparatus and a digital watermark detection
apparatus in an embodiment of the present invention.
The digital watermark embedding apparatus
of the present embodiment is a digital watermark
embedding apparatus 100 for embedding embedding
20 information, as digital watermark, into an input
signal having dimensions equal to or greater than N
(N is an integer equal to or greater than 2) such
that it is imperceptible to human senses, including:
embedding sequence generation means 111 configured
25 to generate an embedding sequence based on the
" embedding information to store it in first storage
means 102; array generation means 112 configured to
generate a N-1 - dimensional pattern based on the
embedding sequence in the first storage means 102;
30 modulation means 130 configured to modulate a
periodic signal according to a value on the N-1 -
dimensional pattern to generate a N - dimensional
embedding pattern and store it in second storage
means 103; and embedding pattern superimposing means
35 140 configured to obtain the N - dimensional
embedding pattern stored in the second storage means
103 to superimpose the embedding pattern on the



enbeddi ng sequence generation neans 111 configured 25 to generate an
enbeddi ng sequence based on the enbedding information to store it in first
storage neans 102; array generation neans 112 configured to generate a N-1
- dinensional pattern based on the enbedding sequence in the first storage
means 102; 30 nodul ati on neans 130 configured to nodul ate a periodic signal
according to a value on the N-1 - dinensieadl pattern to generate a N -

di mensi onal enbedding pattern and store it in second storage neans 1083;
and enbeddi ng pattern superinposing neans 35 140 configured to obtain the N
- di nensional énbuddisignsat tee nast bpe@mbed hiet second storage neans 103 to

superinpose the enbeddi ng 1 tgf§i0A1t RAtAInat PPYLt8LERRN PS4 O, 8Mbed
it. The digital watermark detection apparatus of, the present "enbodi nent is

a digital waterférkPeA&EI§Vh GPPAFAMGI 20 idrdyet edi HGtGTHaAEF 5

wat ermark that dstechdddechppd Patlsi RPOL fBrYrPdtedByhggddigiasi ons equal to
or greater than N %UChrtrhtaét'is iggg@ﬁﬁfti Ig éo huna% senses, including:
derodul at i o medRE2TE ébn gur%a t8 Sir & coﬂpbﬂgﬁt 5t A%t edet er ni ned
peri odi c signal heniagl@idiemtiona efiualditwernsi oyréatehnethaputN ssuekal to
obtain a N-1 - digengi:o - ’ tectd u Xt rs .05 eans 221
configured to og?g?nag qg%f@@é%gﬁgggggéﬁéék?pgﬁﬁgglﬁggggg'tﬁgﬁ%iqﬁ%ﬂs'

di nensi onal pat E8PRAYG afiKe RN et éOt ICOR ISRt et 25MPASTS Ryje neans 202

and correl ati oncygabe@ental il &t h pedaeakmiAdd uigaiedstigndat eicd 4 he
enbedded ngjta . r.mar k fa%egﬁgn a.size of, _,a corrglation val ue bet ween
e

l, . wat
t he detection séaESHE 5% ?HSlEPbﬁébéﬂH%ah%PE OséﬁE%%1 %bedding 20
sequence. | n thebtealinow My;1 enbdiinepstionsfl (et tpresedetiemtamni on are

described in detahl,eWdd extraction means 221 configured to obtain a
detection sequence from values of the N-1 -
dimensional pattern to store the detection sequence

15 1in storage means 202; and correlation value
calculation means 222 configured to detect the
embedded digital watermark based on a size of a
correlation value between the detection sequence
stored in the storage means 250 and an embedding

20 sequence.

In the following, embodiments of the
present invention are described in detail with
reference to figures.

In the following, first, basic concept

25 that is a principle of the present invention and the
examples are described, and after that, concrete
embodiments of the digital watermark embedding
apparatus, the digital watermark detection apparatus
and the methods are described.

30 [Basic concept]

First, a basic concept that is a principle
of the present embodiment is shown in the following.

(1) Digital watermarking model based on
complex correlation:

35 In the following, correlation using type
digital watermarking that uses a complex number
sequence is shown.
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reference to figures. In the following, first, basic concept 25 that is a
principle of the present invention and the exanples are described, and
after that, concrete enbodinments of the digital waternmark enbeddi ng
apparatus, the digital watermark detection apparatus and the methods are
described. 30 [Basic concept] First, a basic concept that is a principle of
the present enbodinent is shown in the foldpgwing. (1) D gital watermarking
nodel based on conplex correlation: 35 In the follow ng, correlation using
type digital watermarking that uses a conplex nunmber sequence is shown.
-24- By the may, it is neBgl ehe twawayit hat nepdiesssitng sagotthhéxanunber in

t he present i n_i f.ol mnth a
t wo- di nensi onal %ﬁgiﬁggihg QOR qégﬁégﬂﬁﬁgg Eﬁbg§%|§S¥JA Srgnal sequence i
that is a sumSﬂﬁciiﬂcéﬁbéddﬂﬁgthﬁiﬁplﬂ@W¥ag ﬂ@@ehﬁun@p%@qa@nWénneue

defined as f ol lOWyoldifbnbiohdl vectod)ak Llshhe diHAMIYVEI. ., W)EQ (2)
10 In the definitions, s, a set of e, whol e conplex nunbers, and wis a

0
pseudo- r anddm number sequEWP@dgﬂnqanzév%+%@% OseﬂHeQﬁﬁédHéﬁh§Fgﬁ§Iasequence
i' is obtained sulyjembefldrngmveidding .aidd &' énth@D watexrhapk) Consi dering

i in which th%&#ﬁ?ﬁ eof grelﬁéylgééxggyfgflg#g desynchroni zati on,

i=i'e)A9 (4) einj is the |nag|nary uni ‘A correl ation val ue
between i" and wisi={ii,1iz,..,ir} EC* (1)
W={wllw21---lWL}EC (2)

10 In the definitions, C is a set of the whole complex
numbers, and w is a pseudo-random number sequence of
an average 0.
An embedded signal sequence i’ is obtained
by embedding w into 1i.
15 i’=i+w (3)
Detection) Considering i” in which the
phase of i’ is shifted by A8 due to
desynchronization,

i" = j'e /A0 (4)

20 wherein j is the imaginary unit.

A correlation value between i” and w is
calculated using the following equation to detect
digital watermark,

p=1i”-w* (5)

25 wherein “w*” is a number sequence including
conjugate complex numbers of each element of w, “+”
indicates inner product calculation in which the
sequence is regarded as a vector. By the way, such
correlation calculation between complex number

30 sequences is called complex correlation.



cal cul ated using the follow ng equation to detect digital watermark, p=i"w*
(5 25 wherein "w" is a nunber sequence including conjugate conpl ex
nunbers of each element of w, " " indicates inner product calculation in
whi ch the sequence is regarded as a vector. By the way, such correlation
cal cul ati on between conpl ex nunber 30 sequences is called conpl ex
correlation. -25- P=i"w (6) = (i+w)eJAB25% =e3AB(iw +WV¥) L L =eJA9

| di kwk* +Ewkwk* k=1 1 k=1 L L 2 =eJ06 Ei kwk +EIwkl k=1 k=1 In the equation,
"WK" indicates a conjugate conplex nunber of Wk. Wien i and w are

i ndependent and when L is 5 sufficiently large, an expected val ue of Ei kWk
is 0, and L JQ=f=ul Ik 12 eJe9 (7) k=1 therefore, Def@g¢tion becones
avai l abl e irrespective 10 of the phase shift anpbunt 06 by obtaining an
enbeddi ng val ue ij hemdap* absol ute value of p beconmes nmaxi mum That is,
det ection becones " pgssible w,thout synchronization. The phase shift anount
AG can be 15 cal=ce8tien bw-@b} ai ni ng the argunent of p. Follow ng two

sel ection nethods canshe considered {or VK.

* *
= e]AG Zikwk +z Wi Wi

\ k=1 k=1

(L , & )
=eJAg Zikwk +Z|wk|
\ k=1 k=1

In the equation, “w*y” indicates a conjugate complex
number of wg.
When i and w are independent and when L is

5 sufficiently large, an expected value of Xiyw*y is 0,
and

L
r[zlwkf]eﬂ“ (7
k=1

therefore,
Detection becomes available irrespective
10 of the phase shift amount A0 by obtaining an
embedding value by which an absolute value of p
becomes maximum. That is, detection becomes
possible without synchronization.
The phase shift amount A® can be
15 calculated by obtaining the argument of p.
Following two selection methods can be
considered for wg.
1) For example, a case in which it is
selected only from real numbers such as selecting a
20 value from among {+1,-1}.
2)For example, a case in which it is
selected such that it is distributed over the
complex number space such as selecting a value from
among following complex numbers.



1) For exanple, a case in which it is selected only fromreal nunbers such
as selecting a 20 value fromanong {+1,-1}. 2)For exanple, a case in which
it is selected such that it is distributed over the conplex nunber space
such as selecting a value fromanong foll ow ng conpl ex nunbers. -26- } -/2
p,11 / 2 In the case of 1), the phases of watermark pattern conponents w on
t he enbedded signal sequence ' are aligdéd. In the case of 2), the phases
are 5 dispersed. In either case, the expected value of Fi kWk becones 0 so
that detection of digital waternmark becones possible. But, under a
condition in which dispersion of VW is equalized to align energy of the
digital watermark conpgn ¥.qu§? 1) 10 and 2) are conpared, dispersion of
| Ei kWKl in 2) becones simalder 7/ This neans that effect of noise conmponent
provi ded by the signal sequence i of the enbedding subject to the val ue of
p becones small, so thatInetleet caneofhilgherthel phbskist pfhecormesmdbk

possible- (2) Tewmenal eyfsliantayl op uieasssanieqdbdihaly RUSILRLEI N0 bY

tenporal direction singl, equency enb an_éexa igrta
wat ermarking i &' 20emdldione@. phadBethe SHse @if by) ACthHge ph@ses are

gesynchr Oniszat h@@pe@{},e@é.awpif_ &9t hBer fﬁ%réé,”%:bh@”gﬂﬁtéhﬂﬁldt eraa!l.tﬁ%c ngf e |
requency in tenpora irection i s, shown. re particylarly, for exanple,
an exanpl e ZSZFBV*mﬁﬁH%ﬂ?%gbaSEOFSPéx%gﬂHﬁE?l%gtPgrHlI%ﬂgis confi gured

in the spati al wditeettardn dcohesvpdes itk . ertbeddi agdetr antcwrad St hghe
frequency in ai%eW%¥€H dfgégggigg %% SP%?W'is equalized to align
energy of the digital watermark components, when 1)
10 and 2) are compared, dispersion of | Ziyw*x| in 2)
becomes smaller. This means that effect of noise
component provided by the signal sequence i of the
embedding subject to the value of p becomes small,
so that detection of higher reliability becomes
15 possible.

(2) Temporal synchronization unnecessary
digital watermarking by temporal direction single
frequency embedding:

As an example of digital watermarking in

20 which the phase is shifted by A6 due to
desynchronization, an example for performing
embedding to a single frequency in temporal
direction is shown.

More particularly, for example, an example

25 for modulating a complex number pattern that is
configured in the spatial direction of the video and
embedding it into a single frequency in a temporal
direction is shown.

Embedding) N-1 - dimensional complex pattern

30 P(x) is embedded into a N - dimensional signal
sequence, wherein X is a vector representing a
position in a N-1 - dimensional space as follows.

X= (X1, X2/ wy XN-1) (8)

N-th dimension is regarded as a time axis,

35 and a periodic complex function f(t) is prepared.
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Enbeddi ng) N-1 - dinensional conplex pattern 30 P(x) is enbedded into a N -
di mensi onal signal sequence, wherein x is a vector representing a position
ina N1- dinmensional space as follows. x-(xlr x2ir xN-1) (8) N-th
dinmension is regarded as a tinme axis, 35 and a periodic conplex function
f(t) is prepared. -27- For exanple, f(t)e'n (9) =cos nm+j sin V)t wherein
J] is the imaginary unit, mis angular vel@@rty representing the period of
f(t). 5 N - dinensional real nunber signal Wx,t) 1is obtained in which the
real part and the imaginary part of P(x) are AM nodul ated and conbi ned by
the real part Bnd ex@mmesy nary part of f(t) respectively as follows,
WX, t) = 9t[P(x)]cos au + Z[P(x)]sin w (1 0) =91[P(x)x f*(t)] 10 = +(x)e
Jw | wherein f*(t) is a conplex function for obtaining a conjugate conplex
nunber of f(t). Fig.3 shBhs ¢an exanmpl e of Wx,t) when N=29)In the figure,
the thick lines indicate theoswhysmarl5 of W(x,t) which is represented as a
periodic signal, in thet axis direction, in which the phase is shifted for
each position x. By such nodul ati on, phase and anplitude of f(t) are

nodul at ed by anwhegedent] arsd tare abmebihe r30 waltue of iheamgupbhex nunber

val ue of P(Xx). [ : h At npﬁﬁg [ ject signal I(x,t)
to obtain an engééggg%§?5%%fg%%ﬁ%i??)QE%'(X,Sﬁgf?g,f$gg(x,t) 11) 25

Det ecti on) Gonsidering a 3 ghalimepRipnailn ragh dHmbek, 63 9ne sy (Xl by At

due to is obtained in which the real part and the imaginary

part of P(x) are AM modulated and combined by the
real part and the imaginary part of f(t)
respectively as follows,

W (x.t) = R[P(x)]cos ot + I[P(x)]sin ot (10)
= R[PG)x f*®)]
= —Jjo
10 = ‘Rl_P(x)e ]
wherein f*(t) is a complex function for obtaining a
conjugate complex number of f(t).
Fig.3 shows an example of W(x,t) when N=2.
In the figure, the thick lines indicate the values
15 of w(x,t) which is represented as a periodic signal,
in the t axis direction, in which the phase is
shifted for each position x.
By such modulation, phase and amplitude of
f(t) are modulated by an argument and an absolute
20 value of the complex number value of P(x).
By embedding W(x,t) into an embedding
subject signal I(x,t) to obtain an embedded signal
I’ (x,t).
I (x,t)=I(x,t)+W(x,t) (11)
25 Detection) Considering a signal I”(x,t) in
which I’ (x,t) is shifted by At due to
desynchronization.
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desynchroni zation. -28- 1"(x, t) =1"(x, t+At) (1 2) =1(x, t + At) + WX,

t + At) =I(x,t+At)+Sn[nx)e J1(t+a) | For exanple, considering a video signal
and the |ike, the amount of desynchronization in the tenporal direction
becomes constant nornmally even 5 though positions in the space are different
when re- taking by a video canera or analog transformation is perforned.
(When tenporal direction desynchronizatiopgshich is different in each
spatial position is added as an attack to digital watermark, 10 since inmage
quality is remarkably deteriorated so that the value as video content is
damaged, the desynchronization cannot be done as an attack) Therefore, it
can be considered that jheanpuni, Ay of desynchronization is copgtent
irrespective of the 15 position x as nmentioned above. In addition, for
exanpl e, considering an i madér s+ y0all (xwhied)only transl ation of the inmage is
added, al though the position x of h%d% erat+asdi rection of the image signal
is different, the 20 anDunt=$?“f?éﬁ§1 6%ﬁjatplied in the | ongitudinal
direction becomes constant. Also in this case, it can be considered that
the amount At of desynchrporzekiamplid) tdensdigring aalvidieecsignaft

direction) is cQns t iyrespective of the position,25 x jn the |ateral
di rection. Now, Wé;ghﬁl%hﬁég ?h?eéPa%Qﬁl?g éééygﬁPgﬁ&%%%ﬁl%%nﬁau?§Fing
|"(x,t), providée¢nmperal s¢creohiob begomgsT ¢gnahaniit egrala iy tépeér of the

Pﬁrifd Ognigé)?%H@hgﬂtﬂosiggbngxih TntOlsdadd abd Bifrddlit (dhdh re- PT
(zr)e taking by a video camera or analog transformation is

performed. (When temporal direction
desynchronization which is different in each spatial
position is added as an attack to digital watermark,
10 since image quality is remarkably deteriorated so
that the value as video content is damaged, the
desynchronization cannot be done as an attack)
Therefore, it can be considered that the amount At
of desynchronization is constant irrespective of the
15 position x as mentioned above.

In addition, for example, considering an
image signal, when only translation of the image is
added, although the position x of the lateral
direction of the image signal is different, the

20 amount of translation applied in the longitudinal
direction becomes constant. Also in this case, it
can be considered that the amount At of
desynchronization in the longitudinal direction (t
direction) is constant irrespective of the position

25 x in the lateral direction.

Now, the following integration is
calculated for demodulating I”(x,t), provided in a
section 0=t=T (T is an integral multiple of the
period of f(t)), by f(t).
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t I(xr+At)e Jnr + kx)e IJnm(r+MJ e JInrdr = N(x, At)+ T8IWAt 1 2 P(x) In the
equation, rT N(x,At)=JOI(x,r+At)e Jnrdr and the following relationship is
used. 5 rT 91[a+ jb)e Jm(r+er) le-Jnrdr (14) ro T [a Jmr+Al) teJw(r+M)
e-Jn(r+dt) _elm(r+et) . e-Jnrdr a 2 +b 21 - ~T a B Jm(2r+At) +elmAt +b
e-Jnm(2r+At) _e30At dr 2 2] Jnmet'Tabj -e 2-2dr TBImAt 2 (a+ jb) Thus,
| OT 9t[P(x)e Jm(s+Ae) | l1le Jnrdr=Te2 P(x)-23-5) "At By the way, in this
exanpl e, although an 10 exanple is described for a case in which the signal

|"(x,t) is obtained as a continuous signal, also when the signal ["(x,t) is
obtained as a discrete signay, siml ar)dgr ocessing is avail able using -30-
product - sum oper ation i @xkad Ginyd§rari on. That is, 4a+ jblBIn(r+et)1 a

jmm (1 6) r=0O=e,mMAt Ya_ b r*02 2 Tej & (a+ A

T
= L I"(x,1)e /% dr

T
= L Ix, T+ Ae™7?"

+ ‘.R[P( e~ Jo(T+Af) ] 1% g

2

=N AD+ P(x)

In the equation,
T o L4
N(x, A = L IGt+ANe 7% dr

and the following relationship is used.

.LT m[(a + jh)e IO+ ]e" T dr (14)

b ~1etd
5 + 2 e T

J;)T ae—jo)(r+At) +ejm(r+At) e—jo)(r+At) _ejm(1'+At)

T o Jo2t+Al) +e JoAt e JoQ2r+Al) _ e JoAt
=£)a +b dr
2 2j
LN A .
2 25
Tel M
=22 5 (a+ jb)
Thus,
T ]mAt
j;) m[P(x)e_’ m(”A’)]e"Jm dr = Te P(x) (15)

By the way, in this example, although an
10 example is described for a case in which the signal
I”7(x,t) is obtained as a continuous signal, also
when the signal I”(x,t) is obtained as a discrete
signal, similar processing is available using



2 5 thus, +(x)e IJm(r+At) Je-Jmr = Te 2 P(x) (1 7) r-0J T-1 Qx) = 2:
I"(x, O& * (r) (18) T-0 T-1 =F, I'(x,r)e dJnmr r=0

=~ (x, r+a#)e-1nr+8t ~P(x)e Jf(r+er)le jnr r-0 1 N(x,Ar)+Ted P(x) 2 T1 N(X,
At) 1. AX, r+At)e-Jnmr r=0 In the case when linear transform Trans 10 and
reverse transform Trans-' are defined between the watermark sequence W {
W,..., W} E=-CL and P (x) , when enbedd0ng digital watermark, P(x) is
generated by P(x)=Trans(w) (19) and, when detecting digital waternmark, 15
W =Trans-1(Qx)) (20) -31- is calculated so that T ad" w=n+ 2 w (21) is
obt ai ned, wher BERIRSEEL 19RE X2t APY) ingd eachrpf ekNbEIKRAESN ¢ r ansf or m

Tr ans, for 5 exawplig, it may be a transformfor sinply arranging each
value of won the N1 - dinensional space sequentially, or it may be a
transformfor perform ng orthogonal transform such as inverse Fourier

transformand the i ke after arrgnging each 10 value of won the N1 -
di mensi onal spaceZg gmgg)tekm(fW)e]e-er (16)
r-1
= gJOA! a_b
2 2j
ijt
= (a+jb)
5 thus,
-1 pJOM
[P(x)e ]tD(f+Al)] -jor _ ?_’T_ P(x) (17)
-1
0 =Y ") f* () (18)
=0
T
= ZI "(x,7)e "
r=0
T-1
=z I(x, 7+ Af) e )2t +91[P(x) e~1m(r+At)] g Jor
=0
Joht
= N(x A+ Te P(x)
71
N(x,AD = ZI(x.r+At)e'J""
‘t=0

In the case when linear transform Trans
10 and reverse transform Trans ' are defined between
the watermark sequence w{wiy,..,w,}EC' and P(x), when
embedding digital watermark, P(x) is generated by
P(x)=Trans (w) (19)
and, when detecting digital watermark,

15 w/=Trans™?(Q(x)) (20)



By cal cul ating conpl ex correlation by applying argunents of preceding

paragraphs, digital watermark detection and cal cul ation of the anmount At 15

of desynchronization are available fromthe follow ng equation. P=w 'w*
Tejo =(n+ 2 ww (22) 2 E142 eJmx k-] (3)Detection by difference
(differentiation) correlation 20 In the above-nentioned detection schene,
i nstead of the calculation for obtaining @), denodulation may be

performed using f(t) based on

|"(x,t). That

is, when the signal is discrete, and 25 assum ng

A (x, 1) =1"(x, BE)cateulated. 350 £haty x) =EAI" (x,r)f *(r) r-0 T-1

=E{r(x,r+1)-1(x,r)}f

(2 3) 2 (NI(x,At)-No (X, M7./P8 aer J 2 P(xXelm1) |In the uation
NO( X, At) =El (X, r +At) e- J'W =K I (x,r+At)e-Jnmr s=o r=1 ahd Ilnce eim-1
5 is known, simlar detectlon s available. In addition, for exanple,

the signal is Csoncgdé‘?#’ﬂféd S\ug'er% dq{@ﬂég@-ﬂﬁq @}ylahltqgl_e by simlar

cal cul ati on usi'ng

5

10

15

20

25

er ent
As examples of linear transform Trans, for

example, it may be a transform for simply arranging
each value of w on the N-1 - dimensional space
sequentially, or it may be a transform for
performing orthogonal transform such as inverse
Fourier transform and the like after arranging each
value of w on the N-1 - dimensional space
sequentially.

By calculating complex correlation by
applying arguments of preceding paragraphs, digital
watermark detection and calculation of the amount At
of desynchronization are available from the
following equation.

) -o* (22)

(3)Detection by difference
(differentiation) correlation

In the above-mentioned detection scheme,
instead of the calculation for obtaining Q(x),
demodulation may be performed using f(t) based on
the difference or the differentiation of I"(x,t).

That is, when the signal is discrete, and

assuming AI” (x,1)=I"(x,1+1)-1"(x,1),

the difference or the differentiati on of

*(r) try 1P(X)-( N (x, At)+Tef 2 +11 No(x, At)+Tf2 P(x)~

T-1 T
when



S ————

dt'(x, r) 10 dr For exanple, when considering a video signal and the |ike,
it is known that correlation between franmes of the signal is large. Since
the shorter the tine interval between two frames is, the 15 higher
correlation between the franes is, when difference between frames is
cal cul ated as nmentioned above, original imge conponents are |argely
cancel ed by equal to or greater than the agpunt of cancellation by the
periodic signal, and an absolute 20 val ue of the term N1(x, At)-No(x, At)
becones very snall, so that there is an advantage that energy of digital
waternmark rel atively increases and detection becomes easy. -33- (4)

Tenpor al synchron ig on gg ngsary digital watermark when using arbitrary
peri odi c S|gnaIQx AI % is considered in which 5 arbitrary function
f(t) is used as a perﬂodlc signal and digital waternmark i s enbedded by
changing the phase ®f the function. In this exanple, it is assumed that
f(t) is areal funct OMKnEmbeﬂm&fﬁn*oa N - di nensional real nunmber 10 signal
WX, t) in which anplfjude and phase of f(t) are nodulated by the absolute

value and the argunepnt of P( x()“& |ned q%Atex

o aroil huans R ey el o et
signal I(x,t) that ¥s an enbeddi ng ject an enbedded signal 1'(x,t) is
obtai ned. 20 I'(x, t_)(Nll((,At)t )N(}/(\g'm)zTe(’ b(aXe’® 1)

In the equation,

-1
No(o A=) Gt +ANe™o, Ny(nAf)= ZI(x,‘r+At)e s
=0

and since
el? -1

is known, similar detection is available.

In addition, for example, when the signal
is continuous, similar detection is available by
similar calculation using differentiation

dr'(x, r)

10 dz

For example, when considering a video
signal and the like, it is known that correlation
between frames of the signal is large. Since the
shorter the time interval between two frames is, the

15 higher correlation between the frames is, when
difference between frames is calculated as mentioned
above, original image components are largely
canceled by equal to or greater than the amount of
cancellation by the periodic signal, and an absolute

20 value of the term Nj(x,At)-Ngo(x,At) becomes very
small, so that there is an advantage that energy of
digital watermark relatively increases and detection
becomes easy.



Detection) Considering a signal I"(x,t) in which I'(x,t) is shifted by At
due to desynchronization. I"(x,t)=l"(x,t+At) (26) 25 =I(x,t+At)+Wx,t+At)
=l (x, t+At) +I P(x) I f(t+At +s(x)) For I"(x,t) provided in a section 05t 5 T,
following integration is calculated for perform ng denodulation using f(t)
and f(t-n/4) in which phase 30 of f(t) is displaced by n/4. -34- QW

L' (X, r)){f (r)+lf(r- 4) r = 10T I (X, r+At)£BBr)+f (r-4)} +IP(x)I f (r+At+s(x)){
f (r)+ 1/ (r -4) }dr (27) =N(x,At)+I P(x)l bT{f(r+At+s(x))f(r)+
f(r+At+s(x))f(r-4)}dr In this equation, 1111 N(x, At) = ~ri(x, r+At)i f
(r)+ Jf(r- 4)}dr This |nt(edg)raT?IéﬁOééllcﬁlﬁ@tql"tﬁPn%Z%thpnaﬂfﬁ’@c@%Iﬁtul ation

for obtaining gugeeanrelatd@iapk Fhkn udithd CHJ}M%BQr?eP%QSQ:!Hﬁé' on can be
obt ai ned assunlnga hat an autocorrelation function o (t) is g(t) f(r +

At + s(x))f(r)dr923g¢At + s(x)) (28) AT 7f f(r+At+s(x)) r-4 dr=g At +s(x+7W
| 4 (2 9) 10 Now, assumNext, hdxcAsp=dEAtcts(sddedgdAinstt)ith | (3 0)

Q) =N, Aty 1 BERNERCE D Bl 3 (@90 3Gtk 07 depol b AL £d gy per form

digital waternar tion siml o'th or e- fre tlone

using a sine wapé, digiitalomateeBeskaiy ﬁmhedﬁgﬂm@ﬁtchpgpmpqubq of
h(x,At) is a VﬁhHQerQSQ:Hé) fhhet phase ah the £rdesdglesi grali s 35- 2n
(At+s(x)) T That 1 8ed tiax OP1Y) "BEeesdhrt T ii& fon.
Embedding) A N - dimensional real number
10 signal W(x,t) in which amplitude and phase of f(t)
are modulated by the absolute value and the argument
of P(x) is obtained.
For example, W(x,t)=|P(x)|f(t+s(x)) (24)
is obtained. 1In this equation,

s(x)=— Arg[P(x)]

15
in which T is the period of f(t).

By embedding W(x,t) into a signal I(x,t)
that is an embedding subject, an embedded signal
I’ (x,t) is obtained.

20 I (x,t)=I(x,t)+W(x,t) (25)

Detection) Considering a signal I”(x,t) in
which I’ (x,t) is shifted by At due to
desynchronization.

I”7(x,t)=I'(x,t+At) (26)
25 =T (x, t+At) +W(x, t+At)
=I(x,t+At)+|P(x)|£f(t+At+s(x))

For I”(x,t) provided in a section 0=t=T,
following integration is calculated for performing
demodulation using f(t) and f(t-n/4) in which phase

30 of f(t) is displaced by n/4.



function h such that At becones small enough in Arg[h(x,dt]= T (At+s(x))+Ap
(3 2) 5 A this time, product operation in conplex <correlationis
represented as follows. 2z 2,, 29 IP(x)IIh(x,&lel T

(de-s(x)+Aq) P*(x)=IP(x)let T s(x)P*(x)Ih(x,tk)lej 2' de+AOD (33) 29 A7+ 10
=IP(x)IZI h(x,et)(e'" T OD A total sumof this is obtained as a conpl ex
correlation value, and it can be obtained w3#kin a range of an error
according to the amount At of desynchronization and At fromthe argunent of
the 15 conplex correlation value. 1In the calculation, 2ss(x)
P*(x)=IP(x)le) Tis us addi ti on for the sake of easy understanding,
an exanpl e was sh Eﬂ@l% ol ar___) transform Trans is omtted and
correlation opera i s dilfectry pdrfforned by P(x). The above di scussions
i ndicate that A*= ho dstru when th eriodic signal is the sine wave,
and on the other hanslmt gmsﬁt(f }when the 25 periodic signal is other
t han the sine wave s that ror occurs i n measurenment of the
anount At of desynchropi zatlon mpl esy periodic signals As th
periodic signal, it is+Pe(ral+s éﬁ@hﬁ'j(ft-o— ée a periodic functidr 'ﬁgvi ng
foll ow ng characteristics. -36 1) Result of ¥ntegrating the periodic

a'Shat p peak. 5 The. catBROMRETp (25 ey LT ERHIEAR R d 206 et Peve

In this equation,
N(x, Ap) = _LT I(x,t +At){ f@)+ jfr —-;i)}df

This integration calculation is similar to
5 calculation for obtaining autocorrelation of £f{(),
and following representation can be obtained
assuming that an autocorrelation function of f(t) is

g(t).
_[)T Sf@+As+5(x) f(7)dr = g(At +5(x) (2 8)
LTf(T+At+S(X))f(T—%)dT=g[At+s(x)+%) (29)
10 Now, assuming
h(x, At) = g(At +5(x)) + j At+s(x)+-Z—) (30)
O(x) = N(x, An) +|P(x)|(x, Ar) (31)

is obtained. 1In order to be able to perform digital
watermark detection similar to the before-mentioned
15 example using a sine wave, it is only necessary that

argument Arg[h(x,At)] of h(x,At) is a value close to
the phase of the embedded signal



1

follows, for example. tT f (t)dt =0 (34) 1In the equation, T is a period of
the periodic function. 10 As the condition of 2), a condition "a value of
second-order derivative in the vicinity of the vertex of the

autocorrel ation function does not agree with a sign of the vertex".

Fi gs. 4A- C show exanpl es of periodic 15 signals. The periodic signals shown
in the figures are (Fig.4A) (a) sine wave-36Fig.4B) (b) triangular wave,
and (Fig.4c)(c) rectangul ar wave, and each signal can be represented by
equations as follows in a range of O0: t<T (T is a period of the signal) .
By 20 the way, the pe;kgdic signal is not limted to these exanples, and it
is needless to say th ”@@yhﬂgﬁriodic si gnal having the above-nenti oned
characteristics can befused. (a) y = asinw T - t+a (0<t< 2 (b) Y =
4(~tcT) a 0- t<Tl (c¢) y =1 11 «-a (T<-t<T) 25 The condition of 1)
indicates that direct currmdtcbgponent soforll inecésonrof tb' (Wsd )a can be
-37- canceled as_a result of integrati en detecti Meani ng of the
condition of 2) FYnNchIOL iHeit gé?%o%@ﬁﬂ%ﬁﬁﬂ%ﬁ¥%9§ﬁgm§ngﬁfgbdﬁ?eIation
functions 5 of each periodhgtsignal of Figs.4A-C. In addition, Figs.6A-C
show | ocus of the c [ UHCE t he conpl ex pl ane for

peri odi c signal. (ﬁﬁgpiéz&ﬂﬁ g.%ggPﬁbghgaexanple of sine wave, tﬁgpb)
autocorrel ation function changes snoothly, 10 so that the |ocus of h(
becomes a cirle. In this gaseshfb=Pihel dpriddifst anse bt SomEARS ddmgbléke

correlation is represented as follows.

2z 2z 2z
27 At-s()+Ap) e TAA
PO T pr =[Pl T P bl T (33)
2 _]EEAI+A¢
10 =|Px)| |z, A)le T
PG| A, Ao)

A total sum of this is obtained as a complex
correlation value, and it can be obtained within a
range of an error according to the amount At of

desynchronization and Ay from the argument of the
15 complex correlation value.
In the calculation,

. _]2—”S(x)
P*()=|P(x)e T
is used. 1In addition, for the sake of easy
understanding, an example was shown in which linear
20 transform Trans is omitted and correlation operation
is directly performed by P(x).

The above discussions indicate that AYy=0
holds true when the periodic signal is the sine wave,
and on the other hand, AyY#0 holds true when the

25 periodic signal is other than the sine wave, which
means that error occurs in measurement of the amount
At of desynchronization.
(5)Examples of periodic signals
As the periodic signal, it is only
30 necessary to use a periodic function having
following characteristics.



amount At of desynchroni zation can be obtained wth high accuracy. (Fig.5B,
Fig.6B) In the exanple of 15 triangul ar wave, autocorrelation function
change snoothly in the same way, and the val ue of second- order derivative
inthe vicinity of the vertex is different fromthe sign of the vertex (a
val ue of second-order derivative in the vicinity of the 20 vertex whose
sing is plus is mnus and the signs are +®-the sane), and it is an
autocorrelation function that does not have a sharp peak. As a result, the
| ocus of h( becones al nost the sane as a circle, and A$ becones snal
enough, so that it means fhaReEhktheofinbbhegAptdnaddsymapebhPdaci on can be

obtained w th gkt a6aUEBEY onld ik Plod Fb8cbfaklsh ot.he exanpl e of the
rectangul ar wave, althouggét_e autocor{elatio%_u function is not snooth, the
r [

val ue of second-order 30 QGF T EheChi EMRA gt YResS vBPEexgve

different fromd hehsrgnpetkkt.he vertex (the value of the second-order
derivative kn the vicinit f .verte S J i I « SO the
signs are n%t t he sane).¥?%u§%n§%g¥5%%o§grgglSFSL%Q?J%%§#%%SEQSQ§5 no sharp
peak in the sarfolWgvsAsfarr ex@mplehe |ocus of h( does not becones a
circle, but beconmes a rhonbus, and A* becones a relatively small val ue,

-38- which neans that #he anount At of desynchronization can he obtained
wi t h high accuracy togfﬁﬂﬁﬂe%lent. General ly, since cal cul 43 4n for the
value of the rectanglll ar wave or the triangular wave can 5 be perforned at

i gher speed copared ubkfctig cdl il afi g0 Lan the ol ye. o1 b T e vave,

hi gh speed di . rmarK detect on becones as a whole at the
sacrifice of sdinefien.of the anount of desynchronization by using a

periodic 1@pfunction, insphgadndf ddieastisnve¥ep)thal siastiss “a
value of second-order derivative in the vicinity of
the vertex of the autocorrelation function does not
agree with a sign of the vertex”.

Figs.4A-C show examples of periodic

15 signals. The periodic signals shown in the figures
are (Fig.4A) (a) sine wave, (Fig.4B) (b) triangular
wave, and (Fig.4c) (c) rectangular wave, and each
signal can be represented by equations as follows in
a range of 0=t<T (T is a period of the signal). By

20 the way, the periodic signal is not limited to these
examples, and it is needless to say that any
periodic signal having the above-mentioned
characteristics can be used.

(@) y=asinof

—f3t+a (05t<z)
T 2

4

244 3q (ZSt<TJ

;T 2

(a (OS:<%)

() y=1
-a (ZSt<T)
| 2

®) y=;

25 The condition of 1) indicates that direct

current component of t direction of I”(x,t) can be



t he above conditions such as the triangular wave and the rectangul ar wave.
For exanple, it is especially effective when performng digital watermrk
detection using very limted conputational resources 15 like digital

wat ermark detection using a portable term nal such as a cellular phone, and
when high speed processing is required in the case of performng |arge
anount of digital watermark detection. 20376) Tenporal synchronization
unnecessary digital watermark detection when using orthogonal two periodic
functions: Next, a case is considered in which two orthogonal periodic
functions fl(t)candeied pshavitgsubs afsantogasitelon edbencygedestisyd as the
periodic signal. This casRLAAIESPPNERet BoRdEaSon oM ehis
f(t):fl(t)+JfZg§% i s, used asd%he ?eriodic conplex function f(t) in the
above- nent i oned@GBSELPEL &F JfOBbPY¥Rnporal synchroni zati on unnecessary
digital watermark based andsmw+r@l showechudaw g Fat i oagqfenct iereddi ng.

For exanpl er as ) t fl(t) U rect wave rys and
f2(t) is a 35 t??g%ggpagaﬁiﬂ§%# %g?ﬁgé §% gﬁ%ﬂ+ﬁg%w?hey?érggqﬁﬁﬁéﬁm as
signal s shown iPiFsgeATA sMPwB,logwspeét thel yomgeex Afunation me,) exrch of

fI(t) and f2(t)t@@scamgquc Jramiensy dhén aadidHegratypnifor one period
Is as follows, fi(t)f2(t)dt=0 (3 5)_5 iLchindicates they are ,orthogonal,
wherein T is a signal peﬁﬁﬁﬂ'é%mlF%grgA$§@iQ@qrﬁ%?%REﬁppg.ﬂH?qkﬂs case,
for exanple, wheav®(xeheladitodorr&EFxdioaofu@sareh nghige st smoeadigs, t he
sane as fh%t) ég Ehgt7%he locus of h() becomes a circle. In this
case, Ay=0 holds true, and this means that the
amount At of desynchronization can be obtained with
high accuracy.
(Fig.5B, Fig.6B) In the example of
15 triangular wave, autocorrelation function change
smoothly in the same way, and the value of second-
order derivative in the vicinity of the vertex is
different from the sign of the vertex {a value of
second-order derivative in the vicinity of the
20 vertex whose sing is plus is minus and the signs are
not the same), and it is an autocorrelation function
that does not have a sharp peak. As a result, the
locus of h() becomes almost the same as a circle,
and Ay becomes small enough, so that it means that
25 the amount At of desynchronization can be obtained
with high accuracy.
(Fig.5C, Fig.6C)In the example of the
rectangular wave, although the autocorrelation
function is not smooth, the value of second-~order
30 derivative in the vicinity of the vertex is
different from the sign of the vertex (the value of
the second-order derivative in the vicinity of the
vertex whose sign is plus is 0, so the signs are not
the same). Thus, the autocorrelation function has
35 no sharp peak in the same way. As a result, the
locus of h{() does not becomes a circle, but becomes

a rhombus, and Ay becomes a relatively small value,



10 When there is no desynchroni zation, a signal GL(t) shown in Fig.BA which
I s described by renoving original inage conponents is obtained when
perform ng detection. As a result of correlation calculation between this
and f1(t),f2(t), GL(t)f,(t)dt=4 (3 6) bT &(t)f2(t)dt=0 (3 7) 15 hold
true, and Q xo0)=4+0j. When the phase is shifted by 90 degrees due to
desynchroni zation, a signal &(t) shown in-3Big. 8B which is described by
renovi ng original image 20 conponents is obtained when perform ng detection.
As a result of correlation calculation between this and fl (t) f2(t) bT
Ef(tgfi(Bdtzo (3wBigh~ﬁd3hdtﬁhé? thedamaud t AH)of adesghchired, z athilon 40- 1
x0) =0+ 4 3J i i | m i ' ceardi t size o
desynchronizatio%?Pl %o%<:%§%ég ?%#%o&ﬁﬁ% %%§¥¥%ﬁgé?§ gﬁ%%hggg%np ex pl ane
shown in Fig.9. In additiorfen®¥abkinpFénosheér gylatpen) forprthexymalue
correspondi ng Wk, thebaei®sndlhEasanBvas orf Aid SROMAgLNall akR Hd, based

on the simlar consideration, according to the size of 10
desynchr oni zg’t i o€ @Ff&l)’or@fﬁfﬂg%g ROEPEH ﬁé)ee?crocc%pﬁregnwllﬁ@ &l ex pl ane
shown in Fig.9. dhécaldgunent Hdr k¢ vadule adbteheesiby wealegultaiglon sim | ar

to before-nentio al at | o corr | : d the
anount At 15 ofQﬁ§§§m§%ﬁ£ﬁé§?¥%ﬁéEggggegb %ﬁﬁﬁéﬁ ?%ghhg%e¥§%%ﬁﬁ%n of the
conpl ex correl at @8navahed.e itk htme asaczadge ot &f rapmdeesraitnes tyhe

cal cul ati on. amount of desynchronization by using a periodic

10 function, instead of the sine wave, that satisfies
the above conditions such as the triangular wave and
the rectangular wave. For example, it is especially
effective when performing digital watermark
detection using very limited computational resources

15 1like digital watermark detection using a portable
terminal such as a cellular phone, and when high
speed processing is required in the case of
performing large amount of digital watermark
detection.

20 (6) Temporal synchronization unnecessary
digital watermark detection when using orthogonal
two periodic functions:

Next, a case is considered in which two
orthogonal periodic functions f;(t) and f;(t) having

25 a same basic frequency are used as the periodic
signal.

This case corresponds to a case in which
f(t)=£f1(t)+jf2(t) is used as the periodic complex
function f£(t) in the above-mentioned description of

30 temporal synchronization unnecessary digital
watermark based on temporal direction single
frequency embedding.

For example, assuming that f;(t) is a
rectangular wave of period 4 and f;(t) 1is a

35 triangular wave of period 4, and that they are
defined as signals shown in Figs.7A and B,
respectively.
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As mentioned above, also when using orthogonal two periodic functions fl(t)
and f2(t) 20 having a sane basic frequency as the periodic function, the
anount of desynchroni zati on can be obtained as a whole at the sacrifice of
sone error. [First enbodinment] Fig.10 shows configurations of a digital 25
wat er mar k enbeddi ng apparatus and a digital watermark detection apparatus
according to a first enbodinment of the pre8emnt invention. <D gital
wat er mar k enbeddi ng apparatus> First, the digital watermark enbedding 30
apparatus is described. The digital watermark enbeddi ng apparatus 100

i ncl udes a conpl ex pattern igerehiasi bnmeni teakdD,of aft €énpoand foit) aheen uni t

130, an enbedding BaLiier - SYREALIPRIUY o Ui A0 2 L bhStrod! Qfipge uni t 150,

35 and a second storage unit, and e apparatus -41- receives enbeddi ng

i nformation 911 BRI LGk dre-2enbebidPNg si gnal 912, and out puts enbedded
signal 923. In the follow ng, operation of the digital 5 watermark
enbeddi ng apparat usgTA00 i s described. Fig.ll is a flgggggrt show ng
operation of the di i €. 208€7 drar k enbeddi ng apparatu ording to a first
enbodi nent of the present invention. Digital watermark enbeddi ng processing

by the 10 digita er:nay; ddy ar %QQ { S rfqr{red he
fol |l ow ng prg%ethgg%nggﬁQb %hghggnEREXCQQ#?% n %%heyggfgﬁ' uni?yl 0
generates an enb8ddnad @Sk paRdeif 921 Titasidd Balsece&pied Senbeddi ng

information 911, and 15 stqnestﬁisiaggeghqpmléaam%;@ag@hgﬂi@q&é@:ﬂMQQ as a
menory. The enbegdln%ﬁponplexrpatteug.921W|s atw-% - dlnqﬂ$|onal patt'ern
conposed of conpF8% marer §Orresponding (Xo, ecomes € same' as

fl(t) in Fig.7A.

10 When there is no desynchronization, a

signal G;(t) shown in Fig.8A which is described by

removing original image components is obtained when

performing detection. As a result of correlation

calculation between this and f,(t),f,(t),

LTG1(t)f1(t)dt=4 (36)

[ G2050d=0 (37)
15
hold true, and Q(xg)=4+05.

When the phase is shifted by 90 degrees
due to desynchronization, a signal G;(t) shown in
Fig.8B which is described by removing original image

20 components is obtained when performing detection.

As a result of correlation calculation between this
and fl(t),fZ(t)l

T
L G2 fi(Pdt=0 (38)
LTGz(t)fz(t)dt=% | (39)

are obtained, and



e

and represents content of enbedding information. 20 Details of operation of
the conplex pattern generation unit 110 are described later wwth reference
to Fig.12. By the way, as shown in after-nentioned other nmethod for
enbeddi ng into conplex nunbers, it 25 is possible to configure the N-1 -

di mensi onal pattern as a pattern of real nunber val ues depending on
processing of the tenporal nodul ation unity1l30. Step 110) The tenporal

nodul ation unit 130 generates an enbeddi ng pattern 922 based on the 30
enbeddi ng conplex pattern that is generated by the conplex pattern
generation unit 110 and is stored in the first storage unit 150, and stores
t he enbeddi ng pgj&e 22 nto the second storage unit 160 such as a
menory. The enbe 'ﬁg=ﬁé§;brn 922 is generated as 35 N - di nensi onal

pattern, that is configured by real nunber values, by perform ng nodul ation
intinme axis ggr%%jg¥héﬁ‘the embeddi ng conpl ex pattern 921. -42- Details
of operation o thetienporal nmodul ation unit 130 is described later. Step
120) The enbeddi ng patterfimslpedymeesisigaming 149csaopaiingpdsesthite

enbedding 5 paklgieh ¥2edPifnksndenesRIEd PhxhheK oot akoTRAAs i on unit
130 and that is stored in the second storage unit 160, on the input
bef or e- embeddi AGCUSi gn AN die GRAPIGFpRLANE hPEAdeB Fighal- 923. Details of

operation of the enbeddi npn lddpattieny funeréxgmsleg whieth PAkar=0+escri bed

ni £ Fi g 15 shoke en R TN CAAnEE oF ) PRESBD! e patrer AS

gener ation uni f26%)t Bbokinr sitn AEg enBodi A, dlasdte g eshat siimid@d on. The

CO”p'eX.pattefBo%%T@é?éé%bﬁPi5cé$9@idd“%d“¥ﬁéa@iEQbSQdi”9 Sequence

generation unit 111 . .

10 desynchronization, Q(xi1) changes following a locus 2
on the complex plane shown in Fig.9.

The argument of Q(x) can be obtained by
calculation similar to before-mentioned calculation
of the complex correlation value, and the amount At

15 of desynchronization can be obtained, from the
argument of the complex correlation value, within a
range of error determined by calculation.

As mentioned above, also when using
orthogonal two periodic functions £;(t) and f,(t)

20 having a same basic frequency as the periodic
function, the amount of desynchronization can be
obtained as a whole at the sacrifice of some error.

[First embodiment] '

Fig.1l0 shows configurations of a digital

25 watermark embedding apparatus and a digital
watermark detection apparatus according to a first
embodiment of the present invention.

<Digital watermark embedding apparatus>

First, the digital watermark embedding

30 apparatus is described.

The digital watermark embedding apparatus
100 includes a complex pattern generation unit 110,
a temporal modulation unit 130, an embedding pattern
superimposing unit 140, a first storage unit 150,

35 and a second storage unit, and the apparatus



and a conplex array generation unit 112, and the wunit receives the
enbeddi ng i nformati on 911 and 20 out puts the enbeddi ng conpl ex pattern 921.
Processi ng of generation of the enbedding conplex pattern by the conpl ex
pattern generation wunit 110a is perforned by the foll ow ng procedure.
Fig.13 is a flowhart show ng processes of 25 the conplex pattern
generation unit of the first enbodi ment ofgghe present invention. Step 101)
The enbeddi ng sequence generation unit 111 generates an enbeddi ng sequence
913 that is a sequence of nunbers indicating 30 enbeddi ng i nformati on based

onnbrggei ved enbe@ldb@gvéswfmw@aamg9iﬂ;.folaataajd'ilcm 0%1gp@ﬁat bef ofet he y Th
enbeddi ng sequence eration unjt 1 are describe ater.. St.e 2) The
conpl ex. array. qeREPSORINT FUGRTE 3157 2850y AU T SnBBARE S S D 13
gener at ed by the9@@heddi ng sequence generation unit 111 to a real part and

an i magi nary part of each -#43- e f - _di gensi I J array
to generate the enbeddi ng légrr% %axf%g?tgggr?gg21%%%%ag%?§r§sfo??]% oqpltrg:%@%(llrst

storage unit J50Waberaigk Fnbeg@dingnprerratiusy Hehetat fescadied 12 are
described 5 later. <DigitaiyateriBrk erkeddd1s: agRan ahys opadRedsh ngs

sequence generation unit> The enbeddi sequence generation unit 111
geﬂeratesgthe enﬁgﬁd5&9%ﬁﬁﬁuﬁﬁ%@é@%rggéﬁﬁ%4a}QQf%HﬁaFﬁéuFm%Qﬁﬁ ng

processes. Cenerabi an fdafr stheendbetideny sdqudrec e9dS8entahnbenpeardror med by a
method simlar tQ.a. nf ' . LN ence shown
O:8sson AL Aks 00 FELRANLEY A Erbedlng, s

in the patent doCurfe anur a, C% wa, At suk
Tomi oka, Yodi®hi dfgikiehi mateymarknpnbededdmyg cfpvax @kwar k ORoliusst ness agai nst

Movi ng performed by the following procedure.
Step 100) The complex pattern generation
unit 110 generates an embedding complex pattern 921
based on received embedding information 911, and

15 stores it into the first storage unit 150 such as a
memory.

The embedding complex pattern 921 is a N-1
- dimensional pattern composed of complex numbers,
and represents content of embedding information.

20 Details of operation of the complex pattern
generation unit 110 are described later with
reference to Fig.12.

By the way, as shown in after-mentioned
other method for embedding into complex numbers, it

25 is possible to configure the N-1 - dimensional
pattern as a pattern of real number values depending
on processing of the temporal modulation unit 130.

Step 110) The temporal modulation unit 130
generates an embedding pattern 922 based on the

30 embedding complex pattern that is generated by the
complex pattern generation unit 110 and is stored in
the first storage unit 150, and stores the embedding
patter 922 into the second storage unit 160 such as
a memory. The embedding pattern 922 is generated as

35 N - dimensional pattern, that is configured by real
number values, by performing modulation in time axis
direction on the embedding complex pattern 921.



and/ or cropping the area of the Image", The 1999 Synposi um on Cryptography

and Information Security, SClS99-Ws-2.1, pp.193-198, 1999 --, or -- Takao
20 Nakanura, Atsushi Katayana, Masashi Yamanmuro, Noboru Sonehara, "Fast
Wat ermark Detection Schene from Analog Inmage for Canera-equi pped Cel |l ul ar

Phone", |EICE Transactions D11, Vol.j87-D- 11, No.12, pp.2145-2155,
2004--. 25 In the follow ng, as an exanplye-of enbedding information 911, -
An exanple indicating only a fact that digital watermark is enbedded; - An

exanple of information of 1 bit; 30 - Afirst exanple of information of n
bits; - A second exaﬁplEDéfahm%ObEBprtdﬁlﬁn bift sheareengieseal bed. By the

way, the nethg 9 t.q t 185 € e and ot her nmethods for
generati ng eng% ng sequ glﬁ% Be %Frféﬁgﬁpﬁief) When the enbeddi ng

information -44- 911 |ndStape§2@hlWhﬁf&mbed@ang"da@Uaﬂnmaternark is
enbedded”, th q e u e er
3 B 001 56 THRIEC 1305 JIBYe Penp6RLEUELrftse lHgDE!

sequence I epres usinga pseudo sequence ,
assuni ng 5t h®@td 9o v raﬁﬁéﬁlﬂﬁm&ﬁn%%ﬁ%% ceYothsgy mls PN={ PN1,

PN2, ..., PN'{—E’Mm(dddlrlﬂiiC@ﬁeﬁn@t' engt fgrnf ﬂr’f@tdﬁgqgeacf@h ﬂmecre@beéébgﬁu (40)
sequence w= e rmne

Inqaddltlon §Qﬁﬁgﬁnﬂﬁégnﬁéﬂdo lnﬁfFagaggﬁge% égﬁﬁkﬁces or GOLD
sequences naysh@nﬁ&xﬂl2(Eaadpbatﬁpﬂﬂmantémbedﬂeddsmgnaﬁcﬂm&t|on 911 is
information of 1 bit, thg Eg@g FQgczQﬂﬂﬁnﬁgn 93¢y d gﬁ) %ated as a

nunber sequence obtalned ormn ectrum sprea
i nf or mat i b% 1Qac¥fteJEffb|FeuB%Fh@PQSB@@udﬁurfanh‘an ﬂﬁﬁbéﬁsmmﬁelater

<Digital watermark embedding apparatus -
complex pattern generation unit>
Fig.1l2 shows a configuration example of
the complex pattern generation unit of the first
15 embodiment of the present invention.
The complex pattern generation unit 110a
includes an embedding sequence generation unit 111
and a complex array generation unit 112, and the
unit receives the embedding information 911 and
20 outputs the embedding complex pattern 921.
Processing of generation of the embedding
complex pattern by the complex pattern generation
unit 110a is performed by the following procedure.
Fig.13 is a flowchart showing processes of
25 the complex pattern generation unit of the first
embodiment of the present invention.
Step 101) The embedding sequence
generation unit 111 generates an embedding sequence
913 that is a sequence of numbers indicating
30 embedding information based on received embedding
information 911. Details of operation of the
embedding sequence generation unit 111 are described
later.
Step 102) The complex array generation
35 unit 112 assigns the embedding sequence 913
generated by the embedding sequence generation unit
111 to a real part and an imaginary part of each



That is, assuming that the enbedding information is b and that the
pseudo-random nunber sequence is PN={PN,PN2,...,PNL} (L is a length of the
sequence), the enbeddi ng sequence w={w ,w2,...,w.} may be 20 determ ned as
follows. _ PN={PN,PN2,,PNL} (if b=1) w{-PN={-PN,-PN2,-PNL} (f b=0) (41)
In addition, as the pseudo-random nunber sequence, M sequences or GOLD
sequences may be used, for exanple. 25 (Exaidl e 3) When the enbeddi ng
information 911 is information conposed of n bits, the enbedding sequence
913 may be cal cul ated by nul ti pl exi ng nunber sequences obtai ned by
perform ng spect elmmeypreadf ng By lusi myndres peradocrapden sstueyctoon 30

each synbol that S %gg n@ﬁeb¥mﬂbﬂbﬁd§%d6ﬁ% { OBt 190+ G, @ﬂ%téh nto groups

of mbits, for e hat 1S rocedure nay g‘sj‘é orned
ed

Fig.14 is a f|om@4¢a>rrte%fltae¥<au tbg féﬁ@rtatswwetﬁelénﬁé@m n hieficet

generation unit t4e Hmphexfarshyemedneitowfuhhe pnesette idwestipad Step
201) The enbe dlg% |nfornat|on 911 of n bits are divided into a plurality

of synbol s SI; er. sk. Every synbol nay be the sane mbits, or 5 each
synbol mﬂ/representlrﬁ<mh@item vk tdirfrfaarienédmbadditen efppatastusn-thi s

process, each "synhal 446 rgégggﬁceaggﬂg éﬁ §ﬁb8ﬂ9£99 information, and is

information that Is a un actu ermark 10 processin For
exanpl e, when the enbeddlngThEnﬁ@bmﬂﬁhﬂgSﬂﬁgmgnﬁﬁoﬁﬁaédﬁﬁ#QﬁtﬂhaFyl drber

of 64 bltS_Iengtgfénéxtaﬁ@y B8e deMbded inY s eeR8c0b 131 Rfidrdi g each
having 12 bit s%@e %q%fch of 12 bits |nf ofmati on may be the synbol as

shown in 15 MatRYePyOCE3E S mbol may represents information of
1 bit. Like the exanple sho®anenation of the embedding sequence 913

can be performed by a method similar to a
configuration method for an embedding sequence shown
in the patent document 1, -- Takao Nakamura, Hiroshi
15 Ogawa, Atsuki Tomioka, Youichi Takashima, “An
Improvement of Watermark Robustness against .Moving
and/or cropping the area of the Image”, The 1999
Symposium on Cryptography and Information Security,
SCIS99-w3-2.1, pp.193-198, 1999 --, or -- Takao
20 Nakamura, Atsushi Katayama, Masashi Yamamuro, Noboru
Sonehara, “Fast Watermark Detection Scheme from
Analog Image for Camera-equipped Cellular Phone”,
IEICE Transactions D-II, Vol.j87-D-II, No.1l2,
pp.2145-2155, 2004--.
25 In the following, as an example of
embedding information 911,
- An example indicating only a fact that
digital watermark is embedded;
- An example of information of 1 bit;
30 - A first example of information of n
bits:
- A second example of information of n
bits;
are described. By the way, the method is not
35 1limited to these examples, and other methods for
generating embedding sequence may be used.
(Example 1) When the embedding information



Fi g. 15, when the length of the enbedding information 911 (64 bits in this
exanpl e) cannot be divided by the length (12 bits) of each synbol, a part
of bits 20 in a part (last synbol in this exanple) of synbols may be padded
with fixed values (0 in this exanple). Step 202) Spectrum spreading is
perfornmed on each synbol obtained in step 201 to generate a spread sequence
P1, ..., Pk corresponding to each 25 syado+. As a nethod for spectrum
spreading, there is a follow ng nmethod, for exanple. For exanple, when one
symbol represents information of 1 bit, k PN sequences 30 PNl1= (pnji, pnl2,
) , ... PNk= $phkindpakZes .onkwnch ﬁawtnghat Vadigi ol { watermank gener at ed

for each symbolnSdaaear, tHe @isealen L Bggtthee o513 Neagygol for symbol |

represents bit PNI miy be used as tRe spread seq uence Pi, and when the
val ue of the s?%@PlQSefjeﬁrse@rﬂ%mlbﬁ eeqnmcwm@eﬁ%aeasutsr#@%m ead

sequence Pi. |ps@ddbtirandoreiumther syal abnb@presmrﬁts 1 4p- akBigringf i on of 12
bits, 4096 _PN s

prepared for g% e§§§%8|%ggkéﬁéﬁm'Pﬁ égﬁ%%ﬁ eQ; %% ?Vg E@?ngéﬁggﬁ °e
i nteger val ue RN%yPNhePnz,bjPEL}Pbuiinﬁlﬁam@p beihsm@thsoipt@&d sequence Pi
QLD sequences SaLTba dacas S 3uLR8 T RAT w2 RIARGEL wef BERTTCCS O
cal cul at ed frdh?tﬁ@t§5}“ée§!@dse%ﬁléﬁt%NPiP§$r PB4 omBNL} k vv— 40042) v L , 1
For exanple, in the latten et Eoh) §5€RhE0DseMdS-ri RAHAS AL AS
Follows. 10 sequence, M sequences or GOLD sequences may be used.
(Example 2) When the embedding information
911 is information of 1 bit, the embedding sequence
913 may be calculated as a number sequence obtained
by performing spectrum spreading on the information
15 of 1 bit using a pseudo-random number sequence.
That is, assuming that the embedding information is
b and that the pseudo-random number sequence is
PN={PN;, PN,,.., PN} (L is a length of the sequence),
the embedding sequence w={w;,w2,..,W;} may be

20 determined as follows.

w_{ PN ={PNy,PN,,--,PN} (f b=1) (41)

" |-PN ={ PNy,-PN3,---—PN} (if b=0)

In addition, as the pseudo-random number
sequence, M sequences or GOLD sequences may be used,
for example.

25 (Example 3) When the embedding information
911 is information composed of n bits, the embedding
sequence 913 may be calculated by multiplexing
number sequences obtained by performing spectrum
spreading by using the pseudo-random sequence on

30 each symbol that is obtained by dividing information
of n bits into groups of m bits, for example. That
is, following procedure may be performed.

Fig.14 is a flowchart of detailed
operation of the embedding sequence generation unit



k K Kk w=~PNP.S,)" 1 ~PN(2,S),... I PN(L,S,) (43) " r=1" " r-1 15 1n the
above equation, the reason for using 1 47 for nmultiplication is that a
standard devi ation of each elenment of the sequence becones 1, but, it is
not necessary to multiply 1 20 when enbedding strength is properly
controlled in calculations after that. (Exanple 4) Wien the enbeddi ng
information 911 is information configured-4oy-n bits, the 25 enbeddi ng
sequence 913 may be cal cul ated by -47- directory perform ng spectrum
spreadi ng using the pseudo-random nunber into three times length of the n
bits informationof Thae fixsthemhndimamtoofnnheb@rqﬁgmbrhadebaiem(N1the

follow ng procedure. 5 1) gfniwl)thf‘ﬁ%t S{a ?dﬁrﬁﬁf rméﬁ&Bh”@tllorb@ll S

bo, bl, b2, ..., bn, a sequen each bi't
tinmes, wherein gachltsi ?rﬁl diyigded h@t@fa+Pl@rra111tss%g§ymb@ét§u

‘b, b2b2. .. b2bg, 1, ,10.99n. . Bved#4d zmoalrrmasy oL kqle?)sa‘ineSmsarlQ@q Usi ng a

béeudo-rando nunber nce . _PNmm vi,ng J+1, I) to
Dbtain the enbedtiny SEARETCEMW & #&{e?énfmsﬁormt\mﬁ o2 a2¥ eoisn
wl=b3PN1 bOPN2 nuMb@%hDC45ﬁtb5 (representing that first b|t S boxPN

second bit is is boxPN . acgqu'so%;%\%gg V\@al%'hPMQ’E}mk?&fN”Yépres@ Ptl\é'Zm

Wm=bnPN (m 1) n+1 bnPN (n}
a part of embedding information, and is information

that is a unit for actual digital watermark
10 processing. For example, when the embedding
information 911 is provided as a binary number of 64
bits length, it may be divided into pieces of
information each having 12 bits so that each of 12
bits information may be the symbol as shown in
15 Fig.15. Alternatively, one symbol may represents
information of 1 bit. Like the example shown in
Fig.1l5, when the length of the embedding information
911 (64 bits in this example) cannot be divided by
the length (12 bits) of each symbol, a part of bits
20 in a part (last symbol in this example) of symbols
may be padded with fixed values (0 in this example).
Step 202) Spectrum spreading is performed
on each symbol obtained in step 201 to generate a
spread sequence P;, .., Px corresponding to each
25 symbol.
As a method for spectrum spreading, there
is a following method, for example.
For example, when one symbol represents
information of 1 bit, k PN sequences
30 PNi=(pnii,PNi12,ws ) s . PNy=(pngi,pnkz,..) €ach having a
value of {1,-1} are generated for each symbol S, ..,
Sy, and when the value of the symbol for symbol i
represents bit 1, PN; may be used as the spread
sequence P;, and when the value of the symbol
35 represents bit 0, -PN; may be used as the spread
sequence P;.
In addition, when one symbol represents



rben et i

20 Such a nethod for generating the enbedding sequence is also described in
Takao Nakamura, Atsushi Katayama, Masashi Yamanuro, Noboru Sonehara, "Fast
Wat ermar k Det ecti on Schene from Anal og | mage for Canera-equi pped Cel | ul ar
Phone", 1EICE 25 Transactions D11, Vol.j87-D- 11, No.12, pp.2145-2155,

2004. <Digital watermark enbeddi ng apparatus - conplex array generation
unit> The conplex array generation unit 1%26in 30 the enbeddi ng conpl ex
pattern generation unit Il 0a generates a conplex pattern 921 by the
following processes. Operation of the conplex array generation wunit 112 of
the conpl ex pattiefergaterenioh LA Pitsoa 403% i RN sheanengershe fol | owi ng.

Fig.16 is a flopRhAr ofpg e raqii op of, 88:, GRAY! r eration
unit in the first g ¥ m'4&8$ b & ent(I%%ghtI%g BétgrIé f?ﬁﬁ—l -

di mensi onal conpP&x € %ﬁﬁnFYmW%%fn@ng §Pf@ NRavwwse Lugnes, |ﬂWQﬂﬂ(&|every

el enent 5 val uelnal&aJtSesoraapailedegmaewméVﬂx My . the MM21pdre, medef,er m ned
el enent nun@ao gp 302 va ues arg extracted onlthe enbeddlng sequence
PRYs&Gue 0

913 two by t ﬁ%e FheRPIEF %%§W%ﬂﬁ§l ' (0,0,...,0) of the array
prepared in 10 step 301|rﬁmeq@@nt@pnbh@saawe&ﬂ@uenabuépaauﬁQﬁmandomthe

array such that nhiAgSXIdARIGHL YRl UAS REGAIR. 4 Nor [ @ étopgrg/uaer}f&ég%a gi nary

part of the el enent e conplex arrdy Is represented
as A [P1, P2, , benused.(pn? O and the 15 enbeddi ng sequence 913 is

represented as wi, w2, ,VBtepAR208) Qhe emdBddEMg] s8gubhte & .is, 0] =W+ w4

(40) wher eig | LORLSSRUS A0S IRE' DR doqfd fed TogNYS g JIReT-

ZP (42)

1_1

For example, in the latter example in step 202, w is
represented as follows.

{ ZPN(IS) ZP 2.8 ZPNum (43)

1—1 1-1 1—1

15 1In the above equation, the reason for using

1

NiA

for multiplication is that a standard deviation of
each element of the sequence becomes 1, but, it is
not necessary to multiply

1

N/

20

when embedding strength is properly controlled in
calculations after that.
(Example 4) When the embedding information
911 is information configured by n bits, the
25 embedding sequence 913 may be calculated by



20 exanple of two di nensional conplex array. Step 303) The conplex array
generated in step 302 is output as the enbeddi ng conplex pattern 921.
Accordi ngly, by generating the N-1 - 25 dinensional enbeddi ng conpl ex
pattern 921 as a conplex array based on the enbeddi ng sequence 913 that is
gener ated usi ng pseudo-random nunber sequence, each el enent val ue of the
enbeddi ng conplex pattern 921 is deternta@d such that it 30 extends over

t he conpl ex nunber space. As a result, phases in the enbedding pattern 922
that is obtained as a result of after nentioned tenporal nodulation are
spread such thdirehsprar wedifideneng apectdiury sprepdsngi ossnen the N1 -

di mensi onal sp Q i f e comone a r due to
the before-e gg&?ﬁgr%§§?gfﬁg%§@aﬁe%ﬁ§§tébtin d|d??a?éﬁggpéﬁﬁgﬁggﬁecones

smal ler. -49- PnPadd eIt beR- pefPetnilfy t pFateddpt ion dtap 392,
order of the epbeddirigd IedCen HBenEy NS WIGIdTUS £slcéQuirandom order using a

pseudo-random nunber. By .doi this tacks.such 5 as .i,nvalid anal ysis of
enbedded i ?’i’for mat i on and 1qr£%1€rph8gb§%8%e ndiqulﬁscuﬂl?egﬂanﬁn addition to
that, it has efifectetdon ritlel | 2avkeo doding,. whicla soquendet §s itso preventing
| ocal 'y i nbal a&BEg%edr;bBPisﬁé}?ééti#grEQ% A m a%iérﬁ‘éé’? Rhe2S6f % PLn t he 10

pseudo-random nunber th s "used permuting t order is provided as a
key for digitaPitaber#irR vadv&ddithgtlsert hdt the same key is used for

digital waterngrk t.estd pn..pl praddi tig ony i pgte of permuting the 15 order
on the enbeddi ggrsb%e (2 b’é]d?épall’:ﬁtﬁg o?"‘fMpl ex a4y obtained in

step 302 may be permifted. 2Digitd? waternmark &beddi ng apparatus tenporal
nodul atiodOunit> 2) S is spread using a pseudo-random

number sequence PN={PNj, PN;,..,PNp,} having {+1,-1} to
obtain the embedding sequence w. That is, when
W={W1, W2, ., Wnnl},
w1=boPN; bgPN, ..bgPNy (45)
15 (representing that first bit is bgxPN;, second bit
is is bgxPN;.., and so forth)
W2=b1PNps+; b1PNpyo ..b1PNop

Won=bPnPN (n-1)n+1 PaPN(m-1)n+2 ...0nPNpq
20 Such a method for generating the embedding
sequence is also described in Takao Nakamura,
Atsushi Katayama, Masashi Yamamuro, Noboru Sonehara,
“Fast Watermark Detection Scheme from Analog Image
for Camera-equipped Cellular Phone”, IEICE
25 Transactions D-II, Vol.j87-D-II, No.1l2, pp.2145-2155,
2004.
<Digital watermark embedding apparatus -
complex array generation unit>
The complex array generation unit 112 in
30 the embedding complex pattern generation unit 110a
generates a complex pattern 921 by the following
processes.
Operation of the complex array generation
unit 112 of the complex pattern generation unit 110a
35 is shown in the following.
Fig.16 is a flowchart of the operation of



In the follow ng, operation of the 20 tenporal nodulation unit 130 is
described in detail. Fig.18 is a configuration exanple of the tenporal
nodul ation unit in the first enbodi nent of the present invention. A
tenmporal nodul ation unit 130a includes a 25 periodic signal generation unit
131, nodulation wunits 132, and an adding unit 133, and it receives an
enbeddi ng conpl ex pattern 921 and out puts -a48- enbeddi ng pattern 922.
Processes for generating the enbedding 30 pattern 922 by the tenporal

nmodul ation unit 130a are perfornmed according to the follow ng procedure.
Fig.19 is a flovharconpleperatriagh g¥nehatienpondlt nodwiei bhrehit in the

first embodi mentefoqihEnPr 83ehihd PAIELRP- i 3PeAk8RA01) The periodic signal
generation unit 131 generates two perlodlc si gnal s that have t he sane

basi ¢ frequency and that aP&e®r tHbgorMirl =5 lmFBﬁléKEHbI%PmP XpBLitédirc

signal s may be gﬁiﬁ@@ed sbaéelﬂdlﬁﬂlgﬂnﬂNﬂerllQﬁlvﬂqﬁlgnél{re&yCléltéhﬁénﬁ he periods
are differen t hat anpl s of eriodic

de reﬁs1 Eﬁ
signals to b ge‘f‘% 3 et® 5 (?é:seé)ralri)ee Fel§t 3{6 62) | ation
units 132 nDdemeﬁeEecmlnédtMiem&ntpmmmband t he |nag|nary part of the

recei ved enbeddi ng conpl exgpg t%£% 9aﬁalugi ??et%%W¥éﬂtéﬁrf§?h°Qh%§i”9 t he

two periodic 10 signals gener Concrete exa
nodul ation are cﬂé@t&qi%@m afeepengeep‘?143)3§wcrhEYaau|0nglmrﬁqqqgscadd§h1eﬁ)e t wo

N-di mensi onal sifwsth Sa npgykatiesh i the. ppdubat i ta@ alir}:latys gB@ph@eabtigi n the
enbeddi ng pa ter 922 d.15 stores it into. t 2 &1 %;orage uni t  160.
réF 540

Exanpl es of heﬁa %Pgﬁ§ﬁ¥%ﬁﬁﬁ#aE%% e 125 dBEEr Ph&d.

in the array such that the extracted values become
the real part and the imaginary part of the element
value. That is, when the complex array is
represented as A[pi,p2,..,Py-1] (Pn=0) and the
15 embedding sequence 913 is represented as wi,Wz,.., WL,
A[0,0,..,0]=wit+]w;
A[1,0,..,0]=w3+jwy (46)
wherein j represents the imaginary unit.

Fig.1l7 shows this manner. Fig.l17 shows an

20 example of two dimensional complex array.

Step 303) The complex array generated in
step 302 is output as the embedding complex pattern
921.

Accordingly, by generating the N-1 -

25 dimensional embedding complex pattern 921 as a
complex array based on the embedding sequence 913
that is generated using pseudo-random number
sequence, each element value of the embedding
complex pattern 921 is determined such that it

30 extends over the complex number space. As a result,
phases in the embedding pattern 922 that is obtained
as a result of after mentioned temporal modulation
are spread such that they are different according to
positions on the N-1 - dimensional space, so that

35 the size of nose components that appear due to the
before-embedding signal 912 when detecting digital
watermark becomes smaller.



The periodic signal generated by the periodic signal generation unit 131 is
(Fig.4A) (a) 20 sine wave, (Fig.4B)(b) triangular wave, or (Fig.4C (O
rectangul ar wave, and each signal is represented by an equation in a range
of O< t<T (T is a period of the signal) as follows. (a) y = a sinw - t+a
(O<t<-) (b)) Y=4a T Tt-3a (2 <-t <T) a (0<-t<T (c) Y = -a (2<<-t<T) 25
Details of the periodic signals were as degeri bed before. Next, nodul ation
in the nodulation unit 132 is perfornmed by perform ng AM nodul ati on on the
periodic signals, as carriers, generated by the -51- periodic signal
generation unit 131 using frheay@l t€sn, Obelflted @ r parhiagd thize i magi nary

Pattern 921 S0 PRAESENE Sper] ot P o7 Bal SEARF S5TEr PERSEG R 8i mensi onal
pattern. That isequoeneesi®dd fmawnl by, peohutwiongo prandssesraes perifroy ned, for
UTSS, "n H9eb b il WhORE! SmeLana kel et t e gt od o
represent ed %as aP. 1aN@1Rid radspetsiseP§, eakgdded phrfermatdone@iskent ed as
P(x1,x2,..., XNed¥riPit¥l b&dome . dXiNEikbait,PiarfdX In Xdditioh X% Hnhdd))
wherein j is the i in%r nit. 15 AssEnin Qﬂg . two ni%dip signals fr(t)
and fi(t) are géﬁeggge& é%%%ﬁa%%r?ﬁaﬁe §Pd%m %ﬁﬁ%fa&ﬁ&ﬁ unit 131. In this
exanple, it is asstmgbutidsmtitd rpaedeht iage lgeredrlay efinbabenaesafe peri odi c
robustness. In that case, a value of a seed of the
10 pseudo-random number that is used for permuting the
order is provided as a key for digital watermark
embedding, so that the same key is used for digital
watermark detection.
In addition, instead of permuting the
15 order on the embedding sequence 913, elements of the
complex array obtained in step 302 may be permuted.
<Digital watermark embedding apparatus -
temporal modulation unit>
In the following, operation of the
20 temporal modulation unit 130 is described in detail.
Fig.18 is a configuration example of the
temporal modulation unit in the first embodiment of
the present invention.
A temporal modulation unit 130a includes a
25 periodic signal generation unit 131, modulation
units 132, and an adding unit 133, and it receives
an embedding complex pattern 921 and outputs an
embedding pattern 922.
Processes for generating the embedding
30 pattern 922 by the temporal modulation unit 130a are
performed according to the following procedure.
Fig.19 is a flowchart of operation of the
temporal modulation unit in the first embodiment of
the present invention.
35 Step 401) The periodic signal generation
unit 131 generates two periodic signals that have
the same basic frequency and that are orthogonal.

D



signal such that the phase is different by 90 20 degrees, as shown in
fi(t)=fr(t-T/4) (48), wherein T is a period of the periodic signal. N -

di rensi onal patterns W and W are obtained by nodulating P. and Pi using
fr(t) and fi(t) respectively as shown in the follow ng 25 equati on.

W (XL, X2,, XN-1, t)=Pr(Xlr X2r r XN-1) xfr(t) (49 W (x1, X2, ..., XN-1
t) =P (X1, X2, ..., XN-1) x fi (t) (50)-580 In step 403, these W and W
are added so that following N - dinmensional signal wis obtained as the
enbeddi ng pattern 922. W(XLlr X2r... r XN-1, t) =W (X1, X2, , XN-1, t)

+W (X1 r X2, .. ForXRxemolg519wa5peniphd of glimvd by, may bragsinedatehown in

whi ch a sine \A@xge'ds ouﬁ%@spébfoa%l qdi asl' Qél?éhfﬁ)ﬁata@h\é' dRa-Sdgpal of
N=3. -52- Assum ng =s| nwt

WX, y, t)=P. (X, 9;80% ffﬁr(%p*y)%yn sg)re@s i h%d 1Mep€1rﬁ% s angul ar
vel ocity for tbgamp&resocbfT péhbbdia, sWgdiad/sT. tdtbeSgéﬁedbew taxresay that

t hese cal ul at.i ons . erfornmed as follows using a conplex function
f(t)=e"" t =CoswC 3 ST f)qa % 0 = ot[P(x. y) Xf (*) (t)] =9 [P(x, y)e-e*
] (55) 10Ir1the equatnﬁtep(é@ZI)Ths aocconjalybe® eonmpkexd 32nunber of f(t),
and 92[ C] Igahﬁlila@e'soréé{c% 85%3? k%%ltga%f@aén&a’éheoﬁmﬁ 1n]a5r #Di gi tal
wat er mar k enbe di ng appar at us ttern su erlnp03|ng t >
part of the received embeddlng complex pattern 921
in the temporal direction using the two periodic
10 signals generated in step 401. Concrete examples
for modulation are described later.
Step 403) The adding unit 133 adds the two
N-dimensional signals modulated in the modulation
units 132 to obtain the embedding pattern 922 and
15 stores it into the second storage unit 160.
Examples of the periodic signals generated
in step 401 are described.
The periodic signal generated by the
periodic signal generation unit 131 is (Fig.4A) (a)
20 sine wave, (Fig.4B) (b) triangular wave, or (Fig.4cC)
(C) rectangular wave, and each signal is represented
by an equation in a range of 0=t<T (T is a period
of the signal) as follows.

(@) y=asinot

_da, g (05t<1)
® y=1,T
—t-3a (—<t<T)
T
a O<t<L
© y=3 T 2
-a (ESt<T)

\

25 Details of the periodic signals were as described
before.
Next, modulation in the modulation unit
132 is performed by performing AM modulation on the
periodic signals, as carriers, generated by the
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In the follow ng, operation of the enbedding pattern superinposing unit 140
is described in detail. 20 The enbeddi ng pattern superinposing unit 140
adds the N - dinmensional enbedding pattern 922 that is generated by the
tenmporal nodul ation unit 130a and that is stored in the second storage unit
160 to the N - dinensional signal received as the 25 before-enbeddi ng signal
912 so as to superinpose the N - dinensioggl enbedding pattern 922 on the N
- dinmensional signal, and outputs the N - dinmensional signal that is a
result of the superinposing as an enbedded signal 923. 30 Enbeddi ng

strength) \Wen gddibaithe i graledsémngr patbar mnd42,131 tﬁ@i(n@etﬁ@m%@y
nsum nZt[ﬁQ?t P i fom B R B2 et oy ot BRbA RS AR A T b10F $he valte '

I (x1, x2, , XN_oft gaahd pos3-titdratof hehenNeddi-nglipedriei on 822 compl/e(xX1, X2, -1
XN- 1, t) the I , , S bt ai ned by )

I X11 X2, %@,cliggg §Fg‘><%l 3?!?% tﬁéN"?%logle(%ﬂ#ajzé argXN 1,t) (56).
The strengt® patamEested rfgybe ©ohingnsa@nado Paf§er®hange according to

characteristics anmount C@Haﬁeﬂgxiﬁégg]gb@dyyyégrjythgop@BQ&Qmpnbeddlng
signal 912 or froma gart that is ﬁa %t for 10 calculation in the

bef or e- enbeddi nJ* SF G PSfoelﬁﬁrf §quﬂg%efore enmbeddi ng si gnal
912 is the video signal, Hﬂsumwn@ethanfNgurddmﬂnﬂu¢mmﬂ cenmpded ng i S

per v S oTBAYeELATh o 3o kA 0Ol oR 530 LaLge o) hptn 2RO 17
regi on or BROavyredlepent Ba@ dheé nimaginAsy lPr@ER}e aredrepehsendederameddi ng
is performed weekland p; respectively, and the pattern is
represented as
P(X1,%X2, s Xn-1) =Pr (X1, X2/, Xny-1)+7 *Pi (X1, X2, e, Xn-1) (47)
wherein j is the imaginary unit.
15 Assuming that two periodic signals f,.(t)
and f;(t) are generated by the periodic signal
generation unit 131. In this example, it is assumed
that f; and f; are generated from a same periodic
signal such that the phase is different by 90
20 degrees, as shown in f;(t)=£f.(t-T/4) (48),
wherein T is a period of the periodic signal.
N - dimensional patterns W, and W; are
obtained by modulating P, and P; using £f.(t) and
fi(t) respectively as shown in the following
25 equation. "

Wr (X1, X2, s Xn-1,£) =Pz (X1, X2, o) Xn-1) XE (L)

(49)
Wi (X1,X2, s Xn-1,L)=Pi (X1, X2, .., Xn-1) x£1 (t)
(50)
30 In step 403, these W; and W; are added so

that following N - dimensional signal w is obtained
as the embedding pattern 922.
W(X1, X2, s Xn-1,Lt) =W, (X1, X2/ s Xn-1, t)
+Wi (X1, X2, ey Xn-1, L) (51)
35 In the following, an example is shown in
which a sine wave is used as the periodic signal for
an video signal of N=3.



(that is, such that ais a small value) for a part, in which the added
enbeddi ng pattern becones 20 prom nent, such as a flat region or a slow and
even novenent region in a frame inage. Repetition of enbeddi ng pattern)
When superinposing the enbeddi ng pattern, when the size of the

bef or e- enbeddi ng signal 912 is greater than 25 the size of the enbeddi ng
pattern 922, the enbedding pattern 922 nayShe added by repeating it.
Fol l owi ng are exanpl es of the case in which the size of the

bef ore- enbeddi ng signal 912 is greater than the size of the enbeddi ng
pattern 922. 30 1) \Wen tAé&shafigre-Emdeddi ng signal 912 is a video signal
when the I ength (nunber of {fpoesktof the befgpe-embedding signal 912 in
the tinme direction is Ioggzr than the tine Ifg Lh of the enbeddi ng
pattern, the enbeddi ng patté&Fh=§329%ay be 35 g ated a plurality of tinmes
as shown in Fig.20. @)xWen)Hre (kefyorosanberidi:ng sstnat 952)is a video

si gnal , whentfuaglggtgig%g WA { e%%24n9&§ggl%é¥?84ﬁ% FBE the

before-enbed i ng si gha i's greate € Si ze ranme 1nage
(angle of viewpafioteTemrbeddi rigs,pab-*r%vcn/’]922 t he enbedding pattern 922

may be added such that it ks Q_%V%édi(@sg tbl esyvedicalhysand horizontal ly
as shown in Fig.21. Enlargenent of edding pattern). In addition, before

superi nposi ng tk@%ﬂﬁ?ﬁ@spé’ﬁr’er% P?ﬁgoéﬁﬁédélsngfodalt‘%‘ﬁ nu§229nﬂy be

enlarged into arcompbékr uycsiizg Ot erHtgedsotaty ditast f he size 10 becones
equal to the size of the before-enbedding signal 912. Fig.22 shows the

exanple. In Fig.2 e (*)t _tn rdsgy gement, and g% gyanple in
whi ch t he pgbtern%rs 22 argpQJf%'ilt he[gﬁigﬁof Ithe bef or e- enbeddi ng

signal 912 are sfipw, ﬁ%ua%5°%5 iseneedl egs t%dﬁ?ﬁéiﬁg é&mgggxbe enl ar ged

to a size other than t
number of f£(t), and

%[c]

is calculation for extracting the real part of C.

15 <Digital watermark embedding apparatus -
embedding pattern superimposing unit>

In the following, operation of the
embedding pattern superimposing unit 140 is
described in detail.

20 The embedding pattern superimposing unit
140 adds the N - dimensional embedding pattern 922
that is generated by the temporal modulation unit
130a and that is stored in the second storage unit
160 to the N - dimensional signal received as the

25 before-embedding signal 912 so as to superimpose the
N - dimensional embedding pattern 922 on the N -
dimensional signal, and outputs the N - dimensional
signal that is a result of the superimposing as an
embedded signal 923.

30 Embedding strength) When adding the
embedding pattern 922, it may be embedded by being
strengthened using a predetermined strength
parameter a. That is, assuming that N - dimensional
before-embedding signal 912 is I(xi,X2,..,Xy-1,t) and



Any al gorithm may be used for enlargenent. As shown in Fig.22, enlargenent
may be perfornmed such that enlarged one bl ock corresponds to one 20 val ue
and the block after enlargenent is made to include all sane val ues, or a
known interpolation nethod such as linear interpolation and bi-cubic may
be used. In Fig.22, when the before-enbedding 25 signal 912 is a video
signal, although an exanple is shown in-wbBich enlargenent is perforned in
space direction in units of frane inages, it is needless to say that

enl argenment nmay be perforned also in the time direction. 30 Enbedding into
characteri sti cshatothe) embeddithd i pat tetlran SRARpers MPos{ nk, t.hexenpeddi ng

pattern 922 o h f e i n i gngl, 912, igste of . directly adding
val ues of the g%%e%&?%ﬁﬁgﬁ{t%$¥g€£2g2?ogtﬁglé%éhérgﬁgVu s ©f the

bef or e- enbeddi Pgtaiigeal P35 912, superinposing may be performed by changing

t he before-en@e?ggpgzgigﬁ@h,g;zlqggbxgpgtxg&edgternined characteristics
amount of the be eddi [

of e- enb ing -55- S|gnaf 12 7's chanﬁﬁg by the val ue of
the enbeddi®ng pattern 922 or by*¥tW(#r, ¥imesXof,the dv¥dddi ng pattern 922.
As an exanpl e of the charmni est séhgs8h bazmmster tdeneybee coingdiajuned ues of

t he before- e dding signal 912 or _t.he average val ue of  signal_ values for
bnch Bl ock. Wheh 2Re Lo rinilag Zolr bRy e B AEL BT Indt e ™S Ol e
i mge signal, caitghetess framotheli vhelenod, tdirl keforesegbalddiaiqzie 10 of

RGB of the pi X§i?HBlt g vigleor oimi gRgg PRy g used. sghheikalrgpatermark
detection_apparaius> The digital watermark detection agparatus 200 shown in
Fig. 10 i ndlfudeS2hChepbdrd denvrl BefeneeanAdind os19nadt &dtd-on For

information exéxampilen thdn the before-embedding signal 912 is the

video signal, it may be configured such that
embedding is performed strongly (that is, such that
o is a large value) for a part, in which the added

15 embedding pattern is hardly prominent, such as a
texture region or heavy movement region in a frame
image, and such that embedding is performed weekly
(that is, such that o is a small value) for a part,
in which the added embedding pattern becomes

20 prominent, such as a flat region or a slow and even
movement region in a frame image.

Repetition of embedding pattern) When
superimposing the embedding pattern, when the size
of the before-embedding signal 912 is greater than

25 the size of the embedding pattern 922, the embedding
pattern 922 may be added by repeating it.

Following are examples of the case in
which the size of the before-embedding signal 912 is
greater than the size of the embedding pattern 922.

30 1) When the before-embedding signal 912 is
a video signal, when the length (number of frames)
of the before-embedding signal 912 in the time
direction is longer than the time length of the
embedding pattern, the embedding pattern 922 may be

35 repeated a plurality of times as shown in Fig.20.

2) When the before-embedding signal 912 is
a video signal, when the size of the frame image



220 and a pattern storage unit 250, and it receives the enbedded signal 923
and outputs detection information 914. In the follow ng, operation of the
digital 20 watermark detection apparatus 200 is described. Fig.23 is a

fl omchart of operation of the digital watermark detection apparatus in the
first enbodinment of the present invention. Step 501) The tenporal

denodul ation unit 25 210 perforns denodul-&td-on in the tinme axis direction
based on the input enbedded signal 923 to obtain a detection conplex
pattern 961, and stores it into the pattern storage unit 250. The detection
conpl ex patterdanml¢50ﬁ Wiew) difmids drefopaterbedddimy iskanadD 81 2conpl ex

number s. DEta'|%§1gf&&%é%'@ﬁaﬁft%Q@ ﬂéﬁﬂ%&a%hgeﬁggméﬂﬂﬂHb@nkén i@ are
descri bed | ater efore performn npar.al denodul at i gon

e way
processing by t K& ‘éﬁ%ﬁ%a?fdgﬂﬁdﬁmaﬁ nq”pﬁtgggn proceddts &radding
geonetrical def pataidn 932 mayr et iadiiedoseck ethual itf ild asdwngd bhiwrek

superi nposi ng, bl o¢ i g._may ,be performed _b re-processin for
t he enbedded si gn% %Z%é(rg ‘-’\‘gfl'lhfesaé1 exhaor %%m? 1T esc¥|53§%wr?a%8r§ & %p '502)
The detection infornmation Eekargemamtlﬂﬁtemheddmagypaiuamnhelect|on

conpl ex  pattern Gk té’&?t béfQ%a's’ﬁ%ﬂ}inéé‘&ﬁS”EWea'enﬁaéj&@Pﬁgl 'a‘t‘%'érlH“t

210 and is stored Iin th attern storage unit 250, extracts I'tal
wat er nar k |nfoﬁ%ﬁ|§ﬂp%ﬁ$éHEeHaE§GFWE Zimay Rat enkama et iyerli A8
apparatus 100 tamﬁmryts@ﬁedebectenqrargétﬂogﬁahl eha%l4helsDegai | s of

orer: By he Bey Ot TRIRLr FBr iy A BCtT o PnPr RS SSARLE s on
processi ng by tise aietlec?1dn Fnfol2atshmwexthacekenpdrei.t Z20,Fpgo2@sses such
as an example of two times enlargement, and an example
in which the pattern is enlarged to fit the size of
the before-embedding signal 912 are shown. But, it
15 1is needless to say that it may be enlarged to a size
other than those.
Any algorithm may be used for enlargement.
As shown in Fig.22, enlargement may be performed
such that enlarged one block corresponds to one
20 value and the block after enlargement is made to
include all same values, or a known interpolation
method such as linear interpolation and bi-cubic may
be used.
In Fig.22, when the before-embedding
25 signal 912 is a video signal, although an example is
shown in which enlargement is performed in space
direction in units of frame images, it is needless
to say that enlargement may be performed also in the
time direction.
30 Embedding into characteristics amount) In
addition, when superimposing the embedding pattern
922 on the before-embedding signal 912, instead of
directly adding values of the embedding pattern 922
to the signal values of the before-embedding signal
35 912, superimposing may be performed by changing the
before-embedding signal 912 such that predetermined
characteristics amount of the before-embedding



15 geonetrical deformation correction, nose renoval, filtering, block
superinposi ng, and block dividing in N1 - dinensional space, for exanple,
may be performed by pre-processing for the detection conplex pattern 961.
These exanples are described 20 later. <Pre-processing for enbedded signal >
In the foll owi ng, exanples of pre- processing for the enbedded signal 923 in
the digital watermark detection apparatu$5200 is 25 described. Geonetric
deformati on correction) In the case when geonetrical deformation such as
enl argenment, conpression, rotation, translation, aspect ratio change and
projective trandboadatdlch is Glangpli by tthea heakbubedletihei gmded2Bngn whi ch

digital water Ir$ qﬁaﬁ nsthe efHark QQ@ ng apparatus
100, there is %gge In Q§ﬁdb%e?ecthLQh%ﬂgsg?%a HaatgP% q&%cones
difficult witRa&te®8di%3%ati on. Thus, pre-processing may be 35 performed
for correcting this. As'@3‘aﬂeeggmg&bﬂdz(ﬁﬁéﬂéﬁ@f@ategqgmaagon as shown

d 57- Il h, J.J. K. 0, and
bon. A b s Be G A TS AEPIRG TaiTE D oh FhR BEIRESE | rage and
Vi deo waternarkmhgddung(ﬁrgnabn9kﬂdpmgthdﬁaxnmmmegsa&aetwﬂaS&gmslin
Conput er  Sci e”@SlEEQS,fo% cK70138%.. SWHé}Qeéhé/%éEQréz%@er%dld%% Che

exanpl e, a signal perform ng geonetric correction
si gnal separatéFQnﬁﬁo@lﬁgﬁ%aﬁhemﬁﬁé?ﬁaﬁQQQﬁkn%ﬁttBﬁ imagedegr@ea bf change

applied to thprsg@faledss %élgﬁt@ﬂflﬁ)ér@@k@t|é’kgdt8b§or5@11991atlha$a]?@érec'[' on
may be perforneg ?ﬁ e&{ rnlqg [eVers con;g55|on of gh% estlggted change
for the signaP’ &di tittn, PHefie £n§m§ Showh H2ge déel
Honsi nger, C. ,u%Bdta Enbeddlng usi ng
<Digital watermark detection apparatus>
The digital watermark detection apparatus
200 shown in Fig.1l0 includes a temporal demodulation
15 unit 210, a detection information extraction unit
220 and a pattern storage unit 250, and it receives
the embedded signal 923 and outputs detection
information 914.
In the following, operation of the digital
20 watermark detection apparatus 200 is described.
Fig.23 is a flowchart of operation of the
digital watermark detection apparatus in the first
embodiment of the present invention.
Step 501) The temporal demodulation unit
25 210 performs demodulation in the time axis direction
based on the input embedded signal 923 to obtain a
detection complex pattern 961, and stores it into
the pattern storage unit 250. The detection complex
pattern 961 is a N-1 - dimensional pattern comprised
30 of complex numbers. Details of operation of the
temporal demodulation unit 210 are described later.
By the way, before performing temporal
demodulation processing by the temporal demodulation
unit 210, processes such as geometrical deformation
35 correction, nose removal, filtering, block
superimposing, and block dividing may be performed
by pre-processing for the embedded signal 923.



Phase Di spersion, "IEE Sem nar on Secure |Inmages and 15 | mage Aut hentication
(Ref. No. 2000/039), pp.5/1-5/7 (2000) --, a periodic pattern having
repetition may be used as the enbedding pattern itself that has enbedding
information as digital watermark, enlargenent/conpression ratio is

cal cul ated by 20 observi ng change of the period based on autocorrelation
function when perform ng detection, so th&6-correction may be performed by
perform ng reverse conversion of the change based on the obtained

enl argenment/conpression ratio. In addition, 25 for exanple, when the subject
signal is an in@beser examplded, anerdesanddleat l@tarin the i nage nmay be

extracted, and geonetric GQqrdecihon HRY @%ﬂggﬁééﬁmﬁﬁf8§mak(géﬂtal

wat ermark i s enbedded in the 'area usin one omm in -
At sushi KATAYAMBRXL38CTdieqo WkKAMRA, 2RadY&6S NAMREE CROBSr FOTENESARA, "A

New H: gh- Speed ﬁ@tﬂ%lﬁrnD&Gﬂ_CLﬂMti, I\EA|3§ h@?tal&edﬁ b;ﬂ'rﬂ%fl'f\éﬂpblrfahgn ([S}Tf? for 6
i -appli te er.mar ks ransacti qns j . 6,
bp- 8035 1040 6Bt T Cupd £, STRCEAN ANuP Rl sty ERsuREF 1A pe
enbedded si gnal s928aige wmuﬂ1Zﬁ@;taktmatasmaﬂgltaiembéddmdxﬁ|Iter
processing for rerBYiAYitHE o é@gdggasg éfg%hﬂﬁﬁ% fdwa@gg ik er processing

that can renove conponents of ori |na re-enbeddl ng gnal whi | e
reservi ng S|gnaﬁmbéﬁﬁé@ﬂu%PRﬁr%ﬁgﬁtépo\Rﬂ(ﬂqﬁ9w¢ BtBﬁécﬁaﬁﬂﬁﬁ%%m05|ng) I'n
t he dlgltal wai fFBRfls tamRedsti g apparatus 100, when the enbedding pattern

superi nposi unit 140 adds ,the eddln patte 922 h that it is
repeat ed wh 29 the size ofP%4ft %%f§P OBﬁE F griaf éf SCE 1 great er
than the size oinfhemerthieddiawtpatt ton QﬁZt ZﬁGxﬂrsu@esbmp@adujqﬂeme55|ng

may be perforned so asixﬁfﬁgggewgpg B%?%@@“bé%ﬁ%@%i§83dE@é%é¥Hﬁ'part

information extraction processing by the detection
information extraction unit 220, processes such as

15 geometrical deformation correction, nose removal,
filtering, block superimposing, and block dividing
in N-1 - dimensional space, for example, may be
performed by pre-processing for the detection
complex pattern 961. These examples are described

20 1later.

<Pre-processing for embedded signal>

In the following, examples of pre-
processing for the embedded signal 923 in the
digital watermark detection apparatus 200 is

25 described.

Geometric deformation correction) In the
case when geometrical deformation such as
enlargement, compression, rotation, translation,
aspect ratio change and projective transformation is

30 applied to the embedded signal 923 in which digital
watermark is embedded in the digital watermark
embedding apparatus 100, there is a case in which
detection of digital watermark becomes difficult
without modification. Thus, pre-processing may be

35 performed for correcting this.

As for the geometric deformation
correction, as shown in a document -- Csurka, G.,



of the repeated pattern, superinpose and add these to bring together them
into one block. 15 Change to block) In the digital watermark enbeddi ng
apparatus 100, when the enbedding pattern superinposing unit 140 enl arges

t he enbeddi ng pattern 922 when the size of the before-enbedding signal 912
is greater than the size of the enbedding 20 pattern 922, digital watermark
detection may be perforned after contractbng the enbedded signal 923.
Detection fromcharacteristics amount) In the digital watermark enbeddi ng
apparatus 100, when superinposing the enbedding pattern on the before- 25
enbeddi ng si gnBEg@1i21anwe skiper Rupogiind,i sT.per fir n@d bpdcamgi 1. + he

bef or e- enbeddi L I h+ Lt h t: h it
Eg%/éb%% Ap?:"@oéé'ﬁ tbhatk slihe W%P&%Q%%ﬁ @zre%]sﬁéeé@% Che

amount of the or e- enbedd nal 912 is c ang
embeddi ng patt@WﬁQQZ?qﬂ'Wﬁﬂ%Q Yaheamagrkddd  di b %Fmﬁéﬂépmﬁ%@kﬁﬂectlon may

bﬁ per f or med P@&eée@ﬁ.r#g‘s‘ qrérﬁtu@ﬁb ugtagnqda ll}'om;@@té!llzsbllléglc% Flrml@; erhm' ned

characteristic_ano e. enbedded .si gn . For _.exanpl e, as shown

in Fig. 24, hePBs gﬁ@é&(ﬁéﬁ s‘%%ﬁhﬁ’g§53 g b@%qqéfded i P xcﬁf‘ik%f%b as to

configure |ines sﬁgnhdréﬂmﬂpsrfcrmmngngdqmetndcu¢atragtahmwﬂserlstlc

anount of each ng Iﬁ %hgi gggig%%\¥ggg rgrgﬁydgg etyected from
rag

this. As an exanp aracteristrc anount, e of signa
values in the bﬁééﬁmﬁ§$tkﬁﬁ8%ﬂatlpﬁv argmsiegre e %ﬁdpbﬁéﬁe\ﬂﬂﬂﬂ%%@ si gnal

is a5 video Stgneheors@halrrag@ ésamab,telar ightdesscPingokdli s, didd erence of
| ue .of RGB may be

t he pi xel Eg ¥|d%p or_.the i A gploQgi naIe go
used. Pre]g%oc &Fn§ &5?5#?63& Tﬁ th&s@ exaHst ¥ebehE OB med on t he
det ecti on conprexepaet eronvellsBéd as phe- prsdciesstey ohahie detrecthen
information extfgalhon RYOGESE fdohD RS dSLARIION L0TQHERN 9% A
document -- Honsinger, C., “Data Embedding using
Phase Dispersion, “IEE Seminar on Secure Images and
15 1Image Authentication (Ref. No. 2000/039), pp.5/1-5/7
(2000) --, a periodic pattern having repetition may
be used as the embedding pattern itself that has
embedding information as digital watermark,
enlargement/compression ratio is calculated by
20 observing change of the period based on
autocorrelation function when performing detection,
so that correction may be performed by performing
reverse conversion of the change based on the
obtained enlargement/compression ratio. In addition,
25 for example, when the subject signal is an image or
a video, a rectangular area in the image may be
extracted, and geometric correction may be performed
as if digital watermark is embedded in the area
using a method like one shown in - Atsushi KATAYAMA,
30 Takao NAKAMURA, Masashi YAMAMURO, Noboru SONEHARA,
“A New High-Speed Corner Detection Method : Side
Trace Algorithm (STA) for i-appli to Detect
Watermarks” IEICE Transactions D-II, Vol.j88-D-II,
No.6, pp.1035-1046, 2005--.
35 Filter processing) When noise is added to
the embedded signal 923 in which digital watermark
is embedded, filter processing for removing the



extraction unit 220. Especially, as to the geonetric deformation
correction, when the axis of N-th dinension is tine in the video signal, by
15 correcting expansion and contraction in the time direction as
pre-processing for the enbedded signal 923, and by perform ng geonetric
deformation correction in the space direction for the detection conplex
pattern 961, spatial geonetric deformati eA820 correction can be perforned
efficiently and accurately. <Digital watermark detection apparatus -
tenporal denodul ation unit> In the follow ng, details of operation of 25
the tenporal depdés MavorPampriiedar @andgeddritbed. prergszinghdikata can

configuration exagRlee c,Qa‘m 6ﬁ@n€§”89r6|r1@qu|@éf89eU€hBe'd@ﬂrhf first
enbodi mrent of the pres i nvention. The tenporal denodul at unlt 210

shown 30 in tﬁégﬂa&ur’” %%Iﬁ%%%rglﬁgr SIANE 'si AP OGERESA L l%‘f% 211,

denodul ati on uwnbterdbxk.and a conplex pattern configuration unit 213, and

pattern 960 35 By the veirofh EnEeliEqtidy Bn PRRCBNSRCA FPOt 2t on
i s shown such VA&ermafrdy rmmb@dadlngm@pfarr@rhumel%%twhenotme top to

facilitate - 60emB@@%&%§a E‘tgerfm Qﬁgé’%ilﬂ@?ﬁ%ﬁr}?f 4R €l 9458 addymodud ati on

processes of the enbed nal g t he tengoral denDduIatlon unit 210
is performed Fi ?HQHQﬂIRﬁﬁ% I 3 d§P€h!§hﬁ% B 18 ZePeShGrariher
operation of tbre tedmeorcat ﬂeémldufaﬁ:ee@mwmgtMgﬁaastgllerhcwll ment of the:

presert RPN LeBas R S Il 5L 00 i YRl EOELAE R N 2L
that are orthogdaak superlmp031ng processing may be performed so

as to divide the embedded signal 923 into each part

of the repeated pattern, superimpose and add these

to bring together them into one block.

15 Change to block) In the digital watermark
embedding apparatus 100, when the embedding pattern
superimposing unit 140 enlarges the embedding
pattern 922 when the size of the before-embedding
signal 912 is greater than the size of the embedding

20 pattern 922, digital watermark detection may be
performed after contracting the embedded signal 923.

Detection from characteristics amount) In
the digital watermark embedding apparatus 100, when
superimposing the embedding pattern on the before-

25 embedding signal 912, when superimposing is
performed by changing the before-embedding signal
912 such that the predetermined characteristic
amount of the before-embedding signal 912 is changed
by the value of the embedding pattern 922 or by

30 scalar times, digital watermark detection may be
performed based on information obtained by
calculating a predetermined characteristic amount
from the embedded signal 923.

For example, as shown in Fig.24, the

35 embedded signal 923-1 may be divided into blocks so
as to configure lines of characteristic amount by
calculating characteristic amount of each block so



’ i
For exanple, two periodic signals may be generated based on one periodic
signal such that the phases are different with each other by 90 degrees,
that is, 1/4 period. The periodic signal to be generated 15 corresponds to
the periodic signal generation unit 131 included in the tenporal nodul ation
unit 130a in the before-nentioned digital watermark enbeddi ng apparatus
100. Exanples of the periodic signals are-5%s descri bed before. 20 Step 602)
The denodul ation unit 212 perfornms denodul ati on by each of the two periodic
signals generated in step 601 based on the time direction conponent of the
recei ved enbeddeeti ghgltad2vatarmark onapt hien datepred - fapwehsiicnal

signals. 25 Conggehf examphes of ﬁm@yéaabeerars&lcte%ﬁé@ﬁ@l hater. Step
603) The conpl ex pattern onfbgpra uni, t g% qtalns t he’ det ectj on

conpl ex patterrfY8i?9Fna Wefsibn QSKITﬁYCBﬁDP§£ unbers 30
i n which thelwﬁﬂrpexampmé thdnlnﬁﬂxmdgnpawhebe¢mmasiqmalmmsNal-

dlnen3|onal d la i d lat i 2.re ¢! vel y.
Mor e partlcular é%sgu ﬂ%& %ﬁgtl?h %%D Sggggl Hyl ona%;5|gn§¥§'§!e
Q=(xI, clu;/fé @gengs Qf(thexpixeknef) th@spfé&qq/ew thadimagte it he

gelt Iectl onmﬁorrpl&ﬁ_@@ibt@r al%ﬂall srdud ef,t@ RGg’ih{a bd tud&qobati Rfil as
(0] OWs erernj 1s e|ma nar ni - X
o O Y S L xe  PrRRPRaaes T fRE iRy Chedt) SRETBAED oa bf
te_rrpor al denoduhay i ba peefdermd lwerd. t 15e Deebduaitdtoredniplee dabeduinat i on
units 212 %bs p&éioégegrgl ‘%%t ’}9%th ER%S%%tOefcﬁflfl‘o% pfﬁﬁS?h& gurﬁl“a' S

(N 1g rati1 on unit

generated Dby the perro mensi onal
enbedded S|gmﬂemeBCtEgpe@MMQQﬁsiwgobnathﬁngaﬂﬁﬁﬁmqm phfoompéieom s of

extraction unit 220. Especially, as to the
geometric deformation correction, when the axis of
N-th dimension is time in the video signal, by
15 correcting expansion and contraction in the time
direction as pre-processing for the embedded signal
923, and by performing geometric deformation
correction in the space direction for the detection
complex pattern 961, spatial geometric deformation
20 correction can be performed efficiently and
accurately.
<Digital watermark detection apparatus -
temporal demodulation unit>
In the following, details of operation of
25 the temporal demodulation unit 210 are described.
Fig.25 shows a configuration example of
the temporal demodulation unit in the first
empbodiment of the preseht invention.
The temporal demodulation unit 210 shown
30 in the figure includes a periodic signal generation
unit 211, demodulation units 212, and a complex
pattern configuration unit 213, and it receives the
embedded signal 923 and outputs the detection
complex pattern 961.
35 By the way, in Fig.25, please note that
the configuration is shown such that information
flows from the bottom to the top to facilitate



10 the two periodic signals as described bel ow, the phases of the periodic
signals can be easily neasured. That is, nore particularly, follow ng
processes are perforned, for exanple. 15 In the following, it is assuned
that the N - dinensional enbedded signal 923 is represented as | (X, X2,
..., XN-Irt In addition, it is assuned that two periodic signals fr(t) and
fi(t) are generated in 20 the periodic ste¥al generation unit 211. Here, an
exanple is taken in which fr and fi are generated based on a sanme periodic
signal such that the phases are different by 90 degrees as foll ows.
fi(t)=fr(t- T/4)u%@%¥sgénﬂ'lnlgs e rRRIGT @ RANBERCE( Ho f18t), so that two
N-1 - dinensional Slgna|sdamdaﬁua€@bn pXBcdlsend Qt & lemkddded . XN-1, t)

are obtai ned by the ations X
I " (x1, xz, ?i E%gw%gg lﬁfwgaragy8em%§§%3tlon—u%1t 210 is
I"(x1, x2, xl\garﬁwyn(ad) dn (t&eO)foBDowlmgepeprmetdlnamd t2 are a start point

d d t it f
Z”nbeSSeS”s.Sﬁ;F 023, “For ox T A5 (2 PLBRGREES A BRSO cuen

that the mhole‘%ﬂmPﬁéalréééll aéwdé@d@alaeﬁalth@zaflbré%n%@bpﬁén@éttecuon
target, or tl= Q;ﬁﬂﬂhéZp@Es@'ﬁtl Sivderiefd.of the periodic signal generated

L1 e periodic stonal '© 4geloti B0 ML L2 SE, 2P edese a0 t0,
t he enbedded sigmat 223 geaea’@ttaamedNQSpardodarcetsa@agImlthawohlzslvle -
Lo e o Syhed oS Tl gL LR g g bl Py o
For example, two periodic 51gnals may be generated
based on one periodic signal such that the phases
are different with each other by 90 degrees, that is,
1/4 period. The periodic signal to be generated

15 corresponds to the periodic signal generation unit
131 included in the temporal modulation unit 130a in
the before-mentioned digital watermark embedding
apparatus 100. Examples of the periodic signals are
as described before.

20 Step 602) The demodulation unit 212
performs demodulation by each of the two periodic
signals generated in step 601 based on the time
direction component of the received embedded signal
923, so as to obtain two N-1 - dimensional signals.

25 Concrete examples of demodulation are described
later.

Step 603)The complex pattern configuration
unit 213 obtains the detection complex pattern 961
that is a N-1 dimensional pattern of complex numbers

30 in which the real part and the imaginary part become
the two N-1 - dimensional signals demodulated in the
demodulation unit 212 respectively.

More particularly, assuming that the two
N-1 - dimensional signals are Q;(Xi,X2,..Xy-1) and

35 Qji(X1,X2,..Xy-1) respectively, and that the detection
complex pattern 961 is Q(xi,X2,..Xy-1), it is obatined
as follows, wherein j is the imaginary unit.



T=h t3 Q(x],x2,...,xN 1)=D'(x1,x2,...,xN1, T)ft(T) (6 2) T=h In addition,
for exanple, in a video signal and the |Iike, when detecting digital
watermark froma re-taken video using a | ow 15 performance processor such as
a cellular phone and the like, there may be a case in which franme rate in
video-taking is not stable so that timng of sanpling shifts slightly. In

such a case, using the detectiontine tkeli2, ..., t" for each of the 20
di scretely obtained signals I" (xI, x2, ..., xN1, 1) , I" (xl, x2, , xN1,
2) , ..., I" (x1, x2,..., xN-1, n) , product sumcalculation is perforned

based on a product @fxi,-®zh .. Xeanpte: &hd Rehe-xwallue f(ti) of the periodic
function at i-th nmeasurenent 14igrexasxfolkows so (sfigt unstable 25 frame rate
is corrected and accuracy_of %alcul tion result can be mainptained. -63- n
Q (X1, X21...1 xN_1)1' (x1, kB, the fQldaying, cepcipte sxamples of

Q (x1, x27?. ., xNtmpd £ x1, démodulaMibr )drd tdes€@ibpd.r=1 In addition, when a
vi deo di spl ayed on a scrﬁgn r.,a LV is.taﬁgg gg a vi.deo. canera, or canera

of a cellular phone and t mPlE&F?HﬁQﬁ%&I gﬁqﬂh§ 1dhePAaER 8?2
reproduct i on arics toeer foamedr byye obdfa itrtienyi tlee phkiseg ey et heepeobbdimed in

oot o e or PRSI EEL Gy By 1 00LL ohph) St AL ion can be
" (X, X2, ---, xNnigE 21D)0f the N < dimensional embgdded sfopgdb) 923.
Q (X, X2,..., XMshedH a1y, XBy. obt$Nplirg fthé, 31t @)f coMponents of
10 the two periodic signals as described below, the
phases of the periodic signals can be easily
measured.
That is, more particularly, following
processes are performed, for example.
15 In the following, it is assumed that the N
- dimensional embedded signal 923 is represented as
I”(X1,X2,..Xn-1,L).
In addition, it 1is assumed that two
periodic signals f (t) and f;j(t) are generated in
20 the periodic signal generation unit 211. Here, an
example is taken in which f; and f; are generated
based on a same periodic signal such that the phases
are different by 90 degrees as follows.
fi(t)=£,(t-T/4) (58)
25 I” is demodulated by f;(t) and f;(t), so
that two N-1 - dimensional signals Qr(Xi1,X2,..,Xy-1)
and Qi (Xi1,X2,..,Xy-1,t) are obtained by the following

equations
0O, (x1,X9, 5 XN_1) = _[2 I"(x, %9, X N_1> T) [, (D)dT (59)
O, (x1,x25 s XN1) = fI"(x;,xz,---,xN_l,r)f,(r)dr (6 0)

30 , Wherein t; and t, are a start point and an end
point in a section that is a target for detection in
the embedded signal 923. For example, tj;=-« and



wherein F indicates a frane rate when taking the video. Next, tenporal
denodul ation using 15 difference/differentiation is described. |Instead of

t he above-nenti oned net hod, denodul ati on nay be perfornmed using difference
or differentiation of the enbedded signal 923 I"(x1,x2,...,xNI,t) int
axis direction. A configuration exanple of such tenporal 20 denodul ati on
unit 310 is shown in Fig.27. The tenporatéenodul ati on unit 210b shown in
Fig.27 has a configuration al nost same as that of the tenporal denodul ation
unit 210a shown in Fig.25 and tenporal denodul ation unit 210b is different
in 25 that it ¥=tomY goeedppddied fich hehakbbbgedhdilgnadf ©28 is supplied

to the denodul pttenveal bt t£1gn84- 9bB e oM | €fet Qetle taignal
differentiation unit 215. The signal differentiation unit 215 is

configured to taF86Fat 8XditaFlr @8Rk W63 o ¥ et PAFLEA OF dP®ixis of N-th
di mensi on, thaperisdicnsddgnaiXigenkretcédoinf ehd heertseivedigmadded signal
923 so as o 0 Ltfer e ifferentiati.on,to t modul ati.on units
212. For e%anﬁ$%$g%8ggP%eP%ﬁg J?fe%dé% né?sggﬁ}l%h)%%eggigg,%%ié%?%nomn
that correl at inrnpdeiadenoff thimesrefeinedseghgiddes] |sikgral SPASe t he shorter

the time interval betweeqntwid{a®s, i gnehhend Wileadds §94hghAlyON between
frames is, when difference or differentiation _values betweén franes are 15

cal cul ated, or}gyi ARFaiREGe aSofdhedEreEecargBicdd ByWO v~ Andunt equal to or
greater than tdiméenstehad sarmyls by, tdred p@r inggly cbsi gbtlainsa thattleaer gy of
the digital termack relatjvely increases. ,Thus, detection of digital
waternarktlgec\gﬁ%gi géygb 2 %égf%ﬁ%136%§8§85&%ﬂ1(n1fron1the di fference
value or differentiation value,&so that there is an advant age

O, Oopoxgo e xyg) = ) I'(xy 3o s Xy, D) £, () (61)
=11
f3
Q,(x1.x2,---,xN_1)= ZI'(xpxz,'",xN_l,T)f,(T) (6 2)
=l

In addition, for example, in a video
signal and the like, when detecting digital
watermark from a re-taken video using a low-

15 performance processor such as a cellular phone and
the like, there may be a case in which frame rate in
video-taking is not stable so that timing of

- sampling shifts slightly. 1In such a case, using the
detection time t;, ts, .., tnp for each of the

20 discretely obtained signals I” (Xi1,X2,..,%n-1,/1),

I7” (X1, X2y ey XN-172) 4wy I7(X1,X2,..,Xy-1,0), product sum
calculation is performed based on a product of i-th
sample and the value f(t;) of the periodic function
at i-th measurement time as follows so that unstable

25 frame rate is corrected and accuracy of calculation

result can be maintained.
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that detection accuracy inproves. Inversely, since detection performance of
simlar extent can be naintained even though weaker digital watermark is 25
enbedded, digital waternmark enbedding in which deterioration of signal is
smal | er becones possible. <Digital watermark detection apparatus - detection
information extraction unit> Next, the detection information extraction 30
unit 220 is described in detail. Fig.28 skhé®8s a configuration exanple of

the detection information extraction unit in the first enbodi ment of the
present invention. The detection information extraction unit 35 220a

i ncludes a detection sequence extraction unit 221, a correlation val ue

calculation unit 262, a naxinﬁglgflue deterntgaﬁion uni t 223Tfﬁg a -65-
det ecti on i nfor nét "@rf‘Zt"e“CGNf-li)ﬁ B tNeB/r 40 recei ves det ection
conplex pattern 961 fromthe pattern storage unit 250 and out puts detection
information 914. 5 By the way, in Fig.28, please note that the

configuration is described such that information flows fromthe bottomto
the top to facilitate undersljt kng of correspondence to Fig. k2. tection
i nf or mati on ext r ZeFidR proeels 9(:‘_0"55;'1%1&25@’«;% on i nf or mat %%n‘l xtraction
unit 220a are performed accoréilng to the follow ng procedure. Fig.29 is a
flowchart of operation of the detection information extraction unit in the
first enbodinent of the presaddithoBnt WHED B5 StdgP 7815ptRyedetattd on

sequence extragtiaBnuURirt 22ly cogf { JUERSLY detvicdd ONcaREA¥ENGE al113 by

extracting values of the real rt and, thé i inary,part .from conpl ex
nunber val ues obRBFR&dCH Forfi§ ui%EePOQ&edéFgEqﬂHﬁ ibﬁﬁ?e%ﬁ&%q%QVF@%l and

20 arrangi ng t henvehee$ranet atdtse 06 £t bepadelderitiion and the frame rate
of the video taking have been obtained in most cases,
and by obtaining t; by using it, following
calculation can be performed for the discretely
obtained signals I”(X1,X2,.rXN-1,1), I” (X1,X2,..,Xn-

10 1/2)1 (¥4 I”(xlrx2/---lxN—lln)/

il (65)
F

t, =

n
Qr(xl’x2v""xN—I)=ZI,(XI’XZ’“"XN-I’i)fr(tz) (6 6)
1=1
wherein F indicates a frame rate when taking the
video.

Next, temporal demodulation using

15 difference/differentiation is described. 1Instead of
the above-mentioned method, demodulation may be
performed using difference or differentiation of the
embedded signal 923 I”(Xi1,X2,..,Xx-1,t) in t axis
direction. A configuration example of such temporal

20 demodulation unit 310 is shown in Fig.27.

The temporal demodulation unit 210b shown
in Fig.27 has a configuration almost same as that of
the temporal demodulation unit 210a shown in Fig.25,
and temporal demodulation unit 210b is different in

25 that it is configured such that the embedded signal
923 is supplied to the demodulation units 212 after



sequence extraction unit 221 are described later. Step 702) The correlation
val ue cal culation unit 222 cal culates correl ation between the detection
sequence 1113 configured by the 25 detection sequence extraction unit 221
and an enbeddi ng sequence configured based on an assuned enbedding
sequence to obtain a correlation value 1114. Wen different values are
enbedded 30 according to the kind of the_gpbeddi ng sequence, correlations
are calculated for each of a plurality of enbeddi ng sequences confi gured
based on a plurality of conceivabl e enbeddi ng sequences so as to obtain

correspondi ng £erisgl auppnivd uas dHd4sidhaletdiflfednt hetopar afnian of the
correl ation vq%§$ calculation unit 222 are described later. Step 703) The
maxi num val ue ermnation -66- unit 223 finds maxi mrum one of correlation
val ues 1114 obt ai ned by Thiee stiggnal adi Hfievandd adal@ul anibn21dniits 222 so as

to determne ag, ?PSQQ%HQt%9QHfﬂ§§langgi%?%r%ﬂhﬁ§l ion calculation in the
i 2

correlation 5 value“cal culation unit 2 corresponding to the maxinmm
correl ati of valiEfereatipfiome imyandepéfdiedg North HELmensiigorattih@t net hod

of the ermbedding, seguaneeaixi 4 hei fb8tish rwat enEk eabeddi BapaRRRIAt Us 100,
t he determ nati pn 1?n§2¥ be perforned bﬁ ot her_nmet hods i nstead of

det erm ni ng t he*#a&i vECUE DyF Q hRUFBRE IR YR Er i nati on unit 223.
Detai |l s of opediaffenent ikid omxisrnunhe aleRodddtagriimain dbhsuBie .223, and
details of other 15 alterpativ od I rihed.latet. Step 704) The
detection information r gé%nfel}gaunrq’g#fgbnéaﬁf’?d%%fﬁlriggln#gurg":égngeltseca}r}%n
informati @A thakei $iketedd red krnowe wbatakloy reddfeidaedodtiwednon t he

enbeddi ng sequepgRedeber Medignal is large. Since the shorter

the time interval between two frames is, the higher
the correlation between frames is, when difference
or differentiation values between frames are

15 calculated, original image component is canceled by
an amount equal to or greater than the canceled
amount by the periodic signal, so that energy of the
digital watermark relatively increases. Thus,
detection of digital watermark becomes easy by

20 performing demodulation from the difference value or
differentiation value, so that there is an advantage
that detection accuracy improves. Inversely, since
detection performance of similar extent can be
maintained even though weaker digital watermark is

25 embedded, digital watermark embedding in which
deterioration of signal is smaller becomes possible.

<Digital watermark detection apparatus -

detection information extraction unit>

Next, the detection information extraction

30 unit 220 is described in detail.

Fig.28 shows a configuration example of
the detection information extraction unit in the
first embodiment of the present invention.

The detection information extraction unit

35 220a includes a detection sequence extraction unit
221, a correlation value calculation unit 222, a
maximum value determination unit 223, and a



20 by the maxi num val ue determination unit 223. By the way, details of
operation of the detection information reconfiguration unit 224 are
described later. <Digital waternmark detection apparatus - 25 detection
information extraction unit - detection sequence extraction unit> Next,
details of the detection sequence extraction unit 221 are described. The
detection sequence extraction unit 221 30gés responsible for a function, in
the detection side, corresponding to the conplex array generation unit 112
in the conplex pattern generation unit 110a of the digital watermark

enbeddi ng appar@étisct®On amd oot i M escbhe ideiretiom seaveneq, 1k from
the 35 conpl ex nunber vak§%$. bt ai ned from the detectlongéip | ex pattern
[ [

961. Processes THcth&%de SRR CECMBFE X R G T BN oM G
execut ed accor dpagt épnt béorfagd amig pEOceaddr euthiur S0déseatfibamwchart of

detailed operatj : tection sequence extraction unit 5 in the
first enbodineﬁ%ﬁggrﬁégaggeg@h “invention. Step 801) The detecti on sequence
Riﬁﬁﬁ%

extraction @nit 221 confi §ur éheN-Way, dineRdderdl, xnakpafheft a size of

NﬂXWQX---XMV]ﬂt@@dcéhﬁﬁé%rdﬂidﬁ1f%UEQQEYib@@ §HEHWtﬁ§ttEﬁfEHﬁ£E§on10
ML, M2, ..., MWN 10€i€%gl%nent nunhers simlar_ to those sed_in the conpl ex
t

array generati o3 §he RPLERWi QI that &omarie ehbetdifgt&ppar at us 100

Wien the det ectumdle estphex npatdferdoPbdspendebical ned Bsgaldiscrete signal, it
is regarded as the 15 N—% - di.nensi on compl ex e

| array as it_is. Wen th
det ection conpl ex pattern-§ fq%§?ﬁn%Pﬁ85m8§lgquﬁﬁq5€kféogiBﬁgFF%ﬁﬁii
obt ai ned by} Osarpyi byet Het eddtient i omf compt épnpatteractobdn usnng 22 rary
are performed according to the following procedure.
Fig.29 is a flowchart of operation of the
detection information extraction unit in the first
embodiment of the present invention.

15 Step 701) The detection sequence
extraction unit 221 configures a detection sequence
1113 by extracting values of the real part and the
imaginary part from complex number values obtained
from the received detection complex pattern 961 and

20 arranging the values. Details of the detection
sequence extraction unit 221 are described later.

Step 702) The correlation value
calculation unit 222 calculates correlation between
the detection sequence 1113 configured by the

25 detection sequence extraction unit 221 and an
embedding sequence configured based on an assumed
embedding sequence to obtain a correlation value
1114.

When different values are embedded

30 according to the kind of the embedding sequence,
correlations are calculated for each of a plurality
of embedding sequences configured based on a
plurality of conceivable embedding sequences so as
to obtain corresponding correlation values 1114.

35 Details of the operation of the correlation value
calculation unit 222 are described later.

Step 703) The maximum value determination



sanmpling nmeans is used as the N1 - dinensional 20 conplex array. Step 802)
Conpl ex nunber values are extracted one by one in sequence fromthe conpl ex
array obtained in step 801 fromthe nenory (not shown in the figure), so
that the real part and the 25 imaginary part of the extracted conpl ex nunber
value are regarded as independent real values and arranged. That is,
assum ng that the conplex array is repreggnated as Al pl, p2,.,pN 1] (pn?0)

and that the detection sequence 1114 is represented as 30 i"1, i"2 ...,

i-L, if =91[A0,0,...,0J3 i =z[A0,0,...,0fl i3 =91[A1,0,...,0J] (68) 14
:ZEA[l,OP..,Ophimhémarfin@@-m&ﬁﬁﬁgmnMHan&S catrelation fvalwexd racting _
each of the reah paffe AYLY ht?y'E‘Fg' %%%e&aa[éjt&ﬁ Loeycomphex,) upper. 5 This
process is a symretric process w respec 0 generation process in the

conpl ex array uféfieldtd ¢iP unstteldesermiadliaj tembeddéngasie ®rgseeRli ng

apparat us 100. ,Skep £333)c diee PRE dbReE aa1c 1 k0 Pt PHE tAS IR et pci bon
sequence 1113. In addition, |n the case when the order of the enbeddi ng

sequence @13 Velp&r qtlsP i3t aRdemisr de SO PRt Latdorhhunbers for
enbeddi ng bef omaxtimenmcoadexl atiay walueonflilgured in the conplex array

Phe order of the det ecti G SElGERBY: 1EEB TS sbr Bl baot HOBAd Y94 LA T espect
to the processmbyghodhe fcdripd esmbeddyngesecptarore ubnt thé2 digiinp he
pseudo-random pUEResR8f U, S48Pn§03ppae A {0¢, the determination
10 may be performed by other methods instead of
determining the maximum value by the maximum value
determination unit 223.

Details of operation of the maximum value

determination unit 223, and details of other
15 alternative methods are described later.

Step 704) The detection information
reconfiguration unit 224 reconfigures detection
information that is determined to be actually
embedded based on the embedding sequence determined

20 by the maximum value determination unit 223. By the
way, details of operation of the detection
information reconfiguration unit 224 are described
later.

<Digital watermark detection apparatus -

25 detection information extraction unit - detection
sequence extraction unit>

Next, details of the detection sequence
extraction unit 221 are described.

The detection sequence extraction unit 221

30 is responsible for a function, in the detection side,
corresponding to the complex array generation unit
112 in the complex pattern generation unit 110a of
the digital watermark embedding apparatus 100, and
configures the detection sequence 1113 from the

35 complex number values obtained from the detection
complex pattern 961.

Processes in the detection sequence



s

20 order is restored to an order that can be associated w th the enbeddi ng
sequence 913. In this case, as a value of the seed of the pseudo-random
nunber used for pernuting the order, a key sane as one used when digital
wat er mark enbedding is provided as a key for 25 digital watermark detection.
When the conplex array generation unit 112 of the digital watermark
enbeddi ng apparatus 100 perforns order peérmutation by pernuting el enents of
t he obtai ned conplex array instead of pernuting the 30 enbeddi ng sequence
913, the order may be restored by pernuting the order of elenents of the
conpl ex array egbtmBicguiroad umitst2pl88tei mxercadigd wathordspegcttd cclidne process

in the conpl ex Hav i I it 112 before the step 802. 35 <Digital
wat er mar k detegggo%%ég%gﬁgﬁﬁggguggfection i nformation extraction unit -

correlation -69- value cdidd3Ribdp anfdowwhart def adetaidperati on of the

correlayion V?bﬂ@r@@ﬂaﬂEﬁfcﬁh&naétgé%i@ht uéﬁ%@cékeﬁab%wwﬂﬁﬁﬂP@
extraction unit 22ga kﬁi 5 descri bed. Co&rela ion val ue cal culation
processes ih tRetB& fiLRE ctRafHBer ofi &P IRFENS23 NYERLIRN f or ned

according to the foll ow rgregp og@tur Eheletlea-toioon esatiuenceal ue cal cul ati on

unit 10 222 g 0 ' ' nces. ! ... by a
procedure sini?gﬁggé%ﬁﬁg}qﬁﬁf¥ﬁ€éfeggggggwgg§§§ﬁgﬁce ééﬁgﬁé%f%%g%nit 111 of
the digital wacBPABRk artRId?hga appacads Mied2x ThMyeoncEid apterefbeddi ng

sequences are j{5jally %@%%EQngnéﬁqgﬁB%%sﬂﬁﬁﬁhéﬁfiééréﬁbedded1 and they
can be determ ned accordin 0 generation of the ebeddi ng sequence in the

enbeddi ng Wequ¥ndz -gfier at£6n dSment P HRPe BF| w8l g exakpPee (Exanpl e 1)
For exanple, whesdthe the complex array generation unit 112 of the

digital watermark embedding apparatus 100.
When the detection complex pattern 961 is
obtained as a discrete signal, it is regarded as the
15 N-1 - dimensional complex array as it is. When the
detection complex pattern 961 is obtained as a
continuous signal, data obtained by sampling the
detection complex pattern 961 using arbitrary
sampling means is used as the N-1 - dimensional
20 complex array.

Step 802) Complex number values are
extracted one by one in sequence from the complex
array obtained in step 801 from the memory (not
shown in the figure), so that the real part and the

25 1imaginary part of the extracted complex number value
are regarded as independent real values and arranged.
That is, assuming that the complex array is
represented as A[pi,P2,--rPx-1] (Pn=20) and that the
detection sequence 1114 is represented as

30 171,17, ., 1%,

if = R[4[00,---.0]
i =3[4J0.0,.--,0]]
#5 =R[400,.--,0]) (68)
i5 = 3[4),0,---,0]

wherein,



i —— . . : S
20 enbeddi ng sequence has been generated according to (exanple 1) of the
enbeddi ng sequence generation wunit 111, the conceivabl e enbeddi ng sequence
is one, and that is as follows. w=PN={ PNlr PN2, ..., PNL } (69) 25
(Exanpl e 2) For example, when the enbeddi ng sequence has been generated
according to (exanple 2) of the enbeddi ng sequence generation unit 111, the
concei vabl e enbeddi ng sequences are two, agg-those are as follows. 30
W(1) =PN={ PN1, PN2,..., PNL} (70) w121=-PN={-PN1,-PN2,...,-PNL} (71)
(Exampl e 3) For exanple, when enbedding sequence has been generated |ike
the exanple in which each synbol represents one bit information in 35
(exampl e 3) in the enb&idBng sequence generation unit 111, the conceivable
sequences are two, and those are as follows. -70- w'' i) =PNi={ pnii,
pnl2, ..., pnilLipdizatesycabyul phiion gien epnracting ep@h jof AHeln
addition, in (examnl @adt Andheheehhaddinad poencsroener aldnyndipi t 111,
when the 5 enbedding sequence has beén gererated |ike the exanple in which
each symbol repf& ﬁgé 12 bits information, there are 4096 conceivabl e
sequences ass follows for Bach pydbelssi .iswvd 3 ymmEeNci copricEBss WRivki ' 2) =PN
w U 9096) =PN (i, 409 le_4) For__exanple n th 15 enbeddi ng
sequence has begﬁs gégeééi§$$ﬁgagéone 5ﬁﬁ%§%rﬁ?2£§ﬁpF8%$ﬁ%ﬁ %?ﬁ@%nbedding
sequence gener generaiian ittt héleodr & @ dihdbdal ngateeqeerices that can by
considered to SkEPlUGWNEabiracagegool.n later correlation calculation, the

Step 803) The obtained i”;,i”;,..,1”r are

10 output as the detection sequence 1113. 1In addition,
in the case when the order of the embedding sequence
913 is permuted to random order using pseudo-random
numbers for embedding before the complex array is
configured in the complex array generation unit 112

15 of the digital watermark embedding apparatus 100,
the order of the detection sequence 1113 is
permuted inversely with respect to the process by
the complex array generation unit 112 using the
pseudo-random number before step 803, so that the

20 order is restored to an order that can be associated
with the embedding sequence 913. 1In this case, as a
value of the seed of the pseudo-random number used
for permuting the order, a key same as one used when
digital watermark embedding is provided as a key for

25 digital watermark detection.

When the complex array generation unit 112

of the digital watermark embedding apparatus 100
performs order permutation by permuting elements of
the obtained complex array instead of permuting the

30 embedding sequence 913, the order may be restored by
permuting the order of elements of the complex array
configured in step 801 inversely with respect to the
process in the complex array generation unit 112
before the step 802.

35 <Digital watermark detection apparatus -
detection information extraction unit - correlation



20 detection sequence 1113 may be divided into groups of m so that
correlation between the following two kinds of enbeddi ng sequences and the
di vided detection sequence 1113 may be cal cul ated for each one bit bi.
w1l 1) = {+PNrm-1++PNnt +2+ +PN } (75) "'rmrm Xx, (r.2)
{-PN,mt1, +PN, m+2, ..., PN,,,r+nm} (7 6) 25 Such a nmethod is al so descri bed
in Takao Nakamura, Atsushi Katayama, Mas&®ki Yamanuro, Noboru Sonehara,
"Fast Watermark Detection Schene from Anal og | mage for Canera-equi pped
Cel l ul ar Phone", 1EICE 30 Transactions D-11, Vol.j87-D- 11, No.12,

pp. 2145- 2155, v2304 cAlapkaeiani onits cal cul ated between the detection

sequence 1113 obtained byydhe, dgbeatil@y -oer SEAYRNEE @Ml action unit 221
and each of the enbeddjng sequences ohtained in.the above-nentioned 1).

Correl ation caf@&ir&tliadn. §7% %?%PPaFaﬂ6W%ﬁ¥lQ?r%ﬁ%%rﬁ@@ oFf diftal watermark

det ecti on showdeite ctiadrenet f dpadaesh bxtarbd hen dosiigen0a Hakao Nakanura,
H roshi Qg Atsukl Tom oka, Youichi Takashima, "An |nprovenent of

Wat er mar k bugfﬁ§§§'6% 'ai nst Moving and/ or cropping the area of the 10

| mage", The 1999 Synpomtﬁnrmethypbngwaﬁmﬁennﬂcmhabinaﬂgnodﬁﬂﬁe$tyn

SCl S99-WB-2. 1, %ﬂggalue fc%r ]Fgrpign gﬂgtcgrjzelaagé on can be

obt ai ned by the gbllomﬁn uct sun1c wher e p(j~is a
correl ation vaPGéﬁﬂ?WﬁQ(ﬂﬁ%@ﬁ@angl$q'tﬂﬁ"ﬁpll@W1n9 PTEFQQPE%e det ecti on

sequence 1113, w(j)={Wjllrrké) dorrelddich v&1bbecambedditicoseayence that
;Z a curniy agﬁess mg%ﬁ grodgg%a ym Agﬁggigg ggdgyﬁgég.nunber
quence i d@&%ﬁf Vet BfF
), .. by a procedure similar to that in the
embeddlng sequence deneration unit 111 of the
digital watermark embedding apparatus 100.

The conceivable embedding sequences are

15 all embedding sequences that may be embedded, and
they can be determined according to generation of
the embedding sequence in the embedding sequence
generation unit 111 as follows, for example.

(Example 1) For example, when the

20 embedding sequence has been generated according to
(example 1) of the embedding sequence generation
unit 111, the conceivable embedding sequence is one,
and that is as follows.

w=PN={PN;, PNy, ..., PN.} (69)

25 (Example 2) For example, when the embedding
sequence has been generated according to (example 2)
of the embedding sequence generation unit 111, the
conceivable embedding sequences are two, and those
are as follows.

30 w1)=pPN={PN;, PNy, ..., PNy} (70)

w'?)=-PN={-PN;, -PNj,..,-PNp}  (71)

(Example 3) For example, when embedding
sequence has been generated like the example in
which each symbol represents one bit information in

35 (example 3) in the embedding sequence generation
unit 111, the conceivable sequences are two, and
those are as follows.



L P(J) =i.wQ =tikw) (7 7) k=1 20 For aligning evaluation criteria of
detection reliability as described in the before-nentioned docunent
--Takao Nakanura, Atsushi Katayama, Masashi Yanmanuro, Noboru Sonehar a,

"Fast Watermark Detection 25 Schene from Anal og | mage for Canera-equi pped
Cel | ul ar Phone", 1EICE Transactions D11, Vol.j87-D- 11, No.12,

pp. 2145- 2155, 2004--, each elenent of i" -78rd Wj) may be nornalized

bef orehand such that the average becones 0 and that the variance becones 1
so 30 that calculation;ngy be performed by nultiplying by a constant term
in the correlation vaf ue callsai{@iionPRe fRAMods. -72-({3)=1 "', w(J) L Pi
(78) ~ik wkJ) -,L VKL< igi {-abnwat-gyrrgy K, dehegt i on7apparat us -
detection information exttacthgn unit -. maxi num valﬁe ggt rmnation unit> 5
Next, the maxi mum val ue dePePRPR&LiO8H Uit (%38PhE Ple Odet®§ion information
extraction uni emb223hing sleguenbed gemeadsttaidon ®noteddds iwhdmetlmaxi num val ue
determ nati®n j IS r i I i Ng
procedure. %) T%gfbtr(rea%%ﬁlu. §/§§B%88§fg\raﬁs]c%%2§%ﬁ?%:52§§ ]]Tqﬁl{lé(;séggmnaxi mum
correl ati on vaE¥aMRA IR oWhiRe e@sty A¥athoh vaPtesentm™ 13 ips2), . ..

obt ai ned by then el BéhPntHakee a6 Ul P i @FnbBivadd2 afedidhovs, aB(max) =
MAX(p(1), P(Z)Tdrfoég7§%% 15 wheri&l MAX() is an operation for returning a

each sym
W(i'1)=PN(i,0) (74)
10 W(i'2)=PN(i,1)

w4998V =PN 4, 4005,
(Example 4) For example, when the

15 embedding sequence has been generated like an
example in (example 4) of the embedding sequence
generation unit 111, there are 2" embedding
sequences that can by considered to simply cover all
cases. In later correlation calculation, the

20 detection sequence 1113 may be divided into groups
of m, so that correlation between the following two
kinds of embedding sequences and the divided
detection sequence 1113 may be calculated for each
one bit bj.

w(x,l) = {+ PN i1 ’+PNxm+2""’+PNlm+m} (75)

W(X’Z) = {— PN m1 ’+PNxm+2"""'PNxm+m} (76)
25
Such a method is also described in Takao Nakamura,

Atsushi Katayama, Masashi Yamamuro, Noboru Sonehara,
“Fast Watermark Detection Scheme from Analog Image
for Camera-equipped Cellular Phone”, IEICE
30 Transactions D-II, Vol.j87-D-II, No.l12, pp.2145-2155,
2004.
2) Correlation is calculated between the
detection sequence 1113 obtained by the detection



o

maxi mrum val ue. 2) An enbeddi ng sequence w(nmax) 20 corresponding to p(nax)

is obtained. In addition, the maxi numvalue determ nation unit 223 may
determ ne whether the naximum correlation val ue p(nmax) exceeds a
predeterm ned threshold to determne that digital 25 watermark is not
enbedded when the val ue does not exceed the predeterm ned threshold. In the
follow ng, alternative operation of the-ma« num val ue determ nation unit
223 is described. 30 Instead of maxi mum val ue determ nation by the nmaxi num
val ue determ nation unit 223, the correlation value calculation unit 222
does not -73- caEmmdrate emtrebaﬂbonmhﬂteﬂZloandheaGMbedﬂmhp sequences

Wi W) il dil ! SLaaeRRELel M AMdd o Lhe amRRdli, seghence wWil)

sequentlally, perforns det rmnatio et her the obtal ne
correl ati on vallde exceeds a pr edet er m ned threshold and deternlnes an

enbeddi ng sequence by whichbriBeatGemn @a@ldﬂht’ﬂbﬂelgx%qm&éf\etéhéﬁ§h0| d as
w( max) so hat tq§ corre ati,on end

alue n_unit, 222 ma
correlation caRﬁﬂzﬂﬁ%ﬁla}ntﬂ591¥F&ew ﬁWF%%dﬁ?FSﬁt%ﬂﬂﬂFQQﬁbehBedding
sequence in tpatdirgt alocubedti Ag apphridteisdd@0mesterbdddexb bei ng

cont | gur ed onl yauflie K At 0LneTBEAY N0 acagKENSERLLES OO |

(exanple 1) of the nce ‘generation un 111, HHX|nun115 val ue
det ermi nation EﬁhﬂﬁﬁkﬁannuﬁﬂvémﬁéOWﬁﬁQﬂﬁnQ@uWéﬁeﬁmﬁﬁk22PbR%t®%sﬁeanlng

since only oneaq@anisal afmeR: Ng! Hﬁd'/%rcairfdﬂd;@ £ t%m@fta@% ?ﬂe&ﬁém ngtl on_may
corre 1 on al ue exceeds e

be perforqﬁ b%sed gn ethfg h g obt ai ne

predet ermined -3§%hres PR 24TPASIHM @R CFRBLeATERIh PR quence
Informatlon Security, SCIS99-W3-2.1, pp.193-198,
1999 --, for example, and correlation can be
obtained by the following product sum calculation,

(3)

wherein p is a correlation value to be obtained,

15 i”={i"1,1"2,..,1”L} 1s the detection sequence 1113,
wl=(w wl, . w3} is the embedding sequence

that is a current process, and “*” is product sum

operation in which a number sequence is regarded as

a vector.

L
p(_]) =i"W(J) Zl w;]) (7 7)

k=1
20

For aligning evaluation criteria of detection
reliability as described in the before-mentioned
document --Takao Nakamura, Atsushi Katayama, Masashi
Yamamuro, Noboru Sonehara, “Fast Watermark Detection
25 Scheme from Analog Image for Camera-equipped
Cellular Phone”, IEICE Transactions D-II, Vol.j87-D-
II, No.l2, pp.2145-2155, 2004--, each element of i”
and w'?’ may be normalized beforehand such that the
average becomes 0 and that the variance becomes 1 so
30 that calculation may be performed by multiplying by
a constant term in the correlation value calculation

as follows.



in the digital watermark enbeddi ng apparatus 100 is enbedded by being
configured based on difference of plus and m nus of one kind of enbeddi ng
sequence 25 |i ke one shown in (exanple 23) of the enbedding sequence
generation unit 111, since correlation values of inverted signs are

obtai ned, the <correlation calculation in the correlation value calculation
unit 222 may be perforned only on one 30 =Meddi ng sequence, and enbedded
val ue may be determ ned based on the sign of the obtained correlation

val ue instead of the maxi mum value determ nation by the maxi mum val ue
determnation wunit 223. In addition, determ nation may be 35 perforned
based on whet her th& abqolut vahu e obtained correlation val ue
exceeds the predet,e E Ikwg4- In addition, rel igbi | i ty of
wat er mar k det ecti on na be eva by the size of the correlatlon val ue.
<Digital watermark detection apparatus - 5 detection information extraction
unit - detection info i recpnd J t It detection

i nformation reconflgugg?Péﬁgﬁhlt 22 %@g¥ﬁ ngge?éé?}gﬁﬁs %ggﬁatlon
extraction uni t9op®atigndéadommation avtyacsin mddesseBakhmife det ection

i nformation raggp@éggéebkﬁangahkn223ngfs per f or med accordlng to the
foll ow ng procedure. cordi to the enbed |ngf%Tﬂ%$n 15 generatlon

net hod in tHe enbeddlng sd§etdrc &G dRF LB VariYe MiRRtaPg (it
wat er mar k enbeﬁmmngfappardbwedﬂxbnvamﬂesmatlowrmamxnmhngn anteddi ng

i nformation an§%§? %9uaggggaagﬁfgﬁ|&@ta5@fornat|on fromthe enbeddi ng
a

sequence wW max) I ne € naxIl num val ue determnation unit 223.
Processes in the maximum value

determination unit 223 is performed according to the
10 following procedure.
1) The maximum value determination unit 223
finds a maximum correlation value p'3’ from the
(1) 52 . obtained by the

correlation value calculation unit 222 as follows,

correlation values 1114 p

) _ arax (oD, p@ ..y (79)
15

wherein MAX() is an operation for returning a
maximum value.

2) An embedding sequence w™¥®

(max) ig5 obtained.

20 corresponding to p
In addition, the maximum value
determination unit 223 may determine whether the

(max)

maximum correlation value p exceeds a
predetermined threshold to determine that digital

25 watermark is not embedded when the value does not
exceed the predetermined threshold.

In the following, alternative operation of
the maximum value determination unit 223 is
described.

30 Instead of maximum value determination by
the maximum value determination unit 223, the

correlation value calculation unit 222 does not



For exanpl e, when the enbeddi ng sequence is configured by spectrum
spreadi ng, the detection information is reconfigured such that w(max) is
spectrum despread. 25 (Exanple 1) For exanple, when the enbeddi ng sequence
has been generated |like (exanple 1) of the enbeddi ng sequence generation
unit 111, information indicating whether digital watermark is enbedded
becomes detection information. 30 (Exanpl-§32) For exanple, when the
enbeddi ng sequence has been generated |ike (exanple 2) of the enbeddi ng
sequence generation unit 111, _when w) nmax)=PN, detection information becones

bit value 1, &3dSMert e Faxyelpliogetfecnt iahl i afothet eabedibim@cones bit

val ue 0. (Examglgudnd=d wXappl®, wheiut healeabaddisngcyameneeonagrbaen
generated |ike hhe - 75-  exanpl e in_which;gach sgngol represents_information
of one. bi t i n HE (ORI PAS) SORVERE Sutbon f FEICEEqaIE. qAEFAFREn un t
111, when w maxetRNMnfiorat sgmbbased tome whatttodr vehaeobsalineshd when
w(max)=_ PNig 5 yyrhol v, b . Thi s, rtar ery
synmbol so t at §%§§4§%§?n %#ﬁgt?%%%%?%ﬁﬁné&%%ééBgﬁ%%%éggh%é%?%ggbbtained
synmbol val ues. ankedatiRrehpeddahg esbadshideg sedberfe fanetiad thee the

exanpl e in whi ¢brea0h Yo ova1er BRICRIRNY Schdf €F FBEhEN dOfasl3, BrY)S 1 the

(exanple 3) of the enbeddi ng. sequence generation unit 111,

w(max) PN(i, x) tPaft st?nﬁ)oqoﬁg%ﬂglgiﬁnﬂ@ilqiﬁm?ﬁ?%fﬁ‘?lo?hiuéﬂifs BRKed for

every synbol senthaloredlkstion chbtarlneticm ats obaai nechehy connecting the

obt ai ned synbol valu le 4 the ddin
P SY ©tn %fﬁéﬁgﬂoﬁ, )wlﬁeorf %é"%’%ﬁecr%\gﬁgu%)&oqu xggs 9

sequence has been generat’ed € an ‘exanple in (exa ' enbeddi ng
sequence genefat | WHigital embedding apparatus 100 is embedded

being configured only by one kind of embedding
sequence like one shown in (example 1) of the
embedding sequence generation unit 111, maximum

15 wvalue determination by the maximum value
determination unit 223 has no meaning since only one
correlation value is calculated. Instead,
determination may be performed based on whether the
obtained correlation value exceeds the predetermined

20 threshold.

In addition, when the embedding sequence
in the digital watermark embedding apparatus 100 is
embedded by being configured based on difference of
plus and minus of one kind of embedding sequence

25 1like one shown in (example 23) of the embedding
sequence generation unit 111, since correlation
values of inverted signs are obtained, the
correlation calculation in the correlation value
calculation unit 222 may be performed only on one

30 embedding sequence, and embedded value may be
determined based on the sign of the obtained
correlation value instead of the maximum value
determination by the maximum value determination
unit 223. In addition, determination may be

35 performed based on whether the absolute value of the
obtained correlation value exceeds the predetermined
threshold.



20 w(max) ={+PNi m+1, +PNi m+2, , +PNimtn} for bit bi, the bit val ue becones +1,
and when w(nmax)={-PNimtlr-PNim+2,...," PNimn}, the bit val ue becones -1.
This is performed for every bit and detection information 914 is obtai ned
by connecting the obtained bit values. 25 2) The detection information 914
obtained in the above-nentioned way is output. <O her nmethod for enbeddi ng
into conplex nunber> Next, other nethod f@d-enbedding into 30 conpl ex
nunber is described. In the above-nentioned configuration exanples, in the
conplex array generation unit 112 of the digital watermark enbeddi ng
apparatus 100, el ement vdhhe%d@ité@ﬁpléﬁléﬁﬁayll%Ys@f Fag@mar 85 enbeddi ng

sequence 913 sugBtkbat oAl &t Eagh ad teld ¥ tiee esbeddiorg tyrauence 913
becones the real art and i mgi nary part of the elenent values. -76- In

t he
addi ti on, correSPEREILAT LD tFAtUSnhen the detection sequence extraction
unit 221 of the digital waEightkldeheetrmarlappatattusoROGppafdtgus es the

det act i on soqueReseEr1dn dHAGHFREEbEC IR e U B PR BRhettiod O

ORt T gured y extracting the rea paff and the
i magi nary part énfpm@a&iqne§@¢mmgéguvamd@@(ﬂniMk det ection conpl ex
pattern 961 and by arrangingkd hephe! BetBR%8 AXaWESSmaflibRough the real part
10 and the inmagi nary part of, the conpl n r are used, the conpl ex
nunber val ues nﬁ?cﬁgfﬁﬁﬁquﬂoﬂi??éFeﬁ?ﬁwéﬁyﬁhﬁI%ﬁ@eangBerations of the
conplex array fgaferakitdorunttid2taod uhe tdX20d i b9 dequended et raction
unit 221 arg asagg%ﬁﬁqd wi th each other. 15 For exanple, assum ng that

val ues extracte rom the enbeddi ng sequence 913 in the conplex array
generation unit 112 are wProckeswes thesdensletimcibont dpnife raaduiment and

absolute value reconfiguration unit 223 are performed according to
the following procedure.
1) According to the embedding sequence
15 generation method in the embedding sequence
generation unit 111 of the digital watermark
embedding apparatus 100, values of corresponding
embedding information are configured as detection
information from the embedding sequence w™¥
20 obtained by the maximum value determination unit 223.
For example, when the embedding sequence is

configured by spectrum spreading, the detection
(max)

information is reconfigured such that w is
spectrum despread.
25 (Example 1) For example, when the

embedding sequence has been generated like (example
1) of the embedding sequence generation unit 111,
information indicating whether digital watermark is
embedded becomes detection information.

30 (Example 2) For example, when the
embedding sequence has been generated like (example
2) of the embedding sequence generation unit 111,
when w™*'=pN, detection information becomes bit

(max)=_pN, detection information

value 1, and when w
35 Dbecomes bit wvalue 0.
(Example 3) For example, when the

embedding sequence has been generated like the



of the elenent value of the conplex array. In this 20 case, the detection
sequence extraction unit 221 may configure the detection sequence 1113
using the argunment and the absol ute value of the conplex nunber val ue of
the detection conplex pattern 961. In addition, for exanple, one value wl

25 extracted fromthe enbeddi ng sequence 913 may be enbedded by associ ating
it wth an argunent of a conpl ex nunber “¥arue. In this case, the absol ute
val ue of the conpl ex nunber value nmay be fixed to 1, for exanple. For

exanpl e, when the val ue of .the 30 epbedding sequence takes either, one of +1
and -1, argunERif&Psf tife e?aﬁﬂﬁﬁEFkV§1 %ﬁﬂ?S%% Sedt MESTMAT 10D and
3n/ 4, respectiwgél gnel bitthiin case, (ekhempdet 0t icoh sleguenbededinrgact i on uni t
221 may config ' e c 11 I ng @Rl Yo\ h gunment 35 of
t he conpl ex nu%%gyebgﬁhgﬁ%ﬁg{%gf%étgg??oﬁlédnplgiﬁngatte#ﬁh9§¥ﬁgln t he case
when adopting aymbeaf igurtdie ovymee hodalliuke itshily, amdtehanow ~77=—BMicul ati ng

the conpl ex artp¥ 8ymddIaFau®f HbEEFRESX 0 NUMMEIS, i &t pERY ok Hd GUr ed as

an array of real nunbers rggresentlgg t he ,val ues_ of a£gunent, so that the
tenporal nodul S¥FSY §ATPCIR0° dral ﬁFPg&ﬂﬂj%?%%rﬁg 8%cdftrol the phase
of the periodi cbrtainehd &y ussmgethiéngakhes obeimsdchymabodnfviaguret i on net hod
is adopted, the |ength of @qge 1 C o} | f conpared with
the case when val ues areVﬂé%f 0 t%@bgggﬁ%%g%%E ﬁag$%eﬂgﬁag%ﬁ%}y part of 10
conpl ex nunbergenaradeic ilorke fiohe exlappee dm alleieinteaghusympadf a conpl ex

array nay ipe detgeBsRed s Om MrRadi ¥R oy 1he if1od | DM PHeeqUaPl e PFRAW +hw2

(To) 15 wher el o N0 Dol g ADILLaY QMO IUTbET s, setgiy ng e

w™*¥) =pPN;, 4 for symbol i, the symbol value is x.

This is performed for every symbol so that detection

information is obtained by connecting the obtained
15 symbol values.

(Example 4) For example, when the
embedding sequence has been generated like an
example in (example 4) of the embedding sequence
generation unit 111, when

20 w™®) —{4PNips1, +PNigs2, .y *PNimen} foOr bit by, the bit
value becomes +1, and when w™*) ={-PNipi1, ~PNim+2, ooy -
PNip+m}, the bit value becomes -1. This is performed
for every bit and detection information 914 is
obtained by connecting the obtained bit values.

25 2) The detection information 914 obtained
in the above-mentioned way is output.

<Other method for embedding into complex
number>

Next, other method for embedding into

30 complex number is described.

In the above-mentioned configuration
examples, in the complex array generation unit 112
of the digital watermark embedding apparatus 100,
element values of complex array is set from the

35 embedding sequence 913 such that values extracted
from the embedding sequence 913 becomes the real
part and the imaginary part of the element values.



The a and b may be determ ned to be conpl ex nunbers that are orthogonal on
the conplex plane, that is, 20 they may be determ ned so as to satisfy the
foll owi ng equation. 91[cl*c2]= 0 In the equation, * indicates conplex
conjugate, and 91[13[] 25 indicates operation for extracting the real part
and the imaginary part of the conpl ex nunber respectively. In this case,
In the detection sequence extraction unit-781, values i"1 and i"2 of the 30
detection sequence 1113 can be obtained fromthe conplex nunber q of the
detection conplex pattern -78- 961 using an inverse transformof the above-
ment i oned transflér mAd it be@i t FeRrepPonsddmdl €0 pbRfky s wden Here conpl ex pl ane

(for exanple, fQdtddiids 9&quehdt jexk/rActidn By ike 228l @ut achdi ke QAM
nodul ati on according to the valui of one value W gxtrg&}ed frgn1the
C

enbeddi ng sequeficddBl CREEREAL K GeHGSE IRMDRPPIAPTES 404 HOREF BREES
poi nts may be tded.ddilecChanasequiesidecsl b3 ffrein ehkeodiatstt=- dhe

v, e hed TR SIPRULIEy ) Mo bl gt oY 08,
apparatus 100 ag®nfizzureddpyi eat rasttammriheereati pArapparchtre 200 of the
present enmbodi MBfagfidr ¢l ghkl oL TRIdE NE%k hEmbeFOeAdeE Yo PCLRE
gpdylated by tgg¥§§%#%§&g.3|8ngl |n.the.te€gfral ngdulﬁplon uni t 130.|n
igital water i AYTPYEXe PP LTS f 3R A8 YR IR HE F O r R R
integral calculation with Ihetheseo@dixammlig®al althbheght emeoreda tepadul ati on
uni t 210irh0 and the imaginary part of the complex number are
used, the complex number values may be used in
different ways as long as operations of the complex
array generation unit 112 and the detection sequence
extraction unit 221 are associated with each other.

15 For example, assuming that values
extracted from the embedding sequence 913 in the
complex array generation unit 112 are w; and wy,
these may be set to be argument and absolute value
of the element value of the complex array. In this

20 case, the detection sequence extraction unit 221 may
configure the detection sequence 1113 using the
argument and the absolute value of the complex
number value of the detection complex pattern 961.

In addition, for example, one value w;

25 extracted from the embedding sequence 913 may be
embedded by associating it with an argument of a
complex number value. In this case, the absolute
value of the complex number value may be fixed to 1,
for example. For example, when the value of the

30 embedding sequence takes either one of +1 and -1,
arguments of the complex number value may be set to
be n/4 and 3n/4, respectively. In this case, the
detection sequence extraction unit 221 may configure
the detection sequence 1113 using only the argument

35 of the complex number value of the detection complex
pattern 961. 1In the case when adopting a

configuration method like this, instead of



digital watermark detection. By doing that, variance of the
bef or e- enbeddi ng signal 912 that becones noise for digital watermark and
noi se 25 conponent applied after that becones small (this is because the
periodic signal is determ ned such that a value obtained by cal cul ating
integral of the periodic signal for one period becones 0). Especially, as
to video signals, it is known that 30 coH7d8l-ati on between adjacent franes is
relatively high. By the integral calculation with the periodic signal,
conmponents in which correlation in the time direction is high within the
period are remaMaiiladsing rekal compdiaxarfcer alylea s oanhe rivefywret 36ompbeddi ng

signal 912 bec%@%%é¥§¥ﬁﬁﬁQﬂb&Ybéﬁ%Unfféﬁkeémégrthgﬂﬁ%QrE% real
bef or e- nenti oned docunent: SuSumy Yamanot o,. Takao Nakanura, Youich

Takashi ma, At sGIMPSE ARREESRPE LR Faugsshf afpoydeile, SeohBRYeration
on eval uation a@heb taeimetabi hotiy 1bai I amerbasdd Magedenwaisai fpgkirag”, Forum

on i nformation_technqlo | T2005, J-029 0 in_the .case of _digital
wat er mar k d%in&o %ﬁ%c‘?ag %g?égdgﬁﬁaﬁﬁf%%n?%lg o eEéﬁﬂﬁ%ﬂY%ﬁﬁaghg
smal | er the vatisdmee tdfe thelbesor eWareredilicly ai gonfigOriag iahenéhgdr t he

det ection eva!qgﬂdabﬁgg&p +hadheal tﬂggfﬂg@giéﬁggdggn%et Jéﬁbé” t he sense
of false positive of digital watermark is. (In the above-gequations (3) and
(4), the snal| 8ecrmss ALt campaged ivhitSh die ccapet HBedeVGhi ¥RE oRIPs, the

| arger the expeeitedoralhe Pl phrthemettacd | DRageMakyaipayt et ue becones).
Thi s nmean dhatothgfasnaller t he variance of noise conponent included in i"
is in the torr&CAR 0K ¢ W%%?ﬁtion in the 20 correlation val ue cal cul ation
unit 222, the higher thelmeaddbiliiony ffmr dexamplon bacetegmerandvalugeans

p of a complex array may be determined for w; and w;
by the following equation,
p=awitbw; (79)
15 wherein a and b are arbitrary complex numbers
satisfying the following equation.

Sfa*s]=0

The a and b may be determined to be complex numbers
that are orthogonal on the complex plane, that is,

20 they may be determined so as to satisfy the
following equation.

Rlc1*c2]=0

In the equation, * indicates complex conjugate, and

% ]9 ]

25 indicates operation for extracting the real part and
the imaginary part of the complex number
respectively.

In this case, in the detection sequence
extraction unit 221, values i”; and i”, of the

30 detection sequence 1113 can be obtained from the
complex number g of the detection complex pattern



that reliability for detection is high in the digital watermark enbeddi ng
apparatus and the digital watermark detection apparatus in the present 25
invention. By generating the NN1 - dinensional enbedding conplex pattern
921 as the conpl ex nunber array based on the enbeddi ng sequence 913 that is
generated by using the pseudo-random nunber and 30 nodul ating the N-1 -

di nensi onal enbeddi ng conplex pattern 92I8by the periodic signals in which
phases are different by 90 degrees, the phase of the enbedding pattern 922
is spread in the N1 dinensional space, so that the size of the noise 35
conponent t hat 98gp&&ingan t bhvassketaaasdimandd higthgoabsivigmal 912 when

detecting di gi jahtWald ey Kz ReegpRs shall. As a result, nore reliable
digital watermark enbeddi ng and detection becone possible, and digital

wat er mar k enbeddi ng and det 289 dRIR Y h LIS AR uaP Py tdetdt ith @t i on
becone possi bl echy 1ei lame ngf okekkahiplid,y Soumt | poih@sc@ivent i onal

techni ques. Increase of spectrum spread sequence |ength) In addition, by
enbedding digital watermark enbeddi ng sequence as a N-1 - di nensi onal
pattern of 10 conpl ex Grﬁh/@ ectrum spread sequence two tinmes | onger

can be used; conpared with the digit Igﬁeggag%lgrgttggd,lii%v@' h digital

wat ermark for still imges is enbedd 0 eac ane repeatedly, |like the

met hod di scl osBIHAHOTHARFRIARREI dRed MBS HROEUFeRE : OREk YR Nk atwir a,

H roshi Ogawa, eAtguakit edl Oftt &xit at h¥Oeindleid diakasde e n & &N ONBYr Gee nEny t of

Wat er mar k Robust ness .agai nst Nbv'ngsang{qgegro inﬁe the ,area of the |Inmage",
%Hy afm Iﬁ*or 80 %

The 1999 SynpoSPiRr&i Thgla ROy &Y 999 V- 2. 1,
20 pp. 193-198,ugedy. According to the before-nentioned docunent: Susunu

Yamanot o, jipkao Nakamgiy rJOUE FEtics of first embodiment>

The above-mentioned present embodiment
include following characteristics.
Deletion of noise component) According to

the digital watermark embedding apparatus 100 and

15 the digital watermark detection apparatus 200 of the
present embodiment, for digital watermark that is
embedded by being modulated by the periodic signal
in the temporal modulation unit 130 in digital
watermark embedding, detection is performed by

20 performing integral calculation with the periodic
signal in the temporal demodulation unit 210 in
digital watermark detection. By doing that,
variance of the before-embedding signal 912 that
becomes noise for digital watermark and noise

25 component applied after that becomes small (this is
because the periodic signal is determined such that
a value obtained by calculating integral of the
periodic signal for one period becomes 0).
Especially, as to video signals, it is known that

30 correlation between adjacent frames is relatively
high. By the integral calculation with the
periodic signal, components in which correlation in
the time direction is high within the period are
removed. As a result, variance due to the before-

35 embedding signal 912 becomes dramatically small.



e

Takashi ma, Atsushi Katayama, Ryo Kitahara, Takashi M yatake, "Consideration
on evaluation of 25 detectability for frane-based vi deo wat ermarki ng",
Forum on information technol ogy, FIT2005, J-029, 2005, as to digital

wat er mar k usi ng spectrum spreading and correlation cal culation, the
detection evaluation value indicating reliability of detection 30 in the
sense of false positive of digital watermasko-increases in proportion to the
square root of the sequence length of the spectrum spreading (in the
equations (3) and (4) in the docunent, E[p] is in proportion to the
nunmerator '11). This nmeansAclkcatrdi3ty aso t heeshefomemmamteaonsdquence

i ncrease, highly Labl e i S i e Lpge e.
Thus, conpared\ﬂ?%ﬁ%%ﬁgénﬁﬁgkgﬁ;sc é%gg?gEZT??%EEQ#§%£¥T%€be¥8§égg§tion

eval uation val ue&edshémapt Atsed sy Katavamar t Ry ondtidraha ka enbadaishg
apparatus and theiyat gkl “oeheyihdka tied €CobhOoBvaRRAItatdts ©f the present

i ti , that it t.s that |iabil,it f 5 detecti i, high

I addition, 5 n (He CERBRAEY (T abi 1190 opda i oFF LFTEFRKLAR degr ee of

t he conventi onalFosgheors ingomaedsisar ytechsodadyef FHARNO Mg The29pect rum

spread sequence Jgigt hi?b¥hgn‘1&%@ r}gfd&p%?gggr ﬁﬁ%eir@tfalof Lpp,to each, the
oubl e u

enbeddi ng i nformation 1'ength can be as a whol e. d ?ation in the N
di mensi onal di r ER¢@RYURTREreadidthanddePat pdatden csbcwbatii ahes thige N1 -

di rr]?nsi oga! etrrtﬁeﬁﬁplye@g_ther R}garq%lmc@fs’@l@&bé@tol:%—%?ﬁt@@&d_ d:Dﬂg_hQS.g:%%Q_” o
ertorne | e, - nmensi o S ce usi n e ertrodic.,signals I n e
bt s G ectienlAraen Shs sttt Shodrrd tdties Y haRe onal
enbeddi ng patterindscathay irelliadilitay acf edestictd drhain delsgnsbneei 24t i on
applied in 20 t 12%%2%85%9%'e0%9'&ieg%wf FXEELRGYMRD, i piluepge in the

N-1 - di mensi ona
above-equations (3) and (4), the smaller

2
O'nl

15 included in B and C of the denominator is, the
larger the expected value E[p] of the detection
evaluation value becomes). This means that the
smaller the variance of noise component included in
i” is in the correlation calculation in the

20 correlation value calculation unit 222, the higher
the reliability for detection becomes, and it means
that reliability for detection is high in the
digital watermark embedding apparatus and the
digital watermark detection apparatus in the present

25 invention.

By generating the N-1 - dimensional
embedding complex pattern 921 as the complex number
array based on the embedding sequence 913 that is
generated by using the pseudo-random number and

30 modulating the N-1 - dimensional embedding complex
pattern 921 by the periodic signals in which phases
are different by 90 degrees, the phase of the
embedding pattern 922 is spread in the N-1
dimensional space, so that the size of the noise

35 component that appears due to the before-embedding



I n addi tion, because of redundancy obtained by spreadi ng enbeddi ng

I nformation of the N1 - dinensional pattern into the N - dinensional 25
space, there is sufficient tolerance for nodification such as high
conpression and re-taking in the case of video signal, for exanple, and
also when a part of a signal (a part of frames in the case of video
signal, for exanple) is nodified, or 30 ar88-when a part of a signal is
cropped (in the case of video signal when a part of a frane section is
cut apart, for exanple), detection of digital , watermark becones possible,
and also in the§égB§§e§12(ﬂﬂ%%t@%FeGFléﬂgﬁﬁﬂlW%&eY%E?Rmééﬁl&?ﬁﬁﬂ?%rned
for 35 informatsmalof | g d nf@sunt) omokengtetlmtbl@ dsqmﬁéQSWangamikty

deterioration. | urrenc r [N ddition,

t enmpor al nndula€%§§%§%| éﬁ?Lwe%é 5°© eco cé %%E%%?feﬁﬁd &1ﬁﬁﬁ ?
signal s nDduIatudtemmamitambqﬁdl@@|6n§|9@ﬂe;tiﬁn withosmhdderal or have
di fferent p@ase uahﬁt?nﬁ@ﬁgffﬁké€18ﬁrB%E@%%5§d§%fwlénb¥ &%%d%%'ﬁ%%gere s

signal, in the case o |£gato t he vi deo S|gna exanpl e

a possibility | RefhaPiddd¥ SMikabf tPhEoBMERId: IR L pheEBPA BeSnes | ess
that a m ni mum vi deo S|gnmncﬁbﬁﬁélaﬂtspedﬁﬁuma§pmé@@tsaqh@waéto whi ch
digital 10 mateinarkhjnﬂ |s not erf act# ¥ ccurs

addition, while sUgk fhﬁ% LR ¢ B cﬁ ln%l nek-for ™ @%ﬁWQé}digitm
maternark beconembeddsﬂqﬂsaqgemmangsng Nﬂﬁ%ﬂﬁdlmemﬂlQha&anHUEhn(ﬁf
Mater el k GoNPoRERbLs kAl S0, LALPRLE Ted s dogabhEECkaRt |y arbedded.

By using, as th ding. patt e su s nodul ated by the two
periodi c si gnal 50RA&T &@@(ﬂﬁrﬂﬁﬁﬁaFOEPaﬁﬁﬁew%ﬁﬁf %n@l§ﬁ§§és li ke the

digital water rrawgte@niia@qkdlmrec&pﬁrﬂhuahuahtmﬁ@ptwgﬂb@ﬂlw&ntﬁoﬁt can 20
be prevented tosggggug%gaggewg éﬂbgg g %I each frame repeatedly,
like the method disclosed in the before-mentioned
15 document: Takao Nakamura, Hiroshi Ogawa, Atsuki
Tomioka, Youichi Takashima, “An Improvement of
Watermark Robustness against .Moving and/or cropping
the area of the Image”, The 1999 Symposium on
Cryptography and Information Security, SCIS99-W3-2.1,
20 pp.193-198, 1999.

According to the before-mentioned
document: Susumu Yamamoto, Takao Nakamura, Touichi
Takashima, Atsushi Katayama, Ryo Kitahara, Takashi
Miyatake, “Consideration on evaluation of

25 detectability for frame-based video watermarking”,
Forum on information technology, FIT2005, J-029,
2005, as to digital watermark using spectrum
spreading and correlation calculation, the detection
evaluation value indicating reliability of detection

30 in the sense of false positive of digital watermark
increases in proportion to the square root of the
sequence length of the spectrum spreading (in the
equations (3) and (4) in the document, E[p] is in
proportion to the numerator V1). This means that,

35 as the spectrum spread sequence increase, highly
reliable detection becomes possible by the increase.

Thus, compared with conventional schemes, V2 times



. "

wat er mar k becones | ess than the m ni num video signal quantization val ue so
that digital watermark enbedding is not perforned actually. Thus, the

video signal as a transm ssion route of digital 25 waternmark can be used
effectively and robustness can be increased for the attack for aimng and
changing a franme in which anplitude of digital watermark is |arge. Effects
of detection from 30 difference/different8ation) In addition, by using the
configuration of Fig.27 as the tenporal denodulation unit 210, since
denodul ation is perforned fromthe difference value or the differentiation
val ue, ori gi nalar#gge dedmsinican ¢vadnatdpreVad Yy aan aRBupbteduead thy or
greater than that degiealieddde ther REEMBRWR iFI PN Sar Oukhahdalpetion  of
digital water rk.gegone eas an&ﬁget ction -83- accur%c¥ | mproves.

I nversely, sinB&Jd&fect rﬁéﬁ#o REL1OP SRRFLRT Xt Bht T0&n IFE R 1t ai ned
even though weakentdiogi,t alo welat mat k rep resteedde o halt gr éali abddtisryres K
enbeddi ng izn | ris I of signal 5 is snmaller is avail able.

Sol vi ng of5thgg%§§8?g%§o€2£3%% roni zation) In addition, although not used
in the digital watermar Kndeaddttbanappar &hgs afse hehenesedt abdnisiddy nent, by

using digital yatgeraickidef &0t | HImiPaaPRRGHSSE AGSET EBRYG et ildHa1
after-nenti oned %ourth, enbodi nent and theﬁ%fftﬂ gngﬁglnent the digital
wat er mar k enbedanRGSEppar AGEDI2 e pPELE IREhPIhEE char act eri sti cs

that digital speetmamk sraadioesquehceedengesyishrembedtioy or 15 t hat
e oy 0oL R RC T Al oobeatian g i and; gl 9y can be
spreadi ng has beéarpetfienmd®ndth hean pe- dgj ol asyheder.ecei ves comon
i nfluence of Modulation in the N dimensional direction)
The temporal modulation unit 130 modulates the N-1 -
dimensional embedding pattern, on which spectrum
15 spreading has been performed in the N-1 -
dimensional space, using the periodic signals in the
N-th dimension direction that is orthogonal to the
N-1 - dimensional embedding pattern, so that it has
characteristics that desynchronization applied in
20 the N-th dimension direction exerts common influence
in the N-1 - dimensional space.
In addition, because of redundancy
obtained by spreading embedding information of the
N-1 - dimensional pattern into the N - dimensional
25 space, there is sufficient tolerance for
modification such as high compression and re-taking
in the case of video signal, for example, and also
when a part of a signal (a part of frames in the
case of video signal, for example) is modified, or
30 also when a part of a signal is cropped (in the case
of video signal, when a part of a frame section is
cut apart, for example), detection of digital
watermark becomes possible, and also in these cases,
detection of digital watermark can be performed for
35 information of long information length while
suppressing quality deterioration.
Prevention of occurrence of weak frame) In



20 desynchroni zation in the N-th dinmension direction. Robustness to tine
direction scheduling) |In addition, in the digital watermark enbeddi ng
apparatus in the present enbodinment, by using a relatively | ow frequency as
a frequency of the 25 periodic signal used in the tenporal nodul ation unit
130, digital watermark detection can be perforned wth robustness to sone
extent for attack including expansion andggentraction in the tinme direction
such as frane rate conversion, frame drop and frame 30 insertion. Effects
as a whole) In addition, since reliability is high and robustness is

i ncreased in diaddidliomt erimar kedpoeeaili oodasl & il enikedS0 stgengtdsi s
required in digital l,hg ;3 r bt al ni td
reliability andkbgbiﬁﬁﬁgé?ﬁifﬁg?ﬁgggf eS?%@‘%? %ggeéﬁgigﬁgﬁﬁfgc ni ques.
Thus, quality HEL8G &Wa iRAT bPdacspamapldudhat et arthegongk ?¥ark can

be made smallerhase didfemien pREesbanM NG endBETA PYohNt@ e fnsd gnal ,
for exarrplef3 I mage qual.ity of the,di,gital, waternark, ,K enbedded yvi deo can be

made high. 5 [ SBESRE é’r?&dﬁi%%tﬁ’e%ﬂgq&i Ferf i bral LEFTEeF56EalC frodul at i on>
In the foll ow ngmbaddiigig &lo waher warko emyeddi nogf @apparatpd egnctreexke gi ¢ al

o e ARG ALY APl SSRVIE IRGD Bk Sl dgyr bec
det ecti on apparBeti§erm tRCoRe estatseifbadi reminimpuBxigess siwnhi ch
CFREquhg oo J0S9e ak arcral g o0 Brgtese a5 Shdcimatey o
FIrot onball mee tar Barda SRRy ind S di SR TRG At UAT LhePGFRES
processes. In addition, while such a frame is left unchanged,
attack for deleting digital watermark becomes
possible by changing a frame in which amplitude of
watermark component is large so that watermark is
15 sufficiently embedded. By using, as the embedding
pattern, the sum of signals modulated by the two
periodic signals that are orthogonal or have
different phases like the digital watermark
embedding apparatus in the preset embodiment, it can
20 Dbe prevented to produce a frame in which digital
watermark becomes less than the minimum video signal
guantization value so that digital watermark
embedding is not performed actually. Thus, the
video signal as a transmission route of digital
25 watermark can be used effectively and robustness can
be increased for the attack for aiming and changing
a frame in which amplitude of digital watermark is
large.
Effects of detection from
30 difference/differentiation) In addition, by using
the configuration of Fig.27 as the temporal
demodulation unit 210, since demodulation is
performed from the difference value or the
differentiation value, original image component is
35 canceled by an amount equal to or greater than that
canceled by the periodic signals, so that detection
of digital watermark becomes easy and detection



The digital watermark enbeddi ng apparatus 20 of the present enbodi nment has
a configuration simlar to that of the digital watermark enbeddi ng
apparatus 100 of the first enbodinment, and only the tenporal nodul ation
unit 130 has a different configuration. 25 The digital watermark detection
apparatus of the present enbodi nent has a configuration simlar to that of
the digital watermark detection apparatus83200 of the first enbodi nent, and
only the tenporal denodulation unit 210 has a different 30 configuration.
<Digital watermark enbeddi ng apparatus - tenporal nodulation unit> Fig.31
shows a confi g@CRUIHAT exHMPpreves. t Havanpokvl abigeadedieaiienin t he

digital 35 wat e/dfderedhed db Bg sARRATA WSk ttdnt h@aﬁesenq\aﬁmcg@néveiﬁhe
t enpor al nndul6%¥fn unit 130b shqoqwn_ in the figure in Iu es oq&h EEESIOnal

i nverse -85- F WﬂhtW%ﬁg?BrﬂﬁﬁﬁF@ L yptepabhel d;
Fouri er transfwuﬁaﬂmarHSémbeddum@snmwwhﬂﬁmddeﬂgrQOEBMEonxﬁfegﬂgﬁal and

outputs an ge d tern neration processes of the enbeddi ng
pattern 922 bgq% q; ﬁ%%%afg g£ﬁ&@?8%§unlt 130b are perforned in the

one- di mensi onal inverse Fetvéng ofatdforpremlem1gd syaehdionizatian)

fol l owi ng prOQ%d%Hﬁléibﬁ”9a§@hb%g%'Hd%Mﬁ§%& $HOWHRY ARArdl on of  the
t enporal nodul ation unit t he ,second odlggnt of the present invention.

Step 901) P(xlwﬁﬁermaB#qqﬁt?GFlpﬁeﬁQEQRQERF |t§9,PF%%ﬁ@ﬁ) of the
enbeddi ng conplegboptilnieit, 98¢ ud3nigs dleglmwlbmaSeamEQw iteoefbhci ent for a

partiCU|aI16reg%%g§étJE§%]gtgcrlbn%P aX';fé& eﬁ% ﬁeéc¥og§gﬂple)'

embodiment and the fifth embodiment, the digital
watermark embedding apparatus of the present
embodiment has characteristics that digital
watermark that does not require synchronization or

15 that makes it possible to perform synchronization
easily and rapidly can be embedded using the fact
that an embedding sequence to which spectrum
spreading has been performed in the N-1 -
dimensional space receives common influence of

20 desynchronization in the N-th dimension direction.

Robustness to time direction scheduling)
In addition, in the digital watermark embedding
apparatus in the present embodiment, by using a
relatively low frequency as a frequency of the

25 periodic signal used in the temporal modulation unit
130, digital watermark detection can be performed
with robustness to some extent for attack including
expansion and contraction in the time direction such
as frame rate conversion, frame drop and frame

30 insertion.

Effects as a whole) In addition, since
reliability is high and robustness is increased in
digital watermark detection as a whole, less
strength is required in digital watermark embedding

35 for obtaining detection reliability and robustness
of similar degree of conventional techniques. Thus,
gquality deterioration of a signal due to digital



Step 902) Discrete inverse Fourier transformis performed on the Fourier
coefficient of 20 step 901 with respect to the N-th dinension axis so as to
obt ai n one-di nensi onal sequence for the position (x1,x2,...,xN 1) . Step
903) An N-di nensional pattern including the one-dinensional sequence of
step 902 25 as a value of each position is regarded as the enbedding
pattern 922. In the following, these are dd&4cribed nore particularly using
equations. Assum ng that the enbeddi ng conplex 30 pattern 921 is

P(xl,x2,.. ,XN_1) . A discrete Fourier coeff|C|ent attern
c(xl,x2, ..., xN ra&)elir@a%nq:agub@dma@ﬁ fghak ke rx2s0. thay 1)whanfol | ows,
P(xj , , XN_@ e(ﬂf—dmﬂlng(éﬂnbéadlng, &Mﬁoua Vid¥b, éZgnaL,X"f_@r(U qu) (8

1 0 # * t
i )ndl cag gs la;()pr gd%ﬂﬁlrﬁ ’neﬂm?ggaﬁé%&ﬂ'tyanéotc&?%d&&gg Co“"?ﬂmﬁl;%? e%f frequency

sanpl es. The reastreddsd pvbdedi cgnt bbe neoig Ughge . conplex nunmber of P by u=uo

and u=U-uo is 5 that tf§%ébﬂaah Eﬁgﬁgg:by perform ng discrete inverse
Fouri er transform becones rea val ue. One- dlnen3|onal di screte

inverse Fourier trarfdng nﬁii@eﬁéﬂpéllaﬁecf% tepperadedpeitlatoienio as 10 to
obtain the enbeddi ng pattern wh@xkopmbw1n ,X&lalg&kal At £ rwat er mar k

det ection apparat s :,tenpor modul at i on, unit>_Nex t he tenpora
denodul ati on uni® lé?ﬁﬁlQﬁ ?B@aEFSPFaP t%HQ&ﬁk£aét¥@t aratus 200 in
15 the second edmmmduﬂmnlapﬂasamubedn.%hp(ﬁbsbndsembndﬁmqnmaaren exanpl e

of the tenperaljdemmgulation unit in the second enbodiment of the present

i nvention.
The digital watermark embedding apparatus

and the digital watermark detection apparatus in the
present embodiment are examples in which temporal
modulation and demodulation processes in the digital

15 watermark embedding apparatus and the digital
watermark detection apparatus of the first
embodiment are realized by one dimensional Fourier
transform processes.

The digital watermark embedding apparatus

20 of the present embodiment has a configuration
similar to that of the digital watermark embedding
apparatus 100 of the first embodiment, and only the
temporal modulation unit 130 has a different
configuration.

25 " The digital watermark detection apparatus
of the present embodiment has a configuration
similar to that of the digital watermark detection
apparatus 200 of the first embodiment, and only the
temporal demodulation unit 210 has a different

30 configuration.

<Digital watermark embedding apparatus -
temporal modulation unit>
Fig.31 shows a configuration example of
the temporal modulation unit in the digital

35 watermark embedding apparatus of the second
embodiment. The temporal modulation unit 130b shown
in the figure includes one dimensional inverse



e e e R

The tenporal denodul ation unit 210c of 20 Fig.33 includes a one-dinensi onal
Fourier transform unit 214, receives the enbedded signal 923, and outputs
the detection conplex pattern 961. By the way, in Fig.33, please note that
the configuration is shown such that information 25 flows fromthe bottom
to the top to facilitate understandi ng of correspondence to Fig. 31.
Denpdul ati on processes for the embedded —8Pgnal 923 by the tenporal

denodul ation unit 210c are perforned according to the follow ng procedure.
30 Fig.34 is a_flowhart of operation %f t he tenporal denodul atjon unit in
the second enbBAPFERE HRAMNLHRUBAE dident i SRepdiBEDE RN edet er ni ned
section T is exveagkeddumiet hﬁr&ﬂéfb\tﬁd withedo®d segeake323n 35 Step

1002) One-dine |, ) for d on the section
T of step 100§%k89%1éa1ég@?f| i % ¥ %é%)g?gsug%f -87- frequency
deconposi tion. eﬂbeddl@@&p&tﬂ&r@r9 Befficients of a predeternlned f requency

are extracted fromthe r&%famoﬁt g@o%%%%etsp optehg bheedrligrf i on conpl ex
5 pattern 961. These are cancretel gF escrib in the follow_ng using

equat i ons. AssBAFHGIPh&2%erbedded SPRRAFad2Fqdutatiqp, u&ezt I kkme t)
One- di nensi onapediseimeie iroWherond0dt mansfiemal slméfeémmé v (x1,

X2, ..., XN_.1, follows t btain_rl. x , -J2st ut
1] (X1 X2, {-\%insé In lu.n(3>& g%‘? accoﬁﬁlﬁ(gt %“(% 5 H‘\Iioﬁ" %‘%erel nTis a
predeternlned punbeduafe .sanpl es.  Assumi ng that t he detectlon conpl ex

pattern 9Gh s 15 represant efh ags QuFlowthart rsibldhgsBpkiale Fato 2 - - -

the temporal modulation unit in the second
embodiment of the present invention.
Step 901) P(Xi1,X2,..,Xy-1) for the position
(X1,X2,..,Xy-1) Of the embedding complex pattern 921
15 is regarded as a Fourier coefficient for a
particular frequency in an N-th dimension axis (time
axis, for example).
Step 902) Discrete inverse Fourier
transform is performed on the Fourier coefficient of
20 step 901 with respect to the N-th dimension axis so
as to obtain one-dimensional sequence for the
position (xi,X2, .., Xn-1) .
Step 903) An N-dimensional pattern
including the one-dimensional sequence of step 902
25 as a value of each position is regarded as the
embedding pattern 922.
In the following, these are described more
particularly using equations.
Assuming that the embedding complex
30 pattern 921 is P(Xi1,X2,..,rXy-1). A discrete Fourier
coefficient pattern £ (xi,X2,..,Xn-1,uU) 1is configured
using P(Xi1,X2,..,Xy-1) as follows,

P(x]’x29"'9xN_.]) (u=u0)
g(xhxz#":xN_],u): P*(x]9x29“'9xN_]) (u=U_u()) (8 1)
0 (u#ug,U-up)



Is obtained fromrl(xl,x2,...,xN-I,u) as foll ows,

Qxlrx2r...rxN1)=rl (xlrx2,...,xN1ru0) (83) wherein, uO indicates a
predeterm ned frequency. 1In the follow ng, tenporal denodul ation 20 using
difference/differentiation is described. Simlar to those showm in the first
enbodi nment, instead of the above-nentioned processes, denodul ation may be
performed by perform ng one dinensional -#fscrete Fourier transformon the
25 difference or differentiation inthet axis direction of the enbedded

signal 923 1" (xlI, XN ., 1,t). That_is, when using the difference, for
exanpl e, J(xI, %'zl‘lerelfm [ 11pfiigates eomplex ncongugaye, (o1 ixgicatast) (8 4)
1 T-1-liU E 'pse dékerml%NdleBqdéh&y, éﬂdXU Xﬁdlcaﬁ@%]atﬁuiberr-o - 88-

\MHmnltlsa med nm.n mm

addi tion, a pr ‘%&?"I@{ er?t er Slta}Te o’fegg%l &r IPOr ‘gﬁge%hev\hen

At=1, it i ndi ca:tO@‘suqat:@I @@maﬁeXt memdieff evEnkeb§ aFUDnaadvalI%J-ofo dree sanpl e,

and when a yid Kk £a@lculating a
&QaH Q&?é si<§n%i1 %Bt%%.n%ni %ﬁ@éﬁfokhlh aqiher e 1A

di fference between adj acen ranes. r
confi guration éﬂ%ﬂﬂ%@cﬁoﬁﬁbefeﬁﬁépﬁ O?ﬂ)Qﬁﬁ%ﬂﬁﬁaﬁléﬁQﬁnﬁu@Hers shown in
Fi g.35. The terpanal. denodul ati on unit 210d of Fig.35 has a conflguratlon
al nost simlar to that of hgﬁtenporal dulaﬁlon uni.t 210c of Fig.3

and it is different in tHA¢ PEMFOSIGHA G FEICERER SRYCISS ¢ %uﬁhﬁﬁdded
signal 923 is $u@@eﬁﬂkmcn$hpemﬁe{mﬂdnﬂmlbnaitﬁoueseec&ransﬁmrﬂouast 216

after once g being SRR 6fnd OchB8 o iIRPIp L £ £ £ACRYLALLON URI L +315.
<Digital watermark detection apparatus -
temporal demodulation unit>

Next, the temporal demodulation unit 210
of the digital watermark detection apparatus 200 in

15 the second embodiment is described.

Fig.33 shows a configuration example of
the temporal demodulation unit in the second
embodiment of the present invention.

The temporal demodulation unit 210c of

20 Fig.33 includes a one-dimensional Fourier transform
unit 214, receives the embedded signal 923, and
outputs the detection complex pattern 961.

By the way, in Fig.33, please note that

the configuration is shown such that information
25 flows from the bottom to the top to facilitate
understanding of correspondence to Fig.3l.

Demodulation processes for the embedded
signal 923 by the temporal demodulation unit 210c
are performed according to the following procedure.

30 Fig.34 is a flowchart of operation of the
temporal demodulation unit in the second embodiment
of the present invention.

Step 1001) A predetermined section T 1is
extracted from the received embedded signal 923.

35 Step 1002) One-dimensional discrete
Fourier transform is performed on the section T of
step 1001 for each position (Xi,X2,..,Xy-1) to perform



The signal differentiation unit 215 20 cal cul ates difference or
differentiation for the received enbedded signal 923 in the N-th di nension
axis direction, that is, in thet axis direction, and outputs the
difference or the differentiation to the one-dinensional Fourier transform
unit 216. 25 The effect of perform ng denodul ati on by perform ng
one-di mensi onal discrete Fourier transfor®/on the difference or the
differentiation of the enbedded signal 923 I" (x1, x2,..., xXxN.1, t) in the
t axis direction._is the sane as the effect of the 30 tenporal denodul ation
unit 210b shown S5 BG S FRCOPRESHY Y™ enbodi ment. <Characteristics of the
second enbodi nent > Charact&tept 10930f tRmupiesenbeiffientdarons af eadescri bed.
35 The digital ddi it al t er mar k
gﬁ{&&ﬁ&ﬁgﬁ@g QE%ghu i A 1S e2Pdathedigidale ye

det ecti on appar rese I ment are exanples in which the
digital -89- watt@Sietk ehbebEPnd Odpdaataktahe the dediacdlionaEeRRheK
detection appar platsfn tdhe1first enbodiment are realized using
one-di nensional Fourier transform 5 By using the one-di pensional Fourier
transform the digital watErfiafka&EFhEMNHE Bpbr 45671 tHe Rt al
wat er mar k det ectfiodri ey ahs$ngargoatieass ] y configured using an existing
Fourier transform appar at Y di.gi tal rpar k
enbeddi ng appar at uses and #%guégagtgﬁﬁﬁbﬁgﬁﬂ%éggddggg%%ﬂbﬁﬁ%%pggatuses of
the first enbodilifddt,&ad--sEre PfrleserPnenddapnsionrly disasefiebyosariisiti ng
them That1ps, tirhe Jrimeras prddbatiedn amit~ @ﬁp,bxﬁf...,tfke_l,l’é)dbgl tal _
the tenporal nodul ation

wat er mar k enbeddi apparatus. may be replaced wt
unit 130a of t&éﬂg¥P§$'%%b%BFﬁéﬁtﬂ(éﬁdxﬁhe'ﬁéﬂpdpal denodul ati on
7-1 2
1 -
ﬂ(x1,x2,""XN_l’u)=_ZI,(xl’x2""’XN_l’t)e T (8 2)
'\/.1—-"=0

wherein T is a predetermined number of samples.
Assuming that the detection complex pattern 961 is
15 represented as Q(Xi,X2,..rXy-1) S0 that Q(xXi,X2,..rXy-1)
is obtained from n(xi,xz,..,Xy-1,u) as follows,
Q (X1, X2y ey Xn-1) =N (X1, X2y Xx-1,U0)  (83)
wherein, up indicates a predetermined frequency.
In the following, temporal demodulation
20 using difference/differentiation is described.
Similar to those shown in the first
embodiment, instead of the above-mentioned processes,
demodulation may be performed by performing one
dimensional discrete Fourier transform on the
25 difference or differentiation in the t axis
direction of the embedded signal 923 I” (X1,X2;..,XN-

1i,t). That is, when using the difference, for
example,
JOx1 22500 X1, 8) = 1"(x1, X200 X1, + A = T"(x1, X240+, X 15 8) (8 4)
2
T_l _J__,Eut

1
ﬂ(xl,xz,---,xN_l,u) =—ZI'(x1,x2,---,xN_1,t)e r (8 5)
TS5



unit 210c of the digital watermark detection apparatus may be replaced with
the tenporal 20 denodul ation unit 210d of the present enbodi nent, so that
they may be used by conbining them and the tenporal nodulation unit 130a
of the digital watermark enbeddi ng apparatus may be replaced with the
tenporal nodul ation unit 130b of the present 25 enbodi ment, and the tenporal
denodul ation unit 210c of the digital wa8®rnmark detection apparatus may be
replaced with the tenporal denodul ation unit 210d of the present

enbodi ment. [Third enbodi nent] 30 <Two-di mensi onal FFT coefficient

enbeddi ng> | Weagelp| Ldwilfy, asswngdt Ahakaledifark PeedelarRgngsoar at us and a

di gi tal water nRhkpedebeCldp BPPar ai4salnitthef,hifd ggbgdi nent are
descri bed. 35 The Eesen%Fggbodlnent is.a e whi ch Q|g|tal
5 r i

1 n exgﬂyl |£

wat er mar k enbeRBFAgEELTY TR oPERGFERACS ¥ ansPbr FPEGIIEM in t he

gi gital water nmmkn-aeclenﬁefldirngica@pasatus carld:dlrwt_@lighéaai\ﬁa‘teﬁeménb ddi
etection app t S nt . i ; er, enbeddi ng
appar at us %ofa%ﬁeyg}zgtsrgtr?{i%erﬁ)%dénngg%@ﬂgggé.gé{r%]sdglﬁérrgt%%lﬁ@%i r?lq%dr(a o t hat
of the digitalisateksdr RSeie®i3Plappatadnsdiciatier ¢atsulapded ment, but

only the conphexrpabheln AN | 981 4Bbht! $A{d£r emie ARg diegidtal _
wat er mar k detection aggﬁrat of . the present enbodi nent has a configuration

10 simlar to THEPSEf OFRETiGidhI L nat er mark detection apparatus of the
first enbodi ment, but onldy ddrefigietetioonexaimplrate Hntlext tampioa@lunit is

di ffere.”t10<Di<?é1£§‘éu?@tt%'}iard§‘f@bfﬂé“ E? GRRYALYS pi $OYBl ex pattern .
generation unit> n the folTowng, tThée conplex pattern eneration unit
in the present enbodi menffhies temporal demodulation unit 210d of

Fig.35 has a configuration almost similar to that of

the temporal demodulation unit 210c of Fig.33, and

it is different in that it is configured such that

15 the embedded signal 923 is supplied to the one-
dimensional Fourier transform unit 216 after once
being supplied to the signal differentiation unit
215.

The signal differentiation unit 215

20 calculates difference or differentiation for the
received embedded signal 923 in the N-th dimension
axis direction, that is, in the t axis direction,
and outputs the difference or the differentiation to
the one-dimensional Fourier transform unit 216.

25 The effect of performing demodulation by
performing one-dimensional discrete Fourier
transform on the difference or the differentiation
of the embedded signal 923 I” (Xi,X2,..,Xx-1,t) in the
t axis direction is the same as the effect of the

30 temporal demodulation unit 210b shown in Fig.27 in
the first embodiment.

<Characteristics of the second embodiment>
Characteristics of the present invention
are described.

35 The digital watermark embedding apparatus
and the digital watermark detection apparatus of the
present embodiment are examples in which the digital



described. Fig.36 shows the conplex pattern generation wunit of the third
enbodi nent of the present 20 invention. The conpl ex pattern generation unit
110b shown in the figure includes an enbeddi ng sequence generation unit
111, a conplex array generation unit 112, and an N-1 - dinensional inverse
Fourier 25 transformunit 113, and has a configuration obtained by adding
the NN1 - dinensional inverse Fourier tre8&formunit 113 to the
configuration shown in Fig.12. The conplex pattern generation unit 110b
recei ves the enbedding information 911 and out puts 30 enbeddi ng conpl ex
pattern 921. Prwzessssrkoempedstiatg mppacatniseddichgheotpyekapattern by the
conpl ex patterm&@@%&kkoﬂet‘é@ttl&i%ﬁofaﬁﬁ%f QFRG, ACEOFLENG to the

foll owi ng procedure, ig.37 is a wchart of operation of the conplex
pattern gener at§RCEHREEn ife GHA PR BB dnAe Rt ol iR $E 88Kt i nventi on.
-91- Step 110l)degleﬁbeddh@go&aquence generation unit 111 generates the
enbeddi ng ssquence 913 t% |s a qﬂgence fnpqugr y@I#es L ndi cati ng
enbeddi ng i nf ormati on baséd Ol tce? % e ddid POt Fati on 911.
Oper ati on of tHeramsbedui n@@eqi;mc@bemetatmemantbeldﬂmg dhpagarmis as
that in the fi raSﬁdeeiqua&sattalstweaocééﬁgikTaste%m'og% ;;ﬁyaeﬁgeg%&f% uni t

112 assigns the enpeddi ng’sequence 913 10 generat

sequence geneHﬁQ%ﬁlﬂnFPanEEHﬁﬁtqﬁﬁﬁ%aﬁnpéﬁﬂséﬁyqrﬁ?qﬁﬁanary part of the

el ements of theaMdsfodmmappadaduLonpl ex array to gener ate an i nter _msdi ate

fgngggzrpgihe{gtg?4 Cper%tl%n(ﬁ J;F gggp&gél% ﬁ?%&%%?ﬁg%kon 15 unit 112
embedding apparatuses and the digital watermark

detection apparatuses of the first embodiment and
the present embodiment may be used by combining them.
That is, the temporal modulation unit 130b of the

15 digital watermark embedding apparatus may be
replaced with the temporal modulation unit 130a of
the first embodiment, and the temporal demodulation
unit 210c of the digital watermark detection
apparatus may be replaced with the temporal

20 demodulation unit 210d of the present embodiment, so
that they may be used by combining them, and the
temporal modulation unit 130a of the digital
watermark embedding apparatus may be replaced with
the temporal modulation unit 130b of the present

25 embodiment, and the temporal demodulation unit 210c
of the digital watermark detection apparatus may be
replaced with the temporal demodulation unit 210d of
the present embodiment.

[Third embodiment]
30 <Two-dimensional FFT coefficient embedding>
In the following, a digital watermark

embedding apparatus and a digital watermark
detection apparatus in the third embodiment are
described.

35 The present embodiment is an example in
which digital watermark embedding is performed in
orthogonal transform region in the digital watermark



Step 1103) The N-1 dinensional inverse Fourier transformunit 113 perforns
N-1 - dinensional inverse Fourier transformon the internedi ate conpl ex
pattern 904 generated in the 20 conplex array generation unit 112 to
generate the N- 1 - dinensional enbedding conplex pattern 921 simlarly.
Details of operation of the N1 - dinensional inverse Fourier transformunit
113 are described later. 25 <Digital watePRark enbeddi ng apparatus - conpl ex
pattern generation unit - conplex array generation unit> Next, operation of

the conplex arr % eneration unit 112 of the step 1102 is described in 30
detail. Althou§RP§ Q(ﬂPRﬁr%FBSCBHﬁIéP%ﬂq%&ltg%nE?E?Fﬁﬁrﬂhit 112 may be
one sanme as thdetetttivm app&&&MuarbayumyuffﬁstnemMOﬁlmbnthe first

enbodi ment, follow ng prqﬁ§§§§§ggegh_%a%e 5¥¥H%ﬁg dg?n%ﬁr f%§ﬁ;ect|ve

digital meternark enbeddi'ng TENSi ONnar array of a
size of MIXMexOf. kM Presest cémpodipeatehar asgoriigurgzion i s prepared,

wherein Mg\, s1m1NHr1ﬁﬁ*%ﬂ&@défeEan%q ﬂ%ﬂﬂ“ﬁa@%rﬁh%ﬁegﬁ%e&éfhéange of
el enents to which the di ng sequence 913 i s assi the conplex 5

ed
array is deterﬁPHé&a§M§(9énﬁﬂ% Bt rEhe MRRFEREATL el |8€&ﬂiﬁ@ﬁ 3) Val ues
are extracted toapleke peitdiasth ngensequence ik tiw dyffeeent .sequence, then,

becomss the real part and He FrabrALr o BATE B BRecEraREn AR T ey
el enents in thefr&hge prdstentni emdofdamgnt hashe atonfighraidon) . 4) The
conpl ex anay gepgnatredd nrit i §f HEPUL ofi® S8yt drma kMBRTQE ofh NVET SE
Fourt er apparatus of the first embodiment, but only the
detection information extraction unit is different.
<Digital watermark embedding apparatus -
complex pattern generation unit>
15 In the following, the complex pattern
generation unit in the present embodiment is
described.
Fig.36 shows the complex pattern generation
unit of the third embodiment of the present
20 invention.

The complex pattern generation unit 110b
shown in the figure includes an embedding sequence
generation unit 111, a complex array generation unit
112, and an N-1 - dimensional inverse Fourier

25 transform unit 113, and has a configuration obtained
by adding the N-1 - dimensional inverse Fourier
transform unit 113 to the configuration shown in
Fig.12. The complex pattern generation unit 110b
receives the embedding information 911 and outputs

30 embedding complex pattern 921.

Processes for generating the embedding
complex pattern by the complex pattern generation
unit 110b are performed according to the following
procedure.

35 Fig.37 is a flowchart of operation of the
complex pattern generation unit in the third
embodiment of the present invention.



15 transformunit 113 as the internedi ate conplex pattern 904. Like the
conplex array generation unit in the first enbodinent, it is needless to
say that the order of the enbeddi ng sequence 913 may be pernuted 20 to
random order using a pseudo-random nunber before 3). Such processes for
generating conplex array are simlar to generation of the watermark
coefficient matrix shown in the patent dofdment 1. 25 However, in the
present invention, although the internediate conplex pattern 904 is inverse

Fourier transfor rred by t 1'SL g nsi o al (inverse Fourier transform
unit 113 later, it is not 1heeBe 197 Eheed 9 BCGHSME i nverse Fourier
transforn1becogeaéﬁ&tian%ﬂnnﬂnméﬂ gehﬁxatﬁujtmenembbddangnqﬁquenuebeﬁ

Thus, it is nog ge%%]%SCarlys té"aée&ﬂgn'c@t% ng 1R ‘%{c. e

mai nt ai ns synme r| cal propert t'He "Four1 er ran orm-coe That

is, enbeddi nge@be@ﬁ’ér‘@mﬁga‘éeqneﬂﬁ?@éegh@ftaﬁh%ersgepéfreﬁbr med u5| ng al |

el ements irs t hembaaas 12afo§fagtlbh rgqqreswérée%ntw ttlhrées | onger
enbeddi ng sequepce 913 can enbedde ared mnih the - at ent

docunent 1. ThEMPEAGHE & %%u%’il%ﬁeﬂ@%rﬁtz") I?sumci%s tibéd. >3BA- 38F show
each exanpl e ohst h&da% dlrenetd fhnge etmbidddneanpl ex array in the conpl ex

array generation unit in é%tﬂbg ; %dlcg%g} ); gFg%pr%%eefrltat¢] é/r?ntl on.

Fi gs. 38A, B and C show exa e conpl ex
array in the BBiSl dd2arassigracthei enbadding seanenshoWlékanpl es 10 in the

case usingd V\Dgéh@%'éftlé?ﬁain con®| expadEaYd e dirdncé NgEh8%a38An &3& the

rect angul ar i, ndi tgﬁaé?e conplex array, angd t%e shaded i on

i ndi cates the 5iﬁg§ OF%Q spﬁﬁEr€'§%§¥§hﬁﬁﬁgiﬁary part o e
elements of the N-1 -~ dimensional complex array to
generate an intermediate complex pattern 904.

Operation of the complex array generation

15 unit 112 is described later.

Step 1103) The N-1 dimensional inverse
Fourier transform unit 113 performs N-1 -
dimensional inverse Fourier transform on the
intermediate complex pattern 904 generated in the

20 complex array generation unit 112 to generate the N-
1l - dimensional embedding complex pattern 921
similarly. Details of operation of the N-1 -
dimensional inverse Fourier transform unit 113 are
described later.

25 <Digital watermark embedding apparatus -
complex pattern generation unit - complex array
generation unit>

Next, operation of the complex array
generation unit 112 of the step 1102 is described in

30 detail.

Although operation of the complex array
generation unit 112 may be one same as that of the
complex array generation unit of the first
embodiment, following processes may be also adopted

35 for more effective digital watermark embedding.

1) An N-1 - dimensional complex array of a
size of M;xMyx..xMy-1 in which every element value is



t he enbeddi ng sequence shoul d be perforned. 15 Since inverse Fourier
transformis perforned on the conplex array in the N1 - di nensi onal

Fourier transformunit 113 later, the conplex array can be considered to be
representation for the enbedding pattern in the frequency domain. 20 Since
the elenment (0, 0) of the array indicates the DC conponent, by cyclically
rewriting the conplex array such that th82elenent (0, 0) of the array
beconmes the center, it can be understood which frequency band is used for

enbeddi ng the 25, enbeddl equ nce .913 as shown in Fi and F.
0. 38D shows 0 i8cBRRRASedr cURoReiR diale: onivst 7 rof SUPEGFBANCSh
Fi g. 38F shows aumbeoninfs ¢ egmentsand enbedding is perfornmed into an

i nternedi ate frequency bg?ﬂA'Pa gghogf1Tgﬂgnég)ggrwﬁéagp%ei consi dering

digital watermark enbedding 1n can be consi dered
t hat digit al mambﬁud@lrun%rﬂmweacm%%ul@w assmedcynre@neomqn@b@suly

del et ed duejtoa‘fk@?yol§cdjéﬁ9rr§i'ﬁedas MWAEGk Ap 1h 264 t0R tﬂé%%(éhfé hand, 35
si nce enbeddlng infqQ.a frequency region has |large visual effect. Thus,

enmbeddi ng i nt 0%SPfte |%ﬁ% Frequency band is taken as an exanple. -94- In
addi tion, fromthe viempdihtvaluésnamevemnﬂadtﬁmufeomltnesémuymdingt, in

hi gh frequencyfﬁgggi%% g@ Hey SSQZE%IVI Jéﬁuégggon@b %l%gglégl frequency

is |lower than or ver hori zo Fect'iTon frequency (Makot o
M yahara, "Systemseitc iimegee codray" suichdddiat afheuvplykisngxE raphedl ti ng,

I'nc, 1990,1p. §K)sé§§éﬂ5€ pdeodbagendl redlr 664 F €NahHCEHRNGY, aryeature
in that it is indis tive aIthou%h it is enbedded in low 10 frequency

band conpared RPER Ofe t$teMeRhdValds ot SFLePeRERI 4R HHE JRR¥®on, for
exanpl e, sincdeaequaniddainon) stapthe tareradr agbnahedilnection

4) The complex array generated in 3) is

output to the N-1 - dimensional inverse Fourier
15 transform unit 113 as the intermediate complex
pattern 904.

Like the complex array generation unit in
the first embodiment, it is needless to say that the
order of the embedding sequence 913 may be permuted

20 to random order using a pseudo-random number before
3).

Such processes for generating complex
array are similar to generation of the watermark
coefficient matrix shown in the patent document 1.

25 However, in the present invention, although the
intermediate complex pattern 904 is inverse Fourier
transformed by the N-1 - dimensional inverse Fourier
transform unit 113 later, it is not necessary that
the result of the inverse Fourier transform becomes

30 a real number value, and it may be a complex number.
Thus, it is not necessary that the intermediate
complex pattern 904 maintains symmetrical property

_of the Fourier transform coefficients. That is,
embedding of the embedding sequence 913 can be

35 performed using all elements in the range of 2), and
it represents that two times longer embedding
sequence 913 can be embedded compared with the



in imge/video coding and the |ike such as JPEG and MPEG is set to be

| arger than the vertical and 15 horizontal direction, there is a tendency
that high frequency is decreased due to coding nore easily in the diagonal
direction conpared with the vertical and horizontal direction. In spite of
such a situation, by performng enbeddlng in the rhonmbus 20 regi on as shown
in Figs.38C and F, digital watermark dlng can be performed in which
image quality is high and robustness is high. Figs.39A-39F show each

exanpl e of the | ement regio f the conplex array in the conplex 25 array
gener ati on uniPa%ﬁnEﬁéL?%?ﬁ%Pgngodinent of the present invention. In the

case of digital waternarklThenbaddengfi rithe 2 lement swhen 2di gig al wat er mar k
detection of hijgh detgeiion performance is performed using a long term
signal in the time direction like 30 the present invention, that is, using
many frames, the strengtfigor38ADAEd SHQAN FIAP aEeBPHE Rcdh®e made

smal | . As & restleimera tﬂfamg@ efbeddi @@mpﬁl.eﬁ&if@éﬂfednl Rhe Idamﬁl@ﬂuency
region as shown in €\39F vi sual eff b ecre d 35
such embeddi ng® ﬁEPﬁb@%ﬁﬁF% 1R opPES. Qhéﬁﬁeﬁ WEP cﬁ%g Bpar at us
- conpl ex pattQKBS@mﬁHrnvammuunt -Fmgs-3&ﬂmemsandac show ignamskefouri er
transform uni t 3eNexle QREFE!L PN ObnblE dNole o1l MEBRLORY! o P AE FRUTT ef

1 Ob is

transformunit 1 conp ex pattern generation unit escri bed
in detail. 5 Féempére& %br%ﬂﬁrﬁﬁéoﬂ BNityi hbfisi BRE Shiony %AEbRFi er

t ransf or mupi t ﬂal%hles dedd ai gy ageckdinthd ohde &@}an\é«xn&MWeﬂﬂre 1)
Assum ng t hat hh% %Hbﬂg* ngégnal rFln g{nedlate ofe a%x pattern 904
generated by t ‘10 J8far o enFeRd 2 ars PRY N1, x2, , xN-1|
2) N1 - dinensndnmauhsxﬂk&ecompéexearray, and the shaded region
indicates the range of elements where assignment of
the embedding sequence should be performed.

15 Since inverse Fourier transform is
performed on the complex array in the N-1 -
dimensional Fourier transform unit 113 later, the
complex array can be considered to be representation
for the embedding pattern in the frequency domain.

20 Since the element (0, 0) of the array
indicates the DC component, by cyclically rewriting
the complex array such that the element (0, 0) of
the array becomes the center, it can be understood
which frequency band is used for embedding the

25 embedding sequence 913 as shown in Figs.38D, E and F.

Fig.38D shows a rectangular region,
Fig.38E shows a circle region, and Fig.38F shows a
rhombus region, and embedding is performed into an
intermediate frequency band in each of them.

30 For example, considering digital watermark
embedding into an image or a video, it can be
considered that digital watermark embedded in a high
frequency region is easily deleted due to video
coding such as MPEG2 or H.264. On the other hand,

35 since embedding into a low frequency region has
large visual effect. Thus, embedding into
intermediate frequency band is taken as an example.



Fourier transformis performed on A(x1,x2,...,xN1) to obtain the enbedding

conplex pattern P (xl, x2, ..., xN1) , P(x1,z2,..., xN1) ML -1M2-1 M-1-1
j 2x x1ud+X2u2+. . . +XMJIJUN1 ~ ~ ~ ... ~IML M MN-1 MM...MWMN1 81=0 U2 O
UN-1=0 (86) 15 wherein M, M, , N1 indicate sizes (nunber of elenents

of each dinmension) of the N1 - dlnen5|onal I nternmedi ate conpl ex pattern 904
generated in the conplex array generati o84onit 112. <Digital watermark
detection apparatus - 20 detection information extraction unit> Next, the
detection information extraction, unit 220b of the digital watermark
detection apparatus 200F% ReREtLARy d &b EhRNT1¢¥PadBEr AfediUaYy. 40 shows
a configurati ogiexanplfeafurep 1helden<emtwrortrimprﬂnt hegheXirepie®ayuni t in
the third enbo |nent Qf, the PLESEn yentd on. The d &e t.i.on .i.nformation
ARl g

process unit B %Mowr THET he ?lgu% ﬁ%l R RS HAL Fouri er
transform unit fzzﬁuwﬁetmtl@mesotbe@um efker acerbhcadi a1, a

correl ati ons vahuge s Al ali Poctibh 23aubr@yi MAkYBbUSIYelerA nati on uni !

223, and a detection infornmation -96- reconfi atlon uni t 224 and the unit
220b receives §N§P&Qﬁ£ﬁqcﬁW%%ﬁpF@?lBQtveﬂ? t5hAl oBURdEShiRg ekt i on

i nformation 91donBylidiegyayinep E9g040ppplee7a)s,e ot ehtahatheS digonal
configuration i,s %h3 s%fh tha% I nformati ows Bn1tg% bottomto the
top to faC|I|tg&§ Cr&ér s Eﬁﬁﬁﬁgcgf @3rFe§§5Hﬂ%ﬂ%el?o Tet ecti on

i nformation exnndasMﬂmqﬁimﬁssbShobghtm&(kaEEmeQdedfonm&walextraction
uni t 220b,0l0 2rg Rk fc%f’ ’Fadnc‘i ”c&ﬁﬁa&%'d' QL tHOCEAPEScalll Grll 1S 2

fl owmchart of operation
orlzontal dlrectlon In addition, for example,

since a quantization step in the diagonal direction
in image/video coding and the like such as JPEG and
MPEG is set to be larger than the vertical and

15 horizontal direction, there is a tendency that high
frequency is decreased due to coding more easily in
the diagonal direction compared with the vertical
and horizontal direction. In spite of such a
situation, by performing embedding in the rhombus

20 region as shown in Figs.38C and F, digital watermark
embedding can be performed in which image quality is
high and robustness is high.

Figs.39A-39F show each example of the

element region of the complex array in the complex

25 array generation unit in the third embodiment of the
present invention. In the case of digital watermark
embedding into a video, when digital watermark
detection of high detection performance is performed
using a long term signal in the time direction like

30 the present invention, that is, using many frames,
the strength for embedding digital watermark can be
made small. As a result, although embedding is
performed into low frequency region as shown in
Figs.39A-39F, visual effect can be decreased, and

35 such embedding method can be adopted.

<Digital watermark embedding apparatus -

complex pattern generation unit - N-1 - dimensional



detection information extraction unit in the third enbodiment of the
present invention. Step 1201) The N-1 - dinensional Fourier 15 transform
unit 225 performs N-1 - dinmensional Fourier transformon the received
detection conplex pattern 961 to generate the N-1 - dinensional detection
conplex array 1115 simlarly. Details of ogeration of the N1 20

di mensi onal Fourier transformunit 225 afe described |ater. Step 1202) The
detection sequence extraction unit 221 configures the detection seguence
1113 by extracting andFarran iqgé%@efvalues.§§ of the real part and the

i magi nary partl%Y the “&Yénme ud P F8m ¢ “det ect i on conplex array 1115
generated by the N1 - diNesisi ovrér&buehep ft tdves Norin —udimepg3.onddt ai | s of

operation of tfie debeChbetiei0 SLMERSEme hiRchieh SR {hd2LoRka «descri bed
|ater. Step 1203€ﬁThe correlation value_calculation unit 222 cal cul at es

correl ati on beRHERINt AENGEEICIONURRHUEAER 1F1H 8T HRBRedPbyetiRe L -
get egti on SeQUegce ext r gourdre rini taR2foand i35 tevebatdi nghaemuarsqles—laqonfi gured
ased on assunge enbeddi ng sequenc sQ as.to ain the.correl ation
valves 1114 G ERe: AR <3 WATEER TS, Bhitn vt kS APEEPEREL"Unft 222 1
the sane as thatcondihg thi rtdte ehbblidweny. pSomedi2l) The naxi num val ue
determ nation 5 unit 223,fiyds, -ﬁ@xkﬂyg1gg@r@;@iinay?gHgibpaqhe
correlation values 1114 obtained by the correlation value calculation unit
222 to deternihetarnefbads fPrRRKcPREtAEBd Y% e BERoRYc& I ation in
the correbati ©@mydésecacalagul@nioratnbh da2tcqrresiporm] Ry, 40 .1 ,0xi-he. maxi num
correl ation value 1114. . . . .
2) N-1 - dimensional discrete inverse
Fourier transform is performed on A(Xi, X2,..,Xy-1) to

obtain the embedding complex pattern P(xi,X2,..,Xyn-1)/

P(x1,%9,%++, Xy_3)

Ll o2 XN-JUN-)

M-1M2-1 My_1-1 J2 ( ]
1 Z Z EA[xl’xz-”"xN—l} MM M-

.\/Mle "‘MN-l =0 up=0 uy_;=0

(8 6)

15 wherein M;,M,,..,My-; indicate sizes (number of
elements of each dimension) of the N-1 - dimensional
intermediate complex pattern 904 generated in the
complex array generation unit 112.

<Digital watermark detection apparatus -

20 detection information extraction unit>

Next, the detection information extraction
unit 220b of the digital watermark detection
apparatus 200 in the third embodiment is described.

Fig.40 shows a configuration example of

25 the detection information extraction unit in the
third embodiment of the present invention.

The detection information process unit
220b shown in the figure includes a N-1 -
dimensional Fourier transform unit 225, a detection

30 sequence extraction unit 221, a correlation value
calculation unit 222, a maximum value determination
unit 223, and a detection information



The operation of the maxi mumvalue determ nation unit 223 is the sane as
that in the first enbodi nent. Depending on the configuration nethod for
t he enbeddi ng sequence in the digital 15 watermark enbeddi ng apparatus 100,
it is needless to say that determ nation nmay be performed using other
met hod i nstead of the maxi num val ue deter rgégati on by the maxi mum val ue

t

determ nation unit 223. Step 1205) The de tion information 20
reconfiguration unit 224 reconfigures detection information 914 that is

determ ned 10 e agtyall .. eubeddad based ongt be eubeddisnSeauense

determ ned byt mim-va ér'm ‘hat’ion_uni e opération of
t he detection itifordrit¢ohlonscpaedied atieon BALt anZM dutRYfes same as t hat

in the first Eiditest . isPodmkbaliomteryark detection apparatus - detection
information extraction unit - N1 - dinmensjon igﬁerse Fourier transform

unit> 30 Next, details of B¥pEP&t "G rof1 R He! %e RERS didte FoliRFer
transform ubit t225 adnfhgurdetieat iiegn shdwt neehntlxtr doificxmati én220b are

descri bed. Foug£§¥§rf¥§£o¥ggp5§%%%ﬁg%arkﬁgegg?%tbf%%éﬁfg{g{gnal Fouri er

transformunit are perrorned ~accordi hg t € Tol'Tow™ng procedure. 1)
N-1 - di nensi ovaldesipediagr of sontesp@sdernceetof FOeMX. .. XMN-1 is

configured fromthe receiM@éec@&%&ﬁ@d¥bfﬁ@@i8ﬁ B%E&%@%fﬁﬂnpfécéﬁgﬁg ML, M21
...,M\-1 are ele unbers simlar to fhose used i.n the _éoggbex array
r

nt L .
generation uni PY1{: ?ﬁé%h%cﬂﬁaptép IR et tar RXEFBEGI Ty Wb £ 100. Wen
the detection eaeplmc pathednifbthes fablawied progediaarete signal, it is

O e B e 1 o ST SO G ALERY o o MU P
detection information extraction unit in the third
embodiment of the present invention.

Step 1201) The N-1 - dimensional Fourier

15 transform unit 225 performs N-1 - dimensioconal
Fourier transform on the received detection complex
pattern 961 to generate the N-1 - dimensional
detection complex array 1115 similarly.

Details of operation of the N-1 -

20 dimensional Fourier transform unit 225 are described
later.

Step 1202) The detection sequence
extraction unit 221 configures the detection
sequence 1113 by extracting and arranging the values

25 of the real part and the imaginary part of the
element value from the detection complex array 1115
generated by the N-1 - dimensional Fourier transform
unit 225.

Details of operation of the detection

30 sequence extraction unit 221 are described later.

Step 1203) The correlation value
calculation unit 222 calculates correlation between
the detection sequence 1113 configured by the
detection sequence extraction unit 221 and

35 embedding sequences configured based on assumed
embedding sequences so as to obtain the correlation
values 1114,



10 continuous signal, data obtained by sanpling the detection conplex
pattern 961 using arbitrary sanpling neans is used as the N-i - dinensional
conplex array. 2) Assuming that the conplex array in 1) 15 is
Qxl,x2,...,xN-1), N1 - dinensional discrete Fourier transformis
perforned on Qxl,x2, ,XN_1) to obtain ul, uz, , UN- 1]
Alul,n2,...,uN11 1 J2x( ~Ul+. .. +-XN-TUNEZAT ML-1MR-1 M -1-1 1 o ..

QXL X2,..., XN-1)e ML M2 M\-1 MLM2. .. MN-1 X1-0 X2--0 XN-1-0 (8 7) 3)

Al ul, u2, , UN- 1] obt ai ”eepbga?t)ldrP cpflt{)tlilé cggrt?ciattq%ﬁqgf‘é)‘éon sequence

extraction unit 221 as theé tection co tal watermark
det ecti on appard@i@ulagdeectindr |2rﬂ‘?or#mtﬂ@ﬂ és’%fﬂlea@tsi dhafhi in- thét ection
sequence extracti o ushbsd2keNext, details of operation of the detection

sequence extraction unit 220b ﬁf(%g det ect i, on |n&§{nanﬁon extraction unit
221 are described. AlthotgfiPt He WperHe ohe Bt MEfe V@t Dhe TRHNEEdPENce
extraction bni tur2il 223bﬁ$ndalbynEhEumamEcoaSeﬂbaUGn1Vdﬁnéliﬁtth&bodlnent

processes My he:99ra PEBhOLNTGAS {114 U6 RaBgeaniane aLLDt e gperation

of the conplex array generation un ts mnt e range used
in the conpl eWaalrLF%lngbﬂéﬂ-éﬂ'—ll@ﬁl Wikt 1422 ot ot Het@irgiing @mmbedalrllng

enbeddi ng appa@ﬁgﬁéﬁ@@ akedexorad S d 190 ohheadehadt dh COAPLRY array 1115
obt ai ned by the i mensi_.onal Fourj er transforg§ﬂ£|t 225, and.the rea

part and the u‘Fé?jilheaJr?/tb%Pt VB U S G et 2aD BB UrbEF e SRPREL NS ¢
arranged byO0redar dilng rearbmum correlation value 1114.

The operation of the maximum value
determination unit 223 is the same as that in the
first embodiment. Depending on the configuration
method for the embedding sequence in the digital

15 watermark embedding apparatus 100, it is needless to
say that determination may be performed using other
method instead of the maximum value determination by
the maximum value determination unit 223.

Step 1205) The detection information

20 reconfiguration unit 224 reconfigures detection
information 914 that is determined to be actually
embedded based on the embedding sequence determined
by the maximum value determination unit 223.

The operation of the detection information

25 reconfiguration unit 224 is the same as that in the
first embodiment.

<Digital watermark detection apparatus -
detection information extraction unit - N-1 -
dimensional inverse Fourier transform unit>

30 Next, details of operation of the N-1 -
dimensional Fourier transform unit 225 of the
detection information extraction unit 220b are
described.

Fourier transform processes in the N-1 -

35 dimensional Fourier transform unit 225 are performed
according to the following procedure.

1) N-1 - dimensional complex array of the



10 of the real part and the imaginary part as an independent real nunber
value. This process is a symetrical process wth respect to generation of
the conplex array in the conplex array generation unit 112 of the digital
wat er mar k enbeddi ng 15 apparatus 100. 2) Assumi ng that the obtained sequence
is and the sequence is output as the detgction sequence 1113. \When order
of the enbeddi ng sequence 913 20 or eleng s of the conplex array has been
permuted in the conpl ex array generatlon unit 112 of the digital watermark
enbeddi ng apparat S : i he first
enmbodi nent . <ChsgLré§:t%j$?bg ; 8{1\9 el%hféﬁ%tl%%%dng\% gﬁgﬁr\té%éﬁ%sﬁcf oW ng,
characterlstlC§QﬁeQ?kPnp@@@?h?xem&iﬁQﬁ#n9@}e daswhilsdd Mindkoer-diMagr t o t he

digital watermyde ﬁr@ﬁ@ﬁtnﬁuﬁ\a@&rsatﬁ%ﬁmrtbs @hgbba|u§/@i ematke detection
apparatus of the present enbodi nent, ke 30 ﬁﬂf mn mé%10 ent
kO &t %

docunment 1, fofF% 5m9rr§Yn88n&§$?%9nv%R%? in a band
in which tﬁe wmmawmamkeambé@dua@mapp&mammsn100d|ng or noise addition in

a video signal and visualy ﬁ gh |&%€ggﬂ1 déghﬁﬁbx ég{gg% gg?egglng in

whi ch 35 robustness is hi becones ~ posSible.
Especi al | y, bthﬁakPQ¢mﬁ$hén§ﬂ§Cﬁ QMﬁ%ﬁﬁa OOltthé regasrdedraanbbéding in

the frequency @pqﬁuﬂdlﬁ@ﬂsiahamﬁb®M§¥ékQﬂ?ﬁgﬁlBg tikatid.s npkenr ehdst for
conpression in videg codin mpid t he ssi bl 5 1n addition,

l,i ke b
since the embed&5Rf P=RT ef §XspRddF Y f fhésmﬁ§%€¥ﬂ #5 By adopting
of f set seh@chdmmﬂmnhauscsbgadlunddua;nh@minddcbyembmpllm@gthel wat er mar k

det ection beco@@%é%%?%@'@oﬁﬁfgx pattern 961 using arbitrary
sampling means is used as the N-1 - dimensional
complex array.
2) Assuming that the complex array in 1)
15 is Q(x1,%X2,w,Xn-1), N-1 - dimensiocnal discrete
Fourier transform is performed on Q(Xi,X2,..,Xy-1) to

obtain A[ui,Uz,..,Un-1].

A[u],u2""1uN_]]
Mi-1M3-1 My - _]2”(11“1 L xN—l“N—])

1
) Z Z o Q(xl’xzv"'ny_])e Ml MZ MN—l
Tty My o 2

(87)

3) Afuj,uz,..,ux-1] obtained in 2) is output
20 to the detection sequence extraction unit 221 as the
detection complex array 1115.
<Digital watermark detection apparatus -
detection information extraction unit - detection
sequence extraction unit>
25 Next, details of operation of the
detection sequence extraction unit 220b of the
detection information extraction unit 221 are
described.
Although the operation of the detection
30 sequence extraction unit 221 is basically the same
as that in the first embodiment, processes may be



e

froma signal that is partially cut fromthe 10 enbedded signal. Further, in
the present invention, different fromthe digital watermark schene shown in
t he patent docunent 1, since the internmediate conplex pattern 904 does not
need to maintain 15 symmetrical property of Fourier transform coefficients,
an enbeddi ng sequence 913 two tines |onger can be enbedded conpared with a
wat ermark coefficient matrix and the |i k&9%escri bed in paragraph nunber
0197 in the patent docunent 1. 20 That is, a spectrum spread sequence |ength
twice as long as the conventional one can be used. As describe before, as
the spectrum spegd@rmssyrenceol éaysh imaasmedandet géthorthd th hi gh

reliability beg@uBs ARSI Of tnéNcam 1fé>prarfa1yt@§n8§ae%% Qfngeteehion
reliability simlar to convertlona tec gues, the enmbeddjng information

| ength can be doubl ed. |nthddtePEALS i %é%%e Fanaétééﬁ nhetfebility
and i nformati ogolm@igixh dxotdy genelartitom aonvienti®nalf teéehriigqiietsal digital 30

According (o« A orabl SRSadtRy SErtR 200 Ree IR bl es
possible in mhtbﬁ d@heﬂﬁi¢my09@pﬁﬁghaﬁnﬁXH1%&5oﬁbtaémgd1h$ t@mgNahd
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symmetrical process with respect to generation of
the complex array in the complex array generation
unit 112 of the digital watermark embedding

15 apparatus 100.

2) Assuming that the obtained sequence is
i”1,1i”,2,..,1”y, and the sequence is output as the
detection sequence 1113.

When order of the embedding sequence 913

20 or elements of the complex array has been permuted
in the complex array generation unit 112 of the
digital watermark embedding apparatus 100, the order
is restored in the same way as the first embodiment.

<Characteristics of the third embodiment>

25 In the following, characteristics of the
present embodiment are described.

According to the digital watermark
embedding apparatus and the digital watermark
detection apparatus of the present embodiment, like

30 one shown in the patent document 1, for examine,
since digital watermark can be embedded in a band in
which the watermark easily remains even in coding or
noise addition in a video signal and visual effect
is small, digital watermark embedding in which

35 robustness is high and image quality is high becomes
possible.

Especially, by using the rhombus region as



transform process of the tenporal nodulation unit 130 nmay be perfornmed
together as N - dinensional 10 inverse Fourier transform process. In the
same way, N1 -dinensional transform process of the N1 - dinensional
Fourier transformunit 225 and the one- dinensional Fourier transform
process of the tenporal denodulation unit 210 nmay be perforned 15 together
as N-di mensional Fourier transform process90-[Fourth enbodi nent] <Tenpor al
synchroni zati on unnecessary detection> In the following, a digital

wat ermark 20 epbeddi n atus gi tal termark detection
appar atus of thBef 5L ne ?3&%9 &é’s&h%e%? CFHENFY e SOMA Whbodi nent i s
an exanple in dimiich]l Wh&bﬁh@mkaémbaddﬁm@ﬂthmmeﬂdlmgrESrmwﬁSHr&ﬁk 25 by

usi ng the d|gl%g#ﬁggé%rggieéfnpfgggngog?p@{per et %ngh%e&kat enbodi nment ,

the digital i on apparatu igrtal &t mar k
det ecti on mnthbgssﬁbé@55|ty to perform synchronization when signals

desynchronigzed in the 30 it nEg@xt Soh N kR ndid™id AmBEHalndl et are
recei ved. The digital termark detection .appar at us f the pr esent

enmbodi nent ha31§ EBRLRGUCHS ot hei HPAR B4 9k BYt# oalépﬁmoﬁﬁﬁ%ﬁnark

det ection 35 a@earahumeﬂubdﬁdi@elésedt1QMMMﬁrﬁﬁﬁenandoonhﬁn&ha_ det ecti on
i nformati on extrac lytr different conf#g t|on -102- As to

t he tenporal den%ﬁ atléh unl% 51 etcheﬁﬁo 21 “ Uerodh LnnveQﬂ ot her
enbodi nent s offromeapB@gaﬂl|¢N@htlanpaﬁy1@dhxumutFﬁromx&maee t he
tenporal demoduhgthaRURiiighA10b and 210c of the 5 second enbodi ment may be

used. By the way, althoqu the pr esent
her, in the present invention,

different from the digital watermark scheme shown in
the patent document 1, since the intermediate
complex pattern 904 does not need to maintain

15 symmetrical property of Fourier transform
coefficients, an embedding sequence 913 two times
longer can be embedded compared with a watermark
coefficient matrix and the like described in
paragraph number 0197 in the patent document 1.

20 That is, a spectrum spread sequence length twice as
long as the conventional one can be used.

As describe before, as the spectrum spread
sequence length increases, detection with high
reliability becomes possible. In addition, in the

25 case of detection reliability similar to
conventional techniques, the embedding information
length can be doubled. 1In addition, in the case of
detection reliability and information length both
similar to conventional techniques, digital

30 watermark embedding with less quality deterioration
becomes possible. Thus, according to the present
invention, digital watermark embedding becomes
possible in which reliability is high, information
length is long and quality deterioration is small.

35 In addition, the present embodiment and
the temporal modulation unit 130b or the temporal
demodulation unit 210b of the second embodiment can



enbodi nent i s described by taking, as an exanple, the case where digital

wat ermark enbedding is 'perforned by the digital waternmark enbeddi ng 10
apparatus 100 of the first enbodi ment, the present enbodi nent can be al so
“applied to detection in the case when digital watermark enbedding is
performed wusing a digital watermark enbeddi ng apparatus in other

enbodi nents by simlarly conbining. For 151Q%anple, digital watermark
enbeddi ng may be perfornmed by the digital watermark enbedding apparatus in
the third enbodi nent, and detection pay be performed by conbining the N1 -
di nensi onal  Fouf i &PMPERS 5?Hfdﬁ?¥rﬁﬁé SP%rhe digital watermark 20
detection apparatus in th&hen rebrnboilngenthe Ipreddmseenhsdimealtt emdh t here
|s a case in whigh tgﬂgb‘}'a‘iafxﬁ&ihf%{wﬁp%‘i't“q§(Po'&P'i’iaQUE'e [Qcedures s
necessary, it isS needless to say that the "necessary nodifications are

obvi ous based o¥emedyésédiop: iwhst oflPheofr dentseridi aBhedimentdeNr] pti ons

of digital waterdpmnkneibeddi nthvdrideroarhedi MAHSs fcEhIpkakewat eyfmar k
detection apparg%gsﬁladetectlon jnformation ex%ractlon §n|t> 30 In the
‘0

fol | owi ng, oper f "t R B 7 ol PEESSTadi U £5F r REEPSH 4FR (U3 t he
digital waternhlk datlethieomrappiimensiohallhd npreasent Foenthedi nent i s

described. Fig.4 a | Qur agi o] Lon iLnfor.mtion
extraction unitt$%ﬁ$ﬁ§§gbéﬁﬁﬂﬁhgﬁﬁ%%iﬁgﬁtEgbggﬁ%ﬁbggégﬁ%h?%&éhf?%ﬁ? In the
figure, sanme si3hsmavebpr PEdfcrned tagetbest isgurthti oAipansdoneda- in

Figs. 28 ando40.idherdet eelirAned N LANBELOR ?&U@;&é on PR £he?3@meshaygy, in the
figure includes tfe aetectLon uence extraction un tt élN_th_conplex 5

correl ation val%¥elca (’:f}leglsil&{lauﬁie? %%%?Oaﬁ' SRR ©

dimensional Fourier transform unit 225 and the one-
dimensional Fourier transform process of the
temporal demodulation unit 210 may be performed
15 together as N-dimensional Fourier transform process.
[Fourth embodiment]
<Temporal synchronization unnecessary
detection>

In the following, a digital watermark

20 embedding apparatus and a digital watermark
detection apparatus of the fourth embodiment are
described.

The present embodiment is an example in
which, when digital watermark embedding is performed

25 by using the digital watermark embedding apparatus
100 in the first embodiment, the digital watermark
detection apparatus performs digital watermark
detection without necessity to perform
synchronization when signals desynchronized in the

30 time axis (N-th dimension axis) direction are
received.

The digital watermark detection apparatus
of the present embodiment has a configuration
similar to that of the digital watermark detection

35 apparatus 200 of the first embodiment, and only the
detection information extraction unit 220 has a
different configuration.



val ue calculation unit 227, a maxi numvalue determ nation unit 223, and the
detection information reconfiguration unit 224, and the unit 220c receives
the detection conplex pattern 961 and 10 outputs the detection information
914. The detection information extraction processes by the detection

I nformation extraction wunit 220c are perforned according to the foll ow ng
procedure. 15 Fig.43 shows a flowchart of~¥%e operation of the detection

i nformation extraction unit in the fourth enbodi ment of the present

i nvention. Step 1301) The_detection sequenc extraction unit,b22 onfi gures
the detection conplex 20*fRufferi& %riilgemﬁ4ﬁ%%ﬁﬁ%%nBPé§ %& er
val ues obt ai nea freampé helr demioded adet @t unnt codplodbheratembodiféhtar @ f

arranged. Det ai Lo CL O ue e L.on |t 221
are dgscribed tﬁg?g$?§§§5§tggg%gggﬁﬂ%ﬁ§5§0%%|inﬁgrrgﬁﬁﬁi%%5ﬁéﬁhé 2t
cal cul ati on unitemperzl| damadad adorgi exnibpr éLAL @nd bt heenft hkedet ection

conpl ex nunber sseaueAcCembsi8mer@ninOpred R¥ebhe detection sequence
extraction unit 221 and the anpIex nUﬂber ) quggfes configured 30 based on
EhoegﬁpF

assumed enmbeddi ng sequencB¥ t&%BtEm § Fr§2%Rti on val ues 1116
represented by emdospimentutbedesdtidredibyetartingl uess =i eevaipdded
depending on the, kiog, of pubedding SeAusnce eaples, 25 gor fel ation is

cal cul ated for each of the P ural y of conppex nunber Sequences confi gured

based on a pl menfeymed byntdiev 4%l twbeddr agresquameeddbngs - 104- to
obtain a cppresppuhHgusoTpbes ALl i+ o0 ¥abYAimkhiS, Heéaplasehtt he

operation of the conplex, corrglation value, calgul aflon unit” 226 are
case when digital watermark embedding is performed
using a digital watermark embedding apparatus in
other embodiments by similarly combining. For
15 example, digital watermark embedding may be
performed by the digital watermark embedding
apparatus in the third embodiment, and detection may
be performed by combining the N-1 - dimensional
Fourier transform unit 225 of the digital watermark
20 detection apparatus in the third embodiment. In
these cases, although there is a case in which
modification corresponding to individual procedures
is necessary, it is needless to say that the
necessary modifications are obvious based on
25 descriptions of the present embodiment and
descriptions of digital watermark embedding in the
embodiments.
<Digital watermark detection apparatus -
detection information extraction unit>
30 In the following, operation of the
detection information extraction unit in the digital
watermark detection apparatus of the present
embodiment is described.
Fig.42 shows a configuration of the
35 detection information extraction unit in the fourth
embodiment of the present invention. 1In the figure,
same signs are provided for same configuration parts



5 later. Step 1303) The absolute value calculation wunit 227 cal cul ates
absol ute values 1117 of the conplex correlation values 1116 obtained by the
conpl ex correlation value calculation unit 226. By 10 cal culating the

absol ute value, it becones possible to determ ne an enbeddi ng sequence
having high correlation wth the detection conpl ex nunber sequence
irrespective of the anmount of desynchronizB@3on even when desynchronized
signal is 15 received. Step 1304) The maxi num val ue determ nation wunit 223
finds maxi mum one of the absolute values 1117 obtained by the absolute

val ue cal cul at iigh L9 -2822ndadd det er ni nes an enbeddi ng sequence used for

20 correlation cal cul ati omhien det® OIPh eXnEBFMaltdldronexvabdeieal eiiat i on
unit 226 corre i to the, . maxinmum absol yt e val ye. t he.way, dependi ng
on the et hod FHOC cORPFBurPng The LHDEILRG LLBR R (AL ERECARG: tal 25
wat er mar k enbediiquemppaeatoschimn det et nR At i dhemayompokeyer f or med usi ng

ot her et hod | nsteach oF 1 bhe v TR Ut vl yes 48t ebtination by LhgoTaigum

val ue determnatjon unit 223. ['s of “operation of the maximumvalue 30
det ermi nati on Htue2galandagded b AP7 er Aafizvd MUt Fdb¥ear e descri bed

later. Step 13QRtdheideteeh emitfIptingn thecorfdapyabhon unit 224
reconfigures the detection _information 914 that i ‘Peterni d to.he
ot ual 1y 35 enbQURtRBasEl 57 SR CHEHEING Laderiad deteh kR t he
maxi mum val ue dEi@e nreaeigesurtiite 2B3tecpenatioop lafx theet detecBibdn and _
ot 0 R GEEr L AL A U 28kl S, 50 Lhal o the (i
The detection information extraction
processes by the detection information extraction
unit 220c are performed according to the following
procedure.

15 Fig.43 shows a flowchart of the operation
of the detection information extraction unit in the
fourth embodiment of the present invention.

Step 1301) The detection sequence
extraction unit 221 configures the detection complex

20 number sequence 1118 in which complex number values
obtained from the received detection complex pattern
961 are arranged. Detailed operation of the
detection sequence extraction unit 221 are described
later.

25 Step 1302) The complex correlation value
calculation unit 226 calculates complex correlation
between the detection complex number sequence 1118
configured by the detection sequence extraction unit
221 and the complex number sequences configured

30 Dbased on assumed embedding sequences to obtain the
complex correlation values 1116 represented by
complex numbers.

When different values are embedded
depending on the kind of embedding seguence, complex

35 correlation is calculated for each of the plurality
of complex number sequences configured based on a
plurality of conceivable embedding sequences so as



watermark is performed using the digital watermark 5 enbeddi ng apparat us
100 of the third enbodi nent, Fourier transformprocess is necessary like the
N1 - dinensional Fourier transformunit 225 in the third enbodi nent
before the detection sequence extraction unit 221. 10 In addition, after
determ ning the enbedding sequence by the maxi num val ue determ nation unit
223, by using the enbedding sequence, prod¥sses similar to the detection
information extraction unit 220a in the first 15 enbodi nent may be perforned
in a round-robin fashion wusing signals obtained by sequentially
desynchroni zi n-@ HPFablt asCHFACSRPIZIRG FEARPILE AHT /b’ HERr FALER i on
armount and obtaiim&, nore accurate detection correlation evaluation value 20
based on the correl ation alue obt d by the, .dete |nfor tlon
extraction unit 220. It iSStRddd éﬁ;fﬁ@ éﬁefﬁ§ﬁ°q Qéx: s 888 % e, by
using this netdutrelatpenf vahuwetarkd¢whatiospaed tmikdé é@rghdeschdbeal case
for searchigg ali@pounts pf 25 desynchronization for conceivable all
enbeddi ng sequences in a_round-robin fashion. <Digital watermark detection

apparatus - detection infSERR il DxtFhet #BROGHTLE V%k#%c?@%ﬁU1§éd&€hce
extraction unitpni30 Aext cadetdidteHfalwpsrateonadiudsher1 et get tae sequence

t t t 22 th tect f t 220
Gescri bed. The SHBLEF oOSERIBIGE LAl LEFF of LA PELA 158 B8nERSUr o5 the
detection conphpmp&mbecoseqaammpnfvaﬁmehea&cm&abaannﬂmmtvﬁ?ﬁes @t ai ned
E o e 6! od L £2PPhEY TRAI LEIdh fie 58, PiAcERAESHEY bBSsYgheCt ! on

sequence extraction unit are per or red accor %1
to determine an embedding sequence having high

correlation with the detection complex number

sequence irrespective ¢of the amount of

desynchronization even when desynchronized signal is
15 received.

Step 1304) The maximum value determination
unit 223 finds maximum one of the absolute values
1117 obtained by the absolute value calculation unit
227, and determines an embedding sequence used for

20 correlation calculation in the complex correlation
value calculation unit 226 corresponding to the
maximum absolute value.

By the way, depending on the method for
configuring the embedding sequence in the digital

25 watermark embedding apparatus 100, determination may
be performed using other method instead of the
maximum value determination by the maximum value
determination unit 223.

Details of operation of the maximum value

30 determination unit 223, and details of alternative
methods are described later.

Step 1305) The detection information
reconfiguration unit 224 reconfigures the detection
information 914 that is determined to be actually

35 embedded based on the embedding sequence determined
in the maximum value determination unit 223.

Operation of the detection information



followi ng procedure. 1) A N1 - dinensional conplex array of 5 the size of
MLxM2x...XMN-1 are configured fromthe detection conplex pattern 961. The
met hod for configuring is the sane as the process in step 801 shown in
Fig.30 in the before-nentioned first enbodinent. 10 2) The conpl ex nunber
val ues are extracted one by one sequentlal$% fromthe conplex array
obtained in 1) to be arranged as the det ecti¥n conpl ex nunber sequence
1118. That is, when the conplex array is represented as Alpl, P2,,PN-11

(Pnz0)1 15 and the detecti n Iex uence 1118 S.repr nted as
(Pn20)1 15 and | he. g1 6100 SOTRLEY S4I0Ck SEQUSIGE 14203, ebr ssent
obt ai ned sequerfierst embop&meaglthe detecti on sequence 1115. \Wen order of
t he enbeddi ng sequence 91§ theelmntﬁhgg Eﬁ%e%’ﬂ}]d;)%f‘r{ﬁ¥ gggjltg an

permuted 25 in the co Iex array generation un|t 1 git
wat er mar k enbedth FREBRPEr a6uP rm%@ vF4BE the giial vaterPadde way as
t he detectign aﬁm@@mgeappmtam umm d2lthe thefd rehbegbedntgnt. By the

way, when the ﬂ% i tal ter eeddllng ggs been pff%gr d 5i4ng t he
G ol et or AR ERBeBERRG LR R TR S 00" 81 "ERE I L BB oARRet T compl ex
number val ues of dimeestonailt iauztiwer rangesfham witsetl b ninhéheonpl ex array
generation uni tei2q obmb B8 diedidl He M5t Er HREK 133 I gaaBpaEat us 100 in
the third enbodi nent are extracte d arrangeg In t %ove mentioned 2).
<Di gital water r%??tkr%i‘ét:éeﬂl 9pidppelat us - 107- detection information
extractionignit - conpl exIinceidditats®w) yatee eeletninonguphe>
embedding segquence by the maximum value
determination unit 223, by using the embedding
sequence, processes similar to the detection
information extraction unit 220a in the first
15 embodiment may be performed in a round-robin fashion
using signals obtained by sequentially
desynchronizing the input signal soc as to measure
the desynchronization amount and obtain a more
accurate detection correlation evaluation value
20 based on the correlation value obtained by the
detection information extraction unit 220. It is
needless to say that it becomes possible, by using
this method, to perform detection at speed much
higher than a case for searching all amounts pf
25 desynchronization for conceivable all embedding
sequences in a round-robin fashion.
<Digital watermark detection apparatus -
detection information extraction unit - detection
sequence extraction unit>
30 Next, details of operation of the
detection sequence extraction unit 221 of the
detection information extraction unit 220c are
described.
The detection sequence extraction unit 221
35 configures the detection complex number sequence
from the complex number values obtained from the
detection complex pattern 961.



Next, details of operation of the conplex correlation value calcul ation
unit 226 of the 5 detection information extraction unit 220c are descri bed.
Compl ex correlation value calculation processes in the conplex correl ation
value calculation unit 226 are perforned according to the 10 follow ng
procedure. 1) Conceivabl e enbeddi ng sequ§%g§§_ w(1l)'w(2) ... are generated
by a procedure simlar to that in the e I Nng sequence generation unit
111 of the digital watermark enbeddi ng apparatus 100. 15 The nethod for

generation is the same as td relati val | ation unit
222 in the before-nengio§%§%|ﬁ%ﬁ§gﬁ%ogﬁéeﬁ?igﬁﬁﬂﬁFgﬁ#%%ggéﬁgedding
sequences W 1) 'aitactionoyngditn@® ¥ rawe 1perfarmes angordenasspgidd® to t he

20 real part andb1iiewingdpRaedard, of a conplex number value in the
conpl ex array generation Tnit 11%_of { he di i%zl wat er mar k enbeddi ng
Apedx

apparatus 100 are pairedldoft fatl s7f1BENED Xsagpheyceti s
configured Bs tite esbeddoligMgeMpk exMplnbefe sesuehgerdd Xebm th{2) ... That

oo " s SUBLEXRER Mot SOULBLES bhe Folld e dpauriap 1 W) W
J1t'2 k) = WBdonkjguriwg @&9)the kKan«k)askihel progesis +IM st&088 0lthe
configuration rgaided §Qr riBe semMieiding KOFBLEX AW, S§aEEPEE S Not
limted to th%méggfgégt.and it 1s needless to say that any
10 2) The complex number values are extracted
one by one sequentially from the complex array
obtained in 1) to be arranged as the detection
complex number seguence 1118. That is, when the
complex array is represented as A[pi,Pzs-rPr-1) (Po=0),
15 and the detection complex number sequence 1118 is
represented as i”3,1”2,..,1"n-1,
i”y=A[0,0,..,01 (88)
i”,=A[1,0,..,0]

20
3} The obtained sequence 1i”;,1i”;,..,1"y is
output as the detection sequence 1115.
When order of the embedding sequence 9213
or elements of the complex array has been permuted
25 1in the complex array generation unit 112 of the
digital watermark embedding apparatus 100, the order
is restored in the same way as the detection
sequence extraction unit 221 in the first embodiment.
By the way, when the digital watermark
30 embedding has been performed using the digital
watermark embedding apparatus 100 of the third
embodiment, complex number values of elements within
the range that is used in the complex array
generation unit 112 of the digital watermark
35 embedding apparatus 100 in the third embodiment are
extracted and arranged in the above-mentioned 2}.
<Digital watermark detection apparatus -



configuration nethod can be used as long as it is 5 adapted to the
configuration of the conplex array in the conplex array generation unit 112
of the digital watermark enbeddi ng apparatus 100. 3) Correlation between

t he detection sequence 1115 obtained in the detection sequence 10
extraction unit 221 and each of enbeddi ng sequences ~(1),~(2) obtained in 2)
is calculated using conplex correlation. ~HYdfrelation calculation is
performed as follows. Assuning that p~5~ is the conplex 15 correlatlon

val ue 1116 desired tp.be q ined,, L'

wher ei n VU)ilué?Eﬁ%ngHn&ﬂﬁérQﬁe c%xﬁﬁ%F&&o uq%% co%?ﬂéi?& conplex
nunber of the(ﬁmmmmlabﬁohtNalueﬂmbkaﬁﬂﬁtlpa anciartt ugat e conpl ex nunber  of
~k(j) In 20 addition, in e pLed Aperati n nber
sequence is regarded_as agﬂvg%: orsdéﬁﬂs b% B;’tebecorrc%]'is g Wﬂn% § E{%ﬁ%ﬁ For
al i gni ng eval uRBeBREEALAON Fadiue qxabenla lP@I ik |21§/6d@§c hﬁed in the

before- 25 gentdonedt d8aUARTormatlikaoe Riakatian Alsishp2lat ayama, Masashi
Yamanur o, hbb2é¥%80negara "Fast Watermark Detection Schenme from Anal og

| mage for SSHLPEAed Cel I ul ar Phone", |EICE Transactions D-|
Vol .j87-D-11, No.12, pp. 2C4mpAlhb, c&ﬂﬂdlatlsa,eaﬁmuelemboulatibh and wW(j)

may be norrmllngﬂ:{?L Qggg ehan H%Jéﬁ % xtBS q¥ﬁgg%$npe&§ﬂgg 0 and that the

vari ance beco SO0 at cal cul or me mul tiplying by a
constant term |¢1al%laéépme|umtor2%l @éecaemﬂom% ﬁ%@h@lgér@%@ﬁ n the

-109- correbatipi Yeh¥8gCplrodeatian, unit 222 of the first enbodi ment.

1) Conceivable embedding sequences

wD tz)

,w°',. are generated by a procedure similar to
that in the embedding sequence generation unit 111
of the digital watermark embedding apparatus 100.

15 The method for generation is the same as that in the
correlation value calculation unit 222 in the
before-mentioned first embodiment.

2) From the embedding sequences w'!!,w'?,.
obtained from 1), values that are assigned to the

20 real part and the imaginary part of a complex number
value in the complex array generation unit 112 of
the digital watermark embedding apparatus 100 are
paired so that similar complex number sequence is
configured as the embedding complex number sequence

25 gW, g@  That is, when the complex array is
configured like Fig.1l7,

assuming

k) &y _ (k) k) 103 k) (k) (k)
=Lﬁ 1Wy et W } g % 1§22 G }
(L'=L/2)

f(k) (k) ]w( )

k k) k)
f“— Wy (8 9)

k (k) k)
fa)- wr i+ W



In the following, it is described that, by such operation, digital
wat ermark detection is 5 possible for desynchroni zed i nputs. Assum ng that a
sequence enbedded by the digital watermark enbeddi ng apparatus is

w={w ,w2,...,w}, and that a sequence obtained by arranging w as conpl ex
nunbers is ~={ ~1, ~Z, ..., ~L.}. 10 Wien a_conpl ex sequence after a before-
enbeddi ng signal and ot her noi se signal ar 08dded by digital watermark
enbedding is i'=i+~ (91) is obtained. 15 In addition, when assunm ng that a

seduence obtal ned af ter deynelt oTLeal on I nied LEE, Chieeton s, goel 1 ed
Eal cul aifdﬁSi ln:gomﬁﬂ)ekhﬁw samnailioE iB:ii?B'te l_ﬁﬁitfg’adeiéAB_thﬁ:sW N
[E] AIOI(Ik IJ2r %(zlé}ﬁér?p?)se'ogﬁgfﬁétda%\hk%%eg%ﬁg Ejoair%a& n%%%@n éh{t, and when L'
i s |arge enoughcoRhigupastien vestRodfcan| keqpsesl jas oloaadasiidc i~ ~kl 2
1€JAO (9 4) 5 Wigapbea Rl the0 ddwtigdra®2bn K tise 0PSRpNEY array in
the complex array generation unit 112 of the digital
watermark embedding apparatus 100.
3) Correlation between the detection
sequence 1115 obtained in the detection sequence
10 extraction unit 221 and each of embedding sequences
g1, g2 | obtained in 2) is calculated using complex
correlation.
Correlation calculation is performed as
follows. Assuming that p‘?’ is the complex

15 correlation value 1116 desired to be obtained,

r

L
p(]) =‘-;'Sc(,])* =Zl£§£1) (9 0)
k=1

wherein £'" indicates a number sequence including
the conjugate complex number of the element of {9,
and £:/3'" is a conjugate complex number of £;‘'. In

20 addition, “™+” indicates inner product operation when
the number sequence is regarded as a vector. Here,
p'Y becomes a complex number.

For aligning evaluation criteria of
detection reliability described in the before-

25 mentioned document -- Takao Nakamura, Atsushi
Katayama, Masashi Yamamuro, Noboru Sonehara, “Fast
Watermark Detection Scheme from Analog Image for
Camera-equipped Cellular Phone”, IEICE Transactions
D-II, Vol.j87-D-1I, No.l1l2, pp.2145-2155, 2004--,

30 each element of i” and w'¥’ may be normalized

beforehand such that the average becomes 0 and that

the variance becomes 1 so that calculation may be
performed by multiplying by a constant term in the

correlation value calculation in the same way in the



5 On the other hand, when digital watermark is not enbedded, P=F, 44 (96)
k=1 hol ds true, and since an expected value of this is 0, IPlis
sufficiently small conpared with the expected 10 value ZlI~k12 k=1 obtai ned
when digital watermark is enbedded, so that digital watermark detection
beconmes possible. <Digital watermark detection apparatus 15 detection
information extraction unit - maxi num vard@2deternination unit> Next, the
maxi mum val ue determ nation unit 223 of the detection information

t ti it 220¢ i d i bed i detail. 20 P i t he, i
value  deterni nGPFSRIACLIA LTS GBLFEIALE Ok CBIF nG2eoott il o 1 bR ng

procedure. 1) Tambpdimemn.al ue determination unit 227 finds an absol ute
value Ip'j)Il having a maxi 5 from.absol u : I 1) 1,
dﬁgrymtl% £381 86 shioMiabsol UWigsxaliuesy thibe ] bl

| pl2)1'... -111- obtained e absolu ue calculation unit 2
fol l ows. |p(maxJuFrbMRRETFEHON, dpgRial, wabegmpmk qekeeBeadilfy sequence

wW( mex) corr%sr)ogsisaqm% tfod PdsPrthkohs zelt aifiadks| n addition, it nmay be
det er m ned whet

pr edet er m ned th?éshgrg, X'qﬁﬂ%ﬁg[ﬁﬁgﬁgkf%ﬁﬁﬂ%ﬁkéEéé%égﬁé§§ﬁﬂ§1@353 not

exceed the predéigiraiead at trim ek heinbedidti ngaya dpea ciet es mised that digital

e et e e FRPAEe el 8ol St bocléatanti et apon of - the
arranging w as complex numbers is §£={&1,&2,.., &L }.

10 When a complex sequence after a before-
embedding signal and other noise signal are added by
digital watermark embedding is i’={i;,iz,..,1iv'},

ir=i+¢ (91)
is obtained.

15 In addition, when assuming that a sequence
obtained after desynchronization in the time
direction is applied to if is 1i“,

i7=irelte (92) is obtained.
When correlation with § is calculated using

20 the above equation,

p=i"¢

=(+£)et? £

=g +£-0) (93)
(L * L *

=/ Zikmz:k;k]
\ k=1 k=1
(L, . L,

=01 i dr + ) | ]
kk:l k=1

is obtained. When i and { are independent, and when
L’ is large enough, an expected value of

kas”;

25 is 0, and



descri bed. 15 Instead of the maxi num val ue determ nation by the maxi num
val ue determnation unit 223, without calculating conplex correlation for
conpl ex sequences corresponding to every enbeddi ng sequence W1),W2) in
the conpl ex correlation value 20 cal culation unit 226, correlation may be
calculated fromthe conpl ex nunber sequence ~(1) corresponding to the
enbeddi ng sequence W 1) sequentially to p&rffltor m determ nati on based on
whet her the absolute value of the obtained conplex correl ation value 25
exceeds a predeterm ned threshold, and to determine an enbeddi ng sequence
by which the correlation value exceeds the threshold as wnmax) and ends
correlation calculatifon at hat tine. In addition, when the enbeddi ng
sequence in 30 thepdilg I@ﬂ 8ddi ng apparatus 100 is enbeddé® 4y being
configured only by ong il n f enmbeddi ng sequence |ike one shown in
(exanmple 1) of the enbeddi ng sequence generation unit 111, or for exanple,
when it is e”b?q%Fngyéfﬁé g.ggnE%%%red 35 based on difference of plus and
m nus of one kind o enbedtli ng sequence |i ke one shown in (exanple 2),
(exanmpl e 4) of the enbeddi ng sequence generation -112- unit 111, maxi mum
val ue determ nation byt he,maxi num value determ nation unit 223 has no
meani ng si nce onlgiegg;EP[relation value is calcul ated. (8 kad,
determ nation may = f or red based on whether the 5 obtained correlation
val ue exceeds the predetermined threshold. In addition, reliability of the
wat er mar k detecmén%ggg&g devaluated based on the size of the absolute
val ue of the conpl™ex correrafi on value. 10 Wien the enbeddi ng sequence in
the digital Swatermark enbeddthg apparmthandpowhencddfdifialedvandrmemiedded

so as to represant Y Sfpdghlkl,val ue based

f
P=Zik§; (96)

k=1

holds true, and since an expected wvalue of this is 0,
|p| is sufficiently small compared with the expected
10 wvalue

Skl

k=1

obtained when digital watermark is embedded, so that
digital watermark detection becomes possible.
<Digital watermark detection apparatus -

15 detection information extraction unit - maximum
value determination unit>

Next, the maximum value determination unit
223 of the detection information extraction unit
220c is described in detail.

20 Processes in the maximum value
determination unit 223 are performed according to
the following procedure.

1) The maximum value determination unit
227 finds an absolute value |p'?’| having a maximum

25 value from absolute values 1117 {p™'|,|p"®|,.



on difference between plus and m nus of the enbeddi ng sequence. as shown in
(exanple 2), (exanple 15 4) of the enbeddi ng sequence generation unit 111,
a case in which a signal having a phase shifted by half wavel ength due to
desynchroni zation is received cannot be distinguished froma case in which
information in which all bit values are reversed is 20 enbedded. In such a
case, for exanple, the enbedding sequencelddy be configured such that one
bit in bit values always has 1 (or 0) as a bit for judgnent so that bi t

reversal may be corrected usi the bit value. In_addition, the |j ﬁnent

may be 25 made BYtmEst Mgt Q%d?h§°&§Fﬁb é§9ﬁ%e??t€uéPFdPn(Rﬂ%%c%? g code.

In addition, deaer fioldidwa. may be performed using a digital watermark

si gnal different fro hhan wat ras of the p i nvention. The
nmet hod i s not Ilntted o th gl IeE rgndl 30 |s{§§gdless to say that

correction of bit reversm2)$mWemeegénh@rmanugncmhet *He ttwotk e s pomdiingi on,
when spreadqu L Heﬂﬂcngegs based polarity of plus and mnus for each
e %

bit by wusing a parti al quence of e enbeddi ng sequence 35 |ike (exanple
4) in the enbeddi ng sequent® @%ﬁéFéPPonHﬁﬂqaﬂjﬁﬁ ﬁBFérméﬁﬁﬂ:Wﬂﬂ%k?Fon

process can betper mrmdamwcﬁ@témmlonlb&ldé |§ansseste@etdwtaa parti al
conpl ex sequence c§rres ondi tg a b|t n the. detection

conpl ex nunber 858 gﬁc h%ﬁfgfe "T% (%Be%( # P§f¥FHET 2'..."1 m5
I n addition, itcpgradsuriszh tth@lua dorpl e tersrckidgt heeguedes augetinédr

spr eading figy acBlb KU1, Oft 18y Ba! Rtidnsh (ERR:! Bighdar (PL(2) e ()
~(a) 2 ~... hen, a conpl ex
watermark is not embedded.

In the following, alternative operation of
the maximum value determination unit 223 is
described.

15 Instead of the maximum value determination
by the maximum value determination unit 223, without
calculating complex correlation for complex
sequences corresponding to every embedding seguence
w?, w!?, _ in the complex correlation value

20 calculation unit 226, correlation may be calculated
from the complex number seqguence 'Y corresponding

to the embedding sequence w'!

sequentially to
perform determination based on whether the absolute
value of the obtained complex correlation value

25 exceeds a predetermined threshold, and to determine
an embedding sequence by which the correlation value
exceeds the threshold as w'™* and ends correlation
calculation at that time.

In addition, when the embedding sequence in

30 the digital embedding apparatus 100 is embedded by
being configured only by one kind of embedding
sequence like one shown in (example 1) of the
embedding sequence generation unit 111, or for
example, when it is embedded by being configured

35 based on difference of plus and minus of one kind of
embedding sequence like one shown in (example 2),
(example 4) of the embedding sequence generation



correlation value A(a) is calculated for each bit 10 position a as follows.
),(a) =in(a) ~(a) =Eis n(a)~s (a* (a =1...n) S=1 Next, directions of
n conplex correlation values X(a) are aligned. Mre particularly, for
exanpl e, A(a) that satisfies 0:ArgX(a)<n is not 15 changed, and A(a) that
satisfies nsArgA~a~<2n is nultiplied by el" so that the argunent is rotated
by 180 degrees. By this changing process;lédsry ACE becones a value wthin
the first and second quadrants on the conplex plane. By the way, the 20

met hod for alignin i,rections is not limted to this exanple. For exanple,
it is obvious tHB?% ¢ &EtWiﬁ%ﬂﬁmbgaiﬁﬁfﬂﬁﬁ%ﬁ?%ﬁ%ﬁl?ﬂapyengﬁyWﬁ%ﬁm¥%cones
a value within vtheuki detterdirdotionh ghadr 2% s the meanphex silrme. 25

Next, a total sy ﬁagkelgaé§ggg€% n09%1%|at'0n Vfé fgtéga) qn 3@2@9’the

above-nentloned ngi'ng process SN per forne bt ai
follows. n a=ldetesmiTiadn on heayonpl pxrﬁloamd dagedded Whedtheao tlegi ons

using a stra ghébkbﬂﬁefdh@oﬂaéfﬁloﬁh{rﬁllgﬁ ¥k Y d Ge ntHQ' BEe@%‘iéfiﬂnéé

orthogonal to boundary line on the conplex plane, and a
detection bit v£$gésgp l%e a-th bit position is determnined based on a

region A(a) before the chargiagdipionesseldlainigsity bet whenwiahe divrk egi ons

Al t hough this d £ m.ni_ng I S t e- t|
uncertainty of g%?e?g\géﬁsﬁ [}ﬁé’ g‘k%?ﬁh?:%r g)lean ecpcanagggsg v% yetﬂgl ng one
bit of bits val aksodste Madgd ovf deber ﬁpm@i@muqorwbmabn frerl ueexanpl e. For

exanpl e, iRQghe case whenyirk @8e embedding sequence in the digital

watermark embedding apparatus 100 is configured and
embedded so as to represent 0/1 of a bit value based
on difference between plus and minus of the
embedding sequence as shown in (example 2), (example

15 4) of the embedding sequence generation unit 111, a
case in which a signal having a phase shifted by
half wavelength due to desynchronization is received
cannot be distinguished from a case in which
information in which all bit values are reversed is

20 embedded. 1In such a case, for example, the
embedding sequence may be configured such that one
bit in bit wvalues always has 1 (or 0) as a bit for
judgment so that bit reversal may be corrected using
the bit value. 1In addition, the judgment may be

25 made by performing coding using asymmetric error
correcting code. In addition, determination may be
performed using a digital watermark signal different
from the digital watermark of the present invention.
The method is not limited to these examples, and it

30 1is needless to say that correction of bit reversal
may be performed by other method.

In addition, when spreading is performed
based on polarity of plus and minus for each bit by
using a partial sequence of the embedding sequence

35 1like (example 4) in the embedding sequence
generation unit 111, more robust detection process
can be performed as follows.



shown in Fig.44, since 05 ArgX(l)<n is satisfied, A(l) 15 is not changed,
and since n 5 ArgA(2)<2n is satisfied, A(2) is nultiplied by eu so that the
argunment is rotated by 180 degrees. Then, the total sum A of these are
obt ai ned, and the conplex plane is divided into two regions using a
straight line that passes 20 through the origin point and that is orthogonal
to ArgA as a boundary line on the conpleilbgane, and the bit value of one
region is determned to be "1" and the bit value of another region is

determned to be "O0", aﬁﬁthat a dete ti%n bit value of each bit 25 position
i s determned based on wHitch$ 3F DAMRALFIGE BaAPALHER br ECFRARE ng process
bel ongs to bet weegquthee twr regpomdinghéor @addn biatpobitdbavdmmerie oned

detection netho (0 SCYL. I n.enbeddi ng,

nodul ation is p§?$§?§§8M§§Lﬁﬂf%€%|@?ﬁggghg%%gﬁ%Fégokﬁggdé?ng sequence for
each bit position by #1 or -1 according to the bit value. Thus, the

conmpl ex correl at i'(’)ﬁﬁ')v_aii!éah(ia afor eféM bit position has a value in which
the phase is shifted 35 By’n #h&h' the "nbedded bit value is different.
However, by equating the phase shift of n, all of A(a) align in the
direction o5 phaseadhitticanount 3 aiibmeadl that iapuempl gralembleddisngbvi ous

t hat the above-Sggglg%lggeqlsﬁg{;%ﬁg?ﬁg:%ggﬁﬁgc%g)ea pg{{oggggleag)é};t %esmet hod

of equating. In Ion, the . t’'he conplex enbe equence
for each bit isashbrbét Pesittdrn {eéngth L' of the whole of the conplex
enbeddi ng sequence. That is, since spreading ratio of the conplex

enbeddi ng sequenczg@pt_ﬁﬁggnggbhgs | o a§? that only a gain by the spreading

ration mis 10 obtai ned teydMmiefof each bit is detected,
robust ness becones | ow. However, by obtaini ngfhgRr &o€amMPd@H A after

aligning the difgetLogs:@h Ad1d¥ A= is calculated for each bit
10 position a as follows.

m
A9 = 1@ plar = (@) gl (a=1.. ,n)
5=
Next, directions of n complex correlation
values A® are aligned. More particularly, for
example, A'® that satisfies 0=ArgA‘®'<m is not

15 changed, and A‘® that satisfies n=ArgA‘®<2m is
multiplied by e" so that the argument is rotated by
180 degrees. By this changing process, every A'®
becomes a value within the first and second
gquadrants on the complex plane. By the way, the

20 method for aligning directions is not limited to
this example. For example, it is obvious that a
method can be configured such that every A'® becomes
a value within the first and fourth quadrants on the
complex plane.

25 Next, a total sum A of the complex
correlation values A'® on which the above-mentioned
changing process has been performed is obtained as
follows.

A= A9

a=1



by perform ng the change in which phase shifts of n are equated as
nment i oned above, gain corresponding 15 to the whol e enbeddi ng sequence

|l ength L' can be obtained. Therefore, by evaluating again each A(a) before
change using the boundary line orthogonal to ArgA so as to detect detection
bit value, bit determ nation error becones_snaller conpared with 20 the
case in which detection is perfornmed for ééiﬁ bit, so that higher
robustness can be realized. By the may, the rellabllity of the digital

wat ermark detection may eval ted i ze of tge gkﬁglute val ue of
A. 25 <Characteristics of een*fo ?h 8 xrré’ﬁlt@ne Nt L 8t %tics of
the fourth enbbdbnengrmnﬁcusxmgbedstAaa@mmlm}na thatdp@ﬂ&ﬂsw&tern&yk
detection appar ghusugh he ¥Esen! p8iRediiRNlendd) 1 J0cdehRdon Ao di i tal

wat er mar k, even en~the signal of digit wat er mar k ectlon target is
desynchronlzed BAgatedsi én Qﬁu%ﬁ@FYaﬂlﬂét@ﬂnﬁﬂ@c%ﬁmpb@xpé fderedndhat i s,

bK uggl IN-len@ a :ﬁé@éc‘th@tn ter @ﬁb@édbmgt&%qla]?-][iﬂe 1 hat @é@.til@ﬁptl@lm spread in
t he - si_ona ace i,s _conmonl y a ag; ronlzat|on in
a direction of E ﬁ%ﬁi ed P8 |FaFe eﬁ%?éﬁ?lgﬁy S FREFEHY
synchronlzat|onprm¢655|baﬁumg&ssaryetaaeheqmgftwmedegyODS|ng t he conpl ex

correl ai on val ye:Abuhe e egERsn heihdt d1c0 dhmmsAnpapace.

For exanple, in V|deo Si ection is

possi bl e vvlthou@b°M§rﬁ'@nd'-Jefp‘e%¢a‘#ln@?ﬁéﬁll@r‘mfz&tﬁ dhltrexfmvsaré\aén WwHeh a frane
for starting deuﬁ@éh:@alln&pmameﬂel Bollkedt i usiirﬁg%h@nbl{hlo?f I}:slﬁ@ry

G fficult, suchValifRedsadt ctihotd rgﬁsée”%&%&wzy”" { PBAFE SAed That vas
re-taken usi ng examgée.canera
For example, in the case when n=2, as

shown in Fig.44, since 0ZArgA'!’<n is satisfied, A'Y

15 1is not changed, and since n=ArgA®’<2n is satisfied,
A? is multiplied by e’ so that the argument is
rotated by 180 degrees. Then, the total sum A of
these are obtained, and the complex plane is divided
into two regions using a straight line that passes

20 through the origin point and that is orthogonal to
ArgA as a boundary line on the complex plane, and
the bit value of one region is determined to be “1”
and the bit value of another region is determined to
be “0”, so that a detection bit value of each bit

25 position is determined based on which region A'Y or
A2 pefore changing process belongs to between the
two regions.

The reason that the above-mentioned

detection method works well is described below.

30 When embedding, modulation is performed by
multiplying the complex embedding sequence for each
bit position by +1 or -1 according to the bit wvalue.

{2) for each bit

Thus, the complex correlation value A

position has a value in which the phase is shifted
35 by n when the embedded bit value is different.

However, by equating the phase shift of n, all of

A® align in the direction of phase shift amount A®



and the |ike, and when detecting digital watermark froma video that is
converted to anal og data such as a video tape, for exanple. 15 Wen a video
di spl ayed on a screen or TV or the |like is taken by a video canera or a
canera of a cellular phone and the |ike, since the frame rate for
reproduction is not synchronized with the frane rate for taking, there is a
case in which re 20 sanpling may occur in-s$éb=frames. This indicates a

state in which desynchronization occurs in sub-frame |evel (interva

shorter than one frane) as aresult. Even in_such a sjtuation, it is

possi bl e to mealfir 8her HORMHasE Fralhe Bér SdiADE rl ThAtt ERSorRovss
denodul ati on, amenasonmed iciatyabgverodegist @lan ibé ep@BFriedects ahé n whi ch

synchronlzatlo un es . beconmes possible. By the above-nentioned
digital materng?§§h8etg§fl6ﬁﬁ§%}$§bient detection is possible for 30

desynchroni zed signal s, ardd iadaditi ehonthe tlengthtm o8 bhrecesyrrgxt o add a
speci al Syn@¢r0@mséaaq& Sd\dncd hesr @h&ht@1ﬂ%4§rgﬁéftgﬁt%Hﬂd”tﬁ@cones

possi bl e wi t hout si gnal deterloratlon due to Lag/nc hroni zation signal and

wi t hout deteri ot@RP H &r:a#ckh%cwh%%epeﬁféhwaﬁaan e¥i P& %r mark in
which quality segtiegkeand TdﬁiBCi$PnsDﬁbfe0rsWir$g htgbio bffi e

enbodi nent] -117- asu amount of desynchronization> In the
foll owi ng, a d| ??‘8& é‘&’r%’aﬁén%e?%ﬁklf’i}ﬁe 5335 a%zté}’ tz’hé flrirotwh Shbodi nent
is described. Ehihlsnémb@dum&wm by aheesammaﬁmnngmthpnlm itshe case when
digital wayey ”Héﬁtsﬁ'ﬂ%@ld'ﬂn%d Sa t?fif@éﬂﬁg W %éﬁ%ﬂ%gikabe\&@c‘%@@rk

enbeddi ng apparatus 100 in I rst enbodi nent of gresent i nventi on,
when t he d|gltaFORH?§Pﬁ§ﬂ<Qﬁﬁ%ﬁﬁ?okoﬂe appaeias reéephedinisigidiethat is

desynchroni zed total sum A after aligning the directions of all A™®
by performing the change in which phase shifts of n
are equated as mentioned above, gain corresponding
15 to the whole embedding sequence length L° can be
obtained. Therefore, by evaluating again each A'®
before change using the boundary line orthogonal to
ArgA so as to detect detection bit wvalue, bit
determination error becomes smaller compared with
20 the case in which detection is performed for each
bit, so that higher robustness can be realized. By
the way, the reliability of the digital watermark
detection may be evaluated by the size of the
absolute value of A,
25 <Characteristics of the fourth embodiment>
Next, characteristics of the fourth
embodiment are described.
According to the digital watermark
detection apparatus of the present embodiment, in
30 detection of digital watermark, even when the signal
of the digital watermark detection target is
desynchronized, detection of digital watermark can
be performed. That is, by utilizing a fact that the
embedding sequence that are spectrum spread in the
35 N-1 - dimensional space is commonly affected by
desynchronization in a direction of N-th dimension,
digital watermark detection in which synchronization



inthe time axis (axis of N-th dinmension), the digital watermark detection
apparatus detects the anount of desynchronization to detect digital

wat ermark. 15 By the way, in the present enbodi nent, although an exanple is
described for the case when digital watermark enbedding is performed using
the digital watermark enbeddi ng apparatus 100 of the first enbodi nent, the
present enbodi ment can be al so 20 conbi nedldfd applied sinmlarly to a case
in which digital watermark enbedding is perforned using a digital

wat er mar k enbeddi ng apparatus of other enbodi npnts. For exanple, it may be
Possi ble o et olARERBSRAY TR o RETQRaMSn HarF ASK DY GRRRIR Py
apparatus in theotbheldtdmbodiaiond afidthpesharcadeiegtienaebyncana M~y t he

N-1 - dinmensional 4. ri.er. . munit 225 in the digital waternmark
detection apparataéﬁgg%ﬁégﬁﬁﬁggggébodinent. In these cases, although there

may be a case in which 30 Fanligzaaplen déor tdésporasagefovideovisdenalbs ocedure

I's necessary, i8jhstReedla@erifreayetBatiRESE AosesSREYwiREAiCations are
obvi ous based on descriptions of the present, enbodi ment and descriptions

of the digital WatBPmér RP&/etdi FRChEoRBZGHLAN R ERAEr RVEE: ¥STHIR
appar atus> Conftrgneafican safadthindgli et abtdarerimardh i fleé@ctinom happaimé us of

the present embod}mept s - I, described. dild. A%, 2hoys, a egnf i gurati on
exanpl e of the drgrtal vatermark det €Cti on apparatus’in E e fifth
enmbodi ment of taetpasdem imvant¢lnteBprie ldisyincliroltzatiek det ection

apparatus 1300 ghepRciui ttheddigue yRehudes <& tiqlP M 8 i £ d8MdieAtn Lk uni t
310, a synchronization detection unit 320, a detection information

extraction unitfrgﬁoé,W&qiﬁtQﬂ%FsW%?aﬁ@‘Gﬁh?Q&Hﬁl%%datHédGPgﬂﬁﬂera

and the like, and when detecting digital watermark
from a video that is converted to analog data such
as a video tape, for example.

15 When a video displayed on a screen or TV
or the like is taken by a video camera or a camera
of a cellular phone and the like, since the frame
rate for reproduction is not synchronized with the
frame rate for taking, there is a case in which re-

20 sampling may occur in sub-frames. This indicates a
state in which desynchronization occurs in sub-frame
level (interval shorter than one frame) as a result.
Even in such a situation, it is possible to measure
the phase of the periodic signal in temporal

25 demodulation, and as mentioned above, digital
watermark detection in which synchronization is
unnecessary becomes possible.

By the above-mentioned digital watermark
detection, efficient detection is possible for

30 desynchronized signals, and in addition to that, it
is unnecessary to add a special synchronization
signal. Thus, digital watermark detection becomes
possible without signal deterioration due to the
synchronization signal and without deterioration of

35 detection performance of digital watermark in which
quality is high and detection performance is high.

[Fifth embodiment]



10 watermar k detection apparatus 300 receives the enbedded signal 923 and
out puts detection information 914. The tenporal denodulation unit 310 is
the sanme as the tenporal denodulation unit 210 in the 15 first enbodi nent.
In addition, tenporal denodul ation units of other enbodi ments may be used.
For exanple, the tenporal denodul ation units 210c, 210d in the second
enbodi ment may be used. By the way, in Figlld%: please note that 20 the
configuration is shown such that information flows fromthe bottomto the
top to facilitate wupderstandin of corresponde ce to FIgélO Digital

wat er mar k det ect i on <PEGSILERETy Of hamaigitt AT R IYRRR kOB EALH appar at us
300 are 25 perforned in tie Hice | ek bgwphagedurdigHi gl 46ake ranafdowchar t

7111 enbodi monfebRCHIE pARRaR TS chE Do S L Atyo hES B ol |

denodul ati on unilesc8db880 perforns denodulation in the time axis direction

to obtain asdetection comql}p_gs PAhbSEMmdn@l 1andhin SRARS1EL 1hNtAitde pPattern

storage unit 340, Content of B? frocesses is the sane as that in the
tenporal denoduFBgi 6ASEnWheR PiFitad H?&Fﬁ&aEﬁs%%H%ﬁﬁﬁPH dét ect i on
appar at us 200 oﬁekherEEHSMSxﬂﬁxmheEﬁingy1tMQﬂMmmaikkembbddﬁmytaJ

bre-process may*bEt BALHS ALY o A chbEa e S BT 623 bENG: PRI
denodul ati on prbo¥esthpn,herharenpoe adidétedumaticrmamkt dgtectiost ep 1402)
From t he dqtoeCté}?BaEQ'EWse&e&@M@sE Na 1§Qéntailattﬂa§t opd 8 889nby rihe A&grpor al
denodul ation unjit” 310 and that, is stored in the pattern storage unit 340,
t he synchronlza%Ploe time axis (axis of N-th dimension),
digital watermark detection apparatus detects the
amount of desynchronization to detect digital
watermark.

15 By the way, in the present embodiment,
although an example is described for the case when
digital watermark embedding is performed using the
digital watermark embedding apparatus 100 of the
first embodiment, the present embodiment can be also

20 combined and applied similarly to a case in which
digital watermark embedding is performed using a
digital watermark embedding apparatus of other
embodiments. For example, it may be possible to
perform embedding using the digital watermark

25 embedding apparatus in the third embodiment and
perform detection by combining the N-1 - dimensional
Fourier transform unit 225 in the digital watermark
detection apparatus of the third embodiment. 1In
these cases, although there may be a case in which

30 modification corresponding to individual procedure
is necessary, it is needless to say that these
necessary modifications are obvious based on
descriptions of the present embodiment and
descriptions of the digital watermark embedding.

35 <Digital watermark detection apparatus>

Configuration of the digital watermark
detection apparatus of the present embodiment is



detection unit 320 detects the anount of 10 desynchronization in the tine
axis (axis of NNth dinension) direction that is applied to the enbedded
signal 923 beforehand, so as to outputs it as the anount of

desynchroni zation. Details of operation of the 15 synchronization detection
unit 320 are described later. Step 1403) The detection information
extraction unit 330a anal yzes the detecti ohl8onplex pattern that is
obtained in the tenporal 20 denodul ation unit 310 and that is stored in the
pattern storage unit 340, and extracts digital watermark information, that
i s enbedded in @ﬁécrdFﬁ¥1 wat er mar k enbeddi ng apparatus 100, based on the
anount of desynchronlzaU(Elgﬁ@Q gbbaenedd@nﬂfguraﬁlsnn@&@mppﬁn¢pn

detection unit g% and ogf %e %s th%cgﬁ%yctlon |n or.mat | 914
Details of the 8rgﬁg3ﬁ YRESHRELE A5 Ot it P 3R erdii S unit 330a
are described | 8i&th exdiadirgninacér trhek pdetssott ohnwppaianus 30

synchroni zatg on det ection 4l (g Jexhs deldid of @peeatien doddiacus

synchroni zation_det ecti on unit 320, are escrl Frg. 4
confi guration eQQHpPEQHnt4ﬁa%@%CE%SHFEaﬁqﬁi%ﬁﬁ%c%lBﬁmQﬁﬁ?¥r1the fifth 35

enbodi nent of tHempHesentidmvienitoBl0The SywidNdm zast 98ndefed@dtoionini t 320
i ncl udes a conplex3d§?§ ction,sequence ext action -120: unit, 321 gﬁconplex
a I’

correl ation val BB zﬂqcﬁﬁt%ﬁﬁf°§22n Qﬁﬁﬂﬁiﬁ%t%x55ﬁﬁé18£<ﬂﬂ ion unit
323, a synchroaBﬂablanpﬁﬂtﬂmmontnnagﬂumnwﬁt&ﬁwetendlna9|dagmna1324 a

phase cal cyl t'QQtlal%taﬁ:Z%etéc@ﬂgnt Q?g%%%‘%@so@%@th%e@%%c%h%‘ unit 320

reads the etection conplex patt ern fromt attern storage unit 340
and out puts theeBR8dAefignal 923 and outputs detection

information 914.

The temporal demodulation unit 310 is the

same as the temporal demodulation unit 210 in the

15 first embodiment. 1In addition, temporal
demodulation units of other embodiments may be used.
For example, the temporal demodulation units 210c,
210d in the second embodiment may be used.

By the way, in Fig.45, please note that

20 the configuration is shown such that information
flows from the bottom to the top to facilitate
understanding of correspondence to Fig.10.

Digital watermark detection processes by
the digital watermark detection apparatus 300 are

25 performed in the following procedure.

Fig.46 is a flowchart showing operation of
the digital watermark detection apparatus in the
fifth embediment of the present invention.

Step 1401) The temporal demodulation unit

30 310 performs demodulation in the time axis direction
to obtain a detection complex pattern 1501 and
stores it into the pattern storage unit 340.

Content of the processes is the same as that in the
temporal demodulation unit 210 of the digital

35 watermark detection apparatus 200 of the first
embodiment.

By the way, like the digital watermark



desynchroni zation 1502. By the way, in Fig.47, please note that the 10
configuration is shown such that information flows fromthe bottomto the
top to facilitate understandi ng of correspondence to Fig. 45.
Synchroni zati on detection processes by the synchronization detection unit
320 are perforned 15 according to the follow ng procedure. Fig.48 is a

fl onchart of operation of the synchronizat}1®%n detection unit in the fifth
enbodi ment of the present invention. Step 1501) The conpl ex detection
sequence 20 extraction unit 321 configures a detection conplex nunber
sequence 1511 dbeBFREHCRY 2RPEHAL MY %BﬁpngthﬁﬂﬁkﬁSWa?%Egdﬂﬁﬁptare obt ai ned
Ijr om the recei yefle-gebeelkisomaohd exe pabtrned b‘;'uﬁlth@@ﬁ]aé&dadOfsitghﬁlcorpl ﬁx
etection 25 s e tr, i O nj i.s . the s op tion of the
det ecti on seque%%% gé???@ﬂﬁ%ﬁéﬂ#%PZ §m$§&%ﬁ§%ﬂ%ﬁqégggggepxagb%betection
appar at us 200 ‘wfmpasafodermedanirii ernunist 83 01502) The conpl ex correl ation

value 30 cglculation unig+3s? cadeyl pien eaEPlRX LOFIShatbbaR Ret ween the
detection conpl ex nunber _sequence configured by the detection sequence

1511
extraction uni tP28%8TBnd 0He dbhpl b PhkBeRresdeflertd®® t®RPPEAled based on

t he assuned enhgsitibiglacqeencasi t )3 Dt ahd Bhatthd canpbexdconr ehat i on val ues
n t.he case, when different

1512 that are represented _hy conplex nber s.

val ues are - 12%% %%Eadggoggy&ﬁdf tt%Eﬁhe%f‘ﬁpgyd’fcrflﬁ%meﬁﬁiéaapng sequence,
conpl ex correl adébactsovahgultatitl feeteath tbe amguntalofy of conpl ex number
sequences 160”fdé?%§§g{196§£‘1a%cﬁ1 pi%_r@ﬂaéthf&(e SONGEI vapl & 3refuggdi ng

sequences SO as ain correspondi ng conplex correlation values 1512.

dimension) direction that is applied to the embedded

signal 923 beforehand, so as to outputs it as the
amount of desynchronization.

Details of operation of the

15 synchronization detection unit 320 are described
later.

Step 1403) The detection information
extraction unit 330a analyzes the detection complex
pattern that is obtained in the temporal

20 demodulation unit 310 and that is stored in the
pattern storage unit 340, and extracts digital
watermark information, that i1s embedded in the
digital watermark embedding apparatus 100, based on
the amount of desynchronization 1502 obtained by the

25 synchronization detection unit 320, and outputs it
as the detection information 914.

Details of the operation of the detection
information extraction unit 330a are described later.

<Digital watermark detection apparatus -

30 synchronization detection unit>

Next, details of operation of the
synchronization detection unit 320 are described.

Fig.47 shows a configuration example of
the synchronization detection unit in the fifth

35 embodiment of the present invention.

The synchronization detection unit 320

includes a complex detection sequence extraction



In addition, in the case when the enbedding sequence in the digital

wat ermark enbeddi ng apparatus 100 is configured by a plurality 10 of
synbols or a plurality of bits like the case in (exanple 3) or (exanple 4)
in the enbeddi ng sequence generation unit 111, for exanple, conplex
correlation may be cal culated for a conpl ex nunber sequence confi gured
based on the enbeddi ng sequence 15 correspéAfing to a part of the synbols or
bits. That is, it corresponds to performng synchronization using a part

of the plurality of nmbols or bits. QOperation of the conplex correlation
value 20 caIcuﬁBPFoﬁ i 12 RPLERNEOLEFe A YpeFa PSnCSAQﬁi?t%Qmmlex
correl ation val uerital3@d,atdammhmdlul@6vialud fem iyl & 8l omatiarinari@ et &cti on

appar at us ZOOZEEHh?@;ﬁgyggqaéﬁggg£g§ggop$ﬁg&i eév%gﬁgabsolute val ue

cal cul ation 323 ca {es_absolute valu of the conplex
correl ati on val desersinadbion nediby32he acahrex ealculatiion wnie 325,

cal cul ati on guni 5nd22HeOR{FrAdN 96N PF at REnabiedlddel ¥Rl WeitCcahoulAd o et 323

is the sanme as ggﬁéatLon of the 30 absolu%gﬁyaJye calgulatlon unit 227 in

the digital wat Fit 1% &ATRMEXpBAFEEES bt ¥R £BEr PRETEHDAI ment .

Step 1504) The syochgeniurdit o3 tleardt baf putaXithen yabuatdetfer m nati on unit

324 finds one 3§eggﬁkﬂgéﬂ¥iég¥%€“g5?950|Ute val ue 1513 obtained by the
ul~at’i ni 2

absol ute val ue c¢a ionu 0°deternmine a conplex correlation
val ue 1512 correspondi n@¥ ctha2Rayy hé nmddigadd abBbtase valtige tIsAB. t1Bg t he

vay, dependigng @8n#igRHdtdWti HNsnaRhhadcHf e erheddhagiseayensgsin the
digital watermark e edglng %Eparatgs 100, detfrn1fat|on may 5 be perforned
usi ng ot her met hb8% it th@ the top to fracilitate

understanding of correspondence to Fig.45.

Synchronization detection processes by the

synchronization detection unit 320 are performed
15 according to the following procedure.

Fig.48 is a flowchart of operation of the
synchronization detection unit in the fifth
embodiment ¢of the present invention.

Step 1501) The complex detection sequence

20 extraction unit 321 configures a detection complex
number sequence 1511 obtained by arranging complex
number values that are obtained from the received
detection complex pattern 1501.

Operation of the complex detection

25 sequence extraction unit 321 is the same as
operation of the detection sequence extraction unit
221 in the digital watermark detection apparatus 200
of the fourth embodiment.

Step 1502) The complex correlation value

30 calculation unit 322 calculates complex correlation
between the detection complex number sequence 1511
configured by the detection sequence extraction unit
321 and the complex number sequences configured
based on the assumed embedding sequences to obtain

35 the complex correlation values 1512 that are
represented by complex numbers.

In the case when different values are



maxi mum val ue determ nation by the synchronization detection maxi num val ue
determ nation unit 324. Details of operation of the synchronization
detection maxi num val ue 10 determ nation unit 324 are described later. O her
met hods that are alternative for the synchronization detection nmaxi num

val ue determ nation unit 324 are the sane as those in the case of the
maxi mum val ue determnation unit 223 in rﬂ@%ﬂgﬁtal wat ermark 15 detection
apparatus 200 in the fourth enbodi nent. Step 1505) The phase cal cul ation

unit 325 calculates.th hase .of the c | ex_correl ation. val ue determ ned
by the synchronﬁﬁB?Q#Fﬁeggﬁ?Fgﬁng ﬁﬂﬂ?vEYB% Qét & I%HQ%ﬁﬁﬁﬂgt 324 so as
to 20 cal cul at e seprempeint compdesy mohrmml #at oni§502 lrasledcednfotr aadhout put
t he amount of d P25 Lo, £1502, ctil j mat i on
extraction unit%ﬁzggngDeta?%s9oP operé%??%h§¥£§hg %ﬁggghﬂ%. cal cul ation unit
325 are descri b&Pnfgigiregybagedwen aniei¥abitlygpfaconasskvarke enbeddi ng

i's perfornmeds usighibddii il g6&ahienaledr Y kas erdedBt B napRA A 3150489ngNn t he
third enmbodi ment Fouri er tr?nﬁtorn1 r.ocess 5?22 as the N-1I 30 dinensi onal
Fourier transfofMRHSE 222 F ilehd Ofhiv UShbbal frent beconmes necessary before

t he process of the conpl ekndetiddttiiom,selquetite easeaethieon et 321. <Digital

wat er mar k det ecty par a = n i t i pto-
synchroni zat i on%%%%t%%ﬁu%%én%ﬁ \3{}}%2&%@?‘8?% ﬁgtie?r%lat%t > Next,
details of oper &MRAAGING habPayacHconiChtivncaeféatired Makianpd vaprbéty123-

determ natipm urift SAdbOlstbe sypehreiizali®n bdekegtiken tHy tc328 ape
described. Al though operatjon_of the synchronization .defection nmaxinmum
val ue deterninaﬂﬁ%?qﬁﬁﬁa%£4ofs(examﬁie in %ﬁe embeééang sequence
generation unit 111, for example, complex
correlation may be calculated for a complex number
sequence configured based on the embedding segquence
15 corresponding to a part of the symbols or bits.
That is, it corresponds to performing
synchronization using a part of the plurality of
symbols or bits.
Operation of the complex correlation value
20 calculation unit 322 is the same as operation of the
complex correlation value calculation unit 226 in
the digital watermark detection apparatus 200 of the
fourth embodiment.
Step 1503) The absolute value calculation
25 unit 323 calculates absolute values 1513 of the
complex correlation values 1512 obtained by the
complex correlation wvalue calculation unit 322.
Operation of the absoclute wvalue
calculation unit 323 is the same as operation of the
30 absolute value calculation unit 227 in the digital
watermark detection apparatus 200 of the fourth
embodiment.
Step 1504} The synchronization detection
maximum value determination unit 324 finds one
35 having the maximum absolute value 1513 obtained by
the absolute value calculation unit 323 to determine
a complex correlation value 1512 corresponding to



5 al nost the sane as that of the maxi numvalue determ nation unit 223 of
the digital watermark detection apparatus 200 in the fourth enbodi nent, it
is different in that a conplex correlation value by which the absolute

val ue becones maxi mumis obtained 10 i nstead of obtaining the enbeddi ng
sequence as a result. Processes in the synchronization detection maxinum
val ue determination unit 324 are performedl2dccording to the follow ng
procedure. 15 1) An absolute value Ip(3)l having a rmaxi mumvalue is found

Vel e cal cul at EOF. Tt iam 4B pEsudR IS k31 sVAX( 1 p() 1. 1R(2) Teese)
(98) 20 in which MAX () isBpnthpewat/i orldpEndiigrohng aonfidygurut vahue. 2)
The conpl ex cor t . | (ax | Sys I s out put
to the phase ca%lgﬁloé:fi%of/na%ﬁnfgt Béggé)dig’r&l ﬁ%%%nﬁt }ﬁkeles?/jr% ?%% zation

detection maxi wakevalamk dortkediihagi epranat R4l Gy determimativwethay t he

”HXi”Um‘“”r§|abboﬁéﬁﬁdﬁhé@(§%in6¥%%ﬁ@% mbﬂH@@@thHE@%@tJﬁaﬁﬂg‘jtO
determ ne that digital watermar |s,notj2$£§§£eg%$hen it does not exceed 30
e

k
the predet er mi nB@XLNTs G 1€ <P §PERA NRdt EY NG T Bt 1N -
synchroni zat i onddeketticon muk imumphadeeccaleid miiwationi tniNexiz4 detail s of

operation of the phase 35D&€%£ggaganpggét#ggi5% £Hglsynchronization
e etairl”""Pro

detection unit 320 are descCrI in—det ocesses in the phase
cal cul ati on uni sBynt24-orgizsa tat enpdetechridrnadesot divg valuke fol | ow ng

procedure. 1l AQeRbGWTBIHt A%hOhntPe32QAMAIRX described later. Other

methods that are alternative for the synchronization
detection maximum value determination unit 324 are
the same as those in the case of the maximum value
determination unit 223 in the digital watermark

15 detection apparatus 200 in the fourth embodiment.

Step 1505) The phase calculation unit 325
calculates the phase of the complex correlation
value determined by the synchronization detection
maximum value determination unit 324 so as to

20 calculate the amount of desynchronization 1502 based
on it and output the amount of desynchronization
1502 to the detection information extraction unit
330.

Details cof operation of the phase

25 calculation unit 325 are described later.

By the way, when the digital watermark
embedding is performed using the digital watermark
embedding apparatus 100 in the third embodiment,
Fourier transform process same as the N-1 -

30 dimensional Fourier transform unit 225 in the third
embodiment becomes necessary before the process of
the complex detection sequence extraction unit 321.

<Digital watermark detection apparatus -
synchronization detection unit - synchronization

35 detection maximum value determination unit >

Next, details of operation of the
synchronization detection maximum value



correlation val ue p(max) obtained by the 5 synchronization detecti on maxi num
value determnation unit 324 is obtained as follows, A6=Arg[p(max)] (99)
in which Arg[] is an operation for obtaining argunment of a conplex numnber.
10 2) Since AGindicates a shift anmount of the phase, the anmount of
desynchroni zati on 1502 At is obtained as follows and is output. At _AOT (1
0 0) 2gc T indicates a period of the perrdd8t signal. 15 In the followi ng,
the point that A6 indicates the shift amount of the phase is described. The
conpl ex correlation value s obtaingg as shown in the follow ng equation as
described in tRECAEBAAARIVh WAL Ehd<boRpl SRS STYRFRIPBAZEAIGE 20

cal cul ation unifleR@6Gtiion imik gb2@l avet degrird beke) ecti on apparatus 200 in
the fourth enbodi nent. P.If ] =1 .. Therefare, Ar . p (max) ]
=A6 (102) holds true, and RIS 4] oB8ebt bk Sl (HO LB Eor Y iidh phase
that is deterni@etlegspondimnigk onin hea l ugodet eofmideslyhenr oniizaidi2dn iis t he
direction ofs t heynBsth t@ldmBNHION Xt Ratt bFe tHd 66d & HRumf Qh16%aMPI ) for the
enbedded signal 923. By the way, when_the enbeddi ng sequence in_ 30 the

di gi tal water ne?Rt8FBRAGTHPmPPAE Bt 483106 the HiFitRt ed2hRgMéRiedded such
that the bit valgeeetiod/ bparepiesgovednbased foueihf enbogemeetteent pl us
-125- and ninus.ofdtg%eeangdjn seguence_l i.ke the ca?e . shown .i n. (,exanpl e
2) and (exanpleli) 5f “FhRE '%g §e88@ﬁ&§§xﬁ%ﬁﬁ. %ﬁlﬁﬁiyaf ! q%r
exanpl e, a casehiahwhheh absilgnaé havirgbequmese miamimum 5sslobitacichdxy hal f

wavel engt hj@ue 10888 WHEZM APy the embedding sequence as a
result.
Processes in the synchronization detection
maximum value determination unit 324 are performed
according to the following procedure.

15 1) An absolute value |p'3’| having a
maximum value is found from absolute values 1513
|p”’|,|p”’|,m obtained by the absolute value
calculation unit 323 as follows,

|p“““’|=MAX(|p‘”|,|p‘”|,"J (98)
20 in which MAX ()} is an operation for returning a

maximum wvalue.
{max)

2) The complex correlation wvalue p on
which |p™*'| is based is output to the phase
calculation unit 325.

25 In addition, the synchronization detection

maximum value determination unit 324 may determine
whether the maximum correlation value |p”’| exceeds
a predetermined threshold to determine that digital
watermark is not embedded when it does not exceed
30 the predetermined threshold.
<Digital watermark detection apparatus -
synchronization detection unit - phase calculation
unit>
Next, details of operation of the phase
35 calculation unit 325 of the synchronization
detection unit 320 are described in detail.
Processes in the phase calculation unit



cannot be distinguished froma case where information in which all bit
values are reversed is enbedded. That is, it cannot be determ ned which is
a correct anount of desynchronization between the 10 amount of
desynchroni zati on At obtained in the above-nentioned way and At T 2 in
whi ch phase is shifted by half wavel ength. In such a case, for exanple, by
15 configuring the enbeddi ng sequence suctrlidfat one bit in the bit val ues
al ways takes 1 (or 0) as a bit for judgnent, one by which the bit val ue
beconmes the correct val ue be determned to be correct., In addition,
the judgment car @ﬁ@ep%9g8¥58peQQF kﬁﬁfBPnFﬁ& E8dikRyiRI ng asymetric
error correctingrooskturén addition, determ nation may be perfornmed using a

digital watermark signal different fromth diigital watermark of the
present invention. In addﬁsi H,ﬁﬁﬁgqﬁﬂ%éﬁﬁaQ%bghﬁnﬁﬂQH ftal |y det er ni ned

max

25 as the ampuntcosfrelesiyhenr vailugt icoh,  anbtbiinede ey stite may be correct ed
accordi ng tosthgAaRaYEs FBREEQRA deRRAEUH Enk Ri bR REAGRSS of the detection

information extraction unit 330a. Correction is not. limted to these
exanpl es, and i 99terRbURBLSNt Ynddy 3 tharckbriBed & L W Per f or ned by
other method. In addi tA@apryhermspy eadi ng (igg)performed based on polarity

of plus and m nus fqr, each_bit b using a partial sequence of the enbeddi ng
sequence |ike 6‘&8@%%4 r?r[\t]tﬁé @%eof%ﬁﬁgigﬂugﬁfeoggag@fé}%ti on unit 111,
t he argunent Ar@xgfmegmie ¢©0t al conpgexsumnberf.conpl ex correl ati on val ues X

of each bitynposition calcyla the bi e_.d j h that is
descri bed i%othe | ast partngg?ﬂg%yegﬂﬁyﬂﬂ%%%g%?ngng%ﬁﬁ%hqgg?gﬁéngg to
Fig.44 is 5 det&hf BRr$e, behehemgvminto bfdeeypabrpsdizadtion A2 At

is obtained as follows and is output.

ar=897 (100)
2z
T indicates a periocd of the periodic signal.
15 In the feollowing, the point that A8
indicates the shift amount of the phase is described.
The complex correlation value is obtained
as shown in the following eguation as described in
the description on the complex correlation wvalue
20 calculation unit 226 in the digital watermark

detection apparatus 200 in the fourth embodiment.

L'
p Zlfklz]em (101)
k=1
Therefore, Arg[p™*)]=A6 (102)

holds true, and this indicates the shift amount of
25 the phase that is determined depending on the

amount of desynchronization in the direction of the

N-th dimension axis (time direction, for example)

for the embedded signal 923.

By the way, when the embedding sequence in

30 the digital watermark embedding apparatus 100 is

configured and embedded such that the bit value of

0/1 is represented based on difference between plus



so that the anmount of desynchronization can be

nore accurately conpared wth the case for obtaining the anmount of
desynchroni zati on based on the conplex correlation 10 value for each bit.

t he way, although this

measured nore reliably and

By

determ ning net hod al so includes the above-nentioned

uncertainty of bit reversal, the uncertainty can be solved by using one bit
in bit values as a flag for determ ning bil€Sreversal, for exanple. 15
<Di gi tal watermark detection apparatus - detection information extraction
unit> Next, detail,s of %%gtlon ofbéa det ecti on |nﬁ mat i on extract

unit 330a are

S 'Fy. 99 % SR at t6F e of

det ection inforahbwnnund&exampmeuﬁbtahm t{exarpI¢ hd pnbdaditteent of the

present i nventi g i APtAGLL Q0L NEBLIRLIN, XIS AETY 00 UB 309 fas

configuration sane as

etec ron 1n orna fon extra

i on
t he

a

on’unit

220 in the first Céﬁﬁomnmmlclan@l phonagdedav idd ezt PAssedli@ica s extracti on
unit 331, asgorggkakieen W'ﬂ@lﬁ&bgvéabh@&h Wid 332de 8yARRIBHD 1A 1160

determ nation unit 333,

i nformation reconflguratlon un

it

aéﬁt det ec tboge
334, 30 and it CREN@t P& S HIBINLRAeEefEA h $#FOr FREESn extraction unit
220 of the firsinépleditient inlwhioh EﬂatbﬂtIﬁﬁb@@élguéeddMEﬁ§w$iﬂ§ t he

anount of desy@@ﬁrﬁ%eiﬁt'Qﬂnééofﬁ F t%% @ 5%9??%1n% te_that

35 the configura
to the top to fackpirrgcd ammmtstgﬁdﬁﬁgy@rcmrrne@@bh@@nbetman g‘:MES

Iron 1 s shown suc |on

Jbot t om
-127-

The detect ign i an tiggn cf‘e#ey‘r‘?&MSHﬁB‘E‘l% ot bé/bﬁé‘fngat Gl i¢gfy I nformat i on

extraction wunit a are

sane as the tection In

processes by thé 8¥?e@ﬁqﬁ$QQﬁ r¥RYi 8Rd

15

20

25

30

35

T
i)
in which phase is shifted by half wavelength.

In such a case, for example, by
configuring the embedding sequence such that one bit
in the bit values always takes 1 (or 0} as a bit for
judgment, one by which the bit value becomes the
correct value may be determined to be correct. 1In
addition, the judgment can be made available by
performing coding using asymmetric error correcting
code. In addition, determination may be performed
using a digital watermark signal different from the
digital watermark of the present invention. 1In
addition, one value may be provisionally determined
as the amount of desynchronization, and bit reversal
may be corrected according to the above-mentioned
procedure in the process of the detection
information extraction unit 330a. Correction is not
limited to these examples, and it is needless to say
that correction may be performed by other method.

In addition, when spreading is performed
based on polarity of plus and minus for each bit by
using a partial sequence of the embedding sequence
like (example 4) in the embedding segquence
generation unit 111, the argument ArgdA of the total

ormation extraction



5 extraction unit 220 of the first enbodi nent except for details of
operation of the detection sequence extraction unit 331. By the way, when
digital watermark enbedding is perfornmed using the digital watermark 10
enbeddi ng apparatus 100 in the third enbodi nent, Fourier transform process
that is simlar to the N1 - dinensional Fourier transformunit 225 in the
third enbodi ment is necessary before the prbéess of the detection sequence
extraction unit 331. 15 <Digital watermark detection apparatus - detection
information extraction unit - detection sequence extragtion unit> In the
fol l owi ng, detaif¥moh BfeFRMPIPHICOFRRLIAELES: Vo U uknceCExeagdt iRt uni t
331 of the 20 debpection calvumitied ¥t thet bar wlusd3dataceiogescri bed.

Processes in the detection,sequence tracti unit 331 are perforned
according to thé“ef%?ﬁo&ﬁﬁﬁ Proc %ﬁﬁ%ﬁ%ﬁg j %%f!1§ﬁ§m§§F nSE &80l ex array
of the size of fxiveX emkibiimerst cohthgueéerenge tthe Higeédi s conplex
pattern 15015 Thee PEEReACkOT LHU IGHE | Bobhe b U MR- 851 LRE 18heRd0D) 1

t he detection sequence extraction unit 221 in_t before nentione 0 first
embodi ment. 2) AS@okbRExthEnBECWHyuRhcdePYNEHEANER L YN eXBPaBEi ng conpl ex

nunber val ues ongeHyuLBE MdreSeWIETWS] §I OAU! he reolGir#f 62y ebmpiated in 1)
I s, 35 represented as

ZFSL P2 | PN 1] E%?‘?& gth E23R ‘(’}X(f‘cgpgggﬁggglggﬁpaglr Fount 2 158 g

obt ai ned. By t hedewynchssudized idre basgthonf thiee cdmpendreddongedadquence 913

used when pfbforygf@e for each bit. By the way, although this
determining method also includes the above-mentioned
uncertainty of bit reversal, the uncertainty can be
solved by using one bit in bit values as a flag for
determining bit reversal, for example.

15 <Digital watermark detection apparatus -
detection information extraction unit>

Next, details of operation of the
detection information extraction unit 330a are
described.

20 Fig.49 shows a configuration example of
the detection information extraction unit in the
fifth embodiment of the present invention.

The detection information extraction unit
330a has a configuration same as that of the

25 detection information extraction unit 220 in the
first embodiment, and includes a detection sequence
extraction unit 331, a correlation value calculation
unit 332, a maximum value determination unit 333,
and a detection information reconfiguration unit 334,

30 and it is different from the detection information -
extraction unit 220 of the first embodiment only in
that it is configured to receive the amount of
desynchronization 1502.

By the way, in Fig.49, please note that

35 the configuration is shown such that information
flows from the bottom to the top to facilitate
understanding of correspondence to Fig.45.



enbedding in the digital watermark enbedding apparatus 100 is L, L'=L/2. 3)
Phase of each el enent of the conplex nunber sequence obtained in 2) is

di splaced in a 10 reverse direction based on the input anmount of
desynchroni zation 1502. That is, assuming that the anount of
desynchroni zati on 1502 is At OBT 2n Cj =cia J'9 C2 =c2 e~-B (104) 15 is
obt ai ned. 4) Conpl ex number val ues are extrdét/ed one by one sequentially
fromthe conpl ex nunber sequence obtained in 3), so as to arrange the real
part and the inmaginary part of, each extracted conpl ex nunber, 20 val ue by

regarding each of the real I parfeifFiinn %W@@ﬁ%%F}OBaﬁﬁgﬁﬁ%ﬁﬂ?%dlV|dua
real val ue Thapﬁo&;esmnbylethét urertesmmncfnﬂ&ﬂaart&ornewmm&eﬂoﬁs "1,

"2, ---, L [ 05 t4 =

obt ai ned, wher e 9c12@0 /&%ge %[é’% é"r]eatal?sonég%r SXFF% QZ%QIP%E\?‘OBart and
the imaginary patiragfticme pomleeﬁemumerth@sqbe’cecteloyl 1TB‘.’)0fI1‘m©tD¢bnal ned
11,12,..., IgL %&%f&&ﬂ&%nt9n§ttQQOC%%*ﬂﬁﬁ'Pfr¥€|HﬁH&ﬁ‘ﬁ% r#EFQPtt 332 as

the detection sequence 1521. In the case when ord
sequence 913 or fOTemshdlbd PheOPSFSITEOMGRY RS dBéﬁﬁR%RPl?ﬁ%%%“E@ﬂplex
array generati oexwtidctlilen ofinl@ e .digital enbeddi ng apparatus 100, the

order is restored like thgydghgc%g%n S qyeq&§g§§t&a%%%%}ﬁg¥£
embedding is performed using the digital watermark

10 embedding apparatus 100 in the third embodiment,
Fourier transform process that is similar to the N-1
- dimensional Fourier transform unit 225 in the
third embodiment is necessary before the process of
the detection sequence extraction unit 331.

15 <Digital watermark detection apparatus -
detection information extraction unit - detection
sequence extraction unit>

In the following, details of operation of
the detection sequence extraction unit 331 of the

20 detection information extraction unit 330a are
described.

Processes in the detection sequence
extraction unit 331 are performed according to the
following procedure.

25 1) N-1 - dimensional complex array of the
size of M;xMpx..xMy-; is configured from the detection
complex pattern 1501. The method for configuring it
is the same as the step 801) in the detection
sequence extraction unit 221 in the before mentioned

30 first embodiment.

2) A complex number sequence is obtained
by extracting complex number values one by one in
sequence from the complex array obtained in 1) and
arranging them. That is, when the complex array is

35 represented as A[pi,Pz2s-rPr-1] (Pn=0),

C]_=A[O, 0,..., 0]

c;=A[1,0,..,0]



221 in the first enbodinment. By the way, in the case when digital watermark
enbedding is perfornmed using the digital 15 watermark enbeddi ng appar at us
100 in the third enbodi nent, conplex nunber val ues of elenents within a
range used by the conplex array generation unit 112 of the digital
wat er mar k enbeddi ng apparatus in the third enbodi nrent are extracted and
arranged in 20 the above-nentioned 2). <Gth&¥-configuration exanple of
detection information extraction unit> Wthout using the naxi num val ue
determnation unit 333, the detection information 25 extraction unit 330a
may be configured only by the" detection sequence extraction unit 331, the
correlation value calculation.unit 332, and the detection information
reconfiguration unit % sO0 that detection information may be extracted by
30 performing the® fOPFB®1RY processes. Such a configuration exanple is
shown in Fig.50. The detecBwomheﬁWHmaiésaumihga@ﬁemﬂem@th 880ith€hown in

Fi g. 50 re-cogfi ctd | t u ng sequence by
which 35 the e e e S e TS b e e S T he
synchroni zat i on ¢frbeddinsg dm thepolighbat ewvaggiradzy eegnlaeré@wm ation val ue
again for eval uaippgrataki abi ity 10f Ethggtectlon i nformati on based on the
anount of synchroni zation §? obt ai ned b¥ g nch ﬂhzatlon detection
unit 320. By doing this, gifAS et Br FRAFR ﬁ&ﬁ BeCPRPLEed at

hi gher speed. :UnﬁmbeessequehddubhkaEmedomnséqummuﬂlsplaaedlmn @ni t 331

are the sang nggas fggggggvaél%% qgﬁ{ Q@degﬂcﬁﬁﬁﬁﬁ1 t1gﬁb RErgkation val ue

cal cul ation unit ron1t e correlation va
desynchronization 1502. That 1is, assumlng that the

amount of desynchronization 1502 is

AO
=-——T
At 27

ci = cre~ A0
C12=cze-‘]Ae (104)

15 is obtained.
4)Complex number values are extracted one
by one sequentially from the complex number sequence
obtained in 3), so as to arrange the real part and
the imaginary part of each extracted complex number
20 wvalue by regarding each of the real part and the
imaginary part as an individual real value. That is,
when detection sequence 1521 is represented as

i”1r i"z,..., i”Lr

i = ER[cl' ]

15 = 3lef ] (105)
15 =R|ch ]
i5 = 3[cs]

25 1s obtained, wherein



calculation unit 222 of the first enmbodinment. |Instead of cal cul ating
correlation values for all 15 concei vabl e enbeddi ng sequences, the

synchroni zation detection unit 320 stores, in a nenory (not shown in the
figure), an enbeddi ng sequence corresponding to a conplex correlation val ue
determ ned to have a maxi num absolute value in the process of the 20
synchroni zati on detection maxi num val ue deé28rmination unit 324, so that the
correlation value calculation unit 322 calculates a correlation value only
for the enbeddi ng sequence. It is determ ned whether reliable digital 25
wat er mar k detecti on has been perforned based on whether the correl ation
value is greater thgnya predetermned threshold. 3) The detection
information reconfiguration unit 334 is simlar to the detection 30
information reconfiguration unit 224 of the first enbodi nent except for the
poi nt that recoh§i gor apiegratioin t fer dekéchicairinftheratéah psreramod nelge usi ng
the enbeddi ng i t ves J eristics of
the fifth enbod?ﬁgﬁtggge_’g;%i}g:or [ ngpggetoﬁtgﬂg}g% V\llé.t gggng%%glg’e%li’ti on
apparat us 300 of the present BidoePhdaned iiniddi ectr dALoRTEi GitteRUtwak@r mar k

even when the -iBd- coirgRalatdlon healigi kall cvalAarigy kugiet egBRoRa st anget s
desynchroni zed, tpe nount  of desgnﬁgé ni zation can be detected using the
digital watermefk EFSﬁQW SEEERCC T i's, by utilizing the point that 5

enbeddi ng sequence that idrspdod reasepwbad iordere & tthe dmbeasiional space
ooV ol epbglole, St e oohentiona R et gndl D
performed easi |petfRdtad Higithherempifxberigwaesnrmetion using ke @bnpl ex
correl ati onoval tge Oi glike 1S RIEEH$EAY AR aira thide N d, - tHEMBRSegNals space
restored like the detection sequence extraction unit
221 in the first embodiment.

By the way, in the case when digital

watermark embedding is performed using the digital
15 watermark embedding apparatus 100 in the third

embodiment, complex number values of elements within

a range used by the complex array generation unit

112 of the digital watermark embedding apparatus in

the third embodiment are extracted and arranged in
20 the above-mentioned 2).

<Other configuration example of detection

information extraction unit>

Without using the maximum value
determination unit 333, the detection information

25 extraction unit 330a may be configured only by the
detection sequence extraction unit 331, the
correlation value calculaticn unit 332, and the
detection information reconfiguration unit 334, so
that detection information may be extracted by

30 performing the following processes. Such a
configuration example is shown in Fig.50.

The detection information extraction unit
330b shown in Fig.50 re-configures detection
information using the embedding sequence by which

35 the maximum complex correlation value is obtained in



For exanple, in the case of video signals, digital watermark detection is
possi bl e without wusing a special synchronization nethod even when a 15
frame for starting detection is shifted in the time direction. This is very
effective in a use situation in which tenporal synchronization is

difficult, such as when detecting digital watermark froma video that was
re-taken using a video camera 20 and the FilRE:- and when detecting digital
watermark froma video that is converted to anal og data such as a video
tape, for exanple. Wen a video displayed on a screen or TV _or the like is
taken by a vi debh€af¥N&Tgion zahkPa dotest ioncalnif a?2BnoAdda®t he |i ke,

since the franmechatelbaes eprositicélanioh RRILSY NEdd ONi 266 whidl ddeingrane
which.re-s occur in

rate for video taking,..t.here is case in. i na

Cibetrames. i 5ot ARAIEE St St e 8RR et Al d oERRERB DA RS BEr o 30"
sub-franme | evel thenasowalt shbrsenchhaniced iforane)02 agbtaiesd tby Bdem i n such
a situation,g it 4l i ; h ft t:i-odi ignal in
t enpor al deé%du?,?fg%?%gh g%éé&ﬁ%ﬁggggo§b§$§$?33ﬂg.anggnggﬁﬂaifhfgﬂ
desynchroni zat i 8h9d4R lb&ad@Erael. d85eEsiod 43y Packerdrageco athe above-
ment i oned di gi t Bl gwatrelsPpridd det ection apparatus, efficient and fast digital

wat er mark detection -132- hecones possi bl e since the anmount of
desynchroni zati on can be &5t§%¥%ae§§eéaﬂ£n€§%<§?t%$¥h88t53&4ﬁy€£
round-r obi n net éstiraetvltrchursht f 328 aarowhte issamsecaenthal Bpoeream ned. I n

addition, iqtyis §§§ﬁ¥ add a special synchronization signal
digital magé%nn? n g%@%ﬁf n o é(sFﬁL'(%;;’rsfqualit.y and hi gh detection performnce

becomes possible without ¥i ghee @erepilatdaroy ahie tealralagierhrwhnitzati on
signal and w thggt det erifFeatdon pfomOtHet eeld perder ¢rnee of digital

wat er mar k. calculation unit 222 of the first embodiment.
Instead of calculating correlation values for all
15 conceivable embedding sequences, the synchronization
detection unit 320 stores, in a memory (not shown in
the figure), an embedding sequence corresponding to
a complex correlation value determined to have a
maximum absolute value in the process of the
20 synchronization detection maximum value
determination unit 324, so that the correlation
value calculation unit 322 calculates a correlation
value only for the embedding sequence.
It is determined whether reliable digital
25 watermark detection has been performed based on
whether the correlation value is greater than a
predetermined threshold.
3) The detection information
reconfiguration unit 334 is similar to the detection
30 information reconfiguration unit 224 of the first
embodiment except for the point that reconfiguration
of the detection information is performed using the
embedding sequence using the above-mentioned 2).
<Characteristics of the fifth embodiment>
35 According to the digital watermark
detection apparatus 300 of the present embodiment,
in detection of digital watermark, even when the



[ Si xth enbodi nent] <Phase nodul ation> In the follow ng, a digital watermark
enbeddi ng apparatus of the sixth enbodi nent of the 15 present invention is
descri bed. The present enbodi mrent shows an exanple in which, in the digital
wat er mar k enbeddi ng apparatus 100 of the first enbodi nent, nodul ation
process in the tenporal nodulation unit 130 is perfornmed using 20 a delay
of the periodic signal. Configuration of tfi8ldigital waternmark apparatus of
the present enbodinent is simlar to that of the digital waternmark
enbeddi ng apparatus 100 in the first enbodi nent, and only the tenporal 25
nodul ation unit SE3M3k Qﬁf?%?eﬁﬂglﬁﬁktﬂ?%ﬁ@maéktﬁéﬁﬁﬁﬁé&ﬂnﬂ%%géﬁel§homn
based on the fi rd@sﬁmmbmaédl nthize FuAgeNt o f ed@ednEdHon i i Gir akhon of

ot her enbodi nents sed.except for the con uration. of _the tenpora
30 nodul ation u%qﬁa%%?CE% BQ&HQIE% i4§QﬁﬁE&e§aLﬁg %h %tlon uni t
110b in the digﬁmaelﬂwueﬂhatklembéddmﬂ}kmzmmgtuheopoumitﬁhaﬂ enbodi nent
may be used £ or e v at al,_

wat ermark e ed&f"% aprm# %e‘gaghtenporg{]elsadéuiﬁg%{lﬂg{ﬁ}nur%%%f%s <’?1191'] h a
configuration e%ammdiﬁﬁnslgsaltﬁ@ﬂﬂ&nﬁﬁ%ﬁommﬂﬁlﬁtﬁéﬁqgﬁqd t he SIXth
embodi ment  of e @i aYeBh ah tHe aﬁﬁ@@tabnwlwiwndyméhs&%@p

shown I the tiguie dndubes.e poriad e stanel seberetion s it Tl do o
out puts the enacddilrg pat fermed22as@neraaid ont phoghsseeeaf ddre kpabeddi ng
pattern 922 py (he ASH008 &L,y MAYLAL kk Wids180Cc8YPelation value of
the spread segquence in the N-1 - dimensional space.
For example, in the case of video signals,
digital watermark detection is possible without
using a special synchronization method even when a
15 frame for starting detection is shifted in the time
direction. This is very effective in a use
situation in which temporal synchronization is
difficult, such as when detecting digital watermark
from a video that was re-taken using a video camera
20 and the like, and when detecting digital watermark
from a video that is converted to analog data such
as a video tape, for example.
When a video displayed on a screen or TV
or the like is taken by a video camera or a camera
25 of a cellular phone and the like, since the frame
rate for reproduction is not synchronized with the
frame rate for video taking, there is a case in
which re-sampling may occur in sub-frames. This
indicates a state in which desynchronization occurs
30 in sub-frame level (interval shorter than one frame)
as a result. Even in such a situation, it is '
possible to measure the phase of the periodic signal
in temporal demodulation, and as mentioned above,
the amount of desynchronization can be detected.
35 Especially, according to the above-
mentioned digital watermark detection apparatus,
efficient and fast digital watermark detection



10 perforned according to the follow ng procedure. 1) The periodic signal
generation unit 131 generates a periodic signal. The periodic signal to be
generated is simlar to the exanple of the periodic signal in the periodic
signal generation 15 unit 131 of the tenporal nodulation unit 130a in the
first enbodiment. 2) The nodul ation unit 136 nodul ates the periodic signal
generated in the 1) according to the conpl@%—nunber val ue of the received
enbeddi ng 20 conplex pattern as follows so as to obtain a N - di nmensi onal
enbeddi ng pattern 922. - determ ne, anplitude of the periodic signa

accordi ng to t HReapBEPuPeSElRe of 1RGe EBﬁpﬁ@%ﬂﬂﬁhdﬁgr value. 25 - delay the

periodi c si gnal dasgatHiras itza t F59UEBAt bel delte Wiy sambanavdldse, that is,
change phase.

Nex a, concrete exanple of ,the t ral dul ati.q
descr bed 30 MEHERAEEATRE A TOUMPaFPBA MGt POR 13 “Barfor
perform ng QAM {moadtatisr seayentiak)y ewdmiaticon dntéeédpedoadi dtsiignal , as
a carrier ve, e e r L odj i.gn b | unit 131
accordi ng }(Ng th%?goHSFgé%%lf%eJ%&v%ﬁ?ﬁeéogbgggﬁ%?ypos| ‘%Ig%%g?l}téﬁle N-1 -
di mensi onal conpieRapat fdgitabwakermary driesd ioe pErhéahc awiadidiyYto the

N - di mensi onal gpat hegh. dekdt Hoveyer fotrRanke inbdmss gpakstibale i s the
carrier is not necessgrlLy a .Sipe waye a tj oned efore. In addition,

.Ten
when al | val ues?bfPHE §igRsdy ?ﬁﬁ%bﬂﬁ?iioﬁa U F924%%re configured only
by real val uessynbbrphdzetdfort heigeal odhd siigiadutmeyeberiolrandech axcicor di ng

to the reahgval yese wht g TS r SWAALEIE Ok HRG FC I 0L Fngkgnal may be made
[Sixth embodiment]
<Phase modulation>

In the following, a digital watermark

embedding apparatus of the sixth embodiment of the
15 present invention is described.

The present embodiment shows an example in
which, in the digital watermark embedding apparatus
100 of the first embodiment, modulation process in
the temporal modulation unit 130 is performed using

20 a delay of the periocdic signal.

Configuration of the digital watermark
apparatus of the present embodiment is similar to
that of the digital watermark embedding apparatus
100 in the first embodiment, and only the temporal

25 modulation unit 130 1is different.

By the way, although examples are shown
based on the first embodiment in the present
embodiment, configuration of other embodiments may
be used except for the configuration of the temporal

30 modulation unit 130. For example, the complex
pattern generation unit 110b in the digital
watermark embedding apparatus of the third
embodiment may be used for the complex pattern
generation unit 110.

35 <Digital watermark embedding apparatus -
temporal modulation unit>

Fig.51 shows a configuration example of



constant. 10 More particularly, processes are perfornmed as follows. Now,
assum ng that the N-1 - dinensional conplex pattern is represented as
P(x1,x2,...,xN_1) . In addition, the real part and the imaginary part of 15
P are represented as P. and Pi respectively, and

P(x1, x2,...,XN_1)=B(x1,x2,...,xN_1)edm(z1,x2r. XN_1) (106) wherein j is the
imaginary unit, and wis the angular vel ocilBy-of the basic frequency of the
20 periodic signal. It is assumed that the periodic signal generation unit
131 generates a erlodlc signal f(t) N - dinmensional pattern Mis obtained
as the follow ng Bau ENHP rﬁﬁﬂﬁb@Fh@nBWﬂkfllQMEWﬁ 95x£h( epbodiment

M xJ, x2, , XN 1oE)EB@X%ﬁé%entthﬁénfibnT(Xl X2 ".,XN_1)) (107) Different
frontgeneral QAM nodul ati o shoulg be n t that t? &B seb d SI nal p

changes, instead of tine &Weectt?%orﬁ CEI? on™d Fon
(space directi onthe tfthgurase milwiesoa pegmwdldcslgmahpgepaMmﬂlom

orthogonal tg thg E'tm?t31d' rchté %‘o%uJBXtiB?lh utrﬁnﬂf’ofsaé gyl & c%’lvéhé‘erh phase

of -135- the N - |nen5|ona pattern 92215 spread suc at the
phase is differeflbgdddng MprRlerera 6@@&<ﬂ?kﬂﬁﬂ%eoﬂﬁpu§ﬁn§ﬁ§ional space,

so that the a”DéﬁbeaHlﬁ? coapenepd t hat appears due to the 5
bef or e- enbeddi ng signal 912 when detectln taI ¥€ter econes
Hef df

smal | er. <Characteristics %ﬁ&ﬁﬁl%ﬂbBEP Ft gt
enbeddi ng appar apasteah 922 [resiehns egmpdmmmﬂmadumstﬂodlﬁh&memsaﬁ)are

configurati 1) géﬁg’gbﬁ-gé@par% &T‘?f’ﬁﬁetﬁoqw atfrsgﬂdpm% %;gge ertehe di gi tal

wat ermark e rst e digita
1) The periodic signal generatlon unit 131

generates a periodic signal. The periodic signal to
be generated is similar to the example of the
periodic signal in the periodic signal generation

15 unit 131 of the temporal modulation unit 130a in the
first embodiment.

2} The modulation unit 136 modulates the
periodic signal generated in the 1) according to the
complex number value of the received embedding

20 complex pattern as follows so as to obtain a N -
dimensional embedding pattern 922.

- determine amplitude of the periodic signal
according to the absolute value of the complex
number value.

25 - delay the periodic signal according to
argument of the complex number value, that is,
change phase.

Next, a concrete example of the temporal
modulation 1s described.

30 Modulation in the modulation unit 136 is
performed by performing QAM (quadrature amplitude)
modulation on the periodic signal, as a carrier wave,
generated by the periodic signal generation unit 131
according to the complex number value of each

35 position of the N-1 - dimensional complex pattern
921 so as to change the periodic signal to the N -
dimensional pattern.



wat er mar k enbeddi ng apparatus of the present enbodi ment has characteristics
the sanme as those in 15 digital watermark of the first enbodi nent.
Especially, the tenporal nodulation unit 130c nodul ates the N-1 -

di rensi onal enbedding pattern that is spectrumspread on the N1 -

di mensi onal space using the phase and the absolute 20 val ue of the periodic
signal in the Nth dinension direction thh#4ts orthogonal to the N-1 -

di rensi onal space, so that it has characteristics that the

desynchroni zation applied _in the Nth dinensional, directjon exerts common
effects on the 25 N-1 - dPR¥RSISHral tRpaRETIPALSIFHI W FRaEndstit

nmodul ati on uni tcadBfer by aotf irguesngatbeyeabediengvapad t @6 NmBAZ it t hat
t he phase is diggfgfﬁt inthe N1 - dinmensional direction (for exanple,
space direction in & case 30 of video signal) that is orthogonal to the
time direction, it can bé@npmsidsritient haheavedy) walwesfofthbeenbeddi ng

attern became t 1 I 0eoqgst i LAn I o that
p 8MeSe 8884t Rt B 1@W%%g§d9§'19%@e %&i‘fi%&%ée ohd WM

a frane to which digital water Ing i s not performed 357 occurs in
the case of vi deRRLigRarestothexRhAEe PR TLRBJIPEITGPIthesvPRBS FRGhAIS can be

effectively usesthamgedlr aB&&rSIn) tOUt Re Ok edil givihdluamtigi PBe ks hand - 136-

robust ness can be *ﬂgﬁggze |%§%§n8t an,attack m .at a_frame having

tq ai
| arge digital VbR dé:’e%%%ldiﬁaﬁégnfa e“faryar‘%? Tﬁdgddi tion, since
t he phase of theorsseabtddi ng pattern is spread in the N1 - di nensional

space, thejgize of the ”OM%%eC?JiH}OPEﬁEléP@gr?BE%%Ie%séjé'eﬁ?aFE%f%%@da

enbeddi ng signal becones small “in the res of the corre I on
calcul ation. As®® fekLQVE: digital watermark embeddi ng and detection 10 can

be performed nore reliabl yowgndddumtiyt that t@iegiN-al Wed emaBREK ogdaeddi ng
and detection can bf .

complex pattern 1s represented as P(Xi1,X2,..; Xy-1) -

In addition, the real part and the imaginary part of

15 P are represented as P, and P; respectively, and

P(xl,xz,"';xN_l) =B(x]1x2!""xN.._])ejwr(x]'xz'"-'xN-l) (1 0 6)

wherein j is the imaginary unit, and o is the
angular velocity of the basic frequency of the
20 periodic signal.
It is assumed that the periodic signal
generation unit 131 generates a periodic signal f(t).
N - dimensional pattern M is obtained as
the following equation by modulating B and 1 with
25 f(t).

M(x]ixl!"'st_lyt)=B(x]’x21"'xN_l)f(t"T(x],x?_v'“!xN-—])) (1 0 7)

Different from general QAM modulation, it
should be noted that the baseband signal p changes,
instead of time direction, in the direction of N-1

30 dimension (space direction in the case of video
signal, for example) that is orthogonal to the time
direction

By such temporal modulation, the phase of



performed with reliability simlar to that in the conventional technique
but with less quality deterioration. 15 [Seventh enbodi nent] <Pl ural
frequency band enmbedding in tine axis>1Iln the followng, a digital
wat er mark enbeddi ng apparatus in the seventh enbodi nent of the 20 present

I nvention is described. This enbodinent is an_exanple for performng
digital watermark enbedding of the digital L&t er mar k enbeddi ng appar at us
100 of the first enmbodinent a plurality of tines simultaneously 25 to enbed

enbeddi ng i nfor u3| Ion ectru re u homs a
conf i gurgt i on egghﬁl aPﬁipe\WE éﬁf&?‘i %‘?rgE ?‘ ?}%e)p’aﬁ'a 154 3
di gi tal wat er mar lsuadt e:dtat)ntla@ppha'sas igf diHef seemnt hc&@rein:brgjltrmnthef t he

t t k I
present inventiop, g0iiqit %n“@ﬁgogﬁ& dqm?%qﬁ;}gagpggg%us Cong#fué‘

wat er mar k enbeddi ng appar at us shown ncl udes
pattern generat B8®uRt to51moiget eppecalenfodiliat | APAALS @Hﬁ % Bhe an

enbeddi ng paISerBe&%&%uéﬂﬁéﬂaﬂngnbﬁg5%q and whée dedieldli pter gpE 1
enbeddi ng appar at u ceives e H@gqgﬁg i nformati on 3111 and before

-137- enbeddi ng ¥ ﬁﬁmQ§%i SRA™MG it ‘embedded signal 3113. Digital
wat er mar k enbeddi ng mchxfamﬁebystuhe mﬁysfﬂthEMbndiMeambedding appar at us

500 are 5 performed accor he gﬁ?a&@%f %'att%"!nﬁ‘grkfrﬁ%ﬁ)ﬁggdﬂn LS aﬁé”{éé g

fl omchart of operation of t tal er mar us'in the
sevent h enbodln@ﬁtUﬂetpﬁﬁ%@@EeﬂmbpdmmﬂﬂﬁnﬁhQW%pa1€®£ﬁ€nﬁﬂmonplex pattern

generation 1§ Uebhfi%%ﬁﬁﬁﬁ%ﬁiéﬁaﬁpR%U6¥'ﬁﬁécﬁeﬁﬁBEQQ'mdeWHﬂf%h
unit 130a in the digital watermark embedding
apparatus of the first embodiment, and the digital
watermark embedding apparatus of the present
embodiment has characteristics the same as those in
15 digital watermark of the first embodiment.

Especially, the temporal modulation unit
130c modulates the N-1 - dimensional embedding
pattern that is spectrum spread on the N-1 -
dimensional space using the phase and the absolute

20 wvalue of the periodic signal in the N-th dimension
direction that is orthogonal to the N-1 -
dimensional space, so that it has characteristics
that the desynchronization applied in the N-th
dimensional direction exerts common effects on the

25 N-1 - dimensional space.

In addition, in the time modulation unit
130c, by configuring the embedding pattern 922 such
that the phase is different in the N-l1 - dimensional
direction (for example, space direction in the case

30 of video signal) that is orthogonal to the time
direction, it can be prevented that every value of
the embedding pattern becomes less that a minimum
video signal quantization wvalue so that a frame to
which digital watermark embedding is not performed

35 occurs in the case of video signal, for example. 1In
addition, the video signal can be effectively used
as transmission route of digital watermark, and



patterns 3121 based on the received enbedding information 3111. Each
enbeddi ng conpl ex pattern 3121 is a N1 - dinensional pattern configured by
conpl ex 15 nunbers and i ndi cates content of enbedding information. Details
of operation of the conplex pattern generation unit 510 are descri bed

| ater. Step 1602) The tenporal nodul ation unit 20 520 generates the
enbeddi ng pattern 3122 based on each enbeld®ng conpl ex pattern 3121
generated in the conplex pattern generation unit 510. The operation of the
tenporal nodulation wunit 520 is the sane as that in the first enbodi nment.
25 However, therPREFBAFESsiCHRIRE gbheraraad 3 98ddE k efpor BFafsdHCatddh uni t
520 are peri odigt faneraaes hadvialg alerget egarall widte aaghkobhen i thde
exanpl e, they nqi bﬁ 5eriq§%§:{unctions each having a different basic
frequency. 30 ITPAdArErEN, Ye t&HPoral nodul ation unit shown in

enbodi ments ot her than thdrfiadditeidndi snte rdne hasedoésthiee t enpor al
nodul ati on gnit e ral, mdulat{on yui f: dhe
second enbo inﬁ%@g%?d?ﬁg g&yﬂgéhm%%i%%ﬁgggagnbe SQ@ﬁged.theR%ﬁS|ng t he

t enporal nodul atPdfeunthe B3dme AL tHeeskedre RNt BBathePP&RI al

138- modul at | ouentb 688, HYIRNAS SERoddL ABP@Yna Ik Shb SNshian 1a 8l ural ity
of frequencies e r one:time Fourier. transfor ep

1603) The enbeddgﬁé 5§§Fg$n4¥!£hﬁn'%55§%ﬁtlﬁﬁiFQ%ﬁF%%$%?Pnpogésaeach
enbeddi ng pattessuBi22ddenarst ethtereack embeadingosiud adeosctdrini 520 on

the recei Vﬁﬁsbgﬁﬁé’ﬁeﬁg 89%’1%#% A §%%§ab‘ig°“ta‘% H‘eaSH?@%%ggSi gnal

3113. Detai opération he‘enbéddi ng pdttern SUper I nposi
digital watermark embedding and detection can be

performed with reliability similar to that in the
conventional technique but with less quality
deterioration.

15 [Seventh embodiment]

<Plural frequency band embedding in time
axis>

In the following, a digital watermark
embedding apparatus in the seventh embodiment of the

20 present invention is described.

This embodiment is an example for
performing digital watermark embedding of the
digital watermark embedding apparatus 100 of the
first embodiment a plurality of times simultaneously

25 to embed embedding information using longer spectrum
spread sequence. :

Fig.52 shows a configuration example of
the digital watermark embedding apparatus and a
digital watermark detection apparatus of the seventh

30 embodiment of the present invention.
<Digital watermark embedding apparatus>

The digital watermark embedding apparatus
500 shown in Fig.52 includes a complex pattern
generation unit 510, a temporal modulation unit 520,

35 and an embedding pattern superimposing unit 530, and
the digital watermark embedding apparatus 500
recelves embedding information 3111 and before



10 unit 530 are described later. <Digital watermark enbeddi ng apparatus -
conplex pattern generation unit> In the follow ng, details of operation of
the conplex pattern generation unit 510 are 15 described. Fig.54 shows a
configuration exanple of the conplex pattern generation unit in the seventh
enbodi nent of the present invention. The conplex pattern generation unit 510
20 includes an enbeddi ng sequence generatioBimit 511 and a plurality of
conpl ex array generation units 512, and receives the enbeddi ng i nfornmation
3111 and outputs the enbeddi ng_conpl ex pattern 3121. Enbeddi ng conpl ex
pattern generaHQﬂP%ﬁﬁb¥BC§§§§§lbﬁhﬂﬁa%%ﬁppékpﬁéﬁt@ﬂ1%ﬂﬁﬁﬁ%@goﬁlGﬁﬁ@ 510

are perfornmed aggorzljng to the follow ng procedure. Fig.55 is a flowhart
of operation of the conplex pattern generation unit, in the sevent

embodi ment of the present ﬁﬁgéﬁﬁﬂomaékf@iﬁ T?Bf%dﬂﬂgeﬁﬁﬁﬁﬂ?ﬁSSSEQUence
.generation unit 9l denet al ewad exagudncenipéddinheapparepres ehd O ngrenbeddi ng
i nformation pas i I Ng<] gqgﬁﬁ nd di vi des
t he sequencg tggﬁgﬁ%%ﬁgg é?%§5¥§ﬁ¥fggﬁgg%%b£ g?%g 3&3%%%%%%33211.
Details of operation of thEignBdddisng Skejwehastgederomdatipntofithgre

described | ater.qigi3931 SkgRe:f@2k Eip LOIPhEXapphdhtIANG R4 98 HREn}2
assi gns each enbe dlgﬁ%seque ce 3213 eneratedﬁgé_the enbeddi ng sequence
i

generation unit © ERheCfedS BT SHRE t FRVEREGORary part of 5 el enents
of the N1 - dinmensional cempberdédlnayrtie® cgepteat @attte mnbeskée ngtdonmpl ex

pattern 31200 PRAIEHD GEnEICR 0P AL ALT Py OB A 14 | cBAB 1Y e
patterns 3121 based on the received embedding
information 3111.

Each embedding complex pattern 3121 is a
N-1 - dimensional pattern configured by complex
15 numbers and indicates content of embedding
information.
Details of operation of the complex
pattern generation unit 510 are described later.
Step 1602) The temporal modulation unit
20 520 generates the embedding pattern 3122 based on
each embedding complex pattern 3121 generated in the
complex pattern generation unit 510.
The operation of the temporal modulation
unit 520 is the same as that in the first embodiment.
25 However, the periodic signals generated in each
temporal modulation unit 520 are periodic functions
that are orthogonal with each other. For example,
they may be periodic functions each having a
different basic frequency.
30 In addition, the temporal modulation unit
shown in embodiments other than the first embodiment
may be used as the temporal modulation unit 520.
For example, the temporal modulation unit of the
second embodiment or the sixth embodiment may be
35 used.
When using the temporal modulation unit
130b of the second embodiment as the temporal



generation unit 112 in the first enbodinment. 10 In addition, the conplex
pattern generation unit 510 may be configured based on the conplex pattern
generation unit 110b in the third enbodinent. That is, the pattern obtained
by the conplex array generation unit 512 nmay be further 15 Fourier
transforned by a process simlar to the N1 _- dinensional inverse Fourier
transformunit 113 of the third enbodi meml3$s as to regard the result as

t he enbeddi ng conpl ex pattern 3121. <Digital maternark enbeddi ng appar at us
20 conpl ex pattern, generation, unlt enbeddln uence eneratlon uni t>

After generatin§afE &nbRaiRgt sé&@enéerclﬁ/es f)rB ed&E®E M lar to that in
t he enbeddi ng saquﬂnnftg@mefatlanpﬂmﬁanﬂﬂylofthEehuewcxyﬁxmhyehé, 25 the

enbeddi ng seque gefrert%eﬁﬁ%él gnole Lt \?'f?l Edéﬁ’ g§ tggg\#ﬁ%ddl ng sequence into

a plurality of sequence ,wnL} is
generated by a procedure sShEpaﬂ6D@ tTHea ¢mb@ﬁélnenbemmanpsequence

generatlon ugi t f 4+3 e
Wit w2t o Msll)]f;elrslr&ggﬁgrﬁgfgglgs%ﬁﬁ%eérm 0gERedcl GRTLEASRS

W 21=[ X’ L+1, wL+2>atteW£L§1% ogpnewaged J{W%aqmt?mpocm% fadplationy, - 140-
wherein n is a toiid FROber ehedireicdionsd BYfdhe-vAYedaimpughgaalexanple is

ot edet er i ned nigg: 14 i ERAT: 686 MR SMER ATy 10e i idkalbg &hy
met hod as Iong apdarnatiendd i tbe bwhfqﬂmmwtpahtaed Gmwaﬁﬂmpmsingd. For
exanpl e, Wﬁ!g&ged are&?@ékfﬁﬁgg vatdg] = IV, W2, WL-1)n+2 }
(109) an] = 1 <Digital watermark embedding apparatus -

complex pattern generation unit>

In the following, details of operation of
the complex pattern generation unit 510 are

15 described.

Fig.54 shows a configuration example of
the complex pattern generation unit in the seventh
embodiment of the present invention.

4 The complex pattern generation unit 510

20 includes an embedding sequence generation unit 511
and a plurality of complex array generation units
512, and receives the embedding information 3111 and
outputs the embedding complex pattern 3121.

Embedding complex pattern generation

25 ©processes by the complex pattern generation unit 510
are performed according to the following procedure.

Fig.55 is a flowchart of operation of the
complex pattern generation unit in the seventh
embodiment of the present invention.

30 Step 1701) The embedding sequence
generation unit 511 generates a sequence of numbers
representing embedding information based on the
received embedding information 3111, and divides the
sequence to generate a plurality of embedding

35 sequences 3211.

Details of operation of the embedding
sequence generation unit 511 are described later.



may be adopted. 10 <Digital watermark enbeddi ng apparatus - enbeddi ng
pattern superinposing unit> In the follow ng, details of operation of the
enbeddi ng pattern superinposing unit 530 are described. 15 Qperation of the
enbeddi ng pattern superinposing unit 530 is alnpbst the sane as that of the
enbeddi ng pattern superinposing unit 140 in the first enbodinment. But, only
the followng point is different. 20 The-®hbeddi ng pattern superi nposing
unit 530 adds, to superinpose, each N - dinensional enbedding pattern 3122
generated in each tenmporal nodul ation unit 520 to the N - dinensional

signal that is received &&Sfhe 4 brErenBemdileF SLFRY 3222ra2doind out puts
the N - dinensionat 51gnalsstikais isa¢heenbeddlihgofs sipaiceP821Bg as the
enbedded signal 3113. gn t hi ro esi .all _of the‘$luralitﬁ.of enh%ﬁding
patterns 3122 ¢ afdE8%aRy r‘?’&&)% Q419 REIHERIT FCURERR L8R Ed tng
pattern 3122 meylbet80thrhaeedd gyridi 4hidr ehe dmaeddiawy spaehgbll f or

superi nposi R/g. , gy t casg: ;- - Lorat.i

characteri stgi csé:%r?ﬁ%?ggggctﬂ{éo 1\hf?lr gqu‘gﬁf(@gﬁ%éﬁé%;r e&ﬁ{l?¥ée$e%%k?§r teoach
enbeddi ng pat t¥®reBabe the emhariigy dpPRpdeantadfisaeili A§21lstrength may be

used for each embeddi ng papleaidtidiehod &hah %&rgatéz@rhf@éyegéheemqw{ ng
pattern can be perf HEd With same accuracy. < |t%£ maiernark det ection
appar at us> The b?tgi wé?e#hﬁﬂ?%ﬁﬁe%?lgﬁa§p8§r§t TR PR P33t esent
enbodi ment i nclgetesrat pbuor aniitty 11D bh Skaclidorsitz emoed deeettion units 620
o ot eghion | nleLTell 99, SgAC " URLL (Ot NG deqrlol 2L vet er ek
det ecti on generation unit 510 may be configured based on the
complex pattern generation unit 110b in the third
embodiment. That is, the pattern obtained by the
complex array generation unit 512 may be further
15 Fourier transformed by a process similar to the N-1
- dimensional inverse Fourier transform unit 113 of
the third embodiment so as to regard the result as
the embedding complex pattern 3121.
<Digital watermark embedding apparatus -
20 complex pattern generation unit - embedding sequence
generation unit>
After generating the embedding sequence by
a procedure similar to that in the embedding
sequence generation unit 111 in the first embodiment,
25 the embedding sequence generation unit 511 divides
the embedding sequence into a plurality of parts.
For example, when a sequence w={Wi,Wz,..,Wn,} 18
generated by a procedure similar to that in the
embedding sequence generation unit 111, for example,
30 each of the embedding sequences w'l,w!?1, ., w!®! is
generated as

Wp]=bw’ﬂﬁv"w“z}

w[2]={wL+l,WL+2;“"W2L} (1 0 8)

Wi - {w(n—l)L-!-l P Win-1)L421"*"s WnL}



information 3114. 15 Digital watermark detection processes by the digital
wat er mar k detection apparatus 600 are perforned according to the foll ow ng
procedure. Fig.56 is a flowhart of operation of the digital watermark
detection apparatus in the seventh 20 enbodi nent of the present invention.
Step 1801) Each tenporal denodulation unit 610 perfornms denodul ation in the
time axis direction to obtain the detectibh4@bnplex pattern 3161. Al though
content of processes in each tenporal 25 denodulation unit 610 is simlar to

that in the tenporal ,denodul ation u 0in hde dj%ital wat er mar k
S5

it 2
detecti on appar ¥ &SI 968 Pn%ﬁm?fﬁ?%?f BHBBET 18FSthe periodic
functions used in the teniy dhaeodayat adbhomighs &a20e0dmphe disgisthalwrB0
wat er mar k enbeddj ng r S i $: HSe r ch, _t | nodul ati on
unit 610. By theiﬁavﬁgPﬁkgkg%égﬁga#ﬁﬁﬁamgFéﬁﬁ%} hﬂ%t%%??é%daggaratus 200 of
the first enbodi$e@rencgr &yprioodesiegermyngd pergretiron the d&orodddie 35

signal 3113 BefogeqREnEEr HaR B PPF fledeBRdundl it hdH 05853 Ry e fenpor al
denodul ati on unit % 0. .I.n addition, éhe t enpor al . de dulatlog -142- _unit
shown in enbodi meht SIBLAES Harf (RS ?F%Fmggﬁ’ﬁloc'ﬂ 1RGMBENGEed FL% he

t enporal denodulekampleynit 610. For exanple, the tenporal denodul ation

unit 210c in the second enbodi nrent may be used. 5 Wien using the tenporal
denodul ation unit 210c in the second enbodi nent as the tenpora

denodul ation unit 61m“'ﬁﬁ esses, of %gnporal denodul ation for a plurality
of frequencies nay'%e'b Tdﬁﬁed§ﬁ94b -time Fourier transform 10 Step 1802)

Each synchroni zati 2h§&@p i Qn... W 0 detects the anount of
q?n_ f|ﬁ§’aiﬂgi%é%

desynchroni zati on, h di nension axis) diredth 809t hat
w[n] = {W,,;Wzn,"',wnL}

may be adopted.

10 <Digital watermark embedding apparatus -

embedding pattern superimposing unit>

In the following, details of operation of
the embedding pattern superimposing unit 530 are
described.

15 Operation of the embedding pattern
superimposing unit 530 is almost the same as that of
the embedding pattern superimposing unit 140 in the
first embodiment. But, only the following point is
different.

20 The embedding pattern superimposing unit
530 adds, to superimpose, each N - dimensional
embedding pattern 3122 generated in each temporal
modulation unit 520 to the N - dimensional signal
that is received as the before-embedding signal 3112,

25 and outputs the N - dimensional signal that is the
result of superimposing as the embedded signal 3113.
In this process, all of the plurality of embedding
patterns 3122 are added and superimposed. In
addition, each embedding pattern 3122 may be

30 enhanced by different embedding strength for
superimposing. For example, in the case when



was applied beforehand to the enbedded signal 3113 from each detection
conpl ex pattern 3161 obtained by 15 each the tenporal denodul ation unit 610,
and outputs it as the anmount of desynchroni zation 3162. Operation of the
synchroni zati on detection unit 620 is the same as that of the

synchroni zation detection unit 320 of the digital watermark 20 detection
apparatus 300 in the fifth enbodi nent. StEpLt-1803) The detection information
extraction unit 630 extracts digital watermark information enbedded by the
digital watermark enbeddi ng apparatus 500 based on each amount of 25
desynchr oni zat iHHt 8162 3bi&TnEL ARAT R L ehp6Falitde HRRPE 0BOunits 610, and
outputs the di git@duedBlyebaRidk drd U iBEép8naS Folie ddairecdmpadinher mat i on

3114. Detail f t f_ th tecti 0 dnf ti t ti it

530 ar e descri BREFSER 12208 AIREIOH M k daG BT SURSPAT8 - dot octi on
infornation<adstm¢m@bhumay>ma1uﬂﬁgffmtoaang,emhgﬁdrngﬁPEDEeaniamaﬁ t he
detection igf Orﬂrﬁﬁg&egé&%&f %f‘rléécﬁrémﬁédﬁ%?c'rd%e&efﬁ gcarfﬁ ?%OWS

configuration o etection Information extr lon unit | e seventh
-143- enbodi nemepforpedpra&dnts anR FRFBRACYRe detection information

extraction unit 630 ghownAtian thedrimure bstechilady dpdhatugd the _
detection infornmation ext&gcthniggt 330 of the ifth enbodi ment, but it

5 f
is different in that the L& &GP SubREBAE, A8k Tt Wi §PB3T 38 Syr ovi ded
for each recei D deh etheopresaite)entadd Emaen8l6h cdndie £ac hp hapa it tof

Sesyretr OLgRL 0 s BULIL U6 a0 LR s ot gl 10 he,
top to facilitaletection information extraction unit 630, and the
digital watermark detection apparatus 600 receives
the embedded signal 3113 and outputs the detection
information 3114.

15 Digital watermark detection processes by
the digital watermark detection apparatus 600 are
performed according to the following procedure.

Fig.56 is a flowchart of operation of the
digital watermark detection apparatus in the seventh

20 embodiment of the present invention.

Step 1801) Each temporal demodulation unit
610 performs demodulation in the time axis direction
to obtain the detection complex pattern 3161.
Although content of processes in each temporal

25 demodulation unit 610 is similar to that in the
temporal demodulation unit 210 in the digital
watermark detection apparatus 200 in the first
embodiment, each of the periodic functions used in
the temporal modulation units 520 of the digital

30 watermark embedding apparatus 500 is used for each
temporal demodulation unit 610.

By the way, like the digital watermark
detection apparatus 200 of the first embodiment,
pre-processing may be performed on the embedded

35 signal 3113 before performing temporal demodulation
process by the temporal demodulation unit 610.

In addition, the temporal demodulation



under st andi ng of correspondence to Fig.54. The detection information
extraction process by the detection information extraction unit 15 630 is
simlar to the detection information extraction process in the detection
information extraction unit 330 in the fifth enbodi nent except for a point
that each of a plurality of detection sequence extraction unit 631 extracts
the detection 20 sequence 3313 based on thk42ecei ved detection conplex
pattern 3161 and the anount of desynchronization 3162 and for details of
operation of the correlation value calculation unit 632. In addition, |ike

the other confiliht FBRYI S NealtRA L BENE Re Ofdiedctihan i her FALISSn extracti on
unit 330 descrémpéddifichite darf the enbedi HgnthewttéiﬁiﬂrélﬁlﬂgmoBGQaff@ﬂr{mm

val ue determ natio it 633, the dete i,nformatio r.e- confi gured
usi ng the dete%?fgng?ﬂfor%%ﬁ 3% ﬁa%qﬂﬂﬂﬁﬁimﬁ%QoéBR &8 ati on
val ue is obtai nenlitn2ife smndmenua@bndnemﬁeﬁmmﬁnn1mawtbQZQsedhd in
addition togthat, correl ghiQp tegé eyl lngidérﬁgdl?ﬁg'tﬁl&' N tr}’l f the

det ecti on |nfornat|on naé be ca agail bas anoun
desynchroni zat i $h08bi &i K8¢ @pcwci h@ﬂ§9ﬁéﬁﬁ6ﬁ| 24 0 deeBROr8A unit 320

<Digi tal water ngékodgt 8etiicdn \BPPArét 05 proee’&ldsLHi NESnpaLan extraction
unit - correlation -144 val cal cu atl n unit> 1n the ollomﬁggéloperatlon

of the correl 2FBRAIGLALA LN & iR uﬁﬁ L ¥325 SIRALTTBLES MYdd&il. 5
Processes in theecHorekdt bgn orsd-teimeaFoukrdeirot namdf 632. are perf or med

?‘Ccordi ng 4@ the follow %gﬁ%%f 3%?& Eg; c%?o%%ié’&@ﬁ%‘é@%%% s

i"[11,i"J2 . each obt ai ecti1on seque ext actlon unit
631 are|lﬂ(ﬂﬂéﬂ@ﬁtsézﬁsdﬁ@aﬂﬁﬁuthe amount of desynchronlzatlon, in

a time axis (N-th dimension axis) direction, that
was applied beforehand to the embedded signal 3113
from each detection complex pattern 3161 obtained by
15 each the temporal demodulation unit 610, and outputs
it as the amount of desynchronization 3162.
Operation of the synchronization detection
unit 620 is the same as that of the synchronization
detection unit 320 of the digital watermark
20 detection apparatus 300 in the fifth embodiment.
Step 1803) The detection information
extraction unit 630 extracts digital watermark
information embedded by the digital watermark
embedding apparatus 500 based on each amount of
25 desynchronization 3162 obtained by the temporal
demodulation units 610, and outputs the digital
watermark information as the detection information
3114,
Details of operation of the detection
30 information extraction unit 630 are described later.
<Digital watermark detection apparatus -
detection information extraction unit>
In the following, details of operation of
the detection information extraction unit are
35 described.
Fig.57 shows configuration of the
detection information extraction unit in the seventh



t he sequence i" as follows, when ; _d~1,i2[~],... ;L[~),;1~[2],;2[2),

s L[~), ..., ~~"1 fZ][nl.. |L 1} (110 ) 15 mhereln [k] descri bed on the

shoul der of i" represents that i" is a detection sequence obtained froma
k-th detection conplex pattern 3161 by the k- th detection sequence
extraction unit 631. In the equation, n indicates a total nunber of the
recei ved 20 detection conplex patterns 3161148y the way, although an
exanple is shown in which each detection sequence is sinply concatenated
here, the sequences nmay be connected by extracting val ues from each

det ecti on sequen%lébi’ﬁliﬂieéﬁetoéfr M EBeERRtad NVeRF N 25 it corresponds to

the method for dividing en‘rmédldmte@@ﬂuﬁn@ﬁfb&ﬂmc&nb@ﬂdragtawwlec
generation unit §%1 ﬁf t he d| # wa%erngrk .emheddi n % gﬁggrat For
exanpl e, they ma§>LoR 8@Pedna HAREE 34 S i, %ﬁn? al 3314 i's
obt ai ned based @atehelsaqwmﬁnxmdtn@maenédacmuﬂnawﬁmWeBBﬁenﬁlamgd 1) by
perform ng proce S bAblod ol 1 t hpse (ofyt el at v

cal cul ation unltfffEh bﬁbbﬂl E%a. aa?grggrb1£§Eé§§%ni§pggggtﬁgggoo of
the fifth enbodi #@RkectBar, sm%%%ﬁ eperastden Mlt thdl cdbAcereatided

embeddi ng \S/é?uenﬁ@rteabhl &etda&e@m@@&t&ath %@Eﬁpﬁlteﬁilﬁé\n%ﬁggﬁmﬁtﬂlorhﬂé a
sequence enera ed.in eddi ng sequence
generation unit %iih PmPHg%dld?fiﬁ PEPH&F? dﬂ#%ﬁ appar at us 500 and

that is one before being @yitded wdp, <inpFdyednt mifeaseunaty Mhat
Pt egrati nosiohe cAECUBhS gl AeIe onbralhods G e el elaatlian, det ect | on

unit 620 may nmount synchroni zati on w accur acy

accor di ng to thef$©W$oﬁFﬁ@ fhee &t leomatedt s 6ﬁHIHéDaﬁwGhll§ﬁte
desynchroni zat i o 3d B3t ahianRed £ Uor LESPoHakRR b CoIp! §% . pattern 3161.

The detection information extraction
process by the detection information extraction unit
15 630 is similar to the detection information
extraction process in the detection information
extraction unit 330 in the fifth embodiment except
for a point that each of a plurality of detection
sequence extraction unit 631 extracts the detection
20 segquence 3313 based on the received detection
complex pattern 3161 and the amount of
desynchronization 3162 and for details of operation
of the correlation value calculation unit 632.
In addition, like the other configuration
25 example of the detection information extraction unit
330 described in the fifth embodiment, without using
the maximum value determination unit 633, the
detection information may be re-configured using the
detection information by which maximum complex
30 correlation value is obtained in the synchronization
detection unit 320, and, in addition to that,
correlation value for evaluating the reliability of
the detection information may be calculated again
based on the amount of desynchronization obtained by
35 the synchronization detection unit 320.
<Digital watermark detection apparatus -
detection information extraction unit - correlation



1) Assum ng that each anount of desynchronization is Ate = . T1, &402T21..

21r 2z 20 wherein T1,T2,... are periods of the periodic signal of each
tenporal denodul ation unit 610. 2) A maxinumone is selected from
Atl,At2,... as Atmax. Alternatively, Ati corresponding to a periodic

si gnal having the maxi mum period may be 25 selected. 3) A follow ng equation
is considered based on Ati,Ti,Atmax for €b&d-i to obtain ni. Ot, +n, T, _
Almax (1 1 2 ) 4) Assunming that each integer value 30 closest to each ni
isni. 5 Followng Atli is obtained using n'i. -146- At; =At, +n; T, (1 1
3) This neans cluei aglaudigittitomnuht> as At'i, in the N-th dimension axis
direction at the pOSitiOQdﬁtﬂéuféﬁiowiﬁP’p%@é¥¥ﬁ§@@f§fnghgo the 5
position of Atnmax for each perliodic signa . Fig.58 shows a nmanner, of the
above- nentionéﬂoﬁﬁ?iﬁFéPPoNQkﬂ?mf%%% L3618 Ueditc &igniPsdescringd figure,
A01=5n/3 is obti ngdthot.the periodic signal 1 of a period 6, and A02=n/2
is obtained.for 10 the perjiadic signal of a _periqd 4. and they are shown
as white ci?cles. In this%ﬁ%u?sﬁﬁgzﬁ? %PS:fprﬁ$%§kﬁ??o%?gPﬁe positions of
At 2+4T2 and At 2+«2alcuatatiohownity @3ackrei perdormitd dccertidngedoashd max so
that n'2=1 is i y apve procedures 3) 15 and 4). This indicates
t hat points ofq$%§1gﬁgggspkﬁgi an&§%02 of the two periodic signal overlap
with each other at the pésdi thihéh Htefeliref cesiv@@dfisack31ldircie anong the
two bl ack circlest!! As~&lresddch dbt2rhea+by2 e dotobt abnedeqRride t he
vay. as tolb(Hgéf?ggggbggdﬂaérgél are integrated so as to obtain

the sequence i” as follows,

when
o = e, s ] )
= %f{ll'filll,,,.’fim' 31'[2],,'5[2]’...,iip],...'il'["],&["],...,;i[”]} (110)

15 wherein [k] described on the shoulder of i”
represents that 1” is a detection sequence obtained
from a k-th detection complex pattern 3161 by the k-
th detection sequence extraction unit 631. 1In the
equation, n indicates a total number of the received

20 detection complex patterns 3161. By the way,
although an example is shown in which each detection
sequence is simply concatenated here, the sequences
may be connected by extracting values from each
detection sequence in predetermined order as long as

25 it corresponds to the method for dividing embedding
sequence in the embedding sequence generation unit
511 of the digital watermark embedding apparatus 500.
For example, they may connected as follows.

inz%l'{]] ; 2],---,l']'{"].fi[l],if[zly"';iilnla“'rii[ll’iE,[z]""’ii[n]} (1 1 1)

!

30 2) the correlation value 3314 is obtained
based on the sequence i” obtained in the above-
mentioned 1) by performing processes similar to



periodic signal selected as Atma,,, n'i=1 holds true. 6) An average val ue
of At'i obtained in the above-nentioned way is obtained so as to regard it
as the shift anobunt At for the whole as follows. k or=k~At; (114) 25 In

t he equation, k indicates a nunber of periodic signals. In the exanple of

Fi g.58, an exanple of a case in which there is no error in detection of
each 30 anpunt of desynchronization is shdW®~ But, when there is an error
in detection of each anmount of desynchronization there is a possibility in

that ni -147- d t bt ; . .
tho. above. mont | SHEE e cdir cCRF TRAA EPT (1 TLAFy CBLERIAIET TR SrePage of
Atli, maxi mum bEk@HduﬁmgyhaMewatetmanknﬂaﬁeotidesyppmﬁzumml3@@ &fon the
N th di rensi on @ies 445 bt 3961 hBnLCONHHET 3L OBl AN K Mk ed NeAdEI L On

when obtaining the average u o AT anmoun 1S 0 V|ously
posi ti on-di spl atbe MQPQﬁﬂYﬁblégambéddﬂng %&%ﬂ%ﬂ@e thascdsy dibR) to this

met hod, for §Xagﬂb%ed%(¥§§ éBrr@@hQHdﬂ"éﬁﬁé@ﬁat§oﬁpﬁb'%jééh@bﬁééquency
correspondlng to a’specif uenc etection of the

amount  of desynUﬁr&HvYatloﬁﬂiﬂﬁ ?Eeésfg ﬁ%¥%ﬁﬁ%c¥?oﬁh€o RPPeL PRI ern 3161
is 15 failed casemamimvgehe rat SoncerAtt il h yal vReolilgfieshi ft amount in

L e et ok S AL g REUALAYS SPhAURBTASRTA e (e
before being divided.
10 <Improvement of accuracy by integrating the
amounts of desynchronization>
The synchronization detection unit 620 may
obtain the amount of desynchronization with higher
accuracy according to the following procedure based
15 on the amount of desynchronization 3162 obtained for
each detection complex pattern 3161.
1)Assuming that each amount of
desynchronization is

20 wherein T;,T2,.. are periods of the periodic signal
of each temporal demodulation unit 610.
2) A maximum one is selected from At;,At:,..
as Atpax. Alternatively, At; corresponding to a
periodic signal having the maximum period may be
25 selected.
3) A following equation is considered

based on Ati,Ti,Atn.x for each i to obtain nj.

A, +1,T, = Mar (112)

4) Assuming that each integer value
30 closest to each n; is n';.
5) Following At’; is obtained using n’;.



is re-obtained fromthis as follows. dt - At-n'1T1 (WenAt?n',T1l) (115)
dt-(n"'1-1)T1 (Wendt<n',Tl) By obtaining the shift amount in the N-th

di rension direction accurately based on the anount 25 of desynchronization
3162 obtai ned for each detection conplex pattern 3161 in the above-

menti oned way, and by re-obtaining the anoynt. of desynchronization using
this, it becones possible to calculate a’l @& accurate amount of 30
desynchroni zation. As a result, detection accuracy of the digital watermark
can be inproved. <Characteristics of seventh enbodi ment> -148- According to
the digital watermark enbeddi ng apparatus and the digital watermark
detecti on appar at ug' ofar, tiyer present enbodi ment, enbeddi ng i nformegjon of a

| onger information fendth’ﬁ can be enbedded as digital watermark by using a
plurality of frequency bands, In addition, by finally calculating a

correl ation val ue as a whol®l$oRregase SNt vEy@iedc8Blfthamoynt r ed8l t s of

perform ng syncireni zahi @helGrd vyl i duakhyknanc Send AL 8L Y 0RO 23S ik eval uate
reliability of detect.ion, ellablL[t¥m£E the.m@gle de ectlgn r%fult can be
made cl ear noreP&E Qﬂ%f TFpar &d hPEe Ca AL TH thP 8N 81 ditGal

wgg_er mark i ?]5 epbeddddransif dgtﬁqt €d i r&c?h doet 1 yd and sigpailat el é 15 | E

addi tion, the spectrums e e c i nereased, so that
digital watermark can b@igﬂbggdggé&%tﬁI%%ﬁﬁéErgfigﬁﬁlggﬁ This is

descri bed as fomesks.ongd @il aglebicme wefnd et hentWwonde ordiensigpels.

; Susumu Yaranoyg, «Fakao NRkaAS, ~yaybchis TRASIAR. coft sshpdiatayaon. Ryo

Ki t ahara, Takashi " Consideration on evaluation of detectability
for frame-base§ignddo WetlerdaPRFAGY, CForafil odf2=n/2 is obtained for
10 the periodic signal 2 of a period 4, and they are

shown as white circles. In this case, At:=5, At,=1.
In addition, the positions of At,;+T; and At;+2T, are
shown by black circles. At; 1s selected as Atpax SO
that n’,=1 is obtained by the above procedures 3)

15 and 4). This indicates that points of the phases
AB; and A8; of the two periodic signal overlap with
each other at the position of the left side black
circle among the two black circles. As a result,
At/ ,=At,+n’,T,=5 is obtained.

20 By the way, as to i corresponding to the
periodic signal selected as Atpax, n’;=1 holds true.

6) An average value of At’; obtained in the
above-mentioned way is obtained so as to regard it

as the shift amount At for the whole as follows.

k
i ,
At=;Z:At, (114)

=1

25
In the equation, k indicates a number of periodic
signals.
In the example of Fig.58, an example of a
case in which there is no error in detection of each
30 amount of desynchronization is shown. But, when
there is an error in detection of each amount of
desynchronization, there is a possibility in that nj



i nformation technol ogy, FIT2005, J-029, 2005--, in 25 the case of digital

wat er mar ki ng usi ng spectrum spreading and correl ation cal cul ation, the
detection evaluation value indicating reliability of detection in the
sense of false positive of digital watermark increases in proportion to the
square root of the 30 sequence length of the _spectrum spreading. On the

ot her hand, when digital watermark is enmbéddda by superinposing it on a
plurality of frequency bands |ike the present enmbodinent, it is necessary

to decrease ener of termark _signal for each 35, fr.equency, band for

suppr essi ng theaﬁ% é‘ostlil\gﬁ%?omae?gri &%aetq%%'. %ﬁ%t Ogg,al\ﬂié’rg dirif 8tnity

mul ti pl exi ng on imtfergeguent yt handb owiet-reutt odreed i pgocgd@re he) degd ebyof

signal deteriorati (fo , it angi ng .t he l. of PSNR), the
ener gy of each%®§%;%£Hépg%gﬁgbgbgégﬂéy%g%ggnggt§g éhpp¥%£ﬁ§mtmmones 1/ dn
conpared with tBdkedsdepnvakBed@itng e ameurt ngf edrsyqedcsn baatiionhi s
equal s to that onndind duath eabredisnerstaengt hs beseaesed fiim. According to

t he before-nentioneqﬁgfcunent --Susunu Yanmanot o, Takao Nakarmura, Youich

Takashi ma, At sGORSHERERLHRT Rio2R SHFG%, Takashi M yatake, 10
"Consi deration on eval uatibm afiddétiect,alHen yoiboaint ngneheaserke vageo

wat er mar ki ng", F%ruggoq% L nf or mat | nf%echn%!%?y ﬁ!TZOOS J-029, 2005- -,
when the enbeddi r}él s_tor ﬁ‘f htbetors “ I/ £, . RaiiS ojr?gPﬁglloui ge_conponent
t hat becomes nob$éiftgronwd bsphakerds My ditaldizhenghdedhne fpat extample.

eval uation pal Uﬁc‘?;for_tdfl%l_g di §i £ Bh sWale@WRI K RSCOSREMpIRBSt ant, id4gspeptive of
enbeddi ng stren%théﬁ{n |§.I |g t he document, when a becomes a naxi hrum
limt, that is, “H&T 3 EnbREEi A§ 2 htDeR ohEEINEGY enough conpar ed

with the 20 ori giordlespmgei cgnponantspedif]i asyrpioehedl sy gronessocthaer to
11). In addi “3 + e MSL A NEE OLhE DAY SOUPRORRLALNAL figgomes noise for

watermark is | arge

obtained from a detection complex pattern 3161 is

15 failed can be removed.
7) Since At is a value of the shift amount
in the N-th dimension direction that is actually
obtained accurately, the amount of desynchronization

of each frequency signal

A~
- A= T
20

is re-obtained from this as follows.

o A-n,T, Whend2n,T) (115)
" M-, -DT, (When &<n|T))

By obtaining the shift amount in the N-th

dimension direction accurately based on the amount

25 of desynchronization 3162 obtained for each
detection complex pattern 3161 in the above-
mentioned way, and by re-obtaining the amount of
desynchronization using this, it becomes possible to
calculate a more accurate amount of

30 desynchronization. As a result, detection accuracy
of the digital watermark can be improved.

<Characteristics of seventh embodiment>



enough, detection evaluation value of digital watermark becones 1/fin (in
Fig.l in the docunent, 25 when a becones a mninumlimt, that is, when the
enbeddi ng strength becones small enough conpared with the original inage
conponent, E[p] conmes closer to a straight line that passes though the
origin point). 30 As a result, conpared with the case in which watermark
I's enbedded in a single frequency band, wﬁéﬁ'perforning mul tiplexing onto n
frequency bands, - if the original inmge conponent that becones 35 noise
for watermark is small enoyl t.he det ect,i on ation val ue of the

h, ., eyal
digital watermark becones gﬁPﬁglpﬁ gdtg i Sheibatnhd &% oot of
sequence -150- leabgiddinig spephramuspaeatlitite digvealwwartddneanki gi nal

conmponent i mage t..eco ' f LS r ge. gh,
detection eval ug%&%ftv%aﬁe%?ag%iﬁt%_alo(ym% %irj%é%ggs. e@c'ﬁ%tfc ahge at worst,
so that the det embesidigval LRfpomatilorne deconkengargénfpsrmatiet elengthas a

resul t, det@§ti%ﬁﬂﬁbéﬂéﬂﬁﬁddéﬁ!b%bﬂﬂdﬂtéEKWE%ﬁrH9§§i@fiuéfh%dgitiong by
usi ng the nethod _for obtaining the shift anount in tthe N-th dinmension

10
direction accur ReIGR e bnI FREUERSINLEIDS desynchr oni zat i on 3162 obt ai ned

for each detection conpleknpatitietdodl6by of igaDbyacalcusiatgindi g, the
anount of desynchrani ion chroni.zati on_can_be

Z tlon, tTe anowg fO%S gesyg hroniz
obt ai ned nore aggﬁ%ﬁkﬁ -On ha-d&t &t iFort HcTr %§ Fr&gitt IRARTREFR can
be inproved, atdateversetgsubhbeddi pgrsiomngid sinclirginidatwaeer mark can be

made week fof tE%d%%FauéfW§|aHB_Q%g%?&ﬂglﬁQﬁHrQEYtoS%J&Fﬁaﬁ@gita' 20
wat ermark of small, quality deterioration cdn be realized.
reliability of detection, reliability of the whole
detection result can be made clear more accurately
compared with the case in which digital watermark is
embedded and detected individually and separately.
15 In addition, the spectrum spread sequence
length can be increased, so that digital watermark
can be embedded with higher reliability. This is
described as follows.
According to the before-mentioned document
20 --Susumu Yamamoto, Takac Nakamura, Youichil Takashima,
Atsushi Katayama, Ryo Kitahara, Takashi Miyatake,
“Consideration on evaluation of detectability for
frame-based video watermarking”, Forum on
information technology, FIT2005, J-029, 2005--, in
25 the case of digital watermarking using spectrum
spreading and correlation calculation, the detection
evaluation value indicating reliability of detection
in the sense of false positive of digital watermark
increases in proportion to the square root of the
30 segquence length of the spectrum spreading. On the
other hand, when digital watermark is embedded by
superimposing it on a plurality of frequency bands
like the present embodiment, it is necessary to
decrease energy of watermark signal for each
35 frequency band for suppressing the whole signal
deterioration. That is, when performing
multiplexing on n frequency bands without changing



In addition, when using the tenporal nodulation unit 130b and the tenporal
denodul ation units 210c and 210d as the tenporal nodulation unit 25 520 and
t he tenporal denodul ation unit 610, processes of tenporal nodul ation and
tenporal denodul ation for a plurality of frequencies can be perfornmed by
one-tinme Fourier transform so that processes can be perforned at higher
speeds. 30 [Eighth embodi ment] <Tinme nul tig4&i ng embeddi ng> In the
following, a digital watermark enbeddi ng apparatus and a digital watermark
detection apparatus of the eighth enbodiment of the 35 present jnvention are

descri bed. This t&@fSRFES® PE SAIBRnSIE TR RGN @ Xi% AR LSt er nar k
eﬂbe?q;nﬁ apﬁgrwmthduuiémmmgiﬁéjtWaﬁﬁﬁ?%dwmﬁrHBNR)de&mﬁﬂenbﬁ@@abﬁtus of
the fift enbodi_ngnt to e , .ntq.a.befare-input sig a ..
synchronizationgégﬂeﬁ%ﬁéﬁﬁgggfShpg%%u?%ﬁﬁﬁﬁ%iggn Sigtgﬁgtqﬂﬁl+guggsed on
a plurality of_pﬁaﬂmaaﬁ15V@nbem§Emgdlﬁt#hmmhencaﬁd wbtegc teniheddingnt  of
desynchroni zati gp Saodsgi_snélpe PerEgLEneRPeAdiNg aff; sdehechion sfdhgtently for

| arge anount of enbeddi ng. informati on. <D gital watermark, enbeddl ng
appar at us> 10 TH@@%%ﬁQ%ﬂlm%?@?ﬁQﬂRQEﬂ&ﬁﬁﬂgEPaBﬁSPQF&s1(ﬁnthe pr esent
enbodi nent has a confi guraktedrdsng kay the tihafook-mbatdigyiddl dyehrenar K

of the compl ox pattarIRGHEPARTbR LKA/ ReRREaa: oot Erbaaning:
processes of di @ittsaishiatia vay&maby Ryloe Kiitgiltata waTekeshi ¢hiyedok kg, appar at us
S cohur " SRS IO RO B0° RELAIVES, 62006 bl bl o o
frame-based video watermarking”, Forum on
information technology, FIT2005, J-029, 2005--, when
the embedding strength becomes 1/v¥n, if the original
image component that becomes noise for watermark is

15 small enough, the detection evaluation value of the
digital watermark becomes constant irrespective of
embedding strength (in Fig.l in the document, when «
becomes a maximum limit, that is, when the embedding
strength becomes large enough compared with the

20 original image component, E[p] asymptotically comes
closer to V¥1). 1In addition, when the original image
component that becomes noise for watermark is large
enough, detection evaluation value of digital
watermark becomes 1/¥n (in Fig.l in the document,

25 when o becomes a minimum limit, that is, when the
embedding strength becomes small enough compared
with the original image component, E[p] comes closer
to a straight line that passes though the origin
point).

30 As a result, compared with the case in
which watermark is embedded in a single frequency
band, when performing multiplexing onto n frequency
bands,

- if the original image component that becomes

35 noise for watermark is small enough, the detection
evaluation value of the digital watermark becomes
large in proportion to the square root of seqguence



the digital watermark enbeddi ng apparatus in the eighth enbodi nent of the
present invention. Step 1901) The conplex pattern generation wunit 110
generates an enbeddi ng conplex pattern 921 25 based on the received
enbeddi ng information 911. In this process, the enbeddi ng conplex pattern
921 is generated such that the enbedding_iggplex pattern 921 changes based
on enbeddi ng information for each one peri of the periodic signal
generated by the 30 periodic signal generation unit 131 of the tenporal

nmodul ation unit tAai e [ .0f the conplex pattern generation
1&?{8@5‘%1%4@%8{%@gpg%s%aj%% tenporal nodul ation unit 35

unit 110 are descri )02 '
130 generates an enmb&¥@mgiln tehe 9Z2diasdd apmporentonphage pdtatern 921

that is generat gdcByhelsh P! £3r PALESMA rICNSY ald Pfe UBhLuLH) and that is
stored in -152- the first storage, 150 tqQ store he_enbeddln% pattern 922
I

into the secondd€t6F&dO™M &Y 2kpat heToNadie I ¢ Fal WadGrRETh 98F 130
is the sane 5as hbat chlanigee dtenporat, nodul ation 5 unit 130 in the first

enbodi ment except r.a,.point that.the enheddi.ng pattern, 922 changes for

each period ac§8rgﬁﬁ§1#$%r1e%%%%ﬁapnﬁvggﬁﬁﬁ%& éY?%Pﬁ b&ffﬁﬁﬁ] & 25 by

the conpl ex pataern goodreat iaond uasta teBulll Bleteetivanp, ods htigrhtdre t enpor al

modul ati on Uni%ei%@ﬁﬂﬂi rgg?gmgglgFgggﬂygjs of other enbodinents may be
t te nod

used. For exanpl e, e oral = m ation unit 130b of the second
enbodi ment may be used, 3qit &fpor BY HodiiGthlon BALhod3d®@Hf the 15
si xth enbodigmenpbiBY niegusats $0ifexanpuet 19 ethd 9P3thTRememadsh ng pattern

el 12, The bRBEAAITy S ER he B289PRA IS iR eraPRE oy he ¢ emporal
nodul at i on desynchronization 3162 obtained for each detection
complex pattern 3161 to re-obtain, using this, the
amount of desynchronization, the amount of
15 desynchronization can be obtained more accurately,
and detection accuracy of digital watermark can be
improved, and reversely, embedding strength of
digital watermark can be made week for the same
level of detection accuracy, so that digital
20 watermark of small quality detericration can be
realized.

In addition, when using the temporal
modulation unit 130b and the temporal demodulation
units 210c and 210d as the temporal modulation unit

25 520 and the temporal demodulation unit 610,
processes of temporal modulation and temporal
demodulation for a plurality of freguencies can be
performed by one-time Fourier transform, so that
processes can be performed at higher speeds.

30 [Eighth embodiment]

<Time multiplexing embedding>

In the following, a digital watermark
embedding apparatus and a digital watermark
detection apparatus of the eighth embodiment of the

35 present invention are described.

This embodiment is an example for using

the digital watermark embedding apparatus and the



20 unit 130 and that is stored in the second storage wunit 160 to output the
enbedded signal 923. Qperation of the enbedding pattern superinposing unit
140 is the sane as that of the first enbodinment. 25 <Digital waternmark
enbeddi ng apparatus - conplex pattern generation unit> In the follow ng,
derails of operation of the conplex pattern generation unit 110c are

descri bed. 30 Fig.60 shows a configuratioﬁ*@%ﬁhple of the conplex pattern
generation unit in the eighth enbodinment of the present invention. The

conpl ex pattern eneration, u 10 cludes an _enbeddi pg_seque
gener ati on unit‘%ﬂ 5w3t86935£<é§§%. y2NePBPAGR togi%ﬁeaﬁlgﬁﬁedding
I nformati on diwehbqﬁlmmntlté amhtd»symt@ranbeébm@ﬁinguMemtgngéneaation
unit 115, and t g t n es the
enbeddi ng |nfopﬁ% I on g%ia § puts Hgggng gﬂl%dfzgfémbéﬁﬁﬁbérn 921.
Enbeddi ng conp r neérsa rdc R pattern
nmbeddi | datgEerhhgénds tblatﬂ?d Phrad E%§é§lb>tlft cohpE &
genegitlon U?:teﬁEQdeé @ﬁEBQHH%idHKéﬁ@'@QtE@tt@%J(Hd6Whﬂgofprocedure
i he o ght h 101CEUHRRE 20E Lofe St ARrEO | ROEAOLEN CRRARB08 5 idhe
synchroni zat i on ceerprenien géﬁ&b&bnﬂiyﬂﬁér115rgenammuﬁteoﬂy@mbeddun@tion
sequence 917 th%ﬁf%§fﬁ? Heternlned sequence of nunbers for

synchroni zation s of operation of the synchronization sequence
generation unit 115 ar e<DuG$§|a|1be@u%nI@ark Seebedddny BRPaMDRWEP Ng

informationg The digital watermark embedding apparatus
of the present embodiment has a configuration
similar to that of the digital watermark embedding
apparatus 100 of the first embodiment, but a part of
operation of the complex pattern generation unit 110

15 1s different.

Embedding processes of digital watermark
by the digital watermark embedding apparatus 100 of
the present embodiment are performed according to
the following procedure.

20 Fig.59 is a flowchart showing operation of
the digital watermark embedding apparatus in the
eighth embodiment of the present invention.

Step 1201) The complex pattern generation
unit 110 generates an embedding complex pattern 921

25 Dbased on the received embedding information 911. 1In
this process, the embedding complex pattern 921 is
generated such that the embedding complex pattern
921 changes based on embedding information for each
one period of the periodic signal generated by the

30 periodic signal generation unit 131 of the temporal
modulation unit 130.

Details of operation of the complex
pattern generétion unit 110 are described later.

Step 1902) The temporal modulation unit

35 130 generates an embedding pattern 922 based on the
complex pattern 921 that is generated by the complex
pattern generation unit 110 and that is stored in



dividing unit 114 divides the received enbedding 20 information 911 into a
plurality of pieces of partial enbedding information 916. Any nethod can be
used for the division. For exanple, the enbedding information 911 may be
divided by k bits in sequence fromthe top. 25 Step 2003) The enbeddi ng
sequence generation unit 117 generates the _enbeddi ng sequence 913 that is
a sequence of nunbers representing enbeddﬂﬁ&‘infornation. Qperation of the
enbeddi ng sequence 30 generation unit 117 is the sanme as that of the

enbeddi ng sequence neration unit 1 of the fiyst enbodj pent except for a
boint that the ERBedditiy SeureRte 1905 T s abBh FOPAGHT Hro1 KEbEn
plurality of pPéRedrdfo parei akcenbeddiorpganfbé®mati on 916. 35 Step 2004) The

conpl ex array generation ¢$%£a%1gﬁﬁg%§gg%?gﬁ&&%§%§&hﬁogﬂygyfggzgﬁ'Qn

sequence 917 generated by € synchroni sequence generation unit

115 and each enbé@dilfy thregurneeas1hgénafatierr byemRe rakh et g telence
gen?Latkfg Qﬂh?uﬁif'ﬂﬁq)iﬁetﬁéaFiQQEtéﬁﬁbdiﬁbn?nﬁﬂFéﬁﬁyﬂ%ﬁta(ﬁ?f%ﬁnﬁnts
on the - di mensi qQna c ex_array. [ of operation o e
conpl ex array ggﬁ‘z'r eor?@ﬁ?‘ggglfg Braéttfé’é’tﬁ%gdcﬁﬁflgﬁs 8% %3 wat er mar k
enbeddi ng apparpgmiodganqﬁg?ipgttarmhgemmhﬁddtmgntbmplswuﬁuttézmtip? 1%?
sequence gener agi,qn > nghro [ e i

generates the s%?ghéﬁﬁéﬁﬁﬁdﬁ ééqgeﬁc?qﬁﬁgé%ﬂifﬂgggglﬁ%ﬁ%ﬁ?ﬁﬁ%@e%@gg. The
synchroni zati onld€quence 115 is a 15 sequence of val ues used for

synchroni zatg on in the (ﬂg@t@heng gm@g<53%@5giQ@mggggqahw%dqgkign

generated Using &, Qs U M AnSor 8 MRoau S ior st el of other
embodiments may be used. For example, the temporal
modulation unit 130b of the second embodiment may be
used, and the temporal modulation unit 130c of the

15 sixth embodiment may be used, for example.

Step 1903) The embedding pattern
superimposing unit 140 superimposes, on the received
before-embedding signal 912, the embedding pattern
922 that is generated by the temporal modulation

20 unit 130 and that is stored in the second storage
unit 160 to output the embedded signal 923.

Operation of the embedding pattern
superimposing unit 140 is the same as that of the
first embodiment.

25 <Digital watermark embedding apparatus -
complex pattern generation unit>

In the following, derails of operation of
the complex pattern generation unit 110c are
described.

30 Fig.60 shows a configuration example of
the complex pattern generation unit in the eighth
embodiment of the present invention.

The complex pattern generation unit 110c
includes an embedding sequence generation unit 117,

35 a complex array generation unit 116, an embedding
information dividing unit 114, and a synchronization
sequence generation unit 115, and the complex



that the synchroni zation sequence does not overlap wth other enbedding
sequence. That is, assum ng 20 that the pseudo-random nunber sequence is
SPN={ SPN1, SPN2,..., SPNL} (L is a length of the sequence), the
synchroni zati on sequence s={sl,s2,...,5L} nay be determ ned as foll ows.
s=SPN={ SPNI, SPN2, ..., SPNL} (116) 25 <Digital_watermark enbeddi ng apparatus -
conpl ex pattern generation unit - conplex = '%y generation unit> QOperation
of the conplex array generation wunit 116 is simlar to that of the conpl ex

array 30 generation unit 112 in the digi wat er mar k enbeddi ppar at us
of e Tiret enti nehy. SphESAL LA Tt Tel DR FREAINET neteoRBPesRaRthy
generation unitinfereahiocgulféd eomblaxtputayshkeoemdmddioigt bemplex
synchroni zati on pgeg817 and the plurality of 35 enbeddi ng sequences 913
and generates the conplex _arrays such that the enbeddi ng conpl ex pattern
921 is successively smﬁtcﬁ@@edélQﬁﬂﬁp%ﬂ%ebePPG&Qﬂnt9ﬁpeﬁﬁgloﬁeriodic

si gnal gener Bt ecpdrycéfeepebyodhe sl ex gpattalrinoyadtatlBdnofinihe tenporal
nmodul ation unit 0._The_conplex arra neration.uni ;EG 5 _generates the
embeddi ng conplé&ﬁﬁit?ﬁ?np§§%%5$%é1?0¥%?$bﬂﬂné°pF5§%§%’ -°%Y30By a procedure
simlar to that pfotddureonpl ex array generation unit 112 in the digital
oL Toeacllo, a06er 8k KO 4 v SueheIOcETa Rl onog zohedtl 1o
the synchroni z&9RM 8% qRBAEE Ffe HENRT DL AR ¥NEES ins tkgﬁer@mlﬁég. 2) By a
procedure sipi | ampedimehtobrt kte Hr LWt exn@ehayd ogeneration unit 112 in
the digital watermark embgdding FARATALLS F00hLBNS {1 IS sequence
generation unit 115 generates a synchronization
sequence 917 that is a predetermined sequence of
numbers for synchronization.
15 Details of operation of the
synchronization sequence generation unit 115 are
described later.
Step 2002) The embedding information
dividing unit 114 divides the received embedding
20 information 911 into a plurality of pieces of
partial embedding information 916. Any method can
be used for the division. For example, the
embedding information 911 may be divided by k bits
in sequence from the top.
25 Step 2003) The embedding sequence
generation unit 117 generates the embedding sequence
913 that is a sequence of numbers representing
embedding information.
Operation of the embedding sequence
30 generation unit 117 is the same as that of the
embedding sequence generation unit 111 of the first
embodiment except for a point that the embedding
sequence 913 is generated for each of the plurality
of pieces of partial embedding information 916.
35 Step 2004) The complex array generation
unit 116 assigns each of the synchronization

sequence 917 generated by the synchronization



enbodi nent, the enbeddi ng conplex pattern Al, A2,...,Ak is generated based
on each enbeddi ng sequence 913 generated by the enbeddi ng sequence
generation unit 20 117, in which k indicates a nunber of enbeddi ng

sequences 913 generated in the enbeddi ng sequence generation unit 117, that
is, kis a nunmber of divisions of informatjon in the information dividing
unit 114. 25 3) For each one period of the'%%4Todic signal generated by the
periodic signal generation wunit 131 of the tenporal nodul ation unit 130,

the enbeddi ng conplex pattern s output r ated] y i t he fql.l ow ng
sequence. 30" Sp Sagna8 " eReka Gtk \ERS LG edch dmBetdind” "9 L pe
end indicates thestquércehlle gesiesiati¢drby tbpeambeddinghssqerace! e,
al though the embeddl pgr s6ATANDY RAH e SPLRBSALAN g sypghepg! zation 35

sequence 917 is Tepeated two tines and output, i éﬁ1 e repeated equal to
or more than thrideaginasy ppayts@dh @lemeets| onj heedliiless donsayiomal
digital -1565 wad&hpréek gg&ggtion !s performed in the digital watermark

detection apparatus assupging.that it is epeat ed luraljty of tines. The
enbeddi ng pattern is gengl?ggéésbé’séeo"p%r%{\lgﬁeOgnﬁg’cfgi‘?ﬁfn%%ﬁ%l BXThdttern 921
generated in therdozeioanundted Mayarandesheipaid drates. superi nposed on

t he before-enbeddi ng spgnalk 0 Enﬂ%f” i i ion_i s enbedded
inatim division ma%%ggktfg #g. ésﬁgmgﬂg%gg%a%ﬂ%gé%?@{é%gedw ng a
plurality of picxBPbeX| BpbtrEN @POMEhoBuYNyti m SYnhecri¢prsilen nanner.
As shown iniphe JdgQusgce gEBRAditiGPAIALERS generated from each enbeddi ng

compl ex pattern are conneched $9:8 Lo Psat Son BRSSO L on
bef or e- enbeddi ng si gnal
unit 115 generates the synchronization sequence 115
by the following processes.
The synchronization sequence 115 is a
15 sequence of values used for synchronization in the
digital watermark detection apparatus and is
generated using a pseudo-random number sequence such
that the synchronization sequence does not overlap
with other embedding sequence. That is, assuming
20 that the pseudo-random number sequence is
SPN={SPN;, SPN3,..,SPN;} (L is a length of the
sequence), the synchronization sequence

s={si1,S2,..,51} may be determined as follows.

s=SPN={SPN;y, SPNj,.., SPN.} (116)
25 <Digital watermark embedding apparatus -
complex pattern generation unit - complex array

generation unit>
Operation of the complex array generation
unit 116 is similar to that of the complex array
30 generation unit 112 in the digital watermark
embedding apparatus of the first embodiment, but it
is different in that the complex array generation
unit 116 configures complex arrays for each of the
synchronization sequence 917 and the plurality of
35 embedding sequences 913 and generates the complex
arrays such that the embedding complex pattern 921
is successively switched for each one period of the



<Digital watermark detection apparatus> Fig.63 shows a configuration
exanpl e of the digital watermark detection apparatus in the eighth
enbodi ment of the present invention. 20 The digital watermark detection
apparatus 700 shown in the figure includes an enbedded signal dividing
unit 710, a synchronization tenporal denngﬁlatlon unit 720, a

synchroni zation detection wunit 730, a syn Poni zed signal dividing unit
740, a 25 tenporal denodul ation unit 750, a detection |nfornat|on

extraction unit o r Y/ h t a t er mar k
detection appa é? {5%veégPﬁ§%%§%p§) dgéugﬁgF& g& %% put s

det ection |nforgﬁnﬁdﬁt¥§H2u@DtB}3ﬂh@ﬁM§be|Uﬁmp@r®3 mpﬁ@é@@Mﬂneﬁmhat t he
configuration igs3ghown such that information flows fromthe bottomto the
top to facilitate understgnding of correspondence to Fig.10. Digital
wat er mar k det ection proce 3mpésxtﬁéqﬁ%MQ%ﬂeE%PéPﬁankkn¥k i on
apparatus 70 agenepetfey nHtk asubeddiggt @dmiel 4:0! pawvt 8gnpoRcediy eché&ig. 64 is
a flowhart of gﬁg % |on of 5$% S157 digital watermark detection apparatus
in the eighth & 55t ? S?ésent invention. Step 2101) A portion of
t he enbedded signal 923 of) aBY eagphosadmres simwi pari bd shathe b ueei odi c

signal in the t naly ooy at 3 g I
enbeddi ng apparggﬁgl%bo IS @-é@ﬁeﬂatﬁgﬁfﬁ?ﬁg If%eghsrgﬁal |{% ng uni t

710 so as to oBP&PﬁW&ﬁﬁﬂ%@?ﬁd%hﬁgd68&@§iﬁﬁﬂ Bieofstbs £LFAE The
synchr oni zatg onembasmlrr@nt lch:de@mﬂal:iahh@n domple20p petEenhns pdeyemskd abhon on

Simi 1 o to that CBF CHEGIBMbHAT  BnBadNaI On Th 1592678 SCh e it el -
wat er mark  det esyhohrapgarait ien i aeghentier stereboi oentinis 115 is
generated.
2) By a procedure similar to that of the

15 complex array generation unit 112 in the digital
watermark embedding apparatus 100 in the first
embodiment, the embedding complex pattern A;,AR;,.., Ak
is generated based on each embedding sequence 913
generated by the embedding sequence generation unit

20 117, in which k indicates a number of embedding
sequences 913 generated in the embedding sequence
generation unit 117, that is, k is a number of
divisions of information in the information dividing
unit 114.

25 3) For each one period of the periodic
signal generated by the periodic signal generation
unit 131 of the temporal modulation unit 130, the
embedding complex pattern is output repeatedly in
the following sequence.

30 SP,SP,A;,Bs,..,Ax,SP,SP,A1, Rz, Ax,.. (117)

The .. at the end indicates that the whole
is similarly repeated.

In this example, although the embedding
complex pattern SP based on the synchronization

35 sequence 217 is repeated two times and output, it
may be repeated equal to or more than three times.
In such a case, it is needless to say that digital



15 obtain a conplex pattern as the synchronization conplex pattern 3813. By
the way, the synchronization tenporal denodulation unit 720 may be
configured to operate simlarly to the tenporal denodul ation unit in other
20 enbodi nents of the present invention. For exanple, it nay operate
simlarly to the tenporal denodul ation uni% 210c of the second enbodi nent.
Step 2103) The synchroni zation detection ~&RPt 730 obtains the anount of
desynchroni zation 25 3814 for the synchronization conplex pattern 3813 that

is obtained in 102 b ocedure simlar .to_the synchron zation
detection unit %%%géﬁﬁékag%?%?#éﬁgméfeﬁ%ﬁ%?ékﬁ%c%?oE%Sbﬁgﬁﬁﬁﬁgi300 in the
fifth enbodi nenwatarmark hdeagothenotppesiatols obs saniog ddaiotit bes obt ai ned

in the synchronigali:qndef 661 pR1 4Rkt o £73Qpdde process returns to step 2101
so t hat processeg gfe repggt%d %oryaﬁ enbghded signal one period after. 35

Detail s of operation of thehesSHeRASATZaRdT R etfi GRNEXIAL B PaFed
described I|mtebn the8-enBedd 2A§4ompe ey Pttt zed2si gealerditddi g unit 740
di vi des the enbﬁﬁded skgﬁgl 923, ehrom a ¥8§Jtion sh%Fted hy the anount of
desynchr oni zat i 6RE38PA GHERT AEHCPRdsFay 2 F0S tH° PEEFEAS HS he same as the
peri od of the penpediimpsigardloni hhehbetfemporanibeddihgt sagnadi,t d30thétt he
digital water acYeYelol! a : 100, bt: ai .éﬁﬁ%hronized
parti al signalgﬁgélg.the ﬁﬁ%%e?ﬂgégﬁaﬁﬁéﬁlf§§tI@§%gﬁ%8aéﬁt%é nunber of the
pi eces of the 161¥HSePd METREBr mati on di vi ded by the enbedding information

dividing unig 114 of the dfitel shawer B ke.oMeTdi Rgrappdetiding 09. Details
of operation Ofp&ﬂ%§¥g¥¥"§ Igfgces of information continuously in a
time division manner. As shown in the figure,
embedding patterns generated from each embedding
complex pattern are connected so as to be
15 superimposed on the before-embedding signal.
<Digital watermark detection apparatus>
Fig.63 shows a configuration example of
the digital watermark detection apparatus in the
eighth embodiment of the present invention.

20 The digital watermark detection apparatus
700 shown in the figure includes an embedded signal
dividing unit 710, a synchronization temporal
demodulation unit 720, a synchronization detecticn
unit 730, a synchronized signal dividing unit 740, a

25 temporal demodulation unit 750, a detection
information extraction unit 760, and a pattern
storage 770, and the digital watermark detection
apparatus 700 receives the embedded signal 923 and
outputs detection information 3812.

30 By the way, in Fig.63, please note that
the configuration is shown such that information
flows from the bottom to the top to facilitate
understanding of correspondence to Fig.10.

Digital watermark detection processes by

35 the digital watermark detection apparatus 700 are
performed according to the following procedure.

Fig.64 is a flowchart of operation of the



signal dividing unit 740 are described later. 15 Step 2105) The tenporal
denodul ation unit 750 denodul ates each of the synchronized partial signals
3817 divided in step 2104 into a conplex pattern by a procedure simlar to
the tenporal denodul ation unit 210 of the digital watermark 20 detection
apparatus 200 in the first enbodi ment, and _the conplex pattern is stored in
the pattern storage unit 770 as a detectib%ﬁ%bnplex pattern 3815. By the
way, the tenporal denodulation unit 750 may be configured to operate

simlarly to the,25. tenporal denmodulatiop.unit _in other enbpdi nent f the
o asent Tnvent | O EbRTogararatil Q8L LEE: 8 ek A PEOEREE gheN . 1y
to the tenporal thodﬂmbati@¢|ﬂﬁe Pdesent thyesdciond. enbodi ment. Step 2106)
The detection information @Q%?djfﬁgjqﬂ ggk%iggpdgngﬂgs%ﬂgéagg on

e c

information for each_of the tection nplex patterns : obtained in
step 2105 by a prbgedlr 823 @fl & kenghle saeeecas &he Morhadi 64 &ker action

unit 220 of she pé&‘ﬂb&ig‘ib walerdmrin dehect bfpoaRRamdisl 209chnukhe 3BJ i rst

enbodi nent, and IP gﬂdigton ta that, the, de eg%{on inforna%ionléétnaction

unit 760 connect% EhdgedAl o T B Rt PBR eSS RRPEhatHA0LE V. i5d-

detection infornmipphi8dl2c Ddtaidmbeaddegesagnadl afitiminetentitod10 so

informati on extr t£8n03953n7gjﬁg f@@Cé#ﬁgg&égegiqnéijg%%gl wat er mar k
za >Tn

detection apparatus 5 synchroni ion_detection uni . e foll ow ng,
details of operation of tR&EeRyFtdhi Taei sHngdrend st iont tegposed

described. j@per@dhoaulhtibe WG PNY 235 0B rifd! M Vit L of38nl & m | ar

watermark det ediFbhiapaRRECResh 1H hedPRA FiSHBGH bt S CBa: 210k B

different in theafptbovdngep@iniilar to that of the temporal
demodulation unit 210 of the digital watermark
detection apparatus in the first embodiment to

15 obtain a complex pattern as the synchronization
complex pattern 3813.

By the way, the synchronization temporal
demodulation unit 720 may be configured to operate
similarly to the temporal demodulation unit in other

20 embodiments of the present invention. For example,
it may operate similarly to the temporal
demodulation unit 210c of the second embodiment.

Step 2103) The synchronization detection
unit 730 obtains the amount of desynchronization

25 3814 for the synchronization complex pattern 3813
that is obtained in step 2102 by a procedure similar
to the synchronization detection unit 320 of the
digital watermark detection apparatus 300 in the
fifth embodiment.

30 If the amount of desynchronization cannot
be obtained in the synchronization detection unit
730, the process returns to step 2101 so that
processes are repeated for an embedded signal one
period after.

35 Details of operation of the
synchronization detection unit 730 are described
later.



The conplex correlation value calculation wunit 322 in the fifth enbodi nent
cal cul ates conplex 15 correlation for the conplex nunber sequence
configured based on the assunmed enbeddi ng sequence. |In contrast, the
conpl ex correlation value calculation unit 322 in the present enbodi nent
cal cul ates conplex correlation for conpl ex nber 20 sequence configured
based on the synchronization sequence 917 1g8ner at ed by the synchronization
sequence generation unit 115 of the digital watermark enbeddi ng apparat us

110c. In addition, when th e 25 a te val ue 1513 does not
exceed a predeterm ned gggﬁo go%ghgh bﬁr?§%F8ﬁ FetB8 71 on maxi num
val ue determ natiioridirig Gnmtdéﬂ@rdumadqaumhehembsﬁdemr@mgnﬁloﬁZBDUId not

be detected so tehaf, id ©oes: Dok QHEQ@é§nya@pgngmanQe chroni zation 1502
30 As nentioned before, processes are perforned repeate unt|I t he

amount of desyREEYAHTERTHRa8EeR P8 ldhrhttnedninhatem Ry gRal that
i s successi vgl yl@:lmtgtnuttlby fanengsh tofe pmelqneroﬁdtha pmlemmaﬂdeﬂgﬁhgnal

dividing unit 710, hat e ed. si ha CCesSsi anned
unti | t%e synch#gnﬁi ?ﬁ aﬁ nﬁng‘anti gﬁﬂh @% ﬁ?é %E $he ‘y %ﬁﬁf
Fig.62, the -16®atanmidt nempaddéng @ppAarEironi k&Q»OﬁOpatst é:rcn"Obtlalﬁl g.62)
confi gured f romglberpilyol gaktoISequenets 3617CRAR" Blnigl O Thus, even

t hough the process I s  start rom an nlng I's not synchronized 5
bef or ehand, onl Yhe¢hers or® n§alRe asr Perebdoby thgemigfes efctheal Iy

shifted syncr Oéhmtddlmcj)aiﬁﬁbﬁmaﬁﬁ.oﬁneilﬁﬁfd&ﬂ b$ tRENdmEeEnREIm®r later, so
L2 2 Yoo 2alon pal {910, 3R DB ol ot o Poh gl I the oaoe o
synchr oni zat i onwpdtemmar hhetheeddihgi agarateidHyl00.
Details of operation of the synchronized
signal dividing unit 740 are described later.
15 Step 2105) The temporal demodulation unit
750 demodulates each of the synchronized partial
signals 3817 divided in step 2104 into a complex
pattern by a procedure similar to the temporal
demodulation unit 210 of the digital watermark
20 detection apparatus 200 in the first embodiment, and
the complex pattern is stored in the pattern storage
unit 770 as a detection complex pattern 3815.
By the way, the temporal demodulation unit
750 may be configured to operate similarly to the
25 temporal demodulation unit in other embodiments of
the present invention. For example, it may be
configured to operate similarly to the temporal
demodulation unit 210c of the second embodiment.
Step 2106) The detection information
30 extraction unit 760 obtains detection information
for each of the detection complex patterns 3815
obtained in step 2105 by a procedure similar to the
detection information extraction unit 220 of the
digital watermark detection apparatus 200 in the
35 first embodiment, and in addition to that, the
detection information extraction unit 760 connects
each detection information to output the whole



frame. Thus, the process can be perfornmed on a period by period basis,
search for the synchronization pattern can be perforned efficiently. 15
This manner is shown in Fig.65. <Digital watermark detection apparatus -
synchroni zed signal dividing unit>1In the follow ng, details of operation of
t he synchroni zed signal dividing unit 740 are 20 described. The synchroni zed
signal dividing unit 740 divides the enbeaaéa'signal 923 by one period from
a synchroni zed position based on the amount of desynchronization 3814

obt ai ned by the ﬁS s§@chroni%%%%on deteébi%n unit 730. That is, the
synchroni zed si gf&FEHCH A T2 548%p8PR6rms  di vi di ng by ski pping the
enbedded signal 923 by the Detroubh¢ of dpsyadhiraomichttbe d8técatiohmB 2rr 30
or going back by; frglnat i Sibeddedoni adl b S LhBLCklpeAn R Lyt out

by one period whi erng . sy oni zed wth , Ing pattern. By the
way, dependi ng on det ectGléditiad natermerk SApt@FtolPR a@PBATBAMSern, there

may be a casg 3§yhBhwonilzaa 1P gypebeednzegipartial signal 3817 -161-
chvided by the synohron zed ¢1g0al e 1YL GRS, UL TP b2 Bosection, were the
synchroni zed patheabysicnaini3Hd7ios desecttiiom wheie A30i aste Mendeildedg
Zeq“e”Pe I's embedded. This é%&&ﬁsbkyth%?EghﬂhﬂF P¥a£%§h”§e€%ﬁ¥{bn
etection of synchronization sequence or correspondi ng enpeddi ng Sequence
for each sectionuniy déing s Hiimi baghtseéhiadn dorthes ppriarhgonigato @ach
enbeddi ng sqqguengeteetGdh QUHiw@sS32heofsyRehianyza pasteahagikgnal 3817.
detection apparatus 300 in the fifth embodiment, but,
it is different in the following point.
The complex correlation value calculation
unit 322 in the fifth embodiment calculates complex
15 correlation for the complex number seguence
configured based on the assumed embedding sequence.
In contrast, the complex correlation wvalue
calculation unit 322 in the present embodiment
calculates complex correlation for complex number
20 sequence configured based on the synchronization
sequence 917 generated by the synchronization
sequence generation unit 115 of the digital
watermark embedding apparatus 110c.
In addition, when the value of the
25 absolute value 1513 does not exceed a predetermined
threshold, the synchronization detection maximum
value determination unit 324 determines that the
synchronization could not be detected so that it
does not output the amount of desynchronization 1502.
30 As mentioned before, processes are
performed repeatedly, until the amount of
desynchronization 3814 is obtained, on the embedded
signal that is successively cut out by a length of
one period in the embedded signal dividing unit 710,
35 so that the embedded signal is successively scanned
until the synchronization sequence is found.
In this case, as shown in Fig.62, the



<Digital watermark detection apparatus - detection information extraction
unit> In the follow ng, a configuration exanple 15 of the detection
information extraction unit 760 is shown. Fig.66 is a configuration exanple
of the detection information extraction unit in the eighth enbodi nent of
the present invention. 20 The detection inf rnatlon extraction unit 760

i ncl udes a detection sequence extraction ThPP 761, a correlation val ue
calculation unit 762, a naxinumvalue determnation unit 763, a detection

i nformation re-cog guratl uni t d a.2b detectlggslnuprnatlon

connecting unit 785, “ahd e t%@ReZtFXHC ﬁﬁ&%ﬁﬁﬁ%ﬁPeQ? ton *dhit 760
recei ves the dEigeﬁEdnannﬁmgmrgdtfeom 3885 sy loce pues tilke aﬁﬁuﬁn¢©n

i nformation 3812 Egpggg @eFlgTﬁﬁs plﬁ%§? ﬁhghe Qdes s

configuration is shown suc i nformati o ron1th botton1to t he
top to faC|I|ta§EarEﬁ§e@ﬁ9ﬂuﬁW© %%méﬁgr§§ﬁ6ndéhd§7EOSFPQhG@nﬂﬁﬁimt|on

l nf?rgg'(t)l on &th@ﬁbkgﬂahrdgcgﬁﬁ zy éb@o&ﬁ{tﬁﬁj I1He | pFOEBREI edd ???ﬁrl OR t

uni are erf.orme q procedur e. omc ar

of operat; on of SERGCAaePectH SRt bY raREoh Sk A B BARELOR AL b

-162- enbodi nrent fobneheeprigsknts | Hivendi sponSrep22Ddyetrp eacthaft tahe

detection sequg ﬁ8h§655%§ﬂ%§ht§'£tggﬁ Ck%eﬁéﬂ&%%é?£8§ val ue calculation
i d and’

unit 762, the maxi num val ue ermnation unit ‘the detectjon
information re-configuratficdh *FREPY84, inh&hearaase @bt Bédeen siigiak mati on

3615 i s obfiai negnay ther NGIE NG PI pSCREES netiddanry 6o 09ERRLKOT A ach
correspondi ng un;j t E t.he detect|o€ |nfo§ tio JHétractlon _unit 220 in the
10 digital wat et HRFRTABLEAT IR Hpar&Fls ¥2gd Sofs Y

frame. Thus, the process can be performed on a
period by period basis, search for the
synchronization pattern can be performed efficiently.
15 This manner is shown in Fig.65.
<Digital watermark detection apparatus -
synchronized signal dividing unit>
In the following, details cf operation of
the synchronized signal dividing unit 740 are
20 described.
The synchronized signal dividing unit 740
divides the embedded signal 923 by one period from a
synchronized position based on the amount of
desynchronization 3814 obtained by the
25 synchronization detection unit 730. That is, the
synchronized signal dividing unit 740 performs
dividing by skipping the embedded signal 923 by the
amount of desynchronization 3814

TAG
2

30 or going back by T-At on the embedded signal 923, so
that it can be cut out by one period while being

synchronized with the embedding pattern.
By the way, depending on detection timing
of the synchronization pattern, there may be a case
35 1in which a top synchronized partial signal 3817



first enbodinment. But, they are different in that processes are perforned
for each of input detection conplex pattern 3815, and the detection
information re 15 configuration unit 764 outputs a plurality of pieces of
partial detection information 3615. Step 2202) The detection information
connecting unit 765 connects the plurality of pieces of partial detection
i nformati on 3615 obtai ned by 20 the det ect ir@®Linf or mat i on re-configuration
unit 764 so as to configure and output the detection information 3812.

Connecting of the.pl.urality of pieces of . partial_ detecti.on _inforpati 3615
is a reverse 25 %ﬁ&ﬁﬁéﬁcﬁdeQ?dFHBC§F8 °q S t9BAentéddi gi?ﬁggnggﬁon
dividing unit 114sofa tdectigmtwhereattéenmyin cnbenizagiappaesatusncdois
exanpl e, when it _ i i i ded. ihnt o u K.bi i e t he
front part of theen{g%bﬁfeac%?’ngg?%f%rCn%t%igqﬁ%(lwfll:%nlp?,%ﬁ?hgoén%mgéﬁ%gmtion
dividing unit 11®antial pibgeslof8pdr disala Faekeiepnvharer atiigstay be
connect ed in sequameRIdit hesqaentegYkatdntt ExadP! eThf st Rardivh tadsily
wat er mar k det ecti.on 3P ar%iuag 35 In the above xanB%e, al t hough an exanpl e
is shown in whi cReMHE “E‘;ch % TEYLB9gn A9 iR FRGSCHAPE P40 di vi des the
enbedded i nf or maiyore Hnorai z4d68en| spgulenafe ane pertredponkdmnd hammodgiry array
generation unit g%ggghéguﬁgqggééh @@E%Egﬁ{k enbeddi ng apparatus 100 enbeds
I"ex” " pat ondi hg t

t he enbeddi ng conp ern_correspon o the synchronization 5
sequence such that it repedt¥ dguap t&isr MAE tpaAtipgucaynRsRORGENT

synchroni zed ¢i gRal edicH dm¥eddihg $4Guahcdi vé desttbatereddpd signal by a
| ength of a plug%géﬁgégi éﬁ'gggtigq %q%ﬁg(ng%f§§nple, al t hough an exanpl e
<Digital watermark detection apparatus -
detection information extraction unit>

In the following, a configuration example

15 of the detection information extraction unit 760 is
shown.

Fig.66 is a configuration example of the
detection information extraction unit in the eighth
embodiment of the present invention.

20 The detection information extraction unit
760 includes a detection sequence extraction unit
761, a correlation value calculation unit 762, a
maximum value determination unit 763, a detection
information re-configuration unit 764, and a

25 detection information connecting unit 765, and the
detection information extraction unit 760 receives
the detection complex pattern 3815 and outputs the
detection information 3812.

By the way, in Fig.66, please note that

30 the configuration is shown such that information
flows from the bottom to the top to facilitate
understanding of correspondence to Fig.60.

Detection information extraction processes
by the detection information extraction unit 760 are

35 performed by the following procedure.

Fig.67 is a flowchart of operation of the
detection information extraction unit in the eighth



10 is shown in which the enbedded signal dividing unit 710 divides the
enbedded signal 923 by one period, the enbedded signal dividing unit 710
may di vide the enbedded signal by a length of a plurality of periods after
determ ning a head position in the 15 repetition when the conplex array
generation unit 116 of the digital watermark enbeddi ng apparatus 100
generates the enbeddi ng conplex patterns < %@sponding to each enbeddi ng
sequence such that the enbeddi ng conpl ex patterns continuously repeat 20 by

a length of a plurality of ti as shown_in the_ .follow ng exanple.
SP, SP, SP, SP, A1, £10hed ?PL.OEE% §Fegent 1pYeBF 198y deternining the head
position in the repetitioffep 2&Plg simreéaphi ntf dheordetpectbdni s 25 al ready

obvi ous based ofdde. ATRUL9hcrdRSY NN ) 6311 PR 3TALrd {2 £80006293% | Y

determ ned by tryrng det’ect, the synchroni Zati on sequence
correspondi ng erfirebei hgt seguiRdd A2 edehe sBaKLBHM MPatUg s cut apart as one

period length. 3b+haiAgtebhstindt of 6 ®i ShE ht pebeditERI on ACRE69AG ilod t he

di gital watermark enbﬁddlgg appar at us ?gg tgg di gital wa ernagk detection

appar atus of thd $redeht IBrBEdCReM by’ ©enbElEi RG Tt FeERBEIA Ng

information thatirnSodbatibheBénts fir olaicdhisedt bgn pefr fidemthgnpkoce saels e

di vision manner s juoh, ampynt, gt nfieddi ag. . Laf ALIRLION. Ca, be, gapedded int o
ndrgrta P 3¢ Si nc

the signal. -164> al"“wat ermar k™ 'de i 6n, “si'nce Synthronization for
a start point ofttehedpeetbdopadnisrmaionnedteasitiipn symcthroAPzani ¢lhecan be

performed effi Cifindd ¥z BNflaBbrMaglk RALS00ASapPat 4L U 06l gt ghevat er mark

w t hout using a round robin, nmethod for trying each shift anount
successively, thd#istsempPeaigeatple, in the case of video signal, a nethod
for searching for the syncBuepi z#ddyrast odfferent in that processes

are performed for each of input detection complex
pattern 3815, and the detection information re-

15 configuration unit 764 outputs a plurality of pieces
of partial detection information 3615.

Step 2202) The detection information
connecting unit 765 connects the plurality of pieces
of partial detection information 3615 obtained by

20 the detection information re-configuration unit 764
so as to configure and output the detectiocon
information 3812.

Connecting of the plurality of pieces of

partial detection information 3615 is a reverse

25 process of dividing process in the embedding
information dividing unit 114 of the digital
watermark embedding apparatus. For example, when it
is divided into groups of K bits in sequence from
the front part of the embedding information 911 in

30 the embedding information dividing unit 114, the
pieces of partial detection information may be
connected in sequence.

<Other configuration example cf the digital

watermark detection apparatus>

35 In the above example, although an example
is shown in which the synchronized signal dividing
unit 740 divides the embedded information by a



by perform ng matching every one frane shift. 10 In addition, as a nodified
exanple of the digital watermark enbeddi ng apparatus of the present

enbodi ment, the synchroni zati on sequence may be enbedded such that the
synchroni zation sequence is superinposed on each enbeddi ng sequence. That
is, 15 the enbedding pattern generated fromthe synchronization sequence is
added to the enbedding pattern generated-£f8m each enbeddi ng sequence so as

to perform enbedding as follows. SP+Al, SP+A2r SP+A3 ., SP+Ak, SP+Al,
20 When enbeddlng is_perforned |ike th| in ste gl when detecting t he
synchr oni zat i on1§8§k&n &S, qqﬁep%QHEHVOH |§ﬂ?$ g€ 8&¥3e detected

accurately u5|ggnenmﬂﬁdnnuﬁﬂtanmanbfotdéuﬂxgﬁmmdedaségmﬂrHor det ecti ng
t he synchroni za t e ) 923

into a length t%hggsane%gqﬁﬁ#MéPBQ d%% %?#éﬂé“k%%l%ﬁg?%%%%% &éﬁﬁﬁ%xanples
al ready expl ai nedfteaeh O@ﬂmmgdsequé@cetha:aﬁwmhu@nézaédowy di viding the

embedded si gnal seBagedeO s ddie @I'i@’e'nﬁ.t()fr 'E éZaEbOBromcﬁ!@%%Q from
t he synchroni zati on sequence. Ni nt h <Orthogonal transform

regi on enbeddi ngSUFn t 3mﬂqQﬁu%§nCQr8P@4ﬁﬂ %&ﬁ%ﬁ hafkvVigHne it appar at us
in the ninth enbadi Myt disridds derer ehddddete PIi@seDt bgnbodigiRith shpve

anot her conflgu atlgﬁtexaggle of &he digital watermark -165- enbeddi ng
apparatus in t B HiPst™ "o Fieht © §Elg|tal wat er mar k enbeddi ng appar at us>
Fi g. 68 shows a conflguratﬁbh'@k@n@bevefemampkhglahthmaghrﬁ@rbXﬁMpmmlng

appar at us gng “ﬁg Shohal Ld Wi@ﬁ”@ﬁ% @ﬁ&:%@decd‘ %&i‘t Hiv‘ﬂ&t tnhge
enbodi nent of the present I nventi on. t er mar k
appar at us divides the embedded 51gnal by one perlod,

the embedded signal dividing unit 710 may divide the
embedded signal by a length of a plurality of
periods after determining a head position in the

15 repetition when the complex array generation unit
116 of the digital watermark embedding apparatus 100
generates the embedding complex patterns
corresponding to each embedding sequence such that
the embedding complex patterns continuously repeat

20 by a length of a plurality of times as shown in the
following example.

sp,sP,Sp,SP,A;,A;,RAy, Az, .., Ay, Ax,SP,SP,.. (118}
For determining the head position in the

repetition, since a start point of one period is

25 already obvious based on the amount of
desynchronization 3814, it can be easily determined
by trying to detect the synchronization sequence or
corresponding embedding sequence for each section
that 1s cut apart as one period length.

30 <Characteristics of eighth embodiment>

According to the digital watermark

embedding apparatus and the digital watermark
detection apparatus of the present embodiment, by
embedding partial embedding information that is

35 different for each section of the signal in a time
division manner, much amount of embedding
information can be embedded into the signal.



800 in the present enbodi nent includes a conplex pattern generation unit
810, an enbeddi ng pattern 10 superinposing unit 820, a before-enbeddi ng
signal transformunit 830, an enbedded signal inverse transformunit 840,
and a first storage unit 850, and the digital watermark enbeddi ng appar at us
800 receives the enbedding information 911 and the 15 before-enbeddi ng
signal 912 and outputs the enbedded signatrl€23. In the follow ng, operation
of the digital watermark enbeddi ng apparatus 800 is described. Digital

wat er mar k enbeddi ng processes 20 the digital t ermar k enbeddi ng
apparatus 800 are perfornéﬁ“nggﬁEa oﬂﬁﬁéiﬂfiﬁg@%ﬁﬁ?@?ophgﬁﬁPQ% a

flowchart of opesghictircafiddteiodi §orakh watarmgskivtbeddong aEadred usahn the
ninth enbodi neni _o tQQ ese i hyenti S . 230 The conpl ex
pattern generati%ﬁ Ehit1@%3§g€%3¥g&ésggﬁﬁgéﬁhk%%glégn%%g&Qﬁ%ttern 4021
based on the recpevrddraesbdif hjciahbiyatineh axlihigh speed isto ias the first

storage unit 5850de|€%%e$ﬁt‘i;ﬁi@élt@§t€9%|r%x VISR 301 H8N8 #duy %Eiﬁéo

are the sane as those of e conplex %gttern generation unit 110 in t
digital water maPRE8Me ANt BpbRPatds o e fameEnt egHsFEfSitVe i ep 2302)
A signal of a | enghh dfs,a 856 peedrpeen ned tIrctdHee ToFSvicea widyddDm dhe

Cranst or m uni t I6EHORT drts BHa B HBRS Al I SCTATALORGURAR™ rHEtBH m f or
each position (xbyxperfonmirng métchhegsestsmn obe af nanei shdtfep 2302 to
perform freguency deconposiiiodqle;ghtail & tysust pegedxanpaldr s epheddi ng
signal 4022. Details of operation o% the before-
digital watermark embedding apparatus of the present
embodiment, the synchronization sequence may be
embedded such that the synchronization sequence is
superimposed on each embedding sequence. That is,

15 the embedding pattern generated from the
synchronization sequence is added to the embedding
pattern generated from each embedding sequence so as
to perform embedding as follows.

SP+A;, SP+A,, SP+A3, .., SP+A, SP+A4, ...

20 When embedding is performed like this, in step 2101
when detecting the synchronization sequence, the
synchronization sequence can be detected accurately
using a sufficient amount of the embedded signal for
detecting the synchronization sequence without

25 dividing the embedded signal 923 into a length the
same as the period of the periodic signal. Like
examples already explained, each embedding sequence
can be detected by dividing the embedded signal
based on the amount of desynchronization obtained

30 from the synchronization sequence.

[Ninth embodiment]
<Orthogonal transform region embedding>
In the following, a digital watermark
embedding apparatus in the ninth embodiment is

35 described.

The present embodiment shows another
configuration example of the digital watermark



enbeddi ng signal transformunit 830 are described Ilater. Step 2304) The
enbeddi ng pattern 10 superinposing unit 820 superinposes the enbeddi ng
conpl ex pattern 4021 obtained in step 2301 on the transfornmed

bef or e- enbeddi ng si gnal 4022 obtained in step 2303 to obtain before inverse
transform enbedded signal 4023. 15 Details of operation of the enbeddi ng
pattern superinposing unit 820 are descri béfAater . Step 2305) The enbedded
signal inverse transformunit 840 perforns one di nensional discrete inverse

Fourier transform.for.each_position 20 (x1,x2....,xN. 1) for the before
i nver se transfoﬁﬂb%§ﬁkﬂﬁeaggﬁﬁﬁ u§ﬂiﬁ3€%&a§%§8tiﬁmgiﬂf%ﬁ&ﬁ: Details of
operation of the enbeddedDsggnall iwaterweaxk apsbedmimg tappratesdescri bed

later. 25 Step 2306) Stepsp2303s230R, & 'EPRRI§Hratlldd dfmple of
before-enbeddingﬁéégnal 912 ?s all  processed, ngSital wat er ?koenbedding

apparatus - bef hEHER Agvatgraa ik R 0EI PPAFaAtHS RNEoEh8wi ng,

details of operaigntof wiberheier eretdretlbnoapparalt s ansfoa HDhth830 are
descri bed. The befon;.enb ddi_n i gnal transforg&unit 830 performs one

e SI%
di mensi onal di s&GTREFBRT eP L350E HTFTIH oh?YRBTdPal of the section T
extracted fromthe beforeThrbdddiirg lsiwaiad r9d Pkt emperddirmy dppguehap

PRk Pons PRL A A BERLBLLRY D ddspeshEat ) mftbicyl 1y
X2,..., xN-I, tpatmygxgereratioopnynity §50onandembesidiisd pattern

10 superimposing unit 820, a before-embedding signal
transform unit 830, an embedded signal inverse
transform unit 840, and a first storage unit 850,
and the digital watermark embedding apparatus 800
receives the embedding information 911 and the

15 before-embedding signal 912 and outputs the embedded
signal 923.

In the following, operation of the digital
watermark embedding apparatus 800 is described.

Digital watermark embedding processes by

20 the digital watermark embedding apparatus 800 are
performed by the following procedure.

Fig.69 is a flowchart of operation of the
digital watermark embedding apparatus in the ninth
embodiment of the present invention.

25 Step 2301} The complex pattern generation
unit 810 generates an embedding complex pattern 4021
based on the received embedding information 911 to
store it in the first storage unit 850.

Processes of the complex pattern

30 generation unit 810 are the same as those of the
complex pattern generation unit 110 in the digital
watermark embedding apparatus of the first
embodiment.

Step 2302) A signal of a length of a

35 predetermined section T is received from the before-
embedding signal 912.

Step 2303} The before-embedding signal



di screte Fourier transforned as follows to obtain rl (xlrx2,..., xXN1r u) r
T-1 29 77(xl1,x2,...,xN1,u)=-2:1(x1,X2,...,xNJ,t)e T (119) t-0 10 wherein
T is a predeterm ned nunber of sanples. The r1(x1,x2,...,xN1,u) is output
as the transforned before enbeddi ng signal 4022. <Digital watermark
enbeddi ng apparatus - enbedding pattern superinposing unit> 15 In the
fol |l owing, details of operation of the emb®®di ng pattern superinposing unit
820 are described. The enbedding pattern superinposing unit 820 adds N1 -
di mensi onal enbeddi ng conpl ex ern _20 4021 geperated by_the conpl ex
pattern generai?BﬁnﬁﬁPFm8 Hﬁfgg ReHf RENSi GRS %ﬁﬁ@b%Pg} g&@ﬁ?@?ﬁ%nding
to a specific frequéacytrahstfiternN fodi arohi poali ttirans{or,ned .hefie efibeddi ng

signal 4022 o LN h jenmpeddi.ng -Sj t m 25 unit 830
so that they a?%ﬁ%u%gFgéﬁésgﬁﬁﬁgﬁ%%?hgg ggﬁ@déﬁ%%pgg%tééﬁféEEErinposing uni t
820 out puts, asfregeebetvodedompasitieansboohmtanieducrangharmegl3, the

whol e N-di mensigoal rai dhdleddiGlg/d fgndheqobpequency of the result of
superinposing. 30 It is descrihbed %fncretely in the follow ng using an
f

equation. Assuning that tHe%3nsiok neRebetdred dntfdidingtergnal 4022

obt ai ned by t heeihieéqdéngertieddiIng: Sageabrin aniftorsBlNie 888skgibed
rI(xl,x2,...,xhié%g§- 1,u), and that the enbeddi ng conplex pattern 4021
obtai ned by the conplex pattern generation unit 810 is P (xi, x2,..., XN.1)
, and that the before invéts® 23bhsfBhen embeddahgipmtenn23 is g (x1

e, e JuRs i bpebing wdl q ) SR Eoses Kng) e BORREL. 0
complex pattern 4021 obtained in step 2301 on the
transformed before-embedding signal 4022 obtained in
step 2303 to obtain before inverse transform
embedded signal 4023.

15 Details of operation of the embedding
pattern superimposing unit 820 are described later.

Step 2305) The embedded signal inverse
transform unit B840 performs one dimensional discrete
inverse Fourier transform for each position

20 (X1, %24, X5-1) for the before inverse transform
embedded signal 4023 obtained in step 2304.

Details of operation of the embedded
signal inverse transform unit 840 are described
later.

25 Step 2306) Steps 2303-2305 are repeated
until the before-embedding signal 912 is all
processed.

<Digital watermark embedding apparatus -
before-embedding signal transform unit>

30 In the following, details of operation of
the before-embedding signal transform unit 830 are
described.

The before embedding signal transform unit
830 performs one dimensional discrete Fourier

35 transform on the signal of the section T extracted
from the before embedding signal 912 to perform
frequency decomposition.



n(x, X, , x,u) (Wien u # uo) 5 (120) In the equation, * represents conplex
conjugate, uo is a predeterm ned frequency, and U is a nunber of frequency
sanples. That is, here, u=u0 and u=U-uo are selected as the N-1 di nensi onal
pl ane 10 corresponding to the frequency uo. By the way, the reason for
provi di ng conjugate conpl ex nunber of P by u=u0 and u=U-uo is that the
signal obtained as a result of discrete i nY&/3se Fourier transform becones

a real value. 15 In addition, simlarly to the case of the enbedding
pattern superinposing unit fi,rst emnbodi men is, a strength

140 of th t, a
paraneter, and may be confilgdr&y %%f%8wéﬁgng der IaF figtPgdamore
characteristics paptintudalrdyl atsichd requeheéontsal e or 20 a part of the

bef or e- enbeddi ng si gnal 912.A§é1u@](_jlg(if}t{iﬂgtoihﬁ)ﬁﬁ}éﬂéﬁe{%ggﬁg n:‘sq_s%é)i t he

enbeddi ng pattern superinposing uni rst en the
size of the befo?®Z éfbdddFinyzsi-ghai1,F12 is greater than that of the 25

enbeddi ng compl ex pattern 4031, xthe, eybeddi ngs sREPHEMeRAL A 4N 4021 may be
added such that the enbeddi ng conpl ex ?attern 40§§?' repeated. In
240 ti on, al so STAPPEPES £ A TAoks BF FOrREdo o ddh P Pat £ér RESaId i mposi ng
unit 140 of the nB8R,fxg,st, mbpd) pent, before superinposing the enbeddi ng
conpl ex pattern, the enbeddi ng conplex pattern 4021 nay be enlarged by a
plurality of times or may be enlarged such that the size natches the size
of the -169- before enbedding signal 912. In addition, before superinposing
the enbeddi ng conpl ex pattern, ay pedlt of the trans@éiged enbeddi ng si gnal

4022 t hat becorres;;(ﬁug,andh,gﬁu)ﬂeﬁs f Oy WAL -Chx sypRe i fposing i s attud)ly
performed may be transformed by Io- di mensional discrete Fourier

10 wherein T is a predetermined number of samples.
The n(x;,Xz,..,%Xx-1,1) is output as the
transformed before embedding signal 4022.
<Digital watermark embedding apparatus -
embedding pattern superimposing unit>
15 In the following, details of operation of
the embedding pattern superimposing unit 820 are
described.
The embedding pattern superimposing unit
820 adds N-1 - dimensional embedding complex pattern
20 4021 generated by the complex pattern generation
unit 810 to a N-1 dimensional plane part,
corresponding to a specific frequency, of the N -
dimensional transformed before embedding signal 4022
obtained by the before-embedding signal transform
25 unit 830 so that they are superimposed, and the
embedding pattern superimposing unit 820 outputs, as
the before inverse transform embedded signal 4023,
the whole N-dimensional signal including the
frequency of the result of superimposing.
30 It is described concretely in the
following using an egquation.
Assuming that the transformed before
embedding signal 4022 obtained by the before
embedding signal transform unit 830 is n(x1,X2,..r Xn-



transformand after that superinposing may be perfornmed, further, it may be
i nverse transforned by N1 dinensional discrete inverse Fourier transform
10 When performng N-1 - dinensional discrete Fourier transform the
process may be perfornmed as one time N - dinmensional discrete Fourier
transform together with the one dinensional discrete Fourier transformin
the before embedding signal transform 15-4#8 830. In addition, in the same
way, the N-1 - dinensional discrete inverse Fourier transformmy be
performed as one tinme N - dinmensional discrete inverse Fourier transform

together with onBldi REssitdial BhecrBPEIdivEr SPMRLPFePAELSAIY ATRin 20 the
af ter-menti onedrydiadtsiedogi ghal comparede pd f 8a@shogeneHat i&0. uiibregen, by
per form ng the.ong, -dinension%I dis&rgée Fg&? r‘fgansiorn1and the N1 -
di nensi onal di ¢t &t 83 rer e Pans? 3F nt 88Fa eelei%)e, Bd PEFFSFni ng the

one- di nensi onalt mirstfete Ephedded2s lignel s€02 Bansf orf hixancat he xhe-11 u) .

di mensi onal discrete Fourier jnverse transfornlseparatelz there is an
advant age that processes can b@e¥s orimedat a(¥gh: “sheed Whernst 7o) only

necessary to penfad @ Lhe Nud =yl rensi ongl+ 4P sG! el e. Fouy [Wheﬁdéﬂﬁ-fﬂﬁm and
30 discrete inversé Fourler trlansfdrm nl'y on the R 174 nensi onal pl ane of
u=uo and u=U-uo for which supdt¥rposh i s performed act (Fenp # 4gnbedded
signal inverse transformunit> In the follow ng, details of operation of 35
the enbeddesl signal inverse transformunit 840 are dd320) bed. The enbedded

ConeL T S By, 110- AL B0 MEnine . RS O0RL A TuET S
each position @8l xpredekarmingsd fgmanenche eRBedddd & gnambeps3efs |t is
descri bed concreteRlieitSy Nfa@Ples. That is, here, u=us and u=U-ug

are selected as the N-1 dimensional plane

10 corresponding to the frequency us. By the way, the
reason for providing conjugate complex number of P
by u=up and u=U-ug is that the signal obtained as a
result of discrete inverse Fourier transform becomes
a real value.

15 In addition, similarly to the case of the
embedding pattern superimposing unit 140 of the
first embodiment, o is a strength parameter, and may
be configured to be changed according to a
characteristics amount calculated from the whole or

20 a part of the before-embedding signal 912.

In addition, also similarly to the case of
the embedding pattern superimposing unit 140 of the
first embodiment, when the size of the before
embedding signal 912 is greater than that of the

25 embedding complex pattern 4021, the embedding
complex pattern 4021 may be added such that the
embedding complex pattern 4021 is repeated.

In addition, also similarly to the case of
the embedding pattern superimposing unit 140 of the

30 first embodiment, before superimposing the embedding
complex pattern, the embedding complex pattern 4021
may be enlarged by a plurality of times or may be
enlarged such that the size matches the size of the



equation in the follow ng. Assum ng that the before inverse transform

enbedded signal 4023 is n' (XI,x2,...,xNIl,u) . By performng one -

di mensi onal discrete 10 inverse Fourier transformon n' (x1,x2r...,xN_,u)

as follows to obtain I" (x1,x2, XN, t) o 1 U2 juut (1 21) 1'(x1,x
XN_1,t)=-E>)" (xt,x2,...,xN_ 1 u)e T" " u=0 <Characteristics of ninth

éﬁbodinent> 15 Accordi ng to the digital wat €9 mar k enbeddi ng appar at us of
the present enbodinent, digital watermark that has characteristic simlar

to that of the d| i tal te rk enpbeddi apparatus of the first
enbodi ment can ﬂﬁ@d&g% i§$391%&ﬂﬁ?f ﬁgzln the sane way as the seventh
enbodi nent, the conplex paﬂmemﬁqﬁﬁﬁmmllbafomelmu@ﬁrimwngngrahe a

plurality of co S¥4af %ro?ﬁ:la;tﬂpgg?ép@eﬁﬁbegd %tﬁfaz%egﬁ%w?sw %%A&Pane

unit 820 may ad n fo parts i MeNsi ona
correspondlng1xﬁmb9ddiaglﬁ}Qﬂalf%%%%eﬁbﬁﬁsbﬁpqmﬁﬁt&%#mf&ﬁ%e@”beﬂmre

enbeddi ng S'Sgnafofmaﬂlcﬁosh rl%x%éﬁﬁg\/\@'éeéﬁ%ﬁﬂélm@“ﬁ@rf@?ﬁ\é@ch@y‘ $d cs
simlar to those of t %e \é\@terga %‘%ﬁaratuso t he
seventh 30 enbod?ﬁ%%? 8$We éhﬁ% TEPﬁéP“@ﬂb §sf FRUCHET
fol l owi ng, as otmﬁansﬁbﬁdlmwdlhﬂﬁerttmapreapetlmpuﬁﬂm@nmag penfi guration

example W th WighesaRertodiie opn ke CRILISHLI s, ShoMlcoba B N9

pre-filter when performng TSt to el
enbodi ments, whhénl u@mgnsh@n@lneimeeés uhereg@re cﬁtﬁtcrs¢gnaransd|og,1nt al

wat er mar k |§0enbedded in aWﬂéHﬂﬁbEfé¥WfHSYN51'ﬂtdEh@ﬁéfloTEaib%&ete
direction (time direction in the case of video signal, for exanple). Al so
when Fourier transform, the process may be performed &s
one time N - dimensional discrete Fourier transform
together with the one dimensional discrete Fourier
transform in the before embedding signal transform
15 wunit 830. In addition, in the same way, the N-1 -
dimensional discrete inverse Fourier transform may
be performed as one time N - dimensional discrete
inverse Fourier transform together with one-
dimensional discrete inverse Fourier transform in
20 the after-mentioned embedded signal inverse
transform unit 840. However, by performing the one
-dimensional discrete Fourier transform and the N-1
- dimensional discrete Fourier transform separately,
and performing the one-dimensional discrete Fourier
25 1inverse transform and the N-~1 - dimensional discrete
Fourier inverse transform separately, there is an
advantage that processes can be performed at high
speed since it is only necessary to perform the N-1
- dimensional discrete Fourier transform and
30 discrete inverse Fourier transform only on the N-1 -
dimensional plane of u=up; and u=U-uy; for which
superimposing is performed actually.
<Embedded signal inverse transform unit>
In the following, details of operation of
35 the embedded signal inverse transform unit 840 are
described.
The embedded signal inverse transform unit



using other periodic signals, the basic frequency is nost inportant. Before
perform ng detection by the digital watermark detection apparatus, filter
10 processing may be perfornmed for enhancing the corresponding frequency
for the enbedded signal so as to be able to detect digital watermark nore
accurately. As an exanple of the filter, a bandpass 15 type filter for
enhanci ng specific frequency band may be~tb%figured using digital filter
such as FIR filter and IIRfilter. In addition, by using a clipping filter
for suppressing ? signgl val ue that . exceeds 3$.does not _exceed a
predet erni ned tht 2sREFE°38S Etshe tFHBERSEG 30 IV SRT RgF RBRIFitnear filter
such as c filteranaflotie on kénd Hedforgaldyetrse dimprasfoyml sabexickalli ng a
predet erm ned t I I i S han .t h hreshol d as filter
processi ng nay Q{fgﬁggrfqgr%r%eg%spu%a%lﬁa}?o%rje?togl Xtt’é‘:rzfn'éir’k‘”'c@rrpégcﬁent 25
remai ns while e¢bt@i@nth@lamhﬁﬂdﬁﬂn%l§@agoﬁ€@nent for digital waternmark

such as original inmge cowpaneMesPFibbe kbl rdttBdiEiRg. ahn the seventh
enbodi ment of the Qresent inven t hough digital watérmark is 30

ion, al
embedded by usiFE & bPBréPiﬁwqﬁ§9¥£ﬁﬂéﬂ8y bands using a plurality of
periodic signals, filter Agsameigss nghatythe perfforerethusrsg respedicnte
filter having ri_sti f a griodic signal ,before performng
t enporal denodul a %%ﬁggrgé §§$% 55%% ?%rﬁeégﬁ’%éfrb fﬂ'gﬂgnql. Especi al | y,
in the present enbodi nenBy P e By t ahewat im@Tks eveddihgcirstger f or ned

using -17210a singbeskr eauen@t itrderdekhodi RS 0%, di T tllbqg ashere is no
a

effect to deteg%ior Qerfor nce even by wusing a filter o phase
characteristicsttR¥RotOl | LhhaseXentaract®risti cs. Therefore, it becomes
5 possible to use a filter, like the IIRfilter, that
y-1 2z
1 J—ut
I'(x];x a""xN_lst)=—'— f)'(xquzi"';xN._]vu)e U (1 2 1)
22

<Characteristics of ninth embodiment>

15 According to the digital watermark
embedding apparatus of the present embodiment,
digital watermark that has characteristic similar to
that of the digital watermark embedding apparatus of
the first embodiment can be embedded.

20 In addition, in the same way as the
seventh embodiment, the complex pattern generation
unit 810 may generate a plurality of complex
patterns, and the embedding pattern superimposing
unit 820 may add each complex pattern to parts of N-

25 1 dimensional plane corresponding to a plurality of
frequencies of the transformed before embedding
signal 4022, so that digital watermark having
characteristics similar to those of the digital
watermark embedding apparatus of the seventh

30 embodiment can be embedded.

[Other embodiments]
In the following, as other embodiments of
the present invention, a configuration example with
which each embodiment can be combined is shown.



has sharp frequency characteristics wwth small nunber of TAPs and that can
perform processing at high speed even though phase characteristics is bad,
so that accurate digital watermark detection process 10 can be perforned at
hi gh speed. <Processes for enbedded signal> In each enbodi nrent of the
present invention, in Figs.10, 52 and 68, for exanple, although they are
shown such that the enbedded 15 signal outb%?lTron1the digital watermark
enbeddi ng apparatus is directly supplied to the digital watermark

detection apparatus, it is needless tp sa hat t he enbedde i_gnal may be
supplied to the digital<@5ﬁ&9ﬁﬁ$§d%%%ﬁ?%oﬁhgﬁpﬁﬁﬁﬁﬁf@&P%rg?%e%5ﬁﬂﬁ%sing
codi ng, distributing, editiImgeaactodrfyfhgstand theytdrle qgrebbdimedtan t he
enbedded signal (I W Y S I P | ess { ; edded
signal may be on%%é{?egggggdqﬁ? aélﬂn%gﬁ%??cgﬁe&%%mw@%%&tjglngggy di sk,
CD, HDD and 25 t®h&gitRe) vagerawaids hedenkedfedmiang thiengiaefregienadibedded

Si g?alk may be t[ﬁESﬂhétﬁdthhrcﬁlﬁgﬂqéiiéh@tM@glécti%&d (tﬂlen@n@fﬂéeeif%hgrﬁi | lmaly be
re-taken using in means such as, a videq canera, a camera o cel lul ar
bhone, and a carih® H8FAgod MGG ERELY | KET3G RATRLE hr t HdSentiodid
signal is one repsixgcetdhesi periszdibptstghadeyi ehe grag bet fnggaenayscrseen as
a novie, displayl i , j.Quj I : isphay, and
the |1 ke) . <omiraf TREPLBRGT pitciekd bErFOrHHy Uetefoily B A
present invent i ®hgikpinvaglermeenpoieteabionatpP uatius, ahltetenpora

denDduIatiommﬂﬂﬁfogégsgﬁblmgyiﬂgiﬁégggrméQSfo@sé%ﬂgﬁéfﬁgoﬁh@onvenience,
no time axis direction, and

[t my be modul & PEREPROBIIR GHUT HEnSPEn CIth 1SRG AP deS L BHG Lasd he
di mensi on i s ortawgonabet able to detect digital watermark more
accurately.
As an example of the filter, a bandpass
15 type filter for enhancing specific frequency band
may be configured using digital filter such as FIR
filter and IIR filter. 1In addition, by using a
clipping filter for suppressing a signal wvalue that
exceeds or does not exceed a predetermined threshold
20 to the threshold, or by using non-linear filter such
as £ filter and the like that regards the signal
value exceeding a predetermined threshold or being
less than the threshold as 0, filter processing may
be performed such that digital watermark component
25 remains while efficiently removing noise component
for digital watermark such as original image
component and the like.
In addition, in the seventh embodiment of
the present invention, although digital watermark is
30 embedded by using a plurality of frequency bands
using a plurality of periodic signals, filter
processing may be performed using respective filter
having characteristics for each periodic signal
before performing temporal demodulation processing
35 for each periodic signal.
Especially, in the present embodiment,
since digital watermark embedding is performed using



5 N-1 dinension. For exanple, it is needless to say that, when enbeddi ng
digital watermark into an image signal configured by a two-di nensional
signal, one dinensional conplex array defined in a lateral 10 direction of
the image nmay be configured as the N-1 dinensional enbeddi ng conpl ex
pattern, so that two- di nensional enbedding gattern may be obtai ned by
nodul ating the enbeddi ng conplex pattern T 74~ vertical direction. It is
needl ess to say that 15 vertical and lateral may be switched. In addition,

for exanple, when enbeddin di gi tal erpark into three di,nensi.onal video
signal that is @& §ﬁﬂggf§ tf\ﬁ%%‘?ﬁg ibﬂ\é\@hﬁ g%&?b Cﬁdﬁ‘?%%’c?ﬁng(li?c?)l%d one
di mensi on of titkeder st nonefedtwtdi densictiain qupf exmanceay edeln ned by a
| ateral direct] f_i ' Lrect] conf i gure s the
N i menst ont T BBadteg oo 2aTpalgtn orit 4R PEa 288 VERE ST
enbeddi ng pattekingay phags fhatwh eyerbaaigsi.-ng Thrreforel itdbesmesemhal

embeddi ng cenpl gyspapler kd mdden Fertbeal 1diveeatiomnm Ikt risraeedhgssc to say
that vertical and Iﬁteral ggy be switched. In additiop,. in eggh enmbodi nent
of the presentt@fvEREEEN frGRUBAGYI SRRERGESLYSEFS N Wi cAMada t he

bef or e- enbeddi ngusbgpab ft TAPd sarad thatut cangpalr fdmm sphbeedsdmasianal

signal, an exa | u at | | l,.emheddi ng is
repeated for Nﬁ%£§&ng¥ﬁ§§g%§%% qﬁ%ﬁ%?ﬁsﬁgﬁég.Cﬁ%ﬁgﬁggﬁ%ggicgsq?b%§#%Ut of a
three 35 di nens$@nbhati desusiafraldidpatal swatseumagfk tdwtedt krenspawagsspace

direction ¥ Y3aRNHeOperfdriRNsi HP Righi GBedig.ection, each frame i mage of
the -174- video may be regarded as a two dinensional signal, so that

enbeddi ng may be per FBFREESHE T T gBFPRIICOWS 1@ Rehsi onal enmbeddi ng pattern

by nodul ati ng one In each embodiment of the present

invention, in Figs.10, 52 and 68, for example,
although they are shown such that the embedded

15 signal output from the digital watermark embedding
apparatus is directly supplied to the digital
watermark detection apparatus, it is needless to say
that the embedded signal may be supplied to the
digital watermark detection apparatus after

20 compressing, coding, distributing, editing,
modifying, and the are performed on the embedded
signal. In addition, it is needless to say that
the embedded signal may be once recorded in a
magnetic medium (VTR, DVD, floppy disk, CD, HDD and

25 the like) and other medium (film and the line), the
embedded signal may be transmitted through a network,
and the embedded signal may be re-taken using taking
means such as a video camera, a camera of a cellular
phone, and a camera using a film and the like

30 wherein this embedded signal is one reproduced using
an optical device (projecting on a screen as a movie,
displaying using a CRT, or liquid crystal or plasma
display, and the like}.

<Temporal modulation process>

35 In each embodiment of the present
invention, although “temporal modulation unit” and
“temporal demodulation unit” are called like these



di mensi onal conplex array of the lateral direction 5 in the vertical
direction, and, by repeating this for all frames, digital watermark
enbeddi ng nmay be perfornmed. Wen detecting digital watermark, processes
may be perforned for each franme, or processes may be perfornmed for a signa
on which 10 each frame inmage i s superinposed. <Use of error correction
coding and the like> |In each enbodi nent ot t3e present invention, before
perform ng processes for enbedding information in the enbeddi ng sequence

generation 15 unit,_the_enbeddi ng information,.nmay be coded usin rror
correction code,?%nd ?‘ﬂ%g?%ﬂ%‘, cgjé?%?%leﬁﬁ?putlﬁ Mg db‘fteclf?ﬁﬁs?ﬁ%é’r%ﬁ i on,
t he error con%nﬂrfmrmomedm%gﬁKUMetmd?Ue e axﬁsnﬁﬁreoaﬁpnnthmgbna
transform 20 Al{ W{?é'g[‘bfeh ofdfﬂlra‘jci%‘i?ogx?nﬁnai‘fffe%%t 3] e@fg%ibﬂven“on IS

descri bed using discrete Fourier transformas an exanp ort hogonal
transform for tHELNeAt1i0g| AdndicvithlaT ot edipansdon s tpethogonadi fehsi ona
I nverse Fourger N+angimeAsidm . unit 113 and the N-1 - di nensional Fourier
transform unit 225, an or hogonalligansforn1netho ,_other than

t he
di screte Fourier transfornmt OFor3ARREni hh 16 BSOS roth E8¥pit8R Sunber s
to conpl ex nunbeslsen naybbddised.difli Byl theteapa rikorircos rent imageocessi ng

desynchroni zati o i Is | I rection.li h t ransforned
region, it is on%lly I?naeigl_eégg(r}ﬁﬁltrlﬁéaqoqpﬂeé cg&ékfﬁé#n%&%e?r%eit%ggﬂggéurogl%due to
desynchroni zat i chimensi ohadi womlex dreayi 6afiness it ecxelabETRA the

transform $onceyordbegenabs wrnsigdde i gali Beakdrifanpd KEM akheneondition is
already satisfied as the transformijs orthogonal -175- transform <One
di mensi onal lin mqggﬁgpagwgmbe ing complex pattern, so that two-

dimensicnal embedding pattern may be obtained by

modulating the embedding complex pattern in a

vertical direction. It is needless to say that
15 wvertical and lateral may be switched.

In addition, for example, when embedding
digital watermark into three dimensional video
signal that is a sum of two dimensions of space
direction (X, Y) and one dimension of time direction,

20 two-dimensional complex array defined by a lateral
direction of image and a time direction may be
configured as the N-1 - dimensional embedding
complex pattern, so that three - dimensional
embedding pattern may be obtained by modulating the

25 N-1 - dimensional embedding complex pattern in the

' vertical direction. It is needless toc say that
vertical and lateral may be switched.

In addition, in each embodiment of the
present invention, an example is described in which

30 the before-embedding signal that is an input signal
is a N - dimensicnal signal, an example may be
configured such that N-dimensional embedding is
repeated for M (>N) dimensional input signal.

For example, as to input of a three

35 dimensional video signal that is a sum of two
dimension of space direction (X, ¥Y) and one
dimension of time direction, each frame image of the



In addition, in the second enbodi nent, although discrete Fourier transform
Is used as one 5 dinensional transformin the tenporal nodul ation unit

130b, any linear transform nethod, other than discrete Fourier transform
that perfornms transform from conplex nunbers to conpl ex nunbers nmay be used
as long as the linear transform nethod has_a 10 periodic function, as a
base, satisfying the follow ng conditionsldfAd has an inverse transform In
addition, in the sanme way, in the ninth enbodi nent of the present invention,
al t hough one- diggnsional di screte Faurier transform and oqe 15 dirensi onal

di screte inver s&*B60r F&Y Bkt drFigHeasued s AHmeranprelosignel,

di mensi onal traasf ¢thati remiddud ved onayebleegdinip smedabyt cantfigupimgt 830 and
t he enbedded si | s IS n Jni.t Viee, | | RLrs f

met hod, ot her tﬁgﬁ 8H§§h§¥?¢%€f?%?égggﬂgaéggﬁﬁggk%%thgé@#g&%s réﬁé}orm
from conpl ex ndiBensiogadompexleyunbsraymf dhaiskatasalodgrectiore |inear

transform met hogdnhaped RAHIHT AUREELQBN, ahd, Deserepakicshy Nhide
fol |l owi ng condl%lons 3p has an. |nyerse transform 25 ggndltlons: 1A
result obtained*8y Bé S | At egFadi ¥R tedmae gRPeadipgcaites RE 2)

Aut ocorrel ati onpépifiotrimen .doathewt dedget islkardl issxl 8Ot Betnairlks of these
condi tions are glreadyodsanribed asean examle ol perbogic gional . For
ransf orm ~nay be used. ns

exanpl e, a folldw ng i near . |8éring | i near
transform of 3Brocessescsmy o€ PErfornect doy & Tignad asswhiish t hat

transformlﬂ@riéaEHdE@@ﬁémiﬁggé-§g6subg§@y§yggd§_A, wherein Cindicates a
set of the whole of 2%%éxgg”ggrggngggiégglégkgééfgé and the like>
In each embodiment of the present
invention, before performing processes for embedding
information in the embedding sequence generation

15 unit, the embedding information may be coded using
error correction code, and inversely, before
outputting detection information, the error
correction code may be decoded.

<N-1 -~ dimensional orthogonal transform>

20 Although the third embodiment of the
present invention is described using discrete
Fourier transform as an example of orthogonal
transform for the N-1 - dimensional complex pattern
in the N-1 - dimensional inverse Fourier transform

25 unit 113 and the N-1 - dimensicnal Fourier transform
unit 225, an orthogonal transform method, other than
the discrete Fourier transform, for performing
transform from complex numbers to complex numbers
may be used.

30 By the way, for correctly processing
desynchronization in N-th dimension direction in an
orthogonal transformed region, it is only necessary
that the coefficient e that occurs due to
desynchronization in N-th dimension direction is

35 ©preserved in the transform. Since orthogonal
transform is linear transform, the condition is
already satisfied as the transform is orthogonal



y=Alit (122) 5 in which (XIX2...Xn) (123) (Y1Y2.Y.) (124) ao,0 aoi ao,n-i

A= ar.oard ... a,,n--1 (1 25) an-1.0 an-1.1 an-1,,-1, Assum ng that
f(t) is a periodic function having a period n that satisfies the above 10
conditions, linear transformrepresented by the transformmtrix A may be

used wherein n (126) 15 in which j is the fgglnary unit. The f(t) may be
(Fig.4A) (a) sine wave, (Fig.4B)(b) trlangt r wave, or (Fig.4C (0O
rectangul ar wave shomm in Fig.4A-C. <Use as synchroni zation signal> 20 In
the fifth enbodagf l,he present invention, although a method is
descri bed for ?lng f he anount of desynchronlzatlon in the tinme
direction using the enbeddi Agmemsticanal t bénearr gpagsdmimy enbeddi ng

information, the method forn23@etecdd N0idhenamigiorf &Rsyacheari zation of
the present invention may . be conbined and used with -177- arbitrary digital

wat er mar ket hodst tHpagh; glsére&leglﬁ%r%\%¥eFﬁﬁPP?f&ﬁ%cFeﬁ NS 8P pasatiE may be
configured sp asdimegsbeflad speciFicrsynehthai zamwrablm&hlu&m@ t he

di gital watermark enb t ad 5 of, ¢t resent .iny n ther with
di gi tal matennﬂ%}%ngggéfna iﬁﬂ%ﬁfé?ﬁ??? ﬂf%ﬁﬁ ?ﬁ? g%

met hod, and, thehiseretegi Faurmtrertrmrksf@emecthart Hepfenus haynbéorm
conflgured SO asridhm @@ﬁﬁ?éﬁ‘ﬁﬂHHHfH“%@téQHpﬁEdeﬁﬁ%é%@“¢§9nbéahH@HJﬁ

signal using the detection nethad anount of roni zation of the
present inventict B9 aft Ener HadMean e BE L OFRd TG R#Beddi ng

10 periodic function, as a base, satisfying the

following conditions and has an inverse transform.
In addition, in the same way, in the ninth

embodiment of the present invention, although one-

dimensional discrete Fourier transform and one-

15 dimensional discrete inverse Fourier transform are
used as an example of one dimensional transform in
the before embedding signal transform unit 830 and
the embedded signal inverse transform unit 840, any
linear transform method, other than discrete Fourier

20 transform, that performs transform from complex
numbers to complex numbers may be used as long as
the linear transform method has a periodic function,
as a base, satisfying the following conditions and
has an inverse transform.

25 Conditions:

1)A result obtained by performing
integration for one period becomes 0.

2) Autocorrelation function does not have
sharp peak.

30 Details of these conditions are already
described as an example of periodic signal.

For example, a following linear transform
may be used.
Considering linear transform of

35 from vector X € C" to vector y € C"

and assuming that transform matrix indicating the



information using arbitrary digital watermark detection nmethod. 15 In
addition, the period of the periodic signal for enbedding the
synchroni zati on sequence may be configured to be an integral multiple of
the period of the periodic signal for enbedding the enbeddi ng sequence. 20
<Ot hers> Configurations shown in each enbodi nent of the present invention
may be used by conbining them as necessaT&?GTn addi tion, operation of each
25 configuration elenent of the digital watermark enbeddi ng apparatus and
the digital waternmar det.ectj on apparat us ,i n, .each enbodi nment be
constructed as a*pPSGPEM &h TH%hggﬁbPa%|h%?%ﬁ§t?%s?aFFEdoﬁnqubonputer to
execute it or thkopeogfamhz) campbexdnhambiemst.ed In aaddhetiwar k. I n addition,
the constructed programmy be stored in a novabl e storage nmedi um such as a
hard disk, a flexible disk, CO-ROM and the |ike, so that the program may
be installed in a cogputer, or may 35 be distributed. As d? Céi d above,
according to an ¥rd8di ment of the present invention, a dighta 78-

wat ermark e edding agparatus for enbedding enbedding information, as
digital watermar ki BP&Cn i nput signal having di mensions equal to or
greater than N (Nis an integer equal to or greater than 2) 5 s?ch thgt it
is inperceptible to Kafresensés, i ncl udi ng: enbeddi ng sequence éé%é} tion
means confi gured to.gqurape n enbeddi ng sequence based on thq]§§Q$2ding
information to store?it ViR ¥ikmh storage neans; array generation hean

configured to 10 generate a N-1 - dinenﬁional pattern based on the
enbeddi ng sequence ”ﬁamme fAod st "5t Hdagle |neans;
A= a0 Gy v Gt (125)
Lah—LO p-t1 *** Gp-in-1)

Assuming that f(t) is a periodic function
having a period n that satisfies the above
10 conditions, linear transform represented by the
transform matrix A may be used wherein

ay = fGk)+ jf(ik—%) (126)

15 in which j is the imaginary unit.
The f(t) may be (Fig.4A) (a) sine wave,
({Fig.4B) (b) triangular wave, or (Fig.4C) (C)
rectangular wave shown in Fig.4A-C.
<Use as synchronization signal>
20 In the fifth embodiment of the present
invention, although a method is described for
detecting the amount of desynchronization in the
time direction using the embedding pattern itself
representing embedding information, the method for
25 detecting the amount of desynchronization of the
present invention may be combined and used with



nodul ati on neans configured to nodulate a periodic signal according to a
value on the N1 - dinensional pattern to generate a N - di nensi onal
enbeddi ng 15 pattern and store it in second storage neans; and enbeddi ng
pattern superinposing neans configured to obtain the N - dinensional
enbeddi ng pattern stored in the second storage neans to superinpose the
enbeddi ng pattern on the input signal so asttioc enbed 20 it, is provided.
According to this digital watermark enbeddi ng apparatus, by nodul ating the
N-i - dinmensional pattern in the N-th dinension direction and enbedding it,
because of redurfdahcs dBY aflhgdthy wWAFafRanki RETBAGEIdi Mg athi dF magi on of t he

N-1 - dinensi on@hmépr@atamatrh:e dihbediﬂmgisappa&a&wena ipéor mati on
havi ng | ong |nforng%10n wat er mark i

navi ng 1 ong 1 o g0, LgngLh <o b eppeded o3 ol al et er ack Lo
conpr essi on and sigyrtaki wgingothexahyy iesa hindayeamatk egdtestd mat mehhoan be

suppressed. §n addidi oMy Dyel$ agwteh&%g?glt BUheseqantesidptais specttum

spread in the nS|ona space wat er ma oes not 35
requi re synchr oM@ iTomt br efRgddimee Y tupbRei BreitFanerdbshtal

synchroni zati on vﬁaﬁeﬁm@nﬂn@a&e@h\b&amﬂw enbﬁddad dlrgrletSdecwaﬂerﬁfarkhe
nmensi on direct The

anount of -179- §P hronlzatlon in the N-th % #
nodul ati on nean 4%%% O%oﬂPPaﬁﬁgyﬁ(?a%éﬁ%rﬁ?E LASTRY S ehstBnal
enbeddi ng pattemenﬁmim $yathmbaaa$uﬂbﬁifhmmcthensthhﬂ&ﬁhzmtmen5|on are 5
di fferent o S 0 i pensi onal
pattern. Accordl ng}"téc:))i hﬁglﬁgcg?}l i guraetl on‘pr(P ﬂnétﬁggdgl Itlfall1 g/atggr mar k by
usi ng the phase d&s¥ihehperigatdos gfalth ﬁnﬁ%ﬁ&@ﬂ&nlmﬂﬂﬂQkP@erﬁbﬁned for the
N-1 - di mensi onalrtat tefigt 10teasdidneAanthd ShopusPeatdduide N-th dinension

information using arbitrary digital watermark

detection method.

15 In addition, the period of the periodic
signal for embedding the synchronization sequence
may be configured to be an integral multiple of the
period of the periodic signal for embedding the
embedding sequence.

20 <Qthers>

Configurations shown in each embodiment of
the present invention may be used by combining them
as necessary.

In addition, operation of each

25 configuration element of the digital watermark
embedding apparatus and the digital watermark
detection apparatus in each embodiment may be
constructed as a program, and the program may be
installed in a computer to execute it or the program

30 can be distributed via a network.

In addition, the constructed program may
be stored in a movable storage medium such as a hard
disk, a flexible disk, CD-ROM and the like, so that
the program may be installed in a computer, or may

35 be distributed.

As described above, according te¢ an
embodiment of the present invention, a digital



direction. In addition to that, by using phase shift of the periodic
signal, digital watermark that does not require synchronization or that
makes it possible to perform synchronization easily and at 15 hi gh speed
can be enbedded irrespective of the anount of desynchronization in the N-th
dinmension direction. In addition, it can be prevented to produce a frane

I n which digital watermark becones | ess tefBT he ni ni mum vi deo si gnal

quanti zation 20 value so that digital watermark enbedding is not perforned

actually, and the V|deo I a trans SSI route digital watermark
can be used ef PERIFTBRY % %ﬁﬁﬁkﬂ%e%gpﬁﬁﬁ Bél %8 f4R9the attack for

ai m ng and changmﬂ@eddingnﬂmﬂmnMatibQB aapﬂugmmakﬁwah@ﬂmakkwaUammamk1is
large. In additigh,,,si 0§§nGLRe A 'éirﬁé’ﬁ@ % N ord Feagiqnal
I'n the %ﬁ% Phe n Q?

space of the enbe Sl ze o I'se cO nt th
appears due to fEmenp féNelén@éUdmﬁge%‘Pgnaﬁuﬁﬂr ftife AesgFea @rt REaso 2)

correl ation gal cath@thi PRabEGRMES Sﬂfﬁiéﬁéep@ﬂﬂlést% Hlﬁﬁéﬁtseﬂ'sglst al wat ermark
enbeddi ng and deIeCLB&HHF econes, possi bl e gl rel |ab|I|ty, and
n

digital watermar¥k'® Yg SHRE %%t?%ﬂuBBESm&? RSP MGAER reliability
simlar to convernbhghrald m@egynhwaté bpsemppealdiing detquencat based n

addi tion, by embedding ghglbels W e OBEK: PULUSING d1e, Sign of, L¥Q er i odi ¢

signals -180- that have sane equency and are” ort ogonal
nmodul ati on can betpeager mednisgr anraN-denergtions el s paonbigusss Ityo and at

hi gh speed iy tdendehPedamngi on fix@ctioRall paddditd Batodt Bat ¢h by using
phase shift of t g&rlodlc signal, digital ,waternmark that does not require

synchroni zat i on GFPCERIRINEREY qcﬁx%%l%m% tdrsdr s agmARe8RBsZat i on
easily and at highdspetdonameae scrdmdficgutedespeaiddinl afe t hepambvaiti cof

desynchronizaﬂ(gkégal according to a value on the N-1 - dimensional

pattern to generate a N - dimensional embedding

15 pattern and store it in second storage means; and
embedding pattern superimposing means configured to
obtain the N - dimensiconal embedding pattern stored
in the second storage means to superimpose the
embedding pattern on the input signal so as to embed

20 it, is provided.

According to this digital watermark
embedding apparatus, by modulating the N-1 -
dimensional pattern in the N-th dimension direction
and embedding it, because of redundancy obtained by

25 spreading embedding information of the N-1 -
dimensional pattern into the N - dimensional space,
information having long information length can be
embedded as digital watermark in which there is
sufficient tolerance for modification such as high

30 compression and re-taking, for example, and quality
deterioration can be suppressed.

In addition, by using the embedding
sequence that is spectrum spread in the N-1 -
dimensional space, digital watermark that does not

35 require synchronization or that makes it possible to
perform synchronization easily and rapidly can be
embedded irrespective of the amount of



10 the N-th dinension direction. In addition, by using a periodic function,
such as a rectangul ar wave and a triangular wave as a periodic signal, that
has characteristic in which autocorrelation function does not have sharp
peak, 15 and by which cal cul ation can be easily performed conpared with a
sine wave, digital watermark enbedding process can be realized at higher
speed even in an environnment in which coﬂ%ﬂQatlonal resources are limted.
20 In addition, by using linear transform such as discrete Fourier
transformfor dul atjon, ul atjon can be performed for the N1

di nensi onal pat %?%nEE§PP9 g%&Qﬂ +ﬁgﬁh§p5e§h imGns 3eR WA YF RERLCS

di rect i on by using fast Fale etodbldthosf mesmnsf wa}emmenfhgua@m ticon to

that, USi N hOEBt el EANSAOLMPAELLOLAAY UG AR L SELELE U er

transforn1coeff Ci én er nar 0es no
synchronlzaU(MthﬁttﬁbﬁSﬁﬁké§ g tdbeset bpe od @eﬂﬁﬁhn%ym%hﬁéﬁmz@MQNlea5|ly

and at 30 high &P?EQréﬁ'E %t@m@éj&?dotlﬁé@sﬁ%@dr\ﬁﬁ t&eﬁxgeawmo%ﬁtdrpn in
the N-th dinmension directign. Int ital watermar di ng appar at us,

the N-1 - d|neh%?%nﬁrlpatpéﬂﬁﬁ%%%Pa%oﬂﬁgéﬁrﬁunbéﬁﬁﬁﬁ@%?ﬂ tandhife array
generation 35 ¢eeahsguBRtdensr ae édﬂt@eﬁﬁing diinEns onad t pambheknbsuch that a

oL ! e TSRO BEOUEIGE DRPOHES pLE 6l o PTGy Ratl i e

enbeddi ng sequente econes |
confi gurati on, @mmebelpgrfpgmﬁﬁfﬁnrmﬁhaang tWﬁMﬂﬁﬂS;Qmalapdttheﬂlnaglnary

part of th?o¢°"@é§¥19“ﬁ'ﬁ@r atl '?ﬁrgerl'§pé19dr§ﬁt il 'Nlr{-ﬁ c‘P:[‘méMg‘ﬂBhry property

of the pattern, enbeddi ng can be_perforned using the whole
di mensi onal spd%hreCFh@nlen&ﬂ1QQd%ﬁ%Q?rEﬁ1§B@§adk§édﬁéh%% Eﬁﬁsﬁe nmade
| onger, reliabidhiftferf daeepldrirodtc hsfnaadnddigital watermark that

does not require synchronization or that makes it
possible to perform synchronization easily and at

15 high speed can be embedded irrespective of the
amount of desynchronization in the N-th dimension
direction. 1In addition, it can be prevented to
produce a frame in which digital watermark becomes
less than the minimum video signal quantization

20 wvalue so that digital watermark embedding is not
performed actually, and the video signal as a
transmission route of digital watermark can be used
effectively and robustness can be increased for the
attack for aiming and changing a frame in which

25 amplitude of digital watermark is large.

In addition, since the phase is spread on
the N-1 - dimensional space of the embedding pattern,
the size of the noise component that appears due to
the before-embedding signal in the result of the

30 correlaticon calculation becomes smaller, and as a
result, digital watermark embedding and detection
becomes possible with higher reliability, and
digital watermark embedding and detection becomes
possible with reliability similar to conventional

35 one and with less gquality deterioration.

In addition, by embedding digital
watermark by using the sum of two periodic signals



i nformation having | onger enbedding information 10 | ength can be enbedded as
digital watermark with reliability simlar to conventional one, and digital
watermark with | ess quality deterioration can be enbedded with reliability
and information length simlar to conventional one. 15 In the digital
wat er mar k enbedding, the N 1 - dinensional}g&ttern is a conplex nunber

pattern, and the nodul ati on neans nmay nodut@ate the periodic signal such

that an argunent of a conplex nunber on the N-1 - dinensional pattern
becomes a phase gof _thg_ 2 dul ation_ signal_, and _an solute val ue of the
conpl ex nunber b@é%%regafr%eg%imzee%oafschﬁelf?rﬁaﬁfégﬁyor?n%ﬁ:gqﬁ%{:.aﬁfcor ding to this
configuration, déygthagonadtemediklahibendoas bet peafiirredyhokr dhiezdtlon or

25 that makes it_p, i y : QR 1 Ry rap dly can
be enbedded irresp‘gglﬁ%eggg?ﬁlfﬁfe%%rf%ﬁt Qg?&ggséﬁggh%tnﬁ?g i|.loﬁai@(r%dt %21 N-th

di mensi on di r ect 8%, Nrhhaddmarsnioni dtEechd onar gdferRdGit{aB EonPaE munber
becomes the phasgy ofis38gt beaseduiei fOnosi gRal petrivdlid est §aa10f dikg axd s of
the N-th dimension, it c%n ?F prevented to g@pduce a frane_in.which digital
wat er mar k become®® F8ELAEKa At F96 5 W SN TS VAT CIERRE E256°8h SRRl ue so

that digital watkabenkkesbeddipwsssbhet tpepkafimenh 35yachnahliigatdmd t he

vi deo signal as sOl§SIL@N 4 o HUt di.gi.t &l can be used
effectively and??%%ggtﬁggsagéguﬁgyiﬁ%?%gsgghf%F t éﬁgg?%ék for -182- aimng
and changi ng a f¥BR®SPACKAVEh odnpihe udoBRt @ifgideAYeRePRdPRELST diye. I n
addition, the dighéak-wat gifmeins i®@be¢ddengiappar at us may be configured such
that, the 5 enbedding seq#ence %$erati6n means. di vi des éhe generated
enmbeddi ng sequence to generaté& 1R i Py USH e R TP S hGushls 1 st or e

themin the firstuch as a rectangular wave and a triangular wave as
a periodic signal, that has characteristic in which
autocorrelation function does not have sharp peak,

15 and by which calculation can be easily performed
compared with a sine wave, digital watermark
embedding process can be realized at higher speed
even in an environment in which computational
resources are limited.

20 In addition, by using linear transform
such as discrete Fourier transform for modulation,
modulation can be performed for the N-1 -
dimensional pattern easily and at high speed in the
N-th dimension direction by using fast Fourier

25 transform, for example. In addition to that, by
using linear transform coefficient such as discrete
Fourier transform coefficient, digital watermark
that does not require synchronization or that makes
it possible to perform synchronization easily and at

30 high speed can be embedded irrespective of
desynchronization in the N-th dimension direction.

In the digital watermark embedding
apparatus, the N-1 - dimensional pattern is a
complex number pattern, and the array generation

35 means may generate the N-1 - dimensional pattern
such that a part of the embedding sequence becomes
the real part and a part of the embedding sequence



storage neans; the array generation neans generates N1 - dinensional
patterns corresponding to each of 10 the plurality of enbeddi ng sequences
stored in the first storage; the nodul ati on neans generates N - di nensi onal
enbeddi ng patterns each corresponding to the N-1 - dinensional pattern to
store the N - dinensional enbedding patterns_in the second storage 15 neans;
and the enbeddi ng pattern superinposing neafid~ adds all of the enbeddi ng
patterns stored in the second storage neans, and after that, superinposes
it on the input According to this configuration, by 20 enbeddi ng

si_gnal
i nf or mati on usiﬁacgﬁﬁ%ﬂgﬂ?tbm%? BBFYoRAE T si gnal s, enbedding i nformation of
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longer, so thaPaditgictfalthfat @PhatRXeRBBEGIMg e Re highep redtizisntiey can be
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invention, a digita t er mar k eddi_ng appar at us ,for enbeddi n

enbeddi ng i nf oPRabes OIREQ; YF taF eﬁ"’rPéDr%ke, & o‘aﬂlﬁﬁﬁiﬁlo%?gnagaﬁsvi ng
di mensi ons equathtolengiteatrspbanrim Eireadrseqhegee equalbd aade great er
than 2) such ' {0ghqkle | Sd IRACEERELDLS! AU SENBEShiLAC! Udiqa: 3

enbeddi ng sequence“geder ati'on neans confi gur "~ generaté an enbeddi ng
sequence based dhfpr@atdmiediR Wgnonlonga ehheddingeinformatiiyan storage

'?83' UEanﬂx)arléﬁgQ%P%%ﬁiE@ @ﬁﬁ@éd@@nhkgwﬁgiﬁé&gﬁﬂéééhﬁrﬁidiﬂh' )
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Superi nposi ng ngﬁgadaggiﬁ%ﬁﬁdréfiability and information length
similar to conventiocnal one.

15 In the digital watermark embedding, the N-
1 - dimensional pattern is a complex number pattern,
and the modulation means may modulate the periodic
signal such that an argument of a complex number on
the N-1 - dimensional pattern becomes a phase of the

20 modulation signal, and an absclute value of the
complex number becomes the size of the modulation
signal.

According to this configuration, digital
watermark that does not require synchronization or

25 that makes it possible to perform synchronization
easily and rapidly can be embedded irrespective of
the amount of desynchronization in the N-th
dimension direction. In addition, since the
argument of the complex number becomes the phase of

30 the modulation signal in a direction of the axis of
the N-th dimension, it can be prevented to produce a
frame in which digital watermark becomes less than
the minimum video signal quantization wvalue so that
digital watermark embedding is not performed

35 actually, and the video signal as a transmission
route of digital watermark can be used effectively
and robustness can be increased for the attack for



superinpose the N1 - dinensional pattern stored in the second storage
nmeans on a N-1 dinensional plane that is a part of the transforned signal
to obtain a 10 before-inverse transformsignal; and inverse transform neans
configured to orthogonal inverse transformthe before inverse transform
signal to obtain an enbedded signal, is provided. According to this digital
wat ermark 15 enbeddi ng apparatus, by perfbl%?hg enbeddi ng by superinposing
the NN1 - dinensional pattern on the before-enbedding signal as a signal in

the N-th dinension, directjon, because of redundancy .obtai ne by spreadin
bnbendi ng | nf o TALRbRIeRAh SHaD T 81 RERTRoN AT AupRL G UL o Cod! N

di mensi onal spacéjigitaflomatearoraiavisgleene.i nformation | ength can be

enbedded as digital watermgrk Jqymhigh tgggedfb-égﬁf&$£gphaE%Ierance for
nmodi fi cation such as high “conpression’an re-téklng, or exanpl e, and
qual ity 25 deter¢Bbatdéndcapaaraiippriosrele cordddiuren, supbr éhats rde

restriction gn syABBHAHY nkf (RRIUh @ §EBerBRlibe e MbedoNgecarnRe performed

using the whole N1 - dlneni#%ﬂfj space, the length of s ectrﬁnl pread

sequence can be FRBETRLFGe~M 7 | FEYUPBFe3F UARETINSi & Riga
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di gital waternmar ' lLiakyli sim.lar wvent | , igita
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watermark with 1'ess”"quality deteror n“can (
reliability and ¥ntorndimensiangh pihteanst corymarondongl toneadm of

addi tion, by qusifiget BeuraTheddidy sRYEEHSRt RalqucshsPecktdpLapiead i the N
-184- 1 - dinensiLonal space, dlqgtal mgt rimark that does not require

synchroni zati on b8 haf tR&RES /i 11§ JeRHBL 8 tLE N MSFatin SSRERRERS2 A ion easily
and rapidly candbeessbefddd anbedpind i yatokriie edaiintobrébponding to

desynchroni zatiopy, | methe N ;B JIIBORL PN AL i8S ¥ store the N -
dimensional embedding patterns in the second storage
15 means; and the embedding pattern superimposing means
adds all of the embedding patterns stored in the
second storage means, and after that, superimposes
it on the input signal.
According to this configuration, by
20 embedding information using a plurality of periodic
signals, embedding information of longer information
length can be embedded as digital watermark, and
reliability of detection result can be made clear
more accurately, and in addition to that, the length
25 of spectrum spread sequence can be made longer, so
that digital watermark embedding with higher
reliability can be performed.
In addition, according to an embodiment
of the present invention, a digital watermark
30 embedding apparatus for embedding embedding
information, as digital watermark, into an input
signal having dimensions equal to or greater than N
(N is an integer equal to or greater than 2) such
that it is imperceptible to human senses, including:
35 embedding sequence generation means configured to
generate an embedding sequence based on the
embedding information to store it in first storage



In addition, it can be prevented to produce a frame in which digital
wat er mar k becones | ess than the mninmm video signal quantization val ue so
that digital watermark enbedding is not performed 10 actually, and the
video signal as a transmission route of digital watermark can be used
effectively and robustness can be increased for the attack for aimng and
changing a frane in which anplitude of dréf8al watermark is large. 15 The
di gital watermark enbeddi ng apparatus my be configured such that, the
enbeddi ng sequence generation neans gpnerates lurality of enbeddln

sequences to st BFENSHeRAGLRY HECREFEE 1870 MEFe e flgPﬁédaFﬁhﬁﬁﬂﬁ%ﬁEflon
neans generat esaNNt1 20 diinensional pattems ebedd conr ehporgibigidingne of
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store themin t second means; Pattern
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the second sforgage jPRAMRS &'bﬁa]?' Hbabbttlél%f al\l‘tlrangfgﬁf&%kio%fi' rpipnes of the
transforned sig respective Accor di hi s conf |%urat|on

superi nposi ng tﬁ@hﬂgfanhRﬁﬁE Bﬂaﬁuﬁﬁgﬂ %ﬁPQrm@agé F Gﬁ%quPQﬁg§+l -
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In addition, according to an enbodi nent of resent invention, a digital
wat er mar k det ecEF8RSs Qﬁﬁhﬁﬁﬂﬁsf69n§éﬂé€ﬁ4u}Qh%ﬁ?%?gﬁﬁﬁérmﬂ“@%%ﬁu is
enbedded bef or ebaadsifitren &hé rMpeifoseghalvetad Nransform signal to

obtain an embedded signal, is provided.
According to this digital watermark

15 embedding apparatus, by performing embedding by
superimposing the N-1 - dimensional pattern on the
before-embedding signal as a signal in the N-th
dimension direction, because of redundancy obtained
by spreading embedding information of the N-1 -

20 dimensional pattern into the N - dimensional space,
information having long information length can be
embedded as digital watermark in which there is
sufficient tolerance for modification such as high
compression and re-taking, for example, and quality

25 deterioration can be suppressed. In addition, there
is no restriction on symmetry property of the
pattern, embedding can be performed using the whole
N-1 - dimensional space, the length of spectrum
spread sequence can be made longer, reliability for

30 detection is high, and information having longer
embedding information length can be embedded as
digital watermark with reliability similar to
conventional one, and digital watermark with less
guality deterioration can be embedded with

35 reliability and information length similar to
conventional one. In addition, by using the
embedding sequence that is spectrum spread in the N-



5 dinmensions equal to or greater than N (N is an integer equal to or
greater than 2) such that it is inperceptible to human senses, i ncl uding:
denodul ati on nmeans configured to nmeasure a conponent of a predeterm ned
periodic signal in a direction of 10 a dinension in the input signal to
obtain a N1 - dinensional pattern; detection, sequence extraction neans
configured to obtain a detection sequence ‘*$6ﬁ1values of the N1 -

di rensional pattern to store the detection sequence in storage neans; and
15 correl ation val ue calcuLatEgﬁ means cqnfi.qured t.o _det ﬁienbedded

th
digital watermark baSeBeBfiLnat APYfFCs 69?I%%i%ﬁF%&W%EEE£Pﬂ$g Y96

detection sequemect sequede rsyrhehsoniageiveans darfthtarmakbedditng sequence
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addition, by usin i near transform, such as discrete Fourier transformfor

denpdul ati on, tﬁgukﬁlo- gt b tHEREE ncéﬁhﬁﬁ%‘ﬁﬁﬁgdﬁkgﬁggly . easily
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digital watermark is large.

15 The digital watermark embedding apparatus
may be configured such that, the embedding sequence
generation means generates a plurality of embedding
sequences to store them in the first storage means;
the array generation means generates N-1 -

20 dimensicnal patterns each corresponding to one of
the plurality of embedding sequences stored in the
first storage means to store them in the second
storage means; and the embedding pattern
superimposing means superimposes the N-1 -

25 dimensional patterns stored in the second storage
means on a plurality of N-1 - dimensional planes of
the transformed signal respectively.

According to this configuration, by
superimposing the N-1 - dimensicnal pattern on the

30 plurality of N-1 - dimensional plane of the
transformed signal, embedding information of longer
information length can be embedded as digital
watermark, and reliability of detection result can
be made clear more accurately, and in addition to

35 that, the length of spectrum spread sequence can be
made longer, so that digital watermark embedding
with higher reliability can be performed.



transform coefficient such as discrete Fourier 5 transform coefficient,
digital watermark that does not require synchronization or that makes it
possi ble to perform synchroni zation easily and at high speed can be
detected irrespective of desynchronization in the N-th di nension direction.
10 The denodul ati on neans may be configured to generate two periodic
signal s that have a same frequency and tha83are orthogonal with each other
to obtain the NN1 - dinensional pattern based on correlation between the

i nput signal and the 15 periodia,%L nal s. Acqgrdin to this configuration,
the N-i - dinensional pattetn28dAte e ARRAEI LRI 58I AP ofimenfnodpeed
in the NNth di mthe grelerectiomenkiongdd tdiomi t @1t hate rima nksidet phasenshi ft
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means configured to obtain a detection sequence
from values of the N-1 - dimensional pattern to
store the detection sequence in storage means; and

15 correlation value calculation means configured to
detect the embedded digital watermark based on a
size of a correlation value between the detection
sequence stored in the storage means and an
embedding sequence, 1s provided.

20 According to this digital watermark
detection apparatus, because of redundancy obtained
by spreading embedding information of the N-1 -
dimensional pattern into the N - dimensional space,
information having long information length can be

25 detected as digital watermark in which there is
sufficient tolerance for modification such as high
compression and re-taking, for example, and quality
deterioration can be suppressed. In addition, by
using the embedding sequence that is spectrum spread

30 in the N-1 - dimensional space, digital watermark
that does not require synchronization or that makes
it possible to perform synchronization easily and
rapidly can be detected irrespective of the amount
of desynchronization in the N-th dimension direction.

35 In addition, by using linear transform
such as discrete Fourier transform for demodulation,
the N-1 - dimensicnal pattern can be demodulated



perform ng denodul ati on by the periodic signal using difference or
differentiation of the signal, digital 5 watermark detection with high
detection accuracy becones possible, and a digital watermark schenme with
smal | er signal deterioration beconmes possible wth detection performance of
simlar extent. In the digital watermark detection 10 apparatus, the N-1 -
di rensi onal pattern is a conplex nunber pat8®rn, and the detection sequence
extraction nmeans may obtain the detection sequence based on val ues of the
real part and the inaginary part of the N-1 - dinensional pattern to store

them 15 in the AdthfedRBans. hAHbrepegdt 6reRi $heodt iguireBaiobadause of
detection of di ddighavebgrieilkenaddedousing thangRatm Pard @Rd Uhge,

i magi nary part of the conpl ex unb there is.ng restriction.on symetry
property 20 of tHeF pa¥fBPA€-an rbﬁﬁ%%ﬁ?ﬁﬁniEopgpﬁgﬂngﬂyu%?h@gtﬁéneﬁﬁble N1
- di nmensi onal spacansfbonm, coled flienigiht ofuckpest dimcyteadFsegierce can be
made | onger, = reljiabikl r t l.on Is. high, r ing
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to conventional N®heredndrgi gvindlhnen ezamtkndetedthiadn makes| &8s quality
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obtain the N-1 - dimensional pattern based on
correlation between the input signal and the
15 periodic signals.

According to this configuration, the N-1 -
dimensional pattern can be demodulated easily and at
high speed in the N-th dimension direction. 1In
addition to that, by using phase shift of the

20 periodic signal, digital watermark detection that
does not require synchronization or that makes it
possible to perform synchronization easily and at
high speed can be performed irrespective of the
amount of desynchronization in the N-th dimension

25 direction.

In addition, by using a periodic function,
such as a rectangular wave and a triangular wave as
a periodic signal, that has characteristic in which
autocorrelation function does not have sharp peak,

30 and by which calculation can be easily performed
compared with a sine wave, digital watermark
detection process can be realized at higher speed
even in an environment in which computational
resources are limited.

35 In addition, the demodulation means may be
configured to demodulate the input signal based on a
difference or differentiation value in a direction



configuration, bit determnation error becones smaller conpared with
detection for each bit, so that higher robustness can be realized. 5 In
addition, in the digital watermark detection apparatus, the N-1 -

di rensional pattern is a conplex nunber pattern, and the correlation value
cal cul ati on neans may detect enbedded digital watermark based on the

absol ute val ue of the conplex 10 correl atl®nhvalue. According to this
configuration, by perform ng detection using the absolute value of the
conplex correlation value, correlation to the enbeddi ng sequence can be
obt ai ned even faf Mnthngamen®igirgnal desynchronized in the N-th di nension

direction, so that digitalyg fg{gﬁktgeﬁﬁgglg%n %?Eﬁfo yng?ronization i's
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u
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or e accuratm3%xfﬂggtion means may obtain the detection sequence
based on values of the real part and the imaginary
part of the N-1 - dimensional pattern to store them

15 in the storage means.

According to this configuration, because
of detection of digital watermark embedded using the
real part and the imaginary part of the complex
number, there is no restriction on symmetry propexty

20 of the pattern, and embedding is performed using the
whole N-1 - dimensional space, thus, the length of
spectrum spread sequence can be made longer,
reliability for detection is high, and longer
embedding information can be detected as digital

25 watermark with reliability similar to conventional
one, and digital watermark detection with less
quality deterioration can be performed with
reliability and information length similar to
conventional one.

30 In addition, in the digital watermark
detection apparatus, the N-1 - dimensional pattern
is a complex number pattern, and the correlation
value calculation means may obtain complex
correlation values for each bit, aligns directions

35 of the complex correlation values for each bit, and
after that, calculates a total sum of the complex
correlation values to detect embedded digital



In the digital watermark detection apparatus, the N-1 - dinmensional pattern
is a conplex nunber pattern, and the digital watermark detection apparatus
may i nclude synchroni zation 5 means configured to obtain the anount of
desynchroni zation of the input signal based on an argunent of a conpl ex
correlation value between the detection sequence and the enbeddi ng
sequence. By perform ng detection using th&8&argunment 10 of the conpl ex
correlation value, correlation to the enbedding sequence can be obtai ned
even for an input signal desynchronized in the N-th dinension direction, so
that the anpuntvWategdsyikeaRfdaenohhecintidd madsur eliccandigiggittanltiwas er mar k

detection by lgoRasyuald ii@s! BYHCHEERFAANAN LILCOFBSrPBeERIy The digital

wat er mar k det ecti on_appar at us .be configured such that the denodul ati on
means measur esSlﬂﬁi&&Epgpn‘aDaqu{fgg%?p a?tﬁ&'l&ﬂ g%?gﬁ‘afz P& rofi%in a

plurality of N-fhatdhighsronadbpathesssca?0 Hehersyhihedni zati on nmeans

obtai ns an gmount of des ‘”Héﬁ&%f%honikokh‘“H;§4t§few8k8&'J% of N-i -
~di nmensi onal “patterns; the detectlon séquence ~ eXtiaction means obtains
det ecti on sequededsctiom agarratushetpeuNaili ty dimengiondilmpaditeen

patterns 25 by £or heebinpd o Mielligok 28k LA bas eth o ke! £83RANGINNGy One of the

anount of desynchroni zation so, as to store the detect)jon sequences in the

storage nmeans: VahHet [ R} JReFBFuBaYaldRiek T opmhedAed ditifiates a
correl ation val wetbemaesn b ssadjuemcehd0ablicdiutesd Wyl eens€ctiheg ddgp ek ecti on

sequences t or L.n tQr means obtained for each of the plurality
of N-1 - dﬂ?ens?gﬁgﬁlégﬁf%}ﬁgﬁgﬁa'the enbeddi ng sequence. According to this

configuration, by 35 det@ctdardoingital thiseramryidaabatided,udiyng a
plurality of pepLeghersingnalehe SFPEHALEInig B &5 OEe! 989G IJ¥ OF@LI ON
| engt h can be etecteg as . ,
complex correlation value, correlation to the
embedding sequence can be obtained even for an input
15 signal desynchronized in the N-th dimension
direction, so that digital watermark detection in
which synchronization is unnecessary can be
performed.
In addition, in the digital watermark
20 embedding apparatus, the N-1 - dimensional pattern
is a complex number pattern, and the correlation
value calculation means may obtain complex
correlation values for each bit, align directions of
the complex correlation values for each bit, and
25 after that, calculate a total sum of the complex
correlation values, and the digital watermark
detection apparatus may include synchronization
means configured to obtain an amount of
desynchronization of the input signal based on an
30 argument of the total sum. By this configuration,
the amount of desynchronization can be measured, so
that digital watermark detection by easy and fast
synchronization becomes possible. In addition, by
obtaining the amount of desynchronization based on
35 the complex correlation value for each bit, the
amount of desynchronization can be measure with
higher reliability and more accurately.



-190- digital watermark, and reliability of detection result can be nade
clear nore accurately, and in addition to that, the length of spectrum
spread sequence can be made | onger, so that digital 5 watermark detection
with higher reliability can be perfornmed. The synchronizati on neans nay
obtain a whole shift amount in an axis direction of a NNth dinension based
on the anmobunts of desynchronization 10 obtB%ed for each of the plurality of
N-1 - dinensional patterns. According to this configuration, the anmount of
desynchroni zati on of each detection conplex pattern can be obtai ned
accurately, so that, digiﬂalbhﬁ(ﬁiaﬁtabewecetmmrksdet¢nhigh det ecti on

accuracy becona§p§gfét ke, t@@QNiagnté&mgﬁﬁggg%qk whth smal | er

ho
signal deterioration eones possi bl e wt etectlon er?ornance of
sinilar extent.COMPHAYI PRBRE L M ienr oANdathen distiisa hayatogmadtect a

synchroni zat i onisegleenes hb@bﬁa&@b@ﬁﬁedncm%@r@mrwﬁ@tmn
synchronlzaglon re-divi %es t he Lb gngh accordi.n fo t he anount of
desynchr oni Zat it &ng°F &FH&§§1dﬁ?é% 3 ﬁsangﬁﬁyidﬁ ed to detect
plurality of retesynobrpnecasizf ofo£nbeddinguitnfdrgretl dnaséddcondiamg to this
confguration, BygdfLAC!bRo-LIeAlag. LOLOLTRLLAN H g LCERe did™®

direction, longer-e rmati on can be e In a si
t hat apm|(ﬁﬂlQﬁ%e%bbPPeéeﬂ@ﬁﬂQﬁt%ﬂdmhbérﬁﬁPQQQ}QQﬂﬁQﬁNeBGEenIarged I'n

addi tion, according to anB@le@@ddﬁ&rml déb@clari@%erum eﬂheoarg@n@rgjtal
wat er mar k ﬁﬁbedd ng? pro%rin1f%{ ﬁ%dln dd| %ﬁﬁgatlon di gital
wat er mar k, “'nt fpbPIEH§RalC T fgi = 1p8 &P ter
than N (N is arembedéieryg eqqﬂedaecna@rbatebtahmmdnemamhfbhaanlUmgnt

signal desynchronized in the N-th dimension

direction, so that the amount of desynchronization

can be measured, and digital watermark detection by

15 easy and fast synchronization becomes possible.

The digital watermark detection apparatus
may be configured such that the demodulation means
measures phases of a plurality of periodic signals
to obtain a plurality of N-1 - dimensicnal patterns;

20 the synchronization means obtains an amount of
desynchronization for each of the plurality of N-1 -
dimensional patterns; the detection sequence
extraction means obtains detection segquences from
each of the plurality of N-1 - dimensional patterns

25 Dby correcting synchronization based on corresponding
one ¢of the amount of desynchronization so as to
store the detection sequences in the storage means;
and the correlation value calculation means
calculates a correlation value between a sequence

30 obtained by connecting the detection seqguences
stored in the storage means obtained for each of the
plurality of N-1 - dimensional patterns and the
embedding sequence.

According to this configuration, by

35 detecting digital watermark embedded using a
plurality of periodic signals, embedding information
of longer information length can be detected as



i nperceptible to human senses, the digital watermark -191- enbeddi ng program
causing a conputer to function as enbeddi ng sequence generati on neans
configured to generate an enbeddi ng sequence based on the enbeddi ng
information to store it in first storage 5 neans; array generation neans
configured to generate a N1 - dinensional pattern based on the enbeddi ng
sequence in the first storage neans; nodull&0i-on neans configured to

nodul ate a periodic signal according to a value on the N1 - dinensional 10
pattern to generate a N - dinensional enbedding pattern and store it in
second storagedﬁﬂémﬁleﬁﬁﬁeémﬁéhdiﬁ@ﬁxﬁQkﬁabsgpﬁyiﬁﬁoﬁaﬁ?Qﬁkﬂﬁ confi gured

t? obtain thetrlzisuldi r@mi@@aﬁnﬁag?%qféia&g gg%é eé@g(:tﬁka"t%(iy,i Eaﬁdﬂeiﬁfcohd |
St orage neans 0, super| ose e enpeddl.ng pattern on € | nput SiIgnal SO
1 Lot Byt RARA

as to enbed i@9GEIGHEYetRaFn 236 disgigt r aPRG HEGh P i ment of
t he present i ngerfuedice acdi gbéamadet dromydkr endbedthay dargagraim f or enbeddi ng

enbeddi ng info ti S Lgital, .\wat er. I i t .Sl | havi ng
di mensi ons %qug?%%é@#r@}%a %gkgﬁén ﬁ%ﬁ$ﬂé§%§# #§§28§g%§ﬁﬁbc %g%% greater
than 2) such tparfarmedi nperceptible to human senses, the digital waternmark

enbeddi ng program causi ngrike COYRERSLNIG At | R8RS mdY QHRGMdI Ng sequence
generati on nean onfigured to generate an enbeddi ng,séquence based on the
enmbeddi ng i nf ol 'eor?htlogfst%‘?@ugf: rR AT XY o&hﬁ@cgﬂfé’é‘nso,f & iyt Beneration
nmeans confi gur ddmiem sgeirerisgd eedaol the dimrnsionaf pakiyerch hasess onohhe
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each detection complex pattern can be obtained
accurately, so that, digital watermark detection
15 with high detection accuracy becomes possible, and
digital watermark detection with smaller signal
deterioration becomes possible with detection
performance of similar extent.
In addition, the synchronization means may
20 detect a synchronization sequence that is embedded
beforehand, performs synchronization, re-divides the
input signal according to the amount of
desynchronization, and includes detection means
configured to detect plurality of remaining pieces
25 of embedding information. According to this
configuration, by detecting embedding information
divided in the time direction, longer embedding
information can be embedded in a signal, so that
applications applied to digital watermarking can be
30 enlarged.
In addition, according to an embodiment of
the present invention, a digital watermark embedding
program for embedding embedding information, as
digital watermark, into an input signal having
35 dimensions egual to or greater than N (N is an
integer equal to or greater than 2) such that it is
imperceptible to human senses, the digital watermark



that is a part of the transformed signal to obtain a before-inverse
transform signal; and inverse -192- transform nmeans configured to orthogonal
i nverse transformthe before inverse transformsignal to obtain an
enbedded signal, is provided. In addition, according to an enbodi nent of 5
the present invention, a digital watermark detection programfor detecting
digital watermark that is enbedded beforeh@hd i nto an i nput signal having
di rensions equal to or greater than N (N is an integer equal to or greater
than 2) such that it is 10 inperceptible to human senses, the digital

wat er mark  det eembeddprggPandRani agualsanpuicempwt ¢ untei Sungs Laderaiul at i on

means PonfiQure@mﬁ@dﬂ?ﬁﬁu%%q%éﬂ@@oﬁéﬂéraQﬁd%lﬁéﬁk%eéaﬁﬁﬁgu@@d(EBC si gna
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e input signal to obtajn a N1 15
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obtain a detectémbedddnendefJrmant Yahues sforiee iN lin fi pENSis@Ralagemttern to
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based on a siz® ¥fla-cedmsnaiamapattbenwdbasactheonietket pobedsdquence
stored in the siona@RcERans Gyl AfeeMheddhgd SRAANCMobLIduTd al

applicability] 25°The present i1nvention can applijed to a technique for
enbeddi ng di gi tB¢2NAt EPREHEUHRD B0 BPFPLatRade Rl 23 hBvPAGAtage, and
applied to a tgchbordtiagf ao deteglhdgohhehd gi-tial- veieenBiknaBy the way, the
D 48" (Bl LEpROke AL g R e s fheal | pfl gplesed
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obtain the N - dimensional embedding pattern stored

in the second storage means to superimpose the

15 embedding pattern on the input signal so as to embed

it, is provided.

In addition, according to an embodiment of
the present invention, a digital watermark embedding
program for embedding embedding information, as

20 digital watermark, into an input signal having
dimensions equal to or greater than N (N is an
integer equal to or greater than 2} such that it 1is
imperceptible to human senses, the digital watermark
embedding program causing a computer to function as

25 embedding sequence generation means configured to
generate an embedding sequence based on the
embedding information to store it in first storage
means; array generation means configured to generate
a N-1 - dimensional pattern based on the embedding

30 sequence stored in the first storage means;
transform means configured to orthogonal transform
the input signal to obtain a transformed signal;
embedding pattern superimposing means configured to
superimpose the N-1 - dimensional pattern stored in

35 the second storage means on a N-1 dimensional plane
that is a part of the transformed signal to obtain a
before-inverse transform signal; and inverse



35 No. 2006- 061745, filed in the JPO on March 7, 2006, and the entire
contents of the application are incorporated herein by reference. -193-
CLAIMS 1. A digital watermark enbeddi ng nmethod for enbeddi ng enbeddi ng
information, as digital 5 watermark, into an input signal having di nensions
equal to or greater than N (N is an integer equal to or greater than 2)
such that it is inperceptible to human seh%2s in a digital watermark
enbeddi ng apparatus including enbeddi ng sequence generation 10 nmeans, array
generation nmeans, nodul ation neans, storage nmeans, and enbedding pattern
superi nposi ng 'ﬁ%@h%foﬁﬁem&ﬁﬁst¢Qﬁ%h%@éﬁﬁn@oséﬁﬂéﬁ%@ogéheiaﬂﬁéﬁeneans

generates an er@ﬁgﬂsﬁsrﬁle%@ﬂ%w@@dlﬁaekae ¥y Areeseh ngi REOr wRf i on to
store it in first_storage q%&& he ar %enera;Hg means generates a N-1
- di nensi onal 3+ BHsER QQa%%%%G rné din the first storage
means; 20 the nDduIatlon Emamﬁdﬁthwm;eacbbedumg|t@|£nséghaﬂlmanﬂthg to a
value n the Nine BLERBRLONH, AAISHD LOdGRIRAAl Gdt dbna Pl TBARS N on

a

enbeddi ng pattern ore secon forage ~ neans
embeddi ng mﬂtenrpgnamrﬁ@goﬁaﬁfqﬁﬁn@ db@@éﬁﬁsmﬂﬁsmmarblhhﬁ§léﬁal embeddi ng

pattern stored ghie §HE4S BRI H A RIEN FBARH tlelpsiauoegigmmehsk}%n%nbeddl ng
ut $| nal so _as to e The digital watermark

pattern on the in
enmbeddi ng nethd%”a§53é§ §IQQHﬁﬂ|§Pc?5lﬁffatﬁﬁéﬁ%QPt%e (Nod8I &% on neans
generates the Nntdyoensiguadl wnhefdyngapstt eharsurh shdnt thhasds iis a

direction 95‘3£$éQrQEB%E%T¥’E%*%uman senses, the digital watermark
detection program causing a computer to function as
demodulation means configured to measure a component
of a predetermined periodic signal in a direction of
a dimension in the input signal to obtain a N-1 -

15 dimensional pattern; detection sequence extraction
means configured to obtain a detection sequence
from values of the N-1 - dimensional pattern to
store the detection sequence in storage means; and
correlation value calculation means configured to

20 detect the embedded digital watermark based on a
size of a correlation value between the detection
sequence stored in the storage means and an
embedding sequence.

[Industrial applicability]

25 The present invention can be applied to a
technique for embedding digital watermark into a
still image and a moving image, and applied to a
technique for detecting the digital watermark.

By the way, the present invention is not

30 limited to the specifically disclosed embodiments,
and variations and modifications may be made without
departing from the scope of the present invention.

The present international application
claims priority based on Japanese patent application

35 No.2006-061745, filed in the JPO on March 7, 2006,
and the entire contents of the application are
incorporated herein by reference.



-194- different with each other according to a position on the N1 -

di nensi onal pattern. 5 3. The digital watermark enbeddi ng nethod as clained
inclaiml or 2, wherein the NN1 - dinensional pattern is a conplex nunber
pattern, and 10 the array generation nmeans generates the N-1 - dinensional
pattern such that a part of the enbeddi ng sequence becones the real part
and a part of the enbeddi ng sequence becoh®3-the imagi nary part. 15 4. The
digital watermark enbedding nethod as clained in any one of clains 1-3,
wherein the N1 20 - dinensional pattern is a conplex nunber pattern, and

t he nodul ati on neans nodul ates the peri 68RéMSsignal such that an argunent of
a conplex nunber on the N-1 - dinensional pattern becones a phase of the

nodul ati on signal, and an_absol ute val ue of the 25 co ex nunber becones
the size of the nodul atiof- 'gﬁiﬂ%t watermagikyigmye %gnﬁ?ﬁ%QFEedding
met hod as cl aifed émbadyiane endbecdding indorwheriain) tde @bhbéddilng sequence

generati on a pvides t er e kN n rate 35 a
plurality oseegﬁgag#%%ggéq%g%€g§‘ gﬂgfoFeggﬁg%%i%wﬁﬁﬁgffﬁfg%ggggggge nmeans;
the array generediah heant gaeat@testihan N- (Y51 sdiarernishosae rpaguedng o

correspondi ng Q- 6gflafbrt RBanplUr adidly PhatMieddiNng HROHERsespIEORRf in the
first storage;, the nodul ati gqn neaps gener ates Naéaadlnen5|onal enbeddi ng

patterns each dUFPIRpPABFRG & & BN 42l YRAERT I®TREE2I A9t 0 store the N
- dinensi onal edfyesits bgspahdnkindg) dhicedetnnd selqueags: generation

10 means, array generation means, modulation means,
storage means, and embedding pattern superimposing
means, wherein,

the embedding sequence generation means
generates an embedding sequence based on the

15 embedding information to store it in first storage
means;

the array generation means generates a N-1
- dimensional pattern based on the embedding
sequence in the first storage means;

20 the modulation means modulates the
periodic signal according to a value on the N-1 -
dimensional pattern to generate a N - dimensional
embedding pattern and store it in a second storage
means; and

25 the embedding pattern superimposing means
obtains the N - dimensional embedding pattern stored
in the second storage means to superimpose the
embedding pattern on the input signal so as to embed
it.

30

2. The digital watermark embedding method
35 as claimed in claim 1, wherein the modulation means
generates the N - dimensional embedding pattern such
that phases in a direction of a N-th dimension are



means; and the enbeddi ng pattern superinposing neans 10 adds all of the
enbeddi ng patterns stored in the second storage neans, and after that,
superinposes it on the input signal. 15 6. A digital watermark enbeddi ng
met hod for enbeddi ng enbedding i nformation, as digital watermark, into an
i nput signal having dinmensions 20 equal to or greater than N (N is an
integer equal to or greater than 2) such-i%&t it is inperceptible to human
senses in a digital waternmark enbeddi ng apparatus including enbeddi ng
sequence generation neans, array generation neans, transform neans, 25
storage neans, @hHEAEPR§ pdtttterad dupethapodicseebdiss, to addPPAYEASE t9Tansf or m
means, wherei n,tfdenembeddiine rseieAtepgenerat.i on means generates an
enbeddi ng sequence based on the enbedding information to store it in first
storage 30 neans; the array generation nmeans generates a N-i - di nensional
pattern based on the enbeddi ng sequence stored in the first storage neans
to stored Kt in second storage neans; 35 the transform neans orthogonal
transforns the input signal to obtain a transformed signal; the enbedding
pattern superinposing neans -196- superinposes the NN1 - dinmensional pattern

stored in the second stonageHEaSgPPad MateHmBNSi AEédRLABE medthiRiq i s a
part of the transforned giapal tolg iain bef gre-inverse transform signal
r r

and 5 the inverd® t+3ALFGr mEHi®ri hogoRal Whehrds &t 8¢ aNstorms the before
i nverse transfaiimessfoaklt paaiiernm he enbedgdéxsimpmiber 1pa¥tetme dirglt al

wat er mar k fﬁbquhggaPngogeneration means generates the N-1 -
dimensional pattern such that a part of the
embedding sequence becomes the real part and a part
of the embedding sequence becomes the imaginary part.

15
4. The digital watermark embedding method
as claimed in any one of claims 1-3, wherein the N-1
20 - dimensional pattern is a complex number pattern,

and the modulation means modulates the periodic
signal such that an argument of a complex number on
the N-1 - dimensional pattern becomes a phase of the
modulation signal, and an absolute value of the

25 complex number beccmes the size of the modulation
signal.

30
5. The digital watermark embedding method
as claimed in any one of claims 1-4, wherein
the embedding sequence generation means
divides the generated embedding sequence to generate
35 a plurality of embedding sequences to store them in
the first storage means;
the array generation means generates N-1 -



as claimed in claim®6, wherein the enbeddi ng sequence generation neans 15

generates a
storage nean
patterns eac
stored in th
nmeans; and t

greater than
i's inpercept

plurality of enbeddi ng sequences to store themin the fi
s; the array generation neans generates N-1 - dinensional

rst

h corresponding to one of the plurality of enbeddi ng sequences
e 20 first storage neans to store themin the second storage

he enbeddi ng pattern superinpok?¥y means superinposing the N1
_ di mensi onal patterns stored in the second storage neans on a plurality of
N1 - 25 dinensional planes of the transfornmed signal respectively.
di git al matennﬂ%@%%?%@??ﬁgpﬁﬁqﬁﬁpsfQﬁrH%FEEPﬂﬁ?QhEﬁt%@CVanrﬁﬁﬁk that is
enbedded bef orghanall i /0 oZn embdd Sh@naeghaniceg dtEnsdoNs thgudlidsx or
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second storage means, and after that, superimposes
it on the input signal.

6. A digital watermark embedding method
for embedding embedding information, as digital
watermark, into an input signal having dimensions

equal to or greater than N (N is an integer equal to

or greater than 2) such that it is imperceptible to
human senses in a digital watermark embedding
apparatus including embedding sequence generation
means, array generation means, transform means,

storage means, embedding pattern superimposing means,

and inverse transform means, wherein,

the embedding seguence generation means
generates an embedding sequence based on the
embedding information to store it in first storage
means;

the array generation means generates a N-1

- dimensional pattern based on the embedding

sequence stored in the first storage means to stored

it in second storage means;
the transform means orthogonal transforms
the input signal to cobtain a transformed signal:;
the embedding pattern superimposing means



15 enbeddi ng sequence. 20 9. The digital watermark detection nethod as
claimed in claim8, wherein the denodul ati on neans generates two periodic
signals that have a sane frequency and that are orthogonal with each other
to obtain the N1 - dinensional pattern based 25 on correl ati on between the
i nput signal and the periodic signals. 30 _10. The digital watermark
detection nethod as claimed in claim8 orlB%-wherein the denodul ation

means denodul ates the input signal based on a difference or differentiation
value in a direction, 35 of Qﬁ%hdgigension. -198-%£J“ The digital [ ermar k
det ection net hoBUBEXIMROFES il bne SEMERsiAn &l (RABSTRAETGTEI R 5 N1
- di nensi onal pahéesrcionda stungd gx meaber onpat thern, d amens henddt eclta ros

sequence extrac reans [ AS e i e S . val ues of
thg real part a%%g?hggi%aé}la%ggr?%a‘%%go}:gghgcfh—%&dlgﬁgﬁéﬁoﬁgl %gjé:t(%{&e%n to
store themin thefersrigyereadaransisrmsimmaldi andl watermark detection

method as glaimed in anytgre H{veras M r8nbkohaieims t H8tNoghmadi mensi onal
pattern is a coppl ex nunber ttern,. apd_the correlation value cal cul ation
means obt ai ns ﬂgﬁﬁFéﬁ &ﬁﬁqgghq%ﬁ 9%?uE§fPSF(%ﬂﬁ??ﬁ?,téﬁpéﬁ§xﬁb directions
of the conpl ex sbgnelaticombial iresar oembeddedbidigread. after that, cal cul ates
a total sumof the conplex correlation values to detect enbedded digital
wat er mark based on the total sum 25 13. The digital watermark detection
method as clained in any one of clains 8-11, wherein the N 30 1 -

di mensi onahgpattern is a conpl ex nunber pattern, and the correlation val ue
cal cul ati on neans detects

7. The digital watermark embedding method
as claimed in claim 6, wherein
the embedding sequence generation means
15 generates a plurality of embedding sequences to
store them in the first storage means;
the array generation means generates N-1 -
dimensional patterns each corresponding to one of
the plurality of embedding sequences stored in the
20 first storage means to store them in the second
storage means; and
the embedding pattern superimposing means
superimposing the N-1 - dimensional patterns stored
in the second storage means on a plurality of N-1 -
25 dimensional planes of the transformed signal
respectively.

30
8. A digital watermark detecting method
for detecting digital watermark that is embedded
beforehand into an input signal having dimensions
equal to or greater than N (N is an integer equal to
35 or greater than 2) such that it is imperceptible to
human senses in a digital watermark detection
apparatus including demodulation means, detection



enbedded digital watermark based on the absolute value of the conplex
correlation value. 35 -199- 14. The digital watermark detection nethod as
claimed in any one of clainms 8-13, wherein the N 1 - dinensional pattern is
a conpl ex nunber pattern, and the correlation value cal cul ati on neans
obtains 5 conplex correlation values for each bit, aligns directions of the
conpl ex correlation values for each bit, -a3Rd- after that, calculates a tota
sum of the conplex correlation val ues, and t he synchronlzation nmeans
obtains an 10 anDunt of %i nchronlzatlon of the input S|gnal based on an

argunent of theSEBHERCEUARX S I8 CFhBeaNGirt SCTEREP hePR Y8d&&ion nethod as
claimed in any oagécofl aclizimsnaris, uhdrsmmndgerﬁedns dwhemsiional pattern is

a conpl ex nunmber pattern, 4 @%Fhéﬁ@ﬂﬁigﬁ mﬂ?gdénhgggg§egb%alns t he anmount

of 20 desynchroni zati on of e 1 nput signa ed on an argunent of a
conpl ex corr el aEPBROPENFe HetdvRFednberadnedt iRAr segensdgand tife @nbeddi ng

sequence. 2% 16qifBetdion i aed BhEREKoHetec ﬂ@é@@%l@ﬁa(l' algred in claim
15, wherein the nDduIa%L%a means neasures phases of 307a plurality of
[

peri odi c.si gnal SlePa HEPREON8E RA-SeXf frensi onal patterns; the
synchroni zati on neans obtaﬂn5 datt e atbont sefqgudasys od onazatioon feaneach of

the Dlurality ohelihe (didmnsional Babbertsy A% e deLection mequepce

extraction means ection sequences by correctin
synchroni zati on™ f@im@a@ﬁQﬁakrﬁﬂ¢ﬁﬂralth&M0H¢Jthez®©te§t#@@S|onal patterns

based on carny espeldeRA@eOn® Htorage means; and
the correlation value calculation means
detects the embedded digital watermark based on a
size of a correlation value between the detection
sequence stored in the storage means and an
15 embedding sequence.

20 9. The digital watermark detection method
as claimed in claim 8, wherein the demodulation
means generates two periodic signals that have a
same frequency and that are orthogonal with each
other to obtain the N-1 - dimensional pattern based

25 on correlation between the input signal and the
periodic signals.

30
10. The digital watermark detection method
as claimed in claim 8 or 9, wherein the demodulation
means demodulates the input signal based on a
difference or differentiation value in a direction
35 of N-th dimension.



“the anobunt of desynchronization so as to store the detection sequences in
the storage neans; and the correl ation value cal cul ati on neans 5 cal cul ates
a correlation value between a sequence obtained by connecting the detection
sequences stored in the storage neans obtained for each of the plurality
of N1 - dinensional patterns and the enbedging sequence. 10 17. The
digital watermark detection nethod 15 as~tP&rmed in claim 16, wherein, the
synchroni zati on neans obtains a whole shift anmount in an axis direction of
a N-th dinension based on the anobunt of desynchronization obtained for
each of the plurality of N1 20 dinensional patterns. 25 18. The digital

wat ermark detection nethod as clained in claim15, wherein, the

synchroni zati on neans detq%gsfhesagﬁgggqiaggéﬁg ugpeethat, i aibhgdded
) n8 B

bef orehand, perforns synchronizatio re-divi t he 1 nput 30 signal based
on the ampunt o?SdE3IpATROHIT AFVNORE Odecd@l aF 9t ¥0of Wheks il ighi eces

of enb?ddi ][1@ i%@rgaaiim@#bs%zﬂ& ﬁagtg&h?!isv\@ Qfdfﬁ?jregnﬁlaﬁ@ie{lg -20&- -
apparatus for e ing e i ng,l pformati on, as igita er mar into
P ot sl onai DREGERET GTRE Sl BERE IOk Yo Lot Ras TR ol s,
i nteger equal tobbaigsedher ddizeciosuckquieatca tbased onpeadegs e to human
senses, conpri sj : i c rat.i a nfti_gured to

mp ’c@gi ﬁeEfIb%%%“@ar%&qugQ gﬁggﬁglagzt%ggaﬁ 8% Fﬁ% N -G

generate an errbel g  sequence ase I ng 1 ntor mation to store
it infirst st@tBBSAPARd: PEFRFRAytgefbrsE Jhakakr EBAf S§Orada o

10 means.

15 12. The digital watermark detection method
as claimed in any one of claims 8-11, wherein the N-
1 - dimensional pattern is a complex number pattern,
and the correlation value calculation means obtains
complex correlation values for each bit, aligns

20 directions of the complex correlation values for
each bit, and after that, calculates a total sum of
the complex correlation values to detect embedded
digital watermark based on the total sum.

25

13. The digital watermark detection method
as claimed in any one of claims 8~11], wherein the N-
30 1 - dimensional pattern is a complex number pattern,
and the correlation value calculation means detects
embedded digital watermark based on the absolute
value of the complex correlation value.

35



generate a N-1 - dinensional pattern based on the enbeddi ng sequence in the
first storage neans; nodul ati on neans configured to nodulate a periodic
signal according to a value on the N1 - 15 di nensional pattern to generate
a N - dinensional enbedding pattern and store it in second storage neans;
and enbeddi ng pattern superinposing neans configured to obtain the N -

di mensi onal enbedding 20 pattern stored i¥%he second storage means to
superi npose the enbeddi ng pattern on the input signal so as to enbed it. 25
20. The digital watermark_enbeddin apparatus as clainmed in claim19

wherein the nodulation nmkdns TgeneFaitai neakernginle istorar 190 BRESRH ng

pattern such thai ghabtesedi Ana atiy eaid opf of laamy tgh 18 ,memnsé paiar ehdl i-er ent
with each other, according to ﬁépqﬁétion.on t he dinensioggl attern.
K &%

N1 -
35 -202- 21. THe di & a&PEN ShHRabf nd SSPRASUS HEORF oP Arcl ai m
19 or 20, whereind ttiee Sbtrelditimrsivnbie paaleundaitsicn ouephexohtiatiers
pattern, ang e giy8y g682eILIADAEANS, GENEA! Bach Wit N b11gdimensi onal
pattern such that a part o t he enbeddi ng sequence becones the real part
and a part of dHeeehbeadi R§ $EFUSRIWP bRt ofresreRe Hifdyi vk yesparPE. 10 22.

The digital wateidrarkiepbadd g teappaiat iscascallaivemd 4 ncapylo8emofh el ai ms
19-21, 15 mheﬁgln t he 1 - di Qﬁ%@ﬁgl ggttern i.s, a conpl ex nunber
pattern, and tHE"ShottfRtFEnCied a¥35UeBhe 308 i odi ¢ si gnal such t hat
an argunment of a conpl exthensgmahrdmezd ion diermyssiainadipat aarn
10 amount of desynchronization of the input signal
based on an argument of the total sum.

15
15. The digital watermark detection method
as claimed in any one of claims 8-~13, wherein the N-
1 - dimensional pattern is a complex number pattern,
and the synchronization means obtains the amount of
20 desynchronization of the input signal based on an
argument of a complex correlation value between the
detection seqguence and the embedding sequence.

25

16. The digital watermark detection method
as claimed in claim 15, wherein
the demodulation means measures phases of
30 a plurality of pericdic signals to obtain a
plurality of N-1 - dimensional patterns;
the synchronization means obtains an
amount of desynchronization for each of the
plurality of N-1 - dimensional patterns;
35 the detection sequence extraction means
obtains the detection sequences by correcting
synchronization for each of the plurality of N-1 -



beconmes a phase of the nodul ation signal, and an 20 absol ute val ue of the
conpl ex nunber becones the size of the nodul ation signal. 25 23. The
digital watermark enbedding apparatus as clainmed in any one of clains
19-22, wherein the enbeddi ng sequence generation nmeans 30 divides the
gener at ed enbeddi ng sequence to generate g ﬁlurality of enbeddi ng sequences
to store themin the first storage neans; PHe array generation neans
generates N-1 - dinensional patterns corresponding to each of the 35

lural i f ddi in the f
Todul at  on meand GERBLATEL L op50S (EReRS: GHEIC ehReaPNg Bk AN Bach

correspondi ng tbhet hmoNnt -ofili designchabnpattteron t$o0 sasr ot seode therensi onal
enbeddi ng patte&ggeb@lgg éﬁﬁﬁgﬁbéioiag%hg et pé$gdméaﬁge geheddi ng pattern

super i mposi ng neans ferns stored in the
second storage neans, and %78 FO¥RatatigpeMaipisezalenlaficme mamie signal .

10 24. A di @ t akaDBLEERRIK aerﬁmﬂﬂengtlaaparraqtues BeotwesheddisrgnRiraddi ng

f t t t t | h
Idlnng:lrsr?olngnequa?b%BIBF%g é’at%éam%ﬁ RI‘?( ﬁ?l O%&éqnﬁl%ﬁzl?gggﬁé’icae\tgonor gr eat er
than 2) such thatoredlan|Uhﬁwsxm¢a@éembanMUmmtammsdstEOEpmhmdﬁ)the
enbeddi ng Sequeﬁfﬁrgﬁﬁ%ftdfpgﬂ n?ans 20epenf r%{@egﬁ?e .tq.[% enbeddi ng

iTs

sequence based nbeddi ng |n or Rt on ore |l st orage
means; array gef@PadddmdneEamEIeoPei gured to

10

17. The digital watermark detection method
15 as claimed in claim 16, wherein,
the synchronization means obtains a whole
shift amount in an axis direction of a N-th
dimension based on the amount of desynchronization
obtained for each of the plurality of N-1 -
20 dimensional patterns.

25 18. The digital watermark detection method

as claimed in claim 15, wherein,
the synchronization means detects a

synchronization segquence that is embedded beforehand,
performs synchronization, re-divides the input

30 signal based on the amount of desynchronization to
detect plurality of remaining pieces of embedding
information.

35

19, A digital watermark embedding



generate a N-1 - dinensional pattern based on the 25 enbeddi ng sequence
stored in the first storage neans; transform neans configured to orthogonal
transformthe input signal to obtain a transfornmed signal; 30 enbedding
pattern superinposing neans configured to superinpose the N-1 - dinensional
pattern stored in the second storage neans_qn a N-1 dinensional plane that
is a part of the transforned signal to oﬁggﬂﬁ a before-inverse transform
signal; 35 and inverse transform neans configured to orthogonal inverse
transformthe before _inver -204- transform 'gnal.t obt ai.n an enbedded

signal . 5 25. TREGAJISIT ot EFRAPR 1D% SR SR g phP RodRatd Wi R8d i n
clai m 24, wher edngtift@ le zateiimgr seqlence genienpu t oaigrads hageirey at es a

plural ity of emeddinag SRONAGES £8 ol0 SO eRLh Nt MR 4 Sty ST Or age

nmeans; the arr ay generation ans gener I mensi onal patterns each

correspondi ng t dnéRESEF eqel plar aFi Oy egft ehblehRin ng) sE§GEnddRstbE ediSin t he
first storage MeapsrceiiBEe theMiRahheanond dénptokaag means; and the

en?fdding Fattgrn_sugﬁringg@%%ggggsngg su e&igﬂg@gg?%ggﬂ*ﬁ%éﬂgkﬁﬁnsiona
patterns store in e s€ a QHé i -

di rensi onal pl anesafdfgured tt@angénemadesiagnami2ddd esgecstiqueince 2264 A
digital watermph deleiilia AROE Arlerlar et €6t L0 di it al, vpp erpark that

is enbedded bertore I'nto an”i nput "signal havi ng i mensi ons ‘equal to or
greater than N gRor@ggn mggneyer equal to or greater than 2) such that it is
10 array generation means configured to

generate a N-1 - dimensional pattern based on the
embedding sequence in the first storage means;
modulation means configured to modulate a
periodic signal according to a value on the N-1 -
15 dimensional pattern to generate a N - dimensional
embedding pattern and store it in second storage
means; and
embedding pattern superimposing means
configured to obtain the N - dimensional embedding
20 pattern stored in the second storage means to
superimpose the embedding pattern on the input
signal so as to embed it.

25

20. The digital watermark embedding
apparatus as claimed in claim 19, wherein the
modulation means generates the N - dimensional

30 embedding pattern such that phases in a direction of
a N-th dimension are different with each other
according to a position on the N-1 - dimensional
pattern.

35



30 inperceptible to human senses, conprising: denodul ati on nmeans confi gured
to neasure a conponent of a predeterm ned periodic signal in a direction
of a dinmension in the input signal to obtain a N1 - dinensional pattern;
35 detection sequence extraction means configured to obtain a detection
sequence from values of the N1 - dinensional pattern to store the -205-
det ection sequence in storage means; and T#94=®l ation val ue cal cul ati on means
configured to detect the enbedded digital waternmark based on a size of a
correl ation val ue between ghe gﬁge ectio se%uence stored.in the storage

means and an enbeddi ng séduedd® dxEbTalrHatsrgiatli sRReAAAPR detection
apparatus as clappedatoschai ml2amedelei olabe 1dermdWl @l i whepedns tgener at es

two periodic sibg_nlal_s ?Eﬂghfsag\gﬁl{i Es%r@egﬁeggegc%o%gﬁ%gﬁg%ﬁﬁg ort hogonal 15

with each other to obfain |nenS|onaL aséd on
correl ati on beteEeherhe PRPuthesiagieay agenenatjon alansi gaaersateg 28. The

di gital water Maipe deleCli QRmeARAM A USpAetekal BREH id @l A g8rQr 47, Wherein
t he denodul ati gn nﬁgﬁs genodulates t he i nput signal 25 based on a
difference or dilt§ e?BRABHELNGN SEIURNGRH BecampEcitien K2 N-PATHI ABsi%on. 30

29. The digitalpawt es frat kedemeriddihg appanahus &% cntd sTethé ninay ieRe of
clains 26 to ZSa’gmerein the N-1 - dinensional pattern is a conplex nunber
pattern, and t B Gt ect i on sequence 35 extraction neans obtains the
detection sequence based on values of the real part and the imaginary part
of the N1 dinensional pattern to store them

22. The digital watermark embedding

apparatus as claimed in any one of claims 19-21,

15 wherein the N-1 - dimensional pattern is a complex
number pattern, and the modulation means modulates
the periodic signal such that an argument of a
complex number on the N-1 - dimensional pattern
becomes a phase of the modulation signal, and an

20 absolute value of the complex number becomes the
size of the modulation signal.

25
23. The digital watermark embedding
apparatus as claimed in any one of claims 19-22,
wherein
the embedding sequence generation means
30 divides the generated embedding sequence to generate
a plurality of embedding sequences to store them in
the first storage means;
the array generation means generates N-1 -
dimensional patterns corresponding to each of the
35 plurality of embedding sequences stored in the first
storage;
the modulation means generates N -



-206- in the storage neans. 5 30. The digital watermark detection apparatus
as clainmed in any one of clains 26-29, wherein the N-1 - dinensional
pattern is a conplex nunber pattern, and the correlation value 10

cal cul ati on nmeans obtains conplex correlation values for each bit, aligns
directions of the conplex «correlation values for each bit, and after that,
calcul ates a total sum of the conpl ex corfdidtion values to detect embedded
digital watermark based on 15 the total sum 20 31. The digital watermark

i mensi onal | BUTERALPEAY EOMRIS ShRBEF CBas: GATE AF RSPEBRLaRR D
val ue cal cul atilom Neans demectssiemdbdoettdirgi tal stedes meh& B5-based on the
absol ute val ue ofydhe; 6o0p! %ﬁbe%ff%%ﬁ@eﬁéﬁ's”% hd2se Bﬁdd'sg'é{r%'fe

wat er mark detection apparatus as ¢ ' any one of clrains
wherein the N meawshedBfonal pattern is a conplex nunber pattern, and the

correl ationsval ue 35 cal gHkaldnrdrEais PAE LR GAHPY LM SOE L RLakkanval ues
for each bit, ahhg;s f;re%ti ns of %@g,co lex correlatiqgn,values for each
bit, and after 33, 623509 CRE AMREAILNG oPEF LETRSS tMeSCoiPl &R%correl ati on
val ues, and theselt@gnd abktoabhgemdarntef eshdoaftappatatys copprippges

synchroni zati on S oanf.Lgur btai n an anount of desynchroni zation 5
of the input s?ﬂgg b%%%dgéh%an%gﬁGﬁ%%ht of the total sum 10 33. The

digital watermark detection
10

24. A digital watermark embedding
apparatus for embedding embedding information, as

15 digital watermark, into an input signal having
dimensions equal to or greater than N (N is an
integer equal to or greater than 2) such that it is
imperceptible to human senses, comprising:

embedding sequence generation means

20 configured to generate an embedding sequence based
on the embedding information to store it in first
storage means;

array generation means configured to
generate a N-1 - dimensional pattern based on the

25 embedding sequence stored in the first storage
means;

transform means configured to orthogonal
transform the input signal to obtain a transformed
signal;

30 embedding pattern superimposing means
configured to superimpose the N-1 - dimensional
pattern stored in the second storage means on a N-1
dimensional plane that is a part of the transformed
signal to obtain a before-inverse transform signal;

35 and

inverse transform means configured to
orthogonal inverse transform the before inverse



apparatus as clainmed in any one of clains 26-31, wherein the N1 -

di nensi onal pattern is a conplex nunber pattern, and the digital watermark
detection 15 apparatus conprising synchronization nmeans configured to
obtai n the anmount of desynchronization of the input signal based on an
argunment of a conplex correlation value between the detection sequence and
t he enbeddi ng sequence. 20 34. The digitaTZQ&Ternark detection 25 apparatus
as clainmed in claim33, wherein the denodul ati on neans neasures phases of a

lurality of di bt aj lurality of N1 - di |
pattor s e SYREPERFIAC G oas GBEaLRs o e didnpigral- o o

desynchroni zation for each of the plurality of N-1 - dinensional patterns;
t he detection sequence extraction neans obtains detection sequences from
each of the plurality of N1 - dinensional patterns by 35 correcting
synchroni zati on based on corresponding one of the anount of

desynchroni zation so as to store the detection sequences in the storage

means; -208- and the corr Iatl \Y; Iue | cul ati on neans al cul ates a
correl ati on val ue betmeen é&U% BB ﬁ&?qﬂﬁ%%ﬁ%%EFpﬁénﬂhe det ecti on
sequences 5:ﬁcnpparatubeaﬂcnkmmmaﬁaﬂﬁ omhahn@&fcwheaehnof the plurality

of N-1 - dinensional pat t @iis Mea$§ngegg g%nr& S &&‘8 gglcéom?é The

di gital watermark detectlon apparatus”as Ialned ereln t he
synchroni zat i orge®anatelst & plurahbt ¢ 0i5emerddmm¢quﬁnaﬁsa>tm di rection

of a N-th 1¢i mesisbpe based 190 die AIPYA! StekadRs ey oni zation
the array generation means generates N-1 -
dimensional patterns each corresponding to one of
the plurality of embedding sequences stored in the
first storage means to store them in the second
15 storage means; and
the embedding pattern superimposing means
superimposes the N-1 - dimensional patterns stored
in the second storage means on a plurality of N-1 -
dimensional planes of the transformed signal
20 respectively.

25 26. A digital watermark detection
apparatus for detecting digital watermark that is
embedded beforehand into an input signal having
dimensions equal to or greater than N (N is an
integer equal to or greater than 2) such that it is

30 imperceptible to human senses, comprising:

demodulation means configured to measure a
component of a predetermined periodic signal in a
direction of a dimension in the input signal to
obtain a N-1 - dimensional pattern;

35 detection sequence extraction means
configured to obtain a detection sequence from
values of the N-1 - dimensional pattern to store the



obtained for each of the plurality of N1 - dinensional patterns. 20 36. The
digital watermark detection apparatus as clained in claim34, wherein, 25

t he synchroni zati on nmeans detects a synchronization sequence that is
enbedded beforehand, perfornms synchronization, re-divides the input signal
according to the amobunt of desynchronization, and includes detection neans
configured to detect 30 plurality of remi+4®0osg pi eces of enbeddi ng
information. 35 37. A digital watermark enbeddi ng program for enbeddi ng
enbeddi ng information, as digital -209- watermark, into an input signal
havi ng di nensi odetestiuiabn t peguegrceatier stharade (Nekgssan amt eger equal to or

greater than 2) such that if.is1LRReLCaRIYPLE ggcurjgﬁgﬁq{gﬁs the digital
wat er mar k enbedd%%%_S program causing a conpu?er to function as the digital

wat er mar k enbed@ORg i&ppeedt te dstercd fde iembeddedndigitdlaivvateomagk 10 38.

A digital watermardediaiecii o0zpr e@r amcdofe It €6hi B 1dicdidaiwaeh et par k t hat
i s enbedded _ bef,orehand i nto_an i nput s%gyal hgﬁlng di nrensi ons 15 equal to
or greater than9RtAFTCHSFALERER S4PHET ot oF PGr EXPELIHILHYSSBBA that it

is inperceptibl ant embdrddingensqgaenicee di gital watermark detection program
causing a conputer to function as the digital watermark detection apparatus
as clainmed in 20 any one of clains 26-36. 25 30 35

10
27. The digital watermark detection
apparatus as claimed in claim 26, wherein the
demodulation means generates two periodic signals
that have a same frequency and that are orthogonal
15 with each other to obtain the N-~1 - dimensional
pattern based on correlation between the input
signal and the periodic signals.

20

28. The digital watermark detection
apparatus as claimed in claim 26 or 27, wherein the
demodulation means demodulates the input signal

25 based on a difference or differentiation value in a
direction of N-th dimension.

30
29. The digital watermark detection

apparatus as claimed in any one of claims 26 to 28,
wherein the N-1 - dimensional pattern is a complex
number pattern, and the detection sequence

35 extraction means obtains the detection sequence
based on values of the real part and the imaginary
part of the N-1 - dimensional pattern to store them
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in the storage means.

30. The digital watermark detection
apparatus as claimed in any one of claims 26-29,
wherein the N-1 -~ dimensional pattern is a complex
number pattern, and the correlation value
calculation means obtains complex correlation values
for each bit, aligns directions of the complex
correlation values for each bit, and after that,
calculates a total sum of the complex correlation
values to detect embedded digital watermark based on
the total sum.

31. The digital watermark detection
apparatus as claimed in any one of claims 26-29,
wherein the N-1 - dimensional pattern is a complex
number pattern, and the correlation wvalue
calculation means detects embedded digital watermark
based on the absolute value of the complex
correlation value.

32. The digital watermark detection
apparatus as claimed in any one of claims 26-31,
wherein the N-1 - dimensional pattern is a complex
number pattern, and the correlation value
calculation means obtains complex correlation values
for each bit, aligns directions of the complex
correlation values for each bit, and after that,
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calculates a total sum of the complex correlation
values, and the digital watermark detection
apparatus comprising synchronization means
configured to obtain an amount of desynchronization
of the input signal based on an argument of the
total sum.

33. The digital watermark detection
apparatus as claimed in any one of claims 26-31,
wherein the N-1 - dimensiocnal pattern is a complex
number pattern, and the digital watermark detection
apparatus comprising synchronization means
configured to obtain the amount of desynchronization
of the input signal based on an argument of a
complex correlation value between the detection
sequence and the embedding sequence.

34. The digital watermark detection
apparatus as claimed in claim 33, wherein

the demodulation means measures phases of
a plurality of periodic signals to obtain a
plurality of N-1 - dimensional patterns;

the synchronization means obtains an
amount of desynchronization for each of the
plurality of N-1 - dimensional patterns;
' the detection sequence extraction means
obtains detection sequences from each of the
plurality of N-1 - dimensional patterns by
correcting synchronization based on corresponding
one of the amount of desynchronization so as to
store the detection sequences in the storage means;
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and

the correlation value calculation means
calculates a correlation value between a sequence
obtained by connecting the detection sequences
stored in the storage means obtained for each of the
plurality of N-1 - dimensional patterns and the
embedding sequence.

35. The digital watermark detection
apparatus as claimed in claim 34, wherein,

the synchronization means obtains a whole
shift amount in an axis direction of a N-th
dimension based on the amounts of desynchronization
obtained for each of the plurality of N-1 -
dimensional patterns.

36. The digital watermark detection
apparatus as claimed in claim 34, wherein,

the synchronization means detects a
synchronization sequence that is embedded beforehand,
performs synchronization, re-divides the input
signal according to the amount of desynchronization,
and includes detection means configured to detect
plurality of remaining pieces of embedding
information.

37. A digital watermark embedding program
for embedding embedding information, as digital
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watermark, into an input signal having dimensions
equal to or greater than N (N is an integer equal to
or greater than 2) such that it is imperceptible to
human senses, the digital watermark embedding
program causing a computer to function as the
digital watermark embedding apparatus as claimed in
any one of claims 19-25.

38. A digital watermark detection program
for detecting digital watermark that is embedded
beforehand into an input signal having dimensions
equal to or greater than N (N is an integer equal to
or greater than 2) such that it is imperceptible to
human senses, the digital watermark detection
program causing a computer to function as the
digital watermark detection apparatus as claimed in
any one of claims 26-36.



