DESCRIPTION INFORMATION STORAGE MEDIUM Technical Field
The present invention relates to an information storage medium called an
IC card including a built-in IC (Integrated Circuit) chip having a CPU, an
ROM, an RAM, an EEPROM, and others. 10Background Art An IC
(Integrated Circuit) card has been used for not only a credit card, a
commutation nicker, account settlement of other business transactions but
also used in various fields as an ID card, e.g., an employee ID 15card, a
membership card, or a health insurapce,c rdJA'I’\'hga is_because the IC card
includes an IC having a CPU, z?n Lgog\/lj%angR %n I%EBR%M, and others
to realize various functions as compared with a conventional magnetic
card and counterfeiting the IC card is 20difficult, which greatly improves
security. ISO/IEC 7816iNparMA P Idisclosesra sttuctupe ofan IC card.
For example, the IC card stores important information such as Personal
information. To assure security, the important information stored in the IC
5 25card Is encrypted, and authenticgg'%mtg Jespect fg,.an IC card user is
requested. However, a CPU may erroneously operate in some
The present invention relates to an information

storage medium called an IC card including a built-in
IC (Integrated Circuit) chip having a CPU, an ROM, an
RAM, an EEPROM, and others.

10 Background Art

An IC {(Integrated Circuit) card has been used for
not only a credit card, a commutation ticket, account
settlement of other business transactions but also used
in various fields as an ID card, e.g., an employee ID
15 card, a membership card, or a health insurance card.
That is because the IC card includes an IC having a
CPU, an ROM, an RAM, an EEPROM, and others to realize
various functions as compared with a conventional
magnetic card and counterfeiting the IC card is
20 difficult, which greatly improves security.

ISO/IEC 7816-1 part 1, 2 discloses a structure of
an IC card. For example, the IC card stores important
information such as personal information. To assure
security, the important information stored in the IC
25 card 1s encrypted, and authentication with respect to
an IC card user is regquested.

However, a CPU may erroneously operate in some



cases when noise is applied to a power or a clock supplied to the IC card
or light is applied to an IC chip itself, and a countermeasure against a
fraudulent transaction that intentionally provokes such an 5erroneous
operation is desired. To realize this, a measure of mounting a filter that
eliminates an influence of noise on an LSl itself is taken. However, this
measure alone cannot sufficiently avoid an efroneous operation of the
CPU. 10Further, JP-A 2005-285133 (KOKAI discloses a technology of

detectipd 20.erianeguR operation tgg@gﬁgeogiaé%'y§°§§g¢;e§rg%§;°£ clock

processing in accordance with a typ the erronéo _

Disclosuiie of Invention 15As explained ahove; yheninoisg.isiapplied 40 an 1c
power or a clock to be supplied during an operation of the card or a light is
applied-oi® citduitin ihe $0 @hip, accomimane of theeCRERjuNps, and raudulent

fraudulent processing or output may be possibly performed. The
20abo$e¥85pﬁ§fﬁga %%n(?@l‘?t‘fon]aﬁlfeeclﬂﬁé%@ﬁ]a]ré’n@égﬂrﬂff%ﬁffﬁjé?ﬁlyan

savoid an.errenequs operation; of the CRIL Fyrthermore, wheR 2D, 154, 4

algorithm of detecting an
measure of mounting a filter that eliminates an

influence of noise on an LSI itself is taken. However,
this measure alone cannot sufficiently avoid an
erroneous operation of the CPU,.
10 Further, JP-A 2005-285133 (KOKAI) discloses a
technology of detecting an erroneous operation to
appropriately continue or stop processing in accordance
with a type of the erroneous operation.

Disclosure of Invention
15 As explained above, when noise is applied to a
power or a clock to be supplied during an operation of
the card or a light is applied to a circuit in the IC
chip, a command of the CPU Jjumps, and fraudulent
processing or output may be possibly performed. The
20 above-explained conventional technology alone cannot
sufficiently avoid an erroneous operation of the CPU.
Furthermore, when an algorithm of detecting an
erroneous operation is caught on, fraudulence is
accepted.
25 It is an object of the present invention to
provide an information storage medium superior in

avoidance of fraudulence.
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erroneous operation is caught on, fraudulence is accepted. 25It is an
object of the present invention to provide an information storage medium
superior in avoidance of fraudulence. An information storage medium
according to the present invention is an information storage medium
formed of a card main body having a module embedded therein, wherein
the module comprises: communicating Smeahs for receiving a command
from an external device; storing means for storing a data processing
routine including apletalify.of clieck ointsand datg processing means
for executing processing corresponding to the command in accordance
with the dateeprocessing d0eeutine, storing sophieality-of cheskflggsmedium
having the same value that varies in accordance with use of the plurality
of check3Bift iRcluded rthetiata procEssing touENE, amelceordirmirgedded
vaIiditytcp; data 1Qrocegsing basgg on th uralité of stored check flags. ‘

&tion ‘stordge medium accd to the"Bré<eiit invertioiis a2 =119

An information storage medium acc : _
information-storage medium,formed of g.card mnain hady having a module. . ; .o
embedded therein, wherein the module comprises: communicating means

for receivingiangomerand fiom antextémal deviee;stering-meansdorrout ine
storing a plurality of data processing routines each including at least one

check poifit Hhd datd p gihyimesrds frexbelting processidg data

corresponding to, the command in accordance 25with the plurality of data ,
proces%ing routg%es(? storing respective check flags having valies-thaf vary " 9119

jnacaxdamﬁkwﬁbﬁﬁ@@ﬁﬂﬁhm§@@@$&wﬁﬁﬁkﬂﬁmﬂst%e data processing

routine, storing a plurality of check flags having the
same value that varies in accordance with use of the
plurality of check points included in the data
processing routine, and confirming validity of data
processing based on the plurality of stored check
flags.

An information storage medium according to the
present invention is an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for stpring a plurality of data
processing routines each including at least one check
point; and data processing means for executing
processing corresponding to the command in accordance
with the plurality of data processing routines, storing
respective check flags having values that vary in

accordance with use of the respective check points



5

10

15

20

25

included the respective data processing routines, and confirming validity
of data processing based on the respective stored check flags. An
information storage medium according to the 5present invention is an
information storage medium formed of a card main body having a module
embedded therein, wherein the module comprises: communicating means
for receiving a command from an external deé{/ice; storing means for
storing a sub-routine including at 10least one check point and a main

routmeilﬂelygtﬁ@&_h@ﬁybzrggg%%e@w_%degg gtleastane h%%&@‘?dg_%s, and
and data processing means for executing data processing corresponding

to the camimand im aceerdadee withthel sub-rputine-ard the mainouinehe
storing respective check flags having values that change in accordance

with uSESSTRRE raspiechive ERECICPEIRts ihidladéd in the sub-routine and the

main routine, gnd corflfirmin validity of data processing based on the
respective stored cl:I}:fe(ﬁ(lfﬂlzaiﬂg%s:.L QBA%%r?fgﬁﬁgtiénr? é'f&)?éngea (r:nce%ﬁijrﬁng to the

according-to-the present invention is,an infermation: storage mediun e 41 un
formed of a card main body having a module embedded therein, wherein

the motlaleresinprises: cemmumidatingarigans forrgceivingdutemmanddded
from an external device; 25 storing means for storing a data processing

routineﬁH@lﬁ@ﬁf@'loH&ﬁf@e‘%siﬁ@? aﬁ‘@_ﬁé@aepr%%@gﬁﬁé‘?ﬁéa_r%oﬁé?‘u”i cating
executig.data piacessing rtesnondingig foe Sommand 10 gesardanee. s ce

with the data processing routine; storing a value of the number of times o

loop proeessing; that ¥ares along:a pragdetermingd rile in aecardaneeiwith at
the number of times of loop processing included in the data processing,

and configming Yvatidigheitheriata processiagrvased omnthenalugofithding the
number of times of loop processing. . An information storage medium

accordy to1RE préerit tvehtion iam fhirmatfstrétorige Mebiai Point; and

data processing means for executing data processing
corresponding to the command in accordance with the
sub-routine and the main routine, storing respective
check flags having values that change in accordance
with use of the respective check points included in the
sub~-routine and the main routine, and confirming
validity of data processing based on the respective
stored check flags.

An information storage medium according to the
present invention is an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for recelving a command from an external device;
storing means for storing a data processing routine
including loop processing; and data processing means

for executing data processing corresponding to the



10formed of a card main body having a module embedded therein,
wherein the module comprises: communicating means for receiving a
command from an external device; storing means for storing a data
processing routine including loop processing, and data processing means
15for executing data processing corresponding to the command in
accordance with the data processing routine>storing a check flag having a
value that changes in accordance with use of a check point included in the

loop processing, and confirming validity of data 20processing based on

the storce%mghaer(%j{ (Qg ce ‘flﬁgﬁ %the cpa

the pregentinvention;is andnformatian sterage mediym fauned-of a ggrd

main body having a module embedded therein, wherein the module
comprises: conrnogicating 25means for receivingrar ecmtandifrem anule in
external device; storing means for storing a sub-routine in the lowermost

layer, £SRFORMESn %hiiftethedRERyEr Ghclbidingihe Subsemingreessing

ﬂla%_acc%\rl’] Information storage mecﬂuﬁlréjc%%nglﬁé]?o routine,

5the lowermostiayen ane.maiieufing lncluding ihe.gub-Louline Jp g
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intermediate layer; and data processing means
processing coiresporrding 4o theceommand Hin agcoygdanee withdthe mainue of
routine, the sub-routine in the intermediate layer, and the sub-routine in

the lowehfRostiaper stofinglaneiveckflabivaving acafue that changes

based on a call for,th? sub-routine in the lowermost layer, and confirming
validity of the 8&ta*"

f executing data

ormation storage medium according to the
present invention is an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for storing a data processing routine
including loop processing, and data processing means
for executing data processing corresponding to the
command in accordance with the data processing routine,
storing a check flag having a value that changes in
accordance with use of a check point included in the
loop processing, and confirming validity of data
processing based on the stored check flag.

An information storage medium according to the
present invention 1s an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for storing a sub-routine in the

lowermost layer, a sub-routine in an intermediate layer
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10processing based on the stored check flag.  An information storage
medium according to the present invention is an information storage
medium formed of a card main body having a module embedded therein,
wherein the module comprises: communicating 15means for receiving a
command from an external device; storing means for storing a plurality of
sub-routines and a main routine including the plurality of subroutines; and
data processing means for executing data processing corresponding to

the command in agcerdance, 20with the, majn e etpgéyP-rngg%S; and a
storing a plurality of check flags having values that change based on
respectivel ealissfot theepluratity:afi supreutines,jand saofiraing validity of
the data processing based on the plurality of stored check 25flags. Brief
Descriptioh e B@iiigs FRY 9lis saddwing shewinges §émaralngiencof
information stgra e rtgg%ium according to an embodiment; FIG. 2 is a view

e sfric

g an ol Tré 6P IC chip; SOF T SRIGI SIS a fowdhartommand

showing an outfin

foreXp@Hﬂﬁg@BﬁﬁﬁﬁﬁgeQi@%h%@&pQBHW09%%%@$e, tRG- &is A cutine in
flowchart for explaining an example of check point processing during loop
process$ihg; and e rmgiGa5% ds adlpachad for explaining-arcexampleiof the
check point processing in a sub-routine in a nested
lowermost layer, storing a check flag having a value
that changes based on a call for the sub-routine in the
lowermost layer, and confirming validity of the data
processing based on the stored check flag.

An information storage medium according to the
present invention 1s an information storage medium
formed of a card main body having a module embedded
therein, wherein the module comprises: communicating
means for receiving a command from an external device;
storing means for storing a plurality of sub-routines
and a main routine including the plurality of sub-
routines; and data processing means for executing data
processing corresponding to the command in accordance
with the main routine and the sub-routines, storing a
plurality of check flags having values that change
based on respective calls for the plurality of sub-
routines, and confirming validity of the data
processing based on the plurality of stored check
flags.

Brief Description of Drawings

FIG. 1 is a drawing showing a general view of an



10structure. Best Mode for Carrying Out the 'Invention An embodiment
according to the present invention will now be explained hereinafter with
reference to the accompanying drawings. 15FIG. 1 is a drawing showing a
general view of an information storage medium according to this
embodiment. As shown in FIG. 1, an information storage medium is
formed of a card main body 2, and the card rhain body includes an IC chip
1 (a modure). 20TIC. 2 is a view showing an outline structure of the IC

chip I. Ag shown.n FIG..2,{ ic,1.incl U 3,an RAM 4. an. )
ROM 5, an EFI;&Fg(%JI\g/IIl}G? ch |E/]§ 479;%%%65&8%%‘?5%% "Pdata bus 9e.r§boament’

The ROM 3 stbres. various kindsi efyprograms (o dataprecessing rautinegade of
sub-routine, a main routine) of the IC card. The CPU 3 executes the
various*kind$§ of progiams stored in the ROM 5, and checks whether the
various kinds QfI ograms hav; een correc%y executed. An operation

w

check performed by the PO 3willl5é 8xplaingd IGEPHEdetal oTRe RAKFRPLe of

sand the EEPRQM 6.stofe-dataseguired when executing the various kinds
of programs by the CPU 3. The 1/0 7 receives a command from an

external devicgle.g.,anl€ earflreaderwritef canceetpatisnd Processkigample of
result as a response. The data bus 9 is a bus that is used to transfer data
betweeRie'CHY B} th" RARF & StHeSROM S20the BEPRONPE Sthed/O 7i1d

and the copr_o%_org. is Eh%ﬂ%ﬁgﬁda%gr%so@peogayg i'nrgormatgo.n Se%'%‘m le of
as personal information. To assure security, the |mpc§)r arit information P
stored imthedCreara is rerypted: agd anthentigation with xespect 10 apdEeq
10 structure.
Best Mode for Carrying Out the Invention

An embodiment according to the present invention
will now be explained hereinafter with reference to the
accompanying drawings.
15 FIG. 1 is a drawing showing a general view of an
information storage medium according to this
embodiment. As shown in FIG. 1, an information storage
medium is formed of a card main body 2, and the card
main body includes an IC chip 1 (a module).
20 FIG. 2 is a view showing an outline structure of
the IC chip 1. As shown in FIG. 2, the IC chip 1
includes a CPU 3, an RAM 4, an ROM 5, an EEPROM 6, an
I/0 7, a coprocessor 8, and a data bus 9.

The ROM 5 stores various kinds of programs (a data
25 processing routine, a sub-routine, a main routine) of
the IC card. The CPU 3 executes the various kinds or

programs stored in the ROM 5, and checks whether the



5

10

15

20

25

13card user is requested. However, when noise is applied to a power or a
clock supplied to the IC card or when light is applied to an IC chip itself,
the CPU may erroneously operate in some cases. Therefore, the IC card
according to this 2Cembodiment confirms whether original processing is
correctly executed (whether a command of the CPU is fraudulently
skipped due to a disturbance) on a software side. For example, a check
point is provided at each position in a data processing routine, a check

25flag carrespandingtesthe cheek point is stored. the gheek-flagis) v executed.

checked during data processing (as needed) or at the end of data
procesaingy propet iexecatien bf therdriginalcgrocessing isSRibniirmed,lante
then a processing result is output. Moreover, exercising an ingenuity with

respectitPar AafgemeRtof thetheek bointéflﬁﬁg%%e‘l(d%%% iﬁéﬁ@gt%PROM 6
of eacrg%}&%%g%gn%@%?%%@grﬁg%ﬂneqigecllgglllgygff aeéaﬁg’é%ﬁeéﬁ'sngkinds of

Specific exam will now be explained hereinafter. in the

IC cardstoresa data,10precessing routinedneluding a-pluealipy of ehecknmand
points, the 1/0 7 receives a command from an external device, and the

CPU 3fexetuies datd processitgCorresponding tethe Eomatahd from the

external de(yice )n accordance é{vith the data processing routine. Here,
reader/writer, and outputs a proceSsing result as a

response. The data bus 9 is a bus that is used to
transfer data between the CPU 3, the RAM 4, the ROM 5,
the EEPROM 6, the I/O 7, and the coprocessor 8.

The IC card stores important information such as
personal information. To assure security, the
important information stored in the IC card is
encrypted, and authentication with respect to an IC
card user 1s requested. However, when noise is applied
to a power or a clock supplied to the IC card or when
light is applied to an IC chip itself, the CPU may
erroneously operate in some cases.

Therefore, the IC card according to this
embodiment confirms whether original processing is
correctly executed (whether a command of the CPU 1is
fraudulently skipped due to a disturbance) on a
software side. For example, a check point is provided
at each position in a data processing routine, a check
flag corresponding to the check point is stored, the
check flag i1s checked during data processing (as

needed) or at the end of data processing, proper



15the CPU 3 confirms whether the data processing is executed in
accordance with the original correct data processing routine. That is, the
CPU 3 stores a check flag whose value varies in accordance with
progress of data processing (in accordance with checking at a check
20Point), confirms whether a value of this check flag matches with an
expected value during or at the end of the data processing, and outputs a
processing result under conditions where these value match with each

other. 2oAdditionally.fhe following gperatiop furthersecuressrelighility. ofc 4, ang
the data processing. 1-1. The check points in the data processing 10

routine aredisperseccarxhamangedsatla plusality op peints retherdham pne

point. A plurality of check flags having the same value which vary in
accord&rcelwitty chEclafy afbthe Pldrality'of icheER Pofits aFe5storett ahgaement

validity Q%tn%%atg}perg esség%ggscogﬁrmed b%]sed (;fq BFQ% Pluralgg gg %tgg%d of

C 8V, ue 1
check flags. That 1s, whether the plurality of check ags ave the same
svalue isschacked dmiraring). t2a5aek cheek paint isprovided iReliability of

accordance 10with processing contents of the data processing

data processing.

Specific examples will now be explained
hereinafter.
1. The ROM 5 in the IC card stores a data

10 processing routine including a plurality of check
points, the I/0 7 receives a command from an external
device, and the CPU 3 executes data processing
corresponding to the command from the external device
in accordance with the data processing routine. Here,
15 the CPU 3 confirms whether the data processing is
executed in accordance with the original correct data
processing routine. That is, the CPU 3 stores a check
flag whose value varies in accordance with progress of
data processing (in accordance with checking at a check
20 point), confirms whether a value of this check flag
matches with an expected value during or at the end of
the data processing, and outputs a processing result
under conditions where these value match with each
other.
25 Additionally, the following operation further

secures reliability of the data processing.

1-1. The check points in the data processing
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routine. Each check flag having a value that varies in accordance with
checking at each check point included in each data processing routine is
stored, and validity of the data processing is confirmed based on each
15stored check flag. 1-3. Check points are provided in each of a
subroutine and a main routine including the s(gjb-routine. The respective
check flags whose values vary in accordance with checking at the
respective check points 20included in each of the routines are stored, and

validity,of the data, procgssipg is.copfirmed based onthe respective sfored ¢

check flags. 1-4. The check flags are increased or decreased by
incrementing or decrementing vaties gfdhe ehecln25flags-n acgortanere c k
with checking at the check points, and believab ity of the data processing

is finally tdffirmed based Bf astoka vafielst thb valuesadf the N laglvsckdance

flags. Q\vlge{(%qt(i:\{]eé)élgheck Qggz%hat aée lrjg?agced b & X%Iue of a multlgle

other than 1 i accordance with cheR i%g atthe Check pgfﬁ}t(s RreStored T ©

For example: ghegk flags; thal ake,updated nyHnot oplya aultiple bytalso

a general numerical sequence may be stored.
confirmed based on the plurality of stored check flags.
That is, whether the plurality of check flags have the
same value is checked (mirroring).

1-2. Each check point is provided in accordance
with processing contents of the data processing
routine. Each check flag having a value that varies in
accordance with checking at each check point included
in each data processing routine is stored, and validity
of the data processing is confirmed based on each
stored check flag.

1-3. Check points are provided in each of a sub-
routine and a main routine including the sub-routine.
The respective check flags whose values vary in
accordance with checking at the respective check points
included in each of the routines are stored, and
validity of the data processing is confirmed based on
the respective stored check flags.

1-4. The check flags are increased or decreased
by incrementing or decrementing values of the check
flags in accordance with checking at the check points,
and believability of the data processing is finally

confirmed based on a total value of the values of the



1-5. Alternatively, check flags that are updated by a randomly selected
fixed value (a prepared value from, e.g., a table in advance) in accordance
with 10checking at the check points are stored. 1-6. Alternatively,
check flags that are updated by not only a static random number but also
a value of a dynamic random, number that fiJctuates every time the data
processing advances in accordance with ch %king at 15the check points
are stored. 1-7. The check flags are updated in accordance with

checking, at.thesgheck points and,allthe check flags are-gapfirmed.at the.

end of the data proCessing. Alternatively, the check flags are confirmed in
20accardance with ghecking at thercheckpaints anddbes the shecki flags

are updated. 2. The ROM 5 of the FC card stores a data processing
routineAREIAMY166p PrdcessimgsthielgO Ftrelebives aesomimant From Hise
external device, and the 25CPU, 3 executes data processing o
corresﬁc;tnodﬁlr?é? 70 the 50%}%6‘5?%1 fiémthe %%te%gl%sevfcgeaig a%%%rdl%%%teq by

5 with the data, progessing reutine. Further the CPUY 3iagrements b2 ot 1
decrements a count value of the loop processing in accordance with
executmamfahe doopeprocessing.red.

1-5. Alternatively, check flags that are updated
by a randomly selected fixed value (a prepared value
from, e.g., a table in advance) in accordance with

10 checking at the check points are stored.

1-6. Alternatively, check flags that are updated
by not only a static random number but also a value of
a dynamic random number that fluctuates every time the
data processing advances in accordance with checking at
15 the check points are stored.

1-7. The check flags are updated in accordance
with checking at the check points and all the check
flags are confirmed at the end of the data processing.
Alternatively, the check flags are confirmed in
20 accordance with checking at the check points and then
the check flags are updated.

2. The ROM 5 of the IC card stores a data
processing routine including loop processing, the I1I/0 7
receives a command from the external device, and the
25 CPU 3 executes data processing corresponding to the
command from the external device in accordance with the

data processing routine. Further, the CPU 3 increments



-

Additionally, the following operation further secures reliability of the data
processing. 52-1. A loop processing count value that varies in compliance
with predetermined rules is stored to confirm validity of the data
processing based on the loop processing count value rather than simply
incrementing or decrementing the loop prociaé:,sing count 10value in
accordance with execution of the loop processing (in accordance with the
number of times of the loop pxocessing). 2-2. A plurality of numerical

sequepgesae.held as & table, and selecting different nymerical seduence;

every time realizes storing a loop processing count value that is updated
by the selectethnumeridallsequence: invaccofdarice Wit theonwmbesah g .
times the loop processing. 2-3. A plurality of variables are held as a
20table, ana $&lecting ditferent Vafiable evaty fithete@lizés  etbrifig at her

loop proce\slsrig% po%titi\é%li thCat is gp(;é@;[ed(@{ttge sgloeccéesdszil Jprogression

in accordance with the number Hf imes of the Iooppprocessmg.gZ'-4. A

function of 2-1 on 2-2 or fupetions-ef2ohoth 2-1-ane 2-2ane provided With-i1 es in

respect to the condition of 2-3.
compliance with predetermined rules is stored to
confirm validity of the data processing based on the
loop processing count value rather than simply
incrementing or decrementing the loop processing count
value in accordance with execution of the loop
processing (in accordance with the number of times of
the loop processing).

2-2. A plurality of numerical sequences are held
as a table, and selecting different numerical sequence
every time realizes storing a loop processing count
value that is updated by the selected numerical
sequence in accordance with the number of times the
loop processing.

2-3. A plurality of variables are held as a
table, and selecting a different variable every time
realizes storing a loop processing count value that is
updated by the selected a progression in accordance
with the number of times of the loop processing.

2-4. A function of 2-1 or 2-2 or functions of
both 2-1 and 2-2 are provided with respect to the

condition of 2-3.

3. The ROM 5 of the IC card stores a data
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3. The ROM 5 of the IC card stores a data 13 processing routine, the 1/0 7
receives a command from an external device, and the CPU 3 executes
data processing corresponding to a command from the external device in
accordance with the data processing routine. 5Here, the CPU 3 uses a
hierarchical sub-routine call to confirm whether the processing up to the
sub-routine in the lowermost layer has been §roperly executed in the
uppermost portion where the call is made. 3-1. A check flag whose value

varies pased on acall,for,a syb-routine in the-lowermost layer is sfored ;1o

and validity of the data processing is confirmed based on this check flag.

For example; asstibaroutine incthe lowermnst layer, a sub=routine injamn a
intermediate layer including this sub-routine in the 15lowermost layer, and

a maintbafiFé heluding this st ydufife fitthe iAtrmediate fer afe external

defined eavgkg:eckiﬂagav&/rc]%%e \é%lgg VS“%% bgggd ana call for the | oy
subrou?lne i the fawermosfjlayer is Stored, and vglldaitypo]??ﬁé%agfang routine.

procesgingds confiraetbasedsan this gheck 20lag.57 2 Aplrality of,11 +o
check flags whose values vary based on respective calls for a plurality of
subroutines arenstoned,rasnd vidlidity obthesddtaprogessingtisconfibredutine in
based on the plurality of 25stored check flags. That is, whether alll ,
sub-roltilfes atéaned cah Hecchetked PeaR dsiPRRbiHes BRGUTed in the

non@a“%ggyggg%ﬂ%%%%%%ge%%%@geQ%@ call is made.

3-1. A check flag whose value varies based on a
call for a sub-routine in the lowermost layer is
stored, and validity of the data processing is
confirmed based on this check flag. For example, a
sub-routine in the lowermost layer, a sub-routine in an
intermediate layer including this sub-routine in the
lowermost layer, and a main routine including this sub-
routine in the intermediate layer are defined, a check
flag whose value varies based on a call for the sub-
routine in the lowermost layer is stored, and validity
of the data processing is confirmed based on this check
flag.

3-2. A plurality of check flags whose values vary
based on respective calls for a plurality of sub-
routines are stored, and validity of the data
processing is confirmed based on the plurality of
stored check flags. That is, whether all sub-routines
are called can be checked (called sub-routines and non-

called sub~-routines can be identified).
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14 3-3. Values of the check flags are dispersed and stored at a
plurality of positions (mirroring). That is, the plurality of check flags having,
the same value that varies based on a call for one sub-routine are stored,
and validity of the data processing is confirmed based on the stored check
flags having the same value. 3-4. The check flags are separated in
accordance with each sub-routine call g}r%up to be used, and
10storage positions are changed. 3-5. The check flags that are

updated by a valye of éa{wg%'%%h%%@aﬁQle@%bi%%aﬁg%@eﬁf%%%et sed and

numerical sequence without being restricted to a multiple) rat e

check flagsrhaving valugs updated by-simpiasincrerment @fdecrameantin - That
accordance with a call for a sub-routine are stored. 3-6. The check
flags that aré- Gpdated by d fandeily selettetllfbed Vatue. (sovdlbe same value

prepared in, e.qg., a table in ag\;ance in a or%ance with a call for 20a
sub-roLGJ%I?’haeﬁar\égdsxfleS Bat 7. e‘)achce%i lagS that Hre Updafed by 5 2

ored.

dynamicandem numberavalug whichdluctuates every.time the: card.is
processed rather than a static random number in accordance with a call
for a subrdutine<al|25aseistored.he s3:8rFhe checkflagsathat arering the

updated by a value Of a stack pointer or a part of this value in 15
same value.

3-4. The check flags are separated in accordance
with each sub-routine call group to be used, and
storage positions are changed.

3-5. The check flags that are updated by a value
of a multiple other than 1 (which is a general
numerical sequence without being restricted to a
multiple) rather than the check flags having values
updated by simple increment or decrement in accordance
with a call for a sub-routine are stored.

3-6. The check flags that are updated by a
randomly selected fixed value (a value prepared in,
e.g., a table in advance) in accordance with a call for
a sub-routine are stored.

3-7. The check flags that are updated by a
dynamic random number value which fluctuates every time
the card is processed rather than a static random
number 1n accordance with a call for a sub-routine call
are stored.

3-8. The check flags that are updated by a value

of a stack pointer or a part of this value in
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accordance with a call for a sub-routine are store  An operational
example of the check flags will now be explained hereinafter with
reference to flowcharts depicted in FIGS. 3 to s. 5As shown in FIG. 3,
check point processing is inserted into an important part in an original
processing flow of the card. A check flag of one byte assured in the RAM
4 is updated (e.g., incremented or decremerjrt?-:d) at a check point 41 (101)
and a check 10point #2 (102) in a main routine. Likewise, the check flag of

one byte assured in.the;,RAM.4 is,yndated (¢, ipcremented or a
decremecnted) ata chec:i poir?t #??1 I%105 anda check pooli'lntl&e(l%% insi.flOre '
sub-routine. Ata lagtcheck point 4AASTH(1O4) in thednainalorouwtings @ will now
value of the check flag is confirmed. The value of the check flag matches

with arPexpeetddvalae ifthe ofiginat processing redterisused tand thewcharts
value of the check flag does not match with the expected value if the
originaig&%lc%ﬁﬁi(g %(r)lut%%isG Rot &setd? 20When these values do not match

with each others anegker is returned %gr%%%%:swgp@m@ PYRSsing is
stopped. Here, the check flag may be dispersed and stored at a

plurality 0f positions.ifthat is; thenpluraliy of 25eheck-flags may hersetin

the RAM 4 or may be simultaneously stored in different memories, e.g., a
registeP tRE EEPROM 6, SAhPSthels Fedth@r, the chRBéick flag of one byte

assured in the RAM 4 is updated (e.g., incremented or
decremented) at a check point #1 (101) and a check
point #2 (102) in a main routine. Likewise, the check
flag of one byte assured in the RAM 4 is updated (e.g.,
incremented or decremented) at a check point #3 (105)
and a check point #4 (106) in a sub-routine.

At a last check point #LAST (104) in the main
routine, a value of the check flag is confirmed. The
value of the check flag matches with an expected value
if the original processing route is used, and the value
of the check flag does not match with the expected
value 1f the original processing route is not used.
When these values do not match with each other, an
error 1s returned or processing by the CPU 3 is
stopped.

Here, the check flag may be dispersed and stored
at a plurality of positions. That is, the plurality of
check flags may be set in the RAM 4 or may be
simultaneously stored in different memories, e.g., a

register, the EEPROM 6, and others. Further, the check
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16 point processing may be divided into a plurality of parts (in accordance
with, e.g., each module) to store the respective check flags in different
regions. Furthermore, the-value of the check flag may be 5increased or
decreased by using a value of any multiple rather than simply
incrementing or decrementing the value of t{? check flag. Moreover, as
explained above, although the check flag is'checked at the last check
point 40LAST (104), the check flag may be checked at the 10respective

cheok poins #1 (1042 (102), #3,103), 0l #4 (106), 10/ 0356, a1, o

expected value is required at each check point, but more secure checking

can bepperfarmedrby providiag agiventdetesmined ikegilamnvalue ¢athee store
than regularly changing the 15 check flag. Additionally, this irregular value

may bé BRangedeadh timeyeGding adafuel of &idnidons Rtmbed iithout

being fixed. As shown in FIG. 4, acge oin (}9203)' arranged in the
loop pgg%%&%émﬁ {/%fue%fethg ac%%%k 9 fl%1 i%s ucp% a(fekd @89 ir%g?é/ml‘%%ted

or deckeinenied)in aceordancewithithe numberoffimes 0oge any multiple

processing (in accordance with checking at the check point). Alternatively,

a value efthrerchgck pointiip increéasedéidennédsed oy using eevadue bhg the

multiple 25rather than 1. Based on this operation, whether a
value of the check flag. Moreover, as explained above,
although the check flag is checked at the last check
point #LAST (104), the check flag may be checked at the
respective check points #1 (101), #2 (102), #3 (103),
and #4 (104). 1In this case, an expected value is
requlired at each check point, but more secure checking
can be performed by providing a given determined
irregular value rather than regularly changing the
check flag. Additionally, this irregular value may be
changed each time by using a value of a random number
without being fixed.

As shown in FIG. 4, a check point (203) is
arranged in the loop processing. A value of the check
flag is updated (e.g., incremented or decremented) in
accordance with the number of times of loop processing
(in accordance with checking at the check point).
Alternatively, a value of the check point is
increased/decreased by using a value of a multiple
rather than 1. BRased on this operation, whether a

value of the check point is a set multiple is checked

in the loop processing to confirmed whether the value



5

10

15

20

25

value of the check point is a set multiple is checked in the loop processing
to confirmed whether the value 17 of the check point is correct. Further,
changing an increment/decrement value every time the loon processing is
executed is also effective. Furthermore, providing the plurality of variables
of the 5increment/decrement value rather thlap providing one variable of
the increment/decrement value enables securely avoiding falsification of
the number of times of loop. The above-explained methods can be

combined with the, plurality, ofvariables, 10As-shownipdHG: 5, kS nging an
assumed that a main routine in the uppermost layer (301 to 303), a
subroutine iraanntérnediateclayer 3043, and:a gub4 rotitinedn theop
lowermost layer (305) are present. dedicated check flag is stored in

accordahté With'a ¥54ll for fe s it routinglif thé fohfsimbet layef (i ghe rmore,
check oint AJndle eu rauine.n.(he laerpuast .hauel) e gtuming
. bl i . ;

to the main routiné in the Uppermost fayer (at a check point B in the main

routineiindheippernest tayesh the sedicated: chackdlaglds 2Bsheekadtoone
confirm whether the sub-routine in the lowermost layer is called.

Alternativehaleheclopointscarerrespativedsrovielednto thie pluealitpables

sub-routines, and values of the check flags are changed when the plurality
of securely avoiding falsifiTation of the number of "times

of loop. The above-explained methods can be combined
with the plurality of variables.

As shown in FIG. 5, it 1s assumed that a main
routine in the uppermost layer (301 to 303), a sub-
routine in an intermediate layer (304), and a sub-
routine in the lowermost layer (305) are present. A
dedicated check flag is stored in accordance with a
call for the sub-routine in the lowermost layer (at a
check point A in the sub-routine in the lowermost
layer). After returning to the main routine in the
uppermost layer (at a check point B in the main routine
in the uppermost layer), the dedicated check flag is
checked to confirm whether the sub-routine in the
lowermost layer is called.

Alternatively, check points are respectively
provided to the plurality of sub-routines, and values
of the check flags are changed when the plurality of
sub-routines are respectively called. After returning
to the main routine in the uppermost layer, a value of

the check flag is checked to confirm whether this value
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25 sub-routines are respectively called. After returning to the main routine
in the uppermost layer, a value of the check flag is checked to confirm
whether this value 18 matches with an expected value. Moreover, the
check flag may be stored at a plurality of positions rather than one
position. Additionally, different check flags may he separately prepared in
accordance with each of such continuous sub-routine call groups. Further,
this check flag may be changed to any other regular value rather than

being increaged/dgereased by, iperementdeerement, Allermalively,an, ey
irregular value rather than a regular value may be used. Whethér tF\e
10procéssingrhag reachedbthecmadule ip therlowermostdayersmaydes rather
checked by using a value of a stack pointer rather than the check flag.

This erhbedinfete wiPsdWw HesumAvafizéd Rereinafter di f femdnthel@ck flags

card Whlach k}g)ﬁléds data tggcrgin execute; 6Processmg in a(gcordance with a

command from the outside, %opc]):uetgﬁts A resliit the I Card figvikg Fereer? °f

point peacessingsection at each Point inia Processing flowe ordento ey thig
confirm whetler the 20processing has been executed in accordance with

the propee processiagriloyw tocobtamay resultsatisfyingta demaad fiom thea Lue
outside and having a function of changing a value of a check flag that is

used tofE‘&ﬁTﬁﬁ] validity BE tHeIprotessing FOWAR BYis TREEK Paint
processing,aaeian and confiaming a fnal iesulioldhe chedk Mg LIS - value

end of the processing to confirm validity of the procéésé/il‘lg,a the'c %%ﬁlﬁlaig
is dispeesatkand stored:at-a plurality of pasitigRs, (MErokivg). whether the
processing has reached the module in the lowermost
layer may be checked by using a value of a stack
pointer rather than the check flag.
This embodiment will now be summarized
hereinafter.
(1) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result

of the check flag at the end of the processing to

confirm validity of the processing, the check flag is



(2) In the IC card which holds data therein, executes processing in
accordance with a command from the outside, and outputs a result, the IC
card having a check point processing section at each point in a processing
flow in order to confirm whether the processing has been executed in
accordance with the proper processing flow 10 obtain a result satisfying a
10demand from the outside and having a function of changing a value of a
check flag that is used to confirm validity of the processing flow in this

check paintprocessing section.and gonfirming, a final resylt of the; ehegks

flag at the end of the processing to 15confirm validity of the processing,

the individuat checksflags are individually provided in accordance with
processing contents rather than providing one check flag in the entire
processing of the cartiafé the ehéck Fagetare stoted iF ditkentregibRS -
20(3) Ig}t{%eCIC‘tcard which holds data thereinfgéecutes %cegs@%rﬁﬁélﬁ: from

accordance Wltﬁsa (?orrﬁr%%ﬁélfrr%ﬁn %hne glﬁgi%e, arrf& %u%dpu S a result,

5 card havirg a.check point processing section-ateaeh peinLinta PrOCcessiNgving a
flow in order to confirm whether the 25processing has been executed in

accordahees withthe praper peocessingsfont tooobtain & sesultsatisfyinga a
demand from the outside and having a function of

processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a

10 demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result
of the check flag at the end of the processing to

15 confirm validity of the processing, the individual
check flags are individually provided in accordance
with processing contents rather than providing one
check flag in the entire processing of the card, and
the check flags are stored in different regions.

20 {(3) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the

25 processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a

demand from the outside and having a function of
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20 changing a value of a check flag that is used to confirm validity of the
processing flow in this check point processing section and confirming a
final result of the check flag at the end of the processing to confirm validity
of the processing, not only increment or decrement but also a multiple
other than 1 (which is not restricted to a muléi le and it may be a general
numerical sequence) is used as an incremefit/decrement (change) value
of the check flag. 10(4) In the IC card which holds data therein, executes

processing i aggordange with a-camimand,fram the pytside; and ouipyts

a result, the IC card having a check point processing section at each point

in a pracessihgrflovainiertertocgonting, whethet 4he d5proeessing hiass check
been executed in accordance with the proper processing flow to obtain a

result Saidfying°& e famtiTeon BT s and Ravingaifofctionfgnal result
changlggfa value of a Eh%clk flaga@a%ﬁeuseergdtoocfongl m: Va|ldlt% of the

processmg%l%%v i this checE%Opom processing sec i6nand ¢ ﬁf?rlrﬁli%gtao

final resulhofithe checkdlag at the eng ofthe-processing fo,confimyvalidity emen ¢
of the processing, a fixed value (a value prepared in, e.g., a table in

advancey thvat 43 eardomlip seleetesbinaadvancé @hd hetchisrthelcard is (which is
25used as an increment/decrement (change) value of the check flag. In

the IC 4t wiich hofdisTata thetefi - --b1e and 1t may be & general

numerical sequence) 1is used as an increment/decrement
(change) value of the check flag.

(4) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result
of the check flag at the end of the processing to
confirm validity of the processing, a fixed value (a
value prepared in, e.g., a table in advance) that is
randomly selected in advance and held in the card is
used as an increment/decrement (change) value of the
check flag.

(59 In the IC card which holds data therein,
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21 executes processing in accordance with a command from the outside,
and outputs a result, the IC card having a check point processing section
at each point in a processing flow in order to confirm whether the
5processing has been executed in accordance with the proper processing
flow to obtain a result satisfying a demand fﬁ m the outside and having a
function of changing a value of a check flag that is used to confirm validity
of the processing flow in this check 10point processing section and

confirming a.firal result-of4he gheck flag ab thesend-of thepracessing:tos from
confirm validity of the processing, an increment/decrement (change) value

of the ¢heckofiggsisdlictuatet evenytinse therprogéssing betheCcardisl having a
15executed. (6)In the IC card which holds data therein, executes

procesSiHgih égc%b%nlﬁlé With°a %B%nfﬁfotﬁBﬁ tﬁ& o%?s(f(ﬁ]e,%]dnéutfaﬂtfsa
a resulgjrtggég:.sgalg(%hﬂlgg a;¢heck pointprogessing section af each,point

in a 20processing flow in order to confirm whether the processing has
been executedsnragcorgance withdhe proper pracessing tew te obtaim at he

result satisfying a
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result
of the check flag at the end of the processing to
confirm validity of the processing, an
increment/decrement (change) value of the check flag is
fluctuated every time the processing of the card is
executed.

(6) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the IC card having a
check point processing section at each point in a
processing flow in order to confirm whether the
processing has been executed in accordance with the
proper processing flow to obtain a result satisfying a
demand from the outside and having a function of
changing a value of a check flag that is used to
confirm validity of the processing flow in this check
point processing section and confirming a final result

of the check flag at the end of the processing to
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demand from the outside and having a function of changing a value of a
check flag that is used to 25confirm validity of the processing flow in this
check point processing section and confirming a final result of the check
flag at the end of the processing to 22 confirm validity of the processing,
not only a value of the check flag is changed in the check point processing
section hut also a value of the check flag is confirmed, and error
processing is executed as 5Srequired. (7) In the IC card which holds

data therein; execpias: procossingaccordance with a command frop they a1 ue of
outside, and outputs a result, not only increment/decrement but also a

value dffeemeiitiplek 100ther thanch éwkiekl isinottrestrictesicto @mudtipleandessing
may be a general numerical sequence) is used as an

increm@Rtdecrantdnt vatig o cdintitg thé nﬁﬁf’be?%?ﬁ%(_ag]ﬁ%épg
processigdhahiseauied (o.perfonniadiepeliive processing AS(BL 1 the

IC card which holds data therein, executes processing in accordance with
a commasnd fresaithe outside, and outputs a result, a value that differs

(7) In the IC card which holds data therein,

the outside, and outputs a result, not only
increment/decrement but also a value of a multiple
other than 1 (which 1s not restricted to a multiple and
may be a general numerical sequence) is used as an
increment/decrement value for counting the number of
times of loop processing that is required to performed
repetitive processing.

(8) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, a value that differs
every time by selecting one from a plurality of
numerical sequences held in the card in advance rather
than a value that is the same every time is used as an
increment/decrement value for counting the number of
times of loop processing that is required to perform
repetitive processing.

(9) In the IC card which holds data thereiln,
executes processing in accordance with a command from
the outside, and outputs a result, a plurality of

variables for increment/decrement for counting the



every time by selecting one from a plurality of numerical sequences held
in the card in advance rather 20than a value that is the same every time is
used as an increment/decrement value for counting the number of times
of loop processing that is required to perform repetitive processing. (9) In
the IC card which holds data therein, 25executes processing in
accordance with a command from the outsid?eB, and outputs a result, a
plurality of variables for increment/decrement for counting the 23 number

of times, of,|oop pcessing that is required to. perfe rro%%ﬂéw%s required to

processing are provided, and a predetermined num times Is sa

by all the:variables tapterminate the loop proeessing: 5(1@)nthe JC gard o
which holds data therein, executes processing in accordance with a
commaneaeesTh THE e Hieesutputs airesalt, ithe thetk pofd by all the
processing section thLa('g changes the check ﬂélﬁg required to canfirm validity

S PIhe685 Hrocedsing that is

of the NUMBET of times of 00ps i prg\}/}ﬁe

5 required to perform repefitiveproeessing, apd whethenthe 100R o therein,
processing is performed for the correct number of times is finally

confirmegdeoyuusing mnatue of the check dag heichingthe icand afterthedoop £ rom
processing. 15(11) In the IC card which holds data therein,

th& outside, and outputs a result, the check point

processing section that changes the check flag required

to confirm validity of the number of times of loops is
10 provided in the loop processing that is required to
perform repetitivé processing, and whether the loop
processing is performed for the correct number of times
is finally confirmed by using a value of the check flag
held in the card after the loop processing.
15 (11) In the IC card which holds data therein,
executes processing in accordance with a command from
the outside, and outputs a result, the check point
processing section that changes the check flag that is
used to confirm whether the sub-routine in the
20 lowermost layer is called is provided in this sub-
routine in order to confirm whether processing is
performed up to the sub-routine in the lowermost layer
with respect to the processing section where a sub-
routine call has a nested structure, and a function of
25 confirming a value of the check flag in the processing

in the uppermost layer is provided.

(12) In the IC card which holds data therein,
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executes processing in accordance with a command from the outside, and
outputs a result, the check point processing section that changes the
check flag that is used to confirm whether the sub-routine in the
20lowermost layer is called is provided in this sub- routine in order to
confirm whether processing is performed up.f the sub-routine in the
lowermost layer with respect to the processing section where a subroutine
call has a nested structure, and a function of 25confirming a value of the

check flagdn.the processingJnthe uppermost dayerds provided. AR fron

IC card which holds data therein, 24 executes processing in accordance
with a camsmand $roe thecoutside} and sutputs awésylt, thescheckqoipto int
processing section that changes the check flag that is used to confirm

whetheP E3ER SEbHEuthieis called T provitiddin thé BEb-FORmE if aghthat is
hierarchicalJayer ip Qr §&%c%gfggqrh\évpeg18e£§r%c s§irn<9ui%h&rloepelrlg/ called is
i i e

performed up to the sub-routine in the lowermost Tayer with respect o1

processing sectien whergha ssbroutine €all hasa rested structire @A 1ayer
function of 10confirming a final value of the check flag in the processing in

the uppermestiayetie providedm whaBhhrtherCoeard explainedingbi)rly
or (12), a vaflge of the check flags is stored in a plurality of storage

positions to perform. Wirrbring. Th(T4)in fifeiic Bard'éxplaifed A IYGFT Laver
(12), different chegk lags.areqavided in agcordance i fespeciive , o yp-

hierarchical sub-routine groups, and the check flags are stored in a

plurality ofudifferent sidrage positior:ted structure, and a function of
confirming a final value of the check flag in the
processing in the uppermost layer is provided.

(13) In the IC card explained in (11) or (12), a
value of the check flags is stored in a plurality of
storage positions to perform mirroring.

(14) In the IC card explained in (11) or (12),
different check flags are provided in accordance with
respective hierarchical sub-routine groups, and the
check flags are stored in a plurality of different
‘storage positions.

(15) In the IC card explained in (11) or (12),
not only increment/decrement but also a multiple other
than 1 (which is not restricted to a multiple and may
be a general numerical sequence) 1s used as an
increment/decrement value for a value of the check
flag.

(16) In the IC card explained in (11) or (12}, a

fixed value (a value prepared in, e.g., a table in
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20(15)In the IC card explained in (11) or (12), not only
increment/decrement but also a multiple other than 1 (which is not
restricted to a multiple and may be a general numerical sequence) is used
as an increment/decrement value for a value of the check 25flag. 25
advance) that is randomly selected in advance and held in the card is
used as an increment/decrement (change) \;a ue for a value of the check
flag. (17) In the IC card explained in (11) or (12), an 5

incremgeté@%%@meeﬁgcbaﬁge)r%%%qrf valug of the %ecgélﬁgq(%) and held

fluctuated every time the processing of the card is executed.

the IC cardtexplainediini@d 1) sevalde ofa stack-painter o8 8pastheithis(change)
value is utilized as an increment/decrement (change) value for a value of

the cheek iy, Lo 18is¥6 behoted that tid present.indention is not
restricted to th 1fxij{egollr%lg gm%oggnecrgsrl (g(r}? ﬁ%zpa%enmgdgled zﬁ {f}angfr (12}, an

. . { . I
ways without epdrting from the scope invention on

embodying siage, Fuither.dhe respedtive gmbodimgpisdnay beya1ue of the
appropriately combined and carried out as long as possible, and

combinedeaffects ean be oblaied: mntthis easer Furthermarees therforegaingg of
embodiments include inventions on various
the card is executed.

(18) In the IC card explained in (11), a value of
a stack pointer or a part of this value is utilized as
an increment/decrement (change) value for a value of
the check flag.

It 1is to be noted that the present invention is
not restricted to the foregoing embodiments and can be
modified in many ways without departing from the scope
of the invention on an embodying stage. Further, the
respective embodiments may be appropriately combined
and carried out as long as possible, and combined
effects can be obtained in this case. Furthermore, the
foregoing embodiments include inventions on various
stages, and variocus inventions can be extracted based
on appropriate combinations of a plurality of disclosed
constituent elements. For example, even if several
constituent elements are eliminated from all
constituent elements disclosed in the embodiments, a
structure from which the constituent elements are

eliminated can be extracted as the invention when the

problem explained in the section “Problem to be Solved



20stages, and various inventions can be extracted based on appropriate
combinations of a plurality of disclosed constituent elements. For
example, even if several constituent elements are eliminated from all
constituent elements disclosed in the embodiments, a 25structure from
which the constituent elements are eliminatg_% can be extracted as the
invention when the problem explained in the section "Problem to be
Solved 26 by the Invention" can be solved and the effect explained in the
section Effect of thesnvention” €an he-obfaineddIngustriah Appligahility
5According to the present invention, the information storage medium
superierin avbitadice of fragduylence can bE previded.f MCSUPrGEAMSN” can
An information storage medium formed of a card main body having a
modul& 8nfbedded thirein, wherein the module comprises:

Industrial Applicability
According to the present invention, the
information storage medium superior in avoidance of

fraudulence can be provided.
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communicating means for receiving a command from an external de\_/ice;

storing means for storing a data nrocessing routine including a plurallty of "
check points; and data processing means for executing processing . MCSLLF
1Ccorresponding to the command in accordance with the data processing

routine, storing a plurality of check flags having values that vary in

accordance with use of the plurality of check points included in the data
processing routine, and confirming validity of data 15processing by

comparing the values of the stored check flags with an expected vglue.

2.An information Storage medium fored &f alcdfd $nain body having a

module embedded therein, wherein the module comprises: , :
communicati%g' means for receiv%\%cér%]?nga%néaf%rﬁréns&l’éﬁ%? dBGgd-um formed

storing meansderstaHng aplerality6f data Brogessing rauiNes £a¢N: 1o rein
including at least one check point' and 25data processing means for

executing protessiagcotiesponding ¢o thengomimagrd in accordance with

the plurality of data %r.ocessing routines, storing o
communicating means for receiving a command from

an external device;

storing means for storing a data processing
routine including a plurality of check points; and

data processing means for executing processing
corresponding to’the command in accordance with the
data processing routine, storing a plurality of check
flags having values that vary in accordance with use of
the plurality of check points included in the data
processing routine, and confirming validity of data
processing by comparing the values of the stored check
flags with an expected value.

2. An information storage medium formed
of a card main body having a module embedded therein,

wherein the module comprises:

communicating means for receiving a command from
an external device;

storing means for storing a plurality of data
processing routines each including at least one check
point; and

data processing means for executing processing
corresponding to the command in accordance with the

plurality of data processing routines, storing
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MCSLO 28 respective check flags having values that vary in , accordance
with useof the respective check points included in the respective data
processing routines, and confirming validity of data processing by

comparing 5the values of the stored check flags with an expected value. MCSLLP

3. The information storage medium according to claim 2, whergin the
storing means stores a sub-routine including®at least one check point and
a main routine including the sub-routine and including at least one Check

point, and__ __ the data praocessing means,executes data processing
correspongding to the %%%%an%% mgascc%%é]n%% with th& 31550 rolitfe’and:

the maibdouting, storesaspadtive eheek flags having values that change .

in accordance with use of the respective check points included in the
sub-rautinetarethermaiheoutiney @nd Coafitms salidityof he datarout ines,
processing by comparing the values of the 20stored check flags with an .
expe@EFVAIHB L I T MATPh & kdirdtionStordgeamediareasebrding Yo comparing

damqghe values of the stored check flags with an expected

value.

3. The information storage medium
according to claim 2,

wherein the storing means stores a sub-routine
including at least one check point and a main routine
including the sub-routine and including at least one
check point, and

the data processing means executes data processing
corresponding to the command in accordance with the
sub-routine and the main routine, stores respective
check flags having values that change in accordance
with use of the respective check points included in the
sub-routine and the main routine, and confirms validity
of the data processing by comparing the values of the
stored check flags with an expected value.

4. The information storage medium according to
claim 2,

wherein the data processing means stores the check
flags that is updated by a value of a multiple other
than 1 in accordance with use of the check point.

5. The information storage medium according to

claim 2,



wherein the data processing means stores the check flags that is updated

by a value of a multiple other 25than 1 in accordance with use of the

check point. 5. The information storage medium according to claim 2, MCSLLP
MCSUP 29 wherein the data processing means stores the check MCSUP

30 flag that is updated by a previously held random value in accordance

with use of the check point. . Th?' infermation storage medium

according to claim 2, 5wherein the data processing means stores the

check flag that is-undateds v a/equiar xalue gt shanges based 01 M8, cneck

number of times of data processing
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- accordance with use of the check point. 7. The information
storage medium according to 10claim 2, wherein the data processing

means executes error processing when confirming validity of data MCSLLP

processing is impossible. 8. The information storage medium
according to claim 2, wherein the storing means stores the data
processing routine including loop pro%q)ssing, and the data processing
means executes data processing corresponding to the command in

accorglange with,the ;OQQMQSGW%Y%PQ%%%:@f gheck fLaaq&fe&?f%”%alue

a value that changes in accordance with use of a check point incl n
the lobp precessing, @aadwonfirms; walistity ©f datanprogessing by

comparing the value of the stored check flag with an expected value.
259.The infoPmatidh StotageCrieiivhPaceoreingae clami2inwhereirtheng to
storinglrglet%n%?tores a sub-routine in 31
wherein the data processing means stores the check
flag that is updated by a regular value that changes
based on the number of times of data proéessing in
accordance with use of the check point.
7. The information storage medium according to
claim 2,
wherein the data processing means executes error
processing when confirming validity of data processing
is impossible.
8. The information storage medium
according to claim 2,
wherein the storing means stores the data
processing routine including loop processing, and
the data proceésing means executes data processing
corresponding to the command in accordance with the
data processing routine, stores a check flag having a
value that changes in accordance with use of a check
point included in the loop processing, and confirms
validity of data processing by comparing the value of
the stored check flag with an expected value.
9. The information storage medium

according to claim 2,

wherein the storing means stores a sub-routine in
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the lowermost layer, a sub-routine in an intermediate layer including the
subroutine in the lowermost layer, and a main routine including the

sub-routine in the intermediate layer, and 5the data processing means MCSLLP

executes data processing corresponding to the command in accordance
with the main routine, the sub-routine in the intermediate layer, and the
sub-routine in the lowermost layer, stofes a check flag having a value that
changes based 100n a call for the sub-routine in the lowermost layer, and

confirmsavalidiy ehdale Rrogessing;by.compaiing e vauie of the Stored ;; ace

u 1 all
check flag with an expected value. 10. The information sqorage medium
15accpaging ta slaimding whereinthesstoring meansisiores ddiwality of s yer,
sub-routines and a main routine including the plurality of sub-routines, and
the d&ta Procéssiny means exedutes dathrprotéssingRoaorrespording tahe
the command in accordance with the , main routine and the sub-routines,

stores & plurAfit§ of theckH&ds hafish values that change based on
respective Cac!ﬁé%ﬁ‘@ap'k&@g%%fé%@mﬁ@%%ss a%’gﬁ?gggre@s \d/}%“éj ity OI”OCGSSng
the data processing by comparing 25the values of the stored ¢ eck f%gs
with ancexpesteshvailu@. to the command in accordance with the
main routine, the sub-~routine in the intermediate
layver, and the sub~routine in the lowermost lavyer,
stores a check flag having a value that changes based
on a call for the sub-routine in the lowermost layer,
and confirms validity of data processing by comparing
the value of the stored check flag with an expected
value.
10. The information storage medium
according to claim 2,
wherein the storing means stores a plurality of
sub-routines and a main routine including the plurality
of sub-routines, and
the data processing means executes data processing
corresponding to the command in accordance with the
- main routine and the sub-routines, stores a plurality
of check flags having values that change based on
respective calls for the plurality of sub-routines, and
confirms validity of the data processing by comparing
the values of the stored check flags with an expected

value.

11. The information storage medium



11. The information storage medium MCSUP 32 according to claim 10,

wherein the data processing means stores a MCSRp 33 plurality of check MCSLLP
flags having values that change based on a call for one sub-routine, and

confirms validity of data processing by comparing the values of the stored

check flags with an expected value. 12. The information storage

medium according to claim 10, wheyein the data processing means

assigns different check flags in accordance with respective sub-routine

groupéc@gqgﬂggs the ghgglﬁgla% at 10different storage positions.

wherein the data processing means stores a
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13. An information storage medium formed of a card main body having a
module stored therein, wherein the module comprises:

communicating means for receiving a command from an external device;
storing means for storing a data processing routine including loop
processing; and data processing means for executing data 20processing
corresponding to the command in accgsdance with the data processing
routine, stores a value of the number of times of loop processing that

varie : predetermined, rule in accordance with.the number of times
of Ioo%ﬁp%gézlsﬁr% %ﬁu%%t%@%% %ﬁ%\r’olé]e%si\ﬁa}uﬁdg c&htﬁ%sc@a?iaﬁf
of therdatadproeeseingahyl campating thevalue, afthe numbey of times,of s
loop processing with an expected value. MCSUP 34 14. The information
Suyagéhﬁﬁﬁmﬁg@ém@ﬁﬁpmprocessing by comparing the values of

MCSLLP

the stored check flags with an eXpected value.

12. The information storage medium according to

claim 10,

wherein the data processing means assigns
different check flags in accordance with respective
sub-routine groups, and stores the check flags at
different storage positions.

13. An information storage medium

formed of a card main body having a module stored

therein,

wherein the module comprises:

communicating means for receiving a command from
an external device;

storing means for storing a data processing
routine including loop processing; and

data processing means for executing data
processing corresponding to the command in accordance
with the data processing routine, stores a value of the
numpber of times of loop processing that varies along a
predetermined rule in accordance with the number of
times of loop processing included in the data
processing, and confirms validity of the data
processing by comparing the value of the number of

times of loop processing with an expected value.



MCSUP claim 13, wherein the data processing means stores the value of

the number of times of loop processing that is updated by a value of a MCSLLP
multiple other than 1 in ;accordance with the number of times of loop

processing. The information storage medium according to claim 13,

wherein the data processing means stores a value of the number of times

of loop processing that is 10updated by,a numerical sequence selected

from a plurality of previously held numerical sequences in accordance with

the number oftimes QLloopRIGRESSING st dBalbe nformationsierageny to
medium according to claim 13, herein the data processing means stores a

value



10

15

of the number of times of loop processing that is updated by a variable
selected from a plurality of previously held variables in accordance with CSLLP
the number of times of loop processing. MCBLL

35

claim l3,

wherein the data processing means stores the value
of the number of times of loop processing that is
updated by a value of a multiple other than 1 in
accordance with the number of times of loop processing.

15. The information storage medium according to
claim 13,

wherein the data processing means stores a value
of the number of times of loop processing that is
updated by a numerical sequence selected from a
plurality of previously held numerical sequences in
accordance with the number of times of loop processing.

16. The information storage medium according to
claim 13,

wherein the data processing means stores a value
of the number of times of loop processing that is
updated by a variable selected from a plurality of
previously held wvariables in accordance with the number

of times of loop processing.



